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Policy Enforcement

DM file
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Policy Definition / ’ 0 “

Error messages
Complicated diagnostic log
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® Admin events

¢ Actionable set of events in ‘System’ log
(source = ‘Group Policy Service’ not ‘Userenv’)

Linked to Microsoft Web site with more information including
troubleshooting steps, related KBs

® QOperational events

® Step-by-step policy processing events in ‘Group; Pelicy’
Application channel

¢ Admin friendly replacement of Userenv.log

Unigue Activity ID enables grouping of events occurring in a single
policy refresh

Provides valuable data like Username, GPO list, policy processmg
metrics (total time, individual extension processing time: h-Ea
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Why ADMX Files?
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ADM A1 ADMX A4 ikt

ADM

(Windows 2000, Windows Server 2003
and Windows XP)

ADMX
(Windows Vista and later)

I Manage Windews: 2000, Windews
Server 2005,
Windoews XP

n Manage Win ISta, Longhorn

Vltilingual Support v (ADML Files) X

N Consume Custom ADM o ./

Default Location of Files ADMX files read locally ADM files copied to GPO
C = S ANty I St ’ ,\/ X
Avoids Duplicated Files in the GPO (Sys J X

Option tol Add GPO-Sp  Files ADM Files Only ADM Files Only.

(Add/REMOVE Fl—‘r

File Comparis, Version Numbers 'I€ [
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Removable Storage
Devices

IPSec / Windows
Firewall

Power Management

Printer Management

Troubleshooting &
Diagnostics

Windows Defender

Network Access
Protection

Internet Explorer

Tablet PC

Windows Error
Reporting

User Account
Control

Wired and Wireless
Policy

Desktop Shell

Globalization
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Instant Cost Savings With Power
Management Policy Settings

Energy management features (sleep and display
blanking) translate into savings

® Compare system on 24x365 with one with energy
saving features enabled

® Display blanking alone
® 17’ LCD up to $17/monitor per year
® 17" CRT up to $31/monitor per year

® System sleep and display blanking together
® Up to $63/system per year

Assume $63 system idle and display blanking savings
per PC

e 1pPC $63

® 1,000 PCs $63,000
® 10,000 PCs $630,000
Other value

® Heating / cooling savings (HVAC)
® Reduction in environmental impact
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[C] Sleep Settings

Specify the System Sleep Timeouwt
{(Plugged In)

Display Properties

Requirements:
Microsoft Windows Vista

If you enable this peoli 1
must provide a value, in secon
indicating how much idle time
should elapse before Windows
transitions to sleep.

If you disable this policy setting or do
not configure it, users can see and
change this setting.

Windows Vista Bi5ENBIRSIE
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EW Turn OFf Hy
L i
=% Enable Applicatic
ﬁ Enable Applications to Prevent Sleep Transitions (On Battery) Mot configured

When a Computer Wakes (Plugged In})

p Tirn [ )

term Hibernate Timecut (Plugged In)

tern Hibernate Timeout (On Battery)
leep (Plugged In)
(On Battery)

» Separate power plan for when no user is logged into the system

MATEPTBHIPC EEAEBEL
= Sleep/ENRIABY KA "EE
* XRARGSleep=RINE
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State

Mot configured

onfigured
cnfigured
onfigured

o Prevent Sleep Transitions (Plugged In)
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¢ CD/DVD
& Tapes

¢ USB plug-in devices
¢ Windows Portable Devices (WPD)
¢ All ether external removable storage devices

® Only computer settings are applicable on Terminal Server
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Computer Conflguratlon\Windows Settings\Security Settings\Local
PoIicies\Security Options
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Windows FJj ‘k EZ MilPsec

ith Advanced Security on Local Computer] &

Consolel - [Console Root\Windows Firewall «

a Windows Firewall with Advanced Security
Wi d network security

Windows /g5 A 1ZFAPsec

& Outbound Ex

up basic security for a Windows domain &) How Windows Firewall with Advanced Security works
ring traffic between servers & Bestpr: guide

&) Restrict access to a server to a group of users &) Disgnostics and troubleshooting guide

| N g Wind g Gartner - Managem “2 MSN com i *Jii Consolel - [Console g 1218 PM

© RENABRERAmODE
* RANHLREER
© RAVFADPRIENMERITER

e Restrict network resource access to domain-joined computers
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Resources

® \What's new in GP in Widows Vista
® Nhttp://www.microsoft.com/technet/windowsvista/library/a8366c42-
6373-48cd-9d11-2510580e481 /. mSpx
® New categories ofi Policy settings
& nitps//wwyy. microseft.com/technet/windowsvista/livriary/2b8dc2id=eate-
4c74-914c-ecl01133fehd. mspXx

® Managing the new ADMX files: A step by
step guide

e R[ttp://Mww. microsolt. com/technet/windowsvistalliprary/026 334 70-
396¢-4e34-971a-0c5h090dc4fd. mspx
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