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Introductions

Expectations

for today




“Security (s our top priority and
we are committed to working
with others across the industry

to protect our customers.”

Satya Nadella
Chief Executive Officer, Microsoft Corporation

Ensuring security to enable your digital
transformation through a comprehensive platform,
unique intelligence, and broad partnerships




Microsoft CISO workshop
Lunch

Your strategy Security management
learnings and principles

Kickoff and introduction _
Identity and access management

Threat protection

(A) Identify-Protect
(B) Detect Respond-Recover

Information protection

Joint planning

@ CISO WORKSHOP OBJECTIVE:

Learn how Microsoft can help you achieve your cybersecurity goals




Microsoft Cybersecurity Briefing

Cybersecurity Resilience
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Critical Hygiene

CISO View — Cybersecurity Landscape + Microsoft Approach

Accelerating
Threats
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Threat evolution is accelerating

Malware-Less Attacks

‘File-less’ Malware

Tailored/Targeted Malware

Mass Distribution Malware
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Malware and Infrastructure Identity and Apps



Your enterprise in transformation

Requires a modern identity and access security perimeter Cloud Technology
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https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/

Building a resilient cybersecurity program

On-
Responsibility SaaS PaaS laaS prem

Information and Data
Devices (Mobile and PCs) ESTABLISH A MODERN PERIMETER
Accounts and ldentities

Identity and directory infrastructure
Applications

MODERNIZE INFRASTRUCTURE SECURITY
Network Controls

Operating system

Physical hosts

“TRUST BUT VERIFY” EACH CLOUD PROVIDER

Physical network

Physical datacenter




Running Dual Perimeters

ATTACKERS USING IDENTITY TACTICS

SECURING MODERN SCENARIOS (CLOUD, MOBILE, 10T)

MODERN PERIMETER
(Identity Controls)

CLASSIC PERIMETER
(Network Controls)

FULLY ZERO TRUS



Evolution of Roles and Responsibilities

Modern Architectures

Legacy Architectures

© “STOP THE PRESSES!” » CONTINUOUS VALIDATION €3

Security roles will change with architectural/operational models

Manual Resource Administration Administration > Author & Govern Automation

Containment with Network Network A Containment > Containment at all layers
(Net, App, ID, Data, etc.)

Quality Check Before Release Development » Security SME in DevOps process

Project based Engagement Architecture » Continuous Engagement & Improvement



Imperatives and Opportunities

Information security is in transformation Imperatives and opportunity to reimagine security
Moniter and munage your hybeid cloud eatate
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Recognize Fundamental Transformations Meet Challenges + Embrace Opportunities

DRIVE STRATEGIC OUTCOMES

Security & Compliance Identity and Access Information Threat
Management Management Protection Protection

Gain end-to-end visibility Ensure only the right Protect documents, Thwart hackers and

into your organization’s people have access to your databases, and emails recover quickly if attacked
security and compliance + organizational systems against leaks, tampering,

manage policy centrally and destruction
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