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— Transparent Data Encryption
— Extensible Key Management
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— CRL(Certificate Revocation List)
— A Public Key Infrastructure (PKI)

FRONERTERIAIIES Varbinary

B

17/ 12

i

i

14




--Service Master Key

- -{#{7 Service Master Key

BACKUP SERVICE MASTER KEY TO FILE = 'path_to file’
ENCRYPTION BY PASSWORD = "passwordf

--Database Master Key

- - DI [EIREE RS - £/ —f7 Database Master Key
ALTER MASTER KEY ADD ENCRYPTION BY PASSWORD =
'SecondDBAP@ssword "’ ;

- -fH45 55 —1{7 Database Master Key
ALTER MASTER KEY DROP ENCRYPTION BY PASSWORD =
'SecondDBAP@ssword "’ ;
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BACKUP CERTIFICATE NorthwindCert

TO FILE = 'C:\MyServerCert'

WITH PRIVATE KEY (FILE = 'C:\MyServerCertKey',
ENCRYPTION BY PASSWORD = 'password');
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CREATE CERTIFICATE MyServerSert

FROM FILE = "C:\MyServerCert’

WITH PRIVATE KEY (FILE = 'C:\MyServerCertKey',
DECRYPTION BY PASSWORD = ‘'password');
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CREATE SYMMETRIC KEY key demo recreate WITH ALGORITHM =

TRIPLE DES,
KEY_SOURCE = '#gRtH- frigE(fRFEZIIMWE ! ',
IDENTITY VALUE = '$@Ecyryins"

ENCRYPTION BY CERTIFICATE cert_demo
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— Clients: MDAC 2.6 or later
— Force encryption from client or server
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SQL Server Audit
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SQL Cross-Site Buffer

Injection Scripting Overflows




SQL Injection
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SQL Injection
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public void Sample(String NameStr) HiaGusEAEEBE=Es

S =TI ERE SaL
{ : AEA |
String sqlQuery = :

String.Format("SELECT * FROM [Tablel]
WHERE Name = '{@0}'", NameStr);

SqlCommand sqlCmd =

new SglCommand(sqlQuery, new
SglConnection(connectionString));

NameStr = ;¢ )10y SELECT * FROM [Table1l] WHERE Name = x’;
IABIENabIE = DROP TABLE Tablel;--’
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SQL Injection

* Microsoft Code Analysis Tool .NET (CAT.NET) v1 CTP

THEATRES AT T B 0 43#T Cross-Site Scripting (XSS), SQL Injection A1
XPath Injection
http://www.microsoft.com/downloads/details.aspx?displaylang=en&Fa
milylD=0178e2ef-9da8-445e-9348-c93f24cc9f9d

* Microsoft Source Code Analyzer for SQL injection

— ¥HEH] ASP [FHAAFE=(EHY SQL injection HE B
— July CTP:

http://www.microsoft.com/downloads/details.aspx?Familyld=58 A7C46E-
A599-4FCB-9AB4-A4334146B6BA
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SQL Server 2008 White
Papers(http://msdn.microsoft.com/en-
us/library/dd631807(SQL.10).aspx)

— Cryptography in SQL Server(http://msdn.microsoft.com/en-us/library/cc837966.aspx)
— Auditing in SQL Server 2008(http://msdn.microsoft.com/en-us/library/dd392015.aspx)

http://technet.microsoft.com/en-
us/magazine/2008.04.sqlsecurity.aspx?pr=blog
http://blogs.msdn.com/sqlsecurity/

http://sharedderrick.blogspot.com/2009/08/sql-server-2008-
sgl-server-audit-where.html
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