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CYAY/A (EBMlicrosoft Researchiz 1)

Generic Application-Level Protocol
Analyzer and its Language

Mikita Borisov, David Brumley, Helen 1. Wana, Chuanxiong Gua
February 2005

Application-level protocol analyzers are important components in tools such as
intrusion detection systems, firewalls, and network monitors. Currently, protocol
analyzers are written in an ad-hoc fashion using low-level languages such as C,
incurring a high development cost and security risks inherent in low-level language
programming. Motivated by the large number of application-level protocols and new
ones constantly emerging, we have architected and prototyped a Generic
Application-level Protocol Analyzer {GAPA), consisting of a protocol specification
language (GAPAL) and an analysis engine that operates on network streams and

WU GAPAEIS TS E 5% - ol IEMEE R E(E

development

specification documents and supports both binary and text-based protocols. The
GAPA design goals include expressiveness, ease of use, safety, and low overhead; it
Is intended to operate well in an adversanal environment. Our evaluation

ng;g GAPASIAHR ARIER ~ BrXig - RREZEDRBESSRLE S 2
traffic. We have already found GAPA to be useful in intrusion detection, firewall, and

networking monitoring contexts, and we envision additional applications, such as
automatic vulnerability signature generation.

http://research.microsoft.com/apps/pubs/default.aspx?id=70223
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Edit Pelicy: Default Client Protection Policy = | =[]

iR Save £} Save and Close

E----PDIicyInfDrmatinn jﬂdd rule.. | & Moveruleup % Move rule down | 3 Delete rule
i Group Assignments

Rule name Assessment type Severity Confidence Accepted risk

- Menitoring and Response Compromised compute... | Compromised Computer mm

i Computer Response Plan

Computer Asset Value
... Detection Policy

Criteria

Apply this rule to assessments that match the following criteria:

@ Compromised computer () Vulnerable computer
Aszessment severity: ’Equals vl ’High ,] _IN
Asseszment confidence: ’Equals vl ’High v]

Responses

When an incident matches the assessrent criteria, Forefront codename "Stirling” takes the following responses:

m

Action alen by Automatic

[F‘.un full antirnalware scan stilng Client Protection Delete

Block internet access
Block network access stifing MAP Protection O Delete
Issue a high-priority alert

Issue a low-priority alert
Issue a medium-priority alert
Limit internet access

Run full antimabware scan . *] O Delete &

Run quick antirmalware scan
1| i

ng Core Protection Delete
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& Forefront TMG Beta

File Acton View Help

L E I EEECEE L=

=0 Microsoft Forefront Threat Manageme ol

=] a _'_:_.OrEﬁOI?tTHG (ISA4ALL) s _' Forefront- Intrusion Prevention System
EH] Monitoring Threat Management Gateway

éé Firewall Policy
Web Access Policy i) Click here to learn about the Customer Experience Improvement Program.
L& E-Mail Policy

Intrusion Prevention System
Remote Access Policy (VPN)
=4 Networking Group by: ISeverity' =] Group sort order: IDescending =l

HE System - : 5 :
[ Logs &Reports Mame = | Attention ... | Status | Respon&[P_ohcy Type | Date Published | Related Bulleting | CVE Mumbers Network Inspection

Update Center = Moderate System Tasks
¥ Troubleshooting

Network Inspection System \ Tasks

Help

4 Configure Settings
% Define NIS Exceptions

8 Set all NIS responses to
Expl:Win/MSIE.Multiple. COM! 20051990 @ Flag for ... Enabled  Detectonly Custom 8/9/2005 MS505-038 CAN-2005-1390 Microsoft Defaults

45| Expl:Win/MSIE. InstallEngine. RCEI200... r. Flag for ... Enabled Detect only Custom 12/10/2004 M504-038 CVE-2004-0216

Expl:Win/MSIE. WiewProfiler. COM! 20. .. r. Flag for ... Enabled Detect only Custom 7122005 M505-037 CVE-2005-2087

Expl:Win/MSIE.Multiple.COM! 2005-2127 ¥ Flag for ... Enabled  Detectonly Custom 10/11/2005 M505-052 CVE-2005-2127 E8F Set all NIS responses to
Detect Only

Expl:Win/MSIE. WindowsShel . RCE120. .. r- Flag for ... Enabled Detectonly Custom 7132004 MS04-024 CAN-2004-0420

% =| Ploy:win/HTMLHelp, HHCtrl RCE1 2004, . F' Flag for ... Enabled Detectonly Custom 1f11/2005 MS05-001 CVE-2004-1043 Selected Signature Tasks

= Critical 5 Configure Signature
= Properties

57 B Flag for ... Enabled . )
(@) Disable Selected Signatures

Expl:WinfActiveX.VS.Fpole! 2006-4704 r. Flag for ... Enabled Detect only 12/12/2006 MS06-073 CVE-2006-4704 @ SetSignatures Respanse to

Expl:WinfActiveX.WebViewFolderlcon... ™ Flag for ... Enabled  Detectonly 10,/10/2006 MS06-057 CVE-2006-3730 Microsoft Default

Expl:WinfactiveXControl. HHCtrl.DOS!... r. Flag for ... Enabled Detect only 2132007 MS07-008 CVE-2007-0214

Group Tasks

Expand All Groups
[=] collapse Al Groups

Expl:WinfCOM. ActiveX.RCE! 2006-1303 r- Flag for ... Enabled Detect only 7/13/2008 M506-021 CVE-2006-1303

Expl:Win/COM. CAPICOM.RCE! 2007-... r- Flag for ... Enabled Detect only 5/8/2007 M507-028 CVE-2007-0940

Expl:Win/COM.IME.RCE! 2007-0942 r. Flag for ... Enabled Detect only 5/8/2007 MS07-027 CVE-2007-0942

Expl:Win/COM.5CM.RCE! 2007-2222 r. Flag for ... Enabled Detect only 7/12f2007 M507-033 CVE-2007-2222 Related Tasks

Wi L ] -
45| Expl:Win fCOM.URLMON.RCE! 2007-0... r Flag for ... Enabled Detect only 7/12f2007 M507-033 CVE-2007-0218 [ E Configure Intrusion Detection

&5 —| Expl:Win Directy, DAXCTLE.RCE! 2006... r. Flag for ... Enabled  Detect only 11/14/2006 M306-067 CVE-2006-4777/4... LI (7] Configure DS Attack
Detection

Signature Information

Microsaft® “) Configure IP Preferences

Forefront
Jhreat Management Gateway

= Configure Flood Mitigation
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File Action View Help

&2 AT HEa @ X000 d R A ae T OEE

=5 Microsoft Forefront Threat Manage
= a Forefront TMG (Toronto)
_'1 Manitoring
Firewall Policy
47 Web Access Policy
% E-Mail Policy
= Intrusion Prevention Syster
Remote Access Policy (VPN

o, Microsofts

; " Forefront

Threat Management Gateway

A Apply |

Discard | To save changes and update the configuration, didk Apply.

/ All Firewall Policy 3

=4 Networking

& System

[] Logs &Reports
Undate Center

General Action

Schedule

This nule applies to:

| Name

| Action | Protocols

| From [ Listener

|T|::

Order =

Block unknown application

f) Allow

=% Internal

@) External

[¥]1

I To
Malware In

| Protocols I From
Content Types I

¥ Selected contert types {with this option selected §he nule is
only to HTTP traffic)

Content types:

H;j Application
O | fudio

O |} Documents
O [ Images

0O ) Tex
DI " Video
4

O _‘] Compressed Files
O [y HTML Documerts

O [ Macro Documents

Help about Access Rule Content Types

L HrTe

' General Content Types

These are the selected MIME and file types indudedfin this

content type set.

Available types:

Selected types:

[

application/ffractals
applicationfuturesplash
application/hta
application finternet-property-stream
application/mac-binhex40
applicationfoctet-stream
applicationfoda
applicationfoleabject
applicationfolescript
application/pics-rules
application/pkcs 10

annliratinn fnkre T-mime

=

Remove

L For HTTE cequects incoming contentie identifind buBAIME type. 'When

MIME information is missing, or when FTP is used, content is identified

by file type (extension).

o]

Cancel

Firewall Policy

Firewall Policy Tasks

=] Publish Exchange Web
Client Access

=] Publish Mail Servers

=] Publish SharePoint Sites

=] Publish Web Sitzs

=] Publish Non-Web Server
Protocols

=] Create Access Ruls

= Configure VoIP

Z* Configure Client Access

Policy Editing Tasks
E3f Edit Selected Rule

¥ Delete Selected Rules
|8 Disable Selected Rules

Related Tasks

[ ._J Configure Infrusion
Detection

[ .._J Configure DMS Attack
Detection

) Configure P Preferences

A/_’Toolbnx}/ Tasks \(_Help "_'i

-
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[=J Microsoft Forefront Threat Manage | <. .
£ @ Forefront TMG (Toronto) * " Forefront Firewall Policy
—] Monitoring Threat Management Gateway
Firewall Policy
Q‘ﬁ' Web Access Policy " | . | ) )
7 E-Mai Palicy 1 Apply Discard To save changes and update the configuration, dick Apply.
=3 Intrusion Prevention Syster
Remote Access Policy (VPN] |/ All Firewall Poli /_,Tl:u:ulbl:uxy Ta sks‘\(_HEIp '-_‘
b Netwaorki
de‘ 5;:;_; ng Order = | MName | Action | Protocols | From [ Listener | To =
[ Logs &Reports [2]1 DL 4 Alow byl _E=E LT Firewall Policy Tasks
Updz = -

=) Publish Exchange \Web

General I Methods I Extensions I Headers Signah [ERsren | Client Access

=1 Publish Mail Servers

Block content containing these signatures: i is i .
= g g Specify a name for this signature search: ) Publish SharePoint Sites
MName | Description bame: I =1 Publish Web Sites
Msn file transfer Description =) Publish Non-Web Server
(optional): Protocols

—Signature Search Criteria | ) Create Access Rule

Search in: Request headers ﬂ = Configure VoIP
Reguest URL

Configure Client Access
HTTP header: =

Request body
Specify the signatung to blo|Response headers P
Response body - Policy Editing Tasks
Signature: _II 3 Edit Select=d Rule
d | ¥ Delete Selected Rules =
™ Show only enabled search strings Byterange ———— Format———— (3) Disable Selected Rules
From: I 1 % Text
Search in: Request headers - - 2
HTTP header: : s ;
S Tor I 100 £ Binary Related Tasks

[ _J Configure Intrusion

(0] 4 I Cancel Detection

=7 Configure DMNS Attack
Detection

QK Cancel | Aophy |

r

| 1 =11 e el o TD Drafaranrac N
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Stirling Dashboard

Microsoft Forefront codename u'l__ug Ma@ement Console
File Edit View Actions Help

@

: Monitoring ‘ Default Dashboard Zi=a ' All Discovered Computers
4 Monitoring
4 Enterprise Security
4 Views
Default Dashboard f . . . Response By Protectior I Normal
Enterprise Overview 1 & Medium securlty risk Run full antimalware scan Client Protection 3 = LU""A
Asset Details \ } Last risk change: 1/29/2008 1:24 PM Run guick antimalware scan Client Protection 1 = t:iz";'“"‘
Reports
Computer Protection
Mail Protection
Document Protection
Network Protection
Authorized Software Manage
System Status
Alerts

Enterprise Security Risk 24| Active Responses &3 Security Risk Breakdown x|
Calculated Enterprise Risk Dynamic Responses on All Discovered Comp... Security Risk on All Discovered Users

47 computers outof 414 (11%) are at leastin medium ri
44 manual approvals require your attention

Computer Protection Status 4| Policy Deployment Status Security Risk Breakdown
Computer Protection Status Policy Deployment Status Security Risk on All Discovered Computers

@l Normal
i i i . L llow
Protection Tec... Computers Wi... % With Issues B Medium
= SecurityStat.. 308 76.81 4 \ ficy B High
= AntiMalware 18 449
== SecurityUpd.. 10 249
ﬁ’ Monitoring = Firewall 4 1.00
== NetworkAcc.. 0 0.00

Policy Management

<

Sharepoint detection volume:
Investigation ~ Sharepoint detection volume:

| ) rasks

: ~ Server Configuration

. e g oy 102PM d

1/30/2009




Stirling Antimalware Summary

k4l Microsoft Forefront codenamesm in Ma@emenbensole: -_'-'" ,

File Edit View Actions Help

Monitoring

| Antimalware Summary S A All Discovered Computers

4 Monitoring

A . Last Antimalware Scan (Quick Scan or Full Scan)
4 Enterprise Security

Number of computers scanned based on time

Real-Time Protection Coverage - Last 24 Hours
Real-Time Protection Coverage - Last 24 Hours

4 Views
Default Dashboard
Enterprise Overviev
Asset Details

4 Reports

Enterprise Security | _

Asset Groups Sumir’
Enterprise Malware
Detection Accuracy
4 Computer Protection
4 Views

Endpoint Protectior

4 Antimalware

Antimalware Su

Network Inspection
Firewall
Security State Asse:
Security Updates

m »

Wl Last 24 Hours

U Last 24 to 48 Hours
) Last48to 72 Hours
_Jlastweek

2 Last Month

B Older

) Antimalware Disabled by Policy

2 Service Not Running

= Real-Time Protection Disabled
by Policy

@B Enzbled

R Unknown

Antivirus Definition Versions - Last 24 Hours

Antivirus Definition Versions - Last 24 Hours

Antispyware Definition Versions - Last 24 Hours
Antispyware Definition Versions - Last 24 Hours

ﬁ’ Monitoring

Policy Management

ﬁl_ Assets and Groups

1.51.43.0@ 173072
-

X Investigation

Malware Detections - Last 7 Days
Malware Detections - Last 7 Days

Malware Detections - Last 7 days
Shows malware detected in last 7 days

/) Tasks

Server Configuration

- Low
—1 Moderate
L0 High
0 Severe

Malware Severity
Spyware:Win32/MPSpyT ... High
MagicThreat_7fff294a High
MagicThreat_7fff295e High

MagicThreat_7fff2946 High

Number of Computers

10

D= @ Ll )

Detections

-

1034PM |
1/30/2009




Stirling Reporting

Microsoft Forefront codename Management Console

| Monitoring

4 Monitoring
4 Enterprise Security
4 Views

Default Dashboard | Next Select a format
Enterprise Overview >
Asset Details grcrosott

o Fiport Forefront
Enterprise Security Su Malware Summary Report Code Name"Stlrhng'

Asset Groups Summa
Enterprise Malware S
Detection Accuracy St3

Computer Protection
Mail Protection All dates and times are shown in server time zone: (GMT -08:00) Pacific Standard Time

Report Scope: All IT Assets
Report Time Span: Day Start: 1/29/2009 10:00:00 PM End: 1/30/2009 9:53:00 PM Generated on: 1/30/2009 10:25:21 PM

Document Protection
Network Protection
Authorized Software Manage

Malware Contribution to Security State

System Status Malware Contribution to Security Risk During the Last Day Malware Contribution to Security Risk During the Last Month
Alerts ~ Risk Level

. High

L R I s R o o o o o R I s o o s s s R o Medium

Low
5 Monitoring

. Normal
o ; 1/30/2008 1730720089 1/30,/2008 173072008
i e 2:00 AN 7:00 AN 12:00 P 5:00 P 1/4/2000  1/10/2009 1/16/2008 1/22/2008  1/28/2009

ﬁﬂ-, Assets and Groups

X Investigation Malware Contribution to Compromised Computers During the Last Day Malware Contribution to Compromised Computers During the Last Month

Severity

/) Tasks

45
z o 3 High
Server Configuration 36 .
24 Medium
- - . — : — —— ———— : - V’H

Connected to v05tstad.

T R 2@ s »mT o el o T
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" Windows Server
Active Directory’
(OR ALTERNATE SYSTEM)

SIGINATURE, UEDATES

Forefront Client Security, Forefront Lecurity for Exchange,
Forefront Security for SharePoint, Forefront Threat Management Gateway
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Clients, Servers, Network

All Assets Security Risk: Low
Declared on: 11/30/2007 3:38:54 PM
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Force Reboot FSSP: Add user to block list Turn on UAC

Install Missing Security Updates

Trigger a quick scan FSE: Update Signatures NAP Evict a computer Get Exchange Role
FSSP: Delete Quarantine File Get Public Folders FSE Start Scan

Block unknown application
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Visibility.avi
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All Assets Security Risk: Low
Declared on: 11/30/2007 3:38:54 PM

Risk Summary 30 computers out of 6

12 computers out of 678
Security Risk Level at <last sample timestamp> High %

3 manuzsl 3
Groups at Highest Risk during the Last Day 10 Groups out of 39 Total

Asset / Users Group Percentage of Time at the Risk Level

HR_Servers
Production_Servers

HR Server

Redmond Bldg 43 Servers
Haifa Sensitive Servers

Long Island Servers
Testlabl Servers

Security Risk per Group

HR Servers E—vp—20%_20% [%  Total Assets at oot Uvw Exandt | mvad by 1E3

ot rare v | Seveeny Vet

Security Risk Level during the Last Day Security Risk Level at </ast sample timestamp> High

Group Security Risk Level during the Last Day Group Security Risk Trend during the Last Month

! Minimal

Asset  Last Highest Reason Active  Response(s) Investigation
Value Risk Level Risk Level Assessment(s) Applied Opened
v .

A ® Muttiple... (3) 3
o Virus infection found
vV & Port scan found

Spam found
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Edit Policy: Block Compromiseiﬂhﬂ‘:

Block Compromised Clients

Select or clear pelicy units
—-.Netwu:urk Inspection System
L7 General
;--Dﬂxuthurlzed Software Management

- Policy Informz
- Group Assignr
=8 Mu:unitu:uring an
Compouter

Edit Policy: Block Compromised Clients

£ Save KD Save and Close Eﬂdd!ﬂemwe Policy Units ™7 Close

 Policy Information Security State Assessment: Device Control

- Group Assignments

- Monitering and Response This check verifies the configured behavior of removable storage devices on computers.

- Computer Asset Value ' Do not verify device configuration
- Computer Response Plan

. . @ Verify that device configuration complies with following settings:
- Detection Policy

. R ble st devi
—|- Computer Protection emavable storage dev

5. Network Inspection System Removable disk access: | | g Restrictions (default)

General 0 and DVD drive access No ﬁd—'"m [dEf"“}
= Security State Assessment Restrict read and write access
- Reboot Policy Floppy drive access: Restrict only write access

ll'lU INESLI LI I II_UEI IJUILJ
- Services

... Data Execution Prevention

Tape drive access: | Mo Restrictions (default)

- File S}"S—tem Manager‘ﬂer‘lt ﬂF‘D device access: IND Resinctions I:dE'FELIIt:l v‘
- 15 Security

- Account Management [C] If this check fails, automatically configure assets to comply with these settings
- Microsoft Office Security
- 5QL Server Security

- Internet Explorer Security
- User Account Control

[T] I this check fails, restrict network access for computers that do not comply

... Data Protection (BitLocker)
- Device Control
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Edit Policy: Block Compromised Clients

we Policy Units

Policy Inf i
oney l:u.rr'na en Security State Assessment: Account Management
Group Assignments

E' Monitoring and Response This check verifies configuration settings that contribute to secure account management.

- Computer Asset Value () Do not verify account management settings

. Computer Response Plan _ . . . . . .
P P @ Verify that settings related to account management comply with the following configuration:

Autologon

EI Computer Protection ] N . . . . .
L—_I Network Inspection System This check verifies that users are not configured to automatically logon without entering their
T credentials.

=- S;;uG::ye;Iate Assessment . Eﬁ D/Lx\G u es.t,f%ﬂ% %Eé%ﬁﬁiﬂq

v tha
- Reboot Policy [ Verity

- Services i a estrict network access for computers that de not comply

.. Data Execution Prevention Guest account
.. File System Management This check analyzes the state of the built-in Guest account to ensure that it is disabled or does not exist,

- II5 Security

ke B AR EEEE E@%ﬁ%ﬁﬁzé

- Detection Policy

- 50L Server Security [C] I this check faial BECEEE ror computers that do not comply
- Internet Explorer Security —
- User Account Control

Local administrators group
This check {22 : . ’ :

members.
REEETS % §
Verify th ﬁﬂlLJ% % E"‘ =
Maxim e local Administrators group: P

Password expiration
This check verifies whether any local accounts have passwords that do not expire,

.. Data Protection (BitLocker)
. Device Control

Verify that local accounts have passwords that do not expire

[T] ¥ this check fails, restrict network access for computers that de not comply

Restrict anonymous
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Edit Policy: Block Compromised Clients

i i Add/Remove Policy Units
Pollcylnfolrmatlon |-—\ (el 1 Acooumst Comtrol
i Group Assignments
i Monitoring and Response This check determines the configuration of User Account Contrel (UAC) on assets running ocperating systems tha
: support UAC. You can force assets to comply with these settings by automatically reconfiguring UAC settings ane

.. Computer Asset Value . . - .
: P additionally restrict network access until the assets are compliant.

Computer Response Plan

. Detection Policy Do not verify UAC configuration

=t Computer Protection @ Verify that UAC is enabled for all administrators and that UAC configuration complies with the following
—)- Metwork Inspection System Admin Approval Mode

General [T] Verify that Admin Approval Mode configuration complies with the following settings:

=3 Security State Assessment
-- Reboot Policy Enable Admin Approval Mode for the built-in administrator account

- Services Elevation prompt

-~ Data Brecution Prevention Verify that elevation prompt configuration complies with the following settings:

- File System Management
- TI5 Security Minimum elevation prompt setting for administrators in Admin Approval Mode:

- Account Management

- Microsoft Office Security
- SQL Server Security Minimum elevation prompt setting for standrd users:

\Prompt for consent v]

- Internet Explorer Security

B User Account Control

... Data Protection (BitLocker)
- Device Control

Allow unprompted ActiveX installation from the following sites:

@ Use Trusted sites list defined in Internet Explorer policy

Use the following list of sites:
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Microsoft Security: Defense In Depth
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Microsoft

Your potential. Our passion.
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