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Microsoft IAG 2007

* Intelligent Application Gateway

°* |AG & SSL VPN
- R EFEAIEREL 0 BEfEWeb-enabled,

client/server and legacy

— HTTP APP: reverse proxy

- Non-HTTP APP: Port/Socket forwarding ~ Network
connector

* |AG & Web Application Firewall

- JEEISQL injection, Cross Site injection & 5 417
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* IAGHEST R ACH
— Active Directory, LDAP, RADIUS,
WINHTTP...etc
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* Single Sign On
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Client — Server JEFHFE=C
Port/Socket Forwarding J&7Y
Network Connector
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T\

7

fE R UE S T A

i Port/Socketft i 20 | 7 {4 I e i

— PIANZE 5 | A P Um e 5 TR = 2 5 E (alless
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Advanced Trunk Configuration [PHP]

ﬁ General | ..u! ALthentication | ﬂ Seszion | o Application Customization
:-__E Server Mame Tranzlation | I‘-) IIRL Inzpection | ,-) Global URL Settingz £| URL Set

Action IJRL Parameters Methods

Accept finternalsite, .. Handle GET
Internalsite_Rule3s Accept linternalsite, .. Handle GET
InternalSite_Rule36 Accept finternalsite. .. Reject GET

InternalSite_Rule3? Accept finternalsite. .. Reject GET
Internalsite_Rule3s Accepk finternalsite. .. Reject GET
Internalsite_Rule3s Accept linternalsite) Handle GET
Internal3ite_Ruleto Accept finternalsite, .. Handle GET

Accept finternalsite, .. Reject GET

frrank limFarmalzita D =iz =FT

Accept j fresti2-1.php |Handle POsT, GET

All Other LIRL: Wil Be Rejected : b | Add Primary | Add Exclude | Bemove |
Ignore

< Mame Mame Tvpe Weth o Yalue Type Lenqgth Existence

| body String [~ = =T* Strinn 100 Opkional
,?j delete akring | Inkeqer c Copkional

,?j dopost String [~ [2=]* Skring 10 Optional
=|id Skring Inkeqer 5 Cpkional
,?] message Skring [~ [2=]* Skring 100 Optional
=1 name Skring [~ = ]* Skring 10 Ookional

Capy Add Bemave

Unlisted Parameters: * Reject © Accept

™| Kax Hame Length: |-1 Allowed Decurences: I Multiple vI Rejectedi/alues Checking: I Or vl

™| tawalue Length: |.1 ™| tax Total Lengthe [

E xport | Import | k. I Cancel
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& buup suite v1.01 o]

burp  intruder  repeater

Client Ui

[ERZYLRL
Web Server” 4 E

B =hr [=0EEE FFF <hr =8%f:2007-04-

length: 1,984



& buop suite v1.01 =10] x|

burp intruder  repeater  window  help
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Script Insert &
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SCfipt’ 18 NSRBI EIGE E Y - B RS

=] 5% Script

° T Scrlpt Insert A5l

HREE  [HEEE

FIFH Scriptisdd H H [ 25 FE4E H 0 558
ScriptgEHicookiefs » {ERIESLEILTE S BT 1
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— <script>location.href="http://www.microsoft.com

":<[script>
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4% Untitled Session - Paros
Edit View Analyss Report Tools Help

-3 Sites

W dhtip://172.16.1.20

|3 High
3) SQL Injection
() Medium

[#-5) Cross site scripting
#-2) Lotos Domino defavlt files
[#-15) Password Auvtocomplete in browser

History | Spider A]emOutput

Request | Response | Trsp |

GET hittp:if172.16.1.20 HTTP/1.0

Accept: imagelgif, imagef-xbitmap, imagelipeg, image/pjped, applicationivnd.ms-excel, applicationfvnd.ms-powerpoint, al
nimsward, **

Accept-Language: zh-tw

UA-CPU: 86

Proxy-Connection: Keep-Alive

User-Agent: Mozillai4.0 (compatible; MSIE 6.0; Windows NT 5.2; S¥1; .NET CLR 1.1.4322; InfoPath.1) Parosi3.2.13

Host: 172.16.1.20

Cookie: name=test; pas

Content-length: 0

P.a.w View = l

s o |

@* ‘Eﬁﬁﬁ | & B J FAAAL I 2 C:\mmpplite\mmpp_rest,. 779 Untitled Session - Paros & | #8BIB S5 - Microsoft... I # Paros Scanning Report - I{C,



\ —_— -3 _"._F 48 Untitled Session - Paros
u 1 /I:ﬁ' HE[ gi]z Edit View Analyss Report Tools Help
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725 AG 2007 -
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Raw View = I

) Low
-5 Medium
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FAMEISA

Edge Firewall
Back to Back Firewall
Single NIC Proxy mode
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ﬁ_[_i_WebMoni’ror

¥ Blacklist
=I-4¢:, WebFilter Edition
=145 Wieb Fittering Policies
% WiehGrade Databaze
—_,--@ Bandwvicith Maonitaring
I Sites Top Bancwicth Consumption
1) Users Top Bandwidth Consumpgtion
=l-@, WebSecurity Edition
("5:. Dowwnload Control Policies
—_,--:_?: Yirus Scanning Policies
—b-Ag Wirus & Spywware Protection
{2 BitDefender Anti-Virus
o Kazpersky Arti-virus
@ Morman Anti-Yirus
€ [ar-Pshing Engie]
0 Adminigtrative Access Control
[ Matifications
] General Settings
il Reporting
Licensing
wy Wersion Information
= Quarantine
4, Today
4, “esterday
4, Thiz week
4, Alltems

3
) Help

B
@ Anti-Phishing Engine Save Settings Cancel

Use thiz page to configure the anti-phizhing engine to protect network users from phishing sites.

General Hotifications

¥ Block access to phishing sites.

Anti-Phishing Engine Status and Version  Active. Yersion:2007-11-10 168:33.

Anti-Phishing Engine License Status Licensed .

Anti-Phishing Updates

FManage anti-phishing updates automatically

Check for anti-phishing updates, and if available install them, every: hnurs

¥ Send an email notification to the administrator on successfully updating the anti-

phishing.
MOTE: If an anti-phizhing update fails, an email notification is always sent to the administrator.

Anti-phishing last updated on: 2007-11-10 16:33 Updated. Hext update: 2007-11-11 16:33
Update How




ﬁ‘B ¥Yirus Scanning | SRETFHEFERDS: isagateway magg com. tw FF{EEE MAGG ISA Armray

Uze thiz page to configure a virus sc

_jli TSR EUE — BRSSP e a3 S 5l -

s

(BE Y B ) TR Y S ) Bt Y BE Y SREIRER Y 18\,

s

s : ’7“_ . B LT ERE | i | & | -
enera ITus i - -
i W R it fkig=idEE Pro
_ SLEEEFRE Bl
Yirus
Detected File Type Ehi'E ey, iR ALEE
Action
FH B TP oy 192 1RF 291 225 LI
x Html
| URL N
oo
x =HeMage hittp-A420%3 54198 43w _news_ron_001 Antf-5/?md=320559
x Gif imace hitp /203 84 205 105w imnsichnvicons1 450 ip MCHi WebMonitor: 4 Scanned]
Flash hitp:#202 84 201 71w image news.yahoo comdpiaipeivalker/20071016/1 4/1 9940551 14 jpz [HiWebManitor: AT Scamned]
iy
— http:A 203 24 205 10544 zamed gold beltfent] 2 jpg [GfiWebbMaonitor: &Y Scanned]
HhiL xml xsl
hitp:#f203 .84 205 1054 fatedzold fate_solden love jpg [GfiWebkMonitor: AV Scanned]
x Javascript : ; : : )
hitp:#203 24 205 1054 fashionfexpert’3 3819037 jpg [GfiWebMonitor: LW Scanmed]
7
X — hitp:4f203 84 .205. 1054w Aveatheticonl6M6_s png
X Executable hitp:4203 84 205 105 A winewsiTMitle_mn. gif [GiWebMaonitor: AT Scammed]
x AR EEE http-A#2013 84 205.1 054w Aveatherficon06AZ_s png ;
b LELE T B P T J @ | _t‘ | -
Add Content-type -

hitp:/202.84 197 232w fmewsi e _line gif [GHWebMonitor: Y Bcanned]




AN = S

GFiWebMonitor

=

=} GFlWeblonitor
@ o Uze thiz page to configure web fitering policies that allow vou to manage access to the internet per user, group, or IP, based on site categories.
-;--El Monitaring GFlWebMonitor determines the category of a particular site by performing lookups in the WebGrade Databasze, and then uses this information in
ﬁ";‘ Active Connections conjunction with the policies configured belows. The policies are processed from top to bottom and the first one to match iz applied.

ﬁ’;g Past Connections
—;--@. Sites History Add Policy
il Top Time Consumption GFl WehMonitor 4

@ Web Filtering Policies Save Settings Cancel

1 Top Hits Count Enabled
i Uszers History Access for 192.168.221.225 was denied by GFI' WebMonitor for ISA Server. v
1 Top Surfers _ =
il Top Hits Count Details:
A ctivity Log
o Whitelist

k-
=l

[

Defaulteb Filtering Palicy Blacked site categorny:pornagraphy, nudity
9 Blackiist

=I-%¢;; WebFilter Edition

*r  WebGrade Database
—@ Bandwidth Monitaring
il Sites Top Bandwidth Conzumption
il Users Top Bandwidth Conzumption
=@, WebSecurity Edition

f;:':, Dowvnload Control Policies

—q_“ “irus Scanning Policies
—hAg Wirus & Spyweare Protection
(< BitDefender Anti-virus
o Haspersky Anti-virus
[T raorman Arti-wirus i




=% e | 2R

B GFiWebMonitor

b=l 1
. Save Settings Cancel
=-4| pownloaded: http: ffdownload .skype.com/PChome-Skypesetup.exe
licensing status.
Enabled Status
Downloading file SUCCESS
@V Size from cache: 22.765 MB,
* | Scanning with BitDefender SLICCESS Downloading: http://www.magg.com tw/download/\Virus-4.zip
£l ¢2007-10-18 02:40)
— 4 Scanning with Morman SLICCESS
® (2007-10-17 14:21)
Result:
Mo threat detected. Downloading file SUCCESS
Size: 188 Bytes.
Back |  Save to disk t | Scanning with BitDefender threat detected
(2007-07-24 11:44)
€7 Anti-Phizhing Engine Scanning with Kaspersky threat detected
. ! (2007-07-24 11:51)
H Administrative Access Control Scanning with Norman sUccass
fig Motifications (2007-07-24 11:37)
{&f| General Seftings Result:
il Reporting Threat detected!
Licensin Bitdefender: Infected:EICAR-Test-File (not a virus) Scanned with Norman Kaspersky:
! Infected:EICAR-Test-File
W) Wersion Infarmatian
=l Quarantine
3, Today
3, Westerday
3, This Yeek
5, Alltems

7} Help
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D) |&] hitp1 111

x| EJBE | ER

B GFiWebMonitor

u .
-] GRiwiehoanitor

—@ rdanitoring
gg Active Connections

[ Show Hits Over Time Charts

y
B sites Top Bandwidth Consumption

View data for: IMHDHE _:ﬁ Go

ﬁ’;?; Past Connections
-1 {5 Sites History

Site

update01 0 gfi.com
il Top Time Consumption )
au.dowynload ywindowy supdate .com

1l Top Hitz Count

. update gfi.com
iz U=zers History

Il Top Surfers mmy 20-net net fay

Il Top Hits Count
[]] Activity Log

dowwnload.skype.com

update0ds ofi.com

" Wihitelist Lying .com
¢ Blacklizt updatel31 ofi.com

=i-4g:; WebFilter Edition update0ds ofi com
=142 Weh Fittering Policies

= WehGrade Databsse
—b[m] Bandwictt Monitaring

il |Sites Top Bandwidth Consumption

annkbeat mywekb . hinet .net

sy offi com
tw yahoo.com

sy girert .com de

1)l Uzers Top Bandwidth Consumgtion
peatlfs0] myweb hinet .net

=g, WebSecurity Edition
mirror megpluslive.net

ezervice axiomtek.com tw

£} Download Contral Palicies

— L Nirus Scannind Policies:

i

Usage Hits

169.41 MBI/ E71 Bytes | 15
1M675MB | 101

3717 MB B

3226 MB | 4541

22 76 MB [ 277 Bytes 2
2205MB /435 Btes | 10
1422MB | 300

12.2 MB { 341 Bytes 7
12.04 MB / 333 Bytes 7
£.92 MB 2

492mMB ) 72

d44MB | 121
43TMBII0534KE | 966
S5 ME | 620

377 MB 1
31SMB/153KE 107

File Types

2 file types - Executableld
2 file types - ZIP(2), Unkno
5 file types - HTML(20, Gi
2 file types - Unknoweni1 ),
2 file types - Unknowniis),
7 file types - Java Script(2
2 file types - Unknowwnis),
2 file types - Unknowenid),
1 file types - Unknowni1)

G file types - Unknowen(4),
3 file types - HTMWLISY), Ur
G file types - HTMWL{SS), Ur
4 file types - Gif image(107]
1 file types - Executable
7 file types - Unknowwni'7,
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’a GFI WebMonitor 4.0 - Microsoft Internet Explorer
#BRE KEHEE WRO HIHKEL IBD AW

Q7O HEG Pre franr @

HHAED) €] hitp:#monitor isaf
B GFiWebMonitor

pad
J Active Connections

-} GFI WebMonitor
= @ Monitoring
& User P 2 URL
& Past Connections unautherticated 192168221 .4
=@ Sites History unautherticated 192.168.221 225

1| Top Time Consumption unauthenticated 192.168.221.225
il Top Hits Count

hittp: Amonitor isadac
74.107.215.28:443
65.191.75.93:443

§4.60.108.251:443

X
X
%]
X

unautherticated 192.168.221.225

(= Users History
1l Top Surfers
il for s m] DL E #2blockfE ZE & Econnection
& activity Log
W Whitelist
¥ Blacklist
+1-4¢., WebFilter Edition
+-@, WebSecurity Edition
3 Administrative Access Control
(=7 Notifications
@] General Settings
“, Licensing
«; Version Information
+ Quarantine
) Help
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Qta-O - x] 7] 0| e cameE &

D) |&] hitp1 111

x| EJBE | ER

B GFiWebMonitor

=

-] GRiwiehoanitor
—@ rdanitoring
gg Active Connectionz
ﬁ’;?; Past Connections
-1 {5 Sites History

il |T4:-|1: Time Consumption
1l Top Hitz Count

=i+ iz Users History

1l Top Zurfers
Il Top Hits Count
[]] Activity Log
W Wihitelist
3 Blackliszt
=i-4g:; WebFilter Edition
=142 Weh Fittering Policies
= WehGrade Databsse
—b[m] Bandwictt Monitaring
Il Sites Top Bandwicth Consumption
1)l Uzers Top Bandwidth Consumgtion
=g, WebSecurity Edition
£} Download Contral Palicies

— L Nirus Scannind Policies:

’
oy Top Time Consumption

T BEEEALET Drill Down

View data for:lm-"'mﬂﬁ j Go

Site

tw yahoo.com

pagead2 googlesyndication.com

twe zearch yahoo.com

tw search . zhopping.yahoo .com F’Eﬁ
sy girert .com de zﬁ
W
mmy . s0-net.net d =
[

zh1 yahoo. edyna.com

B 1 O a1 1 0L mail live.com

radio.hinet .net

tw knowwledge yahoo.com

plan3.poc.gow ta
207 46 .26 .36

ad yieldmanager.com

sy e-rent . com tvw

clitwhouses com tw

ey tvhouses com b

Surf Time

1 hr 35 mins
1 hr 20 mins
1 hr 15 mins
40 minz
40 minz
F3 minz
30 minz
30 minz
23 minz
23 minz
25 minz

25 ming

20 minz
20 minz
20 minz

20 mingz

File Types

3 file types - HTMLISY), Unknawen( 187, Gif ir
4 file types - HTMLC2E), Png image(d), Gif im
2 file types - Unknowen( 18, HTMWLI1 7

2 file types - HTML9), Unknovweni 1)

& file types - HTMLC3S), Unknowni117, Jpg i
S file types - HTMLC20), Gif image(14), Jog i
G file types - HTMLI1 90, Unknowen(3), Gif im:
2 file types - HTMLET 47, CSS01)

2 file types - HTMLET 1), Unknawenf9)

1 file types - HTMLIS)

1 file types - HTMLS)

2 file types - HTMLS), Unknovwen(7 )

1 file types - HTMLI4)

E file types - HTMLC 1), Gif image(s), Unkno
5 file types - HTMLBY, Unknowwen(3), Gif im:
5 file types - HTMLCT 1), Unknownis), C=5(
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D) |&] hitp1 111

x| EJBE | ER

B GFiWebMonitor

=

-] GRiwiehoanitor
—@ rdanitoring
gg Active Connections
ﬁ’;?; Past Connections
-1 {5 Sites History
il Top Time Consumption
1l Top Hitz Count
=i+ iz Users History
..
Il Top Hits Count
[]] Activity Log
W Wihitelist
3 Blackliszt
=i-4g:; WebFilter Edition
=142 Weh Fittering Policies
= WehGrade Databsse
—b[m] Bandwictt Monitaring
Il Sites Top Bandwicth Consumption
1)l Uzers Top Bandwidth Consumgtion
=g, WebSecurity Edition
£} Download Contral Palicies

— L Nirus Scannind Policies:

y
oy Top Surfers

View data for: IEDD?”DHE j Go

User / IP

Surf Time

192.165.1.100

1921652 17
192.1658.221 15
192.165.221 185
192.1658.221.5
1270041

192168, 221 225

192168 221 .254

G hr 30 mins
2 hr 0 ming
45 minz

10 mins

3 mins

0 mins

0 mins

0 minz

Sites Accessed

354 stes - 123.0.1.24, 192192225152, 2053.69.144 130, 203.69.144 145, 203 F

51 sites - 2082541942 M2108.16 .16, ad2 yam.com, ads vam.com, blog ketac
16 sites - adz1 mzn.com, au dovwnload windovwsupdate com, ot . man.cam, crl
2 zites - trixhox . com, sy trixbox .com

30 sites - support gfi.com, update0D3 gfi.com, update004 ofi.com, updste009 . ofi
2 sites - update gfi.com, update01 0.gfi.com

1 zites - weerver magg.com tw
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E_EGF. SECURITY & MESSAGING SOFTWARE
Report Title: Blocked Virus Downloads by Antivirus
Description: ‘Blocked Virus Downloads by AnitVirug' report shows how much viruges have been blocked by each Antivirus
engine.

Generated on:  2008/3/13
For period; 2008217 - 2008/3/18

Blocked Viruses per AntiVirus Engine
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Report Title:
Description:

Generated on;

Blocked Yirus Downloads Trend
‘Blocked Virus Downloads Trend' report shows the number of viruses blocked over a period of ime.
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For period: 2008217 - 2008/3/18
Blocked Virus Downloads Trend
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Report Title: Bandwidth Usage by Users
Description: '‘Bandwidth usage by Users' report shows the amount of bandwidth consumed by each user sorted by
bandwidth consumption.

Generated on: 2007712022
For period: 2007/11/22 - 20071 2422

Bandwidth usage by Users
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Microsoft

Your potential. Our passion.”

© 2008 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.



