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* Unix Object Definitions
» Data Sources (WSMan/SSH/SFTP)
* Probe Actions (WSMan/SSH/SFTP)

» Write Actions (WSMan/SSH/SFTP)
Microsoft.Linux.Library » Caorr@dydoniietnitions
* Generic Tasks

Microsoft.Unix.Library

Microsoft.Linux.SUSE.Library » SUSE Linux Object Definitions
* SLES 10 Object Definitions
* Monitors
Microsoft.Linux.SLES.10 *Rules _
 Diagnostics/Recoveries
* Reports

® Library
® Management Pack

Microsoft TechNet
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¢ AIX « Solaris
Version 5.3 (Power) Version 8 (SPARC)
Version 6.1 (Power) Version 9 (SPARC)

Version 10 (SPARC/x86)

« HP-UX
Version 11iv2 (PA- * SUSE Linux
RISC/IAG4) Enterprise Server
Version 11iv3 (PA- Version 9 (x86)
RISC/IA64)

Microsoft TechNet
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» Generic libraries (Imported

Name Description

Microsoft.Unix.Library Defines all objects, DS, WA, PA for Unix-type
systems

Microsoft.Unix.Views Defines all generic views used with Cross
Platform

Microsoft.Unix.LogFile.Library Used by Unix/Linux LogFile Management Pack
Template

Microsoft.Unix.Service.Library Used by Unix/Linux Service Management Pack
Template

Microsoft TechNet
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* OS Type Libraries

Name Description

Microsoft.AlX.Library.mp Generic AlX Operating System Library
Microsoft. HPUX.Library.mp Generic HP-UX Operating System Library

Microsoft.Linux.Library.mp Generic Linux Operating System Library

Microsoft.Linux.RedHat.Library.mp Generic Red Hat Operating System Library

Microsoft.Linux.SUSE.Library.mp Generic SUSE Linux Operating System Library

Microsoft.Solaris.Library.mp Generic Solaris Operating System Library

Microsoft TechNet
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 Base OS Management Packs

Microsoft.AlX.5.3.mp
Microsoft.AIX.6.1.mp
Microsoft. HPUX.11iv2.mp
Microsoft. HPUX.11iv3.mp
Microsoft.Linux.RHEL.4.mp
Microsoft.Linux.RHEL.5.mp
Microsoft.Linux.SLES.9.mp
Microsoft.Linux.SLES.10.mp
Microsoft.Solaris.8.mp
Microsoft.Solaris.9.mp

Microsoft.Solaris.10.mp

AIX 5.3 Base OS MP

AIX 6.1 Base OS MP

HP-UX 11iv2 (11.23) Base OS MP

HP-UX 11iv3 (11.31) Base OS MP

Red Hat Enterprise Linux 4 Base OS MP

Red Hat Enterprise Linux 5 Base OS MP
SUSE Linux Enterprise Server 9 Base OS MP
SUSE Linux Enterprise Server 10 Base OS MP
Solaris 8 Base OS MP

Solaris 9 Base OS MP

Solaris 10 Base OS MP

Microsoft TechNet
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* Base OS Management Packs

Microsoft.AlX.5.3.mp AIX 5.3 Base OS MP

Microsoft.AlX.6.1.mp AlIX 6.1 Base OS MP

Microsoft. HPUX.11iv2.mp HP-UX 11iv2 (11.23) Base OS MP

Microsoft. HPUX.11iv3.mp HP-UX 11iv3 (11.31) Base OS MP
Microsoft.Linux.RHEL.4.mp Red Hat Enterprise Linux 4 Base OS MP
Microsoft.Linux.RHEL.5.mp Red Hat Enterprise Linux 5 Base OS MP
Microsoft.Linux.SLES.9.mp SUSE Linux Enterprise Server 9 Base OS MP
Microsoft.Linux.SLES.10.mp SUSE Linux Enterprise Server 10 Base OS MP
Microsoft.Solaris.8.mp Solaris 8 Base OS MP

Microsoft.Solaris.9.mp Solaris 9 Base OS MP
Microsoft.Solaris.10.mp Solaris 10 Base OS MP

Microsoft TechNet
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Feature
Tasks that execute script on non-Windows System and return output to Ul

Support for customized Ul pages for non-Windows templates, monitors etc
Support for using non-Windows entities in Distributed Application Designed
Reports for data from non-Windows Systems and entities

Templates for creating custom monitoring rules and MPs

Agent Uninstall
Agent Upgrade
Fully data driven

Micresoft
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Roles Description Requirements Security
Forwarder e fopryze o o HR %S « Windows XP « SLDC compression
Collector Server * Win2000 w/SP4  128-bit RC4 encryption
* Win2003 » Kerberos if domain-joined
* Vista * TLS/SSL with certificates
* Win2008 * Port 51909 to Collector

» Default Network Service Acct.

Collector

Collector & & it Forwarderi# %752« Windows Server
N2 o BKEIREE > fEFAE 2003 or 2008
Fe% &R

» TLS/SSL between Collector
& Audit database

» Port 1433 inbound to Audit
Database

Audit Database
Audit database & & £2 1 E{FCollectoriz « Windows Server

HERAIE4C 5% > &HECollector HffE— 2003 or 2008
{EAudit Database - - SQL Server 2005

Standard with SP1

* SQL Enterprise and
SP2 recommended

* SQL Security or Windows
Integrated Security

* End users require
db_datareader rights only

Reporting Server 7] L EZAudit DatabaseZ?
SAEE—E M ERES > (HRAREEEE 2

+ SCOM Reporting
* SQL 2005 SSRS

3 sl AL (IR s -



http://technet.microsoft.com/en-us/library/bb309428.aspx
http://technet.microsoft.com/en-us/library/bb309428.aspx
http://technet.microsoft.com/en-us/library/bb309428.aspx

ACS and Gateways

« Common scenarios for gateways

Untrusted forest or dom
Secure DMZ

WO rkg ro u ( '—--rljllil"I ,.\I,-..ll.;tr.- ¢

Corporate
Domain

Trusted
Domain

-~ Microsoft TechNet
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. Forensic_- All_Events For_Specified_User.rdl

. Forensic_- All_Events_With_Specified_Event_ID.rdl

. Planning_-_Event_Counts.rdl

. Planning_-_Event_Counts_by Computer.rdl

. Planning_-_Hourly Event_Distribution.rdl

. Planning_- Logon_Counts_of Privileged_Users.rdl

. Policy - Account_Policy Changed.rdl

. Policy_-_ Audit_Policy Changed.rdl

. Policy - Object_Permissions_Changed.rdl

. Policy - Privilege_Added_Or_Removed.rdl

. System_Integrity - Audit_Failure.rdl

. System_Integrity - Audit_Log_Cleared.rdl

. Usage - Object_Access.rdl

. Usage - Privileged_logon.rdl

. Usage - Sensitive_Security Groups_Changes.rdl

. Usage - User_Logon.rdl

. Access_Violation - Account_Locked.rdl

. Access_Violation_- Unsuccessful_Logon_Attempts.rdl
. Account_Management_- Domain_and_Built-in_Administrators_Changes.rd|
. Account_Management_- Passwords_Change_Attempts_by Non-owner.rdl
. Account_Management_-_User_Accounts_Created.rdl
. Account_Management_-_User_Accounts_Deleted.rdl
. Audit_Report_Template.rdl

. Audit5_Report_Template.rd|

. Forensic - All Events For Specified Computer.rdl

Microsoft TechNet
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 Log and Database Drives

02t

[Average number of disk 1/0 per event for 1*

[Events per second for all computers] * [disk RPM] * 60 sec/minute =
[number of required drives] * 2 (for RAID 1)

Variable Value

Average number of logical disk I/O per event 1.384
for transaction log '

Average number of logical disk I/O per event
for datgabase file : P 0.138

Estimated by using the script and the
Events per second for all computers To estimate the number of events per
second for all computers procedure

Disk RPM Varies, determined by disk device

Microsoft TechNet
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e Use SQL enterprise

02t

« Document every aspect of your ‘solution’
» Collector ‘load’ will decrease when using “noise filters”
« Separate SQL reporting services server or not?
e Server configuration
Use 64-bit
Use dedicated hardware / management server

Plan your disks for the ACS database

Microsoft TechNet
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e Support for Windows Server 2008 and Windows
Server 2008 R2

 New Windows Server 2008 and Windows Server
2008 R2 integrated ACS reports

* Improved report performance

* New multi-staged indexing design that further
enhance robustness and performance

« Support for Cross Platform by CY 2H09

Microsoft TechNet
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Unsuccessful Logon Attempts

Ewent 525-537 and 539 Indicates that somebody has trfied to logon unsucessully. This report detalls wha and where.
Larpe numiber of unsuccessiul logan attempt for the same user of compuier May Indicate & potentlal Intnesian.
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term Center
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JEFFdministrator - WZKERY Megotiabe nia Interacive

Tokal
Tokal
Tokal
IEFFVids - W2KSRW Megotiake nfa
Tokal
Tokal
Tokal
Tokal
Tatal nows: 2

Fllter: D Alls with: A8 of {Start Date an ar afer (prompéed), End Date on or before (prampted), Any of (Event id from 529 to 537, Event id = 530))

Irberactive
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Domain and Built-in Administrators Membership Changes

Trils repart detalls membership changes In the Domaln and Bull-n Administrators grou
It loaks Tor event 632, 633, 636 and 637 (membership change event for local a'u:lgnttal groups) with tanget sld = 5-1-5-33-544 (Bult-in Admin group sid} or target sld that ends with 512 (domaln admins groupl.

S 2007 3:24 P DC1
JEFFYLIs=m2 S 2007 3:24 P DC1

Total rows: 2

Fllter: D Alls with: A8 of {Siart Date an or aféer (prompéed), End Dabe on or before (prampted), Amy of (Event bd = 532, Event ld = §33, Evend Id = 636, Event Id = £37], Any of (Target Sid = "5-1-5-32-544", Last 3
=i Digit = 5127}
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User Accounts Created

repart shows USer accounts createl
Thenapon JOCKS for events 624 which tr

|
e
or4/2007 3:23em e N
SF4/2007 3:22 PM IEFF
User Accounts Deleted
SF4/2007 3:22 PM JEFF

mmuwmm&mwlmmmmmw
it looks Tor event 530 whnich account

2 s  ————
SFH/2007 3:53 PM JEFF\UserO=
Total Dv Als- 3
Filter- Dv Alis with: AR of (State Date on
Total Dv Ass- 1

FHter- Dw Alls Wi A3 Of (State Date on or after (prompted). End Date on or befors (prompted). Event i — S30)
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User Logon

Thits repart dspilay all user ogon aciiviby for @ specilled user within @ specifiic Time ramnge
It loeoics Tor ewerTt SA0 @no S5E bo KEEntty Bogon Scthvisy

““ ST ._n“n- e

DRI 100 AP 1oz 18 1 a0

SIOF2MOF 1125 Ak el 19z IS8 1 _1d0r [ = ] [ = . T Pleteanirk

SFIO 2O LS8 Al el 19z IS8 1 _1d0r [ = ] [ = . T Pleteanirk

SYROS 200 LS Ak sl - BT ML SSD Pletwanirk
19 IS8 1 adk [y = T [y = . T Pletwanirk

Toi=d o= 5

Fitber- D Adls wliin: Sl ol (Event d in SS90, S268 Stari Dabe on or after (promrmgrbed]), End Cabe on or befors (prommpied b LS PERL
JOmaimiliser) — U PER Parcmeater CoamsainViiser))
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Sensitive Security Groups Changes

Dremain Local Groug Changed OFE0Y2007 11:44 AN
OFE0YI007 1140 AM
Glabal Member fudded JEFFCMBdmInG JEFFWdministrator JEFFyLlsamL SFE0Y2007 11:40 AM
JEFFLisamZ SFE0YZ007 1144 A

Total rows: 4

Filber D Alls wiin: Al of (S2art Date an or afer (prompied), End Dabe on or before | ). Any of (Event k= 631, Event ld = 6339, Event |d = §34, Event Id = £32, Event id = 633, Ewent d =535, Event Id -
641, Event |d = E38, Event Id = 636, Event i = 637, Event Id = 553, Event Id = 553, Event id = 852, Event K = 560, Event 1d = 661}
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Object Access

Tnis repart shows all object access related audit event within the speciiad fme range.
it uses the events SE0 (permission requested) and 567 (permission exercised) 10 frack Items with object access audlting enabled

C:A\WINDOWS\Tasks\SchedLgly. Txt 9/10/2007 10:30 AM JEFF\DC1$ C: \WINDONSWZ
Pa'vmnan ISBB-'READ_CDNTRCL
Requested %%
1541="SYNCHRONIZE" %

dE24="WriteAltributes"
{567) 9/10/2007 10:30 AM C\WINDOWS \system32 %341 7="WriteData (or
Permission ‘evchost exe AddFiie)” %%
Exercised 4418="AppendData (or
AddSubdirectory or
CreatePipeinstance)”™
ass (560) C:AWINDOWS \Tasks\SA.DAT 9/10/2007 10:30 AM JEFF\DC1S CHAWINDOWS \system32 %%
Permission \evchost exe 1538="READ_CONTROL"
Requested %% 1539="WRITE_DaC"
%%
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Audit Log Cleared

Event SI7

rlirmsomr

tem Center
perations Manager=2o0o7

NoEcII=Ss TNat somenody has clearsd ihe Auot Log.

og
This may suggo=st The person who clear=a ine log Is Irying 1o cover nis'har iracks on TNe computer.
This reporr shows which Compuiers 3udll Iog was cearsd and who cearsd It

Cleared By
[= o |

Date /Time
JIEFFVAdministrator

SIIO/2007 11:28 A4

SFIOJ2007 11:27 A
Toiak rows. 2

Iter: Dow AlS Wit AF of (Start Date on Oor afrsr (prompted). End Oate on or tefore (prompted), Event 1a — S17)
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