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1 INTRODUCTION

This document presents assurance activity evaluation results ditnesoft Windows 10evaluation.
There are three types of assurance activities and the following is provided for each:

1. TOE Summary Specification (TS®)an indication that the required informatic in the TSS
section of the Security Target

2. Guidancé a specific reference to the location in the guidance is provided for the required
information

3. Tes® a summary of the test procedure and result is provided for each required test activity.

This Assurane Activities Report contains sections for each functional class and family arsgcigns
addressing each of the SFRs specified in the Security Target.

1.1 Evidence

[ST] Microsoft Windows10 and Windows 10Mobile Security Targetv0.09, April
12, 2016

[Mobile Guide] Microsoft Windows 10 Mobile Microsoft Windows 10Common Criteria
Supplemental Admin Guidan®é.0, February 172016

[TPM 2.0Arch] Trusted Platform Module Library Part 1: ArchitecturB,ami 'y @A 2. 00,

00, Revision 01.16, October 37014

[TPM 2.0Commands] Trusted Platform Module Library Part 3: CommanBisa mi | 'y A 2. 00,
Revision 01.16, October 30, 2014

1.2 Protection Profile

[PP MDF] Protection Profile for Mobility Device Fundamentalgersion 2.0, 17 September
2014

2 SECURITYFUNCTIONAL REQUIREMENTASSURANCHACTIVITIES

This section describes the assurance activities associated with the SFRs defined in the ST and the result
of those activities as performed by the evaluation team. The assuaativities are derived from the
[PP MDF]

2.1 Cryptographic Support (FCS)

2.1.1 Cryptographic Key G eneration (FCS_CKM.11))
FCS_CKM.1(ASYM KA) corresponds to FCS_CKM.1(1) in {r®®> MDF] protection profile
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2.1.1.1 TSS Assurance Activity

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE.
specifies more than one scheme, the evaluator sikalnine the TSS to verify that it identifies
usage for each scheme.

The TSFgenerate asymmetric cryptographic keys in accordance with a specified cryptographic key
generation algoriths

Table 15 Types of Keys Used byindowsin section6.2.1 Cryptographic Algorithms and Operations
identifiessize andusage for keysRSA keys can be 2048 or 3072 bithe RSA keysare used for IPsec,

TLS, Wi-Fi, and health attestatiores well as signed product updates (sectd6 Windows and
Application Updatels Section6.2.1 identifies the elliptial curves P256, R384, and 521 for ECDSA

and ECDH. The ECDSA keys are used for IPsec traffic and peer authentication. ECDH keys are used
for TLS key establishmenDSA keys can be 204& 3072 bits. The DSA keys are used for IPsec and
TLS.

See also sectioh.2.6 belowand[ST] section6.3.4 VPN Client regarding TOE support of IPsec.

2.1.1.2 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance instructs the administrator how to configu
TOE to use th selected key generation scheme(s) and key size(s) for all uses defined in this P

Section 42 Managing Cryptographic Algorithnisdicates that there is no global configuration necessary
for hashing algorithms, key generation schemes, or for key ebtalelit schemes. The use of required
key generation schemes and key sizes is supported and global configuration is not needed.
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2.1.1.3 Test Activities (FIPS PUB 186-4 RSA Schemes)
Key Generation for FIPS PUB 1864 RSA Schemes

Key Generation for FIPS PUB 18@ RSA Schemes

The evaluator shall verify the implementation of RSA Key Generation by the TOE using
Generation test. This test verifies the ability of the TSF to correctly produce values for
components including the public verification expdrerthe private prime factors p and g, the pul
modulus n and the calculation of the private signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate the primes p and g. These inclt
1. Random Primes:

1 Provable primes
1 Probable pimes
2. Primes with Conditions:

1 Primes pl, p2, 91,92, p and q shall all be provable primes
1 Primes pl, p2, g1, and g2 shall be provable primes and p and g shall be pr
primes

1 Primes pl, p2, 91,92, p and q shall all be probable primes
To test the key geraion method for the Random Provable primes method and for all the Prime
Conditions methods, the evaluator must seed the TSF key generation routine with sufficient
deterministically generate the RSA key pair. This includes the random sdleel(@)blic exponent ¢
the RSA key, and the desired key length. For each key length supported, the evaluator shall
TSF generate 25 key pairs. The evaluator ¢
comparing values generated the TSF with those generated from a known good implementatior

If possible, the Random Probable primes method should also be verified against a know
implementation as described above. Otherwise, the evaluator shall have the TSF generate
pairs for each supported key length nlen and verify:

n=p*q

p and g are probably prime according to MilBabin tests,
GCD(pl,e) =1,

GCD(gl,e) =1,

2"16 <= e <= 27256 and e is an odd integer,
|p-q| > 2”(nlen/2- 100),

p >= squareroot(2)*( 2*(nlen/21) ),

g >= squareroot(2)*( 2”(nlen/21) ),
2"(nlen/2) <d < LCM(pl,01),

e*d = 1 mod LCM(pl,q1).

E N

Windows uses algorithm implementations validated under the Cryptographic Algorithm Validation
Program (CAVP) (http://csrc.nist.gov/groups/STM/cavp/index.htm[ST] Table 14 Cryptographic
Algorithm Standards and Evaluation Metlsadentifies applicable CAVP RSA certificates Windows

10: 1802, 1783, 1784, and 1798tt://csrc.nist.gov/groups/STM/cavp/documents/dss/rsanewva). htmi
The relevant detail is reproduced and highlighted below.

1802 | FIPS1864:
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[RSASSAPSS]: Sig(Gen): (2048 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) ,
SaltLen( 64 ))) (3072 SHA(22 , 256 SaltLen( 32), 384 SaltLen( 48 ), 512 SaltLen(64))

Sig(Ver): (2048 SHA( 1 SaltLen( 20) , 256 SaltLen( 32 ), 384 SaltLen(48), 512 SaltLe
)) (3072 SHA( 1 SaltLen( 20), 256 SaltLen( 32) , 384 SaltLen( 48 ), 512 SaltLen( 64 ) )

SHA Val#2886

1783

FIPS1864:

ALG[RSASSA-PKCS1_V1_5]SIG(gen) (2048 SHA( 256 , 384 , 512 )) (3072 SHA( 256 , 3
512))

SIG(Vel) (1024 SHA( 1, 256 , 384 , 512 )) (2048 SHA( 1, 256 , 384 , 512 )) (3072 SH
256,384 ,512))

SHA Val#2373

1784

FIPS1864:

ALG[RSASSA-PKCS1 V1 _5]SIG(Ver) (1024 SHA( 1, 256 , 384 , 512)) (2048 SHA( 1 ,
, 384 ,512)) (3072 SHA( 1, 25884 , 512))

SHA Val#2871

1798

FIPS1864:

186-4KEY(gen): FIPS1863_Fixed_e (10001 ) ;
PGM(ProbPrimeCondition): 2048 , 3072
PPTT:(C.3)

SHA Val#2886 DRBG: Val# 868

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
RSA  certificates for Windows 10 Mobile: 1888, 1887, 1871, and 1889
(http://csrc.nist.gov/groups/STM/cavp/documents/dss/rsanewva).the relevant detail is reproduced
and highlighted below.

1887| FIPS1864:

[RSASSAPSS]: Sig(Gen): (2048 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) ,
SaltLen( 64 ) )) (3072 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) , 512 SaltLen(
Sig(Ver): (1024 SHA( 1 SaltLen( 20 ), 256 SaltLen( 32 ), 384 SaltLen( 48 ) , 5128@E8R )
)) (2048 SHA( 1 SaltLen(20), 256 SaltLen( 32 ), 384 SaltLen( 48 ), 512 SaltLen( 64 ))
SHA( 1 SaltLen( 20 ) , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) , 512 SaltLen( 64

SHA Val#3047

1888 | FIPS1864:
ALG[RSASSA-PKCS1_V1_5]SIG(gen)(2048 SHA( 256 , 384 , 512 )) (3072 SHA( 256 , 38
512))

SIG(Ver) (1024 SHA( 1, 256 , 384 , 512 )) (2048 SHA( 1, 256 , 384 , 512)) (3072 SHA( |

256 , 384 , 512))

SHA Val#3047

1871| FIPS1864:
ALG[RSASSA-PKCS1_V1_5]SIG(Ver) (1024 SHA( 1, 256384 , 512 )) (2048 SHA( 1 , 25
, 384 , 512 ) (3072 SHA( 1 , 256 , 384 , 512
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SHA Val#3048

1889

FIPS1864:

186-4KEY(gen): FIPS1863_Fixed e (10001 ) ;
PGM(ProbPrimeCondition): 2048 , 3072PPTT:(C.3)
SHA Val#3047DRBG: Val# 955

2.1.1.4 TSSAssurance Activity (ANSI X9.31-1998 RSA Schemes)
Key Generation for ANSI X9.31-:1998 RSA Schemes

If the TSF implements the ANSI X9.311998 scheme, the evaluator shall check to ensure tha
describes how the keypairs are generated. In order to show that the TSF implementation
with ANSI X9.311998, the evaluator shall ensure that the ®&3ios the following information:

1 The TSS shall list all sections of the standard to which the TOE complies;
1 For each applicable section listed in the TSS, for all statements that are not "shall" (t

"shall not", "should", and "should not"), if th€OE implements such options it shall
described in the TSS. If the included functionality is indicated as "shall not" or "should r
the standard, the TSS shall provide a rationale for why this will not adversely affe
security policy implemendeby the TOE;

For each applicable section of Appendix B, any omission of functionality related to "sh
Ashoul do statements shall be described.

The TSF does not implement ANSI X9:23898 RSA schemesand therefore thiassurance activitis
not applcable.

2.1.1.5 Test Activities (ECC and FCC Schemes)

Key Generation for Elliptic Curve Cryptography (ECC)

Key Generation for Elliptic Curve Cryptography (ECC)
1 FIPS 1864 ECC Key Generation Test

For each supported NIST curve, i.e-2B6, R384 and P521, theevaluator shall require th¢
implementation under test (IUT) to generate 10 private/public key pairs. The private ke
be generated using an approved random bit generator (RBG). To determine correctn
evaluator shall submit the generated keyrpad the public key verification (PKV) function
a known good implementation.

FIPS 1864 Public Key Verification (PKV) Test

For each supported NIST curve, i.e-2B86, R384 and P521, the evaluator shall generate

private/public key pairs usinthe key generation function of a known good implement:
and modify five of the public key values so that they are incorrect, leaving five

unchanged (i.e., correct). The evaluator shall obtain in response a set of 10 PAS
values.
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Windows uses algorithm implementations validated under the CAY8] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CEUBDSA certificates for
Windows 10: 706 (http://csrc.nist.gov/groups/STM/cavp/documents/dss/ecdsanewval.htiie

relevant detail is reproduced and highlighted below.

706 | FIPS1864:

PKG: CURVES( P-256 P384 R521 ExtraRandomBits )

SigGen: CURVESY P-256: (SHA256) R384: (SHA384) R521: (SHA512)
SigVer: CURVES( P-256: (SHA256) R384: (SHA384) R521: (SHA512))
SHS: Val#2886

DRBG: Val# 868

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
RSA certificates for Windows 10 obile: 760. The relevant detail is reproduced and highlighted below.

760 | FIPS1864:

PKG: CURVES( P-256 R384 R521 ExtraRandomBits )

SigGen: CURVES P-256: (SHA256) R384: (SHA384) R521: (SHA512)
SigVer: CURVES( P-256: (SHA256) R384: (SHA384) R521: (SHAS512))
SHS: Val#3047

DRBG: Val# 955

Key Generation for Finite-Field Cryptography (FFC)

Page 13 of 181


http://csrc.nist.gov/groups/STM/cavp/documents/dss/ecdsanewval.html

Key Generation for FiniteField Cryptography (FFC)
The evaluator shall verify the implementation of the Parameters Generation and the Key Ge
for FFC by the TOE using the Parameter Generation and Keyefadon test. This test verifies t
ability of the TSF to correctly produce values for the field prime p, the cryptographic pr
(dividing p1), the cryptographic group generator g, and the calculation of the private key
public key vy.
The Paramter generation specifies 2 ways (or methods) to generate the cryptographic prime
the field prime p:

Cryptographic and Field Primes:

1 Primes q and p shall both be provable primes
1 Primes q and field prime p shall both be probable primes
and two ways tgeneratethe cryptographic group generator g:
Cryptographic Group Generator:

1 Generator g constructed through a verifiable process
1 Generator g constructed through an unverifiable process.
The Key generation specifies 2 ways to generaterthate key x:
Private Key:

1 len(q) bit output of RBG where 1 <=x <=1

1 len(q) + 64 bit output of RBG, followed by a mad qperation where 1<= x<=¢fl.
The security strength of the RBG must be at least that of the security offered by the FFC pa
set.

To test the cryptographic and field prime generation method for the provable primes method
the group generator g for a verifiable process, the evaluator must seed the TSF parameter ge
routine with sufficient data to deterministically generéhe parameter set.

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets
pairs. The evaluator shall verify the <cor

generated by the TSF with those geted from a known good implementation. Verification must
confirm

T 9g!'=01
1 qdivides p1
1 g"qmodp=1
T gxmodp=y
for each FFC parameter set and key pair.

Windows uses algorithm implementations validated under the CA$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CABA certificates for
Windows 10:983 (http://csrc.nist.gov/groups/STM/cavp/documents/dss/dsanewval.fime relevant
detail is reproduced and highlighted below.

983 | FIPS1864:

PQG(gen)PARMS TESTED: [ (2048,256)SHA( 256 ); (3072,256) SHA( 256
PQG(ver)PARMS TESTED: [(2048,256) SHA( 256 ); (3072,256) SHA( 256
Key Pair: [ (2048,256) ; (3072,256) ]

SIG(gen)PARMS TESTED: [ (2048,256) SHA( 256 ); (3072,256) SHA( 256
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SIG(ver)PARMS TESTED: [ (2048,256) SHA( 256 ); (3072,256) SHA( 256 )
SHS:Val# 2886
DRBG: Val# 868

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicatdle CA
DSA certificates for Windows 1Mobile: 1024 The relevant detail is reproduced and highlighted

below.

1024 | FIPS1864:

PQG(gen)PARMS TESTED: [ (2048,256)SHA( 256 ); (3072,256) SHA( 256
PQG(ver)PARMS TESTED: [(2048,256) SHA( 256 ); (3072,256) SHA( 256
Key Pair: [ (2048,256) ; (3072,256) |

SIG(gen)PARMS TESTED: [ (2048,256) SHA( 256 ); (3072,256) SHA( 256

SIG(ver)PARMS TESTED: [ (2048,256) SHA( 256 ); (3072,256) SHA( 256 )
SHS:Val# 3047

DRBG: Val# 955

2.1.2 Cryptographic Key Generation (WLAN) (FCS_CKM.1(2)
FCS_CKM.1(WLAN384) corresponds to FCS_CKM.1(2) in R MDF] protection profile

2.1.2.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes how the primitives defined and implemente
PP are used by the TOE in establishing and maintaining secure connectivity to the wireless cli

[ST] Section6.2.1 Cryptographic Algorithms and Operations describes TOE use of-App&ved
algorithm primitives (search A WBetthr6® 8 Netwasrlang
covers the native implementation of IEEE 8022012.

The TSS shall alsprovidea descri ption of the develop
implementation conforms to the cryptographic standards; this includes not only testing done
developing organization, but also any thipdrty testing thats performed (e.g. WPAZ2 certificatior
The evaluator shall ensure that the description of the testing methodology is of sufficient g
determine the extent to which the details of the protocol specifics are tested.

[ST] Section 6.1 Cryptographic Agorithms and Operations identifies compliance for FARfproved
algorithms (search AFIPS validated mode i s
6.2.7 Networking describes ki Alliance certification (WPA2 and Wk CERTIFIED
interoperability). See WFi Alliance certificateskttp://www.wi-fi.org/certification:

1 Microsoft Surface Pro:ANFA62456(http://www.wi-fi.org/content/search
page?keys=%22Surface%20Pro%204%022

1 Microsoft Lumia 950 WFA61269(http://www.wi-fi.org/content/searcpage?keys=WFA61269

1 Microsoft Lumia 950XL : WFA62036 ( http://www.wi-fi.org/content/search
page?keys=WFA62036

FI P

req-t
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1 Microsoft Lumia 550 WFA62049(http://www.wi-fi.org/content/searcpbage?keys=WFA62039

 Lumia 635 WFA54130Q WFA54131 andWFA56520(http://www.wi-fi.org/content/seareh
page?keys=Lumia%206385

The fAmodel numbero in WFA certificates is addi!t
product. This varies from vendor to vendor based on their business. Some vendors will have different

label forproduct and model number while others use the same for both. Microsoft uses either the name

of the device or the name of the adapter on the device for the Windows mobile def&#s in

ST Sectior6.27 Networking states that the TOE devices have received WPAZ2 certification.

The WiFi Alliance web site describes the testing prograip(//www.wi-fi.org see Programs)Vi-Fi
alliancecertification provides sufficient detail of protocol testing.

Additionally, Microsoft provides guidelines for testing hardware and softvi@reNindows 10and
Windows 10 Mobile (https://msdn.microsoft.com/ ears/ library/ windows/ hardware/ mt269770
(v=vs.85).aspx Microsoft provides the Windows Hardware Lab Kit, which is documented online
(https://msdn.microsoft.com/ ers/ library/ windows/ hardware/ dn930814 (v=vs.85).qspkhe
information online includes tests that verify successful completiofor 802.11. The link
https://msdn.microsoft.com/ ars/ library/ windows/ hardware/ |j123746.agmovidesMicrosoft tests

of devicesthat have been certified as \Wi Alliance compliant. Two requirements for this test, Device
.Network WLAN .BasePas¥ViFiAllianceCertification and Devic&letwork WLAN.CSBBasd?as$ViFi-
AllianceCertification must be present to verify this information. This testing includes owdiff@ent

test suites, including roaming tests, scan tests, stress tests, FIPS association tests, standby tests, Dot11'
tests, and wake tests along with over variances.

For instance, the WiFi Direct Performance Tests include GoNegotiation PeerFindéatidnyv
PeerFinder, and JoinExistingGo WFDPIlatform tests. Each of these tests snaliadmation on the
prerequisites and details on running the test (entips://msdn.microsoft.com/ ars/ library/ windows/
hardware/ dn293766.agpx

The Surface Pro 4vas WiFi-Certifiedon October 30, 2015yith the Certification IDIWVFA62456. This
included the model numbé&724 Under this certification, testing was done for

1 Security
o WPAT Enterprise, Personal,
o WPAZ2I1 Enterprise, Personal,
0 EAP Type(s)
A EAP-TLS,
A and other protocols
Wi-Fi CERTIFIED a
Wi-Fi CERTIFIED b
Wi-Fi CERTIFIED g
Wi-Fi CERTIFIED n
Wi-Fi CERTIFIED ac

The Lumia 950was WiFi-Certified onJuly 23, 2015with the Certification IDWFA61269 This
included the model numb&M-1104 Under this certification, testing was done for:

= =4 =4 -8 -2

1 Security
o WPAT Enterprise, Pesonal,
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o WPAZ2I1 Enterprise, Personal,
0 EAP Type(s)
A EAP-TLS,
A and other protocols
Wi-Fi CERTIFIED a
Wi-Fi CERTIFIED b
Wi-Fi CERTIFIED g
Wi-Fi CERTIFIED n

The Lumia 950 XLwas WiFi-Certified onSeptember 8, 201%yith the Certification IDWFA62036
This included the model numbBM-1116 Under this certification, testing was done for:

= =4 =4 -4

1 Security
o WPAT Enterprise, Personal,
o WPAZ2I1 Enterprise, Personal,
o0 EAP Type(s)
A EAP-TLS,
A and other protocols
Wi-Fi CERTIFIED a
Wi-Fi CERTIFIED b
Wi-Fi CERTIFIED g
Wi-Fi CERTIFIED n

TheLumia 550was WiFi-Certified onSeptember 08, 201&%ith the Certification IDWNFA6204Q9 This
included the model numb&M-1127. Under this certification, testing was done for:

= =4 =4 -4

1 Security
o WPAT Enterprise, Personal,
o WPAZ2i Enterprise, Personal,
0 EAP Type(s)
A EAP-TLS,
A and other protocols
1 Wi-Fi CERTIFIED b
1 Wi-Fi CERTIFIED g
1 Wi-Fi CERTIFIED n

The Lumia 635was WiFi-Certified three timeson April 8 (two models) and September 29, 20d4th
the Cerification IDs WFA5413Q WFA54131 andWFA5652Q0 This included the model numisdRM-
974, RM975, and RM1078 Under this certification, testing was done for:

1 Security
o WPAT Enterprise, Personal,
o WPA21 Enterprise, Personal,
o EAP Type(s)
A EAP-TLS,
A and other protocols
1 Wi-Fi CERTIFIED b
1 Wi-Fi CERTIFIED g
1 Wi-Fi CERTIFIED n
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2.1.2.2 Guidance Assurance Activities

None defined.

2.1.2.3 Test Activities

The evaluator shall also perform the following test using a packet sniffing tool to collect 1
between a weless access point and TOE:

Step 1:The evaluator shall configure the access point to an unused channel and configure the
sniffer to sniff only on that channel (i.e., lock the sniffer on the selected channel). The sniffel
also be configureddtfilter on the MAC address of the TOE and/or access point.

Step 2:The evaluator shall configure the TOE to communicate with the access point using
802.112012 and a 25%it (64 hex values-9 or af) pre-shared key, setting up the connections
de<ribed in the operational guidance. The wigared key is only used for testing.

Step 3:The evaluator shall start the sniffing tool, initiate a connection between the TOE and
point, and allow the TOE to authenticate, associate and successfullyetertige 4vay handshaks
with the access point.

Step 4:The evaluator shall set a timer for 1 minute, at the end of which the evaluator shall disg
the TOE from the access point and stop the sniffer.

Step 5:The evaluator shall identify thewlay handhake frames (denoted EAP®R&y in Wireshark
captures) and derive the PTK from thevdy handshake frames and jsieared key as specified
IEEE 802.112012.

Step 6:The evaluator shall select the first data frame from the captured packets that was sent

the access point and TOE after thevdy handshake successfully completed, and without the 1
control value 0x4208 (the first 2 bytes are 08 42). The et@lshall use the PTK to decrypt the da
portion of the packet as specified in IEEE 8022012, and shall verify that the decrypted d
contains ASCtreadable text.

Step 7:The evaluator shall repeat Step 7 for the next 2 data frames between the TQ@Ecass
point, and without frame control value 0x4208.

The evaluator followed the above steps to cohtiee TOE to the access point. The evaluator analyzed
the packets without control value 0x4208 and verified that they contAiB€tl-readable text.

2.1.3 Cryptographic Key Generation (WLAN) (FCS_CKM.1(3))
FCS_CKM.1(WLAN704 corresponds to FCS_CKM.1(3) in tfi&P MDF] protection prafe.

2.1.3.1 TSS Assurance Activity

The cryptographic primitives will be verified through assurance activities specified elsewhere
PP. The evaluator shall verify that the TSS describes how the primitives defined and implem
this PP are used by theOE in establishing and maintaining secure connectivity to the wirt
clients.

Section 6.7 Networking states thawindows (that isWindows 10 and Windows 10 Mobijehasa
native implementation of IEEE 802.113013 to provide secure wireless local area networkingR\Vi
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Windows usesPRF704 to generate AES 2886t keys which uses thaVindows RBG. Windows

complies with the IEEE 802.11-&013 standardnd interoperates with other devices that implement the
standard

The TSS shall al so provide a description
implementation conforms to the cryptographic standards; this includes not only testing ddre
developing organization, but also any thjpdrty testing that is performed (e.g. WPA2 certificatig
The evaluator shall ensure that the description of the testing methodology is of sufficient d
determine the extent to which the details ofpftweocol specifics are tested.

Section2.1.2.labove covers Microsoftdos test methods an
particular.the following WiFi Alliance certificates includé/PA2 Enterprise and Personal

1 WFA62456 for Surface Pro 4

WFA61269 for Lumia 950

WFA62036 for Lumia 950 XL

WFA62049 for Lumia 550

WFA54130, WFA54131, and WFA56526r Lumia 635

The underlyindMAC, SHA-384, and DRB&ryptographic algorithms are CAVP validated.

1
1
1
1

2.1.3.2 Guidance Assurance Activities

None defined.

2.1.3.3 Test Activities

The evaluator shall also perform the following test:

Step 1- The evaluator shall use a packet sniffing tool between the wireless access point and T
evaluator shall turn on the sniffing tool and successfully connect the TOE to the access point.

Step 2i The evaluator shall verify the TOE advertisesOBBAC:12 as a supported Authenticatic
and Key Management (AKM) suite and eitherOBBAC:9 or 000F-AC:10 as a supported ciphg
suite in capture 802.11 beacon and probe response messages.

The evaluator connected the TOE to an access point and verified dthtertises OOFAC:12 as a
supported AKM suite and 8B0FAC:10 as a supported cipher suite.

2.1.4 Cryptographic Key E stablishment FCS_CKM.2.1(1)
FCS_CKM.2(ASYM AU) corresponds to FCS_CKM.2(1) in {R® MDF] protection profile.

2.1.4.1 TSS Assurance Activity

The evaluator shall ensure that the supported key establishment schemes correspond tg
generation schemes identified in FCS_CKM.1.1(1). If thesi®kifies more than one scheme,
evaluator shall examine the TSS to verify that it identifies the usage for each scheme.
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The key establishment schemes identified in FCS_CKM.2(ASYM ABP: FCS_CKM.2(1)
correspond to the key generation schemes identified F@S_CKM.1(ASYM KA) (PP:
FCS_CKM.1.1(1): RSA, ECC, and FFC schem&ee sectio2.1.1.1 aboveegarding ky usage.

2.1.4.2 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance instructs the administrator how to configy
TOE to use the selected key establishment scheme(s).

[Mobile Guide] Section 21 Managing Cryptographic Algorithmedicates that there is no global
configuration necessary for hashing algorithms, key generation schemes, or for key establishment
schemes. The use of required key generation schemes and key sizes is supported and global
configuration is not needed.

2.1.4.3 Test Activities (SP800-56A)

Assurance Activity Note: The following tests require the developer to provide access to a test
that provideghe evaluator with tools that are typically not found on factory products.

Key Establishment Schemes

The evaluator shall verify the implementation of the key establishment schemes supported by
using the applicable tests below.

SP80056A KeyEstablishment Schemes

The evaluator shall verify a TOE's implementation of SPED0 key agreement schemes using
following Function and Validity tests. These validation tests for each key agreement schem
that a TOE has implemented the composeot the key agreement scheme according to
specifications in the Recommendation. These components include the calculation of tk
primitives (the shared secret value Z) and the calculation of the derived keying material (DK
the Key DerivatiorFunction (KDF). If key confirmation is supported, the evaluator shall also v
that the components of key confirmation have been implemented correctly, using the test pr
described below. This includes the parsing of the DKM, the generation @dMaA and the
calculation of MACtag.

Function Test

The Function test verifies the ability of the TOE to implement the key agreement s
correctly. To conduct this test the evaluator shall generate or obtain test vectors from a
good implementatiorof the TOE supported schemes. For each supported key agre
schemekey agreement role combination, KDF type, and, if supported, key confirmatier
key confirmation type combination, the tester shall generate 10 sets of test vectors. T
set caosists of one set of domain parameter values (FFC) or the NIST approved curve
per 10 sets of public keys. These keys are static, ephemeral or both depending on thg
being tested.
The evaluator shall obt ai n t hcekey® (stbtic ant/d

ephemeral), the MAC tag(s), and any inputs used in the KDF, such as the Other Infor
field Ol and TOE id fields.

Page 20 of 181



If the TOE does not use a KDF defined in SP-B6A, the evaluator shall obtain only t
public keys and the hashedlue of the shared secret.

The evaluator shalll verify the correct
using a known good implementation to calculate the shared secret value, derive the
material DKM, and compare hashes or MAC tagaerated from these values.

If key confirmation is supported, the TSF shall perform the above for each impler
approved MAC algorithm.

Validity Test

The Validity test verifies the ability
key @greement results with or without key confirmation. To conduct this test, the eve
shall obtain a list of the supporting cryptographic functions included in the SB®&Akey
agreement implementation to determine which errors the TOE should be aigleotmize.
The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of dé
i ncluding domain parameter valwues or NI
TOEGs public/private key patheaKDF, suehfa€ theahs
info and TOE id fields.

The evaluator shall inject an error in some of the test vectors to test that the TOE rec
invalid key agreement results caused by the following fields being incorrect: the shareg
value Z, theDKM, the other information field Ol, the data to be MACed, or the gene
MACTag. If the TOE contains the full or partial (only ECC) public key validation,
evaluator will al so individually 1injecat
ephemer al public keys and the TOEOG6s st a
public key validation function and/or the partial key validation function (in ECC only). At
two of the test vectors shall remain unmodified and tbezeghould result in valid ke
agreement results (they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme
corresponding parameters. The evaluato
usinga known good implementation verifying that the TOE detects these errors.

Windows uses algorithm implementations validated under the CA$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAWS certificates for
Windows 10: 64 (http://csrc.nist.gov/groups/STM/cavp/documents/keymgmt/kasnewva).htiiie
relevant detail is reproduced and highlighted below.

64

FFC: (FUNCTIONS INCLUDED IN IMPLEMENTATION: DPG DPV KPG Partial
Validation ) SCHEMES [ dhEphem ( KARole(s): Initiator / Responder )

(FB: SHA256 ) (FC: SHA256) ]

[ dhOneFlow ( KARole(s): Initiator / Responder JAB: SHA256 ) (FC: SHA256 ) ] [dhStatic (
No_KC < KARole(s): Initiator / Responder> FHB: SHA256 HMAC ) (FC: SHA256 HMAC) ]
SHSVal#2886DSA Val#983DRBG Val#868

ECC: (FUNCTIONS INCLUDED IN IMPLEMENTATION: DPG DPV KPG Partial

Validation Key Regeneration $CHEMES [ EphemeralUnified ( No_KC < KARole(s): Initiator

/ Responder> ) EC: P-256 SHA256 HMAC ) ( ED: P-384 SHA384 HMAC ) ( EE: P-521
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HMAC (SHA512, HMAC_SHA512))) ]

[ OnePassDH( No_KC < KCRole(s): Initiator Responder> ) EB: ) (EC: P-

256 SHA256 HMAC) (ED: P-521 SHA384 HMAC) ( EE: P-521 HMAC (SHA512,
HMAC_SHA512)) ]

[ StaticUnified ( No_KC < KARole(s): Initiator / Responder> HC: P-256 SHA256 HMAC) (
ED: P-384 SHA384 HMAC ) (EE: P-521 HMAC (SHA512, HMAC_SHA512) ]
SHSVal#2886ECDSAVal#706 DRBG Val#868

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
KAS certificates for Windows 18 obile: 72. The relevant detail is reproduced and highlighted below.

72

FFC: (FUNCTIONS INCLUDED IN IMPLEMENTATION: DPG DPV KPG Partial
Validation ) SCHEMES [ dhEphem ( KARole(s): Initiator / Responder )

(FB: SHA256 ) (FC: SHA256 ) ]

[ dhOneFlow ( KARole(s): Initiator / Responder JAB: SHA256 ) (FC: SHA256 ) ] [dhStatic (
No_KC < KARole(s): Initiator / Responder> FHB: SHA256 HMAC ) (FC: SHA256 HMAC) ]
SHSVal#3047DSA Val#1024DRBG Val#955

ECC: (FUNCTIONS INCLUDED IN IMPLEMENTATION: DPG DPV KPG Partial
Validation Key Regeneration $CHEMES [ EphemeralUnified ( No_KC < KARole(s): Initiator
/ Responder> ) EC: P-256 SHA256 HMAC ) ( ED: P-384 SHA384 HMAC) ( EE: P-521
HMAC (SHA512, HMAC_SHA512))) ]

[ OnePassDH( No_KC < KARole(s): Initiator / Responder> EB: ) (EC: P-

256 SHA256 HMAC ) (ED: P-521 SHA384 HMAC ) (EE: P-521 HMAC (SHA512,
HMAC_SHA512)) ]

[ StaticUnified ( No_KC < KARole(s): Initiator / Responder> HC: P-256 SHA256 HMAC ) (
ED: P-384 SHA384 HMAC) ( EE: P-521 HMAC (SHA512, HMAC_SHA512) )]
SHSVal#3047ECDSAVal#760DRBG Val#955

2.1.4.4 TSS Assurance Activity
SP80056B Key Establishment Schemes

SP80056B Key Establishment Schemes

The evaluator shall verify that tHESS describes whether the TOE acts as a sender, a recipie
both for RSAbased key establishment schemes.

[ST] section6.2.1Cryptographic Algorithms an@perations states when Windows needs to establish an

RSA-based shared secret key it cankath as a sender or recipient.

SP80056B Key Establishment Schemes
The evaluator shall ensure that the TSS describes how the TOE handles decryption er
accordance with NIST Special Publication 8B, the TOE must not reveal the particular error t
occurred, either through the contents of any outputted or loggest message or through timin
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‘ variations.

[ST] section6.2.1 Cryptographic Algorithms and Operations states any decryption errors which occur
during key establlsment are presented to the user at a highly abstracted level, such as a failure to

connect.

2.1.4.5 Guidance Assurance Activities (SP800-56B)

SP80056B Key Establishment Schemes
None defined.

2.1.4.6 Test Activities (SP800-56B)

SP80056B Key Establishment Schemes

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the
operation of every TOE supported combination of R8#%ed key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a know
implementation of the TOE supported schemes. For each combination of suppori
establishment scheme and its options (with or without key confirmation if supdorteach
supported key confirmation MAC function if key confirmation is supported, and for
supported mask generation function if KD8EP is supported), the tester shall generate
sets of test vectors. Each test vector shall include the RSA fatyli the plaintext keyin
material, any additional input parameters if applicable, the MacKey and MacTag i
confirmation is incorporated, and the outputted ciphertext. For each test vector, the evs
shall perform a key establishment encryptigemtion on the TOE with the same inputs
cases where key confirmation is incorporated, the test shall use the MacKey from |1
vector instead of the randomly generated MacKey used in normal operation) and enst
the outputted ciphertext is a@galent to the ciphertext in the test vector.

If the TOE acts as a receiver, the following assurance activities shall be performed to ens
proper operation of every TOE supported combination of-B&#&d key establishment scheme:

To conduct this tésthe evaluator shall generate or obtain test vectors from a known
implementation of the TOE supported schemes. For each combination of supported key estal
scheme and its options (with our without key confirmation if supported, for each @y,
confirmation MAC function if key confirmation is supported, and for each supported mask gen
function if KTSOAEP is supported), the tester shall generate 10 sets of test vectors. Each tes
shall include the RSA private key, the plexttkeying material (KeyData), any additional inf
parameters if applicable, the MacTag in cases where key confirmation is incorporated, g
outputted ciphertext. For each test vector, the evaluator shall perform the key establi
decryption operaon on the TOE and ensure that the outputted plaintext keying material (KeyD
equivalent to the plaintext keying material in the test vector. In cases where key confirmi
incorporated, the evaluator shall perform the key confirmation stepseasdre that the outputte
MacTag is equivalent to the MacTag in the test vector.
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Windows uses algorithm implementations validated under the CA$R] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applic@bdle certificates for Windows 10:
576  (http://csrc.nist.gov/groups/STM/cavp/documents/components/componentnewyal.htrifhe

relevant detail is reproduced and highlighted below.

576 | RSADP: (Mod2048)

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP

CVL certificates for Windows 1Mobile: 663. The relevant detail is reproduced and highlighteldw.

663 | RSADP;: (M0d2048)

SP80056B Key Establishment Schemes

If KTSOAEP is supported, the evaluator shall create separate contrived ciphertext values that
each of the three decryption error checks described in NIST Special Publicaties6BG@ction
7.2.2.3, ensure that each decryption attempt results in an error, and ensure that any outp
logged error message is identical for each. If KIEEM-KWS is supported, the evaluator shall cre
separate contrived ciphertext values that triggach of the three decryption error checks descri
in NIST Special Publication 8686B section 7.2.3.3, ensure that each decryption attempt results
error, and ensure that any outputted or logged error message is identical for each.

[ST] does not claim Key Transport Scheme with Optimal Asymmetric Encryption Padding support.

2.1.5 Cryptographic Key Distribution (WLAN) FCS_CKM.2.1(2)
FCS_CKM.2(GTK) corresponds to FCS_CKM.2(2) in [r® MDF]protection profile

2.1.5.1 TSS Assurance Activity

The evaluator shall check the TSS to ensure that it describes how the GTK is unwrapped
being insalled for use on the TOE using the AES implementation specified in this PP.

[ST] Section &.7 Networking describes AES Key Wrap in accordance with NIST SP38B0using

KW mode.( Search AWi ndows i mplements key wrap2Bi ng
SFR Mapping provi des a i nk to Wi ndows 0 nati ve

(http://msdn.microsoft.com/ens/library/windows/hardware/ff556022(v=vs.85).aspx

2.1.5.2 Guidance Assurance Activities

None defined.

2.1.5.3 Test Activities

The evaluator shall also perform the following test using a packet sniffing tool to collect f
between a wireless access point and TOE (which may be performed in conjunction with the as
activity for FCS_CKM.1.1(2):
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Step 1:The evaluator shall confige the access point to an unused channel and configure the
sniffer to sniff only on that channel (i.e., lock the sniffer on the selected channel). The sniffel
also be configured to filter on the MAC address of the TOE and/or access point.

Step 2: The evaluator shall configure the TOE to communicate with the access point using
802.112012 and a 25®it (64 hex values-9 or af) pre-shared key, setting up the connections
described in the operational guidance. The-phared key is onlysed for testing.

Step 3:The evaluator shall start the sniffing tool, initiate a connection between the TOE and
point, and allow the TOE to authenticate, associate and successfully completevdlyehdndshake
with the access point.

Step 4 The evaluator shall set a timer for 1 minute, at the end of which the evaluator shall disc
the TOE from the access point and stop the sniffer.

Step 5:The evaluator shall identify thewlay handshake frames (denoted EAR@Y in Wireshark
captures) and erive the PTK and GTK from thewlay handshake frames and sieared key a
specified in IEEE 802.12012.

Step 6:The evaluator shall select the first data frame from the captured packets that was sent

the access point and TOE after thevdy hamishake successfully completed, and with the fr
control value 0x4208 (the first 2 bytes are 08 42). The evaluator shall use the GTK to decrypt

portion of the selected packet as specified in IEEE 802012, and shall verify that the decrypt
data contains ASClieadable text.

Step 7:The evaluator shall repeat Step 7 for the next 2 data frames with frame control value 0x

The evaluator followed the above steps to connect the TOE to the access point. The evaluator analyzec
the packets with control value 0x4208 and verified that they contained AS8&idible text.

2.1.6 Cryptographic Key Support (REK) FCS_CKM_EXT.1

2.1.6.1 TSS Assurance Activity

The evaluator shall review the TSS to determine that a REK is supported by the product, T8&
includes a description of the protection provided by the product for a REK, and that the TSS |
a description of the method of generation of a REK.

[ST] section 6.4 Ercrypting the Device with BitLocker identifies the Storage Primary Seed (SPS) in
the Trusted Platform Module (TPM) as the REK. The TPM generates the SPS using the TPM RBG as
described in section B.4.

The evaluator shall verify that the description of phetection of a REK describes how any readi
import, and export of that REK is prevented. (For example, if the hardware protecting the |
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‘ removable, the description should include how other devices are prevented from reading the H

[ST]Section®. 3 Trusted Platform Module states fAThe T
export of TPM keys and cryptographic data, such as the SPS an@ SPpécifically, section 6.3

Trusted Platform Moduls t at e s : ALIi ke other cryptographic da
key created in a TPM is never exposed to any ot
section 24 Encryw i ng the Device with BitLocker states
system and applications, thus preventing reading and exporting the plaintext representation ofdhe REK
[TPM 2.0 Arch] specifies a TPM uses the SPS to derive Storage Root Keys (SRK) (section 14.3.4) and
the TPM never stores a Primary Seed off the TPM in any form (section 14.1).

The evaluator shall verify that the TSS describes how ptienydecryption/derivation actions at
isolated so as to prevent applications and sydtmral processes from reading the REK wi
allowing encryption/decryption/derivation by the key.

[TPM 2.0 Arch] specifies TPM processor, volatile memory, and persistent storage are isolated from
platform hardware and software (section 9.3). Consequently, Windows can only access TPM services
throughthe welldefined APIs provided by the TPM[TPM 2.0 Arch] states the TPM never stores a
Primary Seed off the TPM in any form.

I f A hairsdoMaa tee ddand REK(s) aré isotatecefrom the rich OS by a separate proc
execution environment, the evaluator shall verify that the description includes how the rich
prevented from accessing the memory containing REK key material, which software is attoass
to the REK, how any other software in the execution environment is prevented from reading
material, and what other mechanisms prevent the REK key material from being written to
memory locations between the rich OS and the sepaxatugon environment.

The TOE in the evaluated configuration conform to TPM standard 2.0 as identifi®d]isection 1.1
Security Target, TOE, and Common Criteria (CC) Ideratfan. [TPM 2.0 Arch] specifies TPM
processor, volatilie memory, and persistent storage are isolated from platform hardware and software
(section 9.3). Consequently, Windows can only access TPM services thtamugbeltdefined APIs
provided by the TPM[TPM 2.0 Arch] states the TPM never stores a Primary Seed off the TPM in any
form.

If key derivation is performed gy a REK, the evaluator shall ensure that the TSS description inclu
description of the key derivation function and shall verify the key derivation uses an approved de
mode and key expansion algorithm according to SRI®® (Additional key»gansion algorithms arg
defined in other NIST Special Publications.)

[ST] Section &.4 Encrypting the Device with BitLocker states the TPM generates the SRK during
initialization.[TPM 2.0 Arch] section 11.4.8 describes SRK generation from #8,Since the SRK is a
Primary Key.
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The evaluator shall verify that the generation of a REK meets the FCS_RBG_EXT.1
FCS_RBG_EXT.1.2 requirements:

1 If REK(s) is/are generated alevice, the TSS shall include a description of the generation
mechanism including what triggers a generation, how the functionality described by
FCS_RBG_EXT.1 is invoked, and whether a separate instance of the RBG is used for F

1 If REK(s) is/are generated effevice, the TSS shall include evidence that the RE6tsn
FCS_RBG_EXT.1.2. This will likely a second set of RBG documentation equivalent to tf
documentation provided for the RBG assurance activities. In addition, the TSS shall des
the manufacturing process that prevents the device manufacturer fressiagcany REKSs.

[ST] Section &.4 Encrypting the Device with BitLocker states SPS is created as part of the BitLocker
initialization process. Windows causes the TPMéoerate the SPS.

The second bullet does not apply, since Windows causes the TPM to generate the SPS.

2.1.6.2 Guidance Assurance Activities

None defined.

2.1.6.3 Test Activities

None defined.

2.1.7 Cryptographic Key Random Generation (FCS_CKM_EXT.2)

FCS_CKM EXT.2(128) and FCS_CKM EXT.2(256) corresponds to FCS_CKNEXT.2 in the[PP
MDF] protection profile.

2.1.7.1 TSS Assurance Activity

The evaluator shall review the T&Sdetermine that it describes how the functionality describe
FCS_RBG_EXT.1 is invoked to generate DEKs. The evaluator uses the description of t
functionality in FCS_RBG_EXT.1 or documentation available for the operational environm
determire that the key size being requested is identical to the key size and mode to be use
encryption/decryption of the data.

[ST] section 62.6 Protecting Data with DPAPI states the Windows RBG (as described by
FCS_RBG_EXT.1) generates a DPAPI Master Secret which is used as input into an AES function along
with an initializaton vector and encryption key, both of
generate the encrypted DPAPI Master Secret. The DPAPI Master Secret is a kind of DEK and the
passworebased encryption key, which protects the DPAPI M&Sgeretjs a kind ¢ KEK.

[ST] sections &.4 Encryptingthe Device with BitLocker, @.5 Key Storage, and &6 Protecting Data
with DPAPIdescribe how Windows uses key and data encryptidre following list summarizes the
key hierarchy and identifies the type (KEK or DEK) of each key.
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TPM Storage Primary Seed is the REK, which derives the Storage Root
TPM Storage Root Key is a KEK, which encrypts intermediate keys.
Intermediate keys are KEKwhich encrypt Volume Master Key (VMK)
Volume Master Key is KEK, which encrypt partition Full Volume Encryption Key (FVEK), which
is DEK.
DPAPI provides encryption of softwabmsed key storage in addition to BitLocker
a. DPAPI passworéased encryption key sKEK, which encrypts the DPAPI Mast8ecret
b. The DPAPI Master Secret is a KEK, which encrypts data encryption keys
c. Data encryption keys are DEKs, which encrypt key storage (one data encryption key per
user)

FCS_CKM_EXT.Z128)andFCS_CKM_EXT.Z256)appl to the following DEKs: FVEK, DPAPand
data encryption key (one per user).

hrwpE

o,

[ST] Section 6.4 Encrypting the Device with BitLocker indicatésat the administratoconfigures
BitLockerto use either a 12Bit or 256bit FVEK for Windows 10. The FVEK for Windows 10 Mobile
is always 128 bits.

[Mobile Guide] describes managing/indows 10volume encryption in sectiod ManagingVolume
Encryption The section and documentation for manhkgg e cover s par ameter
which sets AES key size. (Seép://technet.microsoft.com/ars/library/ff829849(v=ws.10).aspx By
default AES128 encryton is used by the manadgpele command when enabling BitLocker for Windows
107 the AES256 algorithm should be used instead. In additipygbile Guide] describes how to
configure the TPM, PIN authorization factor, and Enhanced PIN cépmbihat must be used in the
evaluated configuration.

DPAPI data encryption keys are 2bi keys.

2.1.7.2 Guidance Assurance Activities

None defined.

2.1.7.3 Test Activities

None defined.

2.1.8 Cryptographic Key Encryption Keys (FCS_CKM_EXT .

2.1.8.1 TSSAssurance Activity

The evaluator shall examine the key hierarchy TSS to ensure that the formation of all K
described and that the key sizes match that described by the ST author.

The evaluator shall review the TSS to verify that it contains a descriptibe #8KDF use to deriv.
KEKSs. This description must include the size and storage location of salts. This activity I
performed in combination with that for FCS_COP.1(5).
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See section2.1.7.1 abovein Cryptographic KeyRandom GeneratiofFCS_CKM_EXT.2) for a
summary of the key hierarchyable 1 below summarizes the sizes of KEKs. S@#£.18.1 belown
Initialization Vector Generatio(FCS_IV_EXT.) for cipher modes.

[ST] section 62.6 Protecting Data with DPARIescribes the PBKDF2 function that takes a result of a
oneway function computation of pdsswerd ensryption ey thah s s W
protects the DPAPI Master Secret (a kind of KEKJection 6.2.1Cryptographic Algorithms and
Operationsi ncl udes PBKDF detail s. ( Sear c h Sdactibm@&.6 HMAC
states Windows will also combine the DPAPI Master Secret along with aasa¢ which will be used

as an encryption key to protect user data, such as a privatéHeegalt value is stored with the Master
Secret.

If the KEK is generated, the evaluator shall review the TSS to determine that it describes
functionality ascribed by FCS_RBG_EXT.1 is invoked. The evaluator uses the description
RBG functionality in FCS_RBG_EXT.1 or documentation available for the operational envirg
to determine that the key size being requested is identical to the key sizedentbrbe used for th
encryption/decryption of the data.

Based on the check made for FCS_CKM_EXT.2 above, FCS_CKM_EXT.3 applies to the following
KEKs: Storage Primary Seed (also REK), Storage Root Key, intermediate keys, VMK, pabageud
encryption key, DPAPI Master Secret, Device User Credential Keys, aad @Wss publ i c/ pr
pairs.[ST] sections &.4 Encrypting the Device with BitLocker,66 Protecting Data with DPAPI, and

6.4.1 Protecting User Data identify the size and fation method of each KEKL.able1l summarizes the

size and formation method information.

KEK Formation Method Size
Storage Primary Seed TPM RBG 256
Storage Root Key TPM RSA 2048
Intermediate Keys XOR (Enhanced PIN) and RBG 256
VMK RBG 256
DPAPI passworébased encryption key PBKDF2 from passphrase 256
DPAPI Master Secret RBG At least 256
Device User Credential Keys RBG 256
User s public/ pri RSA key generation 2048

NIAP TD0038 accommodates use of a REK with key strength of 112 bits (for example -bi2B&A

key). In this case, the strengths of keys in a chain aneameihcreasing. The security strength of a chain

is limited by the key with the least strength and not necessarily the last key in the chain. Thus, security
strength of data encryption is limited by the strengths of the Storage Root Key, FVEK, Enhanced PIN
and password, since all other keys are at least 256 bits.
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If the KEK is formed from a combination, the evaluator shall verify that the TSS describes the
of combination and that this method is either an XOR, a KDF, or encryption. If a KDF isthisg
evaluator shall ensure that the TSS description includes a description of the key derivation {
and shall verify the key derivation uses an approved derivation mode and key expansion a
according to SP 80Q08. (Additional key expansiorigarithms are defined in other NIST Sped
Publications.)

[ST] section &.4 Encrypting the Device with BitLocker states that the FVEK and intermediate keys are
all generated by the Windows RBG or by combining intermediate keys as described in
FCS_CKM_EXT.3.

2.1.8.2 Guidance Assurance Activities

None defined.

2.1.8.3 Test Activities

None defined.

2.1.9 Cryptographic Key Destruction (FCS_CKM_EXTA}

2.1.9.1 TSS Assurance Activity

The evaluator shall check to ensure the TSS lists each type of plaintext key material (ke S
based key storage, KEKSs, trusted channel keys, passwords, etc.) and its origin and storage lo

[ST] section 625 Key Storaged i scusses t he key materi al . ATh
Intermediate Key are stored on disk as metadata on the storage volume, however the metadata is store
outside of the mounted NTFS volume and so these are never transmitted outside the devigbewhich

boundary of the cryptographic module in this ev

Section 62.1 Cryptographic Algorithms an@®perationdists public, private, and secret keys used for
TLS, and WiFi in Table 15 Tyes of Keys Used by WindowsVindows stores persistent public,
private, and secret keys in the NTFS file system as deschibsdction 6.5. Storage protection
includes DPAPI protection as referenced in secti@bénd described in sectior2@ ProtectingData
with DPAPI

See also sectio”.2.6 belonand[ST] section 63.4 VPN Client regarding TOE support of IPsec.

Section 62.4 Encrypting the Device with BitLockestates that the unencrypted VMK is zeroized after it
is (1) used to encrypt the FVEK and (2) encrypted by an intermediate key.

The evaluator shall verify that the TSS describes when each type of key material is @@a
example, on system power off, on wipe function, on disconnection of trusted channels, when 1
needed by the trusted channel per the protocol, when transitioning to the locked state, and
including immediately after use, while in theked state, etc.).
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The evaluator shall also verify that, for each type of key, the type of clearing procedure that is
performed (cryptographic erase, overwrite with zeros, overwrite with random pattern, or block
is listed. If different types of memgaare used to store the materials to be protected, the evaluato
shall check to ensure that the TSS describes the clearing procedure in terms of the memory in
the data are stored (for example, "secret keys stored on flash are cleared by oveomdtngith
zeros, while secret keys stored on the internal persistent storage device are cleared by overwr
three times with a random pattern that is changed before each write"). For block erases, the e
shall also ensure that the block erasemmand used is listed and shall verify that the command use
also addresses any copies of the plaintext key material and that may be created in order to optimiz
use of flash memaory.

[ST] section 62.4 Encrypting the Device with BitLockes t at e s : AThe sareeanozedy pt e
after they are (1) used to encrypt the FVEK and (2) encrypted by an intermediate key. The other keys are
also zeroized from volatile memory in the process of generating the VMK. When Windows shuts down
normally or goes into hibernation, Windows will zemithe FVEK as part of shutdown. In the event of

a system crash, the BitLocker Crash Dump Filter will zeroize the FVEK in order to prevent the FVEK
from being included in the crash dump file. o

Section &.5Key Storages t at e s : i De st r uroporied into thef seckre keys stomgedy e t
applications is conducted automatically by the modern application environment after the keys/secrets are
no | onger in use. o

APrivate keys are protected on di sk usicteddgsingPAPI
the Windows Discretionary Access Control Policy. When a Windows Store Application is deleted the
local private keys imported by that app are deleted. All private keys are destroyed when a wipe
operation is performed on a device. Local admiaistis can also perform a wipe on their Windows
device to destroy all the keys or secrets. The IT administrator can perform a wipe operation of the
enroll ed device to destroy the keys. 0

Section 62.1 Cryptographic Algorithms and Operatioaddresses cleagnof public, private, and secret
keys used for TLS and \WHi in Table B Types of Keys Usetly Windows The keys are cleared as
specified in section 8.1. The description covers both persistent keys (that is, keys hvalatile
memory) and ephemeral keythat is, keys in volatile memqgrySection 6.2.1 describes deleting
persistent keys in nevolatile flash and overwriting ephemeral keys in volatile memory. Windows does
not store plaintext keys in flash.

See also sectio®.2.6 belowand[ST] section 63.4 VPN Client regarding TOE support of IPsec.

2.1.9.2 Guidance Assurance Activities

None defined.

2.1.9.3 Test Activities

Assurance Activity NoteThe following tests require the developer to provide access to @
platform that provides the evaluator with tools that are typically not found on factory products.
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For each software and firmware key clearinguation (including on system power off, on w
function, on disconnection of trusted channels, when no longer needed by the trusted channe
protocol, when transitioning to the locked state, and possibly including immediately after use, \
the locked state) the evaluator shall repeat the following tests. Note that at this time habdwack
keys are explicitly excluded from testing.

Test 1: The evaluator shall utilize appropriate combinations of specialized operational enviro
and develpment tools (debuggers, simulators, etc.) for the TOE and instrumented TOE builds
that keys are cleared correctly, including all intermediate copies of the key that may hav
created internally by the TOE during normal cryptographic processitiythat key.

Cryptographic TOE implementations in software shall be loaded and exercised under a debt
perform such tests. The evaluator shall perform the following test for each key subject to c
including intermediate copies of ket are persisted encrypted by the TOE:

. Load the instrumented TOE build in a debugger.

. Record the value of the key in the TOE subject to clearing.

. Cause the TOE to perform a normal cryptographic processing with the key from #1.

. Cause the OE to clear the key.

. Cause the TOE to stop the execution but not exit.

. Cause the TOE to dump the entire memory footprint of the TOE into a binary file.

. Search the content of the binary file created in #4 for instances of the known key val##.fro

~N O O A WDN

The test succeeds if no copies of the key from #1 are found in step #7 above and fails otherwise.

The evaluator shall perform this test on all keys, including those persisted in encrypted form, to en
intermediate copies are cleared.

The evaluator attached the TOE to a debugger and used a tool developed by theopvialaat to

create and clear an encryption key. The evaluitanpedmemory before and after the key was cleared

and verified that no traces of the key remained and the memasrgeroized.

Test 2:In cases where the TOE is implemented in firmware and operates in a limited op
environment that does not allow the use of debuggers, the evaluator shall utilize a simulator for t
on a general purpose operatingystem. The evaluator shall provide a rationale explaining
instrumentation of the simulated test environment and justifying the obtained test results.

N/Ad The TOE is not implemented in firmware.

2.1.10 TSF Wipe (FCS_CKM_EXT)p

2.1.10.1 TSS Assurance Activity

The evalator shall check to ensure the TSS describes how the device is wiped; and the
clearing procedure that is performed (cryptographic erase or overwrite) and, if overwr
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performed, the overwrite procedure (overwrite with zeros, overwrite threeare times by ¢
different alternating pattern, overwrite with random pattern, or block erase).

[ST] section 63.2 Data at Rest Protection describes wiping the device by deleting the authorization
factors that unlock the deviceSdarcii d eci des t o wi pe the deviceo).
deletes the authorization factors. The clearing procepsrisrmed by first overwriting the metadata
with zeros followed by a reaekrify. [ST] section 62.5 Key Storage adds that wiping destroys all

private keys and secrets.

If different types of memory are used to store the data to be protected, the evaluator shall check {
that the TSS describes the clearing procedure in terms of the memory in which the data are stc
example, "data stored on flash are cleared by overwriting once with zeros, while data stored
internal persistent storage device are cleared by overwgithree times with a random pattern that
changed before each write").

Windows stores persistent keys encrypted in flash memory as descr|Bdd section 6.2.5 Key

Storage(Searcii The encrypted FVEK, VMK, and.[Bfdedionmedi a

6.3.2 Data at Rest Protection indicates the BitLocker metddduiah includes the authorization factors
that unlock the deviges deleted from flashiThe wiping of tle BitLocker metadata from flash memory
is performed by first overwriting the metadata with zeros, followed by awesdy.

[ST] section 62.1 Cryptographic Algorithms and Operations indicates that the d€ldtes persistent
keys by deleting the storage blo¢kS e awhenhit isfnecessary to delete a persistent key frorh flas
memono . )

2.1.10.2 Guidance Assurance Activities

None defined.

2.1.10.3 Test Activities

Assurance Activity NoteThe following test may require the developer to provide access to
platform that provides the evaluator with tools that are typically not founadtamsumer Mobilg
Device products.

The evaluator shall perform one of the following tests. The test before and after the wipe cq
shall be identical. This test shall be repeated for each type of memory used to store the dé
protected.

Method 1 for Filebased Methods:

Test: The evaluator shall enable encryption according to the AGD guidance. The evaluatg
create a user data (protected data or sensitive data) file, for example, by using an applicati
evaluator shall use a togbrovided by the developer to examine this data stored in memor
example, by examining a decrypted files). The evaluator shall initiate the wipe command acco
the AGD guidance provided for FMT_SMF_EXT.1. The evaluator shall use a tool prdyidée
developer to examine the same data location in memory to verify that the data has bee
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according to the method described in the TSS (for example, the files are still encrypted and c
accessed).

Method 2 for Volumebased Methods:

Test: The evaluator shall enable encryption according to the AGD guidance. The evaluator shall ¢
unique data string, for example, by using an application. The evaluator shall use a tool provideg
developer to search decrypted data for the uniquiagst The evaluator shall initiate the wipe comma
according to the AGD guidance provided for FMT_SMF_EXT.1. The evaluator shall use a tool pt
by the developer to search for the same unique string in decrypted memory to verify that the data
wiped according to the method described in the TSS (for example, the files are still encrypted an
be accessed).

The evaluator encrypted the TOE and created and saved a file to long term storage. The evaluator
viewed the unencrypted contearid iritiated a wipe command. After the wipe, the evaluator viewed the
drive contents at the same offset that the file was stored and verified that the data was wiped and no
reference to it remained.

2.1.11 Cryptographic Salt Generation (FCS_CKM_EXT)p

2.1.11.1 TSS Assurance Activity

The evaluator shall verify that the TSS contains a description regarding the salt generation, in
which algorithms on the TOE require salts. The evaluator shall confirm that the salt is gen
using an RBG described in FCS_RBG_EXT.1. FBKBF derivation of KEKSs, this assuran
activity may be performed iconjunction with FCS_CKM_EXT.3.2.

[ST]section62. 1 Cryptographic Algorithms and Operatio
a salt it us es Windows udés salt ogenerateRIBPAR| &eys protecting user data
(section6.2.6 Protecting Datavith DPAPI). [ST] section 628 SFR Ma p pi nhgn Vdirdows A W
needs to generate a salt for any kind of signature generation or key agreement, and tckdgrikaa

a passphrase, it uses the Windows random bit genérator.

2.1.11.2 Guidance Assurance Activities

None defined.

2.1.11.3 Test Activities

None defined.

2.1.12 Cryptographic Operation (FCS_COP.1(1)
FCS_COP.13YM) corresponds to FCS_COP.1(1) in [rR® MDF] protection profile
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2.1.12.1 TSS Assurance Activity

None defined.

2.1.12.2 Guidance Assurance Activities

Nonedefined.

2.1.12.3 Test Activities

Assurance Activity NoteThe following tests require the developer to provide access to @
platform that provides the evaluator with tools that are typically not found on factory products.

AES-CBC Tests
AES-CBC KnownAnswer Tests

There are four Known Answer Tests (KATS), described below. In all KATSs, the plaintext, cip
and IV values shall be 128t blocks. The results from each test may either be obtained b
evaluator directly or by supplying the inputsth@ implementer and receiving the results in respo
To determine correctness, the evaluator shall compare the resulting values to those obtg
submitting the same inputs to a known good implementation.

KAT-1. To test the encrypt functionality AESCBC, the evaluator shall supply a set of 10 plain
values and obtain the ciphertext value that results from-8BS encryption of the given plainte
using a key value of all zeros and an IV of all zeros.

Five plaintext values shall be encryptedhwa 128bit all-zeros key, and the other five shall
encrypted with a 256it all-zeros key.

To test the decrypt functionality of AEBC, the evaluator shall perform the same test as for eng
using 10 ciphertext values as input and AEEBC decryptio.

KAT-2. To test the encrypt functionality of AEBC, the evaluator shall supply a set of 10 key va
and obtain the ciphertext value that results from AESC encryption of an alteros plaintext usin
the given key value and an IV of all zeros. Fivehe keys shall be 128t keys, and the other fiv
shall be 25ébit keys.

To test the decrypt functionality of AEBC, the evaluator shall perform the same test as for eng
using an alzero ciphertext value as input and AEBC decryption.

KAT-3. To test the encrypt functionality of AEBC, the evaluator shall supply the two sets of
values described below and obtain the ciphertext value that results from AES encryption ef
zeros plaintext using the given key value and an IV of allszdioe first set of keys shall have ]
128bit keys, and the second set shall have 256l5Keys. Key i in each set shall have the leftm
bits be ones and the rightmost Hits be zeros, for i in [1,N].

To test the decrypt functionality of AEBC, the evaluator shall supply the two sets of key
ciphertext value pairs described below and obtain the plaintext value that results froiG@BXE
decryption of the given ciphertext using the given key and an IV of all zeros. The first
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key/ciphergéxt pairs shall have 128 128t key/ciphertext pairs, and the second set of key/ciphe
pairs shall have 256 25Bit key/ciphertext pairs. Key i in each set shall have the leftmost i b
ones and the rightmost-Noits be zeros, for i in [1,N]. Theiphertext value in each pair shall be t
value that results in an afteros plaintext when decrypted with its corresponding key.

KAT-4. To test the encrypt functionality of AEBC, the evaluator shall supply the set of
plaintext values described below and obtain the two ciphertext values that result froGBAE
encryption of the given plaintext using a ##8 key value of all zesowith an IV of all zeros an
using a 256bit key value of all zeros with an IV of all zeros, respectively. Plaintext value i in ea
shall have the leftmost i bits be ones and the rightmost b8 be zeros, for iin [1,128].

To test the decrypt fictionality of AESCBC, the evaluator shall perform the same test as for eng
using ciphertext values of the same form as the plaintext in the encrypt test as input 2DB@\
decryption.

Windows uses algorithm implementations validated under the EAYT] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAE® certificates for Windows
10: 3476, 3497, 3498, and 35Qttp://csrc.nist.gov/groups/STM/cavp/documents/aes/aesva). fthe
relevant detail is reproduced and highlighted below.

3476 | ECB (e/d; 128, 192, 256 £BC ( e/d; 128 , 192256 );CFB8 ( e/d; 128 , 192 , 256 );

3497| ECB (e/d; 128 , 192, 256 £BC ( e/d; 128 , 192 , 256 £FB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192, 254 (Assoc. Data Len Range0- 0, 2°16 )(Payload Length Range0
- 32 (Nonce Length(s) 7 8 9 10 11 12 1@8Tag Length(sy 46 8 101214 16)

CMAC (Generation/Verfication (KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: O
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2*16 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES 12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024, 8, 1016 )IY Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS((KS: XTS_12§ (e/d) (f) )KS: XTS_25€ (e/d) (f))

3498 | CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )

AES Val#3497

3507| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192, 320 , 2048ES
Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1®obile: 3630, 3629, 3653, ar#b52 The relevant detail is reproduced
and highlighted below.

3630| ECB (e/d; 128, 192, 256 £BC ( e/d; 128 , 192 , 256 {;FB8 ( e/d; 128 , 192, 256 );
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3629| ECB (e/d; 128 , 192 , 256 BC ( e/d; 128 , 192 , 256 L,FB8 (e/d; 128, 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192, 256 (Assoc. Data Len Range0- 0, 216 )(Payload Length RangeO
- 32 (Nonce Length(s) 7 8 9 10 11 12 18Tag Length(sy 4 6 8 10 1214 16 )

CMAC (Generation/Verification |KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 2”16 ;Tag Len(s)Min: O Max: 16)

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 46$: AES_197 e/d ) Tag
Length(s): 128 120 112 104 96)

(KS: AES_25f e/d ) Tag Length(s): 128 120 1124 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024, 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS( (KS: XTS_12 (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3653 | CCM (KS: 256) (Assoc. DataLen Range 0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128, 256, 192, 320, 2048 ) AES
Val#3629

AES-CBC Multi-Block Message Test

The evaluator shall test the encrypt functionality by encryptingtdock message where 1 <i <=1
The evaluator shall choose a key, an IV and plaintext message of length i blocks and eng
message, using the mode to be tested, with the chosankey. The ciphertext shall be comparec
the result of encrypting the same plaintext message with the same key and IV using a kno
implementation.

The evaluator shall also test the decrypt functionality for each mode by decrypthijogk meszge
where 1 <i <=10. The evaluator shall choose a key, an IV and a ciphertext message of length
and decrypt the message, using the mode to be tested, with the chosen key and IV. The plai
be compared to the result of decrypting the saipkertext message with the same key and IV us
known good implementation.

Windows uses algorithm implementations validated under the CA$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CA&®certificates for Windows
10: 3476, 3497, 3498, and 35Qfttp://csrc.nist.gov/groups/STM/cavp/documents/assalentm). The
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128, 192, 256 £BC ( e/d; 128 , 192 , 256 {;FB8 ( e/d; 128 , 192, 256 );

3497| ECB (e/d; 128, 192, 256 £BC (e/d; 128, 192 , 256 £FB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192 , 256 (Assoc. Data Len Range0- 0, 216 )(Payload Length Range 0
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- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(sYy 4 6 8 10 1214 16 )

CMAC (Generation/Verfication (KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES_12(e/d) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25f e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024 , 8, 1016 )IV Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS( (KS: XTS_128 (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3498

CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
NoncelLength(s): 12(Tag Length(s} 16 )
AES Val#3497

3507

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256, 192, 320, 2048 ) AES
Val#3497

[ST] Table 14 Cryptographic lgorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1®obile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced

and highlighted below.

3630

ECB (e/d; 128, 192, 256 BC (e/d; 128 , 192 , 256 £FB8 ( e/d; 128 , 192 , 256 );

3629

ECB (e/d; 128, 192, 256 EBC ( e/d; 128 , 192 , 256 LFB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128,192, 256 &LTR (int only; 128 , 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 2"16 )(Payload Length RangeO
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(s)y 4 6 8 10 12 14 16)

CMAC (Generation/Verification |KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: O
Max: 216 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 216 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024 , 8, 1016 )96BItlV_Supported

GMAC_Supported

XTS( (KS: XTS_12§ (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3653

CCM (KS: 256) (Assoc. Data Len Range0- 0, 2716 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192 , 320, 2048 ) AES
Val#3629
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AES-CBC Monte Carlo Tests

The evaluator shall test the encrypt functionality using a set of 200 plaintext, 1V, aBdudgs. 100
of these shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values
128-bit blocks. For each-8uple, 1000 iterations shall be run as follows:

# Input: PT, IV, Key
fori=1 to 1000:
ifi == 1:
CT[1] = AESCBC-Encrypt(Key, IV, PT)
PT =1V
else:
CTI[i] = AES-CBCEncrypt(Key, PT)
PT = CTl[i-1]
The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This

shall be compared to the result of running 10@0ations with the same values using a known g
implementation.

The evaluator shall test the decrypt functionality using the same test as for encrypt, exchan
and PT and replacing AESBCG-Encrypt with AESCBC-Decrypt.

Windows uses algorithm implaentations validated under the CAVJST] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAE® certificates for Windows
10: 3476, 34973498, and 3507http://csrc.nist.gov/groups/STM/cavp/documents/aes/aesva). e
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128 , 192 , 256 £BC (e/d; 128 , 192 , 256 LFBS ( e/d; 128 , 192, 256 );

3497| ECB (e/d; 128, 192 , 256 £BC ( e/d; 128 , 192 , 256 &FB8 (e/d; 128 , 192 , 256 );
CFB128( e/d; 128, 192, 256 &TR (intonly; 128 , 192 , 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 2"16 )(Payload Length RangeO
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(s) 4 6 8 10 12 14 16)

CMAC (Generation/Verfication (KS: 128; Block Size(s): Full Partial ;Msg Len(s)Min: 0
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2°16 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 8$: AES_194 e/d ) Tag
Length(s): 128 120 112 104 96)

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024, 8, 1016 )IV Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS((KS: XTS_12§ (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3498| CCM (KS: 256) (Assoc. Data Len Range0 - 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s) 16)
AES Val#3497

3507| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128, 256, 192, 320, 2048 ) AES
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| \ Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1®obile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced
andhighlighted below.

3630| ECB (e/d; 128, 192 , 256 £BC ( e/d; 128 , 192 , 256 &FB8 (e/d; 128 , 192 , 256 );

3629| ECB (e/d; 128 , 192 , 256 BC ( e/d; 128 , 192 , 256 L,FB8 (e/d; 128, 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192, 256 (Assoc. Data Len Range0- 0, 216 )(Payload Length RangeO
- 32 (Nonce Length(s) 7 8 9 10 11 12 18Tag Length(s)y 4 6 8 10 12 14 16)

CMAC (Generation/Verifiation )(KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2"16 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 2"16 ;Tag Len(s)Min: 0 Max: 16)

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 8$: AES_194 e/d ) Tag
Length(s): 128 120 112 104 96)

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024, 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS((KS: XTS_12§ (e/d) (f) )KS: XTS_256 (e/d) () )

3653| CCM (KS: 256) (Assoc. Data Len Range0 - 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )

AES Val#3629

3652| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128, 256, 192, 320, 2048 ) AES
Val#3629

AES-CCM Tests

The evaluator shall test thgeneratiorencryption and decryptiewerification functionality of AES
CCM for the following input parameter and tag lengths:

128 bit and 256 bit keys

Two payload lengthsOne payload length shall be the shortest supported payload le
greater than or qual to zero bytes. The other payload length shall be the longest sup
payload length, less than or equal to 32 bytes (256 bits).

Two or three associated data length8ne associated data length shall be O, if supported.
associated data length sl be the shortest supported payload length, greater than or equ
zero bytes. One associated data length shall be the longest supported payload length,

or equal to 32 bytes (256 bits). If the implementation supports an associated datapfe2itfl
bytes, an associated data length of 216 bytes shall be tested.
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Nonce lengthsAll supported nonce lengths between 7 and 13 bytes, inclusive, shall be t
Tag lengths All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested.

To test the generatieancryption functionality of AESCM, the evaluator shall perform th
following four tests:

Test 1.For EACH supported key and associated data length ARY supported payloac
nonce and tag length, the evaluator shall supply one key value, one nonce value and
of associated data and payload values and obtain the resulting ciphertext.

Test 2.For EACH supported key and payload length and ANY supported associatec
nonce and tag length, the evaluator shall supply one key value, one nonce value and
of associated data and payload values and obtain the resulting ciphertext.

Test 3.For EACH supported key and nonce length and ANY supported associatec
payload and tag length, the evaluator shall supply one key value and 10 associate
payload and nonce valuetBples and obtain the resulting ciphertext.

Test 4.For EACH suppded key and tag length and ANY supported associated data, pa
and nonce length, the evaluator shall supply one key value, one nonce value and 10
associated data and payload values and obtain the resulting ciphertext.

To determine correctness each of the above tests, the evaluator shall compare the cipherte
the result of generatioencryption of the same inputs with a known good implementation.

To test the decryptiewerification functionality of AE®€CM, for EACH combination of supged
associated data length, payload length, nonce length and tag length, the evaluator shall supy
value and 15 nonce, associated data and ciphertdupl@s and obtain either a FAIL result or
PASS result with the decrypted payload. The evalwsdtall supply 10 tuples that should FAIL anc
that should PASS per set of 15.

Additionally, the evaluator shall use tests from the IEEE 80@.21/ 36 2r 6 doc ume
vectors for | EEE 802.11 TGi o, d eCCMRI Ehc8psytation
Example and Section 2.2 Additional AES CCMP Test Vectors to further verify the IEEE30Q27]
implementation of AESCMP.

Windows uses algorithm implementations validated under the CA®$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAE® certificates for Windows
10: 3476, 3497, 3498, and 35Qttp://csrc.nist.gov/groups/STM/cavp/documents/aes/aesva). e
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128 , 192, 256 §;BC ( e/d; 128 , 192 , 256 {FB8 ( e/d; 128 , 192, 256 ),

3497| ECB (e/d; 128 , 192, 256 &;BC ( e/d; 128, 192 , 256 LFB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128,192, 256 LTR (intonly; 128 , 192, 256 )

CCM (KS: 128, 192, 256 (Assoc. Data Len Range0 - 0, 2°16 )(Payload Length Range0
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(sy 4 6 8 10 12 14 16)
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CMAC (Generation/Verfication (KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES 12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25€ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024, 8, 1016 )IY Lengths Tested:( 0, 0) ; 96BitlV_Supported
GMAC_Supported

XTS( (KS: XTS_128 (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3498

CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3497

3507

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192, 320, 2048 ) AES
Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1®obile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced

andhighlighted below.

3630

ECB (e/d; 128, 192, 256 LBC ( e/d; 128 , 192 , 256 £FB8 ( e/d; 128 , 192 , 256 );

3629

ECB (e/d; 128, 192, 256 &LBC (e/d; 128, 192, 256 LFB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128,192, 256 &LTR (int only; 128 , 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len RangeO- 0, 2"16 )(Payload Length RangeO
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(s) 4 6 8 10 12 14 16)

CMAC (Generation/Verification |KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 216 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Ful/ Partial ;Msg
Len(s) Min: 0 Max: 216 ;Tag Len(s)Min: O Max: 16)

GCM (KS: AES 12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024 , 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS( (KS: XTS_12§ (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3653

CCM (KS: 256) (Assoc. Data Len Range0- 0, 2716 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192 , 320, 2048 ) AES
Val#3629
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AES-GCM Test

The evaluator shall test thmuthenticated encrypt functionality of AEEECM for each combination ¢
the following input parameter lengths:

128 bit and 256 bit keys

Two plaintext lengthsOne of the plaintext lengths shall be a rramo integer multiple of 12
bits, if supported. Thetloer plaintext length shall not be an integer multiple of 128 bit
supported.

Three AAD lengthsOne AAD length shall be 0, if supported. One AAD length shall be-a
zero integer multiple of 128 bits, if supported. One AAD length shall not beegreimtultiple
of 128 bits, if supported.

Two IV lengths.If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and I\
for each combiation of parameter lengths above and obtain the ciphertext value and tag that
from AESGCM authenticated encrypt. Each supported tag length shall be tested at least once
of 10. The IV value may be supplied by the evaluator or the impletoerit@ing tested, as long as
is known.

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, a
tuples for each combination of parameter lengths above and obtain a Pass/Fail res
authentication andhte decrypted plaintext if Pass. The set shall include five tuples that Pass a
that Fail.

The results from each test may either be obtained by the evaluator directly or by supplying th
to the implementer and receiving the results in respofhsedetermine correctness, the evalua
shall compare the resultingalues to those obtained by submitting the same inputs to a knowr
implementation.

Windows uses algorithm implementations validated under the CA®F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAE® certificates for Windows
10: 3476, 3497, 3498, and 35fttp://csrc.nist.gov/groups/STM/cavp/documents/aes/aesva). e
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128 , 192, 256 £BC ( e/d; 128 , 192 , 256 LFB8 ( e/d; 128 , 192, 256 );

3497| ECB (e/d; 128 , 192, 256 &;BC ( e/d; 128,192 , 256 LFB8 ( e/d; 128, 192, 256 );
CFB128( e/d; 128,192, 256 £TR (intonly; 128 , 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 2°16 )(Payload Length RangeO
- 32 (Nonce Length(s) 789 10 11 12 1@8rag Length(s) 46 8 10 12 14 16)

CMAC (Generation/Verfication (KS: 128; Block Size(s): Fulf Partial ;Msg Len(s)Min: O
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2°16 ;Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES_197 e/d ) Tag
Length(s): 128 120112 104 96)
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(KS: AES_25f e/d ) Tag Length(s): 128 120 112 104 96)

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024, 8, 1016 )IY Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS( (KS: XTS_12§ (e/d) (f) )KS: XTS_25§ (e/d) (f))

3498

CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0 - 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3497

3507

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192 , 320, 2048 ) AES
Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicale CA
AES certificates for Windows 1®obile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced

and highlighted below.

3630

ECB (e/d; 128 , 192, 256 £BC (e/d; 128 , 192 , 256 LFB8 ( e/d; 128 , 192 , 256 );

3629

ECB (e/d; 128, 192, 256 &EBC (e/d; 128, 192, 256 LFB8 ( e/d; 128 , 192, 256 );
CFB128( e/d; 128,192, 256 £LTR (int only; 128, 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 2"16 )(Payload Length Range0
- 32 (Nonce Length(s) 7 8 9 10 11 12 1@8Tag Length(sy 46 8 101214 16)

CMAC (Generation/Verification |KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 216 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2"16 Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 216 ;Tag Len(s)Min: O Max: 16)

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 98$: AES_194 e/d ) Tag
Length(s): 128 120 11204 96 )

(KS: AES_25€ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024, 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS( (KS: XTS_12§ (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3653

CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652

KW (AE, AD, AES128, AES192 , AES256 , FWD , 128 , 256 , 192 , 320 , 2048ES
Val#3629

XTS-AES Test

The evaluator shall test the encrypt functionality of XAES for each combination of the followi
input parameter lengths:

256 bit (for AES128) and 512 bit (for AESR256) keys
Three data unit (i.e., plaintext)engths. One of the data unit lengths shall be a fr@mo
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integer multiple of 128 bits, if supported. One of the data unit lengths shall be an i
multiple of 128 bits, if supported. The third data unit length shall be either the Io
supported datanit length or 216 bits, whichever is smaller.

using a set of 100 (key, plaintext and 4#8random tweak value)-Riples and obtain the cipherte
that results from XT3 ES encrypt.

The evaluator may supply a data unit sequence number instead of ¢laé walue If the
implementation supports it. The data unit sequence number is albasember ranging between
and 255 that implementations convert to a tweak value internally.

The evaluator shall test the decrypt functionality of XAES using the samiest as for encrypt
replacing plaintext values with ciphertext values and-AES encrypt with XTF8ES decrypt

Windows uses algorithm implementations validated under the CA$R] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CA&® certificates for Windows
10: 3476, 3497, 3498, and 35fttp://csrc.nist.goroups/STM/cavp/documents/aes/aesval htitthe
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128 , 192, 256 £BC ( e/d; 128 , 192 , 256 LFB8 ( e/d; 128 , 192, 256 );

3497| ECB (e/d; 128, 192 , 256 £LBC ( e/d; 128 , 192 , 256 &FB8 (e/d; 128 , 192 , 256 );
CFB128( e/d; 128, 192, 256 LTR (int only; 128 , 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 2*16 )(Payload Length RangeO
- 32 (Nonce Length(s) 78 910 11 12 1@8Tag Length(s) 4 6 8 10 12 14 16)

CMAC (Generation/Verfication (KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: 0
Max: 216 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 8$: AES_194 e/d ) Tag
Length(s): 128 120 112 104 96)

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024, 8, 1016 )Y Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS( (KS: XTS_12 (e/d) (f) )KS: XTS_25¢ (e/d) (f) )

3498| CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3497

3507| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128, 256, 192, 320, 2048 ) AES
Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1Mobile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced
andhighlighted below.

3630| ECB (e/d; 128 , 192, 256 £BC ( e/d; 128 , 192 , 256 LFB8 ( e/d; 128 , 192 , 256 );

3629| ECB (e/d; 128 , 192, 256 §;BC ( e/d; 128 , 192 , 256 {FB8 ( e/d; 128 , 192, 256 ),
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CFB128( e/d; 128, 192, 256 L, TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192, 256 (Assoc. Data Len Range0- 0, 2"16 )(Payload Length RangeO
- 32 (Nonce Length(s) 789 10 11 12 18Tag Length(s)y 4 6 8 10 12 14 16)

CMAC (Generation/Verifiation )(KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: O
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256, Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 2"16 ;Tag Len(s)Min: 0 Max: 16)

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 46$: AES_197 e/d ) Tag
Length(s): 128 120 112 104 96)

(KS: AES_25f e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ); PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested: (0, 1024, 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS( (KS: XTS_12 (eld) (f) )KS: XTS_25¢ (e/d) (f) )

3653| CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range 0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652| KW (AE, AD, AES128, AES192 , AES256 , FWD , 128, 256, 192, 320, 2048 ) AES
Val#3629

AES Key Wrap (AEKW) and Key Wrap with Padding (AEBWP) Test
Theevaluator shall test the authenticated encryption functionality oflQ&Sor EACH combinatiof
of the following input parameter lengths:

128 and 256 bit key encryption keys (KEKS)

Three plaintext lengthsOne of the plaintext lengths shall be tsamiblocks (128 bits). On

of the plaintext lengths shall be three sdraicks (192 bits). The third data unit length shall
the longest supported plaintext length less than or equal to 64decks (4096 bits).

using a set of 100 key and plaintextirpaand obtain the ciphertext that results from ARS
authenticated encryption. To determine correctness, the evaluator shall use th&WA
authenticateeencryption function of a known good implementation.

The evaluator shall test the authenticatiztiyption functionality of AE&W using the same test
for authenticateeencryption, replacing plaintext values with ciphertext values and -H\ES
authenticateekncryption with AEEKW authenticatedlecryption.

The evaluator shall test the authenticatattryption functionality of AEEKWP using the same test
for AESKW authenticateeéncryption with the following change in the three plaintext lengths:

One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits

One plaintexiength shall be the longest supported plaintext length less than or equal
octets (4096 bits).

The evaluator shall test the authenticatigtryption functionality of AEBWP using the same test
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for AESKWP authenticate@ncryption, replacing plaitext values with ciphertext values and Al
KWP authenticate@ncryption with AEKWP authenticatedlecryption.

Windows uses algorithm implementations validated under the CA®$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CAE® certificates for Windows
10: 3476, 3497, 3498, and 35Qttp://csrc.nist.gogroups/STM/cavp/documents/aes/aesval htitthe
relevant detail is reproduced and highlighted below.

3476| ECB (e/d; 128, 192, 256 £BC ( e/d; 128, 192 , 256 LFB8 ( e/d; 128 , 192, 256 );

3497| ECB (e/d; 128 , 192 , 256 ;BC ( e/d; 128 , 192 , 256 $,FB8 (e/d; 128, 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (int only; 128, 192 , 256 )

CCM (KS: 128, 192, 256 (Assoc. Data Len Range0- 0, 2"16 )(Payload Length RangeO
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(s)y 4 6 8 10 12 14 16)

CMAC (Generation/Verfication (KS: 128; Block Size(s): Full / PartialMsg Len(s)Min: O
Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 Tag Len(s)Min: 0 Max: 16 )

GCM (KS: AES 12§ e/d ) Tag Length(s): 128 120 112 104 4B$: AES 197 e/d ) Tag
Length(s): 128 120 112 104 96 )

(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8, 1016 )AAD Lengths
tested:( 0, 1024, 8, 1016 )IVY Lengths Tested:( 0, 0) ;96BitlV_Supported
GMAC_Supported

XTS((KS: XTS_12§ (e/d) (f) )KS: XTS_25€ (e/d) (f))

3498 | CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )

AES Val#3497

3507| KW (AE, AD, AES128 , AES192 , AES256 , FWD , 128, 256 , 192, 320, 2048 ) AES
Val#3497

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
AES certificates for Windows 1®obile: 3630, 3629, 3653, and 365Phe relevant detail is reproduced
and highlighted below.

3630| ECB (e/d; 128, 192, 256 £BC ( e/d; 128, 192 , 256 LFB8 ( e/d; 128 , 192 , 256 );

3629| ECB (e/d; 128 , 192, 256 £BC ( e/d; 128 , 192 , 256 £FB8 ( e/d; 128 , 192 , 256 );
CFB128( e/d; 128, 192, 256 L TR (intonly; 128 , 192, 256 )

CCM (KS: 128, 192, 259 (Assoc. Data Len Range0- 0, 216 )(Payload Length Range 0
- 32 (Nonce Length(s) 78910 11 12 1@8Tag Length(sy 4 6 8 10 12 14 16)

CMAC (Generation/Verification |KS: 128; Block Size(s): Ful/ Partial ;Msg Len(s)Min: O
Max: 216 ;Tag Len(s)Min: 0 Max: 16 )(KS: 192, Block Size(s): Full / PartialMsg Len(s)
Min: 0 Max: 2716 ;Tag Len(s)Min: 0 Max: 16 )(KS: 256; Block Size(s): Full / PartialMsg
Len(s) Min: 0 Max: 2”16 ;Tag Len(s)Min: 0 Max: 16)

GCM (KS: AES_12§ e/d ) Tag Length(s): 128 120 112 104 8$: AES_194 e/d ) Tag
Length(s): 128 120112 104 96)
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(KS: AES_25§ e/d ) Tag Length(s): 128 120 112 104 96 )

IV Generated: ( Externally ) ;PT Lengths Tested:( 0, 1024 , 8 1016 ) ;AAD Lengths
tested:( 0, 1024 , 8, 1016 )96BitlV_Supported

GMAC_Supported

XTS( (KS: XTS_12§ (e/d) (f) )KS: XTS_25§ (e/d) (f))

3653 | CCM (KS: 256) (Assoc. Data Len Range0- 0, 216 )(Payload Length Range0- 32 (
Nonce Length(s) 12(Tag Length(s} 16 )
AES Val#3629

3652| KW (AE, AD, AES128 , AES192 , AES256 , FWD , 128 , 256 , 192 , 320, 2048 ) AES
Val#3629

2.1.13 Hashing Algorithms (FCS_COP.1(2)
FCS_COP.IHIASH) corresponds to FCS_COP.1(2) in fR® MDF]protection profile

2.1.13.1 TSS Assurance Activity

The evaluator shall check that the association of the Hasttion with other TSF cryptograph
functions (for example, the digital signature verification function) is documented in the TSS.

[ST] associates hash functions with IK&hd TLS (Section @.1 Cryptographic Algorithms and
Operations (search das wel/l as hashing functio
DSA, ECDSA, DiffieHellman, elliptic curve DiffieHellman, and Dual EC DRBG (Section24.
Cryptographic Agorithms and Operatiofiss ear ch fAHashing i s usedo)) .

2.1.13.2 Guidance Assurance Activities

The evaluator checks the AGD documents to determine that any configuration that is require
done to configure the functionality for the required hash sizes is present.

[Mobile Guide] Section 2 Managing Cryptographic Algorithmemdicates that there is no global
configuration necessary for hashing algorithms, key geoarachemes, or for key establishment
schemes. The use of required hashing algorithms, key generation schemes and key sizes is supporte
and global configuration is not needed.

2.1.13.3 Test Activities

The TSF hashing functions can be implemented in one of twesmdthe first mode is th
byteoriented mode. In this mode the TSF only hashes messages that are an integral number ¢
length; i.e., the length (in bits) of the message to be hashed is divisible by 8. The second mg
bitoriented mode. In tsimode the TSF hashes messages of arbitrary length. As there are d
tests for each mode, an indication is given in the following sections for the bitoriented
byteoriented testmacs.

The evaluator shall perform all of the following testsdach hash algorithm implemented by the 1
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and used to satisfy the requirements of this PP.

Assurance Activity NoteThe following tests require the developer to provide access to @
platform that provides the evaluator with tools that are typically not found on factory products.

Short Messages Test Bitoriented Mode

The evaluators devise an input set consisting of m+1 messages, where m is the block leng
hash algorithm. The length of the messages range sequentially from O to m bits. The mes
shall be pseudorandomly generated. The evaluators computméksage digest for each of
messages and ensure that the correct result is produced when the messages are provided to {

Short Messages Test Bariented Mode

The evaluators devise an input set consisting of m+1 messages, where m is thenjibc&flthe hash
algorithm. The length of the messages range sequentially from 0 to m bits. The message text shall
pseudorandomly generated. The evaluators compute the message digest for each of the message
ensure that the correct result is progldievhen the messages are provided to the TSF.

Short Messages Test Bytwiented Mode

The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of t
algorithm. The length of the messages range sequentially ftorm(B bytes, with each message being
integral number of bytes. The message text shall be pseudorandomly generated. The evaluators c|
the message digest for each of the messages and ensure that the correct result is produced when
messages apgovided to the TSF.

Selected Long Messages Test-Bitented Mode

The evaluators devise an input set consisting of m messages, where m is the block length of the h
algorithm. The |l ength of the ith metextshathbe i s

pseudorandomly generated. The evaluators compute the message digest for each of the message
ensure that the correct result is produced when the messages are provided to the TSF.

Selected Long Messages Test Bygtéented Mode

The evalators devise an input set consisting of m/8 messages, where m is the block length of the |
algorithm. The |l ength of the ith message i s
pseudorandomly generated. The evaluators compute the mekgagt for each of the messages and
ensure that the correct result is produced when the messages are provided to the TSF.

Pseudorandomly Generated Messages Test

This test is for byteoriented implementations only. The evaluators randomly generatietl@asée n bits
long, where n is the length of the message digest produced by the hash function to be tes
evaluators then formulate a set of 100 messages and associated digests by following the
provided in Figure 1 of [SHAVS]. The evaloas then ensure that the correct result is produced whe
messages are provided to the TSF.

Windows uses algorithm implementations validated under the CASF] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable C/AHA certificates for
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Windows 10:2886 and 2871(http://csrc.nist.qov/groups/STM/cavp/documents/shs/shaval.hiime

relevant detail is reproduced and highlighted below.

2886| SHA-1  (BYTE-only)
SHA-256 (BYTE-only)
SHA-384 (BYTE-only)
SHA-512 (BYTE-only)

2871| SHA-1  (BYTE-only)
SHA-256 (BYTE-only)
SHA-384 (BYTE-only)
SHA-512 (BYTE-only)

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
SHA certificates for Windows 1Mobile: 3048 and 3047 The relevant detail is reproduced and
highlighted below.

3048| SHA-1  (BYTE-only)
SHA-256 (BYTE-only)
SHA-384 (BYTE-only)
SHA-512 (BYTE-only)

3047| SHA-1  (BYTE-only)
SHA-256 (BYTE-only)
SHA-384 (BYTE-only)
SHA-512 (BYTE-only)

2.1.14 Signature Algorithms (FCS_COP.1(3)
FCS_COP.1%IGN) corresponds to FCS_COP.1(3) in fiRB MDF]protection profile

2.1.14.1 TSS Assurance Activity

None defined.

2.1.14.2 Guidance Assurance Activities

None defined.

2.1.14.3 Test Activities

Assurance Activity Note: The following tests require the developer to provide access to a test
that provides the evaluator with tools that are typically not found on factory products.

ECDSA Algorithm Tests
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RSASignature Algorithm Tests

The evaluator shall use these test vectors to emulate the signature verification test us
corresponding parameters and verify that the TOE detects these errors.

ECDSA FIPS 1864 Signaure Generation Test

For each supported NIST curve (i.e;2B6, R384 and P521) and SHA function pair, th
evaluator shall generate 10 104 long messages and obtain for each message a publi
and the resulting signature values R and Sdétermine correctness, the evaluator shall
the signature verification function of a known good implementation.

ECDSA FIPS 1864 Signature Verification Test

For each supported NIST curve (i.e;2B6, R384 and P521) and SHA function pair, th
evaluabr shall generate a set of 10 10B# message, public key and signature tuples
modify one of the values (message, public key or signature) in five of the 10 tuple
evaluator shall obtain in response a set of 10 PASS/FAIL values.

Signature Generation Test

The evaluator shall verify the implementation of RSA Signature Generation by the TO
the Signature Generation Test. To conduct this test the evaluator must generate or ol
messages from a tresl reference implementation for each modulus size/SHA combi
supported by the TSF. The evaluator shall have the TOE use their private key and r
value to sign these messages.

The evaluator shal l veri fy theg ackaawn gooc
implementation and the associated public keys to verify the signatures.

Signature Verification Test

The evaluator shall perform the Signature Verification test to verify the ability of the T
recogni ze anot her pignatureg. Jlse ewaladtor sthall anjact erroranir
the test vectors produced during the Signature Verification Test by introducing errors ir
of the public keys e, messages, IR format, and/or signatures. The TOE attempts to V
signatures and teirns success or failure.

Windows uses algorithm implementations validated under the/RAST] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CEUBDSA certificates for

Windows

10: 706 (http://csrc.nist.gov/groups/STM/cavp/documents/dss/ecdsanewvl.htitie

relevant detail is reproduced and highlighted below.

706

FIPS1864:
PKG: CURVES( P-256 R384 R521 ExtraRandomBits )

SigGen: CURVES( P-256: (SHA256) R384: (SHA384) R521: (SHA512)
SigVer: CURVES( P-256: (SHA256) R384: (SHA384) R521: (SHA512) )
SHS: Val#2886

DRBG: Val# 868
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[ST] Table 14 Crymgraphic Algorithm Standards and Evaluation Methods identifies applicable CAVP
RSA certificates for Windows 10 obile: 760. The relevant detail is reproduced and highlighted below.

760 | FIPS1864:
PKG: CURVES( P-256 R384 R521ExtraRandomBits )

SigGen: CURVEY P-256: (SHA256) R384: (SHA384) R521: (SHA512)
SigVer: CURVES( P-256: (SHA256) R384: (SHA384) R521: (SHA512))
SHS: Val#3047

DRBG: Val# 955

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
RSA certificates for Windows 10: 1802, 1783, 1784, and 1798
(http://csre.nist.gov/groups/STM/cavp/documents/dss/rsanewva).hiiné relevant detail is reproduced
and highlighted below.

1802 | FIPS1864:

[RSASSAPSS]: Sig(Gen): (2048 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) ,
SaltLer( 64 ))) (3072 SHA( 224 , 256 SaltLen( 32 ), 384 SaltLen(48 ), 512 SaltLen( 64 )

Sig(Ver): (2048 SHA( 1 SaltLen( 20 ), 256 SaltLen( 32 ), 384 SaltLen(48), 512 SaltLe
)) (3072 SHA( 1 SaltLen( 20) , 256 SaltLen( 32) , 384 SaltLen(,43.2 SaltLen( 64 )))

SHA Val#2886

1783| FIPS1864:

ALG[RSASSA-PKCS1_V1_5]SIG(gen) (2048 SHA( 256 , 384 , 512 )) (3072 SHA( 256 , 3
512))

SIG(Ver) (1024 SHA( 1, 256 , 384 , 512 )) (2048 SHA( 1 , 256 , 384 , 512 )) (3072 SH
256 , 384 512 ))

SHA Val#2373

1784 | FIPS1864:

ALG[RSASSA-PKCS1_V1_5]SIG(Ver) (1024 SHA( 1, 256 , 384 , 512)) (2048 SHA( 1 ,
, 384 ,512)) (3072 SHA( 1, 256 , 384 , 512 ))

SHA Val#2871

1798 | FIPS1864:

186-4KEY(gen): FIPS1863_Fixed_e (10001 ) ;
PGM(ProbPrimeCondition): 2048 , 3072
PPTT:(C.3)

SHA Val#2886 DRBG: Val# 868

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
RSA certificates for Windows 10 Mobile: 1888, 1887, 1871, and 1889. The relevant detail is reproduced
andhighlighted below.

1887| FIPS1864:
[RSASSAPSS]: Sig(Gen): (2048 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) ,
SaltLen( 64 ) )) (3072 SHA( 224 , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) , 512 SaltLen(

Page 52 of 181


http://csrc.nist.gov/groups/STM/cavp/documents/dss/rsanewval.html

Sig(Ver): (1024 SHA( 1 SaltLen( 20 p56 SaltLen( 32 ), 384 SaltLen( 48 ), 512 SaltLen(
)) (2048 SHA( 1 SaltLen( 20) , 256 SaltLen( 32) , 384 SaltLen( 48 ), 512 SaltLen( 64 ))
SHA( 1 SaltLen( 20 ) , 256 SaltLen( 32 ) , 384 SaltLen( 48 ) , 512 SaltLen( 64
SHA Val#3047

1888 | FIPS1864:

ALG[RSASSA-PKCS1_V1_5]SIG(gen) (2048 SHA( 256 , 384 , 512 )) (3072 SHA( 256 , 3
512))

SIG(Ver) (1024 SHA( 1, 256 , 384 , 512 )) (2048 SHA( 1 , 256 , 384 , 512 )) (3072 SHA(
256 , 384 , 512))
SHA Val#3047

1871| FIPS1864:

ALG[RSASSA-PKCS1_V1_5]SIG(Ver) (1024 SHA( 1, 256 , 384 , 512 )) (2048 SHA( 1, 2
,384 ,512)) (3072 SHA( 1, 256 , 384 , 512))

SHA Val#3048

1889 | FIPS1864:

186-4KEY(gen): FIPS1863_Fixed_e ( 10001) ;
PGM(ProbPrimeCondition): 2048 , 3072PPTT:(C.3)
SHA Val#3047DRBG: Val# 955

2.1.15 Keyed Hash Algorithms (FCS_COP.1(4)
FCS_COP.1(HMAC) corresponds to FCS_COP.1(4) irfReMDF] protection profile

2.1.15.1 TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it specifies the following values used by th
function: key length, hash function used chigize, and output MAC length used.

[ST] Table 13 HMAC Characteristics in Section 21 Cryptographic Algorithms and Operations
identifies the HMAC key length, hash function used, block size, and oMGt length used for each
algorithm.

2.1.15.2 Guidance Assurance Activities

None defined.

2.1.15.3 Test Activities

Assurance Activity NoteThe following tests require the developer to provide access to @
platform that provides the evaluator with tools that are tghycnot found on factory products.

For each of the supported parameter sets, the evaluator shall compose 15 sets of test data.
shall consist of a key and message data. The evaluator shall have the TSF generate HMAC
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these sets of test @a The resulting MAC tags shall be compared to the result of generating H
tags with the same key and IV using a known good implementation.

Windows uses algorithm implementations validated under the CA®$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CANAC certificates for
Windows 10:2233 (http://csrc.nist.gov/groups/STM/cavp/docemts/mac/hmacval.htnl The relevant
detail is reproduced and highlighted below.

2233 | HMAC -SHA1 (Key Sizes Ranges TestetkS<BS KS=BS KS>BS ) SHS Val#2886
HMAC -SHA256 ( Key Size Ranges Teste®S<BS KS=BS KS>BS ) SHS Val#288¢
HMAC -SHA384 ( Key Ste Ranges TestedKS<BS KS=BS KS>BS ) SHS Val#288¢
HMAC -SHA512 ( Key Size Ranges Teste®S<BS KS=BS KS>BS ) SHSVal#2886

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods identifies applicable CAVP
HMAC certificates for Windows 1M obile: 2381 The relevant detail is reproduced and highlighted
below.

2381 | HMAC -SHA1 (Key Sizes Ranges TestetkS<BS KS=BS KS>BS ) SHS Val#3047

HMAC -SHA256 ( Key Size Ranges Teste!S<BS KS=BS KS>BS ) SHS Val#304]
HMAC -SHA384 ( Key Size Ranges Teste®S<BS KS=BS KS>BS ) SHS Val#304]
HMAC -SHA512 ( Key Size Ranges Teste!lS<BS KS=BS KS>BS ) SHSVal#3047

2.1.16 Password-Based Key Derivation Functions (FCS_COP.1(5)

FCS_COP.1(PBKB4) and FCS_COP.1(PBKBRM) correspond to FCS_COP.1(5) in tfiP MDF]
protection profile

2.1.16.1 TSS Assurance Activity

The evaluator shall check that the TSS describes the methokidly ttve password is first encod
and then fed to the SHA algorithm. The settings for the algorithm (padding, blocking, etc.) s
described, and the evaluator shall verify that these are supported by the selections in this co
as well as the sections concerning the hash function itself.

[ST] section 62.1 Cryptographic Algorithms and Operations describes how Windows inputs a password
to the PBKDF (search fAtext string without any
specifed in FCS_COP.1.1(PBK&) and FCS_COP.1(PBKDARM}@re the same as the HMAC
functions specified in FCS_COP.1(HMAC) and consistent with hlsh functions specified in
FCS_COP.1(HASH). Section®1 identifies SHA512 as the function used by DPAPI.

The evaluator shall verify that the TSS contains a description of how the output of the hash fu
used to form the submask that will be input into the function and is the same length as the
specified in FCS_CKM_EXT.3.
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[ST] section 62.1 Cryptographic Algorithms and Operations states that Windows implements SP 800
132, with SHA5 12 i ncluded in the Iist of hash functio
800132 0 . ) 3.@ rotactman Data with DPAPI describes generating the encryption key from a
user 6s password wi t-wayRitoDEat is,HMACIdENtiled in section?tle.

For the NIST SP 80@32-based conditioning of the passphratee required assurance activities w
be performed when doing the assurance activities for the appropriate require
(FCS_COP.1.1(4)). If any manipulation of the key is performed in forming the submask that
used to form the KEK, that processall be described in the TSS.

Section 62.6 Protecting Data with DPAPI describes how Windows uses the output of PBKDF2 to create

an initialization vector and encryption key for encrypting the DPAPI master secret

The evaluator shall verify that theeration count for PBKDFs performed by the TOE comply
NIST SP 80a32 by ensuring that the TSS contains a description of the estimated time requ
derive key material from passwords and how the TOE increases the computation time for pg
based key derivation (including but not limited to increasing the iteration count).

[ST] section 6.5 presents rationalthat for Windowsthe time needed to derive key material form
passwords is irrelevant to both owi and offline attacks. Windowsxceeds the iteration count

recommended in SP 8aB2 (1000 iterations) for bothRM implementationg3300 iterations) and 64
bit editions (800 iterations).

2.1.16.2 Guidance Assurance Activities

None defined.

2.1.16.3 Test Activities

No explicit testing of the formation of the submask from the input password is required.

2.1.17 Extended: HTTPS Protocol (FCS_HTTPS_EXT)1

2.1.17.1 TSS Assurance Activity

None Defined.

2.1.17.2 Guidance Assurance Activities

None Defined.

2.1.17.3 Test Activities

Test 1:The evaluator shall attempt to establish an HTTPS connection with a webserver, obsé
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traffic with a packet analyzer, and verify that the connection succeeds and thratffibes identified
as TLS or HTTPS.

This activity was performed in conjunction with FCS_TLSC_EXT.2.

Test 2: The evaluator shall demonstrate that using a certificate without a valid certification
results in an application notification. Using theministrative guidance, the evaluator shall then I
a certificate or certificates to the Trust Anchor Database needed to validate the certificate to |
in the function, and demonstrate that the function succeeds. The evaluator then shall delétbe
certificates, and show that the application is notified of the validation failure.

This activity was performed in conjunction with FCS_TLSC_EXT.2.

2.1.18 Initialization Vector Generation  (FCS_IV_EXT.L

2.1.18.1 TSS Assurance Activity

The evaluator shall examirtee key hierarchy section of the TSS to ensure that the encryption
keys is described and the formation of the IVs for each key encrypted by the same KE
FCS_IV_EXT.1.

Windows follows the guidance ifPP MDF] Table 14 when generating initialization vectors as

described iffST] section 62.8 SFR Mapping.

2.1.18.2 Guidance Assurance Activities

None Defined.

2.1.18.3 Test Activities

None Defined.

2.1.19 Random Bit Generation (FCS_RBG_EXT)1

2.1.19.1 TSS Assurance Activity

Documentation shall be produag@nd the evaluator shall perform the activitiei®m accordance with
AppendixEandthe Cl| ar i fi cation to the Entropy DocuU

Microsoft provided CCEVS withrgropy documerdtion as requiredThe evaluation teanprovided a
review summary in accordance with Appendi x
and Assessment Annexo.
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The evaluator shall verify that the API documentation provided according to Section 6.2.1 ir
the security functions describedFCS_RBG_EXT.1.3.

[ST] section 10 Appendix B: Interfaces and Binaries provides the references to the APl documentation
which includes the security functions (cryptographic algorithms) described in these requirements.

The interfaces CryptographiBuffer.Generateandom and Cryptographi8uffer.GeneratBandom
Numberprovide the output of the RBG to applications running on the TSF that request random bits.

2.1.19.2 Guidance Assurance Activities

None Defined.

2.1.19.3 Test Activities

Assurance Activity Note: The following tests require the developer to provide access to a test
that provides the evaluator with tools that are typically not found on factory products.

The evaluator shall perform the following tests, depending onstaedard to which the RB
conforms.

Implementations Conforming to FIP 14@ Annex C

The reference for the tests contained in this section is The Random Number Generator Vi
System (RNGVS). The evaluators shall conduct the following two teststhilbtine "expecte
values" are produced by a reference implementation of the algorithm that is known to be
Proof of correctness is left to each Scheme.

The evaluators shall perform a Variable Seed Test. The evaluators shall provide a set afeti?
DT) pairs to the TSF RBG function, each 128 bits. The evaluators shall also provide a key
length appropriate to the AES algorithm) that is constant for all 128 (Seed, DT) pairs. The D1
is incremented by 1 for each set. The seed valudklave no repeats within the set. The evalua
ensure that the values returned by the TSF match the expected values.

The evaluators shall perform a Monte Carlo Test. For this test, they supply an initial Seed &
value to the TSF RBG function; eaghthese is 128 bits. The evaluators shall also provide a ke
the length appropriate to the AES algorithm) that is constant throughout the test. The evaluat
invoke the TSF RBG 10,000 times, with the DT value being incremented by 1 on e#oh,itna
the new seed for the subsequent iteration produced as specified irRREt8Mmended Randc
Number Generator Based on ANSI X9.31 Appendix A.2.4 Using-iwey Jriple DES and AE
Algorithms, Section 3. The evaluators ensure that the 10,000th paddaced matches the expec
value.

Implementations Conforming to NIST Special Publication 8QDA

The evaluator shall perform 15 trials for the RNG implementation. If the RNG is configurab
evaluator shall perform 15 trials for each configuratiobhe evaluator shall also confirm that t
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operational guidance contains appropriate instructions for configuring the RNG functionality.

If the RNG has prediction resistance enabled, each trial consists of (1) instantiate DRBG, (2) ¢
the first block of random bits (3) generate a second block of random bits (4) uninstantial
evaluator verifies that the second block of random isitthe expected value. The evaluator s
generate eight input values for each trial. The first is a courit {@). The next three are entro
input, nonce, and personalization string for the instantiate operation. The next two are add
input andentropy input for the first call to generate. The final two are additional input and en
i nput for the second call to generate. Th
random bitso means to gener atlts egantatoen®utput Blog
Length (as defined in NIST SP880A).

If the RNG does not have prediction resistance, each trial consists of (1) instantiate DRE
generate the first block of random bits (3) reseed, (4) generate a second blocidoiraits (5
uninstantiate. The evaluator verifies that the second block of random bits is the expected va
evaluator shall generate eight input values for each trial. The first is a couni4. The next thre
are entropy input, nonce, and perslization string for the instantiate operation. The fifth valu
additional input to the first call to generate. The sixth and seventh are additional input and €
input to the call to reseed. The final value is additional input to the secondateicatl.

The following paragraphs contain more information on some of the input values
generated/selected by the evaluator.

Entropy input: the length of the entropy input value must equal the seed length.

Nonce: If a nonce is supported (CTR_DRBG twito Derivation Function does not use
nonce), the nonce bit length is enalf the seed length.

Personalization stringThe length of the personalization string must be <= seed length.

implementation only supports one personalization string lertgdgn the same length can

used for both values. If more than one string length is support, the evaluator shq
personalization strings of two different lengths. If the implementation does not

personalization string, no value needs to be seppl

Additional input: the additional input bit lengths have the same defaults and restrictio
the personalization string lengths.

Windows uses algorithm implementations validated under the CA®$F] Table 14 Cryptographic
Algorithm Standards and Evaluation Methods identifies applicable CARBG certificates for
Windows 10: 868 (http://csrc.nist.gov/groups/STM/cavp/documents/drbg/drbgnewva).htrithe

relevant detail is reproduced and highlighted below.

868 | CTR_DRBG: [ Prediction Resistance Tested: Not Enabled; BlockCipher_Use_df: 2AES$ (
AES Val#3497) ]

[ST] Table 14 Cryptographic Algorithm Standards and Evaluation Methods ideiiijdisable CAVP
DRBG certificates for Windows 10/obile: 955 The relevant detail is reproduced and highlighted
below.

955| CTR_DRBG: [ Prediction Resistance Tested: Not Enabled; BlockCipher_Use_df: {2BE$ (
AES Val#3629) ]
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2.1.20 Extended: Cryptographic  Algorithm Services (FCS_SRV_EXT.1)

2.1.20.1 TSS Assurance Activity

The evaluator shall verify that the APl documentation provided according to Section 6.2.1 ir
the security functions (cryptographic algorithms) described in these requirements.

[ST] section6.2.2 Programming Interfacgsovides the APl documentatioelevant tahe security
functions (cryptographic algorithms) described in these requirements.

2.1.20.2 Guidance As surance Activities

None Defined.

2.1.20.3 Test Activities

The evaluator shall write, or the developer shall provide access to, an application that re
cryptographic operations by the TSF. The evaluator shall verify that the results from the op
match he expected results according to the APl documentation. This application may be
assist in verifying the cryptographic operation assurance activities for the other algorithm s
requirements.

The evaluator used a test app delivered by theloleseto request cryptographic operations on the
TOE. The evaluator verified that these operations were successful and the results matched the API

documentationCryptographic operations were requested through APIs identifi&Tin

CryptographicEngine.Encrypt
CryptographicEngine.Decrypt
HashAlgorithmProvider.HashDédta
CryptographicEngine.Sign
CryptographicEngine.VerifySignature
KeyDerivationParameters.BuildForPbkdf2
AsymmetricKeyAlgorithmProvider.CreateKeyPair

= =2 =4 -8 _-95_9_-9

! Class HashAlgorithmProvider provides method CreateHash that is called by HashData.
2

SignhashedDataAsync that calls the same code as Sign.

Class  CryptographicEngine provides methods  SignAsyn&ignHashedData, and

3 Class CryptographicEngine provides method VerifySignatureWithHashInput that calls the same code

as VerifySignature.
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2.1.21 Extended: Cryptographic Algorithm Services (FCS_SRV_EXT.1.2)

21.21.1 TSS Assurance Activity

The evaluator shall verify that the API documeiota for the secure key storage includes
cryptographic operations by the stored keys.

[ST] section 62.2 Programming Interfaces provides the APl documentation relevant teetheity
functions (cryptographic algorithms) described in these requirementB.h e APIl 0s I n
CryptographicEngine.SigiryptographicEngine.EncrypandCryptographicEngine.Decrypt

2.1.21.2 Guidance Assurance Activities

NoneDefined.

2.1.21.3 Test Activities

The evaluator shall write, or the developer shall provide access to, an application that re
cryptographic operations of stored keys by the TSF. The evaluator shall verify that the resu
the operation match thexpected results according to the API documentation. The evaluator sh
these APIs to test the functionality of the secure key storage according to the Assurance Act
FCS_STG_EXT.1.

This activity was performed in conjunction with FCS_SRV_EKT.

2.1.22 Extended: Cryptographic Key Storage (FCS_STG_EXT)1

2.1.22.1 TSS Assurance Activity

The assurance activity for this component
TOEOGs i mplements the required sreitattheTSE mntains

description of the key storage mechani sm
i sol atedo,baogedismft war e

[ST] section 62.5 Key Storage describes secure key stofafiedows protects keys with a combination
of software and hardware mechanisms. The Key Isolation Service provides protected key storage. It
relies on Windows process isolation, IR discretionary accesscontrols, DPAPI, and BitLocker

mechanisms The section states) Pr i vate keys are protected on
encryption and access iIs restricted usBithogkert he \

ultimately relies of TPM hardware toqiect the REK.

An administrator can perform a wipe on their device to destroy keys while keys for users are protected
via DAC and are deleted when a Windows Store Application is deleted.

Additionally, the ST states: AUsers and | ocal
access shared keys or secrets when an application declares the sharedUserCertificates capability to shal
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the certificate with other Windows Store Applions for the user. The sharedUserCertificates
capability iIis described further i n Restricting

Section 63.1 Restricting Access to System Services, goes into additional information in regards to how

restrictions are placedongh Shar ed User Certificates: AThe sh;
Windows Store Application to access software and hardware certificates, such as certificates stored on a
smart card, the certificate i sinstead ofrthe @PAPInprofiien e u
associated with the Windows Store Application. o

2.1.22.2 Guidance Assurance Activities

The evaluator shall review the AGD guidance to determine that it describes the steps needed
or destroy keys/secrets.

[Mobile Guide] section 13 Managing Certificates covers import and destruction of key and secrets.
Subsection 13.1 IT Administrator Guidance describes adding and removingertifitates using an
MDM as well as providing links to online guidancbsection 134 Windows 10 provides the same
information for Windows 10 users and local administrators along with instructions for certificate
requests. SubsectidiB.2 Developer Guidanasovers how developers implement key management in
applicationswhich applies whemisers install applications. Subsection51\8/indows 10 Mobile covers
deleting keys by wiping the device.

The evaluator shall also verify that the APl documentation provided according to Sectior
includes the security functions (import, use, and destm) described in these requirements.
API documentation shall include the method by which applications restrict access to their keys
in order to meet FCS_STG_EXT.1.4.

[Mobile Guide] section 132.1 Developer Guidance identifies the
Windows.Security.Cryptography.Certificates namespa&leés used in key importfor using keysand

for usingsecrets The section includeslak to online documentation in adSDN topic An application

restricts access to keys through choice of certificate enrollment manager class as described in sectior
132.4. Using CertificateEnrollmentManager base class limits access to application that imported o
created keys. Using derived class UserCertificateEnrollmentManager limits access by user credentials
and account access control lists.

Destructionof keys/secrets is accomplished by wiping the TOE (this functionality is already described
as user interfasi there is no programmatic access to the wipe function).

The [ST] identifies applicable APl documentatiéor Windows10 and Windows Phone 1 Section
10 Appendix B: Interfaces.

APIs applicable to key storagee:

1. Import
a. AsymmetricKeyAlgorithmProvider.ImportKeé3air
i. Required minimums: Windows 10 device family
b. CertificateEnrollmentManager.ImportPfxDataAsync
i. Required minimumswWindows 10 device family
2. Use
a. CryptographicEngine.Encrypt
i. Required minimums: Windows 10 device family
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b. CryptographicEngine.Decrypt

I. Required minimums: Windows 10 device family
c. CryptographicEngine.Sign

I. Required minimums: Windows 10 device family
d. CryptographicEngine.SignAsync

I. Required minimums: Windows 10 device family
e. CryptographicEngine.SignHashedData

I. Requied minimums: Windows 10 device family
f. CryptographicEngine.SignHashedDataAsync

I. Required minimums: Windows 10 device family
g. CmsDetachedSignature.GenerateSignatureAsync

I. Required minimums: Windows 10 device family
h. CmsAttachedSignature.GenerateSignatureAsync

i. Required minimums: Windows 10 device family
i. Windows.Security.Cryptography.DataProtection

i. Required minimums: Windows 10 device family

There are no APIs to explicitly destroy keys/secrets, since Windows handles diesyruction
automatically.

There no APIs for the capability in FCS_STG_EXT.1.4. The capability is determined by
sharedUserCertificates as describedSm] sections6.2.5 Key Storage and 6.3.1 Restricting Access to

System Services. Exceptions are made at application installation.

2.1.22.3 Test Activities

The evaluator shall test the functionality of each security function:

Test X The evaluator shall import keys/secrets e#ch supported type according to the A(
guidance. The evaluator shall write, or the developer shall provide access to, an applicati
generates a key/secret of each supported type and calls the import functions. The evalua
verify that no erors occur during import.

Test 2 The evaluator shall write, or the developer shall provide access to, an application that 4
imported key/secret:

1 For RSA, the secret shall be used to sign data.
1 For ECDSA, the secret shall be used to sign data

In the future additional types will be required to be tested:

1 For symmetric algorithms, the secret shall be used to encrypt data.
i For persistent secrets, the secret shall be compared to the imported secret.

The evaluator shall repeat this test with the amdlmn-imported keys/secrets and a differs
applicationds i mported keys/ secrets. The ¢
allowing the application to use the key/secret imported by the user or by a different application

1 The evalutor shall deny the approvals to verify that the application is not able to use the
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key/secret as described.

1 The evaluator shall repeat the test, allowing the approvals to verify that the application i
to use the key/secret as described.

Ifthe STAuhor has selected Acommon applicati on
applications from different developers or appropriately (according to APl documentation
authorizing sharing.

Test 3: The evaluator shall destroy keys/secretseath supported type according to the A(
guidance. The evaluator shall write, or the developer shall provide access to, an applicati
destroys an imported key/secret.

The evaluator shall repeat this test with the applicatmported keys/secrets ama different

applicationds i mported keys/ secrets. The &€
allowing the application to destroy the key/secret imported by the administrator or by a di
application:

1 The evaluator shall deny tla@provals and verify that the application is still able to use the
key/secret as described.
1 The evaluator shall repeat the test, allowing the approvals and verifying that the applical
no longer able to use the key/secret as described.

Ifthe STAut hor has selected Acommon applicatio
applications from different developers or appropriately (according to APl documentation
authorizing sharing.

The evaluator used a suite of test apps to ceradeapprove cryptographic keys, use the keys and allow
other applications to use the keys. The evaluator verified that all these operations were successful. The
evaluator then destroyed the keys and verified that the apps could no longer use them.

2.1.23 Extended: Encrypted Cryptographic Key Storage  (FCS_STG_EXT)2

2.1.23.1 TSS Assurance Activity

The evaluator shall review the TSS to determine that the TSS includes key hierarchy descripti
protection of each DEK for datat-rest, of softwardased key storage, tdngterm trusted channe
keys, and of KEK related to the protection of the DEKSs,-teng trusted channel keys, and softwa
based key storage. This description must include a diagram illustrating the key hig
implemented by the TOE in order to demsivate that the implementation meets FCS_STG_E)
The description shall indicate how the functionality described by FCS RBG_EXT.1 is invq
generate DEKs (FCS_CKM_EXT.2), the key size (FCS_CKM_EXT.2 and FCS_CKM_EXT.3)
key, how each KEK i®fmed (generated, derived, or combined according to FCS_CKM_EXT.3
integrity protection method for each encrypted key (FCS_STG_EXT.3), and the IV generation
key encrypted by the same KEK (FCS_IV_EXT.1). More detail for each task folloy
corresponding requirement.

[ST] describes the key hierarchy in section2.46.Encrypting the Device with BitLocker, 85 Key
Storage, and 8.6 Protecting Data with DPAPI describe how Windows uses key and data encryption..
Seeabovesection2.1.7.1 aboven Cryptographic Key Random Generation (FCS_CHKRKT.2) for a
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summary of the key hierarch$ee2.1.18.1 abovén Initialization Vector Generation (FCS_IV_EXT.1)
for IV generation by cipher modes.

The evaluair shall examine the key hierarchy section of the TSS to ensure that each key
softwarebased key storage, and KEKS) is encrypted by keys of equal or greater security 9
using one of the selected modes.

See section2.1.7.1 abovein Cryptographic Key Random Generation (FCS_CKM_EXT.2) for a
summary of the key hierarchy. Sabove2.1.8.1 aboven Cryptographic Key Generation Extended
(FCS_CKM EXT.3) for KEK key sizes.

See2.1.8.1 aboven Cryptographic Key Generation Extended (FCS_CKM_EXT.3) regarding strength
of KEK and chains of keys.

The evaluatoshall examine the key hierarchy description in the TSS section to verify that eac
and softwarestored key is encrypted according to FCS_STG_EXT.2.

See2.1.7.1 abovén Cryptographic Key Random Generation (FCS_CKM_EXT.2) for a summary of the
key hierarchy. Se2.1.8.1Cryptographic Key Generation Extended (FCS_CKM_EXT.3) for KEK key
sizes. Se@.1.18.1 abovén Initialization Vector Generation (FCS_IV_EX1) for cipher modes.

2.1.23.2 Guidance Assurance Activities

None defined.

2.1.23.3 Test Activities

None defined.

2.1.24 Extended: Integrity of encrypted key storage (FCS_STG_EXT.3)

2.1.24.1 TSS Assurance Activity

The evaluator shall examine the key hierarchy description in thesé&®n to verify that eac
encrypted key is integrity protected according to one of the options in FCS_STG_EXT.3.

TheTable2 below summarizes theformation from the key hierarchy. For each key, the table identifies
the key type and the mechanism that provides integrity of the key.

Key Type Integrity
Storage Primary Seed REK | N/A hardwareisolated not encrypted
Storage Root Key KEK | N/A when derived from SPS

Keyed hash when in Protected Storage (as
[TPM 2.0 Arch] section 22 Protectesitorage)
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Intermediate keys

KEK

CCM in accordance witfPP MDF]Table14

VMK

KEK

CCM in accordance witfPP MDF] Table14

DPAPI passworébased encryption ke|

KEK

N/A PBKDF

DPAPI Master Secret

KEK

Keyed hash

Device User Credential Keys

KEK

CCM in accordance witfPP MDF] Table14

User 6s public/ pri

KEK

Microsoft proprietary

2.1.24.2 Guidance Assurance Activities

None defined.

2.1.24.3 Test Activities

Nonedefined.

2.1.25 Extended: EAP TLS Protocol (FCS_TLSC_EXT.11)

2.1.25.1 TSS Assurance Activity

The evaluator shall check the description of the implementation of this protocol in the TSS tc
that the ciphersuites supported are specified.

[ST] section 6.2.7.1.1 TLS and EAP TLS lists the cipher suites supported by Windows.

component.

The evaluator shall check the TSS to ensure that the ciphersuites specified include those liste

[ST] section 6.2.7.1.1 TLS and EAP TLS distinguishes between the cipher suites supported by Windows
10 and the cipher suites supported by Windows 10 Mobile, which match FCS_TLSC_EXT.1(C) and

FCS_TLSC_EXT.1(M)respectively

2.1.25.2 Guidance Assurance Activities

The ewluator shall also check the operational guidance to ensure that it contains instructic
configuring the TOE so that TLS conforms to the description in the TSS.
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[Mobile Guide] section5 Managing TLSlists the cipher suites the TOE suppoifthe section covers
configuring TLS via MDM and for Windows 10 as a user and local administraioe. section includes
linksfor Windows 10to guidance to configure a server to allow only the specified cipher suites.

Section 6 provides the correspondence between cipher suites hames used in the security target and the
cipher suite names used in T@anfiguration:

ST Name:

TLS_RSA_WITH_AES 128 CBC_SHA

Config NameTLS_RSA_WITH_AES 128 CBC_SHA

ST name:

TLS_RSA WITH_AES_256_CBC_SHA

Config Name:TLS_RSA_WITH_AES_256_CBC_SHA

ST Name:

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

Config NameTLS_ECDHE_ECDSA_WITHAES 128 CBC_SHA_P256

ST Name:

and/or
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA P384

Note: RFC 4492 permits the use of multiple curves for the ECBBBESA key
exchange. RFC 4492 Section 5.1 states: A server participating in an ECDHE
ECDSA key exchange may use different curves for (i) the ECDSA key in its
certificate, and (ii) the ephem&ECDH key in the ServerKeyExchange message.

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

Config Name:TLS_ECDHE_ECDSA_WITH_AES 256 _CBC_SHA_P256

ST Name:

and/or
TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA P384

Note: RFC 4492 permits the use of multiple curves for thBHEECDSA key
exchange. RFC 4492 Section 5.1 states: A server participating in an ECDHE
ECDSA key exchange may use different curves for (i) the ECDSA key in its
certificate, and (ii) the ephemeral ECDH key in the ServerKeyExchange message.

TLS_RSA_WITH_AES_128 CBC_SHA256

Config NameTLS_RSA WITH_AES_128 CBC_SHA256

ST Name:

TLS_RSA WITH_AES_256_CBCSHA256

Config Name:TLS_RSA_WITH_AES_256_CBC_SHA256

4 As indicated in section 1.1.2 Mobile Device management SolutidMahile Guide] does not include
specific steps for MDM solutions. Section 1.1.2 doesuniela reference to online information about
supported MDM policies.
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STName: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
Config Name TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256_P256

STName: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
Config Name:TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384_P384

STName: TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256
Config Name:TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA258256

STName: TLS_ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384
Config Name TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 P384

2.1.25.3 Test Activities

The evaluator shall also perform the following tests:

Test 1:The evaluator shall establish a TLS connection using eacledfiphersuites specified by t
requirement. This connection may be established as part of the establishment of aelgl
protocol, e.g., as part of an EAP session. It is sufficient to observe the successful negotiat
ciphersuite to satisfy thmtent of the test; it is not necessary to examine the characteristics
encrypted traffic in an attempt to discern the ciphersuite being used (for example, th
cryptographic algorithm is 128it AES and not 256it AES).

The evaluatosuccessfully negotiated an EAR.S connection from the TOE using each of the claimed
cipher suites in the Security Target.

Test 2:The evaluator shall attempt to establish the connection using a server with a server ce
that contains the Server fentication purpose in the extendedKeyUsage field and verify t
connection is established. The evaluator will then verify that the client rejects an otherwis
server certificate that lacks the Server Authentication purpose in the extendedKeylgéskhgnd a
connection is not established. Ideally, the two certificates should be identical except f{
extendedKeyUsage field.

Because of the similarity in assurance activities, this activity was performed in conjunction with
FCS_TLSC_EXT.2. This wording of this activity and the one explained in FCS_TLSC_EXT.2 are
exactly the same.

Test 3: The evaluator shall send a server cictite in the TLS connection that the does not match
serverselected ciphersuite (for example, send a ECDSA certificate while using
TLS_RSA WITH_AES 128 CBC_SHA ciphersuite or send a RSA certificate while using on
ECDSA ciphersuites.) Therea| uat or shal | verify that t he
Certificate handshake message.
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Because of the similarity in assurance activities, this activity was performed in conjunction with
FCS_TLSC_EXT.2. This wording of this activity artde one explained in FCS_TLSC_EXT.2 are
exactly the same.

Test 4: The evaluator shall configure the server to select the TLS_NULL_WITH_NULL_
ciphersuite and verify that the client denies the connection.

Because of the similarity in assurance atiggi this activity was performed in conjunction with
FCS_TLSC_EXT.2. This wording of this activity and the one explained in FCS_TLSC_EXT.2 are

exactly the same.

)l

= =4 -

Test 5:The evaluator shall perform the following modifications to the traffic:

Changehe TLS version selected by the server in the Server Hello to-aupported TLS
version (for example 1.3 represented by the two bytes 03 04) and verify that the client r
the connection.

Modi fy at | east one byt e dlmhanddhake nsessage,amd)
verify that the client rejects the Server Key Exchange handshake message (if using a D
ECDHE ci phersuite) or that the server d
Modi fy the server 0s rveeHebBohandstakecmegshge to Bewai t
ciphersuite not presented in the Client Hello handshake message. The evaluator shall v
that the client rejects the connection after receiving the Server Hello.
Modi fy the signatur e bl eohanklshakenmesshge, arl arify tb
the client rejects the connection after receiving the Server Key Exchange message.
Modify a byte in the Server Finished handshake message, and verify that the client sen
fatal alert upon receipt and does not sendapplication data.

Last bullet in Test 5 was modified per TD0034

Send a valid Server Finished message in plaintext and verify the client sends a fatal ale
receipt and does not send any applicat.i
valid verify _data and shall parse correctly using a network protocol analysis tool.

Because of the similarity in assurance activities, this activity was performed in conjunction with

FCS_TLSC _EXT.2. This wording of this activity and the one explaine8G&_TLSC EXT.2 are
exactly the same.

2.1.26 Extended: EAP TLS Protocol (FCS_TLSC EXT.1.2)

2.1.26.1 TSS Assurance Activity

None defined.
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2.1.26.2 Guidance Assurance Activities

The evaluator shall check that the AGD guidance contains instructions foaditmnistrator to
configure the list of Certificate Authorities that are allowed to sign certificates or to configut
FQDN of the authentication server certificate that will be accepted by the TOE in thelIE3\
exchange.

[Mobile Guide]section 5 Managing EAHLS containghe guidance to manage the EABS exchange.
The section identifies Wi profiles as the mechanisms foW configuratior?. For Windows 10, the
section includes links to EAP settings and certificate management for local adminisraEAP
settingstopic contains configuration information specific to tBAP-TLS authentication methodn
particular, it coersconfiguration ofcertificate validation for network connections based on HAB.
[Mobile Guide] Section 13Certificate Managementontains theguidance to configure the list of
Certificate Authorities that are allowed to sign certificates.

2.1.26.3 Test Activities

The evaluator shall alsogpform the following tests:

Test 1:Following the guidance provided by the AGD guidance, a CA or an FQDN will be confi
as MRNAacceptabledo for aut hentication server
connection and verify that theireless client is able to successfully connect. The evaluator will
configure the system such that an otherwise valid certificate is signed by a CA that is not allg
the TOE or presents a FQDN that is not allowed by the TOE. Attempts to awdteeritbcan
authentication server presenting such a certificate should result in the connection being refuse
TOE supports both methods of limiting the acceptable authentication servers, the evaluat
repeat this test twice, once with each roeth

Because of the similarity in assurance activities, this activity was performed in conjunction with
FCS_TLSC _EXT.2. The activity in FCS_TLSC_EXT.2 is an expansion of this activity that tests the
values of the FQDN by using several modified values @GN and SAN that test both the invalid and
valid cases.

2.1.27 Extended: EAP TLS Protocol (FCS_TLSC_EXT.1.3)

2.1.27.1 TSS Assurance Activity

None defined.

® As indicated in section 1.1.2 Mobile Device management Solutidtahile Guide] does wt include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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2.1.27.2 Guidance Assurance Activities

None defined.

2.1.27.3 Test Activities

The evaluator shall also perform tf@lowing tests:

Test 1: The evaluator shall demonstrate that using a certificate without a valid certification
results in the function failing. Using the administrative guidance, the evaluator shall then
certificate or certificates to the TstiAnchor Database needed to validate the certificate to be us
the function, and demonstrate that the function succeeds. The evaluator then shall delete o
certificates, and show that the function fails.

Because of the similarity in assuranaetivities, this activity was performed in conjunction with
FCS_TLSC_EXT.2. This wording of this activity and the one explained in FCS_TLSC_EXT.2 are
exactly the same.

2.1.28 Extended: EAP TLS Protocol (FCS_TLSC_EXT.1.4)

2.1.28.1 TSS Assurance Activity

The evaluator shll ensure that the TS&escriptionrequired per FIA_ X509 EXT.2.1 includes the
of clientside certificates for TLS mutual authentication.

[ST] section 6.2.8 SFR Mapping identifiesutual authenticatiofor TLS 1.0, 1.1and1.2. The cipher
suites specified in FCS_TLSC_EXT.1.1 all require chgide certificate fomutual authenticatian

2.1.28.2 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance required per FIA_ X509 EXT.2.1 in
instructions for confjuring the cliertside certificates for TLS mutual authentication.

[Mobile Guide] section5 Managing TLSstatesthat no configuration is necessary to useerml
authentication on the device once a device has client authentication certifg=tgsn 13Managing
Certificates contains information on configuring a device to enroll for client certificates.

2.1.28.3 Test Activities

The evaluator shall also perform tf@lowing tests:

Test 1:The evaluator shall perform the following modification to the traffic:

1 Configure the server to require mutual authentication and then modify a byte in a CA fie
the Serveroés Certificate Re GAfieldhustmat bedhe h
CA used to sign the clientdés certificat
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unsuccessful.

Because of the similarity in assurance activities, this activity was performed in conjunction with
FCS_TLSC_EXT.2. This wordingfahis activity and the one explained in FCS_TLSC_EXT.2 are
exactly the same.

2.1.29 Extended: EAP TLS Protocol (FCS_TLSC_EXT.1.5)

2.1.29.1 TSS Assurance Activity

The evaluator shall verify that TSS describes the Supported Elliptic Curves Extension and wh¢
required behavior is performed by default or may be configured.

[ST] section 62.7.1.1TLS and EAPTLS states that when negotiating a TLS 1.2 elliptic curve cipher
suite, Windows will includeautomaticallyas part of the Client Hello message both its supported elliptic
curves extensior{i.e., secp256rl, secp384rl, and secp5Rad well as signature algtrim (i.e.,
SHA256, SHA384, and SHA5)2

2.1.29.2 Guidance Assurance Activities

If the TSS indicates that the Supported Elliptic Curves Extension must be configured to n
requirement, the evaluator shall verify that AGD guidance includes configuration olp®rgd
Elliptic Curves Extension.

[ST] section 62.7.1.1TLS and EAP TLSstates that when negotiating a TLS 1.2 elliptic curve cipher
suite, Windows will includeautomaticallyas part of the Client Hello message its supported elliptic
curves extension.

2.1.29.3 Test Activities

The evaluator shall also perform the following test:

Test: The evaluator shall configure the server to perform an ECDHE key exchange messag
TLS connection using a naupported ECDHE curve (for example,1B2) and shall verify that th
TOE disconnects after receiving the server's Key Exchange handshedagme

The evaluator used TLS server utility to force the use of th8ZPcurve when the TOE negotiates the
P-256 curve. The evaluator verified that the TOE rejects this curve and ceases the connection.

2.1.30 Extended: EAP TLS Protocol (FCS_TLSC_EXT.1.6)

2.1.30.1 TSS Assurance Activity

The evaluator shall verify that TSS describes the signature_algogettension and whether t
required behavior is performed by default or may be configured.

[ST] section 62.7.1.1TLS and EAP TLSstates that when negotiating a TLS 1.2 elliptic curve cipher
suite, Windows will includeautomaticallyas part of the Client Hello message both its supported elliptic
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curves extension, i.e., secp256rl, secp384rl, and secp521rl as well as signatutenalgerijt
SHA256, SHA384, and SHA512.

[ST] section 62.7.1.1 states thagach Windows component that uses TLS checks that the identifying
information in thecertificate matches what is expected, the component should reject the connection,
these checks include checking the expected Distinguished Name (DN), Subject Name (SN), or Subject
Alternative Name (SAN) attributes along with the applicable extended kegsisarhe DN, and any
Subject Alternative Name, in the certificate i
DNS entry or IP address to ensure that it matchédatching criteria is further describeat
http://technet.microsoft.com/ems/library/cc783349(v=WS.10).aspx,see t h e AServer Ce
MessageoO section.

2.1.30.2 Guidance Assurance Activities

If the TSS indicates that the signature_algorithm extension must be configured to m
requirement, the evaluator shall verify that AGD guidanceluitles configuration of th
signature_algorithm extension.

As indicated insection2.1.29.1 abovethe[ST] section 62.7.1.1TLS and EAP TLS states that when
negotiating a TLS 1.2 elliptic curve cipher suite, Windows will include automatieallpart of the
Client Hello message its signature algorithm, i.e., SHA256, SHA384, and SHA512.

Section 6.21 Local Administrator Guidaroof the [Mobile Guide] states that the signature algorithm is
not configurable in Windows 10 for TLS.

2.1.30.3 Test Activities

The evaluator shall alsperform the following test:

The evaluator shall configure the server to send a certificate in the TLS connection that
supported according to the Clientds HashdA
extension (for example, send a castife with a SHAL signature). The evaluator shall verify that {
TOE disconnects after receiving the server

Because of the similarity in assurance activities, this activity was performed in conjunction with
FCS _TLSC _EXT.2. This wording of this activity and the one explained in FCS_TLSC EXT.2 are
exactly the same.

2.1.31 Extended: EAP TLS Protocol (FCS_TLSC_EXT.17)

2.1.31.1 TSS Assurance Activity

None defined.

2.1.31.2 Guidance Assurance Activities

None defined.
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2.1.31.3 Test Activities

None defined.

2.1.32 Extended: EAP TLS Protocol (FCS_TLSC_EXT.18)

2.1.32.1 TSS Assurance Activity

None defined.

2.1.32.2 Guidance Assurance Activities

None defined.

2.1.32.3 Test Activities

The evaluator shall perform the following tests:

Test 1: The evaluator shall use a network packet analyzer/sniffer to capture the traffic betw
two TLS endpoints. The evalemetgort i altdloln _v e
ciphersuite is included in the ClientHello packet during the initial handshake.

Test22The evaluator shall verify the Cliento
i nitial handshakenedgatti atnicdnu dien ftohoe efxt ens
length portion of this field in the ServerHello message to bezeomand verify that the client sends
failure and terminates the connection. The evaluator shall verify that a properly fedmild
results in a successful TLS connection.

Test 3: The evaluator shall verify that ServerHello messages received during secure reneg

contain t he Arenegotiation_infoo extens
Aclient verisfey vedat a@r iofry fdat ao val ue and
connection.

Because of the similarity in assurance activities, this activity was performed in conjunction with

FCS_TLSC _EXT.2. This wording of this activity and the one explained in FCSCTEXT.2 are
exactly the same.

2.1.33 Extended: TLS Protocol (FCS_TLSC_ EXT.D)

2.1.33.1 TSS Assurance Activity

The evaluator shall check the description of the implementation of this protocol in the TSS tg
that the ciphersuites supported are specified.
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[ST] section 62.7.1.1 TLS and EAP TLS listthe ciphersuites supportedly SChannelwhich match
FCS TLS_EXT.2.1.

The evaluator shall check the TSS to ensure that the cipherspiteisied include those listed for th
component.

[ST] section 62.7.1.1 TLS and EAP TLS lists the ciphguites supportedy SChannelwhich match
FCS_TLS_EXT.2.1.

2.1.33.2 Guidance Ass urance Activities

The evaluator shall also check the operational guidance to ensure that it contains instructi
configuring the TOE so that TLS conforms to the description in the TSS.

SeeAAR Sectiors 2.1.25.2and2.1.26.2Guidance Assurance Activities for analysis.

2.1.33.3 Test Activities

The evaluator shall write, or the ST author shall provide, an application for the purposes of
TLS. The evaluator shall also perform the following tests:

Test 1:The evaluator shall establish a TLS connection using each of the cigbsrspeécified by th
requirement. This connection may be established as part of the establishment of aelgl
protocol, e.g., as part of an EAP session. It is sufficient to observe the successful negotiat
ciphersuite to satisfy the intent tife test; it is not necessary to examine the characteristics ¢
encrypted traffic in an attempt to discern the ciphersuite being used (for example, th
cryptographic algorithm is 128it AES and not 256it AES).

The evaluator connected the TOka web server (via HTTPS) to negotiate each of the cipher suites
claimed in the Security Target. The evaluator confirmed that each negotiation succeeded and used the
correct cipher suite.

Test 2:The evaluator shall attempt to establish the connection using a server with a server ce
that contains the Server Authentication purpose in the extendedKeyUsage field and verify
connection is established. The evaluator will then verify thatclient rejects an otherwise val
server certificate that lacks the Server Authentication purpose in the extendedKeyUsage fie
connection is not established. Ideally, the two certificates should be identical except f{
extendedKeyUsage fiel

The evaluator attempted to establish a TLS connection between the TOE and a server with the server
providing a certificate that did not contain the Server Authentication purpose. The evaluator verified that
the TOE rejected the connection.
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Test 3 The evaluator shall send a server certificate in the TLS connection that the does not m
serverselected ciphersuite (for example, send a ECDSA certificate while using
TLS _RSA_WITH_AES 128 CBC_SHA ciphersuite or send a RSA certificate wigilenes of the
ECDSA ciphersuites.) The evaluator shall V
Certificate handshake message.

The evaluator attempted to establish a TLS connection between the TOE and a server with an ECDSA
server celificate when a RSA cipher suite was negotiated. The evaluator verified that upon receipt of

the certificate the TOE rejects the connection.

Test 4: The evaluator shall configure the server to select the TLS NULL_ WITH_NULL
ciphersuite and verify thdhe client denies the connection.

The evaluator attempted to establish a TLS connection between the TOE and a server using the
TLS NULL WITH_NULL_NULL cipher suite. The evaluator verified that TOE rejected this

connection.

Test 5:The evaluator shall péorm the following modifications to the traffic:

1 Change the TLS version selected by the server in the Server Hello tesapmmorted TLS
version (for example 1.3 represented by the two bytes 03 04) and verify that the client r
the connection.

1 Modify at | east one byte in the serverds
verify that the client rejects the Server Key Exchange handshake message (ifusing a D}
ECDHE ciphersuite) or that the sesageer d

T Modify the serverds selected ciphersuit
ciphersuite not presented in the Client Hello handshake message. The evaluator shall v
that the client rejects the connection after receiving the Server. Hello

1 (conditional) If a ECDHE or DHE ciphersuite is selected, modify the signature block in ti
Server6s Key Exchange handshake message
after receiving the Server Key Exchange message.

1 Modify a byte in theServer Finished handshake message, and verify that the client send
fatal alert upon receipt and does not send any application data.

Last bullet in Test 5 was modified per TD0034

Send a valid Server Finished message in plaintext and verify the chelst sdéatal alert upon
receipt and does not send any applicat.i
valid verify_data and shall parse correctly using a network protocol analysis tool.

= —a =

The evaluator attempted a TLS connection between the ar@ a server using the modifications to the
traffic bulleted above. For each of these modifications, the evaluator confirmed that the TOE rejected

the connection.
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2.1.34 Extended: TLS Protocol (FCS_TLSC_EXT.2.2)

2.1.34.1 TSS Assurance Activity

The evaluator shal/l ensure that the TSS d
identifiers from the applicaticoonfigured reference identifier, including which types of refere
identifiers are supported (e.g Common Name, DNS Narfd, Name, Service Name, or oth
applicationspecific Subject Alternative Names) and whether IP addresses and wildcarg
supported.

[ST] section6.2.7.1.1 TLS and EAP TLS over s t he DN check (search

Di stingui shed Name (DN), Subject Name (SN), or
The DN and SAN, as explainedtime ST, is as followsdrhe DN, and any Subject Alternative Name, in
the certificate, I's checked against the identi
ensure that it matches as described at http://technet.microsoft.com/en

us/library/cc783349(v=WS.10).aspx and i n particular the @&Server

A certificate that uses a wildcard in the leftmost portion of the resource identifier {io@ntoso.com)
can be accepted for authentication, otherwise the certificate will be deemed invalid.

The evaluator shall ensure that this description identifies whether and the manner in which ce
pinning is supported or used by the TOE.

[ST] section6.2.7.1.1 TLS and EAP TLS states th&@indows does not provide a genepalrpose
capability to Apino TLS certificates.

2.1.34.2 Guidance Assurance Activities

The evaluator shalverify that the AGD guidance includes instructions for setting the refer
identifier to be used for the purposes of certificate validation in TLS. In particular, the AGD gu
should describe the API used by applications for configuring the referdaatifier.

[Mobile Guide] sectiors 5.3.1Local Administrator Guidancand 5.4 Windows 10 Mobiledicatethat
the reference identifier in Windows for TLS is the URL of the server; and that no configuration of the
reference identifier is required.

2.1.34.3 Test Activities

The evaluator shall configure the reference identifier according to the AGD guidance and [l
following tests during a TLS connection:

Test 1:The evaluator shall present a server certificate that does not contain an identifier in eitl
Subject Alternative Name (SAN) or Common Name (CN) that matches the reference identi
evaluatorshall verify that the connection fails.

Test 2: The evaluator shall present a server certificate that contains a CN that matches the re
identifier, contains the SAN extension, but does not contain an identifier in the SAN that mat
referen@ identifier. The evaluator shall verify that the connection fails. The evaluator shall i
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this test for each supported SAN type.

Test 3:The evaluator shall present a server certificate that contains a CN that matches the re
identifier and dos not contains the SAN extension. The evaluator shall verify that the conr
succeeds.

Test 4: The evaluator shall present a server certificate that contains a CN that does not ma
reference identifier but does contain an identifier in the S#dtl inatches. The evaluator shall ver
that the connection succeeds.

Test 5:The evaluator shall perform the following wildcard tests with each supported type of ref
identifier:

1 The evaluator shall present a server certificate containwifgleard that is not in the lefnost
label of the presented identifier (e.g. foo.*.example.com) and verify that the connection

1 The evaluator shall present a server certificate containing a wildcard in theokftabel but
not preceding the pulalisuffix (e.g. *.example.com). The evaluator shall configure the
reference identifier with a single laftost label (e.g. foo.example.com) and verify that the
connection succeeds. The evaluator shall configure the reference identifier withoueslef
label as in the certificate (e.g. example.com) and verify that the connection fails. The eV
shall configure the reference identifier with two lefost labels (e.g. bar.foo.example.com)
and verify that the connection fails.

1 The evaluator shall presea server certificate containing a wildcard in thetedtst label
immediately preceding the public suffix (e.g. *.com). The evaluator shall configure the
reference identifier with a single laftost label (e.g. foo.com) and verify that the connectig
fails. The evaluator shall configure the reference identifier with twenteit labels (e.g.
bar.foo.com) and verify that the connection fails.

Test 6: [conditional]lf URI or Service name reference identifiers are supported, the evaluator
configurethe DNS name and the service identifier. The evaluator shall present a server cel
containing the correct DNS name and service identifier in the URIName or SRVName field
SAN and verify that the connection succeeds. The evaluator shall tepeagst with the wron
service identifier (but correct DNS name) and verify that the connection fails.

Test 7: [conditional]lf pinned certificates are supported the evaluator shall present a certificats
does not match the pinnedrtificate and verify that the connection fails.

The evaluator created a server certificate with each of the modifications above. The evaluator then
attempted a TLS connection between the TOE and the server using each of the modified certificates.
The ewaluator verified that when the connection was expected to succeed it did and when it should fall,

the TOE rejected the connection.

2.1.35 Extended: TLS Protocol (FCS_TLSC_EXT.2.3)

2.1.35.1 TSS Assurance Activity

None defined.
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2.1.35.2 Guidance Assurance Activities

Nonedefined.

2.1.35.3 Test Activities

The evaluator shall perform the following test:

Test 1: The evaluator shall demonstrate that using a certificate without a valid certification
results in the function failing. Using the administrative guidance, the evalsh@i then load &
certificate or certificates to the Trust Anchor Database needed to validate the certificate to be
the function, and demonstrate that the function succeeds. The evaluator then shall delete o
certificates, and show that tiienction fails.

The evaluator loaded a server certificate onto the sever that did not chain to a trusted root authority. The
evaluator the attempted a connection between the TOE and server and verified that upon receipt of the
certificate the TOE rejeatiethe connection.

As specified iST] section 6.4.2 X.509 Certificate Validation and Generation, the evaluator observed if
certificate validation fails, Windows will not establishtrusted network channel except in the case of
HTTPS web browsing. Windows informs the user and seeks their consent before establishing a HTTPS
web browsing session, which is the behavior specified in FCS_HTTPS EXT.1.3.

2.1.36 Extended: TLS Protocol (FCS_TLSC_EXT.2.4)

2.1.36.1 TSS Assurance Activity

The evaluator shall ensure that the TSS description required per FIA_X509 EXT.2.1 includes
of clientside certificates for TLS mutual authentication.

[ST] section 6.2.8 SFR Mapping identifiesutual authenticatiofor TLS 1.0, 1.1and1.2. The cipher
suites specified in FCS_TLSC_EXT.2.1 all require chgide certificate fomutual authenticatian

2.1.36.2 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance required per FIA X509 EXT.2.1 in
instructions for configuring the clierside certificates for TLS mutual authentication.

[Mobile Guide] section 6.1Managing TLS stateshat no configuration is necessary to use client
authentication on the device once a device has client authentication certiff=ttsn 13Managing
Certificates contains information on configuring a device to enroll for client certificates.

2.1.36.3 Test Activi ties

The evaluator shall perform the following test:

Test 1: The evaluator shall perform the following modification to the traffic:
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1 Configure the server to require mutual authentication and then modify a byte in a CA fig
t he Ser ver 0sesthandshakef message. #he Redidiad CA field must not be {
CA used to sign the clientdés certificat
unsuccessful.

The evaluator configured the TOE to connect to the TLS server using mutual authentication and
attempted a connection. The evaluator then mod
Request message and verified that the TOE rejected the connection.

2.1.37 Extended: TLS Protocol (FCS_TLSC_EXT.2.5)

2.1.37.1 TSS Assurance Activity

Theevaluator shall verify that TSS describes the Supported Elliptic Curves Extension and whe
required behavior is performed by default or may be configured.

[ST] section 62.7.1.1TLS and EAP TLSstates that when negotiating a TLS 1.2 elliptic curve cipher
suite, Windows willautomaticallyinclude as part of the Client Hello message both its supportedcellipt
curves extensior(i.e., secp256rl, secp384rl, and secp52&ad well as signature algorithifn.e.,
SHA256, SHA384, and SHA5)2

2.1.37.2 Guidance Assurance Activities

If the TSS indicates that the Supported Elliptic Curves Extension must be configured toen
requirement, the evaluator shall verify that AGD guidance includes configuration of the Suf
Elliptic Curves Extension.

SeeAAR section2.1.29.2above.

2.1.37.3 Test Activities

Testing for this element are performed in conjunction with the assurance activitie
FPT_TST_EXT.2.1.

This activity was performed in conjunction with FCS_TLSC_EX3..1

2.1.38 Extended: TLS Protocol (FCS_TLSC_EXT.2.6)

2.1.38.1 TSS Assurance Activity

The evaluator shall verify that TSS describes the signature_algogettension and whether tf
required behavior is performed by default or may be configured.

[ST] section 62.7.1.1TLS and EAP TLSstates that when negotiating a TLS 1.2 elliptic curve cipher
suite, Windows willautomaticallyinclude as part of the Client Hello message both its supporteticellip
curves extension, i.e., secp256rl, secp384rl, and secp521rl as well as signature algorithm, i.e.,
SHA256, SHA384, and SHA512.
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[ST] section 62.7.1.1 states that each Windows component that uses TLS checks that the identifying
information in the certitate matches what is expected, the component should reject the connection,
these checks include checking the expected Distinguished Name (DN), Subject Name (SN), or Subject
Alternative Name (SAN) attributes along with the applicable extended key usagesDN] and any

Subject Alternative Name, in the certificate i
DNS entry or IP address to ensure that it matches. Matching criteria is further described at
http://technet.microsoft.com/ews/library/cd 8 3349 ( v=WS. 10) . aspx, see t

MessageoO section.

2.1.38.2 Guidance Assurance Activities

If the TSS indicates that the signature_algorithm extension must be configured to m
requirement, the evaluator shall verify that AGD guidance includesfiguration of the
signature_algorithm extension.

See AAR Zction2.1.30.2above for analysis.

2.1.38.3 Test Activities

The evaluator shall also perform tfalowing test:

Test: The evaluator shall configure the server to send a certificate in the TLS connection tha
supported according to the Clientds HashdA
extension (for example, send a certificaféh a SHAL signature). The evaluator shall verify that {
TOE disconnects after receiving the server

The evaluator attempted a TLS connection between the TOE and a server. The evaluator configured the
server to use MDBash algorithm and verified that the TOE rejected the connection.

2.1.39 Extended: TLS Protocol (FCS_TLSC_EXT.2.7)

2.1.39.1 TSS Assurance Activity

None defined.

2.1.39.2 Guidance Assurance Activities

None defined.

2.1.39.3 Test Activities

None defined.
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2.1.40 Extended: TLS Protocol (FCS_TLSC_EXT.2.8)

2.1.40.1 TSS Assurance Activity

None defined.

2.1.40.2 Guidance Assurance Activities

None defined.

2.1.40.3 Test Activities

The evaluator shall perform the following tests:

Test 1: The evaluator shall use a network packet analyzer/sniffer to capture the befifieen the
two TLS endpoints. The evaluator shal/l Ve
ciphersuite is included in the ClientHello packet during the initial handshake.

The evaluator observed a TLS connection between the TOE and sever and verified that the
renegotiation_info field was contained in the ClientHello packet.

Test22The evaluator shall verify the Cliento
i nitial handshake that include the Areneg
length portion of this field in the ServerHello message to bezeamand verify that the client sends
failure and terminates the connection. The evaluator shall verify that a properly formattec
results in a successful TLS connection.

The evaluator configured the TOE to connect to a TLS server and modifie@énégotiation_info
length in the ServerHello packet. The evaluator verified that the TOE rejected the connection.

Test 3: The evaluator shall verify that ServerHello messages received during secure reneg

contain t he Ar enegat That evauatori shillo anodife xeithern ¢
Aclient verify datao or Aserver verify da
connection.

The evaluator modified the server_verify _data value during a connedttemptbetween the TOE and
the TLS sever. The evaluator confirms that the TOE rejected the connection.

2.2 User Data Protection (FDP)
2.2.1 Extended: Security Access Control (FDP_ACF_EXT.1.)1

2.2.1.1 TSS Assurance Activity

The evaluator shall ensure the TSS lists all system services available for use Iplicatiap. The
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evaluator shall also ensure that the TSS describes how applications interface with these
services, and means by which these system services are protected by the TSF.

[ST] section 63.1 Restricting Access to System Services lists device resources accessible to Windows
Store Apps. Section63. 1 descri bes the package mani fest fo
mani fest for the applicat i on 0 sectiorodescribesthe Wihdowsi n g
App Container that medi ates access to system se

The TSS shall describe which of the following categories each system service falls in:
1) No applications are allowed access

2) Privileged applications are allowed access

3) Applications are allowed access by user authorization

4) All applications are allowed access

For all applications, Windows requires user authorization for each system services at application
i nstall at i oins (psreoanmpcthe di JShesectiant6dloRestriztiagbaccesn to System
Services.

Privileged applications include any applications developed by the TSF developer. The TS
describe how privileges are granted to thpdrty applications. For both types of privileg
applications, the TSS shall describe how and when the privileges are verified and how t
prevents unprivileged applications from accessing those services.

Section 63.1 Restricting Access to System Services identifies package manifest, capability, and the
Windows App Container as the mecharnsdior granting privilege to application. If a capability for a
system service is included in an applicationos
when installing the application, then the Windows App Container will grant the applicatiessato the
service (searapabmbhintgeld. by a c

Microsoft distinguishes capabilities through the publication process. Individual developers registered
with Windows Store accounts can include in application package manifests the capabilities |&T¢d

Table 17 General Use Capabilities and Taldl8 Device Capabilities. Microsoft provides additional
review for applications that include capabilities in Eel® Special Use Capabilities as well as requiring

the developers have a registered company account wéh ttwi nd o ws Store (sea
capabilitieso).

For any services for which the user may grant access, the evaluator shall ensure that t
identifies whether the user is prompted for authorization when the application is installed, or
runtime.

For all applications, Windows requires user authorization for each system services at application
install ation (sear ch n JyST]esection 63.1 RestrcingpAcaess totSystema u t h
Services$.

2.2.1.2 Guidance Assurance Activities

The evaluator shall ensure that the operational user guidance contains instructions for res
application access to system services.
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Application access to system serviceslégermined at installation as described ab§Mmbile Guide]
section 6Managing Apps coversestricting ability to install, run, and remowgplications. Section 6.1

IT Administrator Guidance identifies the capability of MBblutions to install, remove, and restrict

the ability to run for applications. Section 6.2.1 provides guidance to Windows 10 local administrators
for restricting user ality to install and run application§&ection 6.2.1 includes instructions for installing

and removing applications. As noted[8Il] section 63.1 Restricting Access to System Heesa user
authorizes application access to system services at installation not through configuration.

2.2.1.3 Test Activities

Assurance Activity Note: The following tests require the vendor to provide access to a test
that provides the evaluator witlodls that are typically not found on consumer Mobile De
products.

The evaluator shall write, or the developer shall provide, applications for the purposes
following tests.

Test 1:For each system service to which no applications are alloweésacthe evaluator shall attem
to access the system service with a test application and verify that the application is not able to ac
system service.

Test 2: For each system service to which only privileged applications are allowed acces
evaluator shall attempt to access the system service with an unprivileged application and vie
the application is not able to access that system service. The evaluator shall attempt to ac
system service with a privileged application and verify that the application can access the sery|

Not Applicable to the TOE: There are sigstem services to which no applications are allowed access.

Not Applicable to the TOEThere are nmsystem services to which only privileged (developed and

included in the TSF by Microsoft) applications are allowed access.

Test 3:For each system service to which the user may grant access, the evaluator shall att
access the system service witheattapplication. The evaluator shall ensure that either the sy
blocks such accesses or prompts for user authorization. The prompt for user authorization mg
at runtime or at installation time, and should be consistent with the behavior descrithedTSS.

To test this requirement the developer providec

tests a specificapabilityand collectively the apps fulfill the requirement.

Test 4:For each system service listed in the TSS that iessdale by all applications, the evaluat
shall test that an application can access that system service.

All system services are available to atiplicationstherefore this test is satisfied by Test 3 above.

® As indicated in section 1.1.2 Mobile Device management Solutidtahile Guide] does not include

specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about

supported MDM policies.
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2.2.2 Extended: Security Access Control (FDP_ACF_ EXT.1.2)

2.2.2.1 TSS Assurance Activity

The evaluator shall examine the TSS to verify that it describes which data sharing is pe
between applications, which data sharing is not permitted, and how disallowed sharing is prev

Section®. 1 states Application Containers (AApp Cor
Universal Windows Applications. The environment prevents Universal Windows Applications from
accessing data created by other Universal Windows Applications (thaivistepdatain [PP MDF]
terminology except through brokered operating system services such as the File Picker dialog. Table 17
General Use Capabilities lists shared data resources and the capability requiredd@ach one.

By definition, Uni ver sal Wi ndows Applications
language of th¢PP MDF) other programs. An applitan can read or write to a file. Table 19 Special
Use Capabilities lists the Documents capability for access to the documents library.

2.2.2.2 Guidance Assurance Activities

None defined.

2.2.2.3 Test Activities

Test: The evaluator shall write, or the developer shall\pde, two applications, one which say
data containing a unique string and the

applicationso is selected, the applicatio
selected, the gpication shall not write to a designated shared storage area. The evaluator
verify that the second application is unable to access the stored unique string. The evaluat
grant access, either as a user, the administrator, or by using a tipipdication with a commol

application developer to the first, and verify that the application is able to access the stored
string.

The developer provided two apps, ReadAppData and WriteAppData. The evaluator used WriteAppData
to create a file that @&dAppData did not have access to. The evaluator verified that ReadAppData was
not able to access the file; then the evaluator granted access to the file and the eveifigitr
ReadAppData was allowed access.

2.2.3 Extended: Security Access Control (FDP_ACF_EXT.1.3)

2.2.3.1 TSS Assurance Activity

None defined.

2.2.3.2 Guidance Assurance Activities

None defined.
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2.2.3.3 Test Activities

Assurance Activity NoteThe following tests require the developer to provide access to @
platform that provides thevaluator with tools that are typically not found on consumer Mc
Device products.

Test 1: The evaluator shall write, or the developer shall provide, an application which attem
store a file with both write and execute permissions. The evaluladdir\erify that this action fails
and that the permissions on the file are not simultaneously write and execute.

The Windows class Windows.Storage.FileAccessMode does not offer a method to attempt to store a file

with both write and  execute permissions. See:  https://msdn.microsoft.com/en
us/library/windows/apps/windows.storage.fileaccessmode.aspx

Test 2: The evaluator shall traverse the file system examining the permission on each TSH
verify that no file has both write and execute permissions set.

This activity was performed in conjunction with FPT_AEX_EXT.4
2.2.4 Extended: Limitation of Bluetooth Device Access (FDP_BLT_EXT.1)

2.2.4.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes the mechanism used to prevent unrestrict
to paired Bluetooth devices (and/or their communication data) by every application witls &ztles
Bluetooth system service on the TOE (as listed in FDP_ACF_EXT.1). The evaluator shall ve
this method either restricts access to a single application or provides explicit control
applications that may communicate with the paireceRioth device.

Windows uses the device capabilities described in sectiohestricting Access to System Servites
restrict access to Bluetooth devic&be Bluetooth GATT and Bluetooth RFCOMMlevice capabilities
allow the Windows Store App to acceBtuetooth services The Bluetooth device capability allows
applications to communicate with already paired Bluetooth devices.

2.2.4.2 Guidance Assurance Activities

None defined.

2.2.4.3 Test Activities

None defined.
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2.2.5 Extended: Protected Data Encryption (FDP_DAR_EXT.1)

FDP_DAR_EXT.1128 and FDP_DAR_EXT.1256) correspondo FDP_DAR_EXT.1in the [PP
MDF] protection profile

2.2.5.1 TSS Assurance Activity

The ewaluator shall verify that the TSS section of the ST indicates which data is protected by t
implementation and what data is considered TSF data. The evaluator shall ensure that th
includes all protected data.

All user data and all Windows datae encrypted on the device[ST] section 63.2 Data at Rest
Protection describes encryption of the entire storage volume as protected by BitLocker full disk
encryption, this includes user data, Windows configuration (TSF) data, and all programs other than the
BitLocker programs needed to unlock the drive.

2.2.5.2 Guidance Assurance Activities

The evaluator shall review the AGD guidance to determine thadekeription of the configuratio
and use of the DAR protection does not require the user to perform any actions beyond confi
and providing the authentication credential.

[Mobile Guide]section 7 Managing Volume Encryption covers data at rest protection. An administrator
configures volume encryption either through an MD8dlution or as a local Windows 10 administrator.

A Windows 10 Mobile user may ahle and disable volume encryption as described in section 7.3.1
BitLocker and Device Encryptiodo not require the user to perform any actions beyond configuration
and providing the authentication credential.

The evaluator shall also review the AGD guidance to determine that the configuration dg
require the user to identify encryption on a{iée basis.

The encryption igonfiguredon the entire operation system volume or removable volumes. The
configuration does not require the user to identify encryption on-al@éasis.

2.2.5.3 Test Activities

Assurance Activity NoteThe following test ragjre the developer to provide access to a test platf
that provides the evaluator with tools that are typically not found on consumer Mobile [
products.

Test 1: The evaluator shall enable encryption according to the AGD guidance. The evaluato
create user data (nesystem) either by creating a file or by using an application. The evaluator
use a tool provided by the developer to verify that this data is encrypted when the product is |
off, in conjunction with Test 1 for FIA_UAU_EXT.

" As indicated in section 1.1.2 Mobile Device mamagat Solutions[Mobile Guide] does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supporte MDM policies.
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This activity was performed in conjunction with FIA_UAU_EXT.1.

2.2.6 Extended: Subset information flow control (FDP_IFC_EXTL

2.2.6.1 TSS Assurance Activity

The evaluator shall verify that the TSS section of the ST describes the routing of IRhraffgh
processes on the TSF when a VPN client is enabled. The evaluator shall ensure that the de
indicates which traffic does not go through the VPN and which traffic does and that a config
exists for each baseband protocol in which ohby traffic identified by the ST author as necessary
establishing the VPN connection (IKE traffic and perhaps HTTPS or DNS traffic) is not encap
by the VPN protocol (IPsec).

[ST] section 63.4 VPN Client describes the native Windows IPsec VPN client and identifies the
Windows Networking VPN APIs and device capabilities a developer could use to implement a VPN
client. The evaluation team used the native Windows 10 IPsé¢ afient in the evaluatior{ST] does

not claim IPsec in FTATC_EXT.1 and Microsoft has not yet evaluated the native VPN dligainst

the Protection Profile for IPsec Virtual Pvate Network (VPN) Clients

[ST] section 63. 4 descri bes routing I P traffic through
for routi ng | P34states that allaraffc is roted thtough the IBsec tunreapxhree

items as | isted (search fArouted through the 1| P:
an enabled VPN client, except as noted (search

The evaluator shall verify that the TSS section describes #ieyedices in the routing of IP traff
when using any supported baseband protocols (e.g. WiFi or, LTE).

[ST] section 63.4 VPN Client does not identify any differences in the routing oFWiThe IPsec VPN
is an eneto-end internetworking technology and so VPN sessions can be established over physical
network protocols such as wireless LAN (\Mvi) or local area network.

The evaluator shall verify that one (or more) of the following options is addressed |
documentation:

1 The description above indicates that if a VPN client is enabled, all configusatiore all
Data Plane traffic through the tunnel interface established by the VPN client.

1 The AGD guidance describes how the user and/or administrator can configure the TSF
meet this requirement.

1 The API documentation includes a security functiom élaws a VPN client to specify this
routing.

[Mobile Guide] Section8 is Managing VPN. Subsection 8.1T Ad mi ni st r descdbedtlsat Gu i
an MDM system may be used to administer VPN prafildse Windows IPsec VPN client can be
configured by the MDM IT administrator, when the device is enrolldte evaluated configuration
requires that all networltaffic other than traffic necessary to establish the VPN connection go through
the VPN tunnel. This is done by verifying that the VPN configuration pushed down by the MDM is
configured to ASend all traffic through the VPN
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[Mobile Guide] subgction 8.2 Windows 10provides a TechNet topic that describes how to create a
VPN connection The AddVpnConnection and S&tpnConnection topic cover cogfiration to
prevent split tunneling.

2.2.6.2 Guidance Assurance Activities

See TSS Assurance Activity Above

2.2.6.3 Test Activities

Test 1:If the ST author identifies any differences in the routing between WiFi and cellular prot
the evaluator shall repeat this test with a base station implementing one of the identified
protocols.

Step 1- The evaluator shall enable a WiFi miiguration as described in the AGD guidance
required by FTP_ITC_EXT.1). The evaluator shall use a packet sniffing tool between the v
access point and an Interredbnnected network. The evaluator shall turn on the sniffing tool
perform actims with the device such as navigating to websites, using provided application
accessing other Internet resources. The evaluator shall verify that the sniffing tool captures th
generated by these actions, turn off the sniffing tool, andthaveession data.

Step 2- The evaluator shall configure an IPsec VPN client that supports the routing specified
requirement, and if necessary, configure the device to perform the routing specified as desg
the AGD guidance. The evaluator shall turn on the sniffoad, establish the VPN connection, a
perform the same actions with the device as performed in the first step. The evaluator shall ve
the sniffing tool captures traffic generated by these actions, turn off the sniffing tool, and s
sessio data.

Step 3- The evaluator shall examine the traffic from both step one and step two to verify that a
Plane traffic is encapsulated by IPsec. The evaluator shall examine the Security Paramete
(SPI) value present in the encapsulated p#slcaptured in Step two from the TOE to the Gate
and shall verify this value is the same for all actions used to generate traffic through the VP
that it is expected that the SPI value for packets from the Gateway to the TOE is different 8fain
value for packets from the TOE to the Gateway. The evaluator shall be aware that IP traffic
cellular baseband outside of the IPsec tunnel may be emanating from the baseband proce
shall verify with the manufacturer that any identifiedffic is not emanating from the applicati
processor.

Step 4- The evaluator shall perform an ICMP echo from the TOE to the IP address of another
on the local wireless network and shall verify that no packets are sent using the sniffing to
evaluator shall attempt to send packets to the TOE outside the VPN tunnel (i.e. not through

gateway), including from the local wireless network, and shall verify that the TOE discards thel

The evaluator connected the TOE to an IPsec VPN andeeetraffic was encapsulated by IPsec when

connected to the VPN and traffic was plaintext when not connected to the TWeNvaluator also
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verified the SPValues were the same for all packets going to the TOE from the Gateway and from the
TOE to the Gatway. The evaluator configured the TOE to not allow traffic to or from outside the VPN
when connected to the VPN and verified that any attempt to bypass the VPN was denied by the TOE or
dropped by the TOE.

2.2.7 Extended: User Data Storage (FDP_STG_EXT.1)

2.2.7.1 TSS Asaurance Activity

The evaluator shall ensure the TSS describes the Trust Anchor Database implemented tha
certificates used to meet the requirements of this PP. This description shall contain infor
pertaining to how certificates are loaded into the store, and how the store is protecteq
unauthorized access (for example, unix permissions) in accoedarith the permissions establish
in FMT_SMF_EXT.1 and FMT_MOF_EXT.1.1.

[ST] section 63.3 Certificate Storage explains Windows stores trusted qextificates in certificates

stores, which serve as the Trust Anchor Database. The Trust Anchor Database consists of multiple
Trusted Root Certificate store§.he Trust Anchor Database consists of one Trusted Root Certificate
store for each user accouand a Trusted Root Certificate store for the computer account. Access to a
certificate store is managed by the discretionary access control policy in Windows such that only the
authorized administrator, i.e., the user or the local administrator, caor aglshove entries. Certificates

which are used by applications, for example, IPsec and TLS, are also placed in certificate stores for the
user. In addition to the standard certificate revocation processes, application certificates can be loaded
by eitherusing administrative tools such as certutil.exe, changes to the trusted root certificates can be
made using Certificate Trust Lists (https://msdn.microsoft.cof@n
us/library/windows/desktop/aa376545(v=vs.85).3spx

[ST] Section 6 Security Management describes the authorized adminisfrtatotion( s ear ch A T
AnchorDat abaseo 5.n Section 6.

Windows implements a more robust Trust Anchor Database and a more granular administrator role than
are described in the protection profile. FMT_SNHXT.1 specifiegwo capabilities related to the Trust
Anchor Database:

13. importX.509v3 certificates into the Trust Anchor Database
14.remove imported X.509v3 certificates ana@ll[[X.509v3 certificates]] in the Trust Anchor
Database,

FMT_SMF_EXT.1 capability 13 is offered to administrators and restrictecatiministrators. @pability

14 is restricted testandard userf®r Windows 10 and to administrators for enrolled Windows 10 Mobile
devices This division of capabilities is shown irable20 Mobile Device Management Capabilities. See
rowscontaining "TrusiAnchor Database".

In summary, only an administrator can add certificates to the Trust Anchor Database as follows:
o A user acting as administrator for the user's Trusted Root Certificate store
o A Device (Local) administrator for the computer accolmisted Root Certificate store, and
o An MDM Agent for any Trusted Root Certificate store.
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Thus, FMT_MOFEXT.11 (device userand FMT_MOF EXT.1.2 ((device) local administrator or the
MDM Agent) represent Windows behavior.

2.2.7.2 Guidance Assurance Activities

Nonedefined.

2.2.7.3 Test Activities

None defined.

2.2.8 Extended: Inter -TSF user data transfer protection (FDP_UPC_EXT.1)

2.2.8.1 TSS Assurance Activity

The evaluator shall verify that the APl documentation provided according to Section 6.2.1 ir
the securityfunctions (protection channel) described in these requirements, and verify that th
implemented to support this requirement include the appropriate settings/parameters so {
application can both provide and obtain the information needed to @ssutual identification of th
endpoints of the communication as required by this component.

[ST] section 63.5 SFR Mapping indicates Windows provides network transport for TUS,PS$,
Bluetooth BR/EDR, and Bluetooth LE.[ST] identifies the relevant APIs including HttpClient
(Appendix B and Windows.Devices.Bluetooffiable 18 Device Capabilitie$.

[ST] section 63 Trusted Path Channel identifies interface HttpClient for /HISPS. For
setting/parameter support, see the followirmnT theHttpClient documentation page.

1 HttpClient(IHttpFilter), IHttpFilter, Windows.Web.Http.Filters, and HttpBaseProtodelil
(client certificate, ignorable server certificate errors, server credential)

1 SendRequestAsync, HitpRequestMessage, Transportinform@gowver certificate, server
certificate errors, server certificate error severity, and server intermediate atsific
RequestUrand Uri

1 GetAsync(error E_ILLEGAL_METHOD_CALL) and Uri

[ST] section 6.3.1 Restricting Access to System Services identifiasee Bluetooth APIs:
Windows.Devices.Bletooth.GenericAttributeProfile (for LE)Windows.Devices.Bluetooth.Rfcomm
(for BR/EDR) and Windows.Devices.Bluetooth (for paired Bluetooth devides) setting/parameter
support, see:

1 Windows.Devices.Bluetooth.GenericAttributeProfigattCharacteristid?rotectionLevel
(GattProtectionLevel), an@haracteristicProperti€&SattCharacteristicProperties)

1 Windows.Devices.Bluetooth.RfcomnRfcommDeviceService, ProtectionLevel, and
SocketProtectionLevels well as Supporting Bluetooth Devices (XAML) and RFCOMM
Scenario: Send File as a Client(XAML)

The evaluator shall examine the TSS to determine that it describes that all protocols listed in
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‘ are specified and included in the requirements inShe

[ST] section5.1.2.6 Extended: IntefSF User Data Transfer Protectispecifiesthe protocols: TLS,
HTTPS, Bluetooth BR/EDR, and Bluetooth LE. Sectio.6.Restricting Access to System Services
descrbes the protocsiBluetooth BR/EDRand LE Section &.7.1.1TLS and EAP TLSlescribes the
TLS andHTTPS protocols.Also sseguidance sction2.2.8.2 belowor description.

2.2.8.2 Guidance Assurance Activities

The evaluator shall confirm that the operational guidance contains instructions necessa
configuring the protocol(s) selected for use g dpplications.

[ST] provides references to online documentation for HTTPS/TLS, Bluetooth BR/EDR, and Bluetooth
LE, which [Mobile Guide] supplementgST] section6.8 Trusted Path / Channaisferences HttpClient
documentationHttpClientprovides both http and https schemes to applicat{®abile Guide]section

5 Managing TLSidentifies an MDM solution as an option for configuring cipbaites. The section
provides linksfor Windows 10 orhow to configure the cipher suites for TLS and ERNES.

[ST] Table 18 Device Capabilities in section31 Restricting Access to System Services references
online documentation fowwindows.Devices.Bluetooth.GenericAttributeProfdad WindowsDevices
.BluetoothRfcomm Windows.Devices.Bluetooth.GenericAttributeProfiramespace APIs provide
applications with access to Bluetooth LE devices. Windows.Devices.Bluetooth.Rfcomm namespace
APIs provide support BR/IEDRMobile Guide] section 10 Managing Bluetootistates that Bluetooth
pairing uses a protected communication channel by default so there is no configuration necessary.

2.2.8.3 Test Activities

The evaluator shall verify that the APl documentation provided according to Section 6.2.1 in
the security functions (protection channel) described in these requirements, and verify that t
implemented to support this requirement include the apptgrsettings/parameters so that f{
application can both provide and obtain the information needed to assure mutual identificatior
endpoints of the communication as required by this component. The evaluator shall write,
developer shall prodie access to, an application that requests protected channel services by tf
The evaluator shall verify that the results from the protected channel match the expected
according to the APl documentation. This application may be used to asgesifying the protecte
channel assurance activities for the protocol requirements.

Test 1. The evaluators shall ensure that the application is able to initiate communications \
external IT entity using each protocol specified in the requirensstting up the connections
described in the operational guidance and ensuring that communication is successful.

Test 2: The evaluator shall ensure, for each communication channel with an authorized IT en
channel data are not sent ptaintext.

These activities were performed in conjunction with FCS TLS EXT.1l, FCS_TLS EXT.2,
FTP_ITC_EXT.1 and FDP_IFC_EXT.1.
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2.3 ldentification and Authentication (FIA)

2.3.1 Authentication failure handling (FIA_AFL_EXT.)

2.3.1.1 TSS Assurance Activity

The evaluator shalensure that the TSS describes that a value corresponding to the num
unsuccessful authentication attempts since the last successful authents&im for each user fc
each Password Authentication Factor interface.

[ST] section 64 Identification and Authentication describes how the Local Security Authority
component within Windows maintains a count of ttmsecutive failedogon attempts by security
principals from their last successful authenticatiors e ar ch ficount o f t he <coc
attemptso).

The evaluator shall ensure that this description also includes if and how this value is maintaare
the TOE is powered off. The evaluator shall ensure that if the value is not maintained, the inte
after another interface in the boot sequence for which the value is maintained.

[ST] section 64 Identification and Authenticatiorstates thatWindows persists the number of
consecutive failed logons on for the user and so rebooting the computer does not reset the failed logon
counter.

2.3.1.2 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance describes how the administrator configur
maximum number of unsuccessful authentication attempts.

An administrator configures the maximum number of unsuccessful authentication attempts either
through an MIM?8 solution or as a local Windows 10 administrator. Subsection 9.1 IT Administrator
Guidance describes the MDM policy. Subsection 9.2.1 Local Administrator Guidance provides links to
online documentation for a Windows 10 administratdubsection 9.3 UseGuidance provides a
reminder to the user that in the evaluated configuration Windows will wipe a device when the
authorization failure limit is exceeded without an option for recovery.

2.3.1.3 Test Activities

The evaluator shall perform the following testsdach available authentication factor interface:

Test 1: The evaluator shall configure according to the AGD guidance the device with a ma
number of unsuccessful authentication attempts. The evaluator shall enter the locked state ¢
incorrect paswords until the wipe occurs. The evaluator shall verify that the number of pas

8 As indicated in section 1.1.2 Mobile Device management Solutidahile Guide] does not include
specific steps for MDM solutions. Sectidnl.2 does include a reference to online information about
supported MDM policies.
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entries corresponds to the configured maximum and that the wipe is implemented.

For Windows 10 Mobile: The evaluator pushed a policy to the TOE that required a wipeaafteed
number of failed authentication attempts. When that number was met, the evaluator observed the TOE
rebooted and reinstalled from the factory image, thus wiping the device.

For Windows 10: The evaluator pushed a policy to the TOE that requirega after a fixed number
of failed authentication attempts. When that number was met, the evaluator observed the TOE rebooted
and reinstalled from the factory image, thus wiping the device.

After a failed authentication attempt, Windows displays the wgrnin

fi flyou keep entering the wrong password, you'll be locked out to help protect youlr @ata.
unl ock, youoll need a BitLocker recovery key

Please note there is no BitLocker recovery key when Windows 10 is in its evaluated configuration.
Consequently, when the maximum number of unsuccessful authentication attempts is reached, recovery
is not possible and the device is wiped.

Test 2: The evaluator shall repeat test one, but shall power off (by removing the battery, if p
the TOE beveen unsuccessful authentication attempts. The evaluator shall verify that th
number of password entries corresponds to the configured maximum and that the
implemented. Alternatively, if the number of authentication failures is not maadtéon the interface
under test, the evaluator shall verify that upon booting the TOE between unsuccessful authe
attempts another authentication factor interface is presented before the interface under test.

The evaluator performed this activity similar to Test 1, except reboots the TOE after 2 failed attempts.
The evaluator verified thattheOE6s aut henti cati on failure count
wiped at the expected threshold.

2.3.2 Bluetooth Au thorization and Authentication (FIA_BLT_EXT.}1

2.3.2.1 TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it contains a description of when user peg
Is required for Bluetooth pairing, and that this description mandates explicit ugkorézation via
manual input for all Bluetooth pairing, including application use of the Bluetooth trusted chann
situations where temporary (ndoonded) connections are formed.

[ST] section 64 | dent i fi cati on and Aut henticati on desc
implementation of Bluetootliollows the Bluetooth SIG Specification, including OBEX data transfer
RFCOMM, L2CAP, and OPP (object push profile). The OBEX specification, which Windows
implements, prevents any transfer of udata until both Bluetooth devices have pajnetich requires
authorization by the Windows usahen a Windows OS encounters an unpairedceevi does not
transfer any data to the unpaired devic&/hen paired to a Bluetooth devjc&/indows will reject

Page 93 of 181



connection attempts from other devices that purport to use the same Bluetooth address as the connecte
deviceo

[ST]section64. 3 SFR Mappi ng st aBluetsoth matyli antltbotivaion bebvgenm the e
Windows deviceandther e mot e devi ce prior to any data trans

The evaluator shall examine the APl documentation provided according to Section 6.2.1 an
that this APl documentation does not include any API for programmatic entering of p
i nformation (e.g. Pl Ns, numer i cbypass thangal useo inp
during pairing.

The capability lists in section 1 and Appendix Bthe relevant APIs which include enabling and
disabling. There are no APIs for programmatic entering of pairing information.

2.3.2.2 Guidance Assurance Activities

The evaluator shall examine the AGD guidance to verify that these user authorization screg
clearly identified and instructions are given for authorizing Bluetooth pairings.

[Mobile Guide] section 10 Managing Bluetootlprovides guidance for configuring Bluetooth via MDM

or as a Windows 10 local administrator. Subsection 10.1 IT Administrator Guidance provides links
example Microsoft configurations. Subsent 10.2.1 Local Administrator Guidancstates that
Bluetooth is enabled and disabled in the SettixgBevices-> Bluetooth user interface by setting the
radio button labeled Bluetooth to the On or Off st&ections 10.2.2 User Guidance and 10.3.1 User
Guidance provide instructions for Bluetooth pairing for Windows 10 and Windows 10 Mobile,
respectively.

If configuration is necessary to ensure the services provided before login are limited, the ev
shall determine that the operationgliidance provides sufficient instruction on limiting the allov
services.

[Mobile Guide] section D Managing Bluetoottrs t at es A No configuration i
Bl uetooth services provided before | ogin are |

2.3.2.3 Test Activities

The evaluator shall perform thelfowing test:
Test T The evaluator shall perform the following steps:

Step 1- Initiate pairing with the TOE from a remote Bluetooth device that requests naonntiae
middle protection, no bonding, and claims to have NolnputNoOutput-aysptit (10) cgability.
(Such a device will attempt to evoke behavior from the TOE that represents the minimal leve
interaction that the TOE supports during pairing.)

Step 2- Verify that the TOE does not permit any Bluetooth pairing without explicit auttionzaom
the user (e.g. the user must have to minin
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The evaluator paired the TOE with a device that requests namithemiddle protection, no bonding,
and claims to have NolnputNoOutpaoapability. The evaluator confirmed that the user must give
explicit authorization before pairing.

2.3.3 Bluetooth Authorization and Authentication (FIA_ BLT _EXT.1.2)

2.3.3.1 TSS Assurance Activity

None defined.

2.3.3.2 Guidance Assurance Activities

None defined.

2.3.3.3 Test Activities

The evaluator shall perform the following tests for each service protected according f
requirement:

Test 1:While the service is in active use by an application on the TOE, the evaluator shall atte
gain access to @h sérgce ¢frore the secbnd lid In dhe requirement) fro
remote device that does not have the required level of trust to use the service. The evalua
verify that the user is explicitly asked for authorization by the TOE to allow access tntloe $or
the particular remote device. The evaluator shall deny the authorization on the TOE and ver
the remote attempt to access the service fails due to lack of authorization.

Test 2: The evaluator shall repeat Test 1, allow the authorizataord verify that the remote devi
successfully accesses the service. (Note that this connection may involve pairing, if the U
remote device has not yet paired with the TOE.)

These activities are performed in conjunction with FIA_ BLT_EXT.1.1 dAdBLT_ EXT.2.1.

Test 3: If the TSF implementation differentiates between trusted and untrusted devices
determining if user authorization is required, repeat Test 1with a service that appears in the
list in the requirement (but not in the first list) and a device Heat the required level of trust to u
the service. The evaluator shall verify that the user is not prompted for explicit authorization @
connection to the service succeeds.

Test 4: If the TSF implementation differentiates between trusted and stetrudevices whe
determining if user authorization is required, repeat Test 1 with a service that appears in the 1
in the requirement and a device that has the required level of trust to use the service. The e
shall verify that the usesiexplicitly asked for authorization by the TOE to allow access to the s¢
for the particular remote device. The evaluator shall deny the authorization on the TOE anc
that the remote attempt to access the service fails due to lack of autloorizati

Test 5: If the TSF implementation differentiates between trusted and untrusted devices
determining if user authorization is required, repeat Test 2 with a service that appears in the 1
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in the requirement and a device that has the required leveustf to use the service. The evalua
shall verify that the remote device successfully accesses the service if the user explicitly
authorization.

N/A T These activities are not applicable to the TOE because the TOE does not differentiate between
trusted and untrusted devices when determining if user authorization is required.

2.3.4 Extended: Bluetooth Authentication (FIA_BLT _EXT.2)

This requirement was modified BYD0030: Separation of FIA_BLT_EXT.2
Elements. FIA_ BLT _EXT.2.2 is now FIA_ BLT_EXT.3

2.3.4.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes how data transfer of any type is prevents
the Bluetooth pairing is completed. The TSS shall specifically call out any supported RFCON
L2CAP data transfer mechanisms. The leator shall ensure that the description in the TS§
detailed enough so that the evaluator can determine that data transfers are only completed
Bluetooth devices are paired and mutually authenticated.

[ST] section 64 | dent i fi cati on and Aut henticati on desc
implementation of Bluetooth follows the Bluetooth SIG Specification, including OBEX data transfer
RFCOMM, L2CAP, and OPP (object push profile). The OBEX specification, which Wirsdo
implements, prevents any transfer of user data until both Bluetooth devices havewvgaicadequires
authorization by the Windows usaihen a Windows OS encounters an unpaired device, it does not
transferany data to the unpaired device. o

[ST] section 63.1 Restricting Access to System Services includes a description of the Bluetooth
RFCOMM capability. The description indicates Windoiwgplements RFCOMM in support d@asic
Rae/Extended Data Rate (BR/EDR) transport

[ST] Section 64.3 SFR Mapping state§, Wi ndows requires Bluetooth mi
the Windows device and the remote device prior to any data transfer over the Bluetooth connection
because all Bluetaoh pr of i |l es are disabled without an exp

2.3.4.2 Guidance Assurance Activities

None defined.

2.3.4.3 Test Activities

Test I The evaluator shall use a Bluetooth tool to attempt to access TOE files using the OBEX
Push service anderify that pairing and mutual authentication are required by the TOE bg
allowing access. (If the OBEX Object Push service is unsupported on the TOE, a different ser
transfers data over Bluetooth L2CAP and/or RFCOMM may be used in this test.)
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The evaluator attempted to send and receive files to and from the TOE using an external Bluetooth

device. The evaluator confirmed that the TOE requires mutual authentication in the form of a PIN before
any access is allowed.

2.3.5 Extended: Rejection of Duplica te Bluetooth Connections FIA BLT _EXT.3

This requirement was modified ByD0030: Separation of FIA_ BLT EXT.2
ElementsFIA BLT _EXT.3 was FIA_BLT_EXT.2.2

2.3.5.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes how Bluetootfections are maintained su
that two devices with the same Bluetooth device address are not simultaneously connected
that the initial connection is not superseded by any following connection attemptyalieta shall
ensure that thisdescription explicitly details the sequence of events that occurs when the

receives a new connection request from a device with which it has a current established B
connection.

When paired to a Bluetooth device, Windows will reject conneditempts from other devices that

purport to use the same Bluetooth address as the connected device. (Sdctdentfication and
Authentication)

2.3.5.2 Guidance Assurance Activities

None defined.

2.3.5.3 Test Activities

The evaluator shall perform the following test
Test 1 The evaluator shall perform the following steps:

Step 1- Make a Bluetooth connection between the TOE and a remote Bluetooth device with ag
known address (BD_ADDR1).

Step 2- Attempt a connection to the same TOE from a second remote Bluetooth device clai
have a Bluetooth device address matching BD_ADDRL1.

Step 3- Using a Bluetooth protocol analyzer, verify that the second connection attempt is ignd
the TOE andHat the initial connection to the device with BR_ADDR1 is unaffected.

Section 4 and other tables in the PP that list requirement components must be updated to re
new component.

The evaluator collected the Bluetooth address of an external device and paired it to the TOE. Using a
Bluetooth address spoofing tothe evaluator attempted to pair a second external device to the TOE
using the Bluetooth address of the device that eadly paired. The evaluator verified that this attempt

failed, and did not affect the initial connection.
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2.3.6 Port Access Entity Authentication  (FIA_PAE_EXT.1

2.3.6.1 TSS Assurance Activity

None defined.

2.3.6.2 Guidance Assurance Activities

None defined.

2.3.6.3 Test Activities

The evaluator shall perform the following tests:

Test 1: The evaluator shall demonstrate that the TOE has no access to the test networ
successfully authenticating with an authentication server through a wireless access syst
evalwator shall demonstrate that the TOE does have access to the test network.

This activity was performed in conjunction with FCS_TLSC_EXT.1.

Test 2:The evaluator shall demonstrate that the TOE has no access to the test network. The &
shall attempt to authenticate using an invalid client certificate, such that theTE&Pegotiation
fails. This should result in the TOE still being unable ¢oess the test network.

The evaluator configured the TOE with an expired client certificate for-BHA® The evaluator
attempted an EAHLS connection and verified that the TOE rejected the attempt since it did not have a
valid certificate.

Test 3:The ealuator shall demonstrate that the TOE has no access to the test network. The e
shall attempt to authenticate using an invalid authentication server certificate, such that thE_54
negotiation fails. This should result in the TOE still beinghla to access the test network.

The evaluator configured the authentication server with an expired TE&Pserver certificate. The
evaluator attempted an EAR.S connection and verified that the TOE rejected the attempt since the
server did not provide aalid certificate.

2.3.7 Extended: Password Management (FIA_PMG_EXT.1)

2.3.7.1 TSS Assurance Activity

None defined.
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2.3.7.2 Guidance Assurance Activities

The evaluator shall examine the operational guidance to determine that it provides guids
securityadministrators on the composition of strong passwords, and that it provides instructig
setting the minimum password length.

[Mobile Guide] section 1L Managing Passwordgrovides links to TechNet topicsthat describe
characteristics of strong passwords and best practices for password policy. An administrator configures
the minimum password length either through an MBlution or as a local Wiows 10 administrator.
Subsection 1..1.1 IT Administrator Guidance describes MDM policy. Subsection 11.1.2 provides a link

to online documentation for setting Windows 10 password policy as a local administrator.

2.3.7.3 Test Activities

The evaluator shall also perm the following tests. Note that one or more of these tests c
performed with a single test case.

Test 1:The evaluator shall compose passwords that either meet the requirements, or fail to n
requirements, in some way. For each passworel etraluator shall verify that the TOE supports
password. While the evaluator is not required (nor is it feasible) to test all possible composit
passwords, the evaluator shall ensure that all characters, rule characteristics, and a minimumn
listed in the requirement are supported, and justify the subset of those characters chosen for t¢

The evaluator composed various passwords to meet the requirement. These passwords encompassed tl
full array of characters that aselectable as well as varying password lengths.

2.3.8 Extended: Authentication Throttling (FIA_TRT_EXT.1)

2.3.8.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes the method by which authentication attempt
able to be automated.

The evaluator shall ensure that the TSS describes either how the TSF disables authenticg
external interfaces (other than the ordinary user interface) or how authentication attemp
delayed in order to slow automated entry and shall ensure thatd#desy totals at least 50
milliseconds over 10 attempts.

[ST] section 64 Identification and Authentication describes how Interactive logons are done on the

secure desktop, which does not allow other programs to run, and therefore prevents autonveted pass
guessing.

° As indicated in section 1.1.2 Mobile Device management Solutidtahile Guide] does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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[ST] section 64 Identification and Authentication describes how the Windows logon component
enforces a one second delay between every failed logon witncaeased delay after several
consecutive |l ogon failures (search Al nteracti ve
over the course of 10 failed logins, there will be an accumulated delay of at least 10 seconds, which
satisfies the mimhum delay of 500 milliseconds.

2.3.8.2 Guidance Assurance Activities

None defined.

2.3.8.3 Test Activities

None defined.

2.3.9 Protected Authentication Feedback  (FIA_UAU.7)

2.3.9.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes the means of obscuringwWw gastry.

[ST]section643SFR Mapping describes how during an int
Wi ndows echoes the users passwotodswirehofi*dhehas

2.3.9.2 Guidance Assurance Activities

The evaluator shall verify that any configtion of this requirement is addressed in the A
guidance and that the password is obscured by default.

[Mobile Guide] section11.2 Protecting Passwordsates Windows 10and Windows 10 Mobil&lo not
require any configuration to ensure the password is obscured by dstdngéctions 11.2.1 Windows 10
and 11.2.2 Windows 10 Mobile, respectively)

2.3.9.3 Test Activities

Test: The evaluator shall enter passwords on the device, including at least the Pa
Authentication Factor at lockscreen, and verify that the password is not displayed on the devic

From a locked state, the evaluator typed in a password to unlockQkeand verified it was not
displayed. No information regarding the password was displayed to the user.

2.3.10 Extended: Authentication for Cryptographic Operation (FIA_UAU_EXT.1)

2.3.10.1 TSS Assurance Activity

The evaluator shall verify that the TSS section of theeS@ritbes the process for decrypting proted
data and keys.
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[ST] section 64.1 Protecting User Data describes the process for deugyptiotected data. Section
6.2.4 Encrypting the Device with BitLocker includes details of BitLocker protection, including process
for decrypting protected data and kegections &.5 Key Storage and &6 Protecting Data with
DPAPI cover protecting key data through DPAPI.

The evaluatorshall ensure that this process requires the user to enter a Password Authent
Factor and, in accordance with FCS _CKM_EXT.3, derives a KEK which is used to prote
softwarebased secure key storage and (optionally) DEK(s) for sensitive datacardance with
FCS_STG_EXT.2.

[ST] section 64.1 Protecting User Data states the log@ssword is used to derive the DPAPI secret (a
KEK) which provides an additional layer of protection for certain user data, including Likgeise,
section 64.3 SFR Mapping states for FIA_UAU_EXT.1 thidie user must authenticate successfully
during interactive logon and prior to decryption of any user data stored on the device

2.3.10.2 Guidance Assurance Activities

None defined.

2.3.10.3 Test Activities

The following tests may be performed in conjunction with FDP_DAR_EXT.1 and FDP_DAR_E

Assurance Activity NoteThe following test require the developer to provide access to a test ple
that provides the evaluator with tools that areitgly not found on consumer Mobile Devi
products.

Test 1: The evaluator shall enable encryption of protected data and require user authent
according to the AGD guidance. The evaluator shall write, or the developer shall provide acg
an appication that includes a unique string treated as protected data.

The evaluator shall reboot the device, use a tool provided by developer to search for the uniqu
amongst the application data, and verify that the unique string cannot be found.aliet@vshall
enter the Password Authentication Factor to access full device functionality, use a tool prov
the developer to access the unique string amongst the application data, and verify that the
string can be found.

Test 2: [conditiona] The evaluator shall require user authentication according to the AGD guid
The evaluator shall store a key in the softwhased secure key storage.

The evaluator shall lock the device, use a tool provided by developer to access the key am
stored data, and verify that the key cannot be retrieved or accessed. The evaluator shall e
Password Authentication Factor to access full device functionality, use a tool provided by de
to access the key, and verify that the key can bevettier accessed.

Test 3: [conditional] The evaluator shall enable encryption of sensitive data and require
authentication according to the AGD guidance. The evaluator shall write, or the develope
provide access to, an application that includesnique string treated as sensitive data.

The evaluator shall lock the device, use a tool provided by developer to attempt to access th
string amongst the application data, and verify that the unique string cannot be found. The e
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shall erter the Password Authentication Factor to access full device functionality, use a tool pr
by developer to access the unique string amongst the application data, and verify that the
string can be retrieved.

The evaluator enabled devieacryption on the TOE and used an application to create a unique string.
The evaluator used a tool to view the raw contents of the encrypted drive and verified that a query to
find the string did not return a result. The evaluator then authenticatedehands searched for the

unigue string and succeeded.

2.3.11 Extended: Timing of Authentication (FIA_UAU_EXT.2

23111 TSS Assurance Activity

The evaluator shall verify that the TSS describes the actions allowed by unauthorized use
locked state.

[ST] section 64.3 SFR Mapping describes the only actions that an unauthorized user can take when a
Windows device is locked is to bring up the authentication dialog or turn the deviéeWwfhdows10
Mobile device can place an emergency call or take a praggbhgr

2.3.11.2 Guidance Assurance Activities

None defined.

2.3.11.3 Test Activities

The evaluator shall verify that the TSS describes the actions allowed by unauthorized use
locked state. The evaluator shall attempt to perform some actions not listed in theselbde the
device is in the locked state and verify that those actions do not succeed.

The evaluator verified that the TGQdnly allowed actions listed in the ST before authenticatinbhis
test was performed in conjunction with FIA_UABXT.3.

2.3.12 Extended: Re -Authentication (FIA_UAU_EXT.3

2.3.12.1 TSS Assurance Activity

None defined.

2.3.12.2 Guidance Assurance Activities

None defined.

2.3.12.3 Test Activities

Test T The evaluator shall configure the TSF to use the Password Authentication Factor accoﬂ
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the AGD guidnce. The evaluator shall change Password Authentication Factor according
AGD guidance and verify that the TSF requires the entry of the Password Authentication
before allowing the factor to be changed.

Test 2:The evaluator shall configute TSF to transition to the locked state after a time of inact
(FMT_SMF_EXT.1) according to the AGD guidance. The evaluator shall wait until the TSF loc
then verify that the TSF requires the entry of the Password Authentication Factor befsigdning
to the unlocked state.

Test 3: The evaluator shall configure usanitiated locking according to the AGD guidance. T
evaluator shall lock the TSF and then verify that the TSF requires the entry of the Pa
Authentication Factor beforednsitioning to the unlocked state.

The evaluator changed the TOEOGs pas s mibatedlock)lor a
and set an inactivity timeout for the TOE to initiate a lock when it is met. The evaluator observed that
the passwordvas required before changing it, and after each instance of the device locking password
authentication was required.

2.3.13 Extended: Validation of certificates (FIA_X509 EXT.1)

2.3.13.1 TSS Assurance Activity

The evaluator shall ensure the TSS describes wherehbek of validity of the certificates tak
place. The evaluator ensures the TSS also provides a description of the certificate path vé
algorithm.

[ST] section 64.2 X.509Certificate Validation indicates each component that uses X.509 is responsible
for certificate validation with a common subcomponent performing the validation. The section describes
the certification path validation algorithm by reference to RFC 5280.

Seealso sectior?.2.6 abovend[ST] section 6.3.4 VPN Client regarding TOE support of IPsec.

2.3.13.1 Guidance Assurance Activities

None defined.

2.3.13.2 Test Activities

The tests described must be performed in conjunction with the other Certificate Services asg
activities, including the use caseas FIA X509 EXT.2.1 and FIA X509 EXT.3. The tests fol
extendedKeyUsage rules are performed in conjunction with the uses that require those ru
evaluator shall create a chain of at least four certificates: the node certificate to be teste
Intermediate CAs, and the ssifjned Root CA.

Test 1:The evaluator shall then load a certificate or certificates to the Trust Anchor Database I
to validate the certificate to be used in the function (e.g. application validation, trusted channg
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or trusted software update), and demonstrate that the function succeeds. The evaluator th
delete one of the certificates, and show that the function fails.

Test 2: The evaluator shall demonstrate that validating an expired certificate resutte ifunction
failing.

Test 3:The evaluator shall test that the TOE can properly handle revoked certificaaaditional on
whether CRL or OCSP is selected; if both are selected, then a test shall be performed f
method. The evaluator shall test revocation of the node cetéifanad revocation of the intermedie
CA certificate (i.e. the intermediate CA certificate should be revoked by the root CA). For the
the WLAN use case, only pstored CRLs are used. The evaluator shall ensure that a valid certi
iIs used, andthat the validation function succeeds. The evaluator then attempts the test
certificate that has been revoked (for each method chosen in the selection) to ensure W
certificate is no longer valid that the validation function fails.

Test 4:The evaluator shall construct a certificate path, such that the certificate of the CA issu
TOEGs certificate does not contain the ba
path fails.

Test 5:The evaluator shall construct a céitate path, such that the certificate of the CA issuing
TOEGs <certificate has the c¢cA flag in the
certificate path fails.

Test 6:The evaluator shall construct a certificate path, such that#rgficate of the CA issuing th
TOEGs certificate has the cA flag in the K
certificate path succeeds.

Test 7:The evaluator shall modify any byte in the first eight bytes of the certificdtdeamnonstrate
that the certificate fails to validate. (The certificate will fail to parse correctly.)

Test 8:The evaluator shall modify any byte in the last byte of the certificate and demonstrate |
certificate fails to validate. (The signature the certificate will not validate.)

Test 9:The evaluator shall modify any byte in the public key of the certificate and demonstrz
the certificate fails to validate. (The signature on the certificate will not validate.)

The developer provided austom test app, named x509 Certificate Validation CC Test App, to test these
activities. The app runs through a series of tests that test validates a certificate with a good chain, does
not validate a certificate with a certificate missing from the chdoges not validate an expired
certificate, does not validate a revoked certificate via OCSP and CRL, does not validate a CA certificate
that does not contain the basicConstraints extension or does not have the basicConstraints extension se
and validates &A certificate with the basicConstraints extension to TRU&e app also modifies the
specified bytes in a certificate and the certificate does not validate.

2.3.14 Extended: X509 certificate authentication (FIA_X509 EXT.2)

2.3.14.1 TSS Assurance Activity

The evaluator shall check the TSS to ensure that it describes how the TOE chooses which c¢
to use, and any necessary instructions in the administrative guidance for configuring the op
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‘ environment so that the TOE can use the certificates.

[ST] section 64.2 describes how each component that uses X.509 certificates will have a repository for
public certificates and will select a certificate based on criteria suchntty @ame for the
communication partner, any extended key usage constraints, and cryptographic algorithms associated
with the certificate.

[Mobile Guide] Section 13 Managing Certificates provides links to online pages describing configuring
the operating environment so that the TOE can use the certificates including importing X.509v3
certificates into the Trust Anchor Database.

The evaluator shall examirtbe TSS to confirm that it describes the behavior of the TOE wik
connection cannot be established during the validity check of a certificate used in establi
trusted channel.

[ST] section 64.2 X.509 Certificate Validatiorand Generatiortovers communication failure during
certificate validatiorfor IPsecand TL$ sear ch dAi f Wi ndows is not abl e
a cer t The TSFadtiian®aye:

1 Allow the administrator to choose whether to accept the certificate in these cases: HTTPS web
browsing

Allow the user to choose whether to accept the certificate in these cases: HTTPS web browsing
Not accept the certificate: TLS trusted channel, update Windgwdsite mobile applications,

and integrity verification

1
1

For web browsing, a user chooses to accept certificates on-bycaase basis. The user may be acting
as an administrator or standard user

2.3.14.2 Guidance Assurance Activities

The evaluator shallverify that any distinctions between trusted channels are described.
requirement that the administrator is able to specify the default action, then the evaluator shall
that the operational guidance contains instructions on how this configarattion is performed.

[Mobile Guide] section 13 Managing Certificates coverssted channel policySubsection 13.1 IT
Administrator Guidance describsstting WiFi, VPN, and certificate profilessing an MDM as well as
providing links to online guidance. Section 13.2 Windows 10 provides the same information for
Windows 10 local administrators.

FIA X509 EXT.2.2 specifieswo userbehaviors when the TOE cannot establish a connection for
revocation checkingThe TOEeitherprevents the connection (EAR.S and IPsec) goresents the user
with an option to accept the certificaf€LS/HTTPSfor web browsing [Mobile Guide] secton 13
covers these behaviors for Windows a0d Windows 1OMobile. Subgction 131 IT Administrator
Guidancedescribeghe first behaviofor MDM managementSubsection 13.2.2 Local Administrator
Guidance describes local Windows 10 managemensestibn 13.3 User Guidanceovers the second
behavior. In a browsing scenario, Windows presents the user with the option to accept the certificate.

2.3.14.3 Test Activities

The evaluator shall perform the following test for each trusted channel:
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Test: The evalator shall demonstrate that using a valid certificate that requires certificate valid
checking to be performed in at least some part by communicating with-&@©BnAT entity. The
evaluator shall then manipulate the environment so that the TOE Beuttaverify the validity of th
certificate, and observe that the action selected in FIA_X509 EXT.2.2 is performed. If the {
action is administratoconfigurable, then the evaluator shall follow the operational guidanc
determine that all suppted administratorconfigurable options behave in their documented manr

The activity is performed in conjunction with FIA_X509_ EXT.1.
2.3.15 Extended: X509 certificate authentication (FIA_ X509 EXT.2.3)

2.3.15.1 TSS Assurance Activity

None defined.

2.3.15.2 Guidance Assurance Activities

None defined.

2.3.15.3 Test Activities

None defined.

2.3.16 Extended: X509 certificate authentication (FIA_X509 EXT.2.4)

2.3.16.1 TSS Assurance Activity

If the ST author selects "devispecific information”, the evaluator shall verify that the T88tains
a description of the deviespecific fields used in certificate requests.

When Windows needs to generate a certificate enrollment request it will include a distinguished name,
information about the cryptographic algorithms used for the requestceatification extensions, and

information about the client requesting the certificate. (Sectidr2 &.509 Certificate Validation and
Generation)

2.3.16.2 Guidance Assurance Activities

The evaluator shall check to ensure that the operational guidance comtsingtions on generatin
a Certificate Request Message. If the ST author selects "Common Name", "Organij
"Organizational Unit", or "Country", the evaluator shall ensure that this guidance incl
instructions for establishing these fields beforeating the certificate request message.

[Mobile Guide] section 132.4 Custom Certificate Requestgscribes how certificate requests with
specific fieldssuch as "Common Name", "Organization”, "Organizational Unit", and/or "Country" can
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be generated by apps using the Certificates.CertificateEnrollmentManager.CreateRequestAsync API.
The section provides &nk to the documentation for the APMDM systemsperform certificate
enrollment as described in subsection 13.1 IT Administrator Guidance.

2.3.16.3 Test Activities

The evaluator shall also perform the following tests:

Test 1: The evaluator shall use the operational guidance to cause the TOE to generate a ce
request message. The evaluator shall capture the generated message and ensure that it conf
the format specified. The evaluator shall confirm that thefmate request provides the public k
and other required information, including any necessary-ugaut information.

The evaluator requested a certificate from the TOE and noted the required information and public key.
The evaluator signed the certdie request and imported it onto the TOE. The evaluator verified that the
fields and public key in the certificate matched the ones specified in the request.

Test 2:The evaluator shall demonstrate that validating a certificate response message withbdt
certification path results in the function failing. The evaluator shall then load a certifica
certificates as trusted CAs needed to validate the certificate response message, and demong
the function succeeds. The evaluator shall theletd one of the certificates, and show that
function fails.

This activity is performed in conjunction with FIA_X509_ EXT.1.

2.3.17 Extended: Request Validation of certificates (FIA_X509_ EXT.3)

2.3.17.1 TSS Assurance Activity

The evaluator shall verify that the APbclimentation provided according to Section 6.2.1 inclu
the security function (certificate validation) described in this requirement. This documentatio
be clear as to which results indicate success and failure.

[ST] section 64.2 X.509 Certificate Validation and Generation identifies interfaces
Certificate.BuildChainAsync to construct a certificate chain and CertificateChain.Vaiidatdidate a
chain. The API checks are:

1. Certificate.BuildChainAsync
a. API contract Windows.Foundation.UniversalApiContract
b. Success/failure results: always succeeds
2. CertificateChain.Validate
a. API contract Windows.Foundation.UniversalApiContract
b. Success/faure results: ChainValidationResult identifies success and reasons for failures
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[ST] section 10 Appendix B: Interfacesd Binarieexplicitly states the applicalii of the interfaces:
AThi s s ectWnwversaliWimdows Platfosmt (UVFA Pl s used during test.i

2.3.17.2 Guidance Assurance Activities

None defined.

2.3.17.3 Test Activities

The evaluator shall write, or the developer shall provide access to, an application that re
certificate validation by the TSF. The evaluator shall verify that the results from the validation
the expected results according to the APl documemtafihis application may be used to verify t
import, removal, modification, and validation are performed correctly according to the tests re
by FDP_STG_EXT.1, FDP_ITC_EXT.1, FMT_SMF_EXT.1.1, and FIA X509 EXT.1.

This activity is performed igonjunction with FIA_X509 EXT.1.

2.4 Security Management (FMT)
2.4.1 Extended: Management of Security Functions Behavior (FMT_MOF_EXT.1.2

2.4.1.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes those management functions which may
performedby the user and confirm that the TSS does not include an Administrator API for
these management functions. This activity will be performed in conjunction with FMT_SMF_E>

[ST] Table 9 Management Functions identifies the management functions implemented by the TOE.
Functions that the TOE does not implement are struck out. TAbMobile Device Management
Capabilities in Section 6.SecurityManagement identifies FMT_SMF_EXT.1 management functions
that can b performed by a device user, device administrator (local administrator), and MDM agent.

In Table 20, a checkmark means that both Windows 10 and Windows 10 Mobile implement the security
function for the particular role. The table also indicates where Windows 10 and Windows 10 Mobile
have different behavior, namely, functions 19, 20, 22, 24, 25and 30. Functions 24 and 30 are
available on Windows 10 only.

Section 6.5 explainthat Windows does not allow a device user to modify a policy or configuration set
by an administrator (which applies to functions 8, 11, 12, 20, 28®R&5,and40).

2.4.1.2 Guidance Assurance Activities

None defined.

2.4.1.3 Test Activities

None defined.
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2.4.2 Extended: Management of Security Functions Behavior (FMT_MOF_EXT.1.2)

2.4.2.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes those management functions which
performed by the Administrator, to include how the user is preventedaftoessing, performing, ¢
relaxing the function (if applicable), and how applications/APIs are prevented from modifyir
Administrator configuration.

[ST] section 65 Security Management preseniable 20 Mobile Device Management Capabilities
identifying which FMT_SMEEXT.1 management functions can be performed bya@ministrator
(local administratoror MDM agen} and administratosrestricted for enrolled devices Section 6
explains Windowsdoes not allow a device user to modify a policy or configuration set by an
administrator (which applies to functions 8, 11, 12, 20, 26a2840).

The TSS also describes anydtionality that is affected by administratoonfigured policy and how
This activity will be performed in conjunction with FMT_SMF_EXT.1.

Section 6.5 explains Windows does not allow a device user to modify a policy or configuration set by an
administraor (which applies to functions 8, 11, 12, 20, 26,&8]40).

2.4.2.2 Guidance Assurance Activities

None defined.

2.4.2.3 Test Activities

Test 1:The evaluator shall use the test environment to deploy policies to Mobile Devices.

Test 2 The evaluator shall create policies which collectively include all management functions
are controlled by the (enterprise) administrator and cannot be overridden/relaxed by the U
defined in FMT_MOF_EXT.1.1. The evaluator shall apply theseipslto devices, attempt
override/relax each setting both as the user (if a setting is available) and as an application (if
Is available), and ensure that the TSF does not permit it. Note that the user may still apply
restrictive policy han that of the administrator.

Test 3: Additional testing of functions provided to the administrator are performed in conjur
with the testing activities for FMT_SMF_EXT.1.1.

This activity is performed in conjunction with FMT_SMF_EXT.1. The evaluatmfigured and tested
each management function as specified in the ST.

Page 109 of 181



2.4.3 Extended: Specification of Management Functions (FMT_SMF_EXT.1)

2.4.3.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes all management functions, what role(sjaram
each function, and how these functions are (or can be) restricted to the roles identif

FMT_MOF_EXT.1.

This activity is performed in conjunction witftMT_MOF_EXT.1.1. Seeaectiors 2.4.1.1 aboveand
2.4.2.1 above

The following activities are organized according to the function numbéieitable. These activitie
include TSS assurance activities, AGD assurance activities, and test activities.

Test activities specified below shall take place in the test environment described in the As
Activity for FPT_TUD_EXT.1.1,FPT_TUD_EXT.1.2, and FPT_TUD_EXT.1.3. The evaluator s
consult the AGD guidance to perform each of the specified tests, iterating each test as neg
both the user and administrator may perform the function. The evaluator shall verify that th
guidance describes how to perform each management function, including any configuration
For each specified management function tested, the evaluator shall confirm that the un
mechanism exhibits the configured setting.

2.4.3.2 Function 1 TSS Ass urance Activity

The evaluator shall verify the TSS defines the allowable policy options: the range of values
password length and lifetime, and a description of complexity to include character set and cor
policies (e.g., configuration and femcement of number of uppercase, lowercase, and sp

charaders per password).

Function 1: Configure Password Policy

[ST] section 64.3 SFR Mappingstates Windows devices supplajon passwords at leakt characters
in length up to 127 characters.

[ST] section 64.3 states logon passwords can be composed from uppercase characters, lowercase

characters, digits, and special characters.

[ST] section 66 Security Managemerstates that the complexity requirements include English upper
and lowercase characters from 4 base 10 digits, nealphabetic characters, from three of these four

categories; and the password lifetime can range from 1 to 999 days.

2.4.3.3 Function 1 Guidance A ssurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describbow to perform each management function, including
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.
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Function 1: Configure Password Policy

[Mobile Guide] section 1L Managing Passwordgrovides links to TechNet topicsthat describe
characteristics of strong passwords and best practicgm$sivord policy. An administrator configures
the minimum password length either through an MPMolution or as a local Windows 10
administratorSubsection 1..1.1 IT Administrator Guidance describes MDM policy. Subsection 11.1.2
provides a link to online @atumentation for setting Windows 10 password policy as a local
administrator.

2.4.3.4 Function 1 Test Activities

Test 1:The evaluator shall exercise the TSF configuration as the administrator and perform p
and negative tests, with at least two valuesaetdch variable setting, for each of the following:

O minimum password | ength
O mMminimum password complexity
0O maxi mum password | ifeti me

Function 1: Configure Password Policy

The evaluator configured the TOE to accept a specified password lengtbraptkxity. The evaluator

tested a combination of passwords that either met or failed to meet the setting. The evaluator confirmed
that the TOE only accepted the passwords that met the setting. The evaluator also configured the
password lifetime and obsed that when the lifetime was met, the user was forced to change the
password.

2.4.3.5 Function 2 TSS Assurance Activity

The evaluator shall verify the TSS defines the range of values for both timeout period and nu
authentication failures.

Function 2:Configure Session Locking Policy
[ST] section 67 TOE Accesslescribes the session timeout function.

[ST] section 64 Identification and Authenticatiomndentifies the range of values for the number of
consecutive failed logon attempts as from 0 (never lockout the account) to 999.

The timeout can range from 1 minute to 9999 minutes with a default valileroinutes.

2.4.3.6 Function 2 Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat

10 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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verify that the AGD guidance describes howptwform each management function, including
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 2:Configure Session Locking Policy

[Mobile Guide] section 16 Locking a Device includes instructions for configuring session locking
policy. For Windows 10, section 16.1.1 Local Administrataridance covers setting policies for all
users. Section 16.1.2 User Guidance covers configwengen lock timeout. Similarly, section 16.2.1
User Guidance covers screen lock timeout for a Windows 10 Mobile user.

2.4.3.7 Function 2 Test Activities

Test 2. Theevaluator shall exercise the TSF configuration as the user and the administratg
evaluator shall perform positive and negative tests, with at least two values set for each \
setting, for each of the following.

s c-lock enabled/disabled
creen lock timeout
O number of authentication failures ( ma

O¢ O«

Function 2: Configure Session Locking Policy
This activity was performed in conjunction wihA UAU_EXT.3.

2.4.3.8 Function 3 TSS Assurance Activity

None defined.

Function 3: Enable/Disable the VPN Protection

2.4.3.9 Function 3 Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both thger and administrator may perform the function. The evaluator
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified management function tested, the evaluator shvaf toat
the underlying mechanism exhibits the configured setting.

Function 3: Enable/Disable the VPN Protection

[Mobile Guide] section8 Managing VPNcovers configuring VPNbothby anMDM ! system(section
8.1 IT Administrator Guidanceand by a local Windows 10 administrator (section 8.2.1 Local

11 As indicated in section 1.1.2 MdeiDevice management Solutiofiobile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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Administrator Guidance) Evaluation of VPN suppois as described in secti@?2.6 Extended: Subset
information flow controFDP_IFC_EXT.} and[ST] section 6.3.4 VPN Client.

2.4.3.10 Function 3 Test Activities

Test 3:The evaluator shall perform the following tests:

Test 3a:The evaluator shall exercise the TSF configuration to enable the VPN protethiese
configuration actions must be used for the testing of the FDP_IFC.1.1 requirement.

Test 3b: [conditional]l f “Aper basi so is selected, the e
enable one to use the VPN and the other to not use the VRNevHiuator shall exercise ea
application (attempting to access network resources; for example by browsing different wg
individually while capturing packets from the TOE. The evaluator shall verify from the packet ¢
that the traffic from th&PN-enabled application is encapsulated in IPsec and that the traffic fror
VPN-disabled application is not encapsulated in IPsec.

Function 3: Enable/Disable the VPN Protection
This activity was performed in conjunction wibP_IFC_EXT.1.

2.4.3.11 Function 4 TSS Assurance Activity

The evaluator shall verify that the TSS includes a description of each radio and an indication
radio can be enabled/disabled along with what role can do so.

Function 4: Enable/Disable [GPS, AW, Bluetooth, mobile broadband]

[ST] section 1.1Security Target, TOE, and Common Critgf@C) Identificationdescribes the radios as
follows: the WiFi radio is conformant té¢EEE 802.11, 3G/4G Mobile Broadband (GSWCDMA,
and LTE protocol supportandBluetooth 41.

[ST] Table 20 Mobile Device Management Capabilities Section 6 Security Managemenhdicates
that the radios cabeenablel/disablel by device administrator and MDM agentumia devices used in
this evaluatiorhavea GPS radio which provides location servicé&sablingdisabling the broadband
connection can only be done by the local user and not the nuviee manageiSurface Pro 4 does
not have a GPS radio.

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft
uses footnotes to identify small differences in device capability or evaluauicence. For
FMT_SMF_EXT.1 Function 4, a footnote indicates only the Microsoft Lumia devices have GPS radios.

In addition the evaluator shall verify that the frequency ranges at which each radio opers:
included in the TSS.

[ST] section 6.6.1.1.2 Frequency Ranges provides the required frequency information.

2.4.3.12 Function 4 Guidance Assurance Activities

The evaluator shall confirm that the AGD guidance describes how to perforrmaée/felisable
function.
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Function 4:Enable/Disable [GPS, ki, Bluetooth, mobile broadband]

[Mobile Guide]section D Managing Bluetootlprovidesinstructions for configuring Bluetootlhoth by
an MDM system(section 10.1 IT Administrator Guidance) arfy a localWindows 10administrator
(section 10.2.1 Local Administrator Guidance)

[Mobile Guide] section 2 Managing Location Services (GPS) covers enabling/disabling B&Bby
an MDM 1?2 system(section 2.1 IT Administrator Guidance) araly a localWindows 10administrator
(section 2.2.1 Local Administrator Guidance)

[Mobile Guide] section B Managing WiFi covers enabling/disabling Wi both by anMDM system
(section 3.1 IT Administrator Guidance) andy a localWindows l10administrator(section 3.2.1
Local Administrator Guidance)

[Mobile Guide] section B Managing Mobile Broadbangrovides a link to user guidance for
enabling/disabling mobile broadbafsction 3.1 User Guidance)

2.4.3.13 Function 4 Test Activities

Test 4: The evaluator shall exercise the TSF configuration as both the user and adronisir
enable and disable the state of each radio (e.gFMW&GPS, cellular, NFC, Bluetooth) listed by the
author. Additionally, the evaluator shall repeat the steps below, booting into any auxiliary boo
supported by the device. For each radlee evaluator shall:

Step 1- Configure spectrum analyzer to sweep desired frequency range for the radic
tested (based on range provided in the TSS) and place the handset into a Ramsey Box
RF-shielding environment) to isolate them fromatlier RF traffic.

Step 2- The evaluator shall create a baseline of the expected behaviour of RF signa
spike of RF activity for the uplink channel for the specific radio frequency band is obse
is deemed that the radio are enabled. The etalushall power on the device, ensure
radio in question is enabl ed, power o
analyzer and power on the device. The evaluator shall observe if any RF spikes are
The evaluator shall enter any nesasy passwords to complete the boot process, waliti
minutes and resetting the spectrum analyzer between each step.

Step 3- The evaluator shall disable the radio in question and complete the above tes
times per radio. The evaluator shall vertfye absence of RF activity for the uplink chan
during device reboot and casual usage.

Function 4: Enable/Disable [GPS, AW, Bluetooth, mobile broadband]

12 As indicated in section 1.1.2 Mobile Degi management Solutiori$/obile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online informatibn abou
supported MDM policies.
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The evaluator performed a spectrum analysis on the TOE with each radio enaldéshbledl inside a
Faraday Bag. The evaluator set a baseline of the spectrum analysis with nothing in the Faraday Bag anc
compared the result to the capture with the disabled radios. The evaluator confirmed that there were no
unexpected spikes in the spectr analysis when the radios were disabled.

2.4.3.14 Function 5 TSS Assurance Activity

The evaluator shall verify that the TSS includes a description of each collection device
indication of if it can be enabled/disabled along with what role can do so.

Function 5: Enable/Disable: camera, microphone

[ST] section 63.1 Restricting Access to System Servidescribes the Microphone and the WebCam
capability which provides the camera

[ST] Table 20 Mobile Device Management Capabilities Section 6 Security Managemenhdicates
that the camera and microphone can be enabled/disabled acrdssitieeby users and administrators.

2.4.3.15 Function 5 Guidance Assurance Activities

The evaluator shall confirm that the AGD guidance describes how to perform the enable
function.

Function 5: Enable/Disalileamera, microphone

[Mobile Guide] section 19 Managing Collection Devicedescribs how to enable/disable the camera
and microphongbothby anMDM 3 system(section 21.1 IT Administrator) army a localWindows 10
adminidrator (section19.2.1 Local Administrator Guidance)

2.4.3.16 Function 5 Test Activities

Test 5:The evaluator shall perform the following test(s):

Test 5a The evaluator shall exercise the TSF configuration as both the user and administr
enable anddisable the state of each audio or visual collection devices (e.g. camera, micro
listed by the ST author. For each collection device, the evaluator shall disable the device a
attempt to use its functionality. The evaluator shall reboot the di@Everify that disabled collectig
devices may not be used during or early in the boot process. Additionally, the evaluator shall |
device into each available auxiliary boot mode and verify that the collection device cannot be U

Test 5b: [comlitional] | f “Aper basi so is selected, the e
enable one to use access the A/V device and the other to not access the A/V device. The

13 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutins. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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shall exercise each application attempting to access the A/V dedisedually. The evaluator sha
verify that the enabled application is able to access the A/V device and the disabled applicatic
able to access the A/V device.

Function 5: Enable/Disable: camera, microphone

The evaluator disabled both tbamera and microphone on the TOE. The evaluator then attempted to
use the camera and microphone through their default apps and verified that TOE denied access. The
evaluator confirmed that the TOE allowed access to the camera and microphone via thenaghgwhe

were enabled.

2.4.3.17 Function 6 TSS Assurance Activity

None defined.

Function 6: Specify wireless networks (SSIDs) to which the TSF may connect

2.4.3.18 Function 6 Guidance Assurance Activities

The evaluator shall specify the wireless network and wireless nesetinkgs according to the AG
guidance both as an administrator and as a user.

Function 6: Specify wireless networks (SSIDs) to which the TSF may connect

[Mobile Guide]section23 ManagingWi-Fi describes how to manage \Wi usingan MDM 4 system
(section23.1 IT Administrator)

2.4.3.19 Function 6 Test Activities

The evaluator shall create a tesnvironment consisting of a wireless access system an
authentication server for the purpose of tests associated with functions 6 and 7.

Test 6: The evaluator shall specify the wireless network and wireless network settings accor
the AGD guidane both as an administrator and as a user. The evaluator shall specify a val
each management function according to the configuration of the test network. Minimal
evaluator shall construct 2 SSIDs, one corresponding to a WPA2 Enterprise nashaykEARPTLS
and one corresponding to a disallowed SSID. The evaluator shall verify that the TSF can est
connection to the allowed SSID, but not to the disallowed SSID.

Function 6: Specify wireless networks (SSIDs) to which the TSF may connect
This activity was performed in conjunction with FCS_TLSC_EXT.1.

14 As indicated in section 1.1.2 Mobile Device management SolutiMehile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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2.4.3.20 Function 7 TSS Assurance Activity

The evaluator shall verify the TSS describes the configuration and enforcement of the
credential options used in validation of the WL&Nhentication server.

Function 7: Configure the security policy for each wireless netwarlo, c, d)

Section 63.3 Certificate Storagdescribes how certificates are stored and configured. The Trust Anchor
Database contains a list of trusted root Certificate Authority certificAtsess to a certificate store is
managed by the discretionary access control policy in Windows such nhattree authorized
administrator, i.e., the user or the local administrator, can add or remove entries. Certificates which are
used by applications, for example, IPsec and TLS, are also placed in certificate stores for the user.
Changes to the trustedatcertificates can be made using Certificate Trust Lists.

Section 6 notes the configuration data for the i settings can be set by the MDM. The policy is
enforced when the computer connects to theFiWietwork.

2.4.3.21 Function 7 Guidance Assurance Activities

The evaluator shall review the administrative guidance to determine that it describes how to cq
the security type, protocol, and client credentials for each of the credential options describec
TSS.

Function 7:Configure the security policy for each wireless netwéakb, c, d)

[Mobile Guide] section4 Managing EAPTLS describes configuration of sarity policy for wireless
networks both by anMDM*° system(section 4.1 IT Administrator Guidance) aby a localWindows
10 administrator(section 4.2.1 Local Administrator Guidance).

2.4.3.22 Function 7 Test Activities

The evaluator shall create a tesnvironment consisting of a wireless access system an
authentication server for the purpose of tests associated with functions 6 and 7.

Test 7: The evaluator shall specify a wireless network with an incorrect value for W
authentication server andevify that the Mobile Device cannot connect to the WLAN. The eval
shall repeat this test, setting incorrect values for the security type and authentication p
individually and verify that the Mobile Device cannot connect to the WLAN. The evathatl then
specify, for each credential option claimed in the ST, correct options and demonstrate that t
can successfully establish a connection to the WLAN.

15 As indicated in section 1.1.2 Mobile Device management SolutiMehile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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Function 7: Configure the security policy for each wireless netwarlo, c, d)

The evaluator configured separate wireless network profiles each containing an incorrect authentication
server, security type, or authentication protocol. The evaluator attempted to connect to each of these
profiles and verified that the coaction did not succeed. Correct values were tested in conjunction with
FCS_TLSC_EXT.1.

2.4.3.23 Function 8 TSS Assurance Activity

None defined.

Function 8: Transition to the locked state

2.4.3.24 Function 8 Guidance Assurance Activities

The evaluator shall consult th®GD guidance to perform each of the specified tests, iterating
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform each management function, inalud
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 8: Transition to the locked state

[Mobile Guide] section 16 Locking a Device contains instructions for device lockibgth by a
Windows 10 user (section 16.1.2 User Guidance) and Windows 10 Mobile user (section .26
User Guidance).

2.4.3.25 Function 8 Test Activities

Test 8: The evaluator shall use the test environment to instruct the TSF, both as a user an
administrator, to command the device to transition to a locked state, and verify that the
transitions to the locked state upon command.

Function 8: Transition to the locked state
This activity was tested in conjunction FIA_UAU_EXT.3.

2.4.3.26 Function 9 TSS Assurance Activity

None defined.

Function 9: TSF wipe of protected data

2.4.3.27 Function 9 Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidate describes how to perform each management function, includin
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.
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Function 9: TSF wipe of ptected data

[ST] Table 20 indicates both Windows 10 and Windows 10 Mobile provide Function 9, but via distinct
methods.

[Mobile Guide] section 3 Managing Wipedescribes wiping device protected datath by an MDM
system(section3.1 IT Administrator) andy a localWindows 10administrator(section3.2.1 Local
Administrator Guidance)ln addition, section 3.1 includes guidance for using an MDM system to
configure Windows 10 Mobile to wipe a device after a user exceeds a maximum number of consecutive
authentication failures.

2.4.3.28 Function 9 Test Activities

Test 9: The evaluat shall use the test environment to instruct the TSF, both as a user and
administrator, to command the device to perform a wipe of protected data. The evaluator mus
that this management setup is used when conducting the assurance aititA@& CKM_EXT.5.

Function 9: TSF wipe of protected data
This activity was performed in conjunction with FCS_CKM_EXT.5.

2.4.3.29 Function 1 0 TSS Assurance Activity

The evaluator shall verify the TSS describes the allowable application installation pplions
based on the selection included in the ST.

Function 10: Configure application installation policy(ay c)

[ST] section 6 describes restrictions on application instaliao n . (Search Acan
applications are installedo.)

If the application whitelist is selected, the evaluator shall verify that the TSS includes a descri
each application characteristic upon which the whitelist may be based.

N/A T Application whitelist is not selected.

2.4.3.30 Function 1 0 Guidance Assurance Activities

The evaluator shall exercise the TSF configuration as the administrator to restrict part
applications, sources of applications, or application installat@cording to the AGD guidance.

Function 10: Configure application installation policy(lay c)
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[Mobile Guide] section6 Managing Appslescribes how to configuolicy for installing applications,
both by an MDM1® system(section 6.1 IT Administrator Guidance) ahy a local Windows 10
administraor (section 6.2.1 Local Administrator Guidance).

2.4.3.31 Function 1 0 Test Activities

Test 10:Test 10: The evaluator shall exercise the TSF configuration as the administrator to f
particular applications, sources of applications, or application installation according to the
guidance. The evaluator shall attempt to install unauthorizgaieations and ensure that this is n
possible. The evaluator shall, in conjunction, perform the following specific tests:

Test 10a: [conditional] The evaluator shall attempt to connect to an unauthorized repository in
to install applications.

Test10b: [conditional] The evaluator shall attempt to install two applications (one whitelisted
one not) from a known good repository and verify that the application not on the whitelist is re
The evaluator shall also attempt to sidad executales or installation packages via US
connections to determine that the white list is still adhered toThe evaluator shall attempt to
unauthorized applications and ensure that this is not possible. The evaluator shall, in conju
perform the fdbwing specific tests:

Test 10a: [conditional]The evaluator shall attempt to connect to an unauthorized repository in
to install applications.

Test 10b: [conditional]The evaluator shall attempt to install two applications (one whitelisted,
one not) from a known good repository and verify that the application not on the whitelist is re
The evaluator shall also attempt to sidad executables or installation packages via U
connections to determine that the white list is still adheved t

Function 10: Configure application installation policy(ay c)

The evaluator configured the TOE to not allow installation of apps from the Windows Store. The
evaluator attempted to connect to the Windows Store and was unable to access it. Thea elsduato
attempted to install and use a blacklisted application and verified the TOE denied this dfemmpivs

10 Mobile reported the failure and provided an error code (for example, 0x80073CF9 which generally
means an application is not availabl@he @ses where the evaluator was allowed to install an
application is tested in conjunction with FPT_TUD_EXT.2.

Note: The TOE is limited to using only Windows Store apps so only blacklisted windows store apps
were tested (for example, sitteaded apps were ntested)

16 As indicated in sction 1.1.2 Mobile Device management SolutigMnbile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a referemcgine information about
supported MDM policies.
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2.4.3.32 Function 1 1 and Function 12 TSS Assurance Activity

The evaluator shall verify that the TSS describes each category of keys/secrets that can be
i nto the TSFO6s secure key storage.

Function 11 and 12: Import keys/secrets intogbeure key storage, destroy imported keys/secrets and
any other keys/secrets in the secure key storage.

[ST] section 62.5 Key Storagedescribes the categories of keys that camiported. The administrator

can configure Certificate Profiles in a Mobile Device Management (MDM) server for importing keys to
the enrolled Windows devices. Applications import keys/secrets into the secure key storage by using the
CertificateEnrollmentMaager.ImportPfxDataAsync API. In addition, on Windows 10 devices users and
local administrators can use the Certificate MMC Simafo import keys from Personal Information
Exchange (.pfx) files into the secure key storage.

2.4.3.33 Function 11 and Function 12 Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance sieribes how to perform each management function, including
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 11 and 12: Import keisecrets into the secure key storage, destroy imported keys/secrets and
any other keys/secrets in the secure key storage.

See AAR Section2.1.22.2in 2.1.22Extended: Cryptographic Key StoraffeCS_STG_EXT.Lfor the
guidance on these functions.

2.4.3.34 Function 11 and Function 12 Test Activities

Test 11: & Test 12: The test of these functions is performed in association with FCS_STG_EX

Function 11 and 12mport keys/secrets into the secure key storage, destroy imported keys/secrets and
any other keys/secrets in the secure key storage.

This activity is covered in conjunction with FCS_STG_EXT.1.

2.4.3.35 Function 1 3 TSS Assurance Activity

None defined.

Function 131mport X.509v3 certificates into the Trust Anchor Database

2.4.3.36 Function 1 3 Guidance Assurance Activities

The evaluator shall review the AGD guidance to determine that it describes the steps neg
import, modify, or remove certificates in the Trust Anctatabase, and that the users that h
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authority to import those certificates (e.g., only administrator, or both administrators and usel
identified.

Function 13: Import X.509v3 certificates into the Trust Anchor Database

See AAR Section2.1.22.2in 2.1.22Extended: Cryptographic Key StoraegCS_STG_EXT.Lfor the
guidance ommporting X.509 certificates

2.4.3.37 Function 1 3 Test Activities

Test 13:The evaluator shall import certificates according to the AGD guidascthe user and/or &
the administrator, as determined by the administrative guidance. The evaluator shall verify

errors occur during import. The evaluator should perform an action requiring use of the X.
certificate to provide assurance thastallation was completed properly.

Function 13: Import X.509v3 certificates into the Trust Anchor Database

The evaluator imported a certificate to the TOE and verified no errors occurred. Successful use of this
certificate was tested ronjunction with FIA_X509 EXT.1.

2.4.3.38 Function 1 4 TSS Assurance Activity

The evaluator shall verify that the TSS describes each additional category of X.509 certifica
their use within the TSF.

Function 14: Remove imported X.509v3 certificates andX&B09v3 certificates in the Trust Anchor
Database.

[ST] section 8.3 SFR Mapping states Windowses X.509v3 certificates for EARLS exchanges,
TLS, HTTPS, code signing for systesnftware updates, code signing for mobile applicatiandcode
signing for integrity verification.

[ST] Table 20 indicates both Windows 10 and Windows 10 Mobile provide Function 14, but via distinct
methods.

2.4.3.39 Function 1 4 Guidance Assurance Activities

The evaluator shall remove an administratoported certificate and any other categories
certificates included in the assignment of function 14 from the Trust Anchor Database accof
the AGD guidance as the user amlthe administrator.

Function 14: Remove imported X.509v3 certificates and all X.509v3 certificates in the Trust Anchor
Database.

See AAR Section2.1.22.2in 2.1.22Extended: Cryptographic Key StoraegCS_STG_EXT.1for the
guidan@ onremoving X.509 certificates

2.4.3.40 Function 1 4 Test Activities

Test 14:The evaluator shall remove an administratmported certificate and any other categories
certificates included in the assignment of function 14 from the Trust Anchor Database accor
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the AGD guidance as the user and as the administrator.

Function 14: Remove imported X.509v3 certificates and all X.509v3 certificates in the Trust Anchor
Database.

The evaluator removed a certificate from the Trust Anchor Database and verified that the certificate was
successfully removed.

2.4.3.41 Function 1 5 TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it contains a description of each man
function that will be enforced by the enterprise once the device is enrolled.

Function 15 Enroll the TOE in management

Table 20 Mobile Device Management Capabiliti@s Section6.5 Security Managemerdescribes the
management functions enforced by the enterprise once the device is enrolled.

2.4.3.42 Function 1 5 Guidance Assurance Activities

The evaluator shall examine the AGD guidanceddtermine that this same information is present.

Function 15 Enroll the TOE in management

[Mobile Guide] section 17 Managing Device Enrollment contains instructions for enrolling a mobile
device both for a Windows 10 device (section3.1.1 Local Administrator Guidance and.1.2 User
Guidance) andor a Windows 10 Mobile device (sectioii.2.1 User Guidance).

2.4.3.43 Function 1 5 Test Activities

Test 15: The evaluator shall verify that user approval is required to enroll the device
management.

Function 15 Enroll the TOE infmanagement
This activity was tested in conjunction with FMT_SMF_EXT.2.

2.4.3.44 Function 1 6 TSS Assurance Activity

The evaluator shall verify that the TSS includes an indication of what applications (e.gnstsked
applications, Administratemstalled applcations, or Enterprise applications) can be removed al
with what role can do so.

Function 16: Remove applications

[ST]descri bes removal of applications. (Search
designates Enterprise Applicationso.)

[ST] Table20 Mobile Device Management Capabilitiss Section & Security Managemendlentifies
the roles can remove applications as MDM.
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2.4.3.45 Function 1 6 Guidance Assurance Activities

The evaluator shall examine the AGD guidance to determine thdet#ils, for each type ¢
application that can be removed, the procedures necessary to remove those applications &

associated dat a. For the purposes of this
created by the app during itgperation that do not exist independent of the app's existenc
instance, configuration data, orraa i | i nf or mat i omail tliént it doss ngi, @m th

other hand, refer to data such as word processing documents (for a word procggsiny photos
(for a photo or camera app).

Function 16: Remove applications

[Mobile Guide] section 6 Managing Appsdescribes how teemove applications, bothy anMDM*’
system(section 6.1 IT Administrator Guidance) alog a localWindows 10administrator(section 6.2.1
Local Administrator Guidance).

2.4.3.46 Function 1 6 Test Activities

Test 16: The evaluator shall attempt t@move applications according to the AGD guidance
verify that the TOE no longer permits users to access those applications or their associated da

Function 16: Remove applications

The evaluator installed an app onto the TOE that created appliciatianThe data was located on the
TOE and the app was then removed. The evaluator verified (by searching the file system) that the
application and the application created data was removed.

2.4.3.47 Function 1 7 TSS Assurance Activity

None defined.

Function 17: Update system software

2.4.3.48 Function 1 7 Guidance Assurance Activities

The evaluator shall attempt to update the TSF system software following the procedures in t
guidance and verify that updates correctly install and that the version narabére system softwa
increase.

Function 17: Update system software

17 As indicated in section 1.1.2 Mobile Device management SolutiMehile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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[Mobile Guide]section18 ManagingUpdatesdescribes how tmstall updatesbothby a localwWindows
10 administrator(section B.1.1 Local Administrator Guidance) and by a Windows 10 Mobile user
(section B.2.1 User Guidance).

2.4.3.49 Function 1 7 Test Activities

Test 17: The evaluator shall attempt fodate the TSF system software following the procedur
the AGD guidance and verify that updates correctly install and that the version numbers of the
software increase.

Function 17: Update system software
This activity was performed in conjuimt with FPT_TUD_EXT.2.

2.4.3.50 Function 1 8 TSS Assurance Activity

None defined.

Function 18: Instalapplications

2.4.3.51 Function 1 8 Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified management functisted, the evaluator shall confirm th
the underlying mechanism exhibits the configured setting.

Function 18: Install applications

[Mobile Guide] section 6 Managing Appsdescribes how tanstall applications, botiby an MDM*8
system(section 6.1 IT Administrator Guidance) aloygl a localWindows 10administrator(section 6.2.1
Local Administrator Guidance).

2.4.3.52 Function 1 8 Test Activities

Test 18: The evaluator shall attempt to install a mobile application following the procedures
AGD guidance and verify that the mobile application is installed and avaitabtee TOE.

Function 18: Install applications
This activity was performed in conjunction with FPT_TUD_EXT.2.

18 As indicated in section 1.1.2 Mobile Deei management Solutiori$/obile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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2.4.3.53 Function 1 9 TSS Assurance Activity

The evaluator shall verify that the TSS includes an indication of what Enterprise applicatio
removablewnhat actions initiate this removal, and what role can do so. This activity can be perf
in conjunction with the TSS activity defined for Function 16.

Function 19: Remove Enterprise Applications

[ST] Table20 Mobile Device Management Capabilitiss Section & Security Managemendentifies
the roles can remouventerpriseapplications as the Administrator and MDM.

2.4.3.54 Function 1 9 Guidance Assurance Activities

The evaluator shall review the AGD guidance to determine that it describes the steps ne
remove Enterprise applications from the device.

Function 19: Remove Enterprise Applications

[Mobile Guide] section 6 Managing Appsdescribes how teemove applications, bothy an MDM
system(section 6.1 IT Administrator Guidance) alog a localWindows 10administrator(section 6.2.1
Local Administrator Guidance).

2.4.3.55 Function 1 9 Test Activities

Test 19: The evaluator shall attempt to remove any Enterprise applications from the dey
following the administrator guidance. The evaluator shall verify that E o longer permits use
to access those applications or their associated data.

Function 19: Remove Enterprise Applications
This activity was performed in conjunction with FMT_SMF_EXT.1 Function 16.

2.4.3.56 Function 20 TSS Assurance Activity

Theevaluator shall ensure that the TSS includes a description of the Bluetooth profiles and §
supported and the Bluetooth security modes and levels supported by the TOE.

Function 20: Configure the Bluetooth trusted channel: (a, b, d)

[ST] Section & states that Windows does not place any restrictions for the kinds of supported
Bluetooth profiles and provides an implementation of Bluetooth Discoverable mode and Low Energy
(LE) mode. Section 4.3 SFR Mapping includes a link to documentation listing the Bluetooth profiles
that Windows 10 supportsSection 13 AppendiD Windows 10 Mobile Bluetooth Profiles covers
Windows 10 Mobile. Section 64.3 identifies the supportegdecurity mode (mode 2) and level
(authorization and authentication).

If function c is selected, the evaluator shall verify that the TSS describes any additional v
technologies that may be used with Bluetooth, including WiFi with Bluetooth High &mééd-C as
an Out of Band pairing mechanism.

Function c is not selected.
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If function f is selected, the evaluator shall verify that all supported Bluetooth services are liste
TSS as manageable and, if the TOE allows disabling by applicatioer ridiéin by service name, th
a list of services for each application is also listed.

Function f is not selected.

If function g is selected, the evaluator shall verify that the TSS describes the method by which
of security for pairings are magad, including whether the setting is performed for each pairing
a global setting.

Function g is not selected.

If function h is selected, the evaluator shall verify that the TSS describes when Out of Band
methods are allowed and whiohes are configurable.

Function h is not selected.

2.4.3.57 Function 20 Guidance Assurance Activities

The evaluator shall verify that the AGD guidance describes how to perform each mana
function, including any configuration details. For each specified manage function tested, th
evaluator shall confirm that the underlying mechanism exhibits the configured setting

Function 20: Configure the Bluetooth trusted changelb, d)

[Mobile Guide] section D Managing Bluetootlprovidesinstructions for configuring Bluetoothy an
MDM system(section 10.1 IT Administrator Guidarjcand by a Windows 10 local administrator or
user (gction 10.2 Windows 10).

2.4.3.58 Function 20 Test Activities

Test 20:The evaluator shall use a Bluetoathecific protocol analyzer to perform the following te
of each subunction:

Test 20a:The evaluator shall disable the Discoverable mode and shall vibatyother Bluetootf
BR/EDR devices cannot detect the TOE. The evaluator shall use the protocol analyzer to ve
the TOE does not respond to inquiries from other devices searching for Bluetooth devic
evaluator shall enable Discoverable maaled verify that other devices can detect the TOE and
the TOE sends response packets to inquiries from searching devices.

Test 20b:The evaluator shall examine Bluetooth traffic from the TOE to determine the ¢
Bluetooth device name, change tHadBooth device name, and verify that the Bluetooth traffic f
the device lists the new name.
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Test 20c: [conditional[The evaluator shall disable additional wireless technologies for the TOE
verify that the Bluetooth traffic is not able to be sent over WiFi using Bluetooth High Speed, a
NFC cannot be used for pairing. The evaluator shall enable additionalesgaechnologies an
verify that Bluetooth High Speed uses WiFi or that the device can pair using NFC.

Test 20d: [conditional]The evaluator shall enable Advertising for Bluetooth LE, verify that
advertisements are captured by the protocol analydesable Advertising, and verify that 1
advertisements from the device are captured by the protocol analyzer.

Test 20e: [conditional]The evaluator shall enable Connectable mode and verify that other Blug
devices may pair with the TOE and (if the ides were bonded) feonnect after pairing an
disconnection. For BR/EDR devices: The evaluator shall use the protocol analyzer to verify {
TOE responds to pages from the other devices and permits pairing @otimection. The evaluat
shall disatke Connectable mode and verify that the TOE does not respond to pages from
Bluetooth devices, thereby not permitting pairing ocomnection. For LE: The evaluator shall u
the protocol analyzer to verify that the TOE sends connectable adveriggmys and responds
connection requests. The evaluator shall disable Connectable mode and verify that the TC
sending connectable advertising events and stops responding to connection requests fron
Bluetooth devices.

Test 20f: [conditiond] The evaluator shall allow low security modes/levels on the TOE and
initiate pairing with the TOE from a remote device that allows only something other than S
Mode 4/Level 3 or Security Mode 4/Level 4 (for BR/EDR), or Security Mode 1/L@weelLE). (For
example, a remote BR/EDR device may <cl aim
that manin-themiddle (MiTM) protection is not required. A remote LE device may not su
encryption.) The evaluator shall verify that thisnoay attempt succeeds due to the TOE falling b
to the low security mode/level. The evaluator shall then remove the pairing of the two ¢
prohibit the use of low security modes/levels on the TOE, then attempt the connection ag
evaluator shi verify that the pairing attempt fails. With the low security modes/levels disable
evaluator shall initiate pairing from the TOE to a remote device that supports Security Mode 4
3 or Security Mode 4/Level 4 (for BR/IEDR) or Security Mode &lL®¥for LE). The evaluator sha
verify that this pairing is successful and uses the high security mode/level.

Test 20g: [conditional]The evaluator shall attempt to pair using each of the Out of Band p&
methods, verify that the pairing method wsyriteratively disable each pairing method, and verify {
the pairing method fails.

Function 20: Configure the Bluetooth trusted channel: (a, b, d)

The evaluator used a peer Bluetooth device to scan for discoverable Bluetooth devices. When
discoverablemode was disabled on the TOE, it was not found; when discoverable was enabled on the
TOE it was found on the peer device. The evaluator used the peer to collect the Bluetooth device name
of the TOE. The evaluator confirmed that when the device name wagethan the TOE, the peer
recognized the new name. The evaluator used a specighsapplisteneto analyze the Bluetooth
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advertisement traffic from the TOE. The evaluator enabled the listener and observed the traffic from the
TOE with advertising enabled’he evaluator then disabled advertising and verified that the listener did
not pick up any traffic from the TOE.

2.4.3.59 Function 21 TSS Assurance Activity

None defined.

Function 21: Enable/disable display notification in the locked state of: (a, b, c, d, e)

2.4.3.60 Function 21 Guidance Assurance Activities

The evaluator shall examine the AGD Guidance to determine that it specifies, for at lea
category ofinformation selected for Function 21, how to enable and disable display informati
that type of information in the locked state.

Function 21: Enable/disable display notification in the locked stata,df, c, d, e)

[Mobile Guide] section 12 Managing Lok Screen Notifications contains instructions to manage
notifications on the lock screeboth by a Windows 10 user (sections 12.1.1 ab@&dministrator
Guidance and 12.1.1.1 User Guidance) agda Windows 10 Mobile user (section 12.2.1 User
Guidance).

2.4.3.61 Function 21 Test Activities

Test 21:For each category of information listed in the AGD guidance, the evaluator shall verif
when that TSF is configured to limit the information according to the AGD, the information
longer displayed in the locked state.

Function 21: Enable/disabisplay notification in the locked state of: (a, b, c, d, e)

The evaluator enabled the selected notifications for the TOE in the locked state. The evaluator observed
that when each of these types of messages is pushed to the TOE, the notificatiolaysddimp the

locked screen. The evaluator then disabled the notifications and observed that the notifications are no
longer displayed on the lock screen.

It should be noted that the following functions are optional capabilities, if the functi
implemented, then the following assurance activities shall be performed. The notat
Al conditional] beside the function number
there is no expectation that the assurance activity be pedorm

2.4.3.62 Function 22 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS includes a list of each externally accessible hardware |
an indication of if data transfer over that port can be enabled/disabled.

Function 22: Enable/dable all data signaling over [USB hardware ports]
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[ST] Section 6.5 indicatesnly Surface Pro 4 provides the capability to enable and disable data signaling
over its USB hardware port

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft
uses footnotes to identify small differences in device capability or evaluation evidence. For
FMT_SMF_EXT.1 Function 22, a footnote indicates onlyf&ce Pro 4 provides optional Function 22.

2.4.3.63 Function 22 [Conditional] Guidance Assurance Activities

AGD guidance will describe how to perform the enable/disable function.

Function 22: Enable/disable all data signaling over [USB hardware ports]

[Mobile Guide] section26 Managing USBdescribes how to configutdSB hardware ports, bothy an
MDM?1® system(section B.1 IT Administrator Guidance) antly a localwindows 10administrator
(section 3.2.1 Local Administrator Guidance).

2.4.3.64 Function 22 [Conditional] Test Activities

Test 22: The evaluator shall exercise the TSF configuration to enable and disable data tf
capablities over each externally accessible hardware ports (e.g. USB, SD card, HDMI) listed
ST author. The evaluator shall use test equipment for the particular interface to ensure that

level signalling is occurring on all pins used for data s8ar when they are disabled. For ea
disabled data transfer capability, the evaluator shall repeat this test by rebooting the device

normal operational mode and verifying that the capability is disabled throughout the boot ang
execution stge of the device.

Function 22: Enable/disable all data signaling over [USB hardware ports]

The evaluator attached a logic analyzer to the USB port dbtinkace Pral. The evaluator then took
logic samples while the USB ports were both enabled and ddalbld verified that data was passed in
the enabled state and no data was transferred while disabled.

2.4.3.65 Function 23 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS describes how the TSF acts as a server in eaplotdchbs
listed in the ST, and the reason for acting as a server.

Function 23: Enable/disable [assignment: list of protocols where the d&ticas a server]
Assurance Activity is not applicable. The functionality is not claimed in the security target.

19 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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2.4.3.66 Function 23 [Conditional] Guidance Assurance Activities

None defined.

Function 23: Enable/disable [assignment: list of protocols where the device acts as a server]
Assurance Activity is not applicable. The functionality is not claimed isékarity target.

2.4.3.67 Function 23 [Conditional] Test Activities

Test 23 The evaluator shall attempt to disable each listed protocol in the assignment, which
include tethering uses. The evaluator shall verify that remote devices can no longer actT€xs g
TOE resources using any disabled protocols.

Function 23: Enable/disable [assignment: list of protocols where the device acts as a server]
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.68 Function 24 [Conditional] TSS Assurance Activity

None defined.

Function 24: enable/disable developer modes

2.4.3.69 Function 24 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified testsgiteaah
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified managemeamttion tested, the evaluator shall confirm t
the underlying mechanism exhibits the configured setting.

Function 24: enable/disable developer modes

[Mobile Guide]section24 Managing Developer Modeescribes how toonfigure developer mode, both
by an MDM?° system (section 2.1 IT Administrator Guidance) antty a local Windows 10
administratoi(section 2.2.1 Local Administrator Guidance).

[ST] Table 20 indicates only Windows 10 limits Function 24 to administrators and MDM.

2.4.3.70 Function 24 [Conditional] Test Activities

Test 24:The evaluator shall exercise the TSF configuration ah bloe user and administrator {
enable and disable any developer mode. The evaluator shall test that developer mode acce

20 As indicated in section 1.1.2 Mobile Deei management Solutiori$/obile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online informatibn abou
supported MDM policies.
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available when its configuration is disabled. The evaluator shall verify the developer mode r
disabled during device bmot.

Function 24: enable/disable developer modes

The evaluator enabled developer mode on the TOE and verified that the user then had access to
developer functions. The evaluator then disabled developer mode and verified the user did not have
access to deeloper functions. The evaluator lastly rebooted the TOE and verified that developer mode
remained disabled.

2.4.3.71 Function 25 [Conditional] TSS Assurance Activity

None defined.

Function 25: Enable datat rest protection

2.4.3.72 Function 25 [Conditional] Guidance Assurance Activities

The evaluator shall exercise the TSF configuration as both the user and administrator to
systerrwide dataat-rest protection according to the AGD guidance.

Function 25: Enable datat rest protection

[ST] Table 20 indicates both Windows 10 and Windows 10 Mobile provide FurZ®jdsut via distinct
methods.

See AAR SectiorR.2.5.2in 2.2.5 Extended: Protected Data EncryptiFDP_DAR_EXT.1)for the
adminigrator guidance to enable systevide dataat-rest protection.

2.4.3.73 Function 25 [Conditional] Test Activities

Test 25:The evaluator shall exercise the TSF configuration as both the user and administr
enable systerwide dataat-rest protection accordingo the AGD guidance. The evaluator sh
ensure that all assurance activities for DAR (see Section 0) are conducted with the device
configuration.

Function 25: Enable datat rest protection
This activity was performed in conjunction with FIA_UABXT.1.

2.4.3.74 Function 26 [Conditional] TSS Assurance Activity

None defined.

Function 26: Enabl| atrestpmotectioab | e medi ads dat a

2.4.3.75 Function 26 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perfornmh @aanagement function, including a
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configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 26: Enabl atrastomotetona bl e medi ads dat a

See AAR Sectior2.2.5.2in 2.2.5 Extended: Protected Data Encrypti@fDP_DAR_EXT.1)for the
administrator guidance to enable systeide dataat-rest protection.

2.4.3.76 Function 26 [Conditional] Test Activi  ties

Test 26:The evaluator shall exercise the TSF configuration as both the user and administr
enabl e r emov atrest proteatidn accadingl @ tha AGD guidance. The evalu
shall ensure that all assurance activities for DAR (se¢éi@e0) are conducted with the device in t
configuration.

Function 26: Enabl atrestpmotectioab | e medi ads dat a

The evaluator enabled dat&rest on removable media from the TOE. The evaluator verified that the
device was indeed encryptbd looking at raw drive data.

2.4.3.77 Function 27 [Conditional] TSS Assurance Activity

None defined.

Function 27: Enable/disable bypass of local user authentication

2.4.3.78 Function 27 [Conditional] Guidance Assurance Activities

The evaluator shall examine the AGMDidance to determine that it describes how to enable
di sabl e any AForgot Passwor do, password
authentication mechanisms) capability.

Function 27: Enable/disable bypass of local user authentication
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.79 Function 27 [Conditional] Test Activities

Test27For each mechanism |Iisted in the AGD g
or other means where thHecal authentication process can be bypassed, the evaluator shall d
the feature and ensure that they are not able to bypass the local authentication process.

Function 27: Enable/disable bypass of local user authentication
Assurance Activity is notgplicable. The functionality is not claimed in the security target.

2.4.3.80 Function 28 [Conditional] TSS Assurance Activity

None defined.

Function 28: wipe Enterprise data

Page 133 of 181



2.4.3.81 Function 28 [Conditional] Guidance Assurance Activities

None defined.

Function 28: wipe Enterprise data

2.4.3.82 Function 28 [Conditional] Test Activities

Test 28:The evaluator shall attempt to wipe Enterprise data resident on the device according
administrator guidance. The evaluator shall verify that the data ismger accessible by the user.

Function 28: wipe Enterprise data
This activity was performed in conjunction with FCS_CKM_EXT.5.

2.4.3.83 Function 29 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS describes how approval for an applido perform the
selected action (import, removal) with respect to certificates in the Trust Anchor Datab

accomplished (e.g., a pap, policy setting, etc.).

Function 29: Approve [import, removal] by applications of X.509v3 certificates infthst Anchor
Database

Assurance Activity is not applicable. The functionality is not claimed in the security target.

The evaluator shall also verify that the APl documentation provided according to Sectior
includes any security functions (import, rfmation, or destruction of the Trust Anchor Databa
allowed by applications.

Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.84 Function 29 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iteratin
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform eaamagsnent function, including ar
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 29: Approve [import, removal] by applications of 0983 certificates in the Trust Anchor

Database
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.85 Function 29 [Conditional] Test Activities

Test 29:The evaluator shall perform one of the followiegts:

Test 29a: [Conditional]lf applications may import certificates to the Trust Anchor Database
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evaluator shall write, or the developer shall provide access to, an application that imp
certificate into the Trust Anchor Database. The evaluahall verify that the TOE requires approv
before allowing the application to import the certificate:

3 The =evalwuator shal l deny the approval s
certificate. Failure of import shall be tested byespting to validate a certificate that chains to
certificate whose import was attempted (as described in the Assurance Activity for FIA_ X509

3 The evaluator shalll repeat the test, al
import the certificate and that validation occurs.

Test 29b: [Conditional]lf applications may remove certificates in the Trust Anchor Database
evaluator shall write, or the developer shall provide access to, an application that re
certificates from the Trust Anchor Database. The evaluator shall verify that the TOE re(
approval before allowing the application to remove the certificate:

3 The evalwuator shall deny the approval s
certificate. Failure of removal shall be tested by attempting to validate a certificate that chains
certificate whose removal was attempted (as described in the Assurance Activi
FIA_X509 EXT.1).

The evaluator shall repeat the test, allowing the apakdw verify that the application is able
remove/modify the certificate and that validation no longer occurs.

Function 29: Approve [import, removal] by applications of X.509v3 certificates in the Trust Anchor
Database

Assurance Activity is noapplicable. The functionality is not claimed in the security target.

2.4.3.86 Function 30 [Conditional] TSS Assurance Activity

None defined.

Function 30: Configure whether to establish a trusted channel or disallow establishment if the TSF
cannot establish a noection to determine the validity of a certificate.

2.4.3.87 Function 30 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and admnatx may perform the function. The evaluator sk
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified management function tested, the evaluator shall conf
the urderlying mechanism exhibits the configured setting.

Function 30: Configure whether to establish a trusted channel or disallow establishment if the TSF
cannot establish a connection to determine the validity of a certificate

[ST] Table 20 indicates only WWdows 10 supports Function 30.

See AAR sectior2.3.14.2in 2.3.14Extended: X509 certificate authentication (FIA_ X509 EXTd?)
guidance on trusted channel polige policy is configurable only for Windows 10.
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2.4.3.88 Function 30 [Conditional] Test Activities

Test 30:The test of this functiols performed in conjunction with FIA_X509 EXT.2.2.

Function 30: Configure whether to establish a trusted channel or disallow establishment if the TSF
cannot establish a connection to determine the validity of a certificate.

This activity wagperformed in conjunction with FIA_X509 EXT.2.

2.4.3.89 Function 31 [Conditional] TSS Assurance Activity

The evaluator shall ensure that the TSS describes which cellular protocols can be disabled.

Function 31: enable/disable the cellular protocols usednaect to cellular network base stations

The LTE broadband protocol indih.umia devices can be disabl@the Surface Pro doesnot include a
broadband modem.

Microsoft uses iteration of requirementsidentify significant difference in device capabylitMicrosoft

uses footnotes to identify small differences in device capability or evaluation evidence. For
FMT_SMF_EXT.1 Function 31, a footnote indicates only the Microsoft Lumia devices have broadband
modems.

2.4.3.90 Function 31 [Conditional] Guidance Assurance Activities

The evaluator shall confirm that the AGD guidance describes the procedure for disabling
cellular protocol identified in the TSS.

Function 31: enable/disable the cellular protocols used to connect to cellular network base stations

[Mobile Guide] section B Managing Mobile Broadbangrovides a link to user guidance for
enabling/disabling mobile broadbafs®ction 3.1 User Guidance)

2.4.3.91 Function 31 [Conditional] Test Activities

Test31: The evaluator shall attempt to disable each cellular protocol according to the adminis
guidance. The evaluator shall attempt to connect the device to a cellular network and, using
analysis tools, verify that the device does not allowotiation of the disabled protocols.

Function 31: enable/disable the cellular protocols used to connect to cellular network base stations

The evaluator disabled the cellular function on the TOE. The evaluator then attempted to connect to the
cellular netwok and verified that there was not cellular connectivity.

2.4.3.92 Function 32 [Conditional] TSS Assurance Activity

None defined.

Function 32: Read audit logs kept by the TSF
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2.4.3.93 Function 32 [Conditional] Guidance Assurance Activities

The evaluator shakttempt to read any device audit logs according to the administrator guidang
verify that the logs may be read.

Function 32: Read audit logs kept by the TSF
Assurance Activity is not applicable. The functionality is not claimed in the setanggt.

2.4.3.94 Function 32 [Conditional] Test Activities

Test 32:The evaluator shall attempt to read any device audit logs according to the adminis
guidance and verify that the logs may be read. This test may be performed in conjunction
assurancectivity of FAU_GEN.1.

Function 32: Read audit logs kept by the TSF
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.95 Function 33 [Conditional] TSS Assurance Activity

None defined.

Function 33: Configure [ceficate] used to validate digital signature on applications

2.4.3.96 Function 33 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user aabinistrator may perform the function. The evaluator s
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 33: Configure [certificate] used to validate digital signature on applications

[ST] section 6.6.6.1.Windows Store ApplicationgxplainsWindows Store Applications and their
installation packages are verified using a digital signature from Microsoft Corporation with the Code
Signing usage[Mobile Guide]section 13 Managing Certificates covers certificate, import, requests, and
enrollment. Subsection 13.1 IT Administrator Guidancecidiess adding and removing root certificates
using an MDM as well as providing links to online guidance. Subsection 13.2 Windows 10 provides the
same information for Windows 10 users and local administrators along with instructions for certificate
requestsSubsection 13.2.1 Developer Guidance covers how developers implement key management in
applications, which applies when users install applications.

2.4.3.97 Function 33 [Conditional] Test Activities

Test 33:The test of this function is performed in conjuncteth FPT_TUD_EXT.2.5.

Function 33: Configure [certificate] used to validate digital signature on applications
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This activity was performed in conjunction with FPT_TUD_EXT.1.

2.4.3.98 Function 34 [Conditional] TSS Assurance Activity

The evaluator shall verifthat the TSS describes how the approval for exceptions for shared
keys/secrets by multiple applications is accomplished (e.g.,-apagmolicy setting, etc.).

Function 34: Approve exceptions for shared use of keys/secrets by multiple applications

Users and local administrators authorize applications at installation to access shared keys or secrets
when an application declares tekaredUserCertificatesapability to share the certificate with other
Windows Store Applications for the user. ThlearelUserCertificatesapability is described ifST]

section 6.3.Restricting Access to System Services.

2.4.3.99 Function 34 [Conditional] Guidance Assurance Activities

Nonedefined.

Function 34: Approve exceptions for shared use of keys/secrets by multiple applications

2.4.3.100  Function 34 [Conditional] Test Activities

Test 34:The test of this function is performed in conjunction with FCS_STG_EXT.1.

Function 34: Approvexceptions for shared use of keys/secrets by multiple applications

2.4.3.101  Function 35 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS describes how the approval for exceptions for destry
keys/secrets by applications that diot import the key/secret is accomplished (e.g., aympoolicy
setting, etc.).

Function 35: Approve exceptions for destruction of keys/secrets by applications that did not import the
key/secret

Users and local administrators authorize applications stallation to access shared keys or secrets
when an application declares tekaredUserCertificatesapability to share the certificate with other
Windows Store Applications for the usg6T] secti on 6. 2. 5 K ®sgstrudionoof a g e
keys/secrets imported into the secure key storage by applications is conducted automatically by the
modern application environment after the keys/secrets are no longerdn use.

2.4.3.102  Function 35 [Con ditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the &D guidance describes how to perform each management function, includir
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.
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Function 35: Appove exceptions for destruction of keys/secrets by applications that did not import the
key/secret

[Mobile Guide] section 13.3 Shared User Key®ints common application developers to online
documentation for Special capabilities, which include the sharedUserCertificates capability.

2.4.3.103  Function 35 [Conditional] Test Activities

Test 35:The test of this function is performed in conjunction Wit STG_EXT.1.

Function 35: Approve exceptions for destruction of keys/secrets by applications that did not import the
key/secret

2.4.3.104  Function 36 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS describes any restrictions in baettelgs (e.g., characte
limitations).

Function 36: Configure the unlock banner

[ST] Section 6.5 states that the banner can use any text 8dadootnote for Function 36 in Table 20
Mobile Device Management Capabilities

2.4.3.105  Function 36 [Conditional] G uidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterati
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidancdescribes how to perform each management function, including
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 36: Configure thenlock banner

[Mobile Guide]section27 Managing Notifications Prior to Unlocking a Device contains instructions for
configuring the unlock banndvoth by a Windows 10 administrator (sectior.2.1 Local Administreor
Guidance) anthy a Windows 10 Mobile user (sectioii.2.1 User Guidance).

2.4.3.106  Function 36 [Conditional] Test Activities

Test 36:The test of this function is performed in conjunction with FTA_TAB.1.

Function 36: Configure the unlock banner
This activity is performed in conjunction with FTA_TAB.1.

2.4.3.107  Function 37 [Conditional] TSS Assurance Activity

None defined.

Function 37: Configure the auditable items.
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2.4.3.108 Function 37 [Conditional] Guidance Assurance Activities

The evaluator shall consult th®GD guidance to perform each of the specified tests, iterating
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform each management function, inalud
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 37: Configure the auditable items.
Assurance Activity is not applicable. Thenttionality is not claimed in the security target.

2.4.3.109  Function 37 [Conditional] Test Activities

Test 37:The test of this function is performed in conjunction with FAU_SEL.1.

Function 37: Configure the auditable items.
Assurance Activity is not applicabl€he functionality is not claimed in the security target.

2.4.3.110  Function 38 [Conditional] TSS Assurance Activity

None defined.

Function 38: Retrieve TS&oftware integrityerification values

2.4.3.111  Function 38 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iteratin
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform eaamagsnent function, including ar
configuration details. For each specified management function tested, the evaluator shall conf
the underlying mechanism exhibits the configured setting.

Function 38: Retrieve TSgoftware integrity verification vaks

See AARSection2.5.15.2for the administrator guidance to retrieve TSF software integrity verification
values.

2.4.3.112  Function 38 [Conditional] Test Activities

Test 38:The test of this function is performed in conjunctietin FPT_NOT_EXT.1.2.

Function 38: Retrieve TSgoftware integrity verification values
This activity is performed in conjunction with FPT_NOT_EXT.1.

2.4.3.113  Function 39 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS includes a gasmn of how data transfers can be manad
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over USB.

Function 39: Enable/Disable USB Mass Storage, USB Data Transfer
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.114  Function 39 [Conditional] Guidance  Assurance Activities

None defined.

Function 39: Enable/Disable USB Mass Storage, USB Data Transfer
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.115  Function 39 [Conditional] Test Activities

Test 39:Theevaluator shall perform the following tests based on the selections in 0.

Test 39a: [conditional]The evaluator shall disable USB mass storage mode, attach the devig
computer, and verify that the computer cannot mount the TOE as a drive. The avstaditreboot
the TOE and repeat this test with other supported auxiliary boot modes.

Test 39b: [conditional]The evaluator shall disable USB data transfer without user authentica
attach the device to a computer, and verify that the TOE requires aughentication before th
computer can access TOE data. The evaluator shall reboot the TOE and repeat this test w
supported auxiliary boot modes.

Test 39c: [conditional]The evaluator shall disable USB data transfer without connecting sy
authentication, attach the device to a computer, and verify that the TOE requires connecting
authentication before the computer can access TOE data. The evaluator shall then connect th
another computer and verify that the computer cannotsscd®©E data. The evaluator shall th
connect the TOE to the original computer and verify that the computer can access TOE data.

Function 39: Enable/Disable USB Mass Storage, USB Data Transfer
Assurance Activity is noapplicable. The functionality isohclaimed in the security target.

2.4.3.116  Function 40 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS includes a description of available backup methods tha
enabled/disabled.

Function 40: enable/disable backugreemote system]

[ST] Section & states that the user can initiate a backup to a remote system which was specified by a
MD M. The user can enabl e/ disable backup to a

page.
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2.4.3.117  Function 40 [Conditional] Guidance Assurance Activities

None defined.

Function 40: enable/disable backup to [remote system]

2.4.3.118  Function 40 [Conditional] Test Activities

Test 40:The evaluator shall disable each supported backup location in turn and verify that th
cannot complete a backup. The evaluator shall then enable each supported backup locatior
and verify that the TOE can perform a backup.

Function 40: enable/disable backup to [remote system]

The evaluator disabled the sync feature on the TOE anfiedetinat the sync could not be performed.
Then enabled the sync feature and was able to sync the selected settings.

2.4.3.119  Function 41 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS includes a description of Hotspot functionality) B
tethering to include any authentication for these.

Function 41: enable/disable (a. Hotspot, b. USB tethering)
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.120  Function 41 [Conditional] Guidance  Assurance Activities

None defined.

Function 41: enable/disable (a. Hotspot, b. USB tethering)
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.121  Function 41 [Conditional] Test Activities

Test 41:Theevaluator shall perform the following tests based on the selections in 0.

Test 41a: [conditional]The evaluator shall enable hotspot functionality with each of the o
support authentication methods. The evaluator shall connect to the hotspot witera®iite and
verify that the hotspot functionality requires the configured authentication method.

Test 41b: [conditional]The evaluator shall enable USB tethering functionality with each of the
support authentication methods. The evaluator shafinect to the TOE over USB with anoth
device andrerify that the tethering functionality requires the configured authentication method.

Function 41: enable/disable (a. Hotspot, b. USB tethering)
Assurance Activity is not applicabl€he functionality isnot claimed in the security target.
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2.4.3.122  Function 42 [Conditional] TSS Assurance Activity

None defined.

Function 42: Approve Exceptions for Sharing Data
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.123  Function 42 [Conditional] Guidance Assurance Activities

None defined.

Function 42: Approve Exceptions for Sharing Data
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.124  Function 42 [Conditional] Test Activiti  es

Test 42:The test of this function is performed in conjunction with FDP_ACF_EXT.1.2.

Function 42: Approve Exceptions for Sharing Data
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.125  Function 43 [Conditional] TSS Assurance Activity

None defined.

Function 43: Place Applications into Application Process Groups
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.126  Function 43 [Conditional] Guidance  Assurance Activities

None defined.

Function 43: Place Applications into Application Process Groups
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.127  Function 43 [Conditional] Test Activities

Test 43:The tesbf this function is performed in conjunction with FDP_ACF_EXT.1.2.

Function 43: Place Applications into Application Process Groups
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.128  Function 44 [Conditional] TSS Assurance Activity

None defined.
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Function 44: Enable/Disable Location Services Across the Device

2.4.3.129  Function 44 [Conditional] Guidance Assurance Activities

The evaluator shall consult the AGD guidance to perform each of the specified tests, iterdti
test as necessary if both the user and administrator may perform the function. The evaluat
verify that the AGD guidance describes how to perform each management function, includ
configuration details. For each specified management funtsisted, the evaluator shall confirm th
the underlying mechanism exhibits the configured setting.

Function 44: Enable/Disable Location Services Across the Device

[Mobile Guide] section 2 Managing Location Services (GPS) covers enabling/disabling Bd&Bby
an MDM?! system(section 2.1 IT Administrator Guidance) araly a localWindows 10administrator
(section 2.2.1 Local Administrator GuidancepurfacePro 4does not have a GPS radio.

2.4.3.130  Function 44 [Conditional] Test Activities

Test 44:The evaluator shall perform the following tests.

Test 44a: The evaluator shall enable location sersc devicavide and shall verify that a
application (such as a mapping application

Test 44b: [conditional]l f A per basi so is selected, the e
enable one to se access the location services and the other to not access the location servic
evaluator shall exercise each application attempting to access location services individual
evaluator shall verify that the enabled application is able to actesdocation services and th
disabled application is not able to access the location services.

Function 44: Enable/Disable Location Services Across the Device

The evaluator enabled location services and verified that an application on the T@Blevessaccess
the devicebds | ocation. The evaluator then disa
was unable to access the TOEGs | ocation.

2.4.3.131  Function 45 [Conditional] TSS Assurance Activity

The evaluator shall verify that the TSS descradeassigned security management functions and {
intended behavior.

Function 45: No Additional Management Functions

21 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutins. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.132  Function 45 [Conditional]  Guidance Assurance Activities

None defined.

Function 45: No Additional Management Functions
Assurance Activity is not applicable. The functionality is not claimed in the security target.

2.4.3.133  Function 45 [Conditional] Test Activities

Test 45:The evaluator Isall design and perform tests to demonstrate that the function m;
configured and that the intended behavior of the function is enacted by the TOE.

Function 45: No Additional Management Functions
Assurance Activity is not applicable. The functionalg not claimed in the security target.

2.4.4 Extended: Specification of Remediation Actions (FMT_SMF_EXT.2)

2.4.4.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes all available remediation actions, when t
available for use, and any athadministratorconfigured triggers.

[ST] section 65.1 SFR Mapping states, ffAfter unenrollment, Windows will remove enterprise
applications, and inform the admi niTketfoomodteoto t h e
FMT_SMF_EXT.21 indicates Windows 10 additionally wipes device of protected data.

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft
uses footnotes to identify small differences in device capability or evaluauicence. For
FMT_SMF_EXT.2.1, a footnote identifies a remediation action that Windows 10 Mobile provides in
addition to actions provided by Windows 10.

2.4.4.2 Guidance Assurance Activities

The evaluator shall unenroll the device according to AGD guidance aifg tleat the remediatior
action configured is performed.

[Mobile Guide]section 7 ManagingDevice Enrolimenprovides the guidance to unenroll the deyice

bothfor Windows 10 (sectiosl7.1.1 Local Administrator Guidancand I7.1.2 User Guidangend for
Windows 10 Mobile (section712.1 User Guidance)

2.4.4.3 Test Activities

The evaluator shall use the test environment to iteratively configure the device to perfori
remediation action in the selection upon unenrollmeéltte evaluator shall unenroll the devi
according to AGD guidance and verify that the remediation action configured is performed.
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The evaluatoenrolled the TOE and issued a certificate to TOE. The evaluator then unenrolled the TOE
and verified thathe enrollment data was removed as well as the certificate.

2.5 Protection of the TSF (FPT)
2.5.1 Extended: Anti -Exploitation Services (ASLR) (FPT_AEX EXT)J

2.5.1.1 TSS Assurance Activity

The evaluator shall ensure that the TSS section of the ST describes how the & dtseaated an
provides a justification as to why those bits are unpredictable.

[ST] section 65.2 Protection from Implementation Weaknesses providegthes t i f i cat i on

address is generatedo) .

2.5.1.2 Guidance Assurance Activities

None defined.

2.5.1.3 Test Activities

Assurance Activity NoteThe following test require the developer to provide access to a test ple
that provides the evaluator with toolkat are typically not found on consumer Mobile Dev
products.

Test 1:The evaluator shall select 3 apps included with the TSF. These must include any web
or mail client included with the TSF. For each of these apps, the evaluator will launsartteeapp
on two separate Mobile Devices of the same type and compare all memory mapping locatic
evaluator must ensure that no memory mappings are placed in the same location on both devi

If the rare (at most 1/256) chance occurs that two magspare the same for a single app and not
same for the other two apps, the evaluator shall repeat the test with that app to verify tha

second test the mappings are different.

The evaluator launched 3 apps on 2 identical TOEs and ttt@édmemory mappings. The evaluator

verified that the mappings were different on each instance of the TOE.

2.5.2 Extended: Anti -Exploitation Services (ASLR) (FPT_AEX_ EXT.1.3)

2.5.2.1 TSS Assurance Activity

None defined.

2.5.2.2 Guidance Assurance Activities

None defined.
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2.5.2.3 Test Activities

None defined.

2.5.3 Extended: Anti -Exploitation Services (ASLR) (FPT_AEX_EXT.1.4)

2.5.3.1 TSS Assurance Activity

The evaluator shall ensure that the TSS section of the ST describes how the 4 bits are gene
provides a justification as to wltlgose bits are unpredictable.

[ST] section66. 2 Pr ot ection from I mplementation Weakne
address is generatedo) .

2.5.3.2 Guidance Assurance Activities

None defined.

2.5.3.3 Test Activities

Assurance Activity NoteThe following test require the developer to provide access to a test ple
that provides the evaluator with tools that are typically not found on consumer Mobile [
producs.

Test 1:The evaluator shall reboot the TOE at least five times. For each of these reboots, the e
shall examine memory mapping locations of the kernel. The evaluator must ensure that no
mappings are placed in the same location on botlcdsy

The evaluator rebooted the TOE 5 times and noted the kernel memory mappings on each reboot. The
evaluator confirmed the mappings differed on each reboot.

2.5.4 Extended: Anti -Exploitation Services (Memory Page Permissions)
(FPT_AEX_EXT.Z4)

2.5.4.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes of the memory management unit (MM
ensures that this description documents the ability of the MMU to enforce read, write, and
permissions on all pages of virtual memory.

[ST]section66.2Pr ot ecti on from |I mpl ementation Weaknesse
provide support for virtual memory and enforce restrictions to neetk, andexecute pages of virtual

and physi c &dT] seutmm66rl.} Supporting Hardwareprovides Table 21 Supporting
HardwareSpecificationswith the list of processors for each device. In addition, a link is provided for the
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hardware spefications and a section identifier is provided so that an individual can identify where to
look for information orthe MMU.

2.5.4.2 Guidance Assurance Activities

Nore defined.

2.5.4.3 Test Activities

None defined.

2.5.5 Extended: Anti -Exploitation Services (Memory Page Permissions)
(FPT_AEX_EXT.2.2)

2.5.5.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes how the operating system of the ap
processor prevents all processes executing in agnimileged execution domain from achieving wi
and execute permissions on any page of memory (with only specified exceptions).

[ST] section 66.1 Separation and Domain Isolatiatescribesmemory page protectionsing Data
Execution Prevention (DEP). Search, fAexecute 1in

The evaluator shall ensure that the TSS dessriiow such processes are unable to request pag
memory with such permissions, and how they are unable to change permissions to both w
execute on any pages already allocated to them.

[ST] Section 6.1 describes memory pageotection using Data Execution Prevention (DEP) which
marks memory pages in a process as-@a@tutable unless the location explicitly contains executable
code.The section also describes process isolation for allmsele processes through private \attu
address spaces (private per process page tables), execution context (registers, program counters), ar
security context (handle table and token). The data structures defining process address space, executio
context and security context are all store@rotected kernenode memory.

2.5.5.2 Guidance Assurance Activities

None defined.

2.5.5.3 Test Activities

None defined.
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2.5.6 Extended: Anti -Exploitation Services (Overflow Protection) (FPT_AEX_ EXT.3)

2.5.6.1 TSS Assurance Activity

The evaluator shall determine that the TS&tams a description of stadkased buffer overfloy
protections implemented in the TSF software which runs in themaleged execution mode of ti
application processor. The exact implementation of skeded buffer overflow protection will va
by pltform. Example implementations may be activated through compiler options sudbtack"
protectora | | -fstackpir ot ect or 6, and A/ GSo fl ags.

[ST] section 66.2 Protection from Implementation Weaknesses describes-Iségeki buffer overflow
protection (search nAstack buffer over MWindowspr ot
binaries and Windows Store Applications i mpl eme

The evaluator shall ensure that the TSS contains an inventory of TSF binaries and lik
indicating those that implement stalsised buffer overflow protectisras well as those that do n
The TSS must provide a rationale for those binaries and libraries that are not protected
manner.

[ST] section 66.2 states that Windows birias are compiled with stack overflow protection (the /GS
compiler option), which is used for all Windows binarigscrosoft checkghat all Windows Store
Applications are compiled with buffer overrun protection before ingesting the Windows Store
Application into the Windows Store.

2.5.6.2 Guidance Assurance Activities

None defined.

2.5.6.3 Test Activities

None defined.

2.5.7 Extended: Anti -Exploitation Services (Overflo w Protection) (FPT_AEX_EXT.3.2)

2.5.7.1 TSS Assurance Activity

The evaluator shall verify that the TSS enumerates the heap implementations provided to u
processes. The evaluator shall ensure that the TSS lists all types of heap metadata and iden
the integrity of each type of metadata is ensured.

[ST] Section 6.6.2 describes the heap implementations provided to userspace processes: default allocato
and applicatioimplemented allocator. The heap is managéH a collection of metadata (whichnst
pre-allocated to a specific address), with intggngrotection provided by internal checksums and
encoding the metadata. If the heap detects corruption due to a heap overrun (e.g. integrity checks fail),
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and heap termination on corruption is enabled for the process, then the process is immediately
terminaed.

The evaluator shall ensure that the TSS identifies all memory address or offset fields within e
of metadata and identifies how the integrity of these addresses or fields is ensured.

[ST] section 6.2 states the collection of metadata @&¢ preallocated to a specific address. Windows
provides integrity protection by internal checksums and encoding the metadata

The evaluator shall verify that the TSS identifies the manner in which an error condition is ¢
when a heap overflow is deted and the resulting actions taken by the TSF.

If the heap detects corruption due to a heap overrun (e.g. integrity checks fail), and heap termination on
corruption is enabled for the process, then the process is immediately terminated.

2.5.7.2 Guidance Assurance Activities

None defined.

2.5.7.3 Test Activities

For each heap implementation, the evaluator shall write, or the developer shall provide acces
application which allocates memory from the heap and then writes arbitrary data significaptgd
the end of the allocated buffer. The evaluator shall attempt to execute this application and ve
the write is not allowed.

The evaluator ran an app provided by the developer that attempts to overwrite the memory allocated
from the heap. Téevaluator confirmed that this attempt is denied and a buffer overflow does not occur.

2.5.8 Extended: Domain Isolation (FPT_AEX_EXT.4)

2.5.8.1 TSS Assurance Activity

The evaluator shall ensure that the TSS describes the mechanisms that are in place that preyv
TSF software from modifying the TSF software or TSF data that governs the behavior of tk
These mechanisms could range from hardwa@®s ed means (e. g. n e x
management functionality); to softwabased means (e.g. boundary chagkof inputs to APIs). Th
evaluator determines that the described mechanisms appear reasonable to protect the T
modification.

[ST] sections 66.1 Separation and Domain Isolation an@.5.SFR Mapping describe mechanisms
protecting TSF software and data (search dAby wun
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applications are kept separate from one another.

The evaluator shall ensure the TSS démgihow the TSF ensures that the address spac

[ST] section 66.7 SFR Mappingdescribes usemode programs execute in separaitual address

spaces (search AFPT &NEX_EXT. 40 in Section

6 .

The evaluator shall ensure the TSS details the USSD and MMI codes available from the dial
shall ensure that this description includes the code, the action performed by the TSF,

available, the evaluator shall ensure that th8ST provides a description of the method by w
actions prescribed by these codes are prevented.

locked state or during auxiliary boot modes that may alter the behavior of theTh8Fevaluator

justification that the actions performed do not modify user or TSF data. If no USSD or MMI cog

Wi ndows does not have an fAauxiliary boot modeo

[ST] section 6.6.1.1.810bile Broadband IsolatiorSection 6.6.1.1.3 alsmvers UUSD and MMI codes.

Windows 10 does not include the ability to initiate or receive telephony calls. WindoMs i@ does
not implement any USSD or MI codes Hence, entering a USSD or MMI code while the screen is

locked has no effect.

The evaluator shall ensure the TSS documents any TSF data (including software, execution
configuration information, and audit logs) which may be accessed ardifi@do over a wired
interface in auxiliary boot modes. The evaluator shall ensure that the description includes dat
is modified in support of update or restore of the device. The evaluator shall ensure th
documentation includes the auxilidopot modes in which the data may be modified, the metho
entering the auxiliary boot modes, the location of the data, the manner in which data n
modified, the data format and packaging necessary to support modification, and software

hardwae tools, if any, which are necessary for modifying the data.

[ ST] Section 6.6.1 states that Wi ndows does

a wired interface.

The evaluator shall ensure that the TSS providdeskription of the means by which unauthori
and undetected modification (that is, excluding cryptographically verified updates
FPT_TUD_EXT.2) of the TSF data over the wired interface in auxiliary boots modes is pre
(The lack of publically avkable tools is not sufficient justification. Examples of sufficient justifica
include auditing of changes, cryptographic verification in the form of a digital signature or

disabling the auxiliary boot modes, and access control mechanisms thenpmwriting to files o
flashing partitions.)

[ST] Section 6.6.1 states that Wi ndows does
a wired interface.
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2.5.8.2 Guidance Assurance Activities

None defined.

2.5.8.3 Test Activities

Assurance Activity NoteThe following tests require the vendor to provide access to a test ple
that provides the evaluator with tools that are typically not found on consumer Mobile [
products. In addition, the vendor provides a list of fileg).(esystem files, libraries, configuratiq
files, audit logs) that make up the TSF data. This list could be organized by folders/directorie
lusr/sbin, /etc), as well as individual files that may exist outside of the identified directories.

Test1 The evaluator shall check the Aper mi ss
files that make up the TSF and ensure the settings are appropriate for preventing writing by u
applications. The evaluator shall attempt to modify adiléheir choosing to ensure the mechan
enforces the permission settings and prevents modification.

The evaluator examined the permission settings in the c:/windows directory and verified that the
permission settings were appropriatée evaluator attmpted to modify a file under this directory and
verified that this attempt was denied.

Test 2: The evaluator shall create and load an app onto the Mobile Device. This app shall atte
traverse over all file systems and report any locations to which data can be written or overy
The evaluator must ensure that none of these locations atefthe OS software, device drive
system and security configuration files, Kk

The evaluator ran an app to enumerate the folders that the app had access to write to and verified tha
none of these folderwere part of the OS, drivers, system and security configuration, keys, or another
applicationdés dat a.

Test 3 For each available auxiliary boot mode, the evaluator shall attempt to modify a TSF
their choosing using the software and/or hardwawels described in the TSS. The evaluator s
verify that the modification fails or that the TSF audits the change as expected according
description in the TSS.

In Windows 10 the auxiliary boot modes are not applicable in the evaluated configutiagirefore this
test case is not applicable.

2.5.9 Application Processor Mediation (FPT_BBD_EXT.1)

2.5.9.1 TSS Assurance Activity

The evaluator shall ensure that the TSS section of the ST describes at a high level how the p
on the Mobile Device interact, including which bus protocols they use to communicate, an
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devices operating on that bus (peripherals and sensamsl)jdentification of any shared resources.‘

Microsoft claims FPT_BBD _EXT.1 only for Surface Pro 4, as indicated in the footnote to
FPT_BBD_EXT.1 in section 5.1.5.5 Extended: Application processor Mediation (FPT_BBD_EXT.1).

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft
uses footnotes to identify small differences in device capability or evaluation evidence. For
FPT_BBD_EXT.1, a footnote indicates that the secuatget only claims the optional requirement for
Surface Pro 4.

[ST] Section 6.6.1.1.3 Mobile Broadband Isolation states Surface Pro 4 does not include the ability to
initiate or reeive telephony calls (that is, cellular support). Section 6.6.7 SFR Mapping describes the
separation (separate memory, separate cache, and no access to peripherals or sensors) between t
application processor and the baseband processor, which providésad Bluetooth.

The evaluator shall verify that the design described in the TSS does not permit any B}
accessing any of the peripherals and sensors or from accessing main memory (volatile -4
volatile) used by the AP. In particular, the ewtlr shall ensure that the design preve
modification of executable memory of the AP by the BP.

[ST] Section 6.8.1.1.3 Mobile Broadband Isolation st&agace Pro 4 does notclude the ability to

initiate or receive telephony calls (that is, cellular support). Sectidid &FR Mapping describes the
separation (separate memory, separate cache, and no access to peripherals or sensors) between t
application processor and thadeband processor, which providesfVand Bluetooth.

2.5.9.2 Guidance Assurance Activities

None defined.

2.5.9.3 Test Activities

None defined.

2.5.10 Extended: Limitation of Bluetooth Profile Support (FPT_BLT_EXT.1)

2.5.10.1 TSS Assurance Activity

None defined.

2.5.10.2 Guidance Assurance Activities

None defined.

2.5.10.3 Test Activities

The evaluator shall perform the following tests:
Test 1:While the service is not in active use by an application on the TOE, the evaluator shall
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to discover a service associated with a dfap
on the TOE via a Service Discovery Protocol searcle @aluator shall verify that the service d
not appear in the Service Discovery Protocol search results. Next, the evaluator shall attempt
remote access to the service from a device that does not currently have a trusted device rel
with the TOE. The evaluator shall verify that this attempt fails due to the unavailability of the g
and profile.

Test 2 The evaluator shall repeat Test 1 with a device that currently has a trusted device relat
with the TOE and verify that thersa behavior is exhibited.

This activity was performed in conjunction with FIA_BLT_EXT.1.

2.5.11 Extended: Key Storage (FPT_KST_EXT.1)

2511.1 TSS Assurance Activity

The evaluator shall consult the TSS section of the ST in performing the assurance activities
requirement.

In performing their review, the evaluator shall determine that the TSS contains a descriptior
activities that happen on powep and password authentication relating to the decryption of DI
stored keys, and data.

[ST] section 62.4 Encryptingthe Device with BitLocker describes activities from startup (search
Aprompt t he wuser f SectiontéhleProtectingaiser Pala d&stribes lse of the
Enhanced PIN authorization factor for Windod®. Section &.5 Key Storage covers passwor
authentication, which provides access to privat
devi ce i s Settiorr6h6Pdotectimgdata with DPAPI provides details of DPAPI access.

The evaluator shall ensure that the description alsgers how the cryptographic functions in {
FCS requirements are being used to perform the encryption functions, including how the
DEKSs, and stored keys are unwrapped, saved, and used by the TOE so as to prevent plain
being written to nosvolatile storage. The evaluator shall ensure that the TSS describes, fo
powerdown scenario how the TOE ensures that all keys invatatile storage are wrapped with
KEK.

[ST] sections 6.5 Key Storageand 62.7 Networking cover unwrapping of keys. Seection2.1.24.1
abovein Extended: Integrity of encrypted key storage (FCS_STG_EXWB)ch summarizes the
cryptographic korithms used in unwrapping ¥& ST Sections B.4 Encrypting the Device with
BitLocker, 6.2.5 Key Storage and 62.6 Protecting Data with DPAP#lescribe how keys are saved.
Windows does not save plain text keys to wotatile memory. Windows clears keys summarized
abovein section2.19.1 aboven Cryptographic Key DestructioFCS_CKM_EXT.4. Windows uses
FVEK continuously. Section B.4 covers FVEK clearing on normal shutdown, on hibernation, and on
crash

The evaluator shall ensure that the TSS describes how other functions available in the syst
regeneration of the keys) ensure that no unencrypted key material is present in persistent stor
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[ST] section 62.4 Encrypting the Device with BitLocker describes encryption dfe devi ce 6 s
unit. Section &.5 Key Storage covers storage of BitLocker keys, which are stored encrypted outside the
NTFS partitions (search AFVEK, VMK, and | nter me
CAVP-validated HMAC function(ser ch A The HMAC function forms th

The evaluator shall review the TSS to determine that it makes a case that key material is no
unencrypted to the persistent storage.

The TSSsections &.4, 62.4, and 6.7 make the case that thkey material is not written unencrypted to
persistent storage.

25.11.2 Guidance Assurance Activities

None defined.

2.5.11.3 Test Activities

None defined.

2.5.12 Extended: No Key Transmission (FPT_KST_EXT.2)

25.12.1 TSS Assurance Activity

The evaluator shall consult the TS&ction of the ST in performing the assurance activities for
requirement. The evaluator shall ensure that the TSS describes the TOE security bound
cryptographic module may very well be a particular kernel module, the Operating Syste
Application Processor, or up to the entire Mobile Device.

[ST] section 62.5 Key Storage defines the boundary of the cryptographic module (search
Acryptographcommodat eonsot hehe operating systen

In performing their review, the evaluator shall determine that the TSS contains a descriptior
activities that happen on powep and password authentication relating to the decryption of DI
stored keys, and data.

Seesection2.5.11.1 aboven Extended: Key Storage (FPT_KST_EXT.1)

The evaluator shall ensure that the TSS describes how other functions available in the syst
regeneration of the keys) ensure that no unencrypted key material is transmitted outside the
boundary of the TOEThe evaluator shall review the TSS to determine that it makes a case tf
material is not transmitted outside the security boundary of the TOE.

[ST]section62. 5 Key Storage states ANO unencrypted Bi
cryptographic .6 dlesdrires bandihg oftiriteomediate .keys, VMK, and FVEK.
Section 63.6 Protecting Data with DPAPI describes handling and protection of DPAPI keys. Section
6.6.7 SFR Mapping reiterates that plain text keys are not exported from the cryptographic modules
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(search AFPT_KST_EXT. 2: Pl ai ngteakpreveht the export &f EPMT P M
data (section @.3 Trusted Platform Modu)e

25.12.2 Guidance Assurance Activities

None defined.

25.12.3 Test Activities

None defined.

2.5.13 Extended: No Plaintext Key Export (FPT_KST_EXT.3)

2.5.13.1 TSS Assurance Activity

The ST author wilprovide a statement of their policy for handling and protecting keys. The eva
shall check to ensure the TSS describes a policy in line with not exporting either plaintext
KEKSs, or keys stored in the secure key storage.

[ST] section 62.5 Key Storage describes the Key Isolation Service, which covers both protected process
for handling keys and NTFS files for protecting stored K&ee also section 1 Cryptographic
Algorithms and Operations.)

Section 66.7 SFR Mapping provides a concise summary of policy for handling and protecting keys is as
follows:

1 During normal operation, Windows does not store plaintext key material imalatile storage
(FPT_KST_EXT.1).

1 Plaintext keys are not exported from the F\RBdated cryptographic modules
(FPT_KST_EXT.2).

1 Users cannot export plain text keys from Windows Store applications (FPT_KST_EXT.3).

The policy is in line with not exporting either plaintexERs, KEKs, or keys stored in the secure key
storage.

2.5.13.2 Guidance Assurance Activities

None defined.

2.5.13.3 Test Activities

None defined.

Page 156 of 181



2.5.14 Extended: Self -Test Notification (FPT_NOT_EXT.1)

25.14.1 TSS Assurance Activity

The evaluator shall verify that the T8&scribes critical failures that may occur and the actions t
taken upon these critical failures.

[ST] section 6.6.4 SelfTests describes the stamy selftests, which are standard FIPS 420
cryptographic module tests. Sectiob.6.Windows Code Integrity describes software integrity tests and
Windows 6 responses to test f adpdraionastte aft¥via faitlie afshe wi |
Windows FIPS 140 cryptographic s#édfsts and integrity failure for Windows system binaries (search
AFPT_ _NOT_EXT. 1: Wi n d o ws6.7 8kRI Mappihga Wihdows iwill notffyetbet i o n
remote administrator via MDM.

2.5.14.2 Guidance Assurance Activities

None defined.

2.5.14.3 Test Activities

Assurance Activity NoteThe following test require the developer to provide access to a test ple
that provides the evaluator with tools that are typically not found on consumer Mobile [
products.

Test 1:The evaluator shall use a tool provided by the developer to ynfie$ and processes in t
system that correspond to critical failures specified in the second list. The evaluator shall ver
creating these critical failures causes the device to take the remediation actions specified in
list.

The evaliator used a kernel debugger attached to the TOE to modify the integrity checking mechanism
on boot. The evaluator verified that this modification cause the TOE to go into an error state, attempt to
reboot, and audit the event.

2.5.15 Extended: Self -Test Notifica tion (FPT_NOT_EXT.1.2)

2.5.15.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes which critical memory is measured for these
values and how the measurement is performed (including which TOE software perform
generates thesealues, how that software accesses the critical memory, and which algorithn
used)

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft
uses footnotes to identify small differences in device capability or evaluation evidence. For
FPT_NOT_EXT.1, footnotes identify two optional requirements elements that only apply only when a
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device isenrolled as described in the deployment guidance. (In this evaluation, all devices have TPM
2.0)

[ST] section 66.5 Windows Code Integrity describes software integrity tdsis/ integrity values are
measured for each critical memorgefore Windows will unlock the operating system drive, it will
verify the integrity of the early boot components, which include the Boot Loader, OS Loader, and OS
Resume binariessing file integity check algorithmSection 6.3 SFR Mappingndicates that X.509v3
certificates are used to support authentication for code signing for integrity verification. Seg&&on 6.
describes that aen Secure Boot starts in the preboot environment, it willpeoenthe sealed values

from the TPM and if those values do not match the calculated values, Secure Boot will lock the system
(which prevents booting) and display a warning on the computer display.

After Secure Boot verifies the integrity of eariynning kernel components, including Code Integrity,

the Code Integrity capability provides measures code integrity for kemod¢ and usemode
programs. Kernemode code signing (KMCS) prevents kernedde device drivers, such as the
BitLocker Drive EncryptiorDrivers (fvevol.sys), from loading unless they are published and digitally
signed by developers who have been vetted by one of a handful of trusted certificate authorities (CAs).
KMCS, using publiekey cryptography technologies, requires that kemetle code include a digital
signature generated by one of the trusted certificate authorities. When a kernel device driver tries to
load, Windows decrypts the hash included with the driver using the public key stored in the certificate,
then verifies that theash matches the one computed with the code. The authenticity of the certificate is
checked in the same way, but using the certificate authority's public key, which is trusted by Windows.
The root public key of the certificate chain that verifies the signae must match one o
root public keys indicating that Microsoft is the publisher of thWndows image files. These

Mi crosoftds root public keys are hardcoded in t

2.5.15.2 Guidance Assurance Activities

If the integrity valuesare provided to the administrator, the evaluator shall verify that the A
guidance contains instructions for retrieving these values and information for interpreting then
example, if multiple measurements are taken, what those measurements laoevam@nges to thos
values relate to changes in the device state.)

[Mobile Guide] section B Managing Health Attestatioprovides instructions for generating and
retrieving health attestation measurements as wellaabnk to an application for reviewing
measurementd he guidance covers bot#m MDM?22 system(section 3.1 IT Administrator Guidance)
andby a localWindows 1C0administrator(section %.2.1 Local Administrator Guidance)

2.5.15.3 Test Activities

Assurance Activity NoteThe following test may require the developer to provide access to
platform that provides the evaluator with tools that are typically not found on consumer N

22 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.
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Device products.

The evaluator shall repeat the following test for each measurement:

Test: The evaluator shall boot the device in an approved state and record the measureme
(either from the log or by using the administrative guidance to retrieve the value via an MDM 4
The evaluator shall modify the critical memory or valud teaneasured. The evaluator shall boot
device and verify that the measurement changed.

The evaluator enrolled the TOE in MDM and sent the attestation record to the MDM admin. Then the
evaluator toggled secure boot and sent the attestation recong\agéying that the value had changed.

2.5.16 Extended: Self -Test Notification (FPT_NOT_EXT.1.3)

2.5.16.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes which key the TSF uses to sign the resj
queries and the certificate used poove ownership of the key. The evaluator shall perform
following test.

Microsoft uses iteration of requirementsidentify significant difference in device capability. Microsoft

uses footnotes to identify small differences in device capability @luatron evidence. For
FPT_NOT_EXT.1, footnotes identify two optional requirements elements that only apply only when a
device is enrolled as described in the deployment guidance. (In this evaluation, all devices have TPM
2.0.)

[ST] Section 6.6.5FR Mapjng states that when configured to generate health attestations, Windows
will use the Attestation Key (AK) in the TPNMicrosoftissues certificates for TPM Attestation Keys.
Table 15 Types of Keys Used by Windows identifies keys used for health attestat TPMoased

RSA keys.

2.5.16.2 Guidance Assurance Activities

None defined.

2.5.16.3 Test Activities

Test: The evaluator shall write, or the developer shall provide, a management applicatio
queries either the audit logs or the measurements. The evalsizadirverify that the responses
these queries are signed and verify the si

This activity is performed in conjunction with FPT_NOT_EXT.1.2.
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2.5.17 Reliable Time Stamps (FPT_STM.1)

2.5.17.1 TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it lists each security function that make
time.

[ST] section 66.3 Time Servicdists the Windows capabilities that are includkd evaluationthat use
the centralized (i.e., reliable) time service as:

1 Network expirations for authentication and data access
1 Session timeout and screen locking
1 X.509 certificate generation, revocationdaexpiration

The TSS provides a description of how the time is maintained and considered reliable in the ¢
each of the time related functions. This documentation must identify whether the TSF use
server or the c arerprinsany finee squrees.wor k t i me as t h

[ST] section 66.3 Time Servicestates ach hardware platform supported by the TOE includes a real
time clockas the primary time sourcdf Windows connects to a broadband network, it will use the
net workoés time server as a secondary time serve

The realtime clock is a device that can only be accessed using functions provided by-thadrServes

as the reference clock that maintains the sydtera. Specifically, the TSF provides functions that
allow users, including the TSF itself, to query and set the clock, as well as functions to synchronize
clocks within a domain. The abilitp tquery the clock is unrestricted, while the ability to set the clock
requires the SeSystemtimePrivilege. This privilege is only granted to authorized administrators to
protect the integrity of the time service.

Synchronizing the clocks within a managed Windows deployment is critical for-m@dsine
communications and correlating activities which occur on multiple compui#isdows capabilities
that are included in the evaluation and use the centralized€liable) time service are:

1 Network expirations for authentication and data access
9 Session timeout and screen locking
1 X.509 certificate generation, revocation, and expiration

Accuracy (which the NI AP OS PP de sicmgsidescsbedis 0r
fiHow the Windows Time Service Wartksand a | ink has been provided.

25.17.2 Guidance Assurance Activities

The evaluator examines the operational guidance to ensure it describes how to set the time.

[Mobile Guide] section 14Managing Timedescribes setting time manually in Windows 10 (subsection
14.1.1 Local Administrator Guidance) and Windows 10 Mo(slébsection 14.2.1 User guidance). The
section covers setting time automatically with an NTP server for Windows 10 (subsection 14.1.1 Local
Administrator Guidance) or a mobile operator via Network Identity and Time Zone for Windows 10
Mobile (subsection 12.1 user Guidance). Windows 10 Mobile does not support NTP.
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25.17.3 Test Activities

Test 1. The evaluator uses the operational guide to set the time. The evaluator shall then
available interface to observe that the time was set correctly.

The evaluator queried the time, set the time and queried the time again on the TOE. The evaluator
verified that the time was successfully changed.

2.5.18 Extended: TSF Cryptographic Functionality Testing (FPT_TST_EXT.1)

2.5.18.1 TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it specifies thestelfhat are performed

startup. This description must include an outline of the test procedures conducted by the TS
rather than saying "memory is tested", a descripsonilar to "memory is tested by writing a value
each memory location and reading it back to ensure it is identical to what was written" shall be

[ST] section 66.4 SeltTests lists the Windows staup selft e st s (s e a rmode stértliphself k e r
t ests ar e 0)as definbdeinFIPS B1@2 dknowm answer tests, sign/verify tests, etc.). The
section describes the error state where Wi ndows
selft e st i seationd®.7 SFR Mappini FPT _TST EXT. 1: Wi n celbtwess tr suin)s.
An administrator enables automatic execution of the-gfadelft e st s (search ASyst ¢
Use FIPS compliant al gorithms [Mabile Geide]csectop .1 o n ,
specifies this setting as part of the evaluated configuration.

The TSS must include any error states that they TSF may enter whestsdiil, and the conditior
and actions necessary to exit #reor states and resume normal operation.

[ST] section 66.4 SelfTest s descri bes the error state where
failure in any startup seff e s t i seationd®.7 SFR Mappingi FPT _TST_EXT. 1: Wi nc
seriesofsef est s 0) .

The evaluator shall verify that the TS8icates these selésts are run at statip automatically, and
do not involve any inputs from or actions by the user or operator.

[ST] section 66.4 SeltTests describes that adrainistrator enables automatic execution of the -sijart
selfft ests (search ASystem Cryptography: Use FI PS
s i g n i[Mobilé Guide]section 1.1 specifies this setting as part of the evaluated configuration.

The evaluator shall inspect the list of selftastshe TSS and verify that it includes algorithm s
tests. The algorithm setésts will typically be conducted using known answer tests.

[ST] section 66.4 SelfTests lists th&Vindows stadup selft e st s ( s e a rmode stértliphself k e r
tests ar e 0)as definédanFIRSeld® sryptagraphic module algorithm or known answer
tests.
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2.5.18.2 Guidance Assurance Activities

None defined.

2.5.18.3 Test Activities

None defined.

2.5.19 Extended: TSF Integrity Testing (FPT_TST_EXT.2 .1)

2.5.19.1 TSS Assurance Activity

The evaluator shall verify that the TSS section of the ST includes a description of the boot pro
i ncluding a description of the eAppglidatiorePrdcesson
The evaluator shall ensure that before loading the bootloader(s) for the operating system
kernel, all bootloaders and the kernel software itself is cryptographically verf@deach additiona
category of executable coderified before execution, the evaluator shall verify that the descripti
the TSS describes how that software is cryptographically verified.

[ST] section 66.5 Windows Code Imgrity describes the Window boot procedures includiregentire
bootchain, andts integrity mechanisms. Secure Boot capability of Windows verifies the integrity of the
early boot components. Secure Boot relies on file measurements sealed to the TRM. G28t

Trusted Platform Modul@lescribes TPM sealing including hardware protection of the Storage Root
Key. Windows verifies the integrity of kernel software through its code integrity capability (search
NfCode I ntegrity capability prhodeiacdesemanke sprregr am
Section 6.1 Cryptographic Algorithms and Operatiosst at e s , i 258 Sounted ModeA E S
DBRG Known Answer Tests (instantiate, generate) on-gfariVindows always runs the SP 880
mandated seffests for AESCTR-DRBG during a reeed and runs the DuBIC reseed seliest when

t he wuser chooses to operate Wseatidno6dk Sepanationt amee  F |
Domain Isolationi ndi cat es t hat t he TOEOGs (BethedIPIcertifielgrr i t
cryptographt libraries

The evaluator shall verify that the TSS contains a justification for the protection of the cryptog
key or hash, preventing it from being modified by unverified or unauthenticated softwar
evaluator shall verify that the TSS contain description of the protection afforded to the mecha
performing the cryptographic verification.

[ST] section 62.3 Trusted Platform Modulelescribes mtection of the TPMkey. Section &.5 Key
Storagedescribes how keys are protect8ection 66.5 Windows Code Integritglescribes how Kernel

mode code signing (KMCS) prevents kernebde device drivers, such as the BitLocker Drive
Encryption Drivers (fvevol.sys), from load) unless they are published and digitally signed by
developers who have been vetted by one of a handful of trusted certificate authorities (CAs). When a
kernel device driver tries to load, Windows decrypts the hash included with the driver using tbe publ
key stored in the certificate, then verifies that the hash matches the one computed with the code. The
authenticity of the certificate is checked in the same way, but using the certificate authority's public key,
which is trusted by Windows. The rootlpic key of the certificate chain that verifies the signature must
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match one of the Microsoftds root public keys i
fil

i mage il es. These Microsoftods rootdepublic keys

The evaluator shall verify that the TSS describes each auxiliary boot mode available on tf
during the boot procedures. The evaluator shall verify that, for each auxiliary boot ma
description of the cryptographic integrity of the executededdmlough the kernel is verified befg
each execution.

[ST] section 66.5 Windows Code Integrity describes the Window boot procedures including the entire
bootchain, and its inggity mechanisms. When Secure Boot starts in the preboot environment, it will
compare the sealed values from the TPM and if those values do not match the calculated values, Secur
Boot will lock the system (which prevents booting) and display a warninthe@rcomputer display.

Next the Code Integrity capability provides code integrity checking for kemode programs.

2.5.19.2 Guidance Assurance Activities

None defined.

2.5.19.3 Test Activities

The evaluator shall perform the following tests:

Test 1: The evaluator shall perform actions to cause TSF software to load and observe t
integrity mechanism does not flag any executables as containing integrity errors and that th
properly boots.

This activity is performed in conjunction with FPT_NCEXT.1.

Assurance Activity NoteThe following tests require the vendor to provide access to a test ple
that provides the evaluator with tools that are typically not found on consumer Mobile [
products.

Test 2: The evaluator shall modify a TSéxecutable that is integrity protected and cause
executable to be successfully loaded by the TSF. The evaluator observes that an integrity vic
triggered and the TOE does not boot. (Care must be taken so that the integrity violation isneelt
to be the cause of the failure to load the module, and not the fact that the module was modifie
it was rendered unable to run because its format was corrupt).

The evaluator loaded a modified version of a boot file such onto the TOE. Thatevaonfirmed that
the integrity violation is triggered on boot and the TOE fails to load.

Assurance Activity NoteThe following tests require the vendor to provide access to a test ple
that provides the evaluator with tools that are typically fmand on consumer Mobile Devi
products.
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[conditional] Test 3:If the ST author indicates that the integrity verification is performed usi
public key, the evaluator shall verify that the update mechanism includes a certificate val
according b FIA X509 EXT.1. The evaluator shall digitally sign the TSF executable w
certificate that does not have the Code Signing purpose in the extendedKeyUsage field and v
an integrity violation is triggered. The evaluator shall repeat the taagus certificate that contain
the Code Signing purpose and verify that the integrity verification succeeds. ldeally, tf
certificates should be identical except for the extendedKeyUsage field.

This activity is performed in conjunction with FPT_TUDXE?2.

2.5.20 Extended: TSF Integrity Testing (FPT_TST_EXT.2.2)

2.5.20.1 TSS Assurance Activity

None defined.

2.5.20.2 Guidance Assurance Activities

None defined.

2.5.20.3 Test Activities

Testing for this element argerformed in conjunction with the assurance activities
FPT_TST_EXT.2.1.

2.5.21 Extended: Trusted Update: TSF Version Query (FPT_TUD_EXT.1)

2.5.21.1 TSS Assurance Activity

None defined.

25.21.2 Guidance Assurance Activities

Using the AGD guidance provided, tealuator shall test that the administrator and user can qug
O the current version of the TSF operating
0 the hardware model of the TSF

0 the current version of alll i nstall ed mohb

[Mobile Guidekection 15Getting Version Informatiomprovides instructions to determine the hardware
model and operating system versidmoth for Windows 10 (fsection 15.1.1 User Guidance) and for
Windows 10 Mobile (subsection (15.2.1 User Guidance).
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25.21.3 Test Activities

The evaluator shall establish a test environment consisting of the Mobile Device and any suj
software that demonstrates usage of the mamage functions. This can be test software from
developer, a reference implementation of management software from the developer, ¢
commercially available software. The evaluator shall set up the Mobile Device and the other s
to exercise tt management functions according to provided guidance documentation.

Test 1:Using the AGD guidance provided, the evaluator shall test that the administrator and us
query:
0O the current version of the TSF oper g
separately

O the hardware model of the TSF
0 t he c ur ral mstalled mobseiamplications

The evaluator must review manufacturer documentation to ensure that the hardware model i(
Is sufficient to identify the hardware which comprises the device.

The evaluator successfully queries the TOE fors¢& OS, firmware, hardware model, and current
version of all applications.

2.5.22 Extended: Trusted Update Verification (FPT_TUD_EXT.2)

2.5.22.1 TSS Assurance Activity

The evaluator shall verify that the TSS section of the ST describes all TSF software
mechanismsof updating the system software. The evaluator shall verify that the description in
a digital signature verification of the software before installation and that installation fails i
verification fails.

[ST] section 66.6 Windows and Applicatio Updates describes the software update mechanisms.

Software update includes digital signature ver.i
the installation wil!/ aborto). The sectificae st a;
on the computer is protected by the storage r 0Cc
of the boot loader (sesections2.5.15 aboveand 2.5.19 abovg . Mi crosoftds root

hardcoded in the Windows boot loader.

The ewaluator shall verify that all software and firmware involved in updating the TSF is desg
and, if multiple stages and software are indicated, that the software/firmware responsible fc
stage is indicated and that the stage(s) which perform sigmatarification of the update ar
identified.

Integrity checking ofboth the Microsoft Update Packagesmd Windows executable codend the
Windows Store Applications and their installation packages are verified using a digital signature from
Microsoft Caporation with the Code Signing usage. The process of verification is the same for all
update types and is described in Secti@B8/indows and Application Updates
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The evaluator shall verify that the TSS describes the method by which the digitalreignaerified
and that the public key used to verify the signature is either hardpratected or is validated t
chain to a public key in the Trust Anchor Database. If hardvpaotection is selected, the evaluat
shall verify that the method of hardwe-protection is described and that the ST author has just
why the public key may not be modified by unauthorized parties.

[ST] section 66.6 Windows and Application Updates describes the software update mechanisms.
Software update incl udes daregignedby Misrosgitn @ otlebrwde v e r |
thenstall atipn Wheél s alheintegdty of theaMiceosoft @ode Signing certificate

on the computer is protected by the storage r 0Cc
of the boot loader (sesbovesections?.5.15 abovend2.5.19 abovge . Mi crosoftds root
hardcodedn the Windows boot loader.

[conditional] If the ST author indicates that software updates to system software running or
processors is verified, the evaluator shall verify that these other processors are listed in the 7
that the description idades the software update mechanism for these processors, if different tt
update mechanism for the software executing on the Application Processor.

N/A 1 the ST author did not indicate that software updates to system software running on other
processors is verified.

[conditional] If the ST author indicates that the public key is used for software update
signature verification, the evaluator shall verify that the update mechanism includes a cer
validation according to FIA_ X509 HX1 and a check for the Code Signing purpose in
extendedKeyUsage.

Section 6.3 SFR Mappingindicates that X.509v3 certificates are used to support software update
digital signature verification.Section 6.2 X.509 Certificate Validatiomescribes ertificate validation

in accordance with FIA_X509 EXTihcluding all applicable usage constraints (Code Signing purpose)
in the extendedKeyUsage as described in RFC 5280.

2.5.22.2 Guidance Assurance Activities

None defined.

2.5.22.3 Test Activities

The evaluator shall véy that the developer has provided evidence that the following tests
performed for each available update mechanism:

Test 1: The tester shall try to install an update without the digital signature and shall verify
installation fails. The tester shall attempt to install an update with digital signature, and verif
installation succeeds.

The evaluator attempted to iatan update without a digital signature and verified that this attempt
failed. The evaluator successfully installed an update with a valid digital signature.
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Test 2:The tester shall digitally sign the update with a key disallowed by the devicesafydthat
installation fails. The tester shall digitally sign the update with the allowed key and verify
installation succeeds.

The evaluator attempted to instaldl an wupdate
attempt failed. The sicessful case was tested in Test 1.

Test 3: [conditional] The tester shall digitally sign the update with an invalid certificate and v,
that update installation fails. The tester shall digitally sign the application with a certificate that
not have the Code Signing purpose and verify that application installation fails. The testel
repeat the test using a valid certificate and a certificate that contains the Code Signing purp(
verify that the application installation succeeds.

The evaliator attempted to install 2 updates; one with an invalid certificate and the other with a valid
certificate with no code signing purpose and verified both these attempts failed. The successful cases
were tested in Test 1.

Test 4: [conditional] The testershall repeat this test for the software executing on each proc
listed in the first selection. The tester shall attempt to install an update without the digital sig
and shall verify that installation fails. The tester shall attempt to installupdate with digital
signature, and verify that installation succeeds.

N/Ad no selection made in the Security Target.

2.5.23 Extended: Trusted Update Verification (FPT_TUD_EXT.2.4)

2.5.23.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes hwbile application software is verified
installation. The evaluator shall ensure that this method uses a digital signature.

[ST] section 66.6.1.1 Windows Store Applications atttkir installation packages are verified using a
digital signature from Microsoft Corporation with the Code Signing usage.

2.5.23.2 Guidance Assurance Activities

None defined.

2.5.23.3 Test Activities

Test 1: The evaluator shall write, or the developer shall provide access to, an applicatior
evaluator shall try to install this application without a digitally signature and shall verify
installation fails. The evaluator shall attempt to install a ditijt signed application, and verify th
installation succeeds.
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The evaluator attempted to install an application without a digital signature and verified that this attempt
failed. The evaluator successfully installed an application with a valid diggtadtsire along with the
activity for FPT_TUD_EXT.2.7.

2.5.24 Extended: Trusted Update Verification (FPT_TUD_EXT.2 .5)

2.5.24.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes how mobile application software is ver

installation. The evaluator shall ensure that this method uses a digital signature by a code
certificate.

[ST] section 66.6.1.1 Windows Store Applications and their installation packages are verified using a
digital signature from Microsoft Corporation with the Code Signing usage.

2.5.24.2 Guidance Assurance Activi ties

None defined.

2.5.24.3 Test Activities

Test 1: The evaluator shall write, or the developer shall provide access to, an applicatior
evaluator shall try to install this application without a digitally signature and shall verify
installation fails. Theevaluator shall attempt to install an application digitally signed with
appropriate certificate, and verify that installation succeeds.

This activity was performed in conjunction with FPT_TUD_EXT.2.4.

Test 2: The evaluator shall digitally sign the application with an invalid certificate and verify
application installation fails. The evaluator shall digitally sign the application with a certificate
does not have the Code Signing purpose and verifyaghaication installation fails. This test may
performed in conjunction with the assurance activities for FIA_X509 EXT.1.

The evaluator attempted to install 2 applications; one with an invalid certificate and the other with a
valid certificate with nocode signing purpose and verified both these attempts failed. The successful
cases were tested in FPT_TUD_EXT.2.7.

Test 3:If necessary, the evaluator shall configure the device to limit the public keys that cg
application software according to thAGD guidance. The evaluator shall digitally sign 1
application with a certificate disallowed by the device or configuration and verify that applic
installation fails. The evaluator shall attempt to install an application digitally signed wit
authorized certificate and verify that application installation succeeds.

The evaluator attempted to instaldl an applicat
attempt failed. The successful case was tested with FPT_TUD_EXT.2.7.
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2.5.25 Extended: T rusted Update Verification (FPT_TUD_EXT.2.6)

25.25.1 TSS Assurance Activity

None defined.

2.5.25.2 Guidance Assurance Activities

None defined.

2.5.25.3 Test Activities

Testing for this element argerformed in conjunction with the assurance activities
FPT_TUD_EXT.2.3 and FPT_TUD_EXT.2.5.

This activity was performed in conjunction with FPT_TUD_EXT.2.3 and FPT_TUD_EXT.2.5.

2.5.26 Extended: Trusted Update Verification (FPT_TUD_EXT.2.7)

2.5.26.1 TSS Assurance Activity

The evaluator shall verify that the TSS describes the mechanism that prevents the TSF from
software updates that are an older version that the currently installed version.

[ST] section 66.6 Windows and Application Updatasdicatesthat the Windows installer will not

install an update if the files in the package have lower version numbers than the installed files.

2.5.26.2 Guidance Assurance Activities

None defined.

2.5.26.3 Test Activities

The evaluator shall repeat the following testscaver all allowed software update mechanisms
described in the TSS. For example, if the update mechanism replaces an entire partition co
many separate code files, the evaluator does not need to repeat the test for each individual filg

Test 1: The evaluator shall attempt to install an earlier version of software (as determined
manufacturer). The evaluator shall verify that this attempt fails by checking the version identi

cryptographic hashes of the privileged software againstetipwsviously recorded and checking t
the values have not changed.

The evaluator installed an application on the TOE and attempted to install an older version of the

application and verified this attempt was denied.
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Test 2:The evaluator shall attemppt install a current or later version and shall verify that the upg
succeeds.

The evaluator attempted to install a newer (later) version of the application from Test 1. The evaluator
observed that this attempt succeeded.

2.6 TOE Access (FTA)
2.6.1 Extended: TSF- and User -initiated locked state (FTA_SSL_EXT.1)

2.6.1.1 TSS Assurance Activity

The evaluator shall verify the TSS describes the actions performed upon transitioning to the
state.

[ST] describes the transition to locked state in Secti@dT®E Access describes how when the screen is

|l ocked, Wi ndows displays a screen saver (os)ear c|
and shows notifications from applications which have registered to publish notifications to the locked
screen (search Anotifications from applications

[ST] section 67 describes information displayed to users through notifinat

e if the workstation was not | ocked manuall
saver program if and when the inactivity period is exceeded, as well any notifications from
applications which have registered to publish the applicadics badge or t he
associated notification text to the locked screen. The user has the option to not display any
notifications, or choose one Windows Store Application to display notification text, and select
other applications display their badge

For Windows 10 the inbox Calendar, Weather, and Alarm applications can generate
notifications, and when selected to display notification text they will show the location and time
of the upcoming and #progress meeting, the current weather conditiond,aemexpired alarm

times. In addition, Mail application can be configured to display a badge but not notification text.

For Windows 10 Mobile the inbox Calendar, Mail, [SMS] Messaging, and Phone applications
can generate notifications, and when selectedigplay notification text they will show the
location and time of the upcoming andgrogress meeting, the sender and subject line of the last
received email, the sender and text from the last received SMS message, and the last phone callel
and caller ntfication respectivelyd

The evaluator shall verify that the TSS describes the information allowed to be displa
unauthorized users.

Section 64.3 SFR Mappingndicates that when the Windows device is locked an unauthorized user only
see the authenticatiqns e aFHlAc WAU FEXT.2: The only actiors.)

2.6.1.2 Guidance Assurance Activities

The evaluation shall verify that the AGD guidance describes the method of sedtingachivity
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| interval and of commanding a lock. |

[Mobile Guide]section 16Locking a Deviceprovidesinstructionsfor setting inactivity interval, both for
Windows 10 (subsections 16.1.1 Local Administrator Guidance and 16.1.2 User Guidandej and
Windows 10 Mobile (subsection 16.2.1 User GuidancextiBn 16 contains instructions for device
locking, both by a Windows 10 user (subsection 16.1.2 User GuidancepwadWindows 10 Mobile
user (subsection 16.2.1 User Guidance).

2.6.1.3 Test Activities

Ted 1: The evaluator shall configure the TSF to transition to the locked state after a time of ina
(FMT_SMF_EXT.1) according to the AGD guidance. The evaluator shall wait until the TSF loc
verify that the display is cleared or overwritten andttthe only actions allowed in the locked st
are unlocking the session and those actions specified in FIA_UAU_EXT.2.

Test 2:The evaluator shall command the TSF to transition to the locked state according to th
guidance as both the user and themawistrator. The evaluator shall wait until the TSF locks ¢
verify that the display is cleared or overwritten and that the only actions allowed in the locke
are unlocking the session and those actions specified in FIA_UAU_EXT.2.

This activity wagperformed in conjunction with FIA_UAU_EXT.3.

2.6.2 Default TOE Access Banners (FTA_TAB.1)

2.6.2.1 TSS Assurance Activity

The TSS shall describe when the banner is displayed.

[ST] section 22 TOE Security Servicestates that the system can be configured to display a logon

banner before the logon dialog. Section@atesi As part of establistnng t
Windows can be configured to display a logon banner, which is specified by the administrator, that the
user must accept prior to establishing the sess

2.6.2.2 Guidance Assurance Activities

None defined.

2.6.2.3 Test Activities

The evaluator shall also performetfiollowing test:

Test 1: The evaluator follows the operational guidance to configure a notice and consent w,
message. The evaluator shall then start up or unlock the TSF. The evaluator shall verify
notice and consent warning message isldigg in each instance described in the TSS.

The evaluator configured the notice and consent waring on the TOE. The evaluator then locked the TOE
and verified that the warning was displayed.
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2.6.3 Extended: Wireless Network Access (FTA_WSE_EXT.1)

2.6.3.1 TSS Assurance Activity

The assurance activity for this requirement is performed in conjunction with the assurance act
FMT_SMF_EXT.1.

2.6.3.2 Guidance Assurance Activities

The assurance activity for this requirement is performed in conjunction wittstugance activity fo
FMT_SMF_EXT.1.

2.6.3.3 Test Activities

The assurance activity for this requirement is performed in conjunction with the assurance act
FMT_SMF_EXT.1.

2.7 Trusted Path/Channels (FTP)
2.7.1 Extended: Trusted channel Communication (FTP_ITC _EXT .1)

2.7.1.1 TSS Assurance Activity

The evaluator shall examine the TSS to determine that it describes the details of the TOE cg
to access points, VPN Gateways, and other trusted IT products in terms of the crypto
protocols specified in the requirente along with TOEspecific options or procedures that might i
be reflected in the specificationBhe evaluator shall also confirm that all protocols listed in the
are specified and included in the requirements in the ST.

[ST] section 62.7.1.1 Network Protocols lists the trusted channel protocols that protect data in transit

from disclosure, provide data integrity, and endpoint identification asahdSITTPS. [ST] section 68

Trusted Path / Channel s st at e s2012,HEEE 802.TXVENdnEAR® w s
TLS to provide authenticated wirel ess[SThsecionor Kk i
6.4.3 states that Windows uses X.509 certificates for HAB exchanges, TLS, HTTPS, code signing

for system software updatemnd code signing for mobile applicatians.

If OTA updates are selected, the T8B8ll describe which trusted channel protocol is initiated by
TOE and is used for updates.

AROTA updateso is not selected and this activity
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2.7.1.2 Guidance Assurance Activities

The evaluator shall confirm that the operatiomplidance contains instructions for establishing
connection to access points, VPN Gateways, and other trusted IT products.

[Mobile Guide] section4 Managing EAPTLS describes configuration of security policy for wireless
networks both by anMDM 23 system(section 4.1 IT Administrator Guidance) abg a localWindows
10 administrator(section 4.2.1 Local Administrator Guidance).

[Mobile Guide] section5 Managing TLS lists the cipher suites the TOE suppditi® section covers
configuring TLS via MDM* and for Windows 10 as a user dndal administratorThe section includes
links for Windows 10to guidance to configure a server to allow only the specified cipher suites.

[Mobile Guide] Section8 is Managing VPN. Subsection 8.1T Ad mi ni st r descdbedtlsat Gu i
an MDM system may be used to administer VPN prafildse Windows IPsec VPN client can be
configured by the MDM IT administrator, when the device is enrolldte evaluaté configuration
requires that all network traffic other than traffic necessary to establish the VPN connection go through
the VPN tunnel. This is done by verifying that the VPN configuration pushed down by the MDM is
configured to AStemed VAN cdomhfddtci arhd.ough

[Mobile Guide] subgction 8.2 Windows 10provides a TechNet topic that describes how to create a
VPN connection The AddVpnConnection and S&tpnConnection topic cover configuration to
prevent split tunneling.

[Mobile Guide] section 13 Managing Certificates covers trusted channel policy. Subsection 13.1 IT
Administrator Guidance describes setting-M/i VPN, and certificate profiles using an MDM as well as
providing links to online guidance. Sem 13.2 Windows 10 provides the same information for
Windows 10 local administrators.

2.7.1.3 Test Activities

The evaluator shall also perform the following tests for each protocol listed:

Test 1: The evaluators shall ensure that the TOE is able to initiate communications with an
point using 802.1:2012 and a preshared key, setting up the connections as described if
operational guidance and ensuring that communication is successful.

This activity was performed in conjunction with FCS_CKM.1(2).

Test 2:The evaluators shall ensure that the TOE is able to initiate communications with an

23 As indicated in section 1.1.2 Mobile Device management Solutidebile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a reference to online information about
supported MDM policies.

24 As indicated in ection 1.1.2 Mobile Device management SolutigMgmbile Guide]does not include
specific steps for MDM solutions. Section 1.1.2 does include a referemcgine information about
supported MDM policies.
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point using 802.1-2012, 802.1x, and EAPLS, setting up the connections as described in

operational guidance and ensuring that communication is successful.

This activity was performed in conjunction with FCS_TLSC_EXT.1.

Test 3: [conditional]If IPsec is selected (and the TSF includes a native VPN client), the evg
shall ensure that th@OE is able to initiate communications with a VPN Gateway, setting u
connections as described in the operational guidance and ensuring that communication is suc

This activity was performed in conjunction with FDP_IFC_EXT.1.

Test 4:For anyother selected protocol (not tested in Test 1, 2, or 3), the evaluator shall ensu
the TOE is able to initiate communications with a trusted IT product using the protocol, setting
connection as described in the operational guidance and emsuhat the communication

successful.

N/AJ no other protocols are selected in the Security Target.

Test 5:1f OTA updates are selected, the evaluator shall trigger an update request according
operational guidance and shall ensure that the comoatiiin is successful.

The evaluator triggered an over the air update onto the TOE and verified that the TOE successfully

communicated and received the update.

Test 6:The evaluator shall ensure, for each communication channel witlutiorized IT entity, th
channel data are not sent in plaintext and that a protocol analyzer identifies the traffic as the p
under testing.

This activity was performed in conjunction with FDP_IFC_EXT.1, FCS_CKM.1(1),
FCS_TLSC_EXT.1.

3  SECURITYASSURANCHREQUIREMENTS

3.1 Class ADV: Development
3.1.1 ADV_FSP.1 Basic Functional Specification

3.1.1.1 FSP_FSP.1 Assurance Activity

There are no specific assurance activities associated with these SARs, except ensuring the in
is provided. The functionalpecification documentation is provided to support the assurance act

and
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described in Section 5, and other activities described for AGD, ATE, and AVA SAR
requirements on the content of the functional specification information is implicitly asssssrtue
of the other assurance activities being performed; if the evaluator is unable to perform an

because the there is insufficient interface information, then an adequate functional specificat
not been provided.

3.2 Class AGD: Guidance Documents
3.2.1 AGD_OPE.1 Operational User Guidance

3.2.1.1 AGD_OPE.1 Assurance Activity

Some of the contents of the operational guidance will be verified by the assurance activities in
5 and evaluation of the TOE according to the CEM. The followingtiaddl information is alsg
required.

The operational guidance shall contain a list of natively installed applications and any re
version numbers. If any thirplarties vendors are permitted to install applications before purchas
the end user orrgerprise, these applications shall also be listed.

[Mobile Guide] and[ST] refer to online Windows documentation, which was used for the assurance
activities. All referenced online documentation applies to Windows mobile devicefViSiede Guide]
section 1.1.1 Evaluated Configuration 48d] section 2 TOE Description.

[Mobile Guide] section 30 includes a list of natively installed applications and indicates that they are
Windows 10version 10.0.10240.163&hd Windows 10 Mobile versiat0586.13053.2015102270Q

The operational guidance shall contain instructions for configuring the cryptographic e
associated with the evaluated configuration of the TOE. It shall provide a warning t
administrator that use of other cryptographic engines was not evaluatetested during the C(
evaluation of the TOE.

[Mobile Guide] section 2 Managing Cryptographic Algorithmstate the Windows 10 system
cryptographic engire were tested during the FIPS evaluation of the operating system. Other
cryptographic engines may have been separately evaluated but were not part of this CC evaluation.

The documentation must describe the process for verifying updaties TOE by verifying a digita
signature. The evaluator shall verify that this process includes the following steps:

46. Instructions for obtaining the update itself. This should include instructions for maki
update accessible to the TQ&g., placement in a specific directory).

47. Instructions for initiating the update process, as well as discerning whether the p
was successful or unsuccessful. This includes generation of the hash/digital signature.

[Mobile Guide] Section B Managing Updatedescribe the process to update the Tioh by a local
Windows 10administrator(section B.1.1 Local Administrator Guidance) and by a WindoWwsMobile
user (section8.2.1 User Guidance).

Windows applications include metadata that is installed with the application by the Windows Installer
and the Store App installer. The application metadata includes version information that prevents the
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Windows Installer and the Store App installer from updating an installed application with an older
version.

Update packages downloaded by Windows are signed with the Microsoft Root Certificate Authority to
prove their authenticity and integrity. This signature is checked on the mobile device before installing
any of the product updates contained in a given ppecka order to verify the updates have not been
altered since they were digitally signed. If the signature is incorrect, then the update operation will fail.
Otherwise, if the signature is correct then the update operation will pré@eettbn 19 includelnks to

online documentation that describes how to determine whether an update operation was successful ot
unsuccessful.

The TOE will likely contain security functionality that does not fall in the scope of evaluation
this PP. The operational guidae shall make it clear to an administrator which security function
is covered by the evaluation activities.

[Mobile Guide] st at es A T hi sidesdaperation& muidanger imdormation for a Common
Criteria evaluation describing only the security functionality which the administrator shouidamnse
security functionality not described in this do

3.2.2 AGD_PRE.1 Prepaative Procedures

3.2.2.1 AGD_PRE.1 Assurance Activity

As indicated in the introduction above, there are significant expectations with respect
documentatiod especially when configuring the operational environment to support TOE func
requirements. Thevaluator shall check to ensure that the guidance provided for the TOE adec
addresses all platforms claimed for the TOE in the ST.

The evaluation team has reviewed the guidance documentation above and performed analysis of the
guidanceassurance activities for each applicable security functional requirement. The Assurance
Activities for each SFR ensures that, where applicable, the guidance documentation provides adequate
steps for a user to perform an action. This information is presighin each section and for each
platform claimed in the ST.

While performing testing, the evaluation teamseivedthe TOE and supported hardware and performed
an installation of the test environment consistent with the evaluated configuration.

3.3 Class ALC: Life-Cycle Support

3.3.1 ALC_CMC.1 Labeling of the TOE Assurance Activity

The evaluator shall check the ST to ensure that it contains an identifier (such as a |
name/version number) that specifically identifies the version that meetqthieements of the ST.

Further, the evaluator shall check the AGD guidance and TOE samples received for testing tq
that the version number is consistent with that in the ST.

If the vendor maintains a web site advertising the TOEetaduator shall examine the informati
on the web site to ensure that the information in the ST is sufficient to distinguish the product.
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The evaluator reviewed the configuration of the TOE during testing and confirmed that Windows 10
Windows 10Mobile was the tested version for each platform in the evaluation. All versions were
claimed within the ST and all documentation uniquely identified the TOE version as Windaws 10
Windows 10 Mobile

3.3.2 ALC_CMS.1 TOE CM Coverage Assurance Activity

The evaluator Isall ensure that the developer has identified (in pufgiing developmer
documentation for their platform) one or more development environments appropriate for
devel oping applications for the deyv eVironments,
the developer shall provide information on how to configure the environment to ensure thal
overflow protection mechanisms in the environment(s) are invoked (e.g., compiler flags
evaluator shall ensure that this documentation afsdudes an indication of whether such protecti
are on by default, or have to be specifically enabled.

In regards to developer environments, developers who wish to develop for the devices can navigate to
http://dev.windows.com/ens/ and follow the necessary procedures. Before submitting a developed
application, an individual must have a developer account and must meet all guidelines. Once submitted,
it would be reviewed.

The evaluator shall ensure that th8H is uniquely identified (with respect to other products from
TSF vendor), and that documentation provided by the developer in association with the requi
in the ST is associated with the TSF using this unique identification.

The TOEboundary is identified within the Security Target and the guidance documentation clearly
identifies how a TOE user would place the product in the evaluated configuration.

3.3.3 Timely Security Updates (ALC_TSU_EXT) Assurance Activity

The evaluator shall verifyhait the TSS contains a description of the timely security update pi
used by the developer to create and deploy security updates. The evaluator shall verify {
description addresses the TOE OS, the firmware, and bundled applications, eachallibtoe shall
al so verify that, in addition to t hpgartypOdesse
are also addressed in the description. The evaluator shall also verify that each mechan
deployment of security updates is desedlib

[ST] section 66.6 Windows and Application Updatetescribes the process of creating and signing a
security update for the TOE. The ST also describes how@tevhalidates a securitypdated along with
how a user can receive automatic updates or obtain updates manu@igtion 6 Security Response
Process states the processes in sect®f &pply to the operating system, firmware, apglications.

The evaluator shall verify that, for each deployment mechanism described for the update pro
TSS lists a time between public disclosure of a vulnerability and public availability of the s
update to the TOE patching this vulnbkildy, to include any thireparty or carrier delays in
deployment. The evaluator shall verify that this time is expressed in a number or range of days

[ST] claims timely action without identifying a specific time between public disclosure and update
availability. Rather, section ®. Security Response Process provides links to pages describing
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http://dev.windows.com/en-us/

Microsoftt s Security Update Lifecycle along with R
Microsoft Security Response Policy and Practices. The life cycle includes monthly security bulletins and
updates.

The evaluator shall verify that this description inclsdéhe publically available mechanisr
(including either an email address or website) for reporting security issues related to the TG
evaluator shall verify that the description of this mechanism includes a method for protect
report either usig a public key for encrypting email or a trusted channel for a website.

[ST] Section &8 Security Response Process provides an email address and web page (HTTPS link) for
reporting security issues. The section provides a secure link (HTTPS) to Microsoft Security Response
Center PGP Key and S/MIME certificate for securing email communication.

3.4 ATE_IND.1 Independent Testing Conformance

3.4.1 ATE_IND.1 Assurance Activity

Theevaluator shall prepare a test plan and report documenting the testing aspects of the sysi
test plan covers all of the testing actio
Activities. While it is not necessary to have one tesé qeer test listed in an Assurance Activity,
evaluator must document in the test plan that each applicable testing requirement in thg
covered.

The test plan identifies the platforms to be tested, and for those platforms not included in the {
but included in the ST, the test plan provides a justification for not testing the platformg
justification must address the differences between the tested platforms and the untested platfq
make an argument that the differences do notaffee testing to be performed. It is not sufficien
merely assert that the differences have no affect; rationale must be provided. If all platforms
in the ST are tested, then no rationale is necessary.

The test plan describes the compositioeaxth platform to be tested, and any setup that is nece
beyond what is contained in the AGD documentation. It should be noted that the evaluator is ¢
to follow the AGD documentation for installation and setup of each platform either as pasifor
as a standard pr¢est condition. This may include special test drivers or tools. For each driv
tool, an argument (not just an assertion) should be provided that the driver or tool will not ad
affect the performance of the functiomaliby the TOE and its platform. This also includes
configuration of the cryptographic engine to be used. The cryptographic algorithms impleme
this engine are those specified by this PP and used by the cryptographic protocols being e
(IPsec, TLS/HTTPS, SSH).

The test plan identifies higlvel test objectives as well as the test procedures to be follow
achieve those objectives. These procedures include expected results. The test report (which
be an annotated version of ttest plan) details the activities that took place when the test proce
were executed, and includes the actual results of the tests. This shall be a cumulative acco
there was a test run that resulted in a failure; a fix installed; and tharceessful reun of the test
the report would show a fAfail o and Apasso
result.
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The test plan created for testing of Windowsat@® Windows 10 Mobilevas performed against the
requirements of the Mobility Device Fundamentals Protection Profile 2.0. Each test case is mapped to a
requirement which is met with a passing result. For each case, a description, expected result, actual
result, and evidence anerovided to clearly identify how the requirement was met. Testing was
performed by analyzing the information within the AGD to ensure the evaluator could follow guidance
procedures in order to complete the configuration activities required. For cestainvendor apps were
needed to test the product. These actions would not normally be performed by a TOE user and would
only occur during testing fdiPP MDF]. The overall conclusion was that testing was successful for all
requirements.

3.4.2 Cryptographic Algorithm Validation Programming Testing

Windows 10and Window 10 Mobile usalgorithm implementations validated under the Cryptographic
Algorithm Validation Program [ttp://csrc.nist.gov/groups/STM/cavp/index.hymI[ST] Table 14
Cryptographic Algorithm Standards and Evaluation Methods identifies CAVP certifibateapply to
Windows 10 and Widows 10 Mobile devices. This section clarifies correspondence between
operational environments listed on CAVP certificates and TOE mobile devitEsmation on
individual tests, modes, states, and key sizes can be found in cryptographic requiretioast ssave:

2.1.1.3
2.1.1.5
2.1.4.3
2.1.4.6
2.1.12.3
2.1.13.3
2.1.14.3
2.1.15.3
2.1.19.3

Windows 10and Window 10 Mobile ruin a large set of operational environments. CAVP certificates
cover a range of Windows variants, architectures, and cryptographic feature implementations (for
example, AESNI). The correspondence between CAVP tgsttens and the Windows 18nd Windows

10 Mobile device undergoing CC evaluation is not-tmene and is not required to b&IAP Policy
Letter #5 (https://www.niapccevs.org/Documents and_Guidance/ccevs/pdtiey-updatel.pdf
defines the applicability and relationship of NIST CAVP and CMVP testing torasse activities
associated with cryptography requirements in NIAP Protection Proflé&P relies on NIST to
establish guidance and to determine when operational environments are equiraunently Asked
Questions for NIAP Policy #provides guidane on applying CAVP certificates to assurance activities
in NIAP protection profiles Https://www.niap
ccevs.org/Documents_and_Guidance/ccevs/FAQ_Policy )5.pdfhis  gudance is based on
Implementation Guidance for FIPS PUB 12@&nd the Cryptographic Module Validation Progrdi:
http://csrc.nist.gov/groups/STM/cmvp/documents/fifs2A1PS14021G.pdf

Policy 5 FAQ 4 addresses equivalence of operational environments. FAQ 4 explains:

=4 =2 =4 -0_9_9_9_°_-2°

If the untested processor supports the same instruction set and operates on the same word size a
the tested processor and the algorithm implementai@onoperate on the untested processor
without change, then the algorithm implementatioes not have to be r¢ested.

Page 179 of 181


http://csrc.nist.gov/groups/STM/cavp/index.html
https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/policy-ltr-5-update1.pdf
https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/FAQ_Policy_5.pdf
https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/FAQ_Policy_5.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-2/FIPS1402IG.pdf

[ST] identifies the processor for each mobile devices in@e6t6.1.1.1 Processor and Memory

Device Processor InstréJé:Ilon Word Size
Microsoft SurfacePro4 | Intel Core i7 x64 64-bit
Microsoft Lumia 950 Snapdragon 808 ARMvVS8-A 64-bit/32-bit (Cortex
Hexacore A57/CortexA53)
Microsoft Lumia950XL | Snapdragon 810 ARMvVS8-A 64-bit/32-bit (Cortex
Octacore A57/CortexA53)
Microsoft Lumia 550 Snapdragon 210 ARMv7 32-bit (CortexA7)
Microsoft Lumia 635 Snapdragon 400 ARMv7 32-bit (CortexA7)
Quadcore ARM Cortex
A7

Windows 10 runs without change ondhCore i7 and Intel Core i5 processors. Core i7 and Core i5
processors are @dit processors that spprt the same x64nstruction sets including AESI,
PCKMULQDQ, and SSSE 3 extensions. Thus, the following operational environments cited on CAVP
certificates apply to the Surface Pro 4 mobile device:

1 Intel Core i7 with AESNI w/ Microsoft Surface Pro 3 w/ Windows 10 Enterprise (x64)
1 Intel Core i7 with AESNI w/ Microsoft Surface Pro 3 w/ Windows 10 Pro (x64)
1 Intel Core i5 with AESNI w/ Microsoft Surface Pro 2 w/ Windows 10 Enterprise (x64)
1 Intel Core i5 with AESNI w/ Microsoft Surface Pro 2 w/ Windows 10 Pro (x64)

The CAVP certificates include additional equivalent operational environments (that-lst X84
Windows 10 that runs unmodified) Wwitntel andnon-Intel processors.

1 Intel x64 Processor with AESI w/ Microsoft Surface Pro w/ Windows 10 Enterprise (x64)
1 Intel x64 Processor with AENI w/ Microsoft Surface Pro w/ Windows 10 Pro (x64)

1 AMD A4 with AES-NI and PCLMULQDQ and SSSE 3 w/ Windew0 Enterprise (x64)

1 AMD A4 with AES-NI and PCLMULQDQ and SSSE 3 w/ Windows 10 Pro (x64)

There was no technical reason tfedtentiate between Windows 1o and Enterprise. Microsoft uses

the same binaries that implement cryptography in Windows 10rférdVéndows 10 Enterprise editions.

The testing of additional Operational Environments supports the assessment that there are no technica
difference between Windows 10 Enterprise and Windows 10 Pro.

Consequently, the CAVP certificatésr Windows 10 cited in the security target apply to the Surface

Pro 4mobiledevice.

Similarly, theWindows 10 November 2015 UpdaBAVP certificatescited for Microsoft Lumia 950
apply to Microsoft Lumia 950 XLThe CAVP certificates for Microsoft Lumi@35 apply to Microsoft
Lumia 550. The applicable environments are:

1 Qualcomm Snapdragon 808 (ASA53) w/ Microsoft Lumia 950
1 Qualcomm Snapdragon 400 (A7) Miicrosoft Lumia 635 w/ Windows 10 Mobile
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3.5 Class AVA: Vulnerability Assessment

3.5.1 AVA VAN.1 Assurance Ac tivity

As with ATE_IND, the evaluator shall generate a report to document their findings with respec
requirement. This report could physically be part of the overall test report mentioned in ATE_|
a separate document. The evaluator perforansearch of public information to determine f{
vulnerabilities that have been found in network infrastructure devices and the impler
communication protocols in general, as well as those that pertain to the particular TOE
evaluator documents thgources consulted and the vulnerabilities found in the report. For
vulnerability found, the evaluator either provides a rationale with respect to itsapplicability, or
the evaluator formulates a test (using the guidelines provided in ATE_IND)rbrne the
vulnerability, if suitable. Suitability is determined by assessing the attack vector needed
advantage of the vulnerability. For example, if the vulnerability can be detected by pressing
combination on boetip, a test would be sultée at the assurance level of this PP. If exploiting
vulnerability requires expert skills and an electron microscope, for instance, then a test woulo
suitable and an appropriate justification would be formulated.

The evaluation teamapplied the Vulnerability Analysis approach above to the Windowsarid

Windows 10 MobileTOE. The team documented the analysis and results Vulnerability Analysis Report,

which the team provided to the Common Criteria Evaluation and Validation Scherfieaten body.
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