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Summary

This white paper addresses business scenarios for the development of mobile applications that

use the features of SharePoint 2010 Products for collaboration while authenticating through

Microsoft Forefront Unified Access Gateway (UAG). The main body of the paper introduces the
concepts and code required to access SharePoint list data in a secure manner from Windows

Phone 7. The Appendix details the installation and configuration of a developer instanc e of UAG
for the purposes of testing and developing mobile applications with SharePoint 2010 Products .
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Overview and Goals

As organizations grow and change and seek to keep with technology, their employees may feel

disconnected from the corporate communitylicrosoft®SharePoint 2018roductssupport many features

that enable employee engagement and collaboratiorirom lists and libraries that store and manage
documentsand information to centralized user profiles that enable employees to describe themselves and

the role they play in the organizatioto tagging and notes that facilitate the discovery of information inside

and outside the firewall. Windows Phong # the latest version ofmobile devices that suppors A ONR a4 2 F (i C
GraA2Y 2F | Y20AfS 62NJ LI I OSd® ¢KS 2AyR26a tK2yS A
cloudg includingapplications that can open and reMicrosoft Office documents. The Wdows Phong
development experience is tailored for tHdETDeveloper who already has a firm graspNETand

Microsoft Silverligh®development. This whitpaper seeks to bridge the gap between the Windows Phone
developerand the SharePoint developeho wantto create business applications that can leverage the

power of SharePoint 201Productsfrom the Windows Phone.

Note In this white paperSharePoint 2010 Produatsfers to Microsoft SharePoi@Server 2010 and
Microsoft SharePoint Foundatiol®20 unless otherwise specifiefihe examples and scenarios use
SharePoint Server 2010.

This paper seeks to clarify the following development scenarios:

How do | prepare for connecting to SharePoint 2@t06ductsfrom myWindows Phon& applicatiors?
How b | connect to SharePoint through the Unified Access Gateway?

How do | connect to, authenticate, and consume SharePoint $plices?

How do | create and updatgharePointist items?

How do | consume RSS feeds provided by SharePoint?

=A =4 =4 -4 =4



Architecture

Inthe scenario illustrated ithis white paper,Contoso enables their

employees to connect to SharePoint 2®ductsthrough ForefrontUnified

Access Gateway (UAG). UAG translates the external host name configured o

the phone to the internal host name cogfired in SharePoint and adds a layer sarerdjint 2010  Domain Gontrolier
)

of security and authentication that organizations require to protect and
control their corporatéWWeb properties. C

SharePoint 2010 Products
Intranet

The Contoso intranet is an enterprise implementation of SharePoint 2010  unified Access Gateway
Products The site is configureloly usinga User Profile Service Application and ==
Search Service Application. The mobile application will uséiteservice
from the User Profile Service to enable employees to view User Profile
information on their mobilgophones.

For nore informationabout configuring the User Profile Service Application i
see User Profile service administration (SharePoint Server 2010) Windows Phone
(http://technet.microsoft.com/enus/library/ee721050.aspx

UAG

Publishing a SharePoint site through a UAG server in a development environment involves setting up
networks on the Hype¥ host machine, theerver runningsharePoinBerver2010, and the UAG servein
addition toinstalling and configuring the UAG server.

The Appendix describes how to settipesenetworksand install and configure a UAG server to publish a
SharePoint site for Windows Phone 7 development. These steps are suitable for a developotbat
non-productionenvironment. Please see ttgharePoint publishing solution guide
(http://go.microsoft.com/fwlink/?LinkID=206256) on TechNgten you deploy an environment like this to a
production environment.

Intranet Collaboration Scenario

Contoso has many talented people working in many different areas of produstadingpharmaceuticals
andelectronics. The leadership at Contoso has a vision for the integration of people and software to make
the workplace not only more productive but more connected, from the perspective of the employee

Contoso wants everyone to enjoy interfacing with the dat&nable ahappy and productivevorkforce

Contoso enjoys a strong starting foundation with their deploymer8ledirePoint 201@roducts They see
SharePoint as the central enterprise application that consolidates user data and activities. Contoso wants to
reach further, offering a mobility solution for their associates. To that end, Comtaststo develop a


http://technet.microsoft.com/en-us/library/ee721050.aspx
http://go.microsoft.com/fwlink/?LinkID=206256

mobile application that will enable users to view thaativitiesfrom SharePointkeep track of their
colleaguesand update listshat arehosted on their SharePoimttranet.

Business Value of Collaboration

Althoughsome companies may find it challengimgdirectly correlate business value to the collaboration
features of SharePoir#010 ProductsContoso has found a direct relationship between connecting people to
each other and building a sense of community with SharePoint. The more employees feetedrioec

friends at workthe more likely they are to be happy in their job. This happiness and job satisfaction leads to
better employee retention (and easier new employee onboarding). Better employee retention reduces the
cost of hiring and improves the¥oLJ- Y@ Q& o026 02Y tAySo®

The Application

Through their mobile application, Contoso wants to replicate many of the features that SharePoint My Sites
offer inaWeb browser. The flow of the application will consist of a panoramic page with list boxes for
Recent Viewed People, My Newsfeed, My Activities and My Colleagues. Anywhere a user selties a

userQ inage the profile of the user they seleatill openin a new page. Search results will be presented in a
list box and selecting a user will display thed S NX & FigueR MustfatBstthese components.

Recent People My Newsfeed My Colleagues Personal Tasks

User Profile

Figure 1. SharePoint social functionalitgntoso wants to usi its Windows Phoné& application.

Every personal site has a task list that the employee can maintain to trackaépogress on assignments.
The application will connect to theersonalsite task list and enable the employee to create, updaied
delete tasks.

The My Newsfeed (Figu® on the SharePoint My Site is the place for users to get the laggs from
around the companyBecause My Newsfeed is extensildegganizations like Contoso can add additional
channels folctivity events from other systems.



Today January 03

Frank Martinez updated profile. 1 hour 5 minutes ago
w‘ Interests: Water Skiing

Frank Martinez updated profile. 1 hour 5 minutes ago

w‘ Azk Me About: Promoting Change, Project Management, Organization Skills, Leadership, Execution Management, Define and
Implement Scalable Development Processes and Methodologies

Adam Barr updated profile. 1 hour 7 minutes ago

Interests: Water Skiing

Adam Barr updated profile. 1 hour 7 minutes ago

b

Ask Me About; Executive Leadership, Executive Management, Leadership

Figure2: My Newsfeed on &harePoint site as viewed in aeWbrowser.

This lis of colleagues maintained kyuser("the people | follow")s a valuable resource (Figu8e Contoso
wants toduplicatethat list in the mobile experience.

|___] Mame T
General

=

Adam Barr
General Manager of Professional Services
Cperations

Frank Martinez
Coo
Executive

=

Jim Daly
CFO

Ewecutive

Sanjay Shah
hief of Technical Strategy
Executive

Toni Poe
Zhief of Partnerships and Strategy
Executive

]
P o p» & P

Figure3: My Colleagues on@harePoint site as viewed in eeWbrowser.



The Windows Phone apipation will make use of thpanorama control talisplaythe information, including
recently accessed profilesn a continuous pane{Figure 4)

Snarepoint

recent newsfeed colleagues
[refresn | m (O il 'q Adam Barr

2011-02-11T12:16:16-08:00

16:16-08:00

A Dan Jump tagged Team Site -
B mba o T

Dan Jump says "THis is a great
company'

M-02-11T12:16:16-08:00 of Ope

Toni Poe says "l need to go walk

my__dog!'j._‘_ e -" Jlm Daly

Figure 4The panorama contrahat displaysthe holistic view of the Windows Phone 7 application.

Selecting any user will display detditsm the user's profil€Figure5). Theprofile card will showinformation
about theuser in the mobile view.
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»

Jim Daly
CFO

Executive

W

—

jimd@contoso.com

¥ More information

as the Chief Financial Officer of Contoso. In this role
for the financial leadership of Contoso. Jim Daly
o in 1990, Jim has over 15 years of CPA experience. i
is a graduate of William and Mary Mason SchoolAt Contoso, there ar
share Jim's interests. Jim has started a club f her

y V waorking on cars and the members just socialize
after work around their shared interests

Figureb: Details about a user in@harePoint site as viewed in eeWWbrowser.

Jim Daly

N CFO

;l jimd@contoso.com
o P .

14

| feel I'm really good at what | do because of my
strong foundation. | am currently the Director of
The Project Management Team. | enjoy
promoting change. | have extensive experience
defining and implementing scalable
development processes and
methodologies.Working in the Project
Management Organization, it's really important
that my clients, such as Tailspin Toys, feel
confident in my ability to do my job, and relate

to their needs. | got a strong foundation on how
to do this from back i school days at

Slippery Elm Cc Sometimes | even bond
with clients over my favorite interest, horse-back
riding.

Figure6: Detailsabout a user in a SharePoint site as viewed on the Windows Phapglication.



Security

Security for the Windows Phone developer should be consideotitifor data in transit and data at rest.
Secure storage of credentials is achieved through the usaa@f/ption andsolatedstorage.For nore
information aboutthe security capabilities of the phongeeSecurity for Windows Phone
(http://go.microsoft.com/fwlink/?Linkld=2159770nMSDN

Creden tial Storage

Windows Phoné& supports the following cryptographic algorithms:

AES

HMACSHA1
HMACSHA256
Rfc2898DeriveBytes
SHA1

SHA256

=A =4 =4 -4 -4 -4

It is imperative that the developer of any mobile application that stores credentials on the phone consider
the security othe stored credentials in the event that the devisdost or compromised.

Authentication

Windows Phone 7 does not support NTLM authentication. Web service requests from the phone through

UAG must create the correatithentication header by retrieving dza SN & ONBRSYyGAF £ & F
storage and then attadhgthe credentials to the header of the HttpWebRequest object. Web requests

should be made over HTTPS and the authentication headers passedhe following example

upsRequest.Headers["Author ization"] = "Basic " +
Convert.ToBase64String(
Encoding.UTF8.GetBytes( AppSettings.  Username + ":" + AppSettings.  Password)) +
System.Environment.NewLine;

When a WCF Service Reference is used, the header may be added to thei&@@ AR accessing the
OperationContextScopeas in the following example

using (OperationContextScope scope =

new OperationContextScope(ups.InnerChannel))

/[Create the Request Message Property
HttpRequestMessageProperty request = new HttpRequestMessageProperty();
/ICr eate the authentication and mobile agent header
request.Headers[System.Net.HttpRequestHeader.Authorization] =
"Basic " +
Convert.ToBase64String(Encoding.UTF8.GetBytes( AppSettings.  Username + ":" +

12
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AppSettings.  Password)) + System.Environment.NewLine
request.Headers[System.Net.HttpRequestHeader.UserAgent] =
"Microsoft Office Mobile";
/IAdd the headers to the request
OperationContext.Current.OutgoingMessageProperties.Add(

HttpRequestMessageProperty.Name, request);

/ICall the method

ups.Get UserColleaguesAsync(account);

}
SharePoint  Services

Consuming Services

The application will consume several SharePgintices to meet the requirements of the busingas
summarizedn the following table.

Requirement Service URL Method
Read and Updatéist http:/sharepoint/_vti_bin/listdata.svc OData Client Library
Data

View User Newsfeed http://mysitehost/_layouts/activityfeed.aspx?consolidate Consume the RSS Fe

d=true provided.
View User Colleague http://mysitehost/_vti_bin/userprofileservice.asm GetUserColleagues
View User Profile http://mysitehost/_vti_bin/userprofileservice.asmx GetUserProfileByNam:
Accessing SharePoint List Data by Using the

OData Client Library

Publishing a SharePoint site collection through a UAG server enables iidedratween Windows Phone 7
applications and the SharePoint REST APIOD¢a Client Library for Windows Phone 7 Series CTP
(http://go.microsoft.com/fwlink/?Linkld=215984nables Windows Phone 7 devidessonsume OData

feeds TheSharePoint REST APIs may be chlfagsinghe OData Client Libray providecreate, read,

update, and delete CRUDoperations on SharePoint lisath. This provides the ability to integrate

Windows Phone 7 devices with collaboration applications built on the SharePoint platfdrenfollowing

code sample demonstrates how to use the OData Client Library and the SharePoint REST APIs to perform
CRUDperations on SharePoint list data.

13


http://go.microsoft.com/fwlink/?LinkId=215984
http://go.microsoft.com/fwlink/?LinkId=215984

Because you cannot add Service Referefmethe SharePoint REST ABla Windows Phone 7 applicatipn
you mustgeneratea proxy class by hanand add the class as a reference to the projedfliorosoft Visual
StudiaR DataSvcUtil.exéhttp://go.microsoft.com/fwlink/?LinkID=215987%s used to generate the proxy
class. In this scenarithe proxy class is nameégiontosolntranetDataContextThis class is usedtensively in
the code samplethat follow.

TheLoadTasknethod demonstrates how to load tasks from a SharePoint Tasks list. In this mithod
ContosolntranetDataContextlass uses settings frolsolatedStoragdo determine which SharePoint site to
conrect to. TheSendingRequestvent handler is assigned to the instance of the
ContosolntranetDataContextThis event handler is fired when t®ntosolntranetDataContextlass
invokes a request to the SharePoint REST APIsethestUridefines the REST ofagion, and the
BeginExecutenethod submits the request. THieginExecutenethod also registers the asynchronous
callback method that fires when the query is complete.

private void LoadTasks()

{
Deployment.Current.Dispatcher.Begininvoke(() =>
{
if (allTasks == null)
{

allTasks = new ObservableCollection<Task>();

ObservableCollection<Tasksltem> tasks = new
ObservableCollection<Tasksltem>();
/IRetrieve the settings from isolated storage
SettingsModel settings =
(IsolatedStorageSettings.ApplicationSettings['Settings"]
as SettingsModel);
/ISet up the ODATA context to point to the SharePoint site
context = new ContosolntranetDataContext(
new Uri(settings.ServerUri + "/_vti_bin/listdata.svc"));
/IRegister the event handler used to authenticate to UAG
context.SendingRequest += new EventHandler<SendingRequestEventArgs>(

context_SendingRequest);

/[Set the URI to query the Tasks list

/[Expand is used to retrieve lookup column values

14
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Uri requestUri = new Uri(context.BaseUri.OriginalString +

"ITasks()?$expand=AssignedTo,CreatedBy,ModifiedBy");

//Start the async call to query SharePoint

context.BeginExecute<Tasksltem>(requestUri, QueryCallback, null);

b

TheSendingRequestvent handler is fired when the OData query is sent to ShareR0id ProductsThe
code in this event handler is significamtithout this code a UAG server cannot correctly identiff\dndows
Phone 7 device and interact properly tathenticate a user.TheUserAgent headercauses a UA&rver to
respond with @ HTTR01 instead of a 302. Thuthorization headerincludes the encrypted credentials for
the user accessing the OData feed. The encrypted credentials are used by tlserid#@o authenticate

the user.

private void context_SendingRequest(object sender, SendingRequestEventArgs e)
{
e.RequestHeaders["User - Agent"] = "Microsoft Office Mobile";
e.RequestHeaders["Authorization"] = "Basic " + Convert.ToBase64String(
Encoding.UTF8.GetBytes(App.Credential.Name + ™" +

App.Credential.Password)) + System.Environment.NewLine;

After the query to theserver runningSharePoin&erver is complete, th€ueryCallbacknethod fires. This
method parses the results returned frotie query and adds them to the ObservableCollection bound to the
Ul elements in the phone application.

private void QueryCallback(lAsyncResult asyncResult)
{
IEnumerable<Tasksltem> results;
allTaskltems = new ObservableCollection<Tasksltem>();
resul ts = context.EndExecute<Tasksltem>(asyncResult).ToList()
as IEnumerable<Tasksltem>;
ObservableCollection<Task> returnedTasks =

new ObservableCollection<Task>();

foreach (Tasksltem tasksltem in results)

15



/[Code omitted for brevity: R etrieve metadata about the taské

/[Create the new Task and set its properties

Task task = new Task()

{
Title = tasksltem.Title,
Priority = taskPriority,
TaskStatus = taskStatus,
Body = tasksltem.Desc ription,
Author = authorUser.Name,
Editor = editorUser.Name,
AssignedTo = assignedToUser.Name,
StartDate = DateTime.Parse(tasksltem.StartDate.ToString()),
Modified = DateTime.Parse(tasksltem.Modified.ToString()),
Created = DateTime.Parse(tasksltem.Created.ToString()),
DueDate = DateTime.Parse(tasksltem.DueDate.ToString()),
UlVersion =1,
Last_x0020_Modified =

DateTime.Parse(tasksltem.Modified.ToString()),
Created_x 0020 _Date =
DateTime.Parse(tasksltem.Created.ToString()),

PercentComplete = (int)finalPercentComplete,
ListID = tasksltem.Id

/IAdd each task to the ObservableCollection bound to Ul elements.
returnedTasks.Ad  d(task);
allTaskltems.Add(tasksltem);

allTasks = returnedTasks;

/IUI callback methods omitted for brevity

16



TheSaveTasknethod creates new tasks and updates existing tasks. The following code demonstrates how
to use the Oltadient Library to create new tasks or update existing tasks in a SharePoint task list from a
Windows Phone 7 device. Thasksltenclass represents a task irtask list. ATaskslteninstance is

created and its properties are set to the values in the formdise create or edit tasks. THeasksltem

instance is then compared to the tasks already loaded into the phone to see if the task already exists. This
check determinesvhetherthe OData Client Library is used to create a new task in the Share&slrist or
update an existing one. TiBeginSaveChangesethod invokes the proper operation and registers the
saveChangesCallBackllback method.

public void SaveTask(Task task, Action<Task> callback)

{

taskToSave = task;

#region Create/update new task o bject

saveTaskCallback = callback;
/IRetrieve the settings from isolated storage
SettingsModel settings =
(IsolatedStorageSettings.ApplicationSettings['Settings"]
as SettingsModel);
/ISet up the ODATA context to point to the appropriate Sh arePoint site
context = new ContosolntranetDataContext(
new Uri(settings.ServerUri + "/_vti_bin/listdata.svc"));
/IRegister the event handler used to authenticate to UAG
context.SendingRequest +=

new EventHandler<SendingRequestEventArgs>(con text_SendingRequest);

Tasksltem tasksltem = new Tasksltem();

tasksltem.Title = task.Title;

tasksltem.Description = task.Body;
tasksltem.AssignedTold = assignedToUserID;
tasksltem.PriorityValue = task.Priority.DisplayString;
tasksltem.StartDat e = task.StartDate;

tasksltem.DueDate = task.DueDate;

/[Set percent complete

17



if (task.PercentComplete > 0)

{
tasksltem.Complete = (double)task.PercentComplete / 100;
}
else
{
tasksltem.Complete = (double)0;
}
//Set tasks sta tus

tasksltem.StatusValue = task.TaskStatus.DisplayString;

//If the task already exists then update it
if (allTasks.Count > 0 && DoesTaskExist(taskToSave) && task.ListID != 0)
{
tasksltem.ld = task.ListID;
context.AttachTo("Tasks", tas ksltem, "*");
context.UpdateObject(tasksltem);
}
//If the task does not exist then create it
else

{

context. AddToTasks(tasksltem);

Deployment.Current.Dispatcher.Begininvoke(
0=>
{

/[Start the async call to SharePoint t o commit the changes

context.BeginSaveChanges(saveChangesCallBack, context);

18



After the queryis complete, thesaveChangesCallBafikes. This method parses the results returned from
the query and updates the ObservableCollection bounth&UI elements in the phone.

private void saveChangesCallBack(lAsyncResult asyncResult)

{

Deployment.Current.Dispatcher.Begininvoke(

0=>

{

/IGet the data context from the response
context = asyncResult.AsyncState as ContosolntranetDataCont ext;
/ICall the endsavechanges method to commit the change
DataServiceResponse response = context.EndSaveChanges(asyncResult);
/Nif the task already exists then update it
if (allTasks.Count > 0 && DoesTaskEXxist(taskToSave))
{
for (inti=0;i<allTasks.Count; i++)
{
if (allTasks]i].ListID == taskToSave.ListID)
{
/IUpdate the corresponding task in the in - memory collection
allTasksJi] = taskToSave;
/ICall the callback to tell the Ul the save operation is complete
saveTaskCallback.Dynamiclnvoke(taskToSave);

break;

}
//If the task does not exist then create it
else
{
//Add the task to the in - memory collection
allTasks .Add(taskToSave);
/[Call the callback to tell the Ul the save operation is complete

saveTaskCallback.Dynamiclnvoke(taskToSave);

19



TheDeleteTasknethod demonstrates how to use the @fa dient Library to delete tasks in a Shaw@Rt

task list from a Windows Phone 7 device. This method takes the ID associated with a task selected in the
Windows Phone 7 application and createBaskobject based on the ID. THaskobject is used to locate the
correspondingrasksitemin the ODataClient Library context associated with the SharePtask list. After

the corresponding entry is locateil is marked for deletion. ThBeginSaveChangesllback method

invokes the SharePoint REST API and registeBdlateCallbaclcallback method.

public void DeleteTask(int ID, Action callback)
{
deleteTaskCallback = callback;
taskToDelete = GetTask(ID);

/IRetrieve the settings from isolated storage
SettingsModel settings =
(IsolatedStorageSettings.ApplicationSettings['Settings"]
as SettingsModel);
/ISet up the ODATA context to point to the appropriate SharePoint site
context = new ContosolntranetDataContext(
new Uri(settings.ServerUri + "/_vti_bin/listdata.svc"));
/IRegister the event handler used to authenticate to UAG
context.SendingRequest +=

new EventHandler<SendingRequestEventArgs>(context_SendingRequest);

foreach (Tasksltem tasksltem in allTaskltems)

{
if (tasksltem.ld == taskToDelete.ListID)

{
context.MergeOption = MergeOption.OverwriteChan ges;
context.AttachTo("Tasks", tasksltem, "*");
context.DeleteObject(tasksltem);
/[Start the async call to SharePoint to commit the delete
context.BeginSaveChanges(DeleteCallback, context);

break;

20



After the queryis complete, theDeleteCallbacknethodfires. This method parses the results returned from
the query and removes thesk in the ObservableCollection bound to the Ul elements in the phone.

private void DeleteCallback(lAsyncResult asyncResult)
{
Deployment.Current.Dispatcher.Begininvoke(
0=>
{
/IGet the data context from the response
context = asyncResult.AsyncState as ContosolntranetDataContext;
/ICall the endsavechanges method to commit the change

DataServiceResponse res ponse = context.EndSaveChanges(asyncResult);

/I Remove the task from the in - memory collection as well
if (taskToDelete !'= null)
{

/IRemove the task from the in - memory collection

GetAllTasks().Remove(taskToDelete);
/ICall the callback to tell the Ul the delete operation is complete

deleteTaskCallback.Dynamiclnvoke();

Activity Feed RSS

The personal newsfeed and recent activities are published from the My Site host as an RSS feed. The
application only neds to request the RSS feed, download the stramgl add the results to a collection
object. The activities are published from the My Site host onURé.
http://<mysitehost>/_layouts/activityfeed.aspx?consolidated=tr{Ensure that you have tested tfRSS
feed by following the directions in the Appendix at the end of this péedore trying to access it via the
code approach outlined beloyv

21



TheLoadNewsfeednethod demonstrates how to request the consolidated activity feed for the
authenticated user though UAG. A neltpWebRequests createdby passing théJRIof the consolidated
activity feed. The necessary client headers are added to the request. Account and Password are variables
accessedrom encrypted isolated storage. To facilitate the use of klodiew ViewModel pattern the

MVVM Light Toolkit is employetb( more information, see th&1VVM Light Toolkit Web site
(http://go.microsoft.com/fwlink/?Linkld=21613%. In this ample the
DispatcherHelper.CheckBegininvokeOnbltalled to handle th&esponseStreamand the results are passed

to AddNewsfeedltemdo extract the result values and add them to tNewsfeedltemscollection.

private  void LoadNewsfeed()
{
/IMy Newsfeed R SS URL
string url =
Stri ng. For may/ (lafiout®/dctivityfeed.aspx?consolidated=true” ,
AppSettings.  Url) ;

System.Uri authServiceUri = new Uri( url);

HttpWebRequest  client =

WebRequest.CreateHttp  (authServiceUri) as HttpWebRequest ;
/IAdd the nece ssary headers for UAG
client.Headers[ "User - Agent"] = "Microsoft Office Mobile";
client.Headers[ "Authorization"] = "Basic " +
Convert.ToBase64String(Encoding.UTF8.GetBytes( AppSettings. Username + ™"+

AppSettings.  Pass word))+

System.Environ  ment.NewLin e;

client.AllowReadStreamBuffering = true;
client.AllowAutoRedirect = true;
/I Call and handle the response.
client.BeginGetResponse((asResult) =>
{
DispatcherHelper.CheckBegininvokeOnUI (
0=>
{
try
{

var response = client.EndGetRes ponse(asResult);
StreamReader reader = new

StreamReader (response.GetResponseStream());

22
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string responseString = reader.ReadToEnd();

AddNewsfeed Items(responsesString);

}
catch ( WebException failure)
{
throw failure;
}
i
3
null );
}

After the download is completehe AddNewsfeedltemsadds the results to the colleatn that is bound to

the Ul. ThaesponseStrings parsed into axXDocumentand the two namespaces are added. LINQ is used to
guery the entries collection and creaktyNewsfeedViewModebbjects that store the resulting newsfeed
items and the author informt#on. Finallythe items are added to th&lyNewsFeedltemgollection.

private  void AddNewsfeedltems( string  responseString)

{
/IParse the XML Response
XDocument newsfeedDoc = XDocument.Parse(responseString);
/IAdd the necessary Namespaces
XNamespace ns = "http://www.w3.0rg/2005/Atom"
XNamespace af= "AF";
/IUse LINQ to extract the information into a ViewModel
IEnumerable <MyNewsfeedViewModel > entries = from entry in

newsfeedDoc.Descendants( XNameGet( "entry" , ns.NamespaceName))

select new MyNewsfeedViewModel ()

{
Summary = entry.Element(ns + "summary" ).Value,
Published = entry.Element(ns + "published" ).Value,
Author =

(from author in entry.Descendants( XNameGet( "author"

ns.NamespaceName))

select new PersonViewModel (Naviga tionServ ice)
{

AccountName = author.Element(af + "AccountName" ).Value,
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Name = author.Element(ns + "name" ).Value,

PersonalSiteUrl = author.Element(ns + "uri" ).Value,

Email = author.Element(ns + "email" ).Value

PictureUrl = autho r.Element(af + "Picture"  ).Value
}).FirstOrDefault() b

/IAdd the resulting items to the Collection bound to the Ul controls

DispatcherHelper .CheckBeginlnvokeOnUlI(() =>

{
foreach  ( MyNewsfeedViewModel e in entries.ToList())
{
MyNewsfeedltems.Ad d(e);
}
D;
}
User Profile Service - Colleagues

The SharePoirltiser Profile service provides the ability to view, create, edihd manage user profile
information in SharePoint 201@roducts Theservice is the primary entry point for the applicatitmretrieve
information aboutuser colleagues and user profiles. The following code demonstrates how to call the User
Profileservice from Windows Phorfethrough UAG.

Begin by adding a Service Reference to yoimdédivs Phoné project. Enter the URL to the SharePoint User
Profile ®rvice end point, for example:

http://  spwp7intranet  .contoso.com/_vti_bin/userprofileservice.asmx

Give the Service Reference a recognizable namneh asJserProfileServiceandthen click OK

ThelLoadColleagueDatmethod uses thé&setUserColleaguessyncmethod of the User Profil&rvice to

return a collection of colleagues @®ntactDataobjects. After Creating thBasicHttpBindingand
EndpointAddressa new UserProfileServiceSoapClierst created with the required parameterSheService

calls in Silverlight must be performed asynchronously. A new OnCompleted event handler is added for the
GetUserColeaguesCompletedent. To add the headers required by GAan OperationContextScopés

used andan HttpRequestMessagePropertg created to hold the two headeithat arerequiredto

authenticate against UAG. The headers are added to the outgoing messafte asynchronous call is

made toGetUserColleaguesAachy usinghe use@ account as a parameter.
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private  void LoadColleagueData()

{
string url =
String.Format( "{0} _vti_bin/userprofileservice.asmx" , AppSettings.
BasicHttpBinding binding = new BasicHttpBinding 0;
EndpointAddress endpoint = new EndpointAddress  (url);
UserProfileService. UserProfileServiceSoapClient ups =
new UserProfileServiceSoapClient (binding, endpoint);

//Add the Event Completed Handler

ups.GetUserColleaguesCompleted +=

new EventHandler

<GetUserColleaguesCompletedEventArg s>(

ups_GetUserColleaguesCompleted);

/IAdd the credentials

using ( OperationContextScope scope =

new OperationContextScope (ups.InnerChannel))

{
/[Create the Request Message Property
HttpRequestMessageProperty request = new HttpRequestMessagePr
/[Create the authentication and mobile agent header
request.Headers[System.Net. HttpRequestHeader .Authorization] =
"Basic " +

Convert .ToBase64String(

Encoding .UTF8.GetBytes(  AppSettings.  Account

+ AppSettings.Password )) + System. Environment .NewLine;

request.Headers[System.Net. HttpRequestHeader .UserAgent] =

"Microsoft Offic

e Mobile" ;

/IAdd the headers to the request

OperationContext

.Current.OutgoingMessageProperties.Add(

HttpRequestMessageProperty .Name, request);

/ICa Il the method

ups.GetUserColleaguesAsync( account );

url) ;

+

operty ();

25



When theGetUserColleaguesAsymaethod returns resultsthe ups_GetUserColleaguesCompletesent is
called. If there is no errgEINQis used to create a list ¢fersonViewModeldrom the resultingContactData
The last step is to add theersonViewModeldrom the list to theColleaguesLisbn the Ul thread by calling
CheckBeginlnvokand passing in our list ¢fersonViewModels

private  void ups_GetUserColleaguesCompleted( object sender,
GetUserColl eaguesCompletedEventArgs e)

{
if (e.Error== null )
{

/ICreate a list of PersonViewModels
IEnumerable <PersonViewModel > colleagues =
from contact in e.Result

select new PersonViewModel ()

{
AccountName = contact.AccountName,
UserPr ofilelD = contact.UserProfileID.ToString(),
Name = contact.Name,
Title = contact.Title,
Email = contact.Email,
PersonalSiteUrl = contact.Url
h
/[Load the Colleagues list on the Ul thread
DispatcherHelper .CheckBeginlnvokeOnUI(() =
{
foreach  (PersonViewModel ¢ in colleagues.ToList())
{
Colleagues.Add(c);
}
i
}
else
{
Debug.WriteLine(  "Error  loading the Colleagues List {0y
e.Error.Message);
}
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User Profile Service - User Profile Data

TheGetUserColtaguesWeb method does not return user profiles. The method retu@mtactDatathat
can be passed back to the User Profile Sei@iett)serProfileByNamenethod that returrsa complete User
Profile objectwhichcan then be used to display a complete usefite. The following method is used to
return the userprofile detailsfor our colleaguesSpecificallywe will return the fieldsAboutMe, WorkPhone
MobilePhone and PictureURL

TheGetUserProfilePropertiesnethod takes @&ersonViewModebbject for theperson whose profile we
want to retrieve. In this methodve construct a message inspector to resolve an issue that causes the
PropertyData return value to fail to parse correcilye then create é8BasicHttpMessagelnspectorBinding
that takes the message $pector as a parametgpas®sthe binding and endpoint to the constructor for the
UserProfileServiceSoati€nt. andregistersthe GetUserProfileByNameCompletaslrert handler.To add

the request headers that UAG requires OperationContextScopadds the Authorizationand UserAgent
headers to the request. Finallywe call theGetUserProfileByNameAsymethod and pass theAccount
Namefor the user and thé’ersonViewModelve want to update.

private void GetUserProfileProperties(PersonViewModel person)
{

/I URL for the service

string url = String.Format("{0}/_vti_bin/userprofileservice.asmx",

AppSettings.ServerUrl);

/ICreate the Message Inspector

SPAsmxMessagelnspector messagelnspector = new SPAsmxMessagelnspector();
/IApply the Message Inspector t o the Binding
BasicHttpMessagelnspectorBinding binding = new

BasicHttpMessagelnspectorBinding(messagelnspector);

EndpointAddress endpoint = new EndpointAddress(url);
UserProfileService.UserProfileServiceSoapClient ups = new

UserProfileServ iceSoapClient(binding, endpoint);

/[Add the Event Completed Handler
ups.GetUserProfileByNameCompleted += new
EventHandler<GetUserProfileByNameCompletedEventArgs>

(ups_GetUserProfileByNameCompleted);
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using (OperationContextScope scope = new

OperationContextScope(ups.InnerChannel))

/[Create the Request Message Property
HttpRequestMessageProperty request = new HttpRequestMessageProperty();
/[Create the authentication and mobile agent header
request.Headers[System.Net.Ht tpRequestHeader.Authorization] = "Basic " +
Convert.ToBase64String(Encoding.UTF8.GetBytes(AppSettings.UserName + ":" +
AppSettings.Password)) + System.Environment.NewLine;
request.Headers[System.Net.HttpRequestHeader.UserAgent] =

"Micr osoft Office Mobile";
/IAdd the headers to the request
OperationContext.Current.

OutgoingMessageProperties.Add(HttpRequestMessageProperty.Name, request);
Debug.WriteLine("Getting User Profile for: {0}", person.AccountName);

/ICall t he method

ups.GetUserProfileByNameAsync(person.AccountName, person);

}

WhenGetUserProfileByNameCompletéed calledthe return property valuegif there are anyare inspected
and assigned to the appropriate property on tAersonViewModel

priv ate void ups_GetUserProfileByNameCompleted(object sender,

GetUserProfileByNameCompletedEventArgs €)

if (e.Error == null)
{
Debug.WriteLine("Got the user profile for {0}",
((PersonViewModel)e.UserState).AccountName);
foreach (UserProfileS ervice.PropertyData propertyData in e.Result)

{

switch (propertyData.Name)

{

case "AboutMe":
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((PersonViewModel) e.UserState).AboutMe = propertyData.Values.Count >
0 ? (propertyData.Values[0].Value as string): Str ing.Empty;

break;

case "WorkPhone":
((PersonViewModel)e.UserState).WorkPhone = propertyData.Values.Count >
0 ? (propertyData.Values[0].Value as string) : String.Empty;

break;

case "CellPhone":
((PersonViewModel)e.UserState).MobilePhone = propertyData.Values.Count >
0 ? (propertyData.Values[0].Value as string) : String.Empty;

break;

case "PictureURL":
((PersonViewModel)e.UserState).PictureUrl = property Data.Values.Count >
0 ? (propertyData.Values[0].Value as string) : String.Empty;

break;

}

else

{
Debug.WriteLine(e.Error.Message);

Note: The message inspector in this examiglenly recommended for wsin anenvironment in which you
have applied the latest Silverlight updates. For more informationV8eskaround for accessing some ASMX
services from Silverlight @ttp://go.microsoft.com/fwlink/?LinkID=21613%andSilverlight and SharePoint
User Profile Service GUItp://go.microsoft.com/fwlink/?Linkld=216136
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Testing
Testing the App lication on the Emulator

The applicationn this sample is tested on the Windows Phandevelopment emulator. The emulator uses
the network connection of the host development machine. If necessary, host file entries may be added to the
development machine so that the emulator can resolve theradses of the development UAG server.

Testing the App lication on a Device

Testing the application onghysicaWindows Phonelevicerequires that the phone be connected to a
publicly availabl&Vi-Fi connection that provides DNS and routing to the desimatest UAG server or a test
UAG server exposed to theternet.

Marketplace Considerations

After you have developed your Windows Phone 7 applicatias important to take the proper steps to

securely publish your application to the Windows Phone Mignllaee. Microsoft has already put several
mechanisms in place to prevent software piracy of Windows Phone 7 applications. You can read more about
these measures in th&/indows Phone Marketplacénti-Piracy Model white paper
(http://go.microsoft.com/fwlink/?Linkld=216137

At a high level, the miniom number ofsteps you must take to publish a Windows Phd@rapplication to

the Windows Phone Marketplace include creating a developer account@léshping your application to the
marketplace. Thépp Hub Developer Registration Walkthrougtticle
(http://go.microsoft.com/fwlink/?Linkld=21613&lescribes how to register a developer adeg (i @ LiQa
important to note tha a developer account may be tied to an individual or a company. Depending on your
needs you can sign up for an account that makes the most sense for you. The registration fee for both
account types is the same. TWéndows Phone 7 Application Submission Walkthroagicle
(http://go.microsoft.com/fwlink/?Linkld=216133escribes how to submit your application for verification

and publication. If your applitian adheres to theWindows Phone 7 Application Certification Requirements
[PDF](http://go.microsoft.com/?linkid=9730558]t will be published to the Windows Phone Marketplace.

At the time of publiation of this white paperiil KSNBE A& y2 GLINAGFGS YIFNJ SGLIX I
the public distribution of their application§eethe App Hublttp://create.msdn.con) for updatesand
information aboutthe ability of organizations to publish apgations privately.

Although Microsoft has put many safeguards into pJamel should still take extra precautions to safeguard
your code in the everthat someone obtains a copy of the .xap file representing yourddiirs Phone 7
application. Before you go through the steps to publish your application to the Windows Phone
Marketplace you should make sure you obfuscate your applications to protect your intellectual property.
There are already several different toalgailable to obfuscate Windows Phone 7 applications.
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Although this may not be an aticlusive list, it should give you a good starting point to explore the options
currently available.

PreEmptiveSolutions Dotfuscator Windows Phone Edition
(http://www.preemptive.com/windowsphone7.htm)l

RedGate SmartAssembly 6 HA®p://www.red -gate.com/MessageBoard/viewforum.php?f=116

DeepSea Obfuscat@nttp://www.deepseaobfuscator.cony/

Proper obfuscation is an iterative procehat takes time to test and verifyBe sure tdouild time into your
project plan to obfuscate your Windows Rte7 applications, test them, and vertfyat the level of
obfuscation meets your needs.

You can usehe Windows Phone 7 Application Deployment t{féigure 7}o test obfuscated Windows Phone
7 applications. This tool allows you to deploy your obfuscilirttiows Phone 7 applications to an actual
Windows Phone 7 devidbat you have registerefly usingyour developer account, or to the Windows
Phone 7 emulator.
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~

Eﬁ Application Deployment‘ ﬁ

Application Deployment @ Windows Phone
This tool allows you to install a prepackaged XAP on a registered Windows
Phone.
Please select the device target for installation and the XAP to be installed, and
click "Deploy"
Target: \Windows Phone 7 Device v]
XAP: [ Browse
Status:
veploy

Figure7: Windows Phone 7 Application Deployment Tool

After you deploy and test an obfuscat®dindows Phone 7 applicatipyou may find that at very high levels

of obfuscation (where you are turning on every possible option to protect your code) the application will not
run properly on a Windows Phoned@évice or in the Windows Phone 7 emulatorn the other hand, you

may find that using a minimal level of obfuscation settings will ensure your application runs properly, but the
level of obfuscation does not meet your needs.

You can take the following steps to determine what level of obfuscatiappied to your application by an
obfuscation tool. First, locate the .xap file representing your Windows Phone 7 application and rename the
file extension to .cab or .zip. Thepen the archive file and extract the contents. Next, use a tool like
RedGte .NET Reflector to open the assentbigt correspondto your application. Opening the Resources
node will allow you to see all the XAML files and save them to your hard disk. @jigure
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& Red Gate's

File View Tools Help

QO A, A~
-0 mscorlib Disassembler
-0 System

System.Xml mainpage.xaml
-3 System.Data *y

.3 System.Web = app| L) Copy Ctrl+C
o System.Diawing = pﬂ: B Save As.
-0 System.Windows.Forms
-3 System.Core
-0 System.Windows
-0 MicrosoftPhone
-0 WP7PanoramaApp
= I WP7Panoramabpp.dll

=3 References

i -

{} WP7PanoramaApp
=] [ Resources

=] WP7PanoramaApp.g.resources

MName

I B EEEEE

Figure8: Saving XAML files with .NET Reflector

You can thenxamine the XAML fitgo see the level of obfuscatiahat has beerapplied to the code. You
may be surprised that low levels of obfuscation do not change the contents of a XAML file at all and high
levels merely remove whitespace. This really encourdgesse of the Model View View Model pattern to
separate presentation logic and code from data access layers.

You can also examine the code in the assembitiasyour Windows Phone 7 application relies on. Figure
shows an obfuscated assembly.
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namespace WP7Panoramalpp

{

public class App : Application

{
' Flelas
private static MainViewModel a;
private bool b;
private bool g
[CompilerGenerated]
private PhoneApplicationFrame d;

Viethods
static App();
public App();
private void a{object A_0, MavigationFailedEventArgs A_1);
private void b{);
private void c{object A_0, ApplicationUnhandledExceptionEventArgs A_1);
private void d{object A_0, NavigationEventArgs A_1);
[DebuggerMonUserCode]
public void InitializeComponent();

Figure9: Obfuscation applied to a Windows Phone 7 application assembly.

One key thing to remember about obfuscatiorthiat no level of obfuscation can prevent a very determined
hacker fromreverseengineeringmost of your source code. Obfuscation techniquesdesigned to protect
intellectual property by providing a barrier that makesoid hardto reverseengineer code and steal it.

Conclusion

There are many resources available to the Windows Pfiodeveloper. The place to start is tigp Hub on
MSDN http://create.msdn.com The articles, blogand forums assist developers from beginner to advanced
development scenarios. SharePco2t10 Productprovide awide array of capability for organizations that
wantto collaborate and share knowledge, expertiaad information. Enterprise applications that leverage
the capabilities of both mobility and SharePoint will provide a powerful advantage to companieathat
efficiently manage, maintajrand deploy solutions based on theEN platform
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Appendix T Installation and Configuration of
UAG for SharePoint 2010 Products

This section describes how to set up networking and install and configure a UAG senvalisio au
SharePoint site for Windows Phone 7 developm@&hiese steps are suitable for a development environment.
For information about deploying in a production environmemte she UAGpublishing solution guide
(http://go.microsoft.com/fwlink/?LinkID=20625@n TechNetTheUAG server will request at leastB RAM
during theinstallationprocess For a demo environmen2 GB is sufficient and the warning can be safely
ignored.

1. Create a Shar ePoint Server Virtual Machine
and a UAG Virtual Machine.

In this examplethe 2010 Information Worker Demonstration and Evaluation Virtual Machine (RTM)
(http://go.microsoft.com/fwlink/?LinkID=89314)is used for the SharePoint Server Virtual Machiree.

create the UAG Server Virtual Machine, install Windows Server 2008 R2 in a new virtual machine, install all
updates by usingvindows Update, and proceed with the steps below.

The follaving diagram illustrates how theerver runningsharePoin&erver, UAG server, and Windows Phone
7 development machine are connectélthe documentatiorthat follows describes how to implement this
scenario.
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Windows 7 Development Machine Hyper-V Host Machine

5 <> .180 «—> A71
UAG Server Virtual

Machine

.180

Visual Sudio 2010
6 > 1 SharePoint Server

Virtual Machine

192.168.150.x ¢ Internal Network | 192.168.1.x ¢ External Network

2. Set Up Hyper -V Ho st Machine Virtual
Networks

In the Hype#V host machine, create two virtual networks as follows. Setting up two networks simulates a
DMZ environment where the UAG server talks to the Internet onr@tevork adapterandtalks tointernal
resources in thiscase the server runningsharePoinServert on anothernetwork adapter

Name  Connection Type Description

Internal Internal Only Connection between the UAG server 4
the server runningSharePoin&erver.

UAG External ¢ Bound to network adapter on Connection between the WP
External HyperV host machine. development machine and the UA
server.

Note: The IP addresses may be slightly different in your environméetkey iso havethe Internal network
operate on a different subnet than the external ngirk.

Set the TCP/IP settings for the Internal network adapter on the Hygdesst machine as follows.
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Internet Protocol ¥ersion 4 (TCP/IPv4) Properties

General

¥ou can get IP settings assigned autamatically if vour network supports
this capability, Ctherwise, vou need to ask your network, administr ator
for the appropriate IP settings.

{~ obtain an IP address aukomatically
—{% Lse the Following IP address:

IP address: | 192 168 . 150 . &
Subnet mask: | 255 255 255 . O
Default gateway: I

" Obtain DKS server address automatically

—{* Use the Following DMS server addresses:

Preferred DS server: I 192 . 168 . 150 . 1

Alternate DNS server: I

[~ walidate settings upon exit fdvanced. .. |
oK I Cancel |

Set the TCP/IP settings for the External network adapter on the Hypeist machine as follows.

lInternet Protocol Yersion 4 {TCP/IP¥4) Properties

General |

¥ou can get IP settings assigned autamatically if vour network supports
this capability, Ctherwise, vou need to ask your network, administr ator
for the appropriate IP settings.

{~ obtain an IP address aukomatically

—{% Lse the Following IP address:

IP address: | 192 . 168 . 1 . 180
Subnet mask: | 255 255 255 . O
Default gateway: 192 168, 1 . 1

" Obtain DKS server address automatically

—{* Use the Following DMS server addresses:

Preferred DS server: I 63 . &7 . 85 . 102

Alternate DNS server: I

[~ walidate settings upon exit fdvanced. .. |
oK I Cancel |

3. Set Up Hyper -V Virtual Machine Networks

On theUAGserverVirtual Machine, add another network adapter and configure the W&@®@erVirtual
Machine to use the Internal and UAG External virtual networksyperV.



B& settings for UAG

funa

|ﬁ Hardware

1k BIOS
Boot From D

i [Aermor:
2045 ME

n Processar
4 Yirtual processors

= I IDE Caontroller 0

(@ Hard Drive
Uda_5645BESC-EAIA-466. .

= I} IDE Contraoller 1
% DVD Drive
A17-34054 050

& 5CSI Controller

[0 network Adapter
Internal

W Metwork Adapker
LG External

On the SharePoint Server Virtual Machine, add another network adapter and configus@ahePoint Server
Virtual Machine to use the Internal and UAG External virtual netwiarkiyperV.

B® settings for 2010-7a

- |z010-7a

% Hardware
‘rL‘ Add Hardware
1k BIOS
Boot From D
i [Aermor:
FOoo Me
n Processar
4 Yirtual processors
= I IDE Caontroller 0
(@ Hard Drive
2010-7a_A7BE0NSEL1-FEDE-. ..
= I} IDE Contraoller 1
% DVD Drive

Lloc,

U wm-Bus Metwork Adapter
Internal

U Metwork Adapter
UAG External

Set the TCP/IP settings for the Internal network adapter on the $bkérVirtual Machine as follows.
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| internet Protocol Version 4 (TCP/IPv4) Propertie 2l

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—{* Use the following IP address:

IP address: | 192 . 188 . 150 . 180
Subnet mask: | 255 . 255 .255. 0
Default gateway: I

") Obkain DN server address autamatizally

—{% Use the following DNS server addresses:

Preferred DNS server: I 192 , 168 . 150 . 1

Alternate DMS server: I

[ validate settings upon exit Advanced... |
0K I Cancel |

Set the TCP/IP settings for the External netwamtlipter on the UAGerverVirtual Machine as follows.

Internet Protocol Version 4 (TCP/IPv4) Properti 2=

General |

You can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

¢ Obtain an IP address automatically
—f* Use the following IP address:

IP address: |192.188. 1 .171
Subnet mask: | 255.255.255. 0
Default gateway: |192.188. 1.1

) Obtain DN server address automatizally

—{% Use the following DNS server addresses:

Preferred DNS server: I 68 . 87 . 85 . 102

Alternate DNS server: I

[™ validate settings upon exit Advanced. .. |
oK I Cancel |

Set the TCP/IP settings for the Internal network adapter on the SharePoint Server Virtual Machine as follows.
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Internet Protocol Yersion 4 {TCP/IPv4) Propetrties

General

‘fou can get IP settings assigned automatically if wour netwark supparks
this capability, Otherwise, wou need ko ask vour network administrator
for the appropriate IP settings.

" obtain an IP address automatically

—(% Use the following IP address:

IP address: | 192 . 168 . 150 . 1
Subnet mask: | 255 255 .255 . 0
Default gateway: I

€ obtain DMS server address automatically

—{* Use the Following DS server addresses:

Preferred DM server: |12?. o.o0 .1

Alternate DS server: I 192,163 ., 150, 1

[ walidate settings upon exit Advanced. ., |
oK I Cancel |

Set the TCP/IP settings for the External network adapter on the SharePoint ServalrMathine as follows.

lInternet Protocol Yersion 4 {TCP/IP¥4) Properties

General |

¥ou can get IP settings assigned autamatically if vour network supports
this capability, Ctherwise, vou need to ask your network, administr ator
for the appropriate IP settings.

{~ obtain an IP address aukomatically

—{% Lse the Following IP address:

IP address: | 192 168 . 1 .170
Subnet mask: | 255 255 255 . O
Default gateway: 192 168, 1 . 1

" Obtain DKS server address automatically

—{* Use the Following DMS server addresses:

Preferred DS server: I 192 168 . 1 . 170

Alternate DNS server: I g5 . 87 85 102

[~ walidate settings upon exit fdvanced. .. |
oK I Cancel |
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4. Prepare the UAG Server Virtual Machine for
UAG | nstallation

Logonto the UAGserver Virtual MachineRename the machind AG1 join it to thecontoso.com domain

and reboot.Note: If you are not using th2010 Information WorkeDemonstration and Evaluation Virtual
Machine (RTM{seehttp://go.microsoft.com/fwlink/?LinkID=189314join the UAG server to the same
domain aghe server runningsharePoinGerver.Make sure the2010 Information Worker Demonstration and
Evaluation Vimal Machine (RTM$ running.

Computer Name/Domain Changes ﬂ

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Mare infarmation

Computer name:
UAGT

Full computer name:
UAGT

Member of
' Domain:
|CONTOSO

= Workgroup:
I".'-.-'OF!KGROUP

ok | cancel |

Use the following credentials to join the UA&ver Virtual Machine to theontosodomain.

Username: contos@dministrator

Password: pass@wordl

Windows Security : x|

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain.

— contoso\administrator

Domain: contoso

Reboot and logn by usinghe contosdadministrator credentials or the credtials specific to your
environment.
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| contoschadministrator |

o

Log on to: contoso
How dolleg on to another domain?

[

5. Snapshot the UAG Server Virtual Machine

Shut downthe UAGserver Virtual Machine and take a snapshot in the Hyyd@nanagement console.

Snapshots

E:%g Joined ta COMTOS0O domain - MIC: Configured
ol Mo

6. Install the UAG Server

First, mount UAG installation medi@ the UAGserver Virtual MachineThen start the UAGserver Virtual
Machine andogon by usinghe contosdadministrator credentialsifter you have loggedn, verifythat you
have loggean by usinghe contoso administrator credentials. Open a command prompt, typeami, and
then pressENTERo verify credentials.

ministrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76088]
Copuright <c? 2009 Microsoft Corporation. All rights reserved.

C:sUserssadministrator.CONTOS0>whoani
contososadministrator

Next, start the UAG Install from installation medi&eelnstalling SP1 for Forefront UAG 2010
(http://go.microsoft.com/fwlink/?Linkld=21630) on TechNefor additional installation iformation. (Note:
you cannot install UAGuringa remote sessiagryou must install from the console.)
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Clickinstall Forefront UAGIn a development scenarigou can run the UA&erver Virtual Machine with les

than 4GB of RAMIf you have allocated less tharB of RAM to the UA&rver Virtual Machingclick
Continue

Forefront UAG Setup

This computer does not meet system reguirements because it has
less than 4 GB of memary. If you continue with setup, Forefront

JAG performance might be affected.
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Forefront UAG Setup Wizard

Sign
' Agreement

Select
" Location

4, Install

. Finish

On the Welcomewizardpage clickNext >
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Forefront UAG Setup Wizard o o] o4 |

L License Terms

Be sure to carefully read and understand all of the rights and restrictions

described in the EUJLA. You will be asked to review and either accept or not

accept the terms of this ELILA. This product will not set up on your computer

. i unless or until you accept the terms of the EULA. For your future reference, you
may print the text of the EULA from the License.rf file of this product. You may
also receive a copy of this EULA by contacting the Microsoft subsidiary serving
your country, or write: Microsoft Sales Information Center (One Microsoft Way

Selact IRedmond, WA 88052-6339.

= Location -
MICROSOFT SOFTWARE LICENSE TERMS ﬂ
MICROSOFT FOREFRONT UNIFIED ACCESS GATEWAY 2010 WITH

4. Install SERVICE PACK 1
These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please read

5. Finish them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any
Microsoft =

o I accept the License Terms for Microsoft Software
Print |
" Ido not accept the License Terms for Microsoft Software

< Back | Mext = | Cancel |

Clickl accept the Licensing Terms for Microsoft Softwaamdthen clickNext.



Forefront UAG Setup Wizard

. Finish

On the Select Installation Locatiorpage clickNext.
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Forefront UAG Setup Wizard

. Finish

At this point the installation beginsThe installer installs all the Roles and Featdines UAG depends on and
configures the server for UAG.
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Forefront UAG Setup Wizard ] 5

1. Welcome

Setup Wizard Completed
Sign
' Agreement

The Forefront UAG Setup Wizard completed successfully.

3. Select Location

4. Instal The server must be restarted. How do you want to proceed?
. Insta

% Restart now
" Restart later

5. Finish

Click Finish to exit the wizard.

= Hack | Finish Carcel

On the Setup Wizard Completegdage clickFinish

7. Snapshot th e UAG Server Virtual Machine

After the UAGerver Virtual Machine reboots and finishes the UAG installatioat, down the UAGerver
Virtual Machine and take a snapshot in the Hyemanagement console.

Snapshots
= é\\, Joined ta COMTOS0O domain - MIC: Configured

8. Initial UAG Server Configuration and

Activatio n

Sart the UAGserver Virtual Machine and logn by usinghe contosdadministrator credentialsAfter you
have loggean, verifythat you have loggedn by usinghe contoso administrator credential®pen a
command prompt, typevhoami, andthen pressENTERo verify credentials.

Administrator: C:\Windows \system32\cmd.exe

Microsoft Windows [Uersion 6.1.76088]
Copuright <c? 2009 Microsoft Corporation. All rights reserved.

C:sUserssadministrator.CONTOS0>whoani
contososadministrator
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To start the UAG configuration wizadickStart | All Programs |[Microsoft Forefront UAG | Forefront UAG
Management

J| N Getting Started Wizard x|

Welcome to Microsoft Forefront Unified Access Gateway 2010

I This wizard helps you configure your network settings.

Configure Network Settings
Spedfy how Forefront UAG is connected to your netwark.

7
Define Semver Topology
|p Optionally join this Forefront UAG server to an array.

Join Microsoft Update

Optionally join Microsoft Update to receive updates for
{ Forefront UAG.

Cloze |

ClickConfigure Network Settings
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Network Configuration Wizard

ClickNext.



Network Configuration Wizard

Choosehe network adapteisettings as seen in the ssenshot aboveandthen clickNext.
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Network Configuration Wizard

ClickNext.
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Network Configuration Wizard

Completing the Network Configuration
Wizard

‘You have successfully completed the wizard.

The Forefrant UAG network will be configured with the following settings:

External network -
Adapter name: External

IP DHCP enabled: No

IP address: 192,168.1.178

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1

DMNS DHCP enabled: No

DMS server(s): 68.87.85.102

Static route: Mo

Internal network :I

l _ If you apply these changes while remotely connected to your network,
“# % youmay lose connectivity to the Forefront UAG server,

To dose this wizard, dick Finish.

< Back I Finish I Cancel

ClickFinish

j| Ol Getting Started Wizard

Welcome to Microsoft Forefront Unified Access Gateway 2010
This wizard helps you configure your network settings.

Configure Network Settings

Specify how Forefront UAG is connected to your netwark.

Define Server Topology

i d

|| Optionally join this Farefront UAG server to an array.

r " -
| Join Microsoft Update
Optionally join Microsoft Update to receive updates for
[ Forefront UAG.
[

Close |

In this stepyou define the UAG servera | G { Ay 3t S

{ SNIDSNE O2y FAIdzNI GA2
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ClickDefine Server Topology

Server Management Wizard

ClickNext.
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Server Management Wizard

ClickSingle Serverandthen clickNext.
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| Server Management Wiza rd

Completing the Server Management
Wizard

You have successfully completed the wizard.

Forefront UAG servers will be configured with the following settings:
Description:

iServer mode: standalone ﬂ

To dose this wizard, dick Finish.

< Back I Finish I Cancel

ClickFinish

J| N Getting Started Wizard

Welcome to Microsoft Forefront Unified Access Gateway 2010
This wizard helps you configure your network settings.

" . Configure Network Settings
« / ' ' . Spedfy how Forefront UAG is connected to your netwark.
r—

Define Server Topology
L / 'J | Optionally join this Forefront UAG server to an array.
b J‘
Join Microsoft Update
Q Optionally join Microsoft Update to receive updates for
Forefront UAG.
18

Cloze |

ClickJoin Microsoft Update
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rver Configuration Wizard

ClickNext.



ClickUse Microsoft Update when | check for updates (recommendejdthen clickNext
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