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Team selling

With the release of Microsoft Dynamics CRM 2013, we’ve added capabilities to enhance the management of
teams who support particular customers or sets of records.

This capability can be used for managing teams of users supporting other types of records but this article will
describe the use in the context of sales.

The key capabilities we're introducing are:
e Access teams: Lightweight teams aimed at high-volume sharing scenarios

e Automated creation and management of access teams

In this article, we’ll describe:
o The key challenges faced by customers that these capabilities are intended to address
e How the capabilities can be enabled and used
e How the capabilities work

e Design considerations for using these capabilities

Key challenges

While Microsoft Dynamics CRM offers a rich set of capabilities for modelling security, we’re aware of some
challenges that can be faced in certain scenarios.

Managing teams that interact with customers

When deciding who can access information, there are scenarios where the users who can view or act on a

customer record have to be specified. This can be the case, for example, when managing high worth individuals
where a specific team is set up to manage that customer. Due to the sensitivity of the interaction, such as when
interacting with a celebrity, it's important that only the necessary people can view that customer’s information.

Microsoft Dynamics CRM allows setting up of teams and granting access directly to particular records. There are
cases when this is done so rapidly or in large volumes that setting up and managing this sort of team access can
be onerous in terms of administration, or require complex customization to automate.

Large volumes of teams and team memberships

Another challenge with this model can occur with larger implementations, such as where the number of
customers grows into the millions, with each customer needing individual security and a team set up for each.

Experience from implementations supporting these scenarios has indicated that this can reach into millions of
teams and individuals being members of tens of thousands of teams.

With Microsoft Dynamics CRM 2011, the introduction of team ownership and team security roles has provided a
significant increase in the flexibility of usage, but it also comes with the additional processing required to check
access based on each of these teams and their security roles.

To avoid this affecting performance and scalability, the security privileges a user is granted either directly, or
through the security roles of a team they are a member of, are cached on first access. With very large, for
example, greater than 1000, numbers of teams, the performance impact of retrieving the details of all of these
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teams when a user first accesses the system can become a challenge, particularly when an implementation
doesn’t use team security roles.

Where there are regular changes to the teams that a user is a member of, the constant updating of their
privileges in the cache can also have both a performance and scalability impact as the cached privileges are
reloaded and calculated.

Key features

In Microsoft Dynamics CRM 2013, we have introduced new features to address these challenges.

Access teams

To address the concerns of the overhead of calculating security roles when they are needed, we will be splitting
out different types of teams to cater for these different access scenarios.

With Microsoft Dynamics CRM 2013 we will allow you to create two different types of teams:

~

*As teams in Microsoft Dynamics CRM with security roles
eCan own records

*Privileges are granted by security roles and change dynamically as the role definition
changes

eNeeds to be manually or programmatically created and managed
*Will be cached in CRM Server when a user accesses the application

OW n e r Te a m eCan act as resource in service scheduling

J

eCan't be granted security roles \
eCan't own records
eAccesses records through sharing

eSharing privileges are defined by an access team template but don't change
dynamically for existing records if the template changes

*Won't be displayed in most team views
eCan be system managed, directly from the form of the record that it relates to
*\Won't be cached because it doesn't derive privilege or ownership checks

Acce SS Te a m eCan't be scheduled as a resource in Service Scheduling

eNot shown in team views as typically used at high volumes /
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Teams, both owner and access types, can be created manually through the teams user interface. The team type
field is editable only on creation and used to define the type of team created:

First name Last n...
Orion

‘Microsoft Dynamics CRM o ¥ | SETTINGS .  ADMINISTRATION « NEWTEAM |, @cREATE

A save BZepmerROCESS  BEIFORM 58 CUSTOMIZE ENTITY
Team
General
Team Name ™ Compliance Qversight MEMBERS
Business Unit ™ Orion Search for records D
Administrator ® First name Last name Eull Name Business Unit

*
Team Type Access

Description

Team used to provide oversight for compliance across
key customer accounts

To view access teams that have been created, there are two key team attributes to be considered in views or
advanced find:
e Team Type: Owner or Access

e |s System Managed: defines whether the teams are automatically generated by the system or manually
created

ﬂMicrosoft Dynamics CRM . | SETTINGS .,  ADMINISTRATION |« (‘B CREATE

EEIMEW X DELETE | ~ E3copvAUNK | = FHEMAILAUNK | = B RUNREPORT v  =es

All User Access Teams » =

Search for record

El Team Name &

[0 AccessTestl

D Compliance Cversight

Business Unit

Orion

Crion

E:Advanced Find - Microsoft Dynamics CRM -

FILE ADVAMCED FIND

Windows Internet Explorer

' [l Save as £ Group AND
= 5 3
e &= Edit Columns = Group OR
Query Saved Resulis Mew Save Clear Download Fetch
Views (4 Edit Properties Ek Details XML
Show Wiew Query Debug

Look for: Teams

Team Type Equals Access

Is System Managed Egquals Mo

Use Saved View: All User Access Teams
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By default, Access Teams are only viewable from the “All Access Teams” view and are excluded from the “All
Teams” view as they are generally expected to be for internal system visibility and management rather than
something a user would directly view or interact with.

Automatic creation of access teams

When choosing to take advantage of access teams for a particular entity, there are a few steps to perform:

e Enable the entity for access teams

e Set up an access team template

o Add a subgrid to the entity form to view the team members
e Add members to the subgrid

Enable the entity for access teams

The first step is to enable the access teams for that entity.

This is done through the entity configuration. On the entity definition, there is a check box for access teams,
which enables access teams for that entity, as shown here.

Account
o Information
wlution Default Solution General Primary Field

Plursi Name Accounts [ Define a5 an activity entity,

Nare sccouet 2 Disolay in Activity Menws
Primary image Detault Image 1]

Description Business that represents a customer or potential customer. The company that is billed in business transactions.

Areas that display this entity
%% Workplace B sates M service & Marketing
LJ Settings

Options for Entity

Process ¥

B Business process fiows (fields witl be created) *

Communication & Collaboration ¥

(] Notes (inchades ptacnments) *

E Activities +

B connections +

%] Sending email If an email fiskd does not exist, one will De created) *
E Mall merge

W Document management

B Access Teams
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Set up team template for that entity type

The next piece to set up is the template for the access team for the entity type. This is done from the

Administration section in Settings.

E’Administration - Microsoft Dynamics CRM - Windows Internet Explorer

@: = I‘“ http:/flocalhost/Orion jmain aspu: pj 9, iy Administration - Microsoft Dy... X

Mt icrosoft Dynamics CRM ., ¥

SETTINGS

ADMINISTRATION |« @ CREATE

First name Last n...
Orion

{3} NEW ACTIVITY ~

31 IMPORT DATA 3% ADVANCED FIND

Administration

=

FE B Y

yz

Business Units
Add new business units. Edit and deactivate existing business units. Change the
parent business unit.

Security Roles
Create new security roles. Manage and delete existing security roles for your
organization.

Teams
Add new teams and new members to existing teams. Modify the team description
and delete members from teams,

Languages
Add or remove suppert for additional languages.

Product Updates
Sign up to be netified of product updates.

Yammer Configuration
Connect Microsoft Dynamics CRM to your enterprise Yammer network

Y
a2

~
System Settings
Set the format for various values, such as numbers, the calendar, and currency.
Select the email tracking, marketing, and customization options for your
organization. Set Microsoft Dynamics CRM for Qutlook options. Manage report
categories.
Field Security Profiles
Manage user and team permissions to read, create, or write information in secured
fields.
Users
Add new users, Edit information about users and deactivate user records. Manage
the teams, roles, and licenses assigned to users.
Privacy Preferences
Set the privacy preferences for the organization.
Product Updates
Install new features available from the latest product update.
Access Team Templates
Add new team templates. Medify the team template description.
W

15:20

e={ & & J[e ke

Select the Access Team Templates area, and you can add a new template for the entity type you are enabling.

At this point, you can define the access rights that should be granted to the team when it is created for records
of this entity type.
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,E!Team template: Mew Team template - Microsoft Dynamics CRM - Windows Internet Explorer

FILE TEAM TEMPLATE

M I [I ! |51 save & New
Delete

Save  Save &
Close
Save

Team template ; TeamTemplate \  Team template

L General g'

New Team template

L 4 General

4 Common
B Audit History Mame * Account Service Team Template Entity * Account

Description

AccessRights * [ Dalete
i | Append
E‘ Append Ta
D Assign
D Share
E‘ Read
1 wirite

You can create multiple templates for each entity type, and these different template types can be selected when
the subgrid is added to the entity form.

Add a subgrid to the entity form to view the team members

Once you enable an entity for access teams and you define the access team template, you need to add the user
interface to view and manage the team members.

This is performed by adding a subgrid to the form, and showing the related access team members. As will be
shown in the next section, the link between the team members in the access team and the record is managed
automatically. Providing the mechanism to view existing team members and to change the team membership is
done by adding a subgrid with a lookup to:
e Records: All Record Types
Note: The instinct may be to select “Only Related Records” but, because there is no direct relationship
created between the entity enabled for access teams and the users, this won’t work and the indirect
relationship is managed differently.
e Entity Type: Users
e Default View: Associate Record Team Members

e Team Template: The template you’d like to use for this type of team

This is shown in the properties dialog box for the subgrid in the next screenshot.
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¥ ¥ ¥ ¥ ¥ 1 8 L 8 L " P = TR
Set Properties — Webpage Dialo
8 0 1 A 23 o Prov page Dialog ]
Section  Three Three Twa Two Two
- Columns Columns  Columns Columns Column S e-t P ro pe rtl eg ?
3 Tabs 2 Tabs
Set the List or Chart properties, —
4 Account Sohrt
Summary Form N .
Displa Formattin
t Details N Py g ol I
0 SIC Code o
b — Mame L
Specify a unique name. o
Mame * AccountSenviceTeam D
— Mame E E
Label * Iﬁ.cmunt Service Team I
(] Display label on the Form b
— Data Source . I
Specify the pnmary data source for this list or chart. E E
Records All Record Types ] E
T
Entity Lsers !
Default View Associated Record Team Members E
Team Template Account Service Team Template .
Edt || New | 5
— Additional Options :
[l Display Search Box ;
D Display Index ﬂ __E
View Selector off
| Wl
' & Footer System Views A ]
; o Set Cancel i
o |htt|:n:,|',|'|cnca|hast,l'0ri |?;‘, Local intranet | Frotected Mode: OFF v _J:

Once this is saved and published, this is visualized on the form as shown in the following screenshot.
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ACCOUNT

A. Datum Corporation (sample)

Details
COMPANY PROFILE

Industry --
SIC Code --

Cwnership --

Description

Account Service Team <+

Full Mame ™ Title

Mo User records fo

ungd

It’s possible to add multiple subgrids linked to different access team templates for the same entity enabling
multiple access teams to be created against the same record but with different permissions. It is important in
this scenario to make sure that the naming of the team template and the label of the subgrid surfacing this are
clear and descriptive to keep the uses separate and clear.
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Add members to the sub grid

From here an end user can then add a user to the sales team via the subgrid, by selecting the plus sign (+) on the
sub grid and performing a lookup against the user who is then added to the team. This is possible for any user
with ‘Sharing’ privileges for the current record.

ACCOUNT

A. Datum Corporation (sample)

Account Service Team <+
Full Mame ™ Title
juhrJ D

& lohn Smith

OrionTrial

Look Up More Records

1 result + Mew

The user is now added to the access team.

ACCOUNT

A. Datum Corporation (sample)

Account Service Team +

Full Mame ™ Title

lohn Smith

And at this point the user is able to access the record with the privileges defined in the team template for this
entity type.
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How it works

So, we’ve now enabled this functionality for access teams. But if we’re going to do this at scale, we want to
understand what’s actually happening so we can plan for the implications.

Access teams

Access Teams are created as any other team, just without the ability to have security roles or own records, so in
many ways as teams were in Microsoft Dynamics CRM 4.0.

These can then have users added to them as members and can have records shared with them.

The advantage of splitting out these type of teams from owner-based teams is that the overhead of adding
security roles to a team can be avoided where it is not required. When security roles are added, these can affect
performance and scalability in some key ways:

e Team security roles act in a cumulative way, and as a result for each user who is a team member, the
privileges for that user need to take into account all the roles of the teams that they are a member of.

e The more teams a user is a member of with security roles, the more complex the calculation that has to
be performed.

e To reduce the impact of doing this on each request, the system caches the cumulative permissions for
the user as they first connect to CRM.

o When a user has a large number of teams with security roles, this can cause a delay on initial
connection after a restart or when the user’s record has been flushed from the cache after 20
minutes of inactivity.

e Whenever the user is added or removed from a team, or the team has its security roles changed, the
cache for each user affected needs to be flushed and recalculated on the next connection.

e For rapidly changing teams or team memberships, this can introduce a significant performance and
scalability impact to the system

e Inthese cases, access teams can avoid this impact for team memberships where this is not necessary,
that is, where a combination of ownership and sharing is used, access teams can be used for the sharing
cases, and avoiding the cache and calculation impact when they change.

Service Scheduling uses caching extensively to optimize its calculations. Therefore, where teams are used as
resources in service scheduling, we need to load the teams into the cache. Access teams, therefore, can’t be
used as resources in service scheduling to avoid the need to cache them and to avoid the impact of recalculating
the resource groups when a user’s team memberships change.
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Team selling

When access teams are enabled for an entity, the lifecycle of the team is managed automatically.

Final team member
removed

Team Member
removed

Additional team
member added

Initial team member
added

Initial Record
Creation

 The record is  Access Team * User added as ¢ User removed as * User removed as
created created member member member
* User added as  Share to the

member team is removed
 Record is shared * Access Team
to the team Deleted

As shown in the preceding diagram, the access team is generated automatically on demand as the first team
member is added.

When the final team member is removed, the team is deleted.

This brings advantages where you have rapid changing of large numbers of teams, such as removing any old and
redundant access that may no longer be needed.

When a user is added to the team connected to a record, a membership is set up for that team and the user is
linked to the team in the SystemUserPrincipals table.

System
Generated
Record Access Team

& &%

t Team Member

User

Access to the record is established through automatically sharing the record with the team, with the privileges
defined in the access team template for that entity type.

If the record is deactivated, this won’t affect the related access team, only removing all the team members will
cause deletion of the automatically generated access team

Viewing the access teams

In normal operation, the access team created automatically, system generated, is hidden from use as it is
managed behind the scenes by the Microsoft Dynamics CRM application rather than needing manual
administration.

In order to view system generated teams, as these are deliberately withheld from standard views, you can use
advanced find to query for teams of type “Access” and that are ”Is System Managed” as shown here or
alternatively create or edit a personal or system view to more regularly view these:
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E-!Advanced Find - Microsoft Dynamics CRM - Microsoft Dynamics CRM - Windows Internet Explorer

FILE ADNVAMCED FIND

@ E S [l save as J {= Group AND <"§>
[& Edit Columns [£2 Group OR

Query Saved Resulis New Save Clear Download Fetch
Views Edit Properties = Details XML
Show View Query Debug

Look for: | Teams Use Sawved View: All User Access Teams

Team Type Equals Access

Is System Managed Equals YesMo

This view shows both manually created and system managed access teams, and shows that system managed
teams are named with the GUID of the record to which they are linked, in this case of the account to which it is
linked (although if multiple access teams are linked to the same record, the second team will have a different
name).

E!Adva nced Find - Microsoft Dynamics CRM - Microsoft Dynamics CRM - Windows Internet Explorer

LIST TOOLS

m ADWVAMCED FIND TEAMS
E f— Delete Team Connect Copy a Link |:':':|
= == L =

Follow Email a Link
Mew Open Associated Grid View for  Edit Run Start Run Export
Team Team Urnfollow Workflow Dialog Report~ Teams
Records Collaborate Process Data

D Team Mame & Business Unit Is System Mana.. | Team Type

|:| Ob0a7383-44df-e211-84a36-001554001300 Orion Yes Arcess

|:| Access Test 1 Crion Mo Access

|:| Compliance Oversight Orion Mo Access

Sharing

As part of team selling, the access privileges are based on use of the sharing model. As part of the Microsoft
Dynamics CRM 2013 release, a number of optimizations are performed on the sharing model.

At very high scale this has however been known in the past to lead to large record sets and performance
implications so these implications do still need to be allowed for in the design and use of this feature.

One characteristic to note, is that shares granted to system-managed access teams aren’t shown to the end
user. As these sharing permissions are automatically set up and managed, they aren’t available for an end user
to overrule and are therefore not shown in the normal sharing dialog.

As access teams use sharing to control record privileges, being granted membership of an access team for a
record will trigger normal cascading behavior to any related records. If there is a relationship between the
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record with the access team and any related records that have cascading sharing behaviors enabled, the access
team will also be shared with the child records.

Programmatic control of access teams

Access teams can be controlled through the SDK as normal for programmatic control of teams.

One scenario that needs special consideration is when you add members to an access team for a record.
Because a system-managed access team is only created on addition of the first member, this team may not yet
exist to add the member to. The normal SDK messages require a team to exist before a member can be added to
it.

To handle this situation, a new SDK message is introduced, AddUserToRecordTeamRequest, which allows you to
specify the record and team template that the user should be added to. This will resolve the request to the
access team that is relevant and, if necessary, create the team before adding the user as a member.

When working with system-generated access teams, this message should be used for adding users as members.

Design considerations of using access teams

Access teams can’t own a record, they don’t have any security roles, and therefore they can’t be granted the
privileges to own a record. Nor can they access records through the security role privileges of Owner, Business
Unit or Organization level scopes.

For very large volumes, the implications of sharing still needs to be considered carefully. In particular, managing
the lifecycle of the access team’s existence for records that no longer need to be directly viewed should be
considered.

When a record is deactivated, this doesn’t change the related access team membership as this may be needed if
the record is reactivated, or for compliance purposes. Removing all the team members, either through the user
interface or programmatically, for a record can be used to remove the related access team.

Access teams can’t be used as resources in service scheduling.

Multiple access teams can be linked to a single record, allowing different access types to be defined for the
same record, such as defining a read-only access team and an update team.

It’s not possible to selectively choose the type of team per individual record, as the definition of the number of
access teams and the team templates to be used are defined within the form for that entity, so will apply to all
records of that particular entity type. For example, it wouldn’t be possible to have an attribute of account
defining whether they are a prospect or existing customer and therefore applying different team templates
based on whether they are a prospect or existing customer. In that example, all account records would be linked
to the same types of access teams. Whether an actual team instance is created would depend on whether
individual users are added to the subgrid in the form itself though.

One option to consider is that different role-based forms can be used, each linking to different access team
templates which does provide some ability to offer variations, although the likelihood if users of each role type
access the record would be that teams of all the different types would be created even though users would only
see some of them when they access the form.
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With the separation of owner teams and access teams, there will be scenarios where each is the more
appropriate choice. The following diagram highlights some key factors to consider when deciding which to use:

Access Teams

swea| JaumQ

One option to note, it is possible to combine:
e Using an owner team to “own” a record, perhaps giving broader access to a wider range of records to a
particular team
e And then separately to use access teams to provide more granular access for other users

Migration path

Where teams have been migrated from a previous version, they will be migrated into Microsoft Dynamics
CRM 2013 as owner teams. It’s possible to migrate owner teams to access teams as long as:

e The owner team doesn’t have any security roles

e The owner team isn’t the owner of any records

This will enable scenarios where customer’s teams are good candidates for access teams to be migrated without
having to be recreated and set up. The conversion is done through an action on the command bar, as shown in
the following illustration.
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gTeam: Business Desk - Microsoft Dynamics CRM - Windows Internet Explorer

N
Q s v I“ http: //localhost/MicrasoftDynamicsLid/main. aspx#914524321 ,OLI 3 ‘ Team: Business Desk - Micro...

At Microsoft Dynamics CRM v # | SETTINGS v  Administration  Business Desk | v

4+ NEW &3 CONNECT | v [ DELETE | & CONVERT TO ACCESS TEAM |EE} REASSIGN RECORDS ~ *=*

TEAM : INFORMATION

Business Desk

General

Team Name ™ Business Desk
Administrator ™ First name Last name
Team Type * B Owner

While the introduction of team ownership and team security roles add great flexibility, for customers who do
not need them this overhead can be avoided by using access teams. This is a good path for customers migrating
from Microsoft Dynamics CRM 4.0 who have implemented solutions with large volumes of teams using sharing
and can benefit from the simplicity of Access Teams in Microsoft Dynamics CRM 2013 as access teams more
closely reflect the teams approach from version 4.0.

It isn’t possible to migrate access teams to owner teams.
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Summary

With the introduction of access teams in Microsoft Dynamics CRM 2013, we simplify the process of managing
granular access to records where individual access needs to be defined and managed. We also optimize the way
this access can be managed.

Key features of owner teams and access teams are summarized as follows:

~

*As teams in Microsoft Dynamics CRM with security roles
eCan own records

*Privileges are granted by security roles and change dynamically as the role definition
changes

eNeeds to be manually or programmatically created and managed
*Will be cached in CRM Server when a user accesses the application

OW n e r Te a m eCan act as resource in service scheduling

J

eCan't be granted security roles \
eCan't own records
eAccesses records through sharing

eSharing privileges are defined by an access team template but don't change
dynamically for existing records if the template changes

*\Won't be displayed in most team views
eCan be system managed, directly from the form of the record that it relates to
*\Won't be cached because it doesn't derive privilege or ownership checks

Acce SS Te a m eCan't be scheduled as a resource in Service Scheduling

*Not shown in team views as typically used at high volumes /

In the context of a particular implementation design, use of teams needs to be carefully analyzed as each type is
intended to target specific access scenarios and other capabilities in the CRM security model should also still be
considered and used as appropriate. In particular comparison between when to use access teams and owner
teams is summarized as shown in the following illustration.
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Access Teams

swea| JaumQ

For further information on when to use different security modeling features of Microsoft Dynamics CRM, see
the white paper, Scalable Security Modeling with Microsoft Dynamics CRM 2013.
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