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Albania
The statistics presented here are generated by Microsoft security programs and
services running on computers in Albania in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Albania

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Albania

38.8%

31.6%

34.6%

38.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Albania

35.2

36.7

26.9

57.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 38.3% of computers in Albania encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 57.8 of every 1,000 unique computers scanned in
Albania in 4Q15 (a CCM score of 57.8, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Albania over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Albania and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Albania and around the world, and for explanations of the methods and terms
used here.
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ALBANIA

Malware categories
Malware encountered in Albania in 4Q15, by category
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The most common malware category in Albania in 4Q15 was Worms. It was
encountered by 15.4 percent of all computers there, down from 17.1 percent
in 3Q15.



The second most common malware category in Albania in 4Q15 was
Trojans. It was encountered by 13.2 percent of all computers there, up from
11.1 percent in 3Q15.



The third most common malware category in Albania in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.7 percent of all
computers there, up from 3.5 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Albania in 4Q15, by category
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Albania
16.0%
14.0%
12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers

4

ALBANIA

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Albania in 4Q15 was
Browser Modifiers. It was encountered by 14.6 percent of all computers
there, down from 16.3 percent in 3Q15.



The second most common unwanted software category in Albania in 4Q15
was Software Bundlers. It was encountered by 7.4 percent of all computers
there, down from 8.7 percent in 3Q15.



The third most common unwanted software category in Albania in 4Q15
was Adware, which was encountered by 3.0 percent of all computers there,
up from 3.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Albania in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

10.8%

2

VBS/Jenxcus

Worms

2.7%

3

INF/Autorun

Obfuscators & Injectors

2.6%

4

Win32/Skeeyah

Trojans

2.4%

5

Win32/Dynamer

Trojans

2.4%

6

Win32/Peals

Trojans

1.9%

7

Win32/Sality

Viruses

1.7%

8

Win32/Helompy

Worms

1.5%

9

Win32/Conficker

Worms

1.0%

10

Win32/Dorv

Trojans

1.0%



The most common malware family encountered in Albania in 4Q15 was
Win32/Gamarue, which was encountered by 10.8 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Albania in 4Q15 was
VBS/Jenxcus, which was encountered by 2.7 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Albania in 4Q15 was
INF/Autorun, which was encountered by 2.6 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Albania in 4Q15 was
Win32/Skeeyah, which was encountered by 2.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Albania in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

7.0%

2

Win32/SupTab

Browser Modifiers

4.2%

3

Win32/OutBrowse

Software Bundlers

3.4%

4

Win32/Bayads

Adware

2.5%

5

Win32/Mizenota

Software Bundlers

1.5%



The most common unwanted software family encountered in Albania in
4Q15 was Win32/Diplugem, which was encountered by 7.0 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Albania in 4Q15 was Win32/SupTab, which was encountered by 4.2 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Albania
in 4Q15 was Win32/OutBrowse, which was encountered by 3.4 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Albania in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.9

2

Win32/Gamarue

Worms

13.7

3

Win32/Sality

Viruses

6.7

4

Win32/Blakamba

Trojans

3.3

5

VBS/Jenxcus

Worms

2.9

6

Win32/Helompy

Worms

1.9

7

Win32/IeEnablerCby

Browser Modifiers

1.6

8

Win32/Pramro

Trojans

1.4

9

Win32/Brontok

Worms

1.3

10

Win32/Peals

Trojans

0.9



The most common threat family infecting computers in Albania in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Albania in 4Q15
was Win32/Gamarue, which was detected and removed from 13.7 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Albania in 4Q15
was Win32/Sality, which was detected and removed from 6.7 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Albania in 4Q15
was Win32/Blakamba, which was detected and removed from 3.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Albania and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Albania
Protected
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Worldwide
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Albania

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.25

0.02

(0.22)

(0.57)

0.40

0.52

(4.7)

(3.9)

84.62

28.63

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Algeria
The statistics presented here are generated by Microsoft security programs and
services running on computers in Algeria in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Algeria

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Algeria

46.6%

40.0%

40.6%

52.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Algeria

54.0

57.0

43.3

62.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 52.6% of computers in Algeria encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 62.6 of every 1,000 unique computers scanned in
Algeria in 4Q15 (a CCM score of 62.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Algeria over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Algeria and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Algeria and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Algeria in 4Q15, by category
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The most common malware category in Algeria in 4Q15 was Worms. It was
encountered by 25.9 percent of all computers there, up from 17.2 percent in
3Q15.



The second most common malware category in Algeria in 4Q15 was Trojans.
It was encountered by 19.8 percent of all computers there, up from 17.2
percent in 3Q15.



The third most common malware category in Algeria in 4Q15 was
Obfuscators & Injectors, which was encountered by 6.4 percent of all
computers there, up from 5.3 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Algeria in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Algeria in 4Q15 was
Browser Modifiers. It was encountered by 17.9 percent of all computers
there, up from 17.0 percent in 3Q15.



The second most common unwanted software category in Algeria in 4Q15
was Software Bundlers. It was encountered by 9.9 percent of all computers
there, up from 6.9 percent in 3Q15.



The third most common unwanted software category in Algeria in 4Q15 was
Adware, which was encountered by 4.0 percent of all computers there, up
from 3.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Algeria in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Ippedo

Worms

14.0%

2

VBS/Jenxcus

Worms

10.6%

3

Win32/Gamarue

Worms

5.7%

4

INF/Autorun

Obfuscators & Injectors

5.0%

5

Win32/Dynamer

Trojans

3.4%

6

Win32/Ramnit

Viruses

3.3%

7

Win32/Skeeyah

Trojans

3.3%

8

Win32/Macoute

Worms

3.1%

9

Win32/CplLnk

Exploits

3.0%

10

Win32/Obfuscator

Obfuscators & Injectors

2.7%



The most common malware family encountered in Algeria in 4Q15 was
Win32/Ippedo, which was encountered by 14.0 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The second most common malware family encountered in Algeria in 4Q15 was
VBS/Jenxcus, which was encountered by 10.6 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Algeria in 4Q15 was
Win32/Gamarue, which was encountered by 5.7 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The fourth most common malware family encountered in Algeria in 4Q15 was
INF/Autorun, which was encountered by 5.0 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Algeria in 4Q15

16 ALGERIA

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

7.0%

2

Win32/Diplugem

Browser Modifiers

5.6%

3

Win32/Bayads

Adware

3.4%

4

Win32/OutBrowse

Software Bundlers

3.4%

5

Win32/Mizenota

Software Bundlers

2.7%



The most common unwanted software family encountered in Algeria in
4Q15 was Win32/SupTab, which was encountered by 7.0 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Algeria in 4Q15 was Win32/Diplugem, which was encountered by 5.6
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Algeria in
4Q15 was Win32/Bayads, which was encountered by 3.4 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Algeria in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

26.2

2

VBS/Jenxcus

Worms

14.3

3

Win32/Sality

Viruses

6.3

4

Win32/Gamarue

Worms

5.7

5

MSIL/Bladabindi

Backdoors

3.8

6

Win32/Ramnit

Viruses

3.7

7

Win32/Yeltminky

Worms

3.5

8

Win32/Blakamba

Trojans

2.6

9

Win32/Virut

Viruses

2.2

10

Win32/Dorkbot

Worms

0.8



The most common threat family infecting computers in Algeria in 4Q15 was
Win32/Diplugem, which was detected and removed from 26.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Algeria in 4Q15
was VBS/Jenxcus, which was detected and removed from 14.3 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Algeria in 4Q15
was Win32/Sality, which was detected and removed from 6.3 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Algeria in 4Q15
was Win32/Gamarue, which was detected and removed from 5.7 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Algeria and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Algeria

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

1.75

(0.22)

(0.57)

0.47

0.33

(4.7)

(3.9)

39.68

18.84

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Angola
The statistics presented here are generated by Microsoft security programs and
services running on computers in Angola in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Angola

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Angola

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Angola

35.5

40.7

36.3

50.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 50.3 of every 1,000
unique computers scanned in Angola in 4Q15 (a CCM score of 50.3, compared
to the 4Q15 worldwide CCM of 16.9). The following figure shows the encounter
and infection rate trends for Angola over the last four quarters, compared to the
world as a whole.
Malware encounter and infection rate trends in Angola and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Angola and around the world, and for explanations of the methods and terms
used here.
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Top threat families by infection rate
The most common malware families by infection rate in Angola in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Gamarue

Worms

16.4

2

Win32/Diplugem

Browser Modifiers

12.5

3

VBS/Jenxcus

Worms

11.9

4

Win32/Nuqel

Worms

3.7

5

Win32/Chir

Viruses

3.0

6

Win32/Ramnit

Viruses

1.4

7

Win32/Virut

Viruses

1.4

8

Win32/Folstart

Worms

1.3

9

JS/Bondat

Worms

0.9

10

Win32/Vobfus

Worms

0.9



The most common threat family infecting computers in Angola in 4Q15 was
Win32/Gamarue, which was detected and removed from 16.4 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The second most common threat family infecting computers in Angola in 4Q15
was Win32/Diplugem, which was detected and removed from 12.5 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common threat family infecting computers in Angola in 4Q15
was VBS/Jenxcus, which was detected and removed from 11.9 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Angola in 4Q15
was Win32/Nuqel, which was detected and removed from 3.7 of every 1,000
unique computers scanned by the MSRT. Win32/Nuqel is a worm that spreads
via mapped drives and certain instant messaging applications. It may modify
system settings, connect to certain websites, download arbitrary files, or take
other malicious actions.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Angola and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Angola

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

0.00

(0.22)

(0.57)

0.25

0.21

(4.7)

(3.9)

8.89

3.36

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Argentina
The statistics presented here are generated by Microsoft security programs and
services running on computers in Argentina in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Argentina

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Argentina

24.2%

21.6%

25.6%

26.2%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Argentina

8.0

15.6

8.8

36.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 26.2% of computers in Argentina encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 36.2 of every 1,000 unique computers
scanned in Argentina in 4Q15 (a CCM score of 36.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Argentina over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Argentina and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Argentina and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Argentina in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Argentina in 4Q15 was Trojans. It
was encountered by 7.5 percent of all computers there, down from 10.0
percent in 3Q15.



The second most common malware category in Argentina in 4Q15 was
Worms. It was encountered by 4.6 percent of all computers there, up from
4.0 percent in 3Q15.



The third most common malware category in Argentina in 4Q15 was
Downloaders & Droppers, which was encountered by 2.8 percent of all
computers there, down from 3.7 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Argentina in 4Q15, by category
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The most common unwanted software category in Argentina in 4Q15 was
Browser Modifiers. It was encountered by 12.8 percent of all computers
there, down from 14.5 percent in 3Q15.



The second most common unwanted software category in Argentina in
4Q15 was Software Bundlers. It was encountered by 3.8 percent of all
computers there, down from 4.9 percent in 3Q15.



The third most common unwanted software category in Argentina in 4Q15
was Adware, which was encountered by 2.9 percent of all computers there,
down from 3.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Argentina in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Sventore

Downloaders & Droppers

1.7%

2

Win32/Obfuscator

Obfuscators & Injectors

1.3%

3

Win32/Dynamer

Trojans

1.2%

4

VBS/Jenxcus

Worms

1.1%

5

Win32/Skeeyah

Trojans

0.9%

6

Win32/Peals

Trojans

0.9%

7

Win32/Dorv

Trojans

0.8%

8

INF/Autorun

Obfuscators & Injectors

0.7%

9

Win32/Gamarue

Worms

0.6%

10

JS/Bondat

Worms

0.6%



The most common malware family encountered in Argentina in 4Q15 was
Win32/Sventore, which was encountered by 1.7 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The second most common malware family encountered in Argentina in 4Q15
was Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Argentina in 4Q15 was
Win32/Dynamer, which was encountered by 1.2 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Argentina in 4Q15
was VBS/Jenxcus, which was encountered by 1.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Argentina in 4Q15

32 ARGENTINA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.4%

2

Win32/SupTab

Browser Modifiers

4.1%

3

Win32/Bayads

Adware

1.4%

4

Win32/OutBrowse

Software Bundlers

0.9%

5

Win32/EoRezo

Adware

0.8%



The most common unwanted software family encountered in Argentina in
4Q15 was Win32/Diplugem, which was encountered by 6.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Argentina in 4Q15 was Win32/SupTab, which was encountered by 4.1
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Argentina in 4Q15 was Win32/Bayads, which was encountered by 1.4
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Argentina in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

30.1

2

Win32/Blakamba

Trojans

1.9

3

VBS/Jenxcus

Worms

1.4

4

Win32/Sality

Viruses

0.7

5

Win32/Dorkbot

Worms

0.6

6

Win32/CompromisedCert

Other Malware

0.5

7

Win32/Gamarue

Worms

0.5

8

Win32/Ramnit

Viruses

0.4

9

Win32/Peals

Trojans

0.4

10

Win32/Brontok

Worms

0.3



The most common threat family infecting computers in Argentina in 4Q15 was
Win32/Diplugem, which was detected and removed from 30.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Argentina in
4Q15 was Win32/Blakamba, which was detected and removed from 1.9 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Argentina in 4Q15
was VBS/Jenxcus, which was detected and removed from 1.4 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Argentina in
4Q15 was Win32/Sality, which was detected and removed from 0.7 of every
1,000 unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Argentina and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Argentina

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.31

0.49

(0.22)

(0.57)

2.46

2.18

(4.7)

(3.9)

51.41

36.92

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Australia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Australia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Australia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Australia

12.0%

11.2%

13.8%

15.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Australia

2.2

5.0

3.0

17.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 15.1% of computers in Australia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 17.9 of every 1,000 unique computers scanned in
Australia in 4Q15 (a CCM score of 17.9, compared to the 4Q15 worldwide CCM
of 16.9). The following figure shows the encounter and infection rate trends for
Australia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Australia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Australia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Australia in 4Q15, by category
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The most common malware category in Australia in 4Q15 was Trojans. It was
encountered by 3.6 percent of all computers there, down from 4.5 percent
in 3Q15.



The second most common malware category in Australia in 4Q15 was
Exploits. It was encountered by 2.3 percent of all computers there, up from
2.0 percent in 3Q15.



The third most common malware category in Australia in 4Q15 was
Downloaders & Droppers, which was encountered by 1.9 percent of all
computers there, up from 1.6 percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in Australia in 4Q15, by category
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The most common unwanted software category in Australia in 4Q15 was
Browser Modifiers. It was encountered by 6.5 percent of all computers there,
down from 7.3 percent in 3Q15.



The second most common unwanted software category in Australia in 4Q15
was Software Bundlers. It was encountered by 2.1 percent of all computers
there, down from 2.3 percent in 3Q15.



The third most common unwanted software category in Australia in 4Q15
was Adware, which was encountered by 0.9 percent of all computers there,
down from 1.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Australia in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

2.1%

2

Win32/Peals

Trojans

0.5%

3

Win32/Dynamer

Trojans

0.5%

4

Win32/Skeeyah

Trojans

0.4%

5

JS/FakeCall

Other Malware

0.4%

6

Win32/Patched

Trojans

0.3%

7

W97M/Adnel

Downloaders & Droppers

0.3%

8

W97M/Donoff

Downloaders & Droppers

0.3%

9

Win32/Dorv

Trojans

0.3%

10

Win32/Obfuscator

Obfuscators & Injectors

0.3%



The most common malware family encountered in Australia in 4Q15 was
JS/Axpergle, which was encountered by 2.1 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Australia in 4Q15
was Win32/Peals, which was encountered by 0.5 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Australia in 4Q15 was
Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Australia in 4Q15 was
Win32/Skeeyah, which was encountered by 0.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Australia in 4Q15

42 AUSTRALIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.7%

2

Win32/SupTab

Browser Modifiers

1.7%

3

Win32/Pokki

Browser Modifiers

0.8%

4

Win32/KipodToolsCby

Browser Modifiers

0.6%

5

Win32/OutBrowse

Software Bundlers

0.5%



The most common unwanted software family encountered in Australia in
4Q15 was Win32/Diplugem, which was encountered by 2.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Australia in 4Q15 was Win32/SupTab, which was encountered by 1.7 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Australia
in 4Q15 was Win32/Pokki, which was encountered by 0.8 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Australia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

16.3

2

Win32/Blakamba

Trojans

0.7

3

Win32/Peals

Trojans

0.1

4

Win32/Zbot

Password Stealers & Monitoring Tools

0.1

5

Win32/Tugspay

Downloaders & Droppers

0.1

6

Win32/IeEnablerCby

Browser Modifiers

0.1

7

Win32/Teerac

Ransomware

0.1

8

Win32/CompromisedCert

Other Malware

0.1

9

Win32/Rovnix

Obfuscators & Injectors

0.1

10

Win32/Alureon

Trojans

0.1



The most common threat family infecting computers in Australia in 4Q15 was
Win32/Diplugem, which was detected and removed from 16.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Australia in
4Q15 was Win32/Blakamba, which was detected and removed from 0.7 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Australia in 4Q15
was Win32/Peals, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.



The fourth most common threat family infecting computers in Australia in 4Q15
was Win32/Zbot, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Zbot is a family of password
stealing trojans that also contains backdoor functionality allowing unauthorized
access and control of an affected computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Australia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Australia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.06

0.26

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

10.28

9.28

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

46.13

25.42

(56.2)

(26.4)
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Austria
The statistics presented here are generated by Microsoft security programs and
services running on computers in Austria in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Austria

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Austria

12.9%

10.7%

11.7%

13.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Austria

2.1

4.1

3.4

13.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 13.3% of computers in Austria encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 13.3 of every 1,000 unique computers scanned in
Austria in 4Q15 (a CCM score of 13.3, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Austria over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Austria and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Austria and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Austria in 4Q15, by category
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The most common malware category in Austria in 4Q15 was Trojans. It was
encountered by 3.6 percent of all computers there, down from 4.4 percent
in 3Q15.



The second most common malware category in Austria in 4Q15 was
Exploits. It was encountered by 1.4 percent of all computers there, up from
1.0 percent in 3Q15.



The third most common malware category in Austria in 4Q15 was
Downloaders & Droppers, which was encountered by 1.3 percent of all
computers there, up from 0.9 percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in Austria in 4Q15, by category
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The most common unwanted software category in Austria in 4Q15 was
Browser Modifiers. It was encountered by 6.1 percent of all computers there,
down from 6.3 percent in 3Q15.



The second most common unwanted software category in Austria in 4Q15
was Software Bundlers. It was encountered by 1.9 percent of all computers
there, up from 1.6 percent in 3Q15.



The third most common unwanted software category in Austria in 4Q15 was
Adware, which was encountered by 1.0 percent of all computers there, down
from 1.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Austria in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.9%

2

Win32/Dynamer

Trojans

0.6%

3

Win32/Skeeyah

Trojans

0.6%

4

Win32/Peals

Trojans

0.5%

5

Win32/Obfuscator

Obfuscators & Injectors

0.5%

6

Win32/Dorv

Trojans

0.5%

7

Win32/Upatre

Downloaders & Droppers

0.2%

8

Win32/Crowti

Ransomware

0.2%

9

Win32/Spursint

Trojans

0.2%

10

ASX/Wimad

Downloaders & Droppers

0.2%



The most common malware family encountered in Austria in 4Q15 was
JS/Axpergle, which was encountered by 0.9 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Austria in 4Q15 was
Win32/Dynamer, which was encountered by 0.6 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Austria in 4Q15 was
Win32/Skeeyah, which was encountered by 0.6 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Austria in 4Q15 was
Win32/Peals, which was encountered by 0.5 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Austria in 4Q15

52 AUSTRIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.3%

2

Win32/SupTab

Browser Modifiers

1.7%

3

Win32/Pokki

Browser Modifiers

0.8%

4

Win32/KipodToolsCby

Browser Modifiers

0.8%

5

Win32/Bayads

Adware

0.6%



The most common unwanted software family encountered in Austria in
4Q15 was Win32/Diplugem, which was encountered by 2.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Austria in 4Q15 was Win32/SupTab, which was encountered by 1.7 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Austria in
4Q15 was Win32/Pokki, which was encountered by 0.8 percent of reporting
computers there. Win32/Pokki is a browser add-on that formerly displayed
behaviors of unwanted software. Recent versions of the add-on no longer
meet Microsoft detection criteria, and are no longer considered unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in Austria in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

11.7

2

Win32/Blakamba

Trojans

0.6

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/Reveton

Ransomware

0.1

5

Win32/Peals

Trojans

0.1

6

Win32/Gamarue

Worms

0.1

7

Win32/IeEnablerCby

Browser Modifiers

0.1

8

Win32/Sality

Viruses

0.1

9

Win32/Matsnu

Trojans

0.1

10

Win32/Cutwail

Downloaders & Droppers

0.1



The most common threat family infecting computers in Austria in 4Q15 was
Win32/Diplugem, which was detected and removed from 11.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Austria in 4Q15
was Win32/Blakamba, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Austria in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.3 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Austria in 4Q15
was Win32/Reveton, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Reveton is a ransomware
family that targets users from certain countries or regions. It locks the computer
and displays a location-specific webpage that covers the desktop and demands
that the user pay a fine for the supposed possession of illicit material.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 53

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Austria and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Austria

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.06

0.10

(0.22)

(0.57)

4.48

4.21

(4.7)

(3.9)

39.17

21.00

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Bahamas, The
The statistics presented here are generated by Microsoft security programs and
services running on computers in the Bahamas in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the Bahamas

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Bahamas, The

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Bahamas, The

9.0

17.2

8.0

30.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 30.9 of every 1,000
unique computers scanned in the Bahamas in 4Q15 (a CCM score of 30.9,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the Bahamas over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in the Bahamas and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the Bahamas and around the world, and for explanations of the methods and
terms used here.

58 BAHAMAS, THE

Top threat families by infection rate
The most common malware families by infection rate in the Bahamas in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

26.1

2

Win32/Blakamba

Trojans

2.8

3

VBS/Jenxcus

Worms

1.5

4

Win32/Vobfus

Worms

0.8

5

Win32/Brontok

Worms

0.7

6

Win32/Peals

Trojans

0.5

7

Win32/Sality

Viruses

0.3

8

Win32/IeEnablerCby

Browser Modifiers

0.3

9

Win32/Dorkbot

Worms

0.2

10

Win32/IRCbot

Backdoors

0.1



The most common threat family infecting computers in the Bahamas in 4Q15
was Win32/Diplugem, which was detected and removed from 26.1 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in the Bahamas in
4Q15 was Win32/Blakamba, which was detected and removed from 2.8 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in the Bahamas in
4Q15 was VBS/Jenxcus, which was detected and removed from 1.5 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in the Bahamas in
4Q15 was Win32/Vobfus, which was detected and removed from 0.8 of every
1,000 unique computers scanned by the MSRT. Win32/Vobfus is a family of
worms that spreads via network drives and removable drives and
download/executes arbitrary files. Downloaded files may include additional
malware.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the Bahamas and worldwide protected by real-time security software in 4Q15
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Bahrain
The statistics presented here are generated by Microsoft security programs and
services running on computers in Bahrain in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Bahrain

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Bahrain

N/A

21.8%

24.7%

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Bahrain

18.8

28.9

19.6

42.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 42.1 of every 1,000
unique computers scanned in Bahrain in 4Q15 (a CCM score of 42.1, compared
to the 4Q15 worldwide CCM of 16.9). The following figure shows the encounter
and infection rate trends for Bahrain over the last four quarters, compared to
the world as a whole.
Malware encounter and infection rate trends in Bahrain and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Bahrain and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Bahrain in 4Q15, by category
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The most common malware category in Bahrain in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 9.4 percent
in 3Q15.



The second most common malware category in Bahrain in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 5.6 percent
in 3Q15.



The third most common malware category in Bahrain in 4Q15 was , which
was encountered by N/A percent of all computers there, down from 2.1
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Bahrain in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Bahrain in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 12.7
percent in 3Q15.



The second most common unwanted software category in Bahrain in 4Q15
was . It was encountered by N/A percent of all computers there, down from
4.3 percent in 3Q15.



The third most common unwanted software category in Bahrain in 4Q15
was , which was encountered by N/A percent of all computers there, down
from 2.3 percent in 3Q15.

Top threat families by infection rate
The most common malware families by infection rate in Bahrain in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.3

2

Win32/Gamarue

Worms

6.6

3

VBS/Jenxcus

Worms

4.4

4

Win32/Blakamba

Trojans

2.5

5

Win32/CompromisedCert

Other Malware

1.7

6

Win32/Sality

Viruses

1.4

7

Win32/Nuqel

Worms

1.3

8

Win32/Peals

Trojans

0.8

9

MSIL/Bladabindi

Backdoors

0.8

10

Win32/Dorkbot

Worms

0.7



The most common threat family infecting computers in Bahrain in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Bahrain in 4Q15
was Win32/Gamarue, which was detected and removed from 6.6 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Bahrain in 4Q15
was VBS/Jenxcus, which was detected and removed from 4.4 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Bahrain in 4Q15
was Win32/Blakamba, which was detected and removed from 2.5 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Bahrain and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Bangladesh
The statistics presented here are generated by Microsoft security programs and
services running on computers in Bangladesh in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Bangladesh

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Bangladesh

44.1%

39.7%

42.5%

57.2%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Bangladesh

29.8

32.7

25.0

40.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 57.2% of computers in Bangladesh encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 40.3 of every 1,000 unique computers
scanned in Bangladesh in 4Q15 (a CCM score of 40.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Bangladesh over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Bangladesh and worldwide

Infection rate

Encounter rate

45
40

60%

35

50%

30

40%

25

30%

20
15

20%

10

10%

5

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

70%

0

0%

1Q15

2Q15

3Q15
Bangladesh

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Bangladesh and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Bangladesh in 4Q15, by category
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The most common malware category in Bangladesh in 4Q15 was Worms. It
was encountered by 29.6 percent of all computers there, up from 21.1
percent in 3Q15.



The second most common malware category in Bangladesh in 4Q15 was
Trojans. It was encountered by 22.9 percent of all computers there, up from
19.4 percent in 3Q15.



The third most common malware category in Bangladesh in 4Q15 was
Viruses, which was encountered by 9.0 percent of all computers there, up
from 6.3 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Bangladesh in 4Q15, by category
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The most common unwanted software category in Bangladesh in 4Q15 was
Browser Modifiers. It was encountered by 15.6 percent of all computers
there, down from 15.7 percent in 3Q15.



The second most common unwanted software category in Bangladesh in
4Q15 was Software Bundlers. It was encountered by 13.7 percent of all
computers there, up from 8.2 percent in 3Q15.



The third most common unwanted software category in Bangladesh in 4Q15
was Adware, which was encountered by 1.8 percent of all computers there,
up from 1.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Bangladesh in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Ippedo

Worms

15.6%

2

Win32/Gamarue

Worms

15.3%

3

INF/Autorun

Obfuscators & Injectors

7.0%

4

Win32/Ramnit

Viruses

6.3%

5

Win32/CplLnk

Exploits

5.3%

6

VBS/Jenxcus

Worms

5.1%

7

Win32/Skeeyah

Trojans

4.1%

8

Win32/Sality

Viruses

3.7%

9

Win32/Peals

Trojans

3.2%

10

Win32/Dynamer

Trojans

3.1%



The most common malware family encountered in Bangladesh in 4Q15 was
Win32/Ippedo, which was encountered by 15.6 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The second most common malware family encountered in Bangladesh in 4Q15
was Win32/Gamarue, which was encountered by 15.3 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The third most common malware family encountered in Bangladesh in 4Q15
was INF/Autorun, which was encountered by 7.0 percent of reporting
computers there. INF/Autorun is a family of worms that spreads by copying
itself to the mapped drives of an infected computer. The mapped drives may
include network or removable drives.



The fourth most common malware family encountered in Bangladesh in 4Q15
was Win32/Ramnit, which was encountered by 6.3 percent of reporting
computers there. Win32/Ramnit is a family of multi-component malware that
infects executable files, Microsoft Office files, and HTML files. Win32/Ramnit
spreads to removable drives and steals sensitive information such as saved FTP
credentials and browser cookies. It may also open a backdoor to await
instructions from a remote attacker.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Bangladesh in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.0%

2

Win32/SupTab

Browser Modifiers

6.0%

3

Win32/Dowadmin

Software Bundlers

5.7%

4

Win32/OutBrowse

Software Bundlers

3.5%

5

Win32/Mizenota

Software Bundlers

3.4%



The most common unwanted software family encountered in Bangladesh in
4Q15 was Win32/Diplugem, which was encountered by 6.0 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Bangladesh in 4Q15 was Win32/SupTab, which was encountered by 6.0
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Bangladesh in 4Q15 was Win32/Dowadmin, which was encountered by 5.7
percent of reporting computers there. Win32/Dowadmin is a software
bundler that does not provide the user with the option to decline installation
of unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Bangladesh in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

18.0

2

Win32/Gamarue

Worms

9.2

3

Win32/Sality

Viruses

5.2

4

Win32/Ramnit

Viruses

4.7

5

VBS/Jenxcus

Worms

3.2

6

Win32/Blakamba

Trojans

1.7

7

Win32/Virut

Viruses

1.3

8

Win32/Peals

Trojans

0.8

9

Win32/Chir

Viruses

0.5

10

Win32/Necurs

Trojans

0.5



The most common threat family infecting computers in Bangladesh in 4Q15 was
Win32/Diplugem, which was detected and removed from 18.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Bangladesh in
4Q15 was Win32/Gamarue, which was detected and removed from 9.2 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Bangladesh in
4Q15 was Win32/Sality, which was detected and removed from 5.2 of every
1,000 unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Bangladesh in
4Q15 was Win32/Ramnit, which was detected and removed from 4.7 of every
1,000 unique computers scanned by the MSRT. Win32/Ramnit is a family of
multi-component malware that infects executable files, Microsoft Office files,
and HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
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information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Bangladesh and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Bangladesh

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.71

0.53

(0.22)

(0.57)

0.25

0.18

(4.7)

(3.9)

12.97

5.89

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Belarus
The statistics presented here are generated by Microsoft security programs and
services running on computers in Belarus in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Belarus

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Belarus

30.2%

22.3%

25.2%

33.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Belarus

7.3

8.8

7.2

10.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 33.6% of computers in Belarus encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 10.1 of every 1,000 unique computers scanned in
Belarus in 4Q15 (a CCM score of 10.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Belarus over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Belarus and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Belarus and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Belarus in 4Q15, by category
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The most common malware category in Belarus in 4Q15 was Trojans. It was
encountered by 23.0 percent of all computers there, up from 15.1 percent in
3Q15.



The second most common malware category in Belarus in 4Q15 was
Downloaders & Droppers. It was encountered by 5.7 percent of all
computers there, down from 6.3 percent in 3Q15.



The third most common malware category in Belarus in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.8 percent of all
computers there, down from 4.9 percent in 3Q15.

Ransomware
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Unwanted software categories
Unwanted software encountered in Belarus in 4Q15, by category
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The most common unwanted software category in Belarus in 4Q15 was
Browser Modifiers. It was encountered by 5.9 percent of all computers there,
up from 4.8 percent in 3Q15.



The second most common unwanted software category in Belarus in 4Q15
was Software Bundlers. It was encountered by 4.5 percent of all computers
there, up from 1.5 percent in 3Q15.



The third most common unwanted software category in Belarus in 4Q15 was
Adware, which was encountered by 0.8 percent of all computers there, up
from 0.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Belarus in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

6.6%

2

Win32/Spursint

Trojans

5.5%

3

Win32/Peals

Trojans

4.9%

4

Win32/Obfuscator

Obfuscators & Injectors

4.3%

5

Win32/Dynamer

Trojans

3.3%

6

Win32/Ogimant

Downloaders & Droppers

2.2%

7

Win32/Mytonel

Downloaders & Droppers

1.9%

8

Win32/Dorv

Trojans

1.0%

9

Win32/Gamarue

Worms

0.9%

10

Win32/Radonskra

Trojans

0.6%



The most common malware family encountered in Belarus in 4Q15 was
Win32/Skeeyah, which was encountered by 6.6 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Belarus in 4Q15 was
Win32/Spursint, which was encountered by 5.5 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The third most common malware family encountered in Belarus in 4Q15 was
Win32/Peals, which was encountered by 4.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Belarus in 4Q15 was
Win32/Obfuscator, which was encountered by 4.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Belarus in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

2.9%

2

Win32/Mizenota

Software Bundlers

1.4%

3

Win32/Diplugem

Browser Modifiers

1.0%

4

Win32/OutBrowse

Software Bundlers

0.9%

5

Win32/Bayads

Adware

0.6%



The most common unwanted software family encountered in Belarus in
4Q15 was Win32/SupTab, which was encountered by 2.9 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Belarus in 4Q15 was Win32/Mizenota, which was encountered by 1.4
percent of reporting computers there. Win32/Mizenota is a software
bundler that installs unwanted software alongside the software the user is
trying to install. It has been observed to install Win32/SupTab,
Win32/Sasqor, Win32/Smudplu, and others.



The third most common unwanted software family encountered in Belarus
in 4Q15 was Win32/Diplugem, which was encountered by 1.0 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.

Top threat families by infection rate
The most common malware families by infection rate in Belarus in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

4.6

2

Win32/CompromisedCert

Other Malware

0.8

3

Win32/Mytonel

Downloaders & Droppers

0.7

4

Win32/Ramnit

Viruses

0.6

5

Win32/Dorkbot

Worms

0.4

6

Win32/Gamarue

Worms

0.4

7

Win32/Blakamba

Trojans

0.4

8

Win32/Sality

Viruses

0.4

9

Win32/Peals

Trojans

0.3

10

Win32/Bulta

Trojans

0.1



The most common threat family infecting computers in Belarus in 4Q15 was
Win32/Diplugem, which was detected and removed from 4.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Belarus in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.8 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Belarus in 4Q15
was Win32/Mytonel, which was detected and removed from 0.7 of every 1,000
unique computers scanned by the MSRT. Win32/Mytonel is a program that
downloads and installs other programs onto the computer without the user’s
consent, including other malware.



The fourth most common threat family infecting computers in Belarus in 4Q15
was Win32/Ramnit, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Belarus and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Belarus

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.64

2.10

(0.22)

(0.57)

2.22

1.72

(4.7)

(3.9)

403.55

140.81

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Belgium
The statistics presented here are generated by Microsoft security programs and
services running on computers in Belgium in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Belgium

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Belgium

16.2%

13.5%

15.4%

16.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Belgium

2.4

6.0

4.0

23.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 16.6% of computers in Belgium encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 23.6 of every 1,000 unique computers scanned in
Belgium in 4Q15 (a CCM score of 23.6, compared to the 4Q15 worldwide CCM
of 16.9). The following figure shows the encounter and infection rate trends for
Belgium over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Belgium and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Belgium and around the world, and for explanations of the methods and
terms used here.

88 BELGIUM

Malware categories
Malware encountered in Belgium in 4Q15, by category

Encounter rate (percent of all reporting computers)

Belgium

Worldwide
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Exploits
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Obfuscators & Ransomware
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Backdoors

Viruses



The most common malware category in Belgium in 4Q15 was Trojans. It was
encountered by 4.0 percent of all computers there, down from 5.4 percent
in 3Q15.



The second most common malware category in Belgium in 4Q15 was
Downloaders & Droppers. It was encountered by 1.6 percent of all
computers there, down from 1.8 percent in 3Q15.



The third most common malware category in Belgium in 4Q15 was Exploits,
which was encountered by 1.5 percent of all computers there, up from 1.0
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Belgium in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Belgium in 4Q15 was
Browser Modifiers. It was encountered by 9.3 percent of all computers there,
down from 9.5 percent in 3Q15.



The second most common unwanted software category in Belgium in 4Q15
was Software Bundlers. It was encountered by 2.5 percent of all computers
there, down from 2.5 percent in 3Q15.



The third most common unwanted software category in Belgium in 4Q15
was Adware, which was encountered by 1.6 percent of all computers there,
down from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Belgium in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.0%

2

Win32/Dynamer

Trojans

0.6%

3

Win32/Dorv

Trojans

0.6%

4

Win32/Skeeyah

Trojans

0.6%

5

Win32/Sventore

Downloaders & Droppers

0.5%

6

Win32/Peals

Trojans

0.5%

7

Win32/Obfuscator

Obfuscators & Injectors

0.4%

8

ASX/Wimad

Downloaders & Droppers

0.3%

9

Win32/Crowti

Ransomware

0.2%

10

Win32/Spursint

Trojans

0.2%



The most common malware family encountered in Belgium in 4Q15 was
JS/Axpergle, which was encountered by 1.0 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Belgium in 4Q15 was
Win32/Dynamer, which was encountered by 0.6 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Belgium in 4Q15 was
Win32/Dorv, which was encountered by 0.6 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The fourth most common malware family encountered in Belgium in 4Q15 was
Win32/Skeeyah, which was encountered by 0.6 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 91

Top unwanted software families by encounter rate
The most common unwanted software families encountered in Belgium in 4Q15

92 BELGIUM

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.7%

2

Win32/SupTab

Browser Modifiers

2.7%

3

Win32/Pokki

Browser Modifiers

1.2%

4

Win32/KipodToolsCby

Browser Modifiers

1.0%

5

Win32/Bayads

Adware

0.7%



The most common unwanted software family encountered in Belgium in
4Q15 was Win32/Diplugem, which was encountered by 3.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Belgium in 4Q15 was Win32/SupTab, which was encountered by 2.7 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Belgium
in 4Q15 was Win32/Pokki, which was encountered by 1.2 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Belgium in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

21.8

2

Win32/Blakamba

Trojans

0.9

3

Win32/CompromisedCert

Other Malware

0.4

4

Win32/Peals

Trojans

0.2

5

VBS/Jenxcus

Worms

0.1

6

Win32/Reveton

Ransomware

0.1

7

Win32/IeEnablerCby

Browser Modifiers

0.1

8

Win32/Alureon

Trojans

0.1

9

Win32/Gamarue

Worms

0.1

10

Win32/Sality

Viruses

0.1



The most common threat family infecting computers in Belgium in 4Q15 was
Win32/Diplugem, which was detected and removed from 21.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Belgium in 4Q15
was Win32/Blakamba, which was detected and removed from 0.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Belgium in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.4 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Belgium in 4Q15
was Win32/Peals, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Belgium and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Belgium

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.10

0.14

(0.22)

(0.57)

3.05

3.23

(4.7)

(3.9)

49.47

25.76

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Bolivia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Bolivia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Bolivia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Bolivia

26.5%

24.0%

25.9%

36.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Bolivia

16.7

24.5

16.1

49.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 36.7% of computers in Bolivia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 49.6 of every 1,000 unique computers scanned in
Bolivia in 4Q15 (a CCM score of 49.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Bolivia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Bolivia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Bolivia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Bolivia in 4Q15, by category
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The most common malware category in Bolivia in 4Q15 was Worms. It was
encountered by 20.1 percent of all computers there, up from 13.2 percent in
3Q15.



The second most common malware category in Bolivia in 4Q15 was Trojans.
It was encountered by 12.3 percent of all computers there, up from 10.3
percent in 3Q15.



The third most common malware category in Bolivia in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.0 percent of all
computers there, up from 2.2 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Bolivia in 4Q15, by category
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The most common unwanted software category in Bolivia in 4Q15 was
Browser Modifiers. It was encountered by 11.5 percent of all computers
there, up from 8.8 percent in 3Q15.



The second most common unwanted software category in Bolivia in 4Q15
was Software Bundlers. It was encountered by 4.2 percent of all computers
there, up from 3.7 percent in 3Q15.



The third most common unwanted software category in Bolivia in 4Q15 was
Adware, which was encountered by 1.8 percent of all computers there, up
from 1.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Bolivia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

0.2%

2

JS/Bondat

Worms

<0.1%

3

VBS/Jenxcus

Worms

<0.1%

4

Win32/Peals

Trojans

<0.1%

5

Win32/Dynamer

Trojans

<0.1%

6

Win32/Skeeyah

Trojans

<0.1%

7

INF/Autorun

Obfuscators & Injectors

<0.1%

8

Win32/Sality

Viruses

<0.1%

9

Win32/Obfuscator

Obfuscators & Injectors

<0.1%

10

Win32/Sohanad

Worms

<0.1%



The most common malware family encountered in Bolivia in 4Q15 was
Win32/Gamarue, which was encountered by 0.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Bolivia in 4Q15 was
JS/Bondat, which was encountered by <0.1 percent of reporting computers
there. JS/Bondat is a family of threats that collects information about the
computer, infects removable drives, and tries to stop the user from accessing
files. It spreads by infecting removable drives, such as USB thumb drives and
flash drives.



The third most common malware family encountered in Bolivia in 4Q15 was
VBS/Jenxcus, which was encountered by <0.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The fourth most common malware family encountered in Bolivia in 4Q15 was
Win32/Peals, which was encountered by <0.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Bolivia in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

<0.1%

2

Win32/SupTab

Browser Modifiers

<0.1%

3

Win32/Bayads

Adware

<0.1%

4

Win32/KipodToolsCby

Browser Modifiers

<0.1%

5

Win32/OutBrowse

Software Bundlers

<0.1%



The most common unwanted software family encountered in Bolivia in 4Q15
was Win32/Diplugem, which was encountered by <0.1 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Bolivia
in 4Q15 was Win32/SupTab, which was encountered by <0.1 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Bolivia in
4Q15 was Win32/Bayads, which was encountered by <0.1 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Bolivia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

25.7

2

Win32/Gamarue

Worms

18.1

3

VBS/Jenxcus

Worms

2.8

4

Win32/Blakamba

Trojans

2.1

5

JS/Bondat

Worms

1.4

6

Win32/Peals

Trojans

1.2

7

Win32/Sality

Viruses

1.2

8

Win32/Necurs

Trojans

0.5

9

Win32/Ramnit

Viruses

0.4

10

Win32/Vobfus

Worms

0.4



The most common threat family infecting computers in Bolivia in 4Q15 was
Win32/Diplugem, which was detected and removed from 25.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Bolivia in 4Q15
was Win32/Gamarue, which was detected and removed from 18.1 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Bolivia in 4Q15 was
VBS/Jenxcus, which was detected and removed from 2.8 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Bolivia in 4Q15
was Win32/Blakamba, which was detected and removed from 2.1 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Bolivia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Brazil
The statistics presented here are generated by Microsoft security programs and
services running on computers in Brazil in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Brazil

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Brazil

21.0%

20.4%

29.2%

34.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Brazil

8.0

16.2

10.3

22.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 34.4% of computers in Brazil encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 22.0 of every 1,000 unique computers scanned in
Brazil in 4Q15 (a CCM score of 22.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Brazil over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Brazil and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Brazil and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Brazil in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Brazil in 4Q15 was Trojans. It was
encountered by 13.5 percent of all computers there, up from 11.7 percent in
3Q15.



The second most common malware category in Brazil in 4Q15 was
Downloaders & Droppers. It was encountered by 9.0 percent of all
computers there, down from 9.2 percent in 3Q15.



The third most common malware category in Brazil in 4Q15 was Worms,
which was encountered by 5.1 percent of all computers there, up from 3.9
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Brazil in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Brazil in 4Q15 was
Browser Modifiers. It was encountered by 13.4 percent of all computers
there, down from 15.0 percent in 3Q15.



The second most common unwanted software category in Brazil in 4Q15
was Software Bundlers. It was encountered by 6.1 percent of all computers
there, up from 4.2 percent in 3Q15.



The third most common unwanted software category in Brazil in 4Q15 was
Adware, which was encountered by 2.3 percent of all computers there,
down from 3.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Brazil in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Banload

Downloaders & Droppers

4.5%

2

Win32/Sventore

Downloaders & Droppers

3.4%

3

Win32/Spursint

Trojans

2.9%

4

Win32/Dynamer

Trojans

2.3%

5

Win32/Dorv

Trojans

1.6%

6

VBS/Jenxcus

Worms

1.4%

7

Win32/Gamarue

Worms

1.3%

8

Win32/Banker

Trojans

1.3%

9

Win32/Skeeyah

Trojans

1.2%

10

Win32/Peals

Trojans

1.2%



The most common malware family encountered in Brazil in 4Q15 was
Win32/Banload, which was encountered by 4.5 percent of reporting computers
there. Win32/Banload is a family of trojans that download other malware.
Banload usually downloads Win32/Banker, which steals banking credentials and
other sensitive data and sends it back to a remote attacker.



The second most common malware family encountered in Brazil in 4Q15 was
Win32/Sventore, which was encountered by 3.4 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The third most common malware family encountered in Brazil in 4Q15 was
Win32/Spursint, which was encountered by 2.9 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The fourth most common malware family encountered in Brazil in 4Q15 was
Win32/Dynamer, which was encountered by 2.3 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Brazil in 4Q15

110 BRAZIL

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

7.7%

2

Win32/Diplugem

Browser Modifiers

2.6%

3

Win32/Fourthrem

Software Bundlers

1.6%

4

Win32/Tillail

Software Bundlers

1.4%

5

Win32/EoRezo

Adware

1.1%



The most common unwanted software family encountered in Brazil in 4Q15
was Win32/SupTab, which was encountered by 7.7 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Brazil
in 4Q15 was Win32/Diplugem, which was encountered by 2.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Brazil in
4Q15 was Win32/Fourthrem, which was encountered by 1.6 percent of
reporting computers there. Win32/Fourthrem is a program that installs
unwanted software without adequate consent on the computer at the same
time as the software the user is trying to install.

Top threat families by infection rate
The most common malware families by infection rate in Brazil in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

12.9

2

Win32/Banker

Trojans

1.5

3

VBS/Jenxcus

Worms

1.5

4

Win32/Gamarue

Worms

1.2

5

Win32/Sality

Viruses

0.8

6

Win32/Blakamba

Trojans

0.7

7

Win32/Ramnit

Viruses

0.5

8

Win32/Banload

Downloaders & Droppers

0.5

9

MSIL/Bladabindi

Backdoors

0.5

10

Win32/Tugspay

Downloaders & Droppers

0.4



The most common threat family infecting computers in Brazil in 4Q15 was
Win32/Diplugem, which was detected and removed from 12.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Brazil in 4Q15
was Win32/Banker, which was detected and removed from 1.5 of every 1,000
unique computers scanned by the MSRT. Win32/Banker is a family of datastealing trojans that captures banking credentials such as account numbers and
passwords from computer users and relays them to the attacker. Most variants
target customers of Brazilian banks; some variants target customers of other
banks.



The third most common threat family infecting computers in Brazil in 4Q15 was
VBS/Jenxcus, which was detected and removed from 1.5 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Brazil in 4Q15
was Win32/Gamarue, which was detected and removed from 1.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Brazil and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Brazil
Protected

112 BRAZIL

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Brazil

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.14

0.62

(0.22)

(0.57)

2.95

2.77

(4.7)

(3.9)

158.35

40.81

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Bulgaria
The statistics presented here are generated by Microsoft security programs and
services running on computers in Bulgaria in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Bulgaria

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Bulgaria

31.7%

24.1%

27.2%

29.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Bulgaria

9.1

12.7

8.0

27.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 29.8% of computers in Bulgaria encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 27.1 of every 1,000 unique computers
scanned in Bulgaria in 4Q15 (a CCM score of 27.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Bulgaria over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Bulgaria and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Bulgaria and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Bulgaria in 4Q15, by category
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The most common malware category in Bulgaria in 4Q15 was Trojans. It was
encountered by 10.4 percent of all computers there, down from 12.1 percent
in 3Q15.



The second most common malware category in Bulgaria in 4Q15 was
Exploits. It was encountered by 3.5 percent of all computers there, up from
3.0 percent in 3Q15.



The third most common malware category in Bulgaria in 4Q15 was Worms,
which was encountered by 3.1 percent of all computers there, up from 2.7
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Bulgaria in 4Q15, by category
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The most common unwanted software category in Bulgaria in 4Q15 was
Browser Modifiers. It was encountered by 12.7 percent of all computers
there, down from 13.4 percent in 3Q15.



The second most common unwanted software category in Bulgaria in 4Q15
was Software Bundlers. It was encountered by 5.4 percent of all computers
there, down from 5.6 percent in 3Q15.



The third most common unwanted software category in Bulgaria in 4Q15
was Adware, which was encountered by 1.6 percent of all computers there,
down from 1.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Bulgaria in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

2.6%

2

Win32/Dynamer

Trojans

2.2%

3

Win32/Peals

Trojans

1.7%

4

Win32/Skeeyah

Trojans

1.5%

5

Win32/Gamarue

Worms

1.3%

6

Win32/Obfuscator

Obfuscators & Injectors

1.3%

7

INF/Autorun

Obfuscators & Injectors

0.9%

8

Win32/Dorv

Trojans

0.6%

9

Win32/Conficker

Worms

0.5%

10

Win32/Spursint

Trojans

0.5%



The most common malware family encountered in Bulgaria in 4Q15 was
JS/Axpergle, which was encountered by 2.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Bulgaria in 4Q15 was
Win32/Dynamer, which was encountered by 2.2 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Bulgaria in 4Q15 was
Win32/Peals, which was encountered by 1.7 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Bulgaria in 4Q15 was
Win32/Skeeyah, which was encountered by 1.5 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Bulgaria in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.6%

2

Win32/SupTab

Browser Modifiers

4.0%

3

Win32/OutBrowse

Software Bundlers

1.8%

4

Win32/Bayads

Adware

1.3%

5

Win32/Dowadmin

Software Bundlers

1.2%



The most common unwanted software family encountered in Bulgaria in
4Q15 was Win32/Diplugem, which was encountered by 5.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Bulgaria in 4Q15 was Win32/SupTab, which was encountered by 4.0 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Bulgaria
in 4Q15 was Win32/OutBrowse, which was encountered by 1.8 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Bulgaria in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

20.6

2

Win32/Blakamba

Trojans

1.8

3

Win32/Gamarue

Worms

1.6

4

Win32/Sality

Viruses

1.5

5

Win32/CompromisedCert

Other Malware

0.5

6

Win32/Peals

Trojans

0.4

7

Win32/Brontok

Worms

0.4

8

VBS/Jenxcus

Worms

0.3

9

MSIL/Bladabindi

Backdoors

0.3

10

Win32/Helompy

Worms

0.3



The most common threat family infecting computers in Bulgaria in 4Q15 was
Win32/Diplugem, which was detected and removed from 20.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Bulgaria in 4Q15
was Win32/Blakamba, which was detected and removed from 1.8 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Bulgaria in 4Q15
was Win32/Gamarue, which was detected and removed from 1.6 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Bulgaria in 4Q15
was Win32/Sality, which was detected and removed from 1.5 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Bulgaria and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Bulgaria

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

1.16

1.93

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

11.28

9.03

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

121.56

56.25

(56.2)

(26.4)
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Canada
The statistics presented here are generated by Microsoft security programs and
services running on computers in Canada in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Canada

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Canada

14.2%

12.5%

13.1%

15.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Canada

2.0

4.5

3.2

17.4

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 15.5% of computers in Canada encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 17.4 of every 1,000 unique computers scanned in
Canada in 4Q15 (a CCM score of 17.4, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Canada over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Canada and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Canada and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Canada in 4Q15, by category
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The most common malware category in Canada in 4Q15 was Trojans. It was
encountered by 3.8 percent of all computers there, down from 4.9 percent
in 3Q15.



The second most common malware category in Canada in 4Q15 was
Exploits. It was encountered by 3.0 percent of all computers there, up from
2.4 percent in 3Q15.



The third most common malware category in Canada in 4Q15 was Other
Malware, which was encountered by 1.6 percent of all computers there,
down from 1.9 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Canada in 4Q15, by category
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The most common unwanted software category in Canada in 4Q15 was
Browser Modifiers. It was encountered by 5.2 percent of all computers there,
up from 4.4 percent in 3Q15.



The second most common unwanted software category in Canada in 4Q15
was Software Bundlers. It was encountered by 2.5 percent of all computers
there, down from 2.5 percent in 3Q15.



The third most common unwanted software category in Canada in 4Q15
was Adware, which was encountered by 1.0 percent of all computers there,
down from 1.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Canada in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

2.7%

2

JS/FakeCall

Other Malware

1.2%

3

Win32/Dynamer

Trojans

0.6%

4

Win32/Peals

Trojans

0.5%

5

Win32/Dorv

Trojans

0.5%

6

Win32/Skeeyah

Trojans

0.4%

7

Win32/Obfuscator

Obfuscators & Injectors

0.4%

8

Win32/Sventore

Downloaders & Droppers

0.4%

9

JS/Brolo

Ransomware

0.3%

10

Win32/Patched

Trojans

0.3%



The most common malware family encountered in Canada in 4Q15 was
JS/Axpergle, which was encountered by 2.7 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Canada in 4Q15 was
JS/FakeCall, which was encountered by 1.2 percent of reporting computers
there. JS/FakeCall is rogue security software in the form of a webpage that
claims the computer is infected with malware. It asks the user to phone a
number to receive technical support to help remove the malware.



The third most common malware family encountered in Canada in 4Q15 was
Win32/Dynamer, which was encountered by 0.6 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Canada in 4Q15 was
Win32/Peals, which was encountered by 0.5 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Canada in 4Q15

130 CANADA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.9%

2

Win32/Pokki

Browser Modifiers

1.1%

3

Win32/OutBrowse

Software Bundlers

0.8%

4

Win32/KipodToolsCby

Browser Modifiers

0.5%

5

Win32/Dowadmin

Software Bundlers

0.4%



The most common unwanted software family encountered in Canada in
4Q15 was Win32/Diplugem, which was encountered by 2.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Canada in 4Q15 was Win32/Pokki, which was encountered by 1.1 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.



The third most common unwanted software family encountered in Canada
in 4Q15 was Win32/OutBrowse, which was encountered by 0.8 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Canada in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

15.8

2

Win32/Blakamba

Trojans

0.6

3

Win32/Tugspay

Downloaders & Droppers

0.4

4

Win32/Alureon

Trojans

0.1

5

Win32/IeEnablerCby

Browser Modifiers

0.1

6

Win32/Peals

Trojans

0.1

7

JS/Miuref

Trojans

0.1

8

Win32/Ramnit

Viruses

0.1

9

Win32/Reveton

Ransomware

0.1

10

Win32/Gamarue

Worms

0.1



The most common threat family infecting computers in Canada in 4Q15 was
Win32/Diplugem, which was detected and removed from 15.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Canada in 4Q15
was Win32/Blakamba, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Canada in 4Q15
was Win32/Tugspay, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.



The fourth most common threat family infecting computers in Canada in 4Q15
was Win32/Alureon, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Alureon is a data-stealing
trojan that gathers confidential information such as user names, passwords, and
credit card data from incoming and outgoing Internet traffic. It may also
download malicious data and modify DNS settings.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Canada and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Canada

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.10

0.57

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

10.76

8.54

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

55.58

31.27

(56.2)

(26.4)
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Chile
The statistics presented here are generated by Microsoft security programs and
services running on computers in Chile in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Chile

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Chile

23.5%

21.0%

23.0%

26.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Chile

7.6

20.3

10.0

42.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 135

Encounter and infection rate trends
In 4Q15, 26.1% of computers in Chile encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 42.1 of every 1,000 unique computers scanned in
Chile in 4Q15 (a CCM score of 42.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Chile over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Chile and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Chile and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Chile in 4Q15, by category
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The most common malware category in Chile in 4Q15 was Trojans. It was
encountered by 6.6 percent of all computers there, down from 8.9 percent
in 3Q15.



The second most common malware category in Chile in 4Q15 was Worms. It
was encountered by 5.1 percent of all computers there, up from 4.3 percent
in 3Q15.



The third most common malware category in Chile in 4Q15 was Obfuscators
& Injectors, which was encountered by 2.0 percent of all computers there,
down from 2.1 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Chile in 4Q15, by category

Encounter rate (percent of all reporting computers)

Chile
14.0%

12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers

138 CHILE

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Chile in 4Q15 was
Browser Modifiers. It was encountered by 13.0 percent of all computers
there, up from 12.1 percent in 3Q15.



The second most common unwanted software category in Chile in 4Q15
was Software Bundlers. It was encountered by 4.3 percent of all computers
there, down from 5.4 percent in 3Q15.



The third most common unwanted software category in Chile in 4Q15 was
Adware, which was encountered by 2.7 percent of all computers there, up
from 2.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Chile in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

1.7%

2

Win32/Obfuscator

Obfuscators & Injectors

1.3%

3

Win32/Dynamer

Trojans

1.0%

4

Win32/Skeeyah

Trojans

1.0%

5

Win32/Sventore

Downloaders & Droppers

0.9%

6

Win32/Peals

Trojans

0.9%

7

JS/Bondat

Worms

0.8%

8

INF/Autorun

Obfuscators & Injectors

0.6%

9

JS/Axpergle

Exploits

0.6%

10

Win32/Vermis

Worms

0.5%



The most common malware family encountered in Chile in 4Q15 was
VBS/Jenxcus, which was encountered by 1.7 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Chile in 4Q15 was
Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Chile in 4Q15 was
Win32/Dynamer, which was encountered by 1.0 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Chile in 4Q15 was
Win32/Skeeyah, which was encountered by 1.0 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Chile in 4Q15

140 CHILE

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.2%

2

Win32/SupTab

Browser Modifiers

3.3%

3

Win32/Pokki

Browser Modifiers

1.6%

4

Win32/Bayads

Adware

1.5%

5

Win32/OutBrowse

Software Bundlers

1.0%



The most common unwanted software family encountered in Chile in 4Q15
was Win32/Diplugem, which was encountered by 6.2 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Chile
in 4Q15 was Win32/SupTab, which was encountered by 3.3 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Chile in
4Q15 was Win32/Pokki, which was encountered by 1.6 percent of reporting
computers there. Win32/Pokki is a browser add-on that formerly displayed
behaviors of unwanted software. Recent versions of the add-on no longer
meet Microsoft detection criteria, and are no longer considered unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in Chile in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

35.1

2

VBS/Jenxcus

Worms

3.1

3

Win32/Blakamba

Trojans

2.6

4

Win32/Dorkbot

Worms

0.6

5

Win32/Peals

Trojans

0.5

6

Win32/Gamarue

Worms

0.5

7

Win32/CompromisedCert

Other Malware

0.4

8

Win32/Brontok

Worms

0.4

9

JS/Bondat

Worms

0.4

10

Win32/IeEnablerCby

Browser Modifiers

0.3



The most common threat family infecting computers in Chile in 4Q15 was
Win32/Diplugem, which was detected and removed from 35.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Chile in 4Q15
was VBS/Jenxcus, which was detected and removed from 3.1 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Chile in 4Q15 was
Win32/Blakamba, which was detected and removed from 2.6 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Chile in 4Q15 was
Win32/Dorkbot, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Dorkbot is a worm that
spreads via instant messaging and removable drives. It also contains backdoor
functionality that allows unauthorized access and control of the affected
computer. Win32/Dorkbot may be distributed from compromised or malicious
websites using PDF or browser exploits.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Chile and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Chile

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.16

0.29

(0.22)

(0.57)

3.55

2.90

(4.7)

(3.9)

57.56

30.25

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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China
The statistics presented here are generated by Microsoft security programs and
services running on computers in China in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for China

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, China

13.5%

13.6%

14.9%

18.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, China

3.8

4.4

3.7

4.7

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 18.9% of computers in China encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 4.7 of every 1,000 unique computers scanned in
China in 4Q15 (a CCM score of 4.7, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
China over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in China and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in China and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in China in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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The most common malware category in China in 4Q15 was Trojans. It was
encountered by 7.2 percent of all computers there, up from 7.0 percent in
3Q15.



The second most common malware category in China in 4Q15 was Viruses.
It was encountered by 4.3 percent of all computers there, up from 3.8
percent in 3Q15.



The third most common malware category in China in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.1 percent of all
computers there, up from 2.3 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in China in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in China in 4Q15 was
Software Bundlers. It was encountered by 3.2 percent of all computers there,
up from 1.6 percent in 3Q15.



The second most common unwanted software category in China in 4Q15
was Browser Modifiers. It was encountered by 1.9 percent of all computers
there, up from 0.1 percent in 3Q15.



The third most common unwanted software category in China in 4Q15 was
Adware, which was encountered by 0.0 percent of all computers there,
down from 0.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in China in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Obfuscator

Obfuscators & Injectors

3.7%

2

DOS/JackTheRipper

Viruses

1.8%

3

Win32/Skeeyah

Trojans

1.2%

4

Win32/Dynamer

Trojans

1.1%

5

Win32/Ramnit

Viruses

0.8%

6

Win32/Peals

Trojans

0.7%

7

JS/Redirector

Trojans

0.6%

8

ALisp/Kenilfe

Worms

0.6%

9

Win32/Ippedo

Worms

0.5%

10

INF/Autorun

Obfuscators & Injectors

0.5%



The most common malware family encountered in China in 4Q15 was
Win32/Obfuscator, which was encountered by 3.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The second most common malware family encountered in China in 4Q15 was
DOS/JackTheRipper, which was encountered by 1.8 percent of reporting
computers there. DOS/JackTheRipper is a virus that can stop some files from
working correctly in Windows XP and earlier operating systems. It spreads by
infecting the master boot record (MBR) on connected hard disks and floppy
disks.



The third most common malware family encountered in China in 4Q15 was
Win32/Skeeyah, which was encountered by 1.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in China in 4Q15 was
Win32/Dynamer, which was encountered by 1.1 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in China in 4Q15

150 CHINA

% of reporting
computers

Family

Most significant category

1

Win32/Xiazai

Software Bundlers

2.6%

2

Win32/Hao123

Browser Modifiers

1.2%

3

Win32/Pokki

Browser Modifiers

0.6%

4

Win32/Chindo

Software Bundlers

0.1%

5

Win32/Diplugem

Browser Modifiers

0.1%



The most common unwanted software family encountered in China in 4Q15
was Win32/Xiazai, which was encountered by 2.6 percent of reporting
computers there. Win32/Xiazai is a program that installs unwanted software
on the computer at the same time as the software the user is trying to install,
without adequate consent.



The second most common unwanted software family encountered in China
in 4Q15 was Win32/Hao123, which was encountered by 1.2 percent of
reporting computers there. Win32/Hao123 is a threat that changes browser
settings and makes it difficult to change them back. It is often installed by
bundlers that offer free software.



The third most common unwanted software family encountered in China in
4Q15 was Win32/Pokki, which was encountered by 0.6 percent of reporting
computers there. Win32/Pokki is a browser add-on that formerly displayed
behaviors of unwanted software. Recent versions of the add-on no longer
meet Microsoft detection criteria, and are no longer considered unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in China in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Ramnit

Viruses

1.8

2

Win32/Nitol

Other Malware

0.6

3

Win32/Sality

Viruses

0.3

4

Win32/Diplugem

Browser Modifiers

0.3

5

VBS/Jenxcus

Worms

0.3

6

Win32/Frethog

Password Stealers & Monitoring Tools

0.3

7

Win32/Virut

Viruses

0.2

8

Win32/Nusbn

Trojans

0.2

9

Win32/Conficker

Worms

0.1

10

Win32/Parite

Viruses

0.1



The most common threat family infecting computers in China in 4Q15 was
Win32/Ramnit, which was detected and removed from 1.8 of every 1,000 unique
computers scanned by the MSRT. Win32/Ramnit is a family of multi-component
malware that infects executable files, Microsoft Office files, and HTML files.
Win32/Ramnit spreads to removable drives and steals sensitive information
such as saved FTP credentials and browser cookies. It may also open a
backdoor to await instructions from a remote attacker.



The second most common threat family infecting computers in China in 4Q15
was Win32/Nitol, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Nitol is a family of trojans that
perform DDoS (distributed denial of service) attacks, allow backdoor access and
control, download and run files, and perform a number of other malicious
activities on the computer.



The third most common threat family infecting computers in China in 4Q15 was
Win32/Sality, which was detected and removed from 0.3 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.



The fourth most common threat family infecting computers in China in 4Q15
was Win32/Diplugem, which was detected and removed from 0.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in China and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for China

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.10

0.17

(0.22)

(0.57)

0.35

0.38

(4.7)

(3.9)

25.08

13.11

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Colombia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Colombia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Colombia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Colombia

24.6%

20.9%

23.5%

28.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Colombia

9.9

25.0

12.7

32.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 28.7% of computers in Colombia encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 32.3 of every 1,000 unique computers
scanned in Colombia in 4Q15 (a CCM score of 32.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Colombia over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Colombia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Colombia and around the world, and for explanations of the methods and
terms used here.

156 COLOMBIA

Malware categories
Malware encountered in Colombia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Colombia in 4Q15 was Worms. It
was encountered by 10.8 percent of all computers there, up from 9.1 percent
in 3Q15.



The second most common malware category in Colombia in 4Q15 was
Trojans. It was encountered by 7.2 percent of all computers there, down
from 7.5 percent in 3Q15.



The third most common malware category in Colombia in 4Q15 was
Downloaders & Droppers, which was encountered by 2.1 percent of all
computers there, down from 2.2 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Colombia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Colombia in 4Q15 was
Browser Modifiers. It was encountered by 10.4 percent of all computers
there, up from 9.3 percent in 3Q15.



The second most common unwanted software category in Colombia in
4Q15 was Software Bundlers. It was encountered by 3.6 percent of all
computers there, up from 3.6 percent in 3Q15.



The third most common unwanted software category in Colombia in 4Q15
was Adware, which was encountered by 2.7 percent of all computers there,
up from 2.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Colombia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

4.1%

2

VBS/Jenxcus

Worms

2.7%

3

JS/Bondat

Worms

2.3%

4

Win32/Peals

Trojans

1.2%

5

Win32/Sventore

Downloaders & Droppers

1.2%

6

Win32/Obfuscator

Obfuscators & Injectors

1.0%

7

Win32/Skeeyah

Trojans

0.9%

8

INF/Autorun

Obfuscators & Injectors

0.9%

9

Win32/Dynamer

Trojans

0.8%

10

Win32/Grenam

Viruses

0.6%



The most common malware family encountered in Colombia in 4Q15 was
Win32/Gamarue, which was encountered by 4.1 percent of reporting computers
there. Win32/Gamarue is a worm that is commonly distributed via exploit kits
and social engineering. Variants have been observed stealing information from
the local computer and communicating with command-and-control (C&C)
servers managed by attackers.



The second most common malware family encountered in Colombia in 4Q15
was VBS/Jenxcus, which was encountered by 2.7 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in Colombia in 4Q15 was
JS/Bondat, which was encountered by 2.3 percent of reporting computers
there. JS/Bondat is a family of threats that collects information about the
computer, infects removable drives, and tries to stop the user from accessing
files. It spreads by infecting removable drives, such as USB thumb drives and
flash drives.



The fourth most common malware family encountered in Colombia in 4Q15
was Win32/Peals, which was encountered by 1.2 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Colombia in 4Q15

160 COLOMBIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.3%

2

Win32/SupTab

Browser Modifiers

3.3%

3

Win32/Bayads

Adware

1.3%

4

Win32/Pokki

Browser Modifiers

1.0%

5

Win32/OutBrowse

Software Bundlers

1.0%



The most common unwanted software family encountered in Colombia in
4Q15 was Win32/Diplugem, which was encountered by 4.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Colombia in 4Q15 was Win32/SupTab, which was encountered by 3.3
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Colombia in 4Q15 was Win32/Bayads, which was encountered by 1.3
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Colombia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

20.9

2

VBS/Jenxcus

Worms

4.1

3

Win32/Gamarue

Worms

3.5

4

Win32/Blakamba

Trojans

1.1

5

JS/Bondat

Worms

0.9

6

Win32/Sality

Viruses

0.7

7

Win32/CompromisedCert

Other Malware

0.6

8

Win32/Ramnit

Viruses

0.6

9

Win32/Peals

Trojans

0.5

10

Win32/IeEnablerCby

Browser Modifiers

0.2



The most common threat family infecting computers in Colombia in 4Q15 was
Win32/Diplugem, which was detected and removed from 20.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Colombia in
4Q15 was VBS/Jenxcus, which was detected and removed from 4.1 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Colombia in 4Q15
was Win32/Gamarue, which was detected and removed from 3.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Colombia in
4Q15 was Win32/Blakamba, which was detected and removed from 1.1 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Colombia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Colombia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.02

0.89

(0.22)

(0.57)

2.67

0.69

(4.7)

(3.9)

33.30

24.43

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Costa Rica
The statistics presented here are generated by Microsoft security programs and
services running on computers in Costa Rica in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Costa Rica

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Costa Rica

18.6%

14.5%

18.6%

21.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Costa Rica

6.8

11.2

4.8

30.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 21.9% of computers in Costa Rica encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 30.8 of every 1,000 unique computers
scanned in Costa Rica in 4Q15 (a CCM score of 30.8, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Costa Rica over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Costa Rica and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Costa Rica and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Costa Rica in 4Q15, by category
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The most common malware category in Costa Rica in 4Q15 was Worms. It
was encountered by 5.4 percent of all computers there, down from 6.3
percent in 3Q15.



The second most common malware category in Costa Rica in 4Q15 was
Trojans. It was encountered by 4.9 percent of all computers there, up from
3.7 percent in 3Q15.



The third most common malware category in Costa Rica in 4Q15 was
Downloaders & Droppers, which was encountered by 1.1 percent of all
computers there, down from 1.4 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Costa Rica in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Costa Rica in 4Q15 was
Browser Modifiers. It was encountered by 10.5 percent of all computers
there, up from 9.9 percent in 3Q15.



The second most common unwanted software category in Costa Rica in
4Q15 was Software Bundlers. It was encountered by 3.4 percent of all
computers there, down from 3.9 percent in 3Q15.



The third most common unwanted software category in Costa Rica in 4Q15
was Adware, which was encountered by 1.7 percent of all computers there,
up from 1.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Costa Rica in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

3.9%

2

VBS/Jenxcus

Worms

0.9%

3

Win32/Dynamer

Trojans

0.8%

4

Win32/Peals

Trojans

0.8%

5

Win32/Skeeyah

Trojans

0.7%

6

Win32/Obfuscator

Obfuscators & Injectors

0.5%

7

JS/Axpergle

Exploits

0.4%

8

Win32/Dorv

Trojans

0.4%

9

Win32/Sventore

Downloaders & Droppers

0.4%

10

INF/Autorun

Obfuscators & Injectors

0.4%



The most common malware family encountered in Costa Rica in 4Q15 was
Win32/Gamarue, which was encountered by 3.9 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Costa Rica in 4Q15
was VBS/Jenxcus, which was encountered by 0.9 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in Costa Rica in 4Q15 was
Win32/Dynamer, which was encountered by 0.8 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Costa Rica in 4Q15
was Win32/Peals, which was encountered by 0.8 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Costa Rica in 4Q15

170 COSTA RICA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.0%

2

Win32/SupTab

Browser Modifiers

2.2%

3

Win32/Bayads

Adware

1.4%

4

Win32/Pokki

Browser Modifiers

1.2%

5

Win32/OutBrowse

Software Bundlers

1.1%



The most common unwanted software family encountered in Costa Rica in
4Q15 was Win32/Diplugem, which was encountered by 5.0 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in Costa
Rica in 4Q15 was Win32/SupTab, which was encountered by 2.2 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Costa
Rica in 4Q15 was Win32/Bayads, which was encountered by 1.4 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Costa Rica in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.4

2

Win32/Gamarue

Worms

4.1

3

Win32/Blakamba

Trojans

1.3

4

VBS/Jenxcus

Worms

1.0

5

Win32/Peals

Trojans

0.5

6

Win32/Sality

Viruses

0.2

7

Win32/IeEnablerCby

Browser Modifiers

0.2

8

Win32/Brontok

Worms

0.1

9

Win32/Conficker

Worms

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Costa Rica in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Costa Rica in
4Q15 was Win32/Gamarue, which was detected and removed from 4.1 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Costa Rica in 4Q15
was Win32/Blakamba, which was detected and removed from 1.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Costa Rica in
4Q15 was VBS/Jenxcus, which was detected and removed from 1.0 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Costa Rica and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Costa Rica
Protected

172 COSTA RICA

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Costa Rica

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.12

0.05

(0.22)

(0.57)

2.94

2.13

(4.7)

(3.9)

59.47

27.06

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Croatia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Croatia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Croatia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Croatia

29.2%

22.2%

21.5%

27.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Croatia

5.7

12.0

6.1

35.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 27.5% of computers in Croatia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 35.2 of every 1,000 unique computers scanned in
Croatia in 4Q15 (a CCM score of 35.2, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Croatia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Croatia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Croatia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Croatia in 4Q15, by category
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The most common malware category in Croatia in 4Q15 was Trojans. It was
encountered by 8.3 percent of all computers there, down from 8.9 percent
in 3Q15.



The second most common malware category in Croatia in 4Q15 was
Exploits. It was encountered by 3.5 percent of all computers there, up from
2.2 percent in 3Q15.



The third most common malware category in Croatia in 4Q15 was Worms,
which was encountered by 3.4 percent of all computers there, up from 2.1
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Croatia in 4Q15, by category
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The most common unwanted software category in Croatia in 4Q15 was
Browser Modifiers. It was encountered by 12.5 percent of all computers
there, up from 11.5 percent in 3Q15.



The second most common unwanted software category in Croatia in 4Q15
was Software Bundlers. It was encountered by 5.8 percent of all computers
there, up from 5.5 percent in 3Q15.



The third most common unwanted software category in Croatia in 4Q15 was
Adware, which was encountered by 1.3 percent of all computers there, down
from 1.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Croatia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

2.1%

2

Win32/Gamarue

Worms

1.9%

3

Win32/Skeeyah

Trojans

1.5%

4

JS/Axpergle

Exploits

1.5%

5

Win32/Obfuscator

Obfuscators & Injectors

1.4%

6

Win32/Pdfjsc

Exploits

1.2%

7

Win32/Peals

Trojans

1.1%

8

INF/Autorun

Obfuscators & Injectors

0.6%

9

Win32/Dorv

Trojans

0.5%

10

Win32/Crowti

Ransomware

0.5%



The most common malware family encountered in Croatia in 4Q15 was
Win32/Dynamer, which was encountered by 2.1 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Croatia in 4Q15 was
Win32/Gamarue, which was encountered by 1.9 percent of reporting computers
there. Win32/Gamarue is a worm that is commonly distributed via exploit kits
and social engineering. Variants have been observed stealing information from
the local computer and communicating with command-and-control (C&C)
servers managed by attackers.



The third most common malware family encountered in Croatia in 4Q15 was
Win32/Skeeyah, which was encountered by 1.5 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Croatia in 4Q15 was
JS/Axpergle, which was encountered by 1.5 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Croatia in 4Q15

180 CROATIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.7%

2

Win32/SupTab

Browser Modifiers

3.0%

3

Win32/OutBrowse

Software Bundlers

2.0%

4

Win32/Mizenota

Software Bundlers

1.3%

5

Win32/Bayads

Adware

1.0%



The most common unwanted software family encountered in Croatia in
4Q15 was Win32/Diplugem, which was encountered by 6.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Croatia in 4Q15 was Win32/SupTab, which was encountered by 3.0 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Croatia
in 4Q15 was Win32/OutBrowse, which was encountered by 2.0 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Croatia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.8

2

Win32/Blakamba

Trojans

2.3

3

Win32/Gamarue

Worms

2.1

4

Win32/CompromisedCert

Other Malware

0.6

5

Win32/Sality

Viruses

0.5

6

Win32/Peals

Trojans

0.5

7

Win32/Nuqel

Worms

0.3

8

Win32/Helompy

Worms

0.3

9

Win32/Brontok

Worms

0.3

10

VBS/Jenxcus

Worms

0.2



The most common threat family infecting computers in Croatia in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Croatia in 4Q15
was Win32/Blakamba, which was detected and removed from 2.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Croatia in 4Q15
was Win32/Gamarue, which was detected and removed from 2.1 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Croatia in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.6 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Croatia and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Croatia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.08

0.18

(0.22)

(0.57)

4.78

4.09

(4.7)

(3.9)

77.32

26.84

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Cyprus
The statistics presented here are generated by Microsoft security programs and
services running on computers in Cyprus in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Cyprus

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Cyprus

25.7%

18.8%

20.9%

24.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Cyprus

7.4

12.8

7.4

30.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 24.4% of computers in Cyprus encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 30.2 of every 1,000 unique computers scanned in
Cyprus in 4Q15 (a CCM score of 30.2, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Cyprus over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Cyprus and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Cyprus and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Cyprus in 4Q15, by category
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The most common malware category in Cyprus in 4Q15 was Trojans. It was
encountered by 7.4 percent of all computers there, down from 8.7 percent
in 3Q15.



The second most common malware category in Cyprus in 4Q15 was Worms.
It was encountered by 4.1 percent of all computers there, up from 2.4
percent in 3Q15.



The third most common malware category in Cyprus in 4Q15 was
Downloaders & Droppers, which was encountered by 2.1 percent of all
computers there, up from 1.9 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Cyprus in 4Q15, by category
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The most common unwanted software category in Cyprus in 4Q15 was
Browser Modifiers. It was encountered by 11.5 percent of all computers
there, down from 11.8 percent in 3Q15.



The second most common unwanted software category in Cyprus in 4Q15
was Software Bundlers. It was encountered by 4.2 percent of all computers
there, down from 4.8 percent in 3Q15.



The third most common unwanted software category in Cyprus in 4Q15 was
Adware, which was encountered by 1.7 percent of all computers there, up
from 1.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Cyprus in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

2.5%

2

Win32/Skeeyah

Trojans

1.2%

3

Win32/Peals

Trojans

1.2%

4

Win32/Dynamer

Trojans

1.2%

5

Win32/Dorv

Trojans

0.8%

6

JS/Axpergle

Exploits

0.7%

7

INF/Autorun

Obfuscators & Injectors

0.7%

8

Win32/Obfuscator

Obfuscators & Injectors

0.6%

9

Win32/Spursint

Trojans

0.5%

10

Win32/Conficker

Worms

0.4%



The most common malware family encountered in Cyprus in 4Q15 was
Win32/Gamarue, which was encountered by 2.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Cyprus in 4Q15 was
Win32/Skeeyah, which was encountered by 1.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Cyprus in 4Q15 was
Win32/Peals, which was encountered by 1.2 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Cyprus in 4Q15 was
Win32/Dynamer, which was encountered by 1.2 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Cyprus in 4Q15

190 CYPRUS

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.3%

2

Win32/SupTab

Browser Modifiers

3.0%

3

Win32/OutBrowse

Software Bundlers

1.5%

4

Win32/KipodToolsCby

Browser Modifiers

1.3%

5

Win32/Bayads

Adware

1.3%



The most common unwanted software family encountered in Cyprus in
4Q15 was Win32/Diplugem, which was encountered by 5.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Cyprus in 4Q15 was Win32/SupTab, which was encountered by 3.0 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Cyprus in
4Q15 was Win32/OutBrowse, which was encountered by 1.5 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Cyprus in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

23.2

2

Win32/Gamarue

Worms

3.0

3

Win32/Blakamba

Trojans

2.3

4

Win32/CompromisedCert

Other Malware

0.8

5

Win32/Peals

Trojans

0.6

6

Win32/Sality

Viruses

0.5

7

Win32/Dorkbot

Worms

0.3

8

Win32/Brontok

Worms

0.3

9

VBS/Jenxcus

Worms

0.2

10

Win32/Lethic

Trojans

0.2



The most common threat family infecting computers in Cyprus in 4Q15 was
Win32/Diplugem, which was detected and removed from 23.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Cyprus in 4Q15
was Win32/Gamarue, which was detected and removed from 3.0 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Cyprus in 4Q15
was Win32/Blakamba, which was detected and removed from 2.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Cyprus in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.8 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Cyprus and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Cyprus

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

2.62

2.59

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

18.38

14.50

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

102.40

49.64

(56.2)

(26.4)
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Czech Republic
The statistics presented here are generated by Microsoft security programs and
services running on computers in the Czech Republic in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the Czech Republic

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Czech Republic

18.5%

14.8%

15.8%

19.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Czech Republic

4.6

6.7

5.6

13.7

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.4% of computers in the Czech Republic encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 13.7 of every 1,000 unique
computers scanned in the Czech Republic in 4Q15 (a CCM score of 13.7,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the Czech Republic over the last four
quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the Czech Republic and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the Czech Republic and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in the Czech Republic in 4Q15, by category
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The most common malware category in the Czech Republic in 4Q15 was
Trojans. It was encountered by 7.6 percent of all computers there, down
from 7.9 percent in 3Q15.



The second most common malware category in the Czech Republic in 4Q15
was Backdoors. It was encountered by 2.2 percent of all computers there, up
from 1.7 percent in 3Q15.



The third most common malware category in the Czech Republic in 4Q15
was Exploits, which was encountered by 2.1 percent of all computers there,
up from 1.6 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in the Czech Republic in 4Q15, by category
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The most common unwanted software category in the Czech Republic in
4Q15 was Browser Modifiers. It was encountered by 7.2 percent of all
computers there, up from 6.2 percent in 3Q15.



The second most common unwanted software category in the Czech
Republic in 4Q15 was Software Bundlers. It was encountered by 2.8 percent
of all computers there, up from 2.4 percent in 3Q15.



The third most common unwanted software category in the Czech Republic
in 4Q15 was Adware, which was encountered by 0.9 percent of all
computers there, up from 0.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the Czech Republic in 4Q15

Family

Most significant category

% of reporting
computers

1

MSIL/Bladabindi

Backdoors

2.0%

2

Win32/Dynamer

Trojans

1.9%

3

JS/Axpergle

Exploits

1.8%

4

Win32/Obfuscator

Obfuscators & Injectors

1.0%

5

Win32/Skeeyah

Trojans

1.0%

6

Win32/Peals

Trojans

0.6%

7

VBS/Jenxcus

Worms

0.5%

8

Win32/Dorv

Trojans

0.4%

9

Win32/Spursint

Trojans

0.4%

10

Win32/Sventore

Downloaders & Droppers

0.2%



The most common malware family encountered in the Czech Republic in 4Q15
was MSIL/Bladabindi, which was encountered by 2.0 percent of reporting
computers there. MSIL/Bladabindi is a family of backdoors created by a
malicious hacker tool called NJ Rat. They can steal sensitive information,
download other malware, and allow backdoor access to an infected computer.



The second most common malware family encountered in the Czech Republic
in 4Q15 was Win32/Dynamer, which was encountered by 1.9 percent of
reporting computers there. Win32/Dynamer is a generic detection for a variety
of threats.



The third most common malware family encountered in the Czech Republic in
4Q15 was JS/Axpergle, which was encountered by 1.8 percent of reporting
computers there. JS/Axpergle is a detection for the Angler exploit kit, which
exploits vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe
Flash Player, and Java to install malware.



The fourth most common malware family encountered in the Czech Republic in
4Q15 was Win32/Obfuscator, which was encountered by 1.0 percent of
reporting computers there. Win32/Obfuscator is a generic detection for
programs that have had their purpose disguised to hinder analysis or detection
by antivirus scanners. Such programs commonly employ a combination of
methods, including encryption, compression, anti-debugging and antiemulation techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the Czech Republic in 4Q15

200 CZECH REPUBLIC

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.5%

2

Win32/SupTab

Browser Modifiers

1.9%

3

Win32/Pokki

Browser Modifiers

1.4%

4

Win32/Dowadmin

Software Bundlers

0.7%

5

Win32/Mizenota

Software Bundlers

0.6%



The most common unwanted software family encountered in the Czech
Republic in 4Q15 was Win32/Diplugem, which was encountered by 2.5
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in the
Czech Republic in 4Q15 was Win32/SupTab, which was encountered by 1.9
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in the
Czech Republic in 4Q15 was Win32/Pokki, which was encountered by 1.4
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in the Czech Republic in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

10.4

2

MSIL/Bladabindi

Backdoors

1.2

3

Win32/CompromisedCert

Other Malware

0.8

4

Win32/Blakamba

Trojans

0.5

5

VBS/Jenxcus

Worms

0.5

6

Win32/Sality

Viruses

0.1

7

Win32/Peals

Trojans

0.1

8

Win32/Ramnit

Viruses

0.1

9

Win32/Vawtrak

Backdoors

0.1

10

Win32/Brontok

Worms

0.1



The most common threat family infecting computers in the Czech Republic in
4Q15 was Win32/Diplugem, which was detected and removed from 10.4 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in the Czech
Republic in 4Q15 was MSIL/Bladabindi, which was detected and removed from
1.2 of every 1,000 unique computers scanned by the MSRT. MSIL/Bladabindi is a
family of backdoors created by a malicious hacker tool called NJ Rat. They can
steal sensitive information, download other malware, and allow backdoor
access to an infected computer.



The third most common threat family infecting computers in the Czech
Republic in 4Q15 was Win32/CompromisedCert, which was detected and
removed from 0.8 of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in the Czech
Republic in 4Q15 was Win32/Blakamba, which was detected and removed from
0.5 of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is
a trojan that can download other malware. It has been observed being installed
at the same time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the Czech Republic and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the Czech Republic

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.05

0.14

(0.22)

(0.57)

5.84

6.30

(4.7)

(3.9)

73.84

35.76

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Denmark
The statistics presented here are generated by Microsoft security programs and
services running on computers in Denmark in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Denmark

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Denmark

10.7%

10.2%

10.8%

11.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Denmark

2.0

4.2

2.4

13.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 11.7% of computers in Denmark encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 13.0 of every 1,000 unique computers
scanned in Denmark in 4Q15 (a CCM score of 13.0, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Denmark over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Denmark and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Denmark and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Denmark in 4Q15, by category
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The most common malware category in Denmark in 4Q15 was Trojans. It
was encountered by 2.7 percent of all computers there, down from 3.9
percent in 3Q15.



The second most common malware category in Denmark in 4Q15 was
Exploits. It was encountered by 1.0 percent of all computers there, up from
0.8 percent in 3Q15.



The third most common malware category in Denmark in 4Q15 was
Downloaders & Droppers, which was encountered by 1.0 percent of all
computers there, up from 0.7 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Denmark in 4Q15, by category
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The most common unwanted software category in Denmark in 4Q15 was
Browser Modifiers. It was encountered by 6.7 percent of all computers there,
down from 6.9 percent in 3Q15.



The second most common unwanted software category in Denmark in 4Q15
was Software Bundlers. It was encountered by 1.5 percent of all computers
there, down from 1.6 percent in 3Q15.



The third most common unwanted software category in Denmark in 4Q15
was Adware, which was encountered by 0.9 percent of all computers there,
up from 0.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Denmark in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.7%

2

Win32/Skeeyah

Trojans

0.4%

3

Win32/Dynamer

Trojans

0.4%

4

Win32/Obfuscator

Obfuscators & Injectors

0.4%

5

Win32/Dorv

Trojans

0.4%

6

Win32/Peals

Trojans

0.3%

7

Win32/Sventore

Downloaders & Droppers

0.3%

8

Win32/Spursint

Trojans

0.2%

9

W97M/Adnel

Downloaders & Droppers

0.1%

10

Win32/Crowti

Ransomware

0.1%



The most common malware family encountered in Denmark in 4Q15 was
JS/Axpergle, which was encountered by 0.7 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Denmark in 4Q15
was Win32/Skeeyah, which was encountered by 0.4 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Denmark in 4Q15 was
Win32/Dynamer, which was encountered by 0.4 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Denmark in 4Q15 was
Win32/Obfuscator, which was encountered by 0.4 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Denmark in 4Q15

210 DENMARK

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.4%

2

Win32/SupTab

Browser Modifiers

1.9%

3

Win32/Pokki

Browser Modifiers

1.4%

4

Win32/KipodToolsCby

Browser Modifiers

0.5%

5

Win32/Bayads

Adware

0.4%



The most common unwanted software family encountered in Denmark in
4Q15 was Win32/Diplugem, which was encountered by 2.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Denmark in 4Q15 was Win32/SupTab, which was encountered by 1.9
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Denmark
in 4Q15 was Win32/Pokki, which was encountered by 1.4 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Denmark in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

11.9

2

Win32/CompromisedCert

Other Malware

0.5

3

Win32/Blakamba

Trojans

0.4

4

Win32/Peals

Trojans

0.1

5

Win32/IeEnablerCby

Browser Modifiers

0.1

6

Win32/Alureon

Trojans

<0.1

7

MSIL/Bladabindi

Backdoors

<0.1

8

Win32/Reveton

Ransomware

<0.1

9

Win32/Tugspay

Downloaders & Droppers

<0.1

10

Win32/Vundo

Trojans

<0.1



The most common threat family infecting computers in Denmark in 4Q15 was
Win32/Diplugem, which was detected and removed from 11.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Denmark in
4Q15 was Win32/CompromisedCert, which was detected and removed from 0.5
of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Denmark in 4Q15
was Win32/Blakamba, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Denmark in 4Q15
was Win32/Peals, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Denmark and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Denmark
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Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Denmark

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.09

0.23

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

12.36

12.64

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

63.29

34.10

(56.2)

(26.4)
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Dominican Republic
The statistics presented here are generated by Microsoft security programs and
services running on computers in the Dominican Republic in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the Dominican Republic

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Dominican
Republic

32.1%

27.3%

30.6%

35.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Dominican Republic

24.2

33.4

22.3

54.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 35.0% of computers in the Dominican Republic encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 54.0 of every 1,000 unique
computers scanned in the Dominican Republic in 4Q15 (a CCM score of 54.0,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the Dominican Republic over the last
four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the Dominican Republic and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the Dominican Republic and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in the Dominican Republic in 4Q15, by category

Encounter rate (percent of all reporting computers)

Dominican Republic

Worldwide

16.0%
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Worms

Trojans
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Injectors

Viruses

Other

Downloaders
& Droppers

Exploits

Backdoors Ransomware



The most common malware category in the Dominican Republic in 4Q15
was Worms. It was encountered by 14.0 percent of all computers there, up
from 12.9 percent in 3Q15.



The second most common malware category in the Dominican Republic in
4Q15 was Trojans. It was encountered by 10.6 percent of all computers
there, down from 11.1 percent in 3Q15.



The third most common malware category in the Dominican Republic in
4Q15 was Obfuscators & Injectors, which was encountered by 4.0 percent of
all computers there, up from 3.8 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in the Dominican Republic in 4Q15, by category

Encounter rate (percent of all reporting computers)

Dominican Republic

Worldwide

14.0%

12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers
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Software Bundlers

Adware



The most common unwanted software category in the Dominican Republic
in 4Q15 was Browser Modifiers. It was encountered by 12.3 percent of all
computers there, down from 13.0 percent in 3Q15.



The second most common unwanted software category in the Dominican
Republic in 4Q15 was Software Bundlers. It was encountered by 5.7 percent
of all computers there, down from 6.3 percent in 3Q15.



The third most common unwanted software category in the Dominican
Republic in 4Q15 was Adware, which was encountered by 2.3 percent of all
computers there, up from 2.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the Dominican Republic in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

9.5%

2

VBS/Jenxcus

Worms

3.2%

3

INF/Autorun

Obfuscators & Injectors

3.1%

4

Win32/Sality

Viruses

2.8%

5

Win32/Dynamer

Trojans

1.9%

6

Win32/Peals

Trojans

1.8%

7

Win32/Skeeyah

Trojans

1.5%

8

Win32/Obfuscator

Obfuscators & Injectors

0.8%

9

Win32/Ramnit

Viruses

0.7%

10

Win32/Dorv

Trojans

0.7%



The most common malware family encountered in the Dominican Republic in
4Q15 was Win32/Gamarue, which was encountered by 9.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in the Dominican
Republic in 4Q15 was VBS/Jenxcus, which was encountered by 3.2 percent of
reporting computers there. VBS/Jenxcus is a worm that gives an attacker control
of the computer. It is spread by infected removable drives, like USB flash drives.
It can also be downloaded within a torrent file.



The third most common malware family encountered in the Dominican
Republic in 4Q15 was INF/Autorun, which was encountered by 3.1 percent of
reporting computers there. INF/Autorun is a family of worms that spreads by
copying itself to the mapped drives of an infected computer. The mapped
drives may include network or removable drives.



The fourth most common malware family encountered in the Dominican
Republic in 4Q15 was Win32/Sality, which was encountered by 2.8 percent of
reporting computers there. Win32/Sality is a family of polymorphic file infectors
that target executable files with the extensions .scr or .exe. They may execute a
damaging payload that deletes files with certain extensions and terminates
security-related processes and services.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the Dominican Republic in 4Q15

220 DOMINICAN REPUBLIC

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.4%

2

Win32/SupTab

Browser Modifiers

2.7%

3

Win32/OutBrowse

Software Bundlers

1.9%

4

Win32/Bayads

Adware

1.9%

5

Win32/Mizenota

Software Bundlers

1.2%



The most common unwanted software family encountered in the Dominican
Republic in 4Q15 was Win32/Diplugem, which was encountered by 6.4
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in the
Dominican Republic in 4Q15 was Win32/SupTab, which was encountered by
2.7 percent of reporting computers there. Win32/SupTab is a browser
modifier that installs itself and changes the browser’s default search
provider, without obtaining the user’s consent for either action.



The third most common unwanted software family encountered in the
Dominican Republic in 4Q15 was Win32/OutBrowse, which was
encountered by 1.9 percent of reporting computers there.
Win32/OutBrowse is a software bundler that installs additional unwanted
programs alongside software that the user wishes to install. It can remove or
hide the installer’s close button, leaving no way to decline the additional
applications.

Top threat families by infection rate
The most common malware families by infection rate in the Dominican Republic in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

30.7

2

Win32/Gamarue

Worms

11.4

3

Win32/Sality

Viruses

6.6

4

VBS/Jenxcus

Worms

3.5

5

Win32/Blakamba

Trojans

2.6

6

Win32/Brontok

Worms

1.2

7

Win32/Peals

Trojans

1.0

8

Win32/Helompy

Worms

0.7

9

Win32/Ramnit

Viruses

0.7

10

Win32/Nuqel

Worms

0.5



The most common threat family infecting computers in the Dominican Republic
in 4Q15 was Win32/Diplugem, which was detected and removed from 30.7 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in the Dominican
Republic in 4Q15 was Win32/Gamarue, which was detected and removed from
11.4 of every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is
a worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in the Dominican
Republic in 4Q15 was Win32/Sality, which was detected and removed from 6.6
of every 1,000 unique computers scanned by the MSRT. Win32/Sality is a family
of polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in the Dominican
Republic in 4Q15 was VBS/Jenxcus, which was detected and removed from 3.5
of every 1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm
that gives an attacker control of the computer. It is spread by infected
removable drives, like USB flash drives. It can also be downloaded within a
torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the Dominican Republic and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the Dominican Republic

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.06

0.77

(0.22)

(0.57)

0.45

0.29

(4.7)

(3.9)

37.49

18.08

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Ecuador
The statistics presented here are generated by Microsoft security programs and
services running on computers in Ecuador in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Ecuador

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Ecuador

28.8%

23.8%

26.0%

33.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Ecuador

11.1

19.9

12.4

44.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 33.0% of computers in Ecuador encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 44.5 of every 1,000 unique computers
scanned in Ecuador in 4Q15 (a CCM score of 44.5, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Ecuador over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Ecuador and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Ecuador and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Ecuador in 4Q15, by category
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The most common malware category in Ecuador in 4Q15 was Worms. It was
encountered by 15.2 percent of all computers there, up from 12.1 percent in
3Q15.



The second most common malware category in Ecuador in 4Q15 was
Trojans. It was encountered by 8.9 percent of all computers there, down
from 9.1 percent in 3Q15.



The third most common malware category in Ecuador in 4Q15 was
Obfuscators & Injectors, which was encountered by 1.9 percent of all
computers there, up from 1.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Ecuador in 4Q15, by category

Encounter rate (percent of all reporting computers)

Ecuador
14.0%

12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers

228 ECUADOR

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Ecuador in 4Q15 was
Browser Modifiers. It was encountered by 12.9 percent of all computers
there, up from 10.7 percent in 3Q15.



The second most common unwanted software category in Ecuador in 4Q15
was Software Bundlers. It was encountered by 4.2 percent of all computers
there, up from 4.0 percent in 3Q15.



The third most common unwanted software category in Ecuador in 4Q15
was Adware, which was encountered by 1.8 percent of all computers there,
up from 1.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Ecuador in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

11.6%

2

JS/Bondat

Worms

2.8%

3

VBS/Jenxcus

Worms

2.1%

4

Win32/Peals

Trojans

2.0%

5

Win32/Dynamer

Trojans

1.0%

6

Win32/Skeeyah

Trojans

0.8%

7

Win32/Obfuscator

Obfuscators & Injectors

0.8%

8

Win32/Sventore

Downloaders & Droppers

0.7%

9

INF/Autorun

Obfuscators & Injectors

0.7%

10

Win32/CeeInject

Obfuscators & Injectors

0.6%



The most common malware family encountered in Ecuador in 4Q15 was
Win32/Gamarue, which was encountered by 11.6 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Ecuador in 4Q15 was
JS/Bondat, which was encountered by 2.8 percent of reporting computers
there. JS/Bondat is a family of threats that collects information about the
computer, infects removable drives, and tries to stop the user from accessing
files. It spreads by infecting removable drives, such as USB thumb drives and
flash drives.



The third most common malware family encountered in Ecuador in 4Q15 was
VBS/Jenxcus, which was encountered by 2.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The fourth most common malware family encountered in Ecuador in 4Q15 was
Win32/Peals, which was encountered by 2.0 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Ecuador in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.8%

2

Win32/SupTab

Browser Modifiers

4.4%

3

Win32/Bayads

Adware

1.4%

4

Win32/OutBrowse

Software Bundlers

1.3%

5

Win32/KipodToolsCby

Browser Modifiers

1.0%



The most common unwanted software family encountered in Ecuador in
4Q15 was Win32/Diplugem, which was encountered by 4.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Ecuador in 4Q15 was Win32/SupTab, which was encountered by 4.4 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Ecuador
in 4Q15 was Win32/Bayads, which was encountered by 1.4 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Ecuador in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

26.6

2

Win32/Gamarue

Worms

13.4

3

Win32/Blakamba

Trojans

2.0

4

VBS/Jenxcus

Worms

1.9

5

Win32/Peals

Trojans

1.2

6

JS/Bondat

Worms

1.0

7

Win32/Sality

Viruses

0.5

8

Win32/Necurs

Trojans

0.4

9

Win32/Ramnit

Viruses

0.4

10

Win32/CompromisedCert

Other Malware

0.3



The most common threat family infecting computers in Ecuador in 4Q15 was
Win32/Diplugem, which was detected and removed from 26.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Ecuador in 4Q15
was Win32/Gamarue, which was detected and removed from 13.4 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Ecuador in 4Q15
was Win32/Blakamba, which was detected and removed from 2.0 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Ecuador in 4Q15
was VBS/Jenxcus, which was detected and removed from 1.9 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Ecuador and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Ecuador

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.03

0.42

(0.22)

(0.57)

0.73

0.44

(4.7)

(3.9)

31.15

23.30

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Egypt
The statistics presented here are generated by Microsoft security programs and
services running on computers in Egypt in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Egypt

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Egypt

40.6%

35.5%

39.4%

52.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Egypt

49.9

55.6

47.2

60.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 52.9% of computers in Egypt encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 60.2 of every 1,000 unique computers scanned in
Egypt in 4Q15 (a CCM score of 60.2, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Egypt over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Egypt and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Egypt and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Egypt in 4Q15, by category

Encounter rate (percent of all reporting computers)

Egypt

Worldwide
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Other
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Backdoors Ransomware



The most common malware category in Egypt in 4Q15 was Trojans. It was
encountered by 20.8 percent of all computers there, up from 15.9 percent in
3Q15.



The second most common malware category in Egypt in 4Q15 was Worms.
It was encountered by 17.1 percent of all computers there, up from 11.5
percent in 3Q15.



The third most common malware category in Egypt in 4Q15 was Viruses,
which was encountered by 11.3 percent of all computers there, up from 9.3
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Egypt in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide

Software Bundlers

Adware



The most common unwanted software category in Egypt in 4Q15 was
Browser Modifiers. It was encountered by 17.5 percent of all computers
there, up from 13.4 percent in 3Q15.



The second most common unwanted software category in Egypt in 4Q15
was Software Bundlers. It was encountered by 8.5 percent of all computers
there, up from 5.5 percent in 3Q15.



The third most common unwanted software category in Egypt in 4Q15 was
Adware, which was encountered by 1.9 percent of all computers there, up
from 1.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Egypt in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

6.1%

2

Win32/Obfuscator

Obfuscators & Injectors

5.7%

3

INF/Autorun

Obfuscators & Injectors

5.2%

4

Win32/Sality

Viruses

5.1%

5

Win32/Gamarue

Worms

4.9%

6

Win32/Dorv

Trojans

3.9%

7

JS/Bondat

Worms

3.9%

8

Win32/Virut

Viruses

3.8%

9

Win32/Skeeyah

Trojans

3.0%

10

Win32/Dynamer

Trojans

3.0%



The most common malware family encountered in Egypt in 4Q15 was
VBS/Jenxcus, which was encountered by 6.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Egypt in 4Q15 was
Win32/Obfuscator, which was encountered by 5.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Egypt in 4Q15 was
INF/Autorun, which was encountered by 5.2 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Egypt in 4Q15 was
Win32/Sality, which was encountered by 5.1 percent of reporting computers
there. Win32/Sality is a family of polymorphic file infectors that target
executable files with the extensions .scr or .exe. They may execute a damaging
payload that deletes files with certain extensions and terminates security-related
processes and services.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Egypt in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

8.0%

2

Win32/Diplugem

Browser Modifiers

4.6%

3

Win32/Mizenota

Software Bundlers

2.8%

4

Win32/OutBrowse

Software Bundlers

2.5%

5

Win32/Tillail

Software Bundlers

1.9%



The most common unwanted software family encountered in Egypt in 4Q15
was Win32/SupTab, which was encountered by 8.0 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Egypt
in 4Q15 was Win32/Diplugem, which was encountered by 4.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Egypt in
4Q15 was Win32/Mizenota, which was encountered by 2.8 percent of
reporting computers there. Win32/Mizenota is a software bundler that
installs unwanted software alongside the software the user is trying to install.
It has been observed to install Win32/SupTab, Win32/Sasqor,
Win32/Smudplu, and others.

Top threat families by infection rate
The most common malware families by infection rate in Egypt in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

21.0

2

Win32/Sality

Viruses

14.0

3

VBS/Jenxcus

Worms

9.1

4

Win32/Virut

Viruses

8.0

5

Win32/Nitol

Other Malware

5.5

6

Win32/Gamarue

Worms

4.0

7

Win32/Ramnit

Viruses

3.5

8

Win32/Blakamba

Trojans

2.1

9

Win32/Nuqel

Worms

2.0

10

MSIL/Bladabindi

Backdoors

1.6



The most common threat family infecting computers in Egypt in 4Q15 was
Win32/Diplugem, which was detected and removed from 21.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Egypt in 4Q15
was Win32/Sality, which was detected and removed from 14.0 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The third most common threat family infecting computers in Egypt in 4Q15 was
VBS/Jenxcus, which was detected and removed from 9.1 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Egypt in 4Q15
was Win32/Virut, which was detected and removed from 8.0 of every 1,000
unique computers scanned by the MSRT. Win32/Virut is a family of file-infecting
viruses that target and infect .exe and .scr files accessed on infected systems.
Win32/Virut also opens a backdoor by connecting to an IRC server.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Egypt and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Egypt

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.96

0.05

(0.22)

(0.57)

0.26

0.22

(4.7)

(3.9)

18.65

5.49

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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El Salvador
The statistics presented here are generated by Microsoft security programs and
services running on computers in El Salvador in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for El Salvador

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, El Salvador

24.5%

20.1%

23.3%

28.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, El Salvador

7.4

17.2

7.9

46.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 28.7% of computers in El Salvador encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 46.8 of every 1,000 unique computers
scanned in El Salvador in 4Q15 (a CCM score of 46.8, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for El Salvador over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in El Salvador and worldwide

Infection rate

Encounter rate

50
45

30%

40

25%

35
30

20%

25
15%

20

15

10%

10

5%

5

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

35%

0

0%

1Q15

2Q15

3Q15
El Salvador

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in El Salvador and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in El Salvador in 4Q15, by category
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The most common malware category in El Salvador in 4Q15 was Worms. It
was encountered by 11.5 percent of all computers there, up from 8.4 percent
in 3Q15.



The second most common malware category in El Salvador in 4Q15 was
Trojans. It was encountered by 7.0 percent of all computers there, down
from 8.3 percent in 3Q15.



The third most common malware category in El Salvador in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.0 percent of all
computers there, up from 1.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in El Salvador in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in El Salvador in 4Q15 was
Browser Modifiers. It was encountered by 10.7 percent of all computers
there, up from 9.7 percent in 3Q15.



The second most common unwanted software category in El Salvador in
4Q15 was Software Bundlers. It was encountered by 4.4 percent of all
computers there, down from 4.9 percent in 3Q15.



The third most common unwanted software category in El Salvador in 4Q15
was Adware, which was encountered by 2.2 percent of all computers there,
up from 1.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in El Salvador in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

7.2%

2

Win32/Ippedo

Worms

2.5%

3

Win32/Peals

Trojans

1.5%

4

INF/Autorun

Obfuscators & Injectors

1.3%

5

VBS/Jenxcus

Worms

1.2%

6

Win32/Skeeyah

Trojans

1.1%

7

Win32/Dynamer

Trojans

1.1%

8

Win32/Brontok

Worms

0.8%

9

Win32/Obfuscator

Obfuscators & Injectors

0.7%

10

Win32/Sventore

Downloaders & Droppers

0.5%



The most common malware family encountered in El Salvador in 4Q15 was
Win32/Gamarue, which was encountered by 7.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in El Salvador in 4Q15
was Win32/Ippedo, which was encountered by 2.5 percent of reporting
computers there. Win32/Ippedo is a worm that can send sensitive information
to a malicious hacker. It spreads through removable drives, such as USB flash
drives.



The third most common malware family encountered in El Salvador in 4Q15 was
Win32/Peals, which was encountered by 1.5 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in El Salvador in 4Q15
was INF/Autorun, which was encountered by 1.3 percent of reporting
computers there. INF/Autorun is a family of worms that spreads by copying
itself to the mapped drives of an infected computer. The mapped drives may
include network or removable drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in El Salvador in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.1%

2

Win32/Bayads

Adware

1.8%

3

Win32/OutBrowse

Software Bundlers

1.4%

4

Win32/KipodToolsCby

Browser Modifiers

1.1%

5

Win32/Pokki

Browser Modifiers

1.1%



The most common unwanted software family encountered in El Salvador in
4Q15 was Win32/Diplugem, which was encountered by 6.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in El
Salvador in 4Q15 was Win32/Bayads, which was encountered by 1.8 percent
of reporting computers there. Win32/Bayads is a program that displays ads
as the user browses the web. It can be bundled with other software. It may
call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in
Programs and Features.



The third most common unwanted software family encountered in El
Salvador in 4Q15 was Win32/OutBrowse, which was encountered by 1.4
percent of reporting computers there. Win32/OutBrowse is a software
bundler that installs additional unwanted programs alongside software that
the user wishes to install. It can remove or hide the installer’s close button,
leaving no way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in El Salvador in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

34.4

2

Win32/Gamarue

Worms

8.9

3

Win32/Blakamba

Trojans

2.4

4

VBS/Jenxcus

Worms

1.2

5

Win32/Peals

Trojans

1.1

6

Win32/Brontok

Worms

0.6

7

Win32/Sality

Viruses

0.5

8

Win32/IeEnablerCby

Browser Modifiers

0.4

9

Win32/Dorkbot

Worms

0.3

10

Win32/Necurs

Trojans

0.3



The most common threat family infecting computers in El Salvador in 4Q15 was
Win32/Diplugem, which was detected and removed from 34.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in El Salvador in
4Q15 was Win32/Gamarue, which was detected and removed from 8.9 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in El Salvador in 4Q15
was Win32/Blakamba, which was detected and removed from 2.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in El Salvador in
4Q15 was VBS/Jenxcus, which was detected and removed from 1.2 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in El Salvador and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Worldwide
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for El Salvador

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.19

6.69

(0.22)

(0.57)

0.55

0.44

(4.7)

(3.9)

40.79

19.90

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Estonia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Estonia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Estonia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Estonia

17.9%

14.3%

17.1%

20.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Estonia

2.3

6.2

4.6

17.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 20.6% of computers in Estonia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 17.3 of every 1,000 unique computers scanned in
Estonia in 4Q15 (a CCM score of 17.3, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Estonia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Estonia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Estonia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Estonia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Estonia in 4Q15 was Trojans. It was
encountered by 8.4 percent of all computers there, up from 7.7 percent in
3Q15.



The second most common malware category in Estonia in 4Q15 was
Worms. It was encountered by 2.3 percent of all computers there, up from
2.0 percent in 3Q15.



The third most common malware category in Estonia in 4Q15 was
Downloaders & Droppers, which was encountered by 1.9 percent of all
computers there, up from 1.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Estonia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Estonia in 4Q15 was
Browser Modifiers. It was encountered by 7.6 percent of all computers there,
up from 7.5 percent in 3Q15.



The second most common unwanted software category in Estonia in 4Q15
was Software Bundlers. It was encountered by 3.1 percent of all computers
there, down from 3.2 percent in 3Q15.



The third most common unwanted software category in Estonia in 4Q15 was
Adware, which was encountered by 0.8 percent of all computers there, up
from 0.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Estonia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

1.7%

2

Win32/Dynamer

Trojans

1.4%

3

Win32/Peals

Trojans

1.3%

4

Win32/Obfuscator

Obfuscators & Injectors

1.3%

5

Win32/Spursint

Trojans

1.2%

6

Win32/Gamarue

Worms

0.7%

7

JS/Axpergle

Exploits

0.7%

8

Win32/Dorv

Trojans

0.5%

9

Win32/Ogimant

Downloaders & Droppers

0.4%

10

Win32/Mytonel

Downloaders & Droppers

0.4%



The most common malware family encountered in Estonia in 4Q15 was
Win32/Skeeyah, which was encountered by 1.7 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Estonia in 4Q15 was
Win32/Dynamer, which was encountered by 1.4 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Estonia in 4Q15 was
Win32/Peals, which was encountered by 1.3 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Estonia in 4Q15 was
Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Estonia in 4Q15

260 ESTONIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.4%

2

Win32/SupTab

Browser Modifiers

1.9%

3

Win32/Pokki

Browser Modifiers

1.1%

4

Win32/OutBrowse

Software Bundlers

0.8%

5

Win32/Mizenota

Software Bundlers

0.6%



The most common unwanted software family encountered in Estonia in
4Q15 was Win32/Diplugem, which was encountered by 3.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Estonia in 4Q15 was Win32/SupTab, which was encountered by 1.9 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Estonia
in 4Q15 was Win32/Pokki, which was encountered by 1.1 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Estonia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

13.4

2

Win32/Blakamba

Trojans

0.9

3

Win32/Gamarue

Worms

0.8

4

Win32/CompromisedCert

Other Malware

0.7

5

Win32/Ramnit

Viruses

0.3

6

VBS/Jenxcus

Worms

0.3

7

Win32/Peals

Trojans

0.2

8

Win32/Dorkbot

Worms

0.2

9

Win32/Mytonel

Downloaders & Droppers

0.2

10

Win32/Sality

Viruses

0.2



The most common threat family infecting computers in Estonia in 4Q15 was
Win32/Diplugem, which was detected and removed from 13.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Estonia in 4Q15
was Win32/Blakamba, which was detected and removed from 0.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Estonia in 4Q15
was Win32/Gamarue, which was detected and removed from 0.8 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Estonia in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.7 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Estonia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Estonia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.06

0.30

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

10.48

8.95

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

257.54

96.96

(56.2)

(26.4)
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Finland
The statistics presented here are generated by Microsoft security programs and
services running on computers in Finland in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Finland

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Finland

6.1%

6.0%

7.1%

8.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Finland

1.3

2.5

2.3

8.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 8.6% of computers in Finland encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 8.3 of every 1,000 unique computers scanned in
Finland in 4Q15 (a CCM score of 8.3, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Finland over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Finland and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Finland and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Finland in 4Q15, by category
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The most common malware category in Finland in 4Q15 was Trojans. It was
encountered by 2.1 percent of all computers there, down from 2.3 percent in
3Q15.



The second most common malware category in Finland in 4Q15 was
Downloaders & Droppers. It was encountered by 0.6 percent of all
computers there, down from 0.6 percent in 3Q15.



The third most common malware category in Finland in 4Q15 was Exploits,
which was encountered by 0.5 percent of all computers there, up from 0.5
percent in 3Q15.

Ransomware
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Unwanted software categories
Unwanted software encountered in Finland in 4Q15, by category
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The most common unwanted software category in Finland in 4Q15 was
Browser Modifiers. It was encountered by 4.6 percent of all computers there,
up from 3.9 percent in 3Q15.



The second most common unwanted software category in Finland in 4Q15
was Software Bundlers. It was encountered by 1.4 percent of all computers
there, down from 1.4 percent in 3Q15.



The third most common unwanted software category in Finland in 4Q15 was
Adware, which was encountered by 0.6 percent of all computers there,
down from 0.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Finland in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Obfuscator

Obfuscators & Injectors

0.4%

2

Win32/Skeeyah

Trojans

0.4%

3

Win32/Dynamer

Trojans

0.4%

4

JS/Axpergle

Exploits

0.3%

5

Win32/Dorv

Trojans

0.3%

6

Win32/Peals

Trojans

0.2%

7

Win32/Spursint

Trojans

0.2%

8

Win32/Sventore

Downloaders & Droppers

0.1%

9

ASX/Wimad

Downloaders & Droppers

0.1%

10

Win32/CompromisedCert

Other Malware

0.1%



The most common malware family encountered in Finland in 4Q15 was
Win32/Obfuscator, which was encountered by 0.4 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The second most common malware family encountered in Finland in 4Q15 was
Win32/Skeeyah, which was encountered by 0.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Finland in 4Q15 was
Win32/Dynamer, which was encountered by 0.4 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Finland in 4Q15 was
JS/Axpergle, which was encountered by 0.3 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Finland in 4Q15

270 FINLAND

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

1.6%

2

Win32/Pokki

Browser Modifiers

1.2%

3

Win32/SupTab

Browser Modifiers

1.0%

4

Win32/OutBrowse

Software Bundlers

0.4%

5

Win32/Bayads

Adware

0.3%



The most common unwanted software family encountered in Finland in
4Q15 was Win32/Diplugem, which was encountered by 1.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Finland in 4Q15 was Win32/Pokki, which was encountered by 1.2 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.



The third most common unwanted software family encountered in Finland
in 4Q15 was Win32/SupTab, which was encountered by 1.0 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.

Top threat families by infection rate
The most common malware families by infection rate in Finland in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

7.5

2

Win32/CompromisedCert

Other Malware

0.3

3

Win32/Blakamba

Trojans

0.2

4

Win32/Reveton

Ransomware

0.1

5

Win32/Alureon

Trojans

<0.1

6

MSIL/Bladabindi

Backdoors

<0.1

7

Win32/Peals

Trojans

<0.1

8

Win32/Sality

Viruses

<0.1

9

Win32/IeEnablerCby

Browser Modifiers

<0.1

10

Win32/Dorv

Trojans

<0.1



The most common threat family infecting computers in Finland in 4Q15 was
Win32/Diplugem, which was detected and removed from 7.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Finland in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.3 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Finland in 4Q15
was Win32/Blakamba, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Finland in 4Q15
was Win32/Reveton, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Reveton is a ransomware
family that targets users from certain countries or regions. It locks the computer
and displays a location-specific webpage that covers the desktop and demands
that the user pay a fine for the supposed possession of illicit material.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Finland and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Worldwide
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Finland

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

0.10

(0.22)

(0.57)

3.92

3.31

(4.7)

(3.9)

38.36

20.21

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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France
The statistics presented here are generated by Microsoft security programs and
services running on computers in France in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for France

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, France

16.0%

13.3%

18.8%

19.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, France

2.7

8.9

5.2

21.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.4% of computers in France encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 21.2 of every 1,000 unique computers scanned in
France in 4Q15 (a CCM score of 21.2, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
France over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in France and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in France and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in France in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in France in 4Q15 was Trojans. It was
encountered by 5.5 percent of all computers there, down from 6.4 percent
in 3Q15.



The second most common malware category in France in 4Q15 was
Downloaders & Droppers. It was encountered by 2.2 percent of all
computers there, down from 3.5 percent in 3Q15.



The third most common malware category in France in 4Q15 was Exploits,
which was encountered by 1.3 percent of all computers there, up from 1.3
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in France in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in France in 4Q15 was
Browser Modifiers. It was encountered by 9.7 percent of all computers there,
down from 10.9 percent in 3Q15.



The second most common unwanted software category in France in 4Q15
was Software Bundlers. It was encountered by 3.4 percent of all computers
there, up from 3.0 percent in 3Q15.



The third most common unwanted software category in France in 4Q15 was
Adware, which was encountered by 2.4 percent of all computers there,
down from 2.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in France in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dorv

Trojans

1.3%

2

JS/Axpergle

Exploits

1.0%

3

Win32/Sventore

Downloaders & Droppers

0.9%

4

Win32/Patched

Trojans

0.7%

5

Win32/Obfuscator

Obfuscators & Injectors

0.7%

6

Win32/Dynamer

Trojans

0.6%

7

Win32/Skeeyah

Trojans

0.6%

8

Win32/Peals

Trojans

0.5%

9

INF/Autorun

Obfuscators & Injectors

0.3%

10

W97M/Donoff

Downloaders & Droppers

0.2%



The most common malware family encountered in France in 4Q15 was
Win32/Dorv, which was encountered by 1.3 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The second most common malware family encountered in France in 4Q15 was
JS/Axpergle, which was encountered by 1.0 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The third most common malware family encountered in France in 4Q15 was
Win32/Sventore, which was encountered by 0.9 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The fourth most common malware family encountered in France in 4Q15 was
Win32/Patched, which was encountered by 0.7 percent of reporting computers
there.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in France in 4Q15

280 FRANCE

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

3.7%

2

Win32/Diplugem

Browser Modifiers

3.4%

3

Win32/OutBrowse

Software Bundlers

1.2%

4

Win32/EoRezo

Adware

1.1%

5

Win32/Pokki

Browser Modifiers

1.0%



The most common unwanted software family encountered in France in
4Q15 was Win32/SupTab, which was encountered by 3.7 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in France
in 4Q15 was Win32/Diplugem, which was encountered by 3.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in France in
4Q15 was Win32/OutBrowse, which was encountered by 1.2 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in France in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

18.2

2

Win32/Tugspay

Downloaders & Droppers

1.0

3

Win32/Blakamba

Trojans

0.6

4

Win32/CompromisedCert

Other Malware

0.6

5

Win32/IeEnablerCby

Browser Modifiers

0.3

6

VBS/Jenxcus

Worms

0.2

7

Win32/Peals

Trojans

0.1

8

Win32/Brontok

Worms

0.1

9

MSIL/Bladabindi

Backdoors

0.1

10

Win32/Vobfus

Worms

0.1



The most common threat family infecting computers in France in 4Q15 was
Win32/Diplugem, which was detected and removed from 18.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in France in 4Q15
was Win32/Tugspay, which was detected and removed from 1.0 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.



The third most common threat family infecting computers in France in 4Q15 was
Win32/Blakamba, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in France in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.6 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in France and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for France

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.18

0.62

(0.22)

(0.57)

7.35

6.14

(4.7)

(3.9)

50.15

26.99

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Georgia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Georgia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Georgia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Georgia

37.8%

29.8%

29.8%

33.2%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Georgia

25.4

27.1

17.8

31.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 33.2% of computers in Georgia encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 31.3 of every 1,000 unique computers
scanned in Georgia in 4Q15 (a CCM score of 31.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Georgia over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Georgia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Georgia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Georgia in 4Q15, by category
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The most common malware category in Georgia in 4Q15 was Trojans. It was
encountered by 16.5 percent of all computers there, up from 15.8 percent in
3Q15.



The second most common malware category in Georgia in 4Q15 was
Worms. It was encountered by 8.9 percent of all computers there, up from
7.1 percent in 3Q15.



The third most common malware category in Georgia in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.2 percent of all
computers there, down from 4.6 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Georgia in 4Q15, by category
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The most common unwanted software category in Georgia in 4Q15 was
Browser Modifiers. It was encountered by 10.5 percent of all computers
there, down from 12.5 percent in 3Q15.



The second most common unwanted software category in Georgia in 4Q15
was Software Bundlers. It was encountered by 5.6 percent of all computers
there, down from 6.8 percent in 3Q15.



The third most common unwanted software category in Georgia in 4Q15
was Adware, which was encountered by 1.6 percent of all computers there,
down from 1.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Georgia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

3.5%

2

Win32/Spursint

Trojans

3.1%

3

Win32/Skeeyah

Trojans

2.9%

4

Win32/Obfuscator

Obfuscators & Injectors

2.9%

5

Win32/Gamarue

Worms

2.8%

6

Win32/Tophos

Worms

2.2%

7

Win32/Peals

Trojans

2.0%

8

INF/Autorun

Obfuscators & Injectors

1.3%

9

Win32/Brontok

Worms

1.0%

10

Win32/Dorv

Trojans

1.0%



The most common malware family encountered in Georgia in 4Q15 was
Win32/Dynamer, which was encountered by 3.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Georgia in 4Q15 was
Win32/Spursint, which was encountered by 3.1 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The third most common malware family encountered in Georgia in 4Q15 was
Win32/Skeeyah, which was encountered by 2.9 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Georgia in 4Q15 was
Win32/Obfuscator, which was encountered by 2.9 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Georgia in 4Q15

290 GEORGIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.7%

2

Win32/SupTab

Browser Modifiers

3.3%

3

Win32/OutBrowse

Software Bundlers

2.1%

4

Win32/Mizenota

Software Bundlers

1.4%

5

Win32/Bayads

Adware

1.3%



The most common unwanted software family encountered in Georgia in
4Q15 was Win32/Diplugem, which was encountered by 4.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Georgia in 4Q15 was Win32/SupTab, which was encountered by 3.3 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Georgia
in 4Q15 was Win32/OutBrowse, which was encountered by 2.1 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Georgia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

19.9

2

Win32/Blakamba

Trojans

2.8

3

Win32/Sality

Viruses

1.9

4

Win32/Brontok

Worms

1.6

5

Win32/Gamarue

Worms

1.6

6

Win32/Ramnit

Viruses

1.4

7

Win32/Dorkbot

Worms

1.0

8

Win32/Nuqel

Worms

0.9

9

Win32/Peals

Trojans

0.7

10

Win32/Helompy

Worms

0.7



The most common threat family infecting computers in Georgia in 4Q15 was
Win32/Diplugem, which was detected and removed from 19.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Georgia in 4Q15
was Win32/Blakamba, which was detected and removed from 2.8 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Georgia in 4Q15
was Win32/Sality, which was detected and removed from 1.9 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Georgia in 4Q15
was Win32/Brontok, which was detected and removed from 1.6 of every 1,000
unique computers scanned by the MSRT. Win32/Brontok is a mass-mailing
email worm that spreads by sending copies of itself as email attachments to
addresses gathered from files on the infected computer, and by copying itself to
removable volumes. Brontok can disable security software, and may conduct
DoS attacks against certain websites.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Georgia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Georgia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.56

0.27

(0.22)

(0.57)

1.95

1.32

(4.7)

(3.9)

391.60

146.65

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Germany
The statistics presented here are generated by Microsoft security programs and
services running on computers in Germany in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Germany

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Germany

11.2%

8.9%

12.2%

13.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Germany

2.1

4.6

3.7

10.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 13.8% of computers in Germany encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 10.1 of every 1,000 unique computers
scanned in Germany in 4Q15 (a CCM score of 10.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Germany over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Germany and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Germany and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Germany in 4Q15, by category
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The most common malware category in Germany in 4Q15 was Trojans. It
was encountered by 3.8 percent of all computers there, down from 3.9
percent in 3Q15.



The second most common malware category in Germany in 4Q15 was
Exploits. It was encountered by 1.5 percent of all computers there, up from
1.3 percent in 3Q15.



The third most common malware category in Germany in 4Q15 was
Downloaders & Droppers, which was encountered by 1.3 percent of all
computers there, up from 0.7 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Germany in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Germany in 4Q15 was
Browser Modifiers. It was encountered by 6.3 percent of all computers there,
down from 7.1 percent in 3Q15.



The second most common unwanted software category in Germany in 4Q15
was Software Bundlers. It was encountered by 2.3 percent of all computers
there, up from 2.1 percent in 3Q15.



The third most common unwanted software category in Germany in 4Q15
was Adware, which was encountered by 1.4 percent of all computers there,
down from 1.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Germany in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.6%

2

Win32/Dorv

Trojans

0.6%

3

Win32/Dynamer

Trojans

0.5%

4

Win32/Peals

Trojans

0.5%

5

Win32/Skeeyah

Trojans

0.5%

6

Win32/Obfuscator

Obfuscators & Injectors

0.4%

7

Win32/Spursint

Trojans

0.4%

8

Win32/Sventore

Downloaders & Droppers

0.4%

9

Win32/Gamarue

Worms

0.2%

10

Win32/Patched

Trojans

0.2%



The most common malware family encountered in Germany in 4Q15 was
JS/Axpergle, which was encountered by 0.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Germany in 4Q15
was Win32/Dorv, which was encountered by 0.6 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.



The third most common malware family encountered in Germany in 4Q15 was
Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Germany in 4Q15 was
Win32/Peals, which was encountered by 0.5 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Germany in 4Q15

300 GERMANY

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

2.6%

2

Win32/Diplugem

Browser Modifiers

1.6%

3

Win32/Pokki

Browser Modifiers

0.8%

4

Win32/OutBrowse

Software Bundlers

0.7%

5

Win32/KipodToolsCby

Browser Modifiers

0.5%



The most common unwanted software family encountered in Germany in
4Q15 was Win32/SupTab, which was encountered by 2.6 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Germany in 4Q15 was Win32/Diplugem, which was encountered by 1.6
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Germany
in 4Q15 was Win32/Pokki, which was encountered by 0.8 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Germany in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

8.3

2

Win32/Blakamba

Trojans

0.4

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/Tugspay

Downloaders & Droppers

0.3

5

Win32/IeEnablerCby

Browser Modifiers

0.2

6

Win32/Reveton

Ransomware

0.1

7

Win32/Peals

Trojans

0.1

8

Win32/Matsnu

Trojans

0.1

9

Win32/Gamarue

Worms

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Germany in 4Q15 was
Win32/Diplugem, which was detected and removed from 8.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Germany in
4Q15 was Win32/Blakamba, which was detected and removed from 0.4 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Germany in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.3 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Germany in 4Q15
was Win32/Tugspay, which was detected and removed from 0.3 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Germany and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Germany

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.12

0.39

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

12.03

10.24

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

47.65

32.82

(56.2)

(26.4)
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Greece
The statistics presented here are generated by Microsoft security programs and
services running on computers in Greece in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Greece

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Greece

24.2%

17.1%

21.6%

25.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Greece

7.0

10.3

6.2

29.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 25.4% of computers in Greece encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 29.5 of every 1,000 unique computers scanned in
Greece in 4Q15 (a CCM score of 29.5, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Greece over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Greece and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Greece and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Greece in 4Q15, by category
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The most common malware category in Greece in 4Q15 was Trojans. It was
encountered by 6.9 percent of all computers there, down from 8.1 percent in
3Q15.



The second most common malware category in Greece in 4Q15 was Worms.
It was encountered by 2.6 percent of all computers there, up from 1.7
percent in 3Q15.



The third most common malware category in Greece in 4Q15 was Exploits,
which was encountered by 1.9 percent of all computers there, up from 1.7
percent in 3Q15.

Password
Stealers &
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Tools
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Unwanted software categories
Unwanted software encountered in Greece in 4Q15, by category
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The most common unwanted software category in Greece in 4Q15 was
Browser Modifiers. It was encountered by 13.4 percent of all computers
there, down from 13.4 percent in 3Q15.



The second most common unwanted software category in Greece in 4Q15
was Software Bundlers. It was encountered by 4.6 percent of all computers
there, down from 4.9 percent in 3Q15.



The third most common unwanted software category in Greece in 4Q15 was
Adware, which was encountered by 1.4 percent of all computers there, down
from 1.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Greece in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

1.3%

2

JS/Axpergle

Exploits

1.2%

3

Win32/Skeeyah

Trojans

1.2%

4

Win32/Gamarue

Worms

1.1%

5

Win32/Obfuscator

Obfuscators & Injectors

0.9%

6

INF/Autorun

Obfuscators & Injectors

0.8%

7

Win32/Dorv

Trojans

0.8%

8

Win32/Peals

Trojans

0.8%

9

Win32/CompromisedCert

Other Malware

0.4%

10

Win32/Conficker

Worms

0.4%



The most common malware family encountered in Greece in 4Q15 was
Win32/Dynamer, which was encountered by 1.3 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Greece in 4Q15 was
JS/Axpergle, which was encountered by 1.2 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The third most common malware family encountered in Greece in 4Q15 was
Win32/Skeeyah, which was encountered by 1.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Greece in 4Q15 was
Win32/Gamarue, which was encountered by 1.1 percent of reporting computers
there. Win32/Gamarue is a worm that is commonly distributed via exploit kits
and social engineering. Variants have been observed stealing information from
the local computer and communicating with command-and-control (C&C)
servers managed by attackers.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Greece in 4Q15

310 GREECE

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.9%

2

Win32/SupTab

Browser Modifiers

4.4%

3

Win32/OutBrowse

Software Bundlers

1.5%

4

Win32/Bayads

Adware

1.1%

5

Win32/KipodToolsCby

Browser Modifiers

0.9%



The most common unwanted software family encountered in Greece in
4Q15 was Win32/Diplugem, which was encountered by 5.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Greece in 4Q15 was Win32/SupTab, which was encountered by 4.4 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Greece
in 4Q15 was Win32/OutBrowse, which was encountered by 1.5 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Greece in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.7

2

Win32/Blakamba

Trojans

1.9

3

Win32/Gamarue

Worms

1.2

4

Win32/CompromisedCert

Other Malware

0.9

5

Win32/Sality

Viruses

0.4

6

Win32/Peals

Trojans

0.3

7

Win32/Brontok

Worms

0.2

8

Win32/Vobfus

Worms

0.2

9

MSIL/Bladabindi

Backdoors

0.2

10

Win32/IeEnablerCby

Browser Modifiers

0.1



The most common threat family infecting computers in Greece in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Greece in 4Q15
was Win32/Blakamba, which was detected and removed from 1.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Greece in 4Q15
was Win32/Gamarue, which was detected and removed from 1.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Greece in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.9 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Greece and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Greece

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

0.42

(0.22)

(0.57)

3.19

2.73

(4.7)

(3.9)

77.43

26.03

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Guatemala
The statistics presented here are generated by Microsoft security programs and
services running on computers in Guatemala in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Guatemala

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Guatemala

21.2%

18.2%

23.0%

27.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Guatemala

8.7

17.0

12.0

44.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 27.8% of computers in Guatemala encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 44.0 of every 1,000 unique computers
scanned in Guatemala in 4Q15 (a CCM score of 44.0, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Guatemala over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Guatemala and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Guatemala and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Guatemala in 4Q15, by category
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The most common malware category in Guatemala in 4Q15 was Worms. It
was encountered by 11.1 percent of all computers there, up from 9.4 percent
in 3Q15.



The second most common malware category in Guatemala in 4Q15 was
Trojans. It was encountered by 7.8 percent of all computers there, down
from 9.0 percent in 3Q15.



The third most common malware category in Guatemala in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.0 percent of all
computers there, up from 1.9 percent in 3Q15.

Password
Stealers &
Monitoring
Tools

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 317

Unwanted software categories
Unwanted software encountered in Guatemala in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Guatemala in 4Q15 was
Browser Modifiers. It was encountered by 10.6 percent of all computers
there, up from 9.2 percent in 3Q15.



The second most common unwanted software category in Guatemala in
4Q15 was Software Bundlers. It was encountered by 3.7 percent of all
computers there, down from 3.9 percent in 3Q15.



The third most common unwanted software category in Guatemala in 4Q15
was Adware, which was encountered by 1.7 percent of all computers there,
up from 1.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Guatemala in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

8.5%

2

Win32/Peals

Trojans

1.7%

3

VBS/Jenxcus

Worms

1.0%

4

Win32/Skeeyah

Trojans

1.0%

5

Win32/Dynamer

Trojans

1.0%

6

INF/Autorun

Obfuscators & Injectors

1.0%

7

Win32/Vobfus

Worms

0.7%

8

Win32/Obfuscator

Obfuscators & Injectors

0.6%

9

JS/Proslikefan

Worms

0.6%

10

Win32/CeeInject

Obfuscators & Injectors

0.5%



The most common malware family encountered in Guatemala in 4Q15 was
Win32/Gamarue, which was encountered by 8.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Guatemala in 4Q15
was Win32/Peals, which was encountered by 1.7 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The third most common malware family encountered in Guatemala in 4Q15 was
VBS/Jenxcus, which was encountered by 1.0 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The fourth most common malware family encountered in Guatemala in 4Q15
was Win32/Skeeyah, which was encountered by 1.0 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Guatemala in 4Q15

320 GUATEMALA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.1%

2

Win32/SupTab

Browser Modifiers

2.2%

3

Win32/Bayads

Adware

1.4%

4

Win32/OutBrowse

Software Bundlers

1.0%

5

Win32/Pokki

Browser Modifiers

1.0%



The most common unwanted software family encountered in Guatemala in
4Q15 was Win32/Diplugem, which was encountered by 5.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Guatemala in 4Q15 was Win32/SupTab, which was encountered by 2.2
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Guatemala in 4Q15 was Win32/Bayads, which was encountered by 1.4
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Guatemala in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

26.6

2

Win32/Gamarue

Worms

14.1

3

Win32/Blakamba

Trojans

2.3

4

Win32/Peals

Trojans

1.4

5

VBS/Jenxcus

Worms

1.2

6

Win32/Vobfus

Worms

0.6

7

Win32/Sality

Viruses

0.6

8

Win32/Necurs

Trojans

0.4

9

Win32/Dorkbot

Worms

0.3

10

Win32/Brontok

Worms

0.3



The most common threat family infecting computers in Guatemala in 4Q15 was
Win32/Diplugem, which was detected and removed from 26.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Guatemala in
4Q15 was Win32/Gamarue, which was detected and removed from 14.1 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Guatemala in 4Q15
was Win32/Blakamba, which was detected and removed from 2.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Guatemala in
4Q15 was Win32/Peals, which was detected and removed from 1.4 of every
1,000 unique computers scanned by the MSRT. Win32/Peals is a generic
detection for various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Guatemala and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Guatemala

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.18

0.14

(0.22)

(0.57)

0.56

0.32

(4.7)

(3.9)

21.88

10.59

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Honduras
The statistics presented here are generated by Microsoft security programs and
services running on computers in Honduras in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Honduras

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Honduras

26.3%

23.4%

26.4%

32.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Honduras

11.6

25.7

20.0

55.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 32.9% of computers in Honduras encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 55.2 of every 1,000 unique computers
scanned in Honduras in 4Q15 (a CCM score of 55.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Honduras over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Honduras and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Honduras and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Honduras in 4Q15, by category
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The most common malware category in Honduras in 4Q15 was Worms. It
was encountered by 15.2 percent of all computers there, up from 11.6
percent in 3Q15.



The second most common malware category in Honduras in 4Q15 was
Trojans. It was encountered by 9.6 percent of all computers there, down
from 10.8 percent in 3Q15.



The third most common malware category in Honduras in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.4 percent of all
computers there, up from 2.3 percent in 3Q15.

Password Ransomware
Stealers &
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Unwanted software categories
Unwanted software encountered in Honduras in 4Q15, by category

Encounter rate (percent of all reporting computers)

Honduras
12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers

328 HONDURAS

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Honduras in 4Q15 was
Browser Modifiers. It was encountered by 10.7 percent of all computers
there, up from 9.9 percent in 3Q15.



The second most common unwanted software category in Honduras in
4Q15 was Software Bundlers. It was encountered by 4.9 percent of all
computers there, down from 5.0 percent in 3Q15.



The third most common unwanted software category in Honduras in 4Q15
was Adware, which was encountered by 2.2 percent of all computers there,
up from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Honduras in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

0.1%

2

VBS/Jenxcus

Worms

<0.1%

3

Win32/Peals

Trojans

<0.1%

4

Win32/Dynamer

Trojans

<0.1%

5

INF/Autorun

Obfuscators & Injectors

<0.1%

6

Win32/Skeeyah

Trojans

<0.1%

7

Win32/Obfuscator

Obfuscators & Injectors

<0.1%

8

Win32/Nuqel

Worms

<0.1%

9

Win32/Dorv

Trojans

<0.1%

10

Win32/CeeInject

Obfuscators & Injectors

<0.1%



The most common malware family encountered in Honduras in 4Q15 was
Win32/Gamarue, which was encountered by 0.1 percent of reporting computers
there. Win32/Gamarue is a worm that is commonly distributed via exploit kits
and social engineering. Variants have been observed stealing information from
the local computer and communicating with command-and-control (C&C)
servers managed by attackers.



The second most common malware family encountered in Honduras in 4Q15
was VBS/Jenxcus, which was encountered by <0.1 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in Honduras in 4Q15 was
Win32/Peals, which was encountered by <0.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Honduras in 4Q15
was Win32/Dynamer, which was encountered by <0.1 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Honduras in 4Q15

330 HONDURAS

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

0.1%

2

Win32/Bayads

Adware

<0.1%

3

Win32/OutBrowse

Software Bundlers

<0.1%

4

Win32/KipodToolsCby

Browser Modifiers

<0.1%

5

Win32/SupTab

Browser Modifiers

<0.1%



The most common unwanted software family encountered in Honduras in
4Q15 was Win32/Diplugem, which was encountered by 0.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Honduras in 4Q15 was Win32/Bayads, which was encountered by <0.1
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.



The third most common unwanted software family encountered in
Honduras in 4Q15 was Win32/OutBrowse, which was encountered by <0.1
percent of reporting computers there. Win32/OutBrowse is a software
bundler that installs additional unwanted programs alongside software that
the user wishes to install. It can remove or hide the installer’s close button,
leaving no way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Honduras in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

31.5

2

Win32/Gamarue

Worms

14.7

3

VBS/Jenxcus

Worms

7.2

4

Win32/Blakamba

Trojans

2.2

5

Win32/Peals

Trojans

1.5

6

Win32/Sality

Viruses

1.2

7

Win32/Pramro

Trojans

0.6

8

Win32/Nuqel

Worms

0.5

9

Win32/Yeltminky

Worms

0.5

10

Win32/IeEnablerCby

Browser Modifiers

0.4



The most common threat family infecting computers in Honduras in 4Q15 was
Win32/Diplugem, which was detected and removed from 31.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Honduras in
4Q15 was Win32/Gamarue, which was detected and removed from 14.7 of
every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Honduras in 4Q15
was VBS/Jenxcus, which was detected and removed from 7.2 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Honduras in
4Q15 was Win32/Blakamba, which was detected and removed from 2.2 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Honduras and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Hong Kong S.A.R.
The statistics presented here are generated by Microsoft security programs and
services running on computers in Hong Kong S.A.R. in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Hong Kong S.A.R.

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Hong Kong S.A.R.

12.0%

10.5%

12.6%

15.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Hong Kong S.A.R.

3.5

6.9

3.7

22.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 15.5% of computers in Hong Kong S.A.R. encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 22.5 of every 1,000 unique
computers scanned in Hong Kong S.A.R. in 4Q15 (a CCM score of 22.5,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Hong Kong S.A.R. over the last four
quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Hong Kong S.A.R. and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Hong Kong S.A.R. and around the world, and for explanations of the methods
and terms used here.
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Malware categories
Malware encountered in Hong Kong S.A.R. in 4Q15, by category
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The most common malware category in Hong Kong S.A.R. in 4Q15 was
Trojans. It was encountered by 4.3 percent of all computers there, down
from 5.1 percent in 3Q15.



The second most common malware category in Hong Kong S.A.R. in 4Q15
was Obfuscators & Injectors. It was encountered by 1.5 percent of all
computers there, up from 1.4 percent in 3Q15.



The third most common malware category in Hong Kong S.A.R. in 4Q15 was
Downloaders & Droppers, which was encountered by 1.1 percent of all
computers there, up from 0.9 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Hong Kong S.A.R. in 4Q15, by category
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The most common unwanted software category in Hong Kong S.A.R. in
4Q15 was Browser Modifiers. It was encountered by 6.6 percent of all
computers there, up from 5.9 percent in 3Q15.



The second most common unwanted software category in Hong Kong
S.A.R. in 4Q15 was Software Bundlers. It was encountered by 2.6 percent of
all computers there, up from 2.2 percent in 3Q15.



The third most common unwanted software category in Hong Kong S.A.R.
in 4Q15 was Adware, which was encountered by 0.6 percent of all
computers there, down from 0.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Hong Kong S.A.R. in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Obfuscator

Obfuscators & Injectors

0.9%

2

Win32/Dynamer

Trojans

0.8%

3

JS/Axpergle

Exploits

0.6%

4

Win32/Skeeyah

Trojans

0.6%

5

INF/Autorun

Obfuscators & Injectors

0.5%

6

Win32/Peals

Trojans

0.4%

7

Win32/Spursint

Trojans

0.3%

8

HTML/Meadgive

Exploits

0.3%

9

W97M/Adnel

Downloaders & Droppers

0.3%

10

Win32/Dorv

Trojans

0.3%



The most common malware family encountered in Hong Kong S.A.R. in 4Q15
was Win32/Obfuscator, which was encountered by 0.9 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The second most common malware family encountered in Hong Kong S.A.R. in
4Q15 was Win32/Dynamer, which was encountered by 0.8 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Hong Kong S.A.R. in
4Q15 was JS/Axpergle, which was encountered by 0.6 percent of reporting
computers there. JS/Axpergle is a detection for the Angler exploit kit, which
exploits vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe
Flash Player, and Java to install malware.



The fourth most common malware family encountered in Hong Kong S.A.R. in
4Q15 was Win32/Skeeyah, which was encountered by 0.6 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Hong Kong S.A.R. in 4Q15

338 HONG KONG S.A.R.

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.8%

2

Win32/Pokki

Browser Modifiers

1.2%

3

Win32/SupTab

Browser Modifiers

1.1%

4

Win32/Dowadmin

Software Bundlers

0.6%

5

Win32/KipodToolsCby

Browser Modifiers

0.5%



The most common unwanted software family encountered in Hong Kong
S.A.R. in 4Q15 was Win32/Diplugem, which was encountered by 2.8 percent
of reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in Hong
Kong S.A.R. in 4Q15 was Win32/Pokki, which was encountered by 1.2
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.



The third most common unwanted software family encountered in Hong
Kong S.A.R. in 4Q15 was Win32/SupTab, which was encountered by 1.1
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.

Top threat families by infection rate
The most common malware families by infection rate in Hong Kong S.A.R. in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

19.9

2

Win32/Blakamba

Trojans

1.6

3

Win32/Peals

Trojans

0.3

4

Win32/Ramnit

Viruses

0.3

5

Win32/Nitol

Other Malware

0.3

6

Win32/FakeIE

Downloaders & Droppers

0.3

7

Win32/CompromisedCert

Other Malware

0.1

8

Win32/Sality

Viruses

0.1

9

Win32/Conficker

Worms

0.1

10

Win32/IeEnablerCby

Browser Modifiers

0.1



The most common threat family infecting computers in Hong Kong S.A.R. in
4Q15 was Win32/Diplugem, which was detected and removed from 19.9 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in Hong Kong
S.A.R. in 4Q15 was Win32/Blakamba, which was detected and removed from 1.6
of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is a
trojan that can download other malware. It has been observed being installed at
the same time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Hong Kong S.A.R.
in 4Q15 was Win32/Peals, which was detected and removed from 0.3 of every
1,000 unique computers scanned by the MSRT. Win32/Peals is a generic
detection for various threats that display trojan characteristics.



The fourth most common threat family infecting computers in Hong Kong S.A.R.
in 4Q15 was Win32/Ramnit, which was detected and removed from 0.3 of every
1,000 unique computers scanned by the MSRT. Win32/Ramnit is a family of
multi-component malware that infects executable files, Microsoft Office files,
and HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Hong Kong S.A.R. and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Hong Kong S.A.R.

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

0.49

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

32.95

49.69

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

127.90

95.05

(56.2)

(26.4)
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Hungary
The statistics presented here are generated by Microsoft security programs and
services running on computers in Hungary in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Hungary

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Hungary

22.5%

17.3%

21.2%

23.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Hungary

4.9

8.1

4.5

22.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 23.8% of computers in Hungary encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 22.2 of every 1,000 unique computers
scanned in Hungary in 4Q15 (a CCM score of 22.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Hungary over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Hungary and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Hungary and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Hungary in 4Q15, by category
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The most common malware category in Hungary in 4Q15 was Trojans. It was
encountered by 9.0 percent of all computers there, down from 9.2 percent
in 3Q15.



The second most common malware category in Hungary in 4Q15 was
Downloaders & Droppers. It was encountered by 2.0 percent of all
computers there, down from 2.3 percent in 3Q15.



The third most common malware category in Hungary in 4Q15 was
Obfuscators & Injectors, which was encountered by 1.9 percent of all
computers there, down from 2.0 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Hungary in 4Q15, by category
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The most common unwanted software category in Hungary in 4Q15 was
Browser Modifiers. It was encountered by 11.5 percent of all computers
there, down from 12.3 percent in 3Q15.



The second most common unwanted software category in Hungary in 4Q15
was Software Bundlers. It was encountered by 5.5 percent of all computers
there, up from 5.0 percent in 3Q15.



The third most common unwanted software category in Hungary in 4Q15
was Adware, which was encountered by 1.6 percent of all computers there,
down from 2.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Hungary in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Spursint

Trojans

1.8%

2

Win32/Dynamer

Trojans

1.8%

3

Win32/Skeeyah

Trojans

1.4%

4

Win32/Obfuscator

Obfuscators & Injectors

1.3%

5

Win32/Sventore

Downloaders & Droppers

1.0%

6

Win32/Dorv

Trojans

0.9%

7

Win32/Peals

Trojans

0.8%

8

JS/Axpergle

Exploits

0.6%

9

HTML/Meadgive

Exploits

0.5%

10

INF/Autorun

Obfuscators & Injectors

0.5%



The most common malware family encountered in Hungary in 4Q15 was
Win32/Spursint, which was encountered by 1.8 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The second most common malware family encountered in Hungary in 4Q15
was Win32/Dynamer, which was encountered by 1.8 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Hungary in 4Q15 was
Win32/Skeeyah, which was encountered by 1.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Hungary in 4Q15 was
Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Hungary in 4Q15

348 HUNGARY

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.8%

2

Win32/SupTab

Browser Modifiers

4.0%

3

Win32/OutBrowse

Software Bundlers

1.4%

4

Win32/Mizenota

Software Bundlers

1.1%

5

Win32/Bayads

Adware

0.8%



The most common unwanted software family encountered in Hungary in
4Q15 was Win32/Diplugem, which was encountered by 4.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Hungary in 4Q15 was Win32/SupTab, which was encountered by 4.0
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Hungary
in 4Q15 was Win32/OutBrowse, which was encountered by 1.4 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Hungary in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

19.2

2

Win32/Blakamba

Trojans

1.5

3

Win32/Sality

Viruses

0.7

4

Win32/Brontok

Worms

0.4

5

Win32/CompromisedCert

Other Malware

0.3

6

Win32/Peals

Trojans

0.2

7

Win32/Ramnit

Viruses

0.2

8

MSIL/Bladabindi

Backdoors

0.2

9

Win32/Gamarue

Worms

0.1

10

Win32/IeEnablerCby

Browser Modifiers

0.1



The most common threat family infecting computers in Hungary in 4Q15 was
Win32/Diplugem, which was detected and removed from 19.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Hungary in
4Q15 was Win32/Blakamba, which was detected and removed from 1.5 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Hungary in 4Q15
was Win32/Sality, which was detected and removed from 0.7 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Hungary in 4Q15
was Win32/Brontok, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Brontok is a mass-mailing
email worm that spreads by sending copies of itself as email attachments to
addresses gathered from files on the infected computer, and by copying itself to
removable volumes. Brontok can disable security software, and may conduct
DoS attacks against certain websites.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 349

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Hungary and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Hungary

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.12

0.26

(0.22)

(0.57)

6.17

5.67

(4.7)

(3.9)

143.68

67.93

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Iceland
The statistics presented here are generated by Microsoft security programs and
services running on computers in Iceland in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Iceland

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Iceland

14.9%

11.0%

13.5%

13.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Iceland

2.8

5.6

2.8

12.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 13.9% of computers in Iceland encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 12.8 of every 1,000 unique computers scanned in
Iceland in 4Q15 (a CCM score of 12.8, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Iceland over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Iceland and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Iceland and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Iceland in 4Q15, by category
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The most common malware category in Iceland in 4Q15 was Trojans. It was
encountered by 3.3 percent of all computers there, down from 4.8 percent
in 3Q15.



The second most common malware category in Iceland in 4Q15 was
Downloaders & Droppers. It was encountered by 0.9 percent of all
computers there, down from 1.0 percent in 3Q15.



The third most common malware category in Iceland in 4Q15 was Exploits,
which was encountered by 0.8 percent of all computers there, up from 0.8
percent in 3Q15.

Viruses

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 355

Unwanted software categories
Unwanted software encountered in Iceland in 4Q15, by category
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The most common unwanted software category in Iceland in 4Q15 was
Browser Modifiers. It was encountered by 7.5 percent of all computers there,
down from 8.0 percent in 3Q15.



The second most common unwanted software category in Iceland in 4Q15
was Software Bundlers. It was encountered by 2.8 percent of all computers
there, down from 3.1 percent in 3Q15.



The third most common unwanted software category in Iceland in 4Q15 was
Adware, which was encountered by 0.6 percent of all computers there,
down from 0.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Iceland in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

0.6%

2

Win32/Skeeyah

Trojans

0.6%

3

JS/Axpergle

Exploits

0.5%

4

Win32/Obfuscator

Obfuscators & Injectors

0.4%

5

Win32/Peals

Trojans

0.4%

6

Win32/Dorv

Trojans

0.3%

7

Win32/CompromisedCert

Other Malware

0.2%

8

Win32/Crowti

Ransomware

0.2%

9

ASX/Wimad

Downloaders & Droppers

0.2%

10

Win32/Spursint

Trojans

0.2%



The most common malware family encountered in Iceland in 4Q15 was
Win32/Dynamer, which was encountered by 0.6 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Iceland in 4Q15 was
Win32/Skeeyah, which was encountered by 0.6 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Iceland in 4Q15 was
JS/Axpergle, which was encountered by 0.5 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The fourth most common malware family encountered in Iceland in 4Q15 was
Win32/Obfuscator, which was encountered by 0.4 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Iceland in 4Q15

358 ICELAND

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.6%

2

Win32/Pokki

Browser Modifiers

1.9%

3

Win32/SupTab

Browser Modifiers

1.4%

4

Win32/KipodToolsCby

Browser Modifiers

1.1%

5

Win32/OutBrowse

Software Bundlers

1.0%



The most common unwanted software family encountered in Iceland in
4Q15 was Win32/Diplugem, which was encountered by 2.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Iceland in 4Q15 was Win32/Pokki, which was encountered by 1.9 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.



The third most common unwanted software family encountered in Iceland
in 4Q15 was Win32/SupTab, which was encountered by 1.4 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.

Top threat families by infection rate
The most common malware families by infection rate in Iceland in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

11.5

2

Win32/Blakamba

Trojans

1.2

3

Win32/CompromisedCert

Other Malware

0.4

4

Win32/Peals

Trojans

0.2

5

MSIL/Bladabindi

Backdoors

0.1

6

Win32/IeEnablerCby

Browser Modifiers

0.1

7

Win32/Conficker

Worms

0.1

8

Win32/Alureon

Trojans

0.1

9

Win32/Sality

Viruses

0.1

10

Win32/Anaki

Trojans

<0.1



The most common threat family infecting computers in Iceland in 4Q15 was
Win32/Diplugem, which was detected and removed from 11.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Iceland in 4Q15
was Win32/Blakamba, which was detected and removed from 1.2 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Iceland in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.4 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Iceland in 4Q15
was Win32/Peals, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Iceland and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Iceland

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

1.27

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

17.42

16.79

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

98.58

52.56

(56.2)

(26.4)
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India
The statistics presented here are generated by Microsoft security programs and
services running on computers in India in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for India

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, India

35.7%

31.5%

36.5%

44.2%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, India

24.2

30.3

25.9

53.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 44.2% of computers in India encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 53.9 of every 1,000 unique computers scanned in
India in 4Q15 (a CCM score of 53.9, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
India over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in India and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in India and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in India in 4Q15, by category
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The most common malware category in India in 4Q15 was Worms. It was
encountered by 20.8 percent of all computers there, up from 16.4 percent in
3Q15.



The second most common malware category in India in 4Q15 was Trojans. It
was encountered by 16.0 percent of all computers there, up from 15.1
percent in 3Q15.



The third most common malware category in India in 4Q15 was Obfuscators
& Injectors, which was encountered by 4.5 percent of all computers there,
up from 4.2 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in India in 4Q15, by category
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The most common unwanted software category in India in 4Q15 was
Browser Modifiers. It was encountered by 15.4 percent of all computers
there, down from 15.6 percent in 3Q15.



The second most common unwanted software category in India in 4Q15 was
Software Bundlers. It was encountered by 7.6 percent of all computers there,
up from 6.5 percent in 3Q15.



The third most common unwanted software category in India in 4Q15 was
Adware, which was encountered by 2.3 percent of all computers there,
down from 2.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in India in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

12.5%

2

VBS/Jenxcus

Worms

3.7%

3

INF/Autorun

Obfuscators & Injectors

3.4%

4

Win32/Peals

Trojans

2.8%

5

Win32/Sality

Viruses

2.1%

6

Win32/Dynamer

Trojans

1.9%

7

Win32/Skeeyah

Trojans

1.9%

8

Win32/Dorv

Trojans

1.8%

9

MSIL/Mofin

Worms

1.6%

10

Win32/Obfuscator

Obfuscators & Injectors

1.5%



The most common malware family encountered in India in 4Q15 was
Win32/Gamarue, which was encountered by 12.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in India in 4Q15 was
VBS/Jenxcus, which was encountered by 3.7 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in India in 4Q15 was
INF/Autorun, which was encountered by 3.4 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in India in 4Q15 was
Win32/Peals, which was encountered by 2.8 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in India in 4Q15

368 INDIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.1%

2

Win32/SupTab

Browser Modifiers

5.5%

3

Win32/Mizenota

Software Bundlers

1.8%

4

Win32/OutBrowse

Software Bundlers

1.7%

5

Win32/Tillail

Software Bundlers

1.5%



The most common unwanted software family encountered in India in 4Q15
was Win32/Diplugem, which was encountered by 6.1 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in India
in 4Q15 was Win32/SupTab, which was encountered by 5.5 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in India in
4Q15 was Win32/Mizenota, which was encountered by 1.8 percent of
reporting computers there. Win32/Mizenota is a software bundler that
installs unwanted software alongside the software the user is trying to install.
It has been observed to install Win32/SupTab, Win32/Sasqor,
Win32/Smudplu, and others.

Top threat families by infection rate
The most common malware families by infection rate in India in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.4

2

Win32/Gamarue

Worms

13.8

3

VBS/Jenxcus

Worms

3.3

4

Win32/Sality

Viruses

3.0

5

Win32/Blakamba

Trojans

2.2

6

Win32/Nuqel

Worms

1.5

7

Win32/Peals

Trojans

1.2

8

Win32/Ramnit

Viruses

0.9

9

Win32/Necurs

Trojans

0.7

10

Win32/Virut

Viruses

0.7



The most common threat family infecting computers in India in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in India in 4Q15
was Win32/Gamarue, which was detected and removed from 13.8 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in India in 4Q15 was
VBS/Jenxcus, which was detected and removed from 3.3 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in India in 4Q15 was
Win32/Sality, which was detected and removed from 3.0 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in India and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for India

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.19

1.20

(0.22)

(0.57)

0.57

0.30

(4.7)

(3.9)

13.95

5.25

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Indonesia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Indonesia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Indonesia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Indonesia

43.7%

40.7%

45.2%

60.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Indonesia

30.6

38.1

31.4

72.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 60.6% of computers in Indonesia encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 72.1 of every 1,000 unique computers
scanned in Indonesia in 4Q15 (a CCM score of 72.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Indonesia over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Indonesia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Indonesia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Indonesia in 4Q15, by category
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The most common malware category in Indonesia in 4Q15 was Trojans. It
was encountered by 28.5 percent of all computers there, up from 21.3
percent in 3Q15.



The second most common malware category in Indonesia in 4Q15 was
Worms. It was encountered by 28.2 percent of all computers there, up from
17.4 percent in 3Q15.



The third most common malware category in Indonesia in 4Q15 was Viruses,
which was encountered by 14.8 percent of all computers there, up from 10.9
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Indonesia in 4Q15, by category
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The most common unwanted software category in Indonesia in 4Q15 was
Browser Modifiers. It was encountered by 21.4 percent of all computers
there, up from 18.9 percent in 3Q15.



The second most common unwanted software category in Indonesia in
4Q15 was Software Bundlers. It was encountered by 9.5 percent of all
computers there, up from 8.4 percent in 3Q15.



The third most common unwanted software category in Indonesia in 4Q15
was Adware, which was encountered by 3.9 percent of all computers there,
up from 3.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Indonesia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

20.3%

2

Win32/Peals

Trojans

7.6%

3

Win32/Ramnit

Viruses

7.4%

4

Win32/Virut

Viruses

5.3%

5

Win32/CplLnk

Exploits

5.3%

6

INF/Autorun

Obfuscators & Injectors

4.3%

7

Win32/Sality

Viruses

3.7%

8

Win32/Obfuscator

Obfuscators & Injectors

3.5%

9

VBS/Jenxcus

Worms

3.4%

10

Win32/Dorv

Trojans

3.3%



The most common malware family encountered in Indonesia in 4Q15 was
Win32/Gamarue, which was encountered by 20.3 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Indonesia in 4Q15
was Win32/Peals, which was encountered by 7.6 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Indonesia in 4Q15 was
Win32/Ramnit, which was encountered by 7.4 percent of reporting computers
there. Win32/Ramnit is a family of multi-component malware that infects
executable files, Microsoft Office files, and HTML files. Win32/Ramnit spreads to
removable drives and steals sensitive information such as saved FTP credentials
and browser cookies. It may also open a backdoor to await instructions from a
remote attacker.



The fourth most common malware family encountered in Indonesia in 4Q15 was
Win32/Virut, which was encountered by 5.3 percent of reporting computers
there. Win32/Virut is a family of file-infecting viruses that target and infect .exe
and .scr files accessed on infected systems. Win32/Virut also opens a backdoor
by connecting to an IRC server.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Indonesia in 4Q15

378 INDONESIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

9.1%

2

Win32/SupTab

Browser Modifiers

8.9%

3

Win32/Mizenota

Software Bundlers

2.9%

4

Win32/OutBrowse

Software Bundlers

2.5%

5

Win32/EoRezo

Adware

2.0%



The most common unwanted software family encountered in Indonesia in
4Q15 was Win32/Diplugem, which was encountered by 9.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Indonesia in 4Q15 was Win32/SupTab, which was encountered by 8.9
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Indonesia in 4Q15 was Win32/Mizenota, which was encountered by 2.9
percent of reporting computers there. Win32/Mizenota is a software
bundler that installs unwanted software alongside the software the user is
trying to install. It has been observed to install Win32/SupTab,
Win32/Sasqor, Win32/Smudplu, and others.

Top threat families by infection rate
The most common malware families by infection rate in Indonesia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

42.0

2

Win32/Gamarue

Worms

16.2

3

Win32/Ramnit

Viruses

4.6

4

Win32/Sality

Viruses

4.2

5

Win32/Blakamba

Trojans

4.0

6

Win32/Virut

Viruses

3.4

7

VBS/Jenxcus

Worms

2.2

8

Win32/Peals

Trojans

1.7

9

Win32/Chir

Viruses

0.8

10

Win32/Dorkbot

Worms

0.8



The most common threat family infecting computers in Indonesia in 4Q15 was
Win32/Diplugem, which was detected and removed from 42.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Indonesia in
4Q15 was Win32/Gamarue, which was detected and removed from 16.2 of
every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Indonesia in 4Q15
was Win32/Ramnit, which was detected and removed from 4.6 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.



The fourth most common threat family infecting computers in Indonesia in
4Q15 was Win32/Sality, which was detected and removed from 4.2 of every
1,000 unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
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.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

380 INDONESIA

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Indonesia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
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Worldwide
Intermittent

Unprotected
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Indonesia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.42

1.66

(0.22)

(0.57)

1.77

1.35

(4.7)

(3.9)

54.54

17.75

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Iraq
The statistics presented here are generated by Microsoft security programs and
services running on computers in Iraq in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Iraq

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Iraq

41.8%

34.3%

38.4%

47.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Iraq

76.6

79.9

67.9

80.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 47.9% of computers in Iraq encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 80.0 of every 1,000 unique computers scanned in
Iraq in 4Q15 (a CCM score of 80.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for Iraq
over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Iraq and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Iraq and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Iraq in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Iraq in 4Q15 was Worms. It was
encountered by 18.3 percent of all computers there, up from 15.4 percent in
3Q15.



The second most common malware category in Iraq in 4Q15 was Trojans. It
was encountered by 17.4 percent of all computers there, up from 12.1
percent in 3Q15.



The third most common malware category in Iraq in 4Q15 was Viruses,
which was encountered by 7.3 percent of all computers there, up from 5.5
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Iraq in 4Q15, by category

Encounter rate (percent of all reporting computers)

Iraq
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4.0%
2.0%
0.0%
Browser Modifiers
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Worldwide

Software Bundlers

Adware



The most common unwanted software category in Iraq in 4Q15 was Browser
Modifiers. It was encountered by 15.9 percent of all computers there, down
from 16.3 percent in 3Q15.



The second most common unwanted software category in Iraq in 4Q15 was
Software Bundlers. It was encountered by 7.1 percent of all computers there,
up from 5.0 percent in 3Q15.



The third most common unwanted software category in Iraq in 4Q15 was
Adware, which was encountered by 2.9 percent of all computers there, up
from 2.2 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Iraq in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

8.8%

2

INF/Autorun

Obfuscators & Injectors

6.9%

3

MSIL/Bladabindi

Backdoors

5.2%

4

Win32/Gamarue

Worms

4.7%

5

Win32/Wecykler

Worms

4.0%

6

Win32/Sality

Viruses

3.4%

7

Win32/Dynamer

Trojans

3.0%

8

Win32/Skeeyah

Trojans

2.6%

9

Win32/Ramnit

Viruses

2.5%

10

Win32/CplLnk

Exploits

2.3%



The most common malware family encountered in Iraq in 4Q15 was
VBS/Jenxcus, which was encountered by 8.8 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Iraq in 4Q15 was
INF/Autorun, which was encountered by 6.9 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The third most common malware family encountered in Iraq in 4Q15 was
MSIL/Bladabindi, which was encountered by 5.2 percent of reporting computers
there. MSIL/Bladabindi is a family of backdoors created by a malicious hacker
tool called NJ Rat. They can steal sensitive information, download other
malware, and allow backdoor access to an infected computer.



The fourth most common malware family encountered in Iraq in 4Q15 was
Win32/Gamarue, which was encountered by 4.7 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 387

Top unwanted software families by encounter rate
The most common unwanted software families encountered in Iraq in 4Q15

388 IRAQ

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

6.6%

2

Win32/Diplugem

Browser Modifiers

4.3%

3

Win32/Bayads

Adware

2.3%

4

Win32/KipodToolsCby

Browser Modifiers

2.3%

5

Win32/OutBrowse

Software Bundlers

2.1%



The most common unwanted software family encountered in Iraq in 4Q15
was Win32/SupTab, which was encountered by 6.6 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Iraq in
4Q15 was Win32/Diplugem, which was encountered by 4.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Iraq in
4Q15 was Win32/Bayads, which was encountered by 2.3 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Iraq in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

22.3

2

VBS/Jenxcus

Worms

15.4

3

Win32/Sality

Viruses

12.3

4

MSIL/Bladabindi

Backdoors

9.4

5

Win32/Wecykler

Worms

6.2

6

Win32/Gamarue

Worms

5.8

7

Win32/Ramnit

Viruses

5.4

8

Win32/Blakamba

Trojans

2.8

9

Win32/Virut

Viruses

2.4

10

Win32/Yeltminky

Worms

2.3



The most common threat family infecting computers in Iraq in 4Q15 was
Win32/Diplugem, which was detected and removed from 22.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Iraq in 4Q15 was
VBS/Jenxcus, which was detected and removed from 15.4 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Iraq in 4Q15 was
Win32/Sality, which was detected and removed from 12.3 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.



The fourth most common threat family infecting computers in Iraq in 4Q15 was
MSIL/Bladabindi, which was detected and removed from 9.4 of every 1,000
unique computers scanned by the MSRT. MSIL/Bladabindi is a family of
backdoors created by a malicious hacker tool called NJ Rat. They can steal
sensitive information, download other malware, and allow backdoor access to
an infected computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Iraq and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Iraq

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.24

0.23

(0.22)

(0.57)

0.46

0.46

(4.7)

(3.9)

37.85

17.69

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Ireland
The statistics presented here are generated by Microsoft security programs and
services running on computers in Ireland in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Ireland

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Ireland

13.8%

12.3%

13.8%

14.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Ireland

2.2

5.4

3.4

21.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 14.5% of computers in Ireland encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 21.1 of every 1,000 unique computers scanned in
Ireland in 4Q15 (a CCM score of 21.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Ireland over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Ireland and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Ireland and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Ireland in 4Q15, by category
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The most common malware category in Ireland in 4Q15 was Trojans. It was
encountered by 3.3 percent of all computers there, down from 4.6 percent
in 3Q15.



The second most common malware category in Ireland in 4Q15 was
Downloaders & Droppers. It was encountered by 1.4 percent of all
computers there, down from 1.6 percent in 3Q15.



The third most common malware category in Ireland in 4Q15 was Exploits,
which was encountered by 1.0 percent of all computers there, up from 0.7
percent in 3Q15.

Viruses

Password
Stealers &
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Tools
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Unwanted software categories
Unwanted software encountered in Ireland in 4Q15, by category
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The most common unwanted software category in Ireland in 4Q15 was
Browser Modifiers. It was encountered by 7.7 percent of all computers there,
down from 8.3 percent in 3Q15.



The second most common unwanted software category in Ireland in 4Q15
was Software Bundlers. It was encountered by 2.2 percent of all computers
there, down from 2.6 percent in 3Q15.



The third most common unwanted software category in Ireland in 4Q15 was
Adware, which was encountered by 0.9 percent of all computers there,
down from 0.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Ireland in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.7%

2

Win32/Dorv

Trojans

0.5%

3

Win32/Skeeyah

Trojans

0.5%

4

Win32/Dynamer

Trojans

0.5%

5

Win32/Obfuscator

Obfuscators & Injectors

0.5%

6

Win32/Peals

Trojans

0.4%

7

Win32/Sventore

Downloaders & Droppers

0.3%

8

Win32/CompromisedCert

Other Malware

0.2%

9

W97M/Adnel

Downloaders & Droppers

0.2%

10

Win32/Spursint

Trojans

0.2%



The most common malware family encountered in Ireland in 4Q15 was
JS/Axpergle, which was encountered by 0.7 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Ireland in 4Q15 was
Win32/Dorv, which was encountered by 0.5 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The third most common malware family encountered in Ireland in 4Q15 was
Win32/Skeeyah, which was encountered by 0.5 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Ireland in 4Q15 was
Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Ireland in 4Q15

398 IRELAND

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.5%

2

Win32/SupTab

Browser Modifiers

1.6%

3

Win32/KipodToolsCby

Browser Modifiers

1.2%

4

Win32/Pokki

Browser Modifiers

0.9%

5

Win32/OutBrowse

Software Bundlers

0.6%



The most common unwanted software family encountered in Ireland in
4Q15 was Win32/Diplugem, which was encountered by 3.5 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Ireland in 4Q15 was Win32/SupTab, which was encountered by 1.6 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Ireland in
4Q15 was Win32/KipodToolsCby, which was encountered by 1.2 percent of
reporting computers there. Win32/KipodToolsCby is a browser modifier that
installs additional browser add-ons without the user’s consent. It bypasses
the normal prompts or dialogs that ask for consent to install add-ons.

Top threat families by infection rate
The most common malware families by infection rate in Ireland in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

19.3

2

Win32/Blakamba

Trojans

0.9

3

Win32/Tugspay

Downloaders & Droppers

0.2

4

Win32/CompromisedCert

Other Malware

0.2

5

Win32/Gamarue

Worms

0.2

6

Win32/Peals

Trojans

0.2

7

Win32/IeEnablerCby

Browser Modifiers

0.1

8

Win32/Alureon

Trojans

0.1

9

Win32/Sality

Viruses

0.1

10

VBS/Jenxcus

Worms

0.1



The most common threat family infecting computers in Ireland in 4Q15 was
Win32/Diplugem, which was detected and removed from 19.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Ireland in 4Q15
was Win32/Blakamba, which was detected and removed from 0.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Ireland in 4Q15
was Win32/Tugspay, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.



The fourth most common threat family infecting computers in Ireland in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.2 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Ireland and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Worldwide
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Ireland

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.03

0.08

(0.22)

(0.57)

8.32

7.21

(4.7)

(3.9)

48.26

24.97

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Israel
The statistics presented here are generated by Microsoft security programs and
services running on computers in Israel in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Israel

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Israel

20.6%

16.1%

21.2%

21.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Israel

9.5

13.7

7.9

24.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 21.4% of computers in Israel encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 24.0 of every 1,000 unique computers scanned in
Israel in 4Q15 (a CCM score of 24.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Israel over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Israel and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Israel and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Israel in 4Q15, by category
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The most common malware category in Israel in 4Q15 was Trojans. It was
encountered by 6.5 percent of all computers there, down from 6.6 percent
in 3Q15.



The second most common malware category in Israel in 4Q15 was Worms. It
was encountered by 2.7 percent of all computers there, up from 2.0 percent
in 3Q15.



The third most common malware category in Israel in 4Q15 was Exploits,
which was encountered by 1.8 percent of all computers there, down from 1.9
percent in 3Q15.
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Stealers &
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Tools
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Unwanted software categories
Unwanted software encountered in Israel in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Israel in 4Q15 was
Browser Modifiers. It was encountered by 8.7 percent of all computers there,
down from 11.9 percent in 3Q15.



The second most common unwanted software category in Israel in 4Q15
was Software Bundlers. It was encountered by 4.2 percent of all computers
there, down from 5.6 percent in 3Q15.



The third most common unwanted software category in Israel in 4Q15 was
Adware, which was encountered by 0.4 percent of all computers there,
down from 0.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Israel in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.4%

2

VBS/Jenxcus

Worms

1.1%

3

Win32/Skeeyah

Trojans

1.0%

4

Win32/Peals

Trojans

0.9%

5

Win32/Dynamer

Trojans

0.9%

6

Win32/Dorv

Trojans

0.8%

7

Win32/Obfuscator

Obfuscators & Injectors

0.7%

8

INF/Autorun

Obfuscators & Injectors

0.7%

9

Win32/Spursint

Trojans

0.6%

10

Win32/CompromisedCert

Other Malware

0.5%



The most common malware family encountered in Israel in 4Q15 was
JS/Axpergle, which was encountered by 1.4 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Israel in 4Q15 was
VBS/Jenxcus, which was encountered by 1.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Israel in 4Q15 was
Win32/Skeeyah, which was encountered by 1.0 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Israel in 4Q15 was
Win32/Peals, which was encountered by 0.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Israel in 4Q15

408 ISRAEL

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.8%

2

Win32/OutBrowse

Software Bundlers

1.8%

3

Win32/SupTab

Browser Modifiers

1.4%

4

Win32/KipodToolsCby

Browser Modifiers

1.1%

5

Win32/Mizenota

Software Bundlers

1.0%



The most common unwanted software family encountered in Israel in 4Q15
was Win32/Diplugem, which was encountered by 4.8 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Israel
in 4Q15 was Win32/OutBrowse, which was encountered by 1.8 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.



The third most common unwanted software family encountered in Israel in
4Q15 was Win32/SupTab, which was encountered by 1.4 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.

Top threat families by infection rate
The most common malware families by infection rate in Israel in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

18.3

2

VBS/Jenxcus

Worms

1.7

3

Win32/Sality

Viruses

0.8

4

Win32/Brontok

Worms

0.6

5

Win32/Gamarue

Worms

0.4

6

MSIL/Bladabindi

Backdoors

0.3

7

Win32/Ramnit

Viruses

0.3

8

Win32/CompromisedCert

Other Malware

0.3

9

Win32/IeEnablerCby

Browser Modifiers

0.2

10

Win32/Chir

Viruses

0.1



The most common threat family infecting computers in Israel in 4Q15 was
Win32/Diplugem, which was detected and removed from 18.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Israel in 4Q15
was VBS/Jenxcus, which was detected and removed from 1.7 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Israel in 4Q15 was
Win32/Sality, which was detected and removed from 0.8 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.



The fourth most common threat family infecting computers in Israel in 4Q15 was
Win32/Brontok, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Brontok is a mass-mailing
email worm that spreads by sending copies of itself as email attachments to
addresses gathered from files on the infected computer, and by copying itself to
removable volumes. Brontok can disable security software, and may conduct
DoS attacks against certain websites.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Israel and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Israel

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.05

0.31

(0.22)

(0.57)

6.06

5.72

(4.7)

(3.9)

155.27

65.73

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Italy
The statistics presented here are generated by Microsoft security programs and
services running on computers in Italy in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Italy

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Italy

19.8%

15.3%

19.8%

22.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Italy

3.3

8.8

6.1

21.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 22.3% of computers in Italy encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 21.1 of every 1,000 unique computers scanned in
Italy in 4Q15 (a CCM score of 21.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for Italy
over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Italy and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Italy and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Italy in 4Q15, by category
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The most common malware category in Italy in 4Q15 was Trojans. It was
encountered by 6.1 percent of all computers there, down from 6.8 percent in
3Q15.



The second most common malware category in Italy in 4Q15 was
Downloaders & Droppers. It was encountered by 3.1 percent of all
computers there, up from 2.6 percent in 3Q15.



The third most common malware category in Italy in 4Q15 was Exploits,
which was encountered by 2.2 percent of all computers there, up from 1.5
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Italy in 4Q15, by category
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The most common unwanted software category in Italy in 4Q15 was Browser
Modifiers. It was encountered by 10.3 percent of all computers there, down
from 11.6 percent in 3Q15.



The second most common unwanted software category in Italy in 4Q15 was
Software Bundlers. It was encountered by 3.3 percent of all computers there,
up from 2.9 percent in 3Q15.



The third most common unwanted software category in Italy in 4Q15 was
Adware, which was encountered by 1.9 percent of all computers there, up
from 1.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Italy in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.7%

2

Win32/Dynamer

Trojans

0.9%

3

Win32/Dorv

Trojans

0.9%

4

Win32/Peals

Trojans

0.8%

5

Win32/Sventore

Downloaders & Droppers

0.8%

6

Win32/Obfuscator

Obfuscators & Injectors

0.8%

7

Win32/Skeeyah

Trojans

0.7%

8

ASX/Wimad

Downloaders & Droppers

0.6%

9

Win32/Gamarue

Worms

0.6%

10

Win32/Conficker

Worms

0.5%



The most common malware family encountered in Italy in 4Q15 was
JS/Axpergle, which was encountered by 1.7 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Italy in 4Q15 was
Win32/Dynamer, which was encountered by 0.9 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Italy in 4Q15 was
Win32/Dorv, which was encountered by 0.9 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The fourth most common malware family encountered in Italy in 4Q15 was
Win32/Peals, which was encountered by 0.8 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Italy in 4Q15

418 ITALY

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

4.0%

2

Win32/Diplugem

Browser Modifiers

3.5%

3

Win32/OutBrowse

Software Bundlers

0.9%

4

Win32/KipodToolsCby

Browser Modifiers

0.9%

5

Win32/Pokki

Browser Modifiers

0.8%



The most common unwanted software family encountered in Italy in 4Q15
was Win32/SupTab, which was encountered by 4.0 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Italy in
4Q15 was Win32/Diplugem, which was encountered by 3.5 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Italy in
4Q15 was Win32/OutBrowse, which was encountered by 0.9 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Italy in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

16.9

2

Win32/CompromisedCert

Other Malware

0.9

3

Win32/Blakamba

Trojans

0.8

4

Win32/Tugspay

Downloaders & Droppers

0.6

5

Win32/Gamarue

Worms

0.6

6

VBS/Jenxcus

Worms

0.3

7

Win32/IeEnablerCby

Browser Modifiers

0.3

8

Win32/Peals

Trojans

0.2

9

Win32/Conficker

Worms

0.1

10

Win32/Reveton

Ransomware

0.1



The most common threat family infecting computers in Italy in 4Q15 was
Win32/Diplugem, which was detected and removed from 16.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Italy in 4Q15 was
Win32/CompromisedCert, which was detected and removed from 0.9 of every
1,000 unique computers scanned by the MSRT. Win32/CompromisedCert is a
detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Italy in 4Q15 was
Win32/Blakamba, which was detected and removed from 0.8 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Italy in 4Q15 was
Win32/Tugspay, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Italy and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Italy

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.17

0.27

(0.22)

(0.57)

5.86

5.48

(4.7)

(3.9)

55.59

31.04

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Jamaica
The statistics presented here are generated by Microsoft security programs and
services running on computers in Jamaica in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Jamaica

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Jamaica

29.7%

24.3%

27.2%

31.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Jamaica

10.0

18.6

9.2

41.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 31.1% of computers in Jamaica encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 41.6 of every 1,000 unique computers scanned in
Jamaica in 4Q15 (a CCM score of 41.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Jamaica over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Jamaica and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Jamaica and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Jamaica in 4Q15, by category

Encounter rate (percent of all reporting computers)

Jamaica

Worldwide
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The most common malware category in Jamaica in 4Q15 was Trojans. It was
encountered by 8.0 percent of all computers there, down from 10.0 percent
in 3Q15.



The second most common malware category in Jamaica in 4Q15 was
Worms. It was encountered by 7.5 percent of all computers there, up from
4.6 percent in 3Q15.



The third most common malware category in Jamaica in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.0 percent of all
computers there, down from 2.4 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Jamaica in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Jamaica in 4Q15 was
Browser Modifiers. It was encountered by 15.5 percent of all computers
there, down from 15.8 percent in 3Q15.



The second most common unwanted software category in Jamaica in 4Q15
was Software Bundlers. It was encountered by 7.4 percent of all computers
there, up from 7.1 percent in 3Q15.



The third most common unwanted software category in Jamaica in 4Q15
was Adware, which was encountered by 2.9 percent of all computers there,
up from 2.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Jamaica in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

3.8%

2

VBS/Jenxcus

Worms

2.2%

3

Win32/Skeeyah

Trojans

1.8%

4

Win32/Dynamer

Trojans

1.6%

5

Win32/Peals

Trojans

1.2%

6

Win32/Ippedo

Worms

1.1%

7

Win32/Obfuscator

Obfuscators & Injectors

1.0%

8

Win32/Dorv

Trojans

0.8%

9

INF/Autorun

Obfuscators & Injectors

0.8%

10

Win32/Brontok

Worms

0.6%



The most common malware family encountered in Jamaica in 4Q15 was
Win32/Gamarue, which was encountered by 3.8 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Jamaica in 4Q15 was
VBS/Jenxcus, which was encountered by 2.2 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Jamaica in 4Q15 was
Win32/Skeeyah, which was encountered by 1.8 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Jamaica in 4Q15 was
Win32/Dynamer, which was encountered by 1.6 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Jamaica in 4Q15

428 JAMAICA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.7%

2

Win32/SupTab

Browser Modifiers

4.4%

3

Win32/OutBrowse

Software Bundlers

2.6%

4

Win32/Bayads

Adware

2.4%

5

Win32/KipodToolsCby

Browser Modifiers

2.1%



The most common unwanted software family encountered in Jamaica in
4Q15 was Win32/Diplugem, which was encountered by 6.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Jamaica in 4Q15 was Win32/SupTab, which was encountered by 4.4 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Jamaica
in 4Q15 was Win32/OutBrowse, which was encountered by 2.6 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Jamaica in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

32.8

2

Win32/Gamarue

Worms

3.9

3

Win32/Blakamba

Trojans

2.4

4

VBS/Jenxcus

Worms

2.3

5

Win32/Brontok

Worms

0.6

6

Win32/Peals

Trojans

0.5

7

Win32/IeEnablerCby

Browser Modifiers

0.4

8

Win32/Vobfus

Worms

0.3

9

Win32/Sality

Viruses

0.2

10

Win32/Alureon

Trojans

0.2



The most common threat family infecting computers in Jamaica in 4Q15 was
Win32/Diplugem, which was detected and removed from 32.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Jamaica in 4Q15
was Win32/Gamarue, which was detected and removed from 3.9 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Jamaica in 4Q15
was Win32/Blakamba, which was detected and removed from 2.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Jamaica in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.3 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Jamaica and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Japan
The statistics presented here are generated by Microsoft security programs and
services running on computers in Japan in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Japan

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Japan

5.6%

5.4%

6.3%

7.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Japan

0.9

2.8

3.2

6.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 7.8% of computers in Japan encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 6.6 of every 1,000 unique computers scanned in
Japan in 4Q15 (a CCM score of 6.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Japan over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Japan and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Japan and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Japan in 4Q15, by category
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The most common malware category in Japan in 4Q15 was Exploits. It was
encountered by 2.6 percent of all computers there, up from 1.9 percent in
3Q15.



The second most common malware category in Japan in 4Q15 was Trojans.
It was encountered by 1.8 percent of all computers there, down from 1.8
percent in 3Q15.



The third most common malware category in Japan in 4Q15 was
Downloaders & Droppers, which was encountered by 0.6 percent of all
computers there, up from 0.6 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Japan in 4Q15, by category
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The most common unwanted software category in Japan in 4Q15 was
Browser Modifiers. It was encountered by 1.9 percent of all computers there,
up from 1.8 percent in 3Q15.



The second most common unwanted software category in Japan in 4Q15
was Software Bundlers. It was encountered by 0.8 percent of all computers
there, up from 0.7 percent in 3Q15.



The third most common unwanted software category in Japan in 4Q15 was
Adware, which was encountered by 0.7 percent of all computers there,
down from 0.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Japan in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

2.5%

2

Win32/Dorv

Trojans

0.5%

3

Win32/Sventore

Downloaders & Droppers

0.2%

4

Win32/Skeeyah

Trojans

0.2%

5

Win32/CompromisedCert

Other Malware

0.2%

6

INF/Autorun

Obfuscators & Injectors

0.2%

7

Win32/Dynamer

Trojans

0.2%

8

Win32/Peals

Trojans

0.2%

9

Win32/Obfuscator

Obfuscators & Injectors

0.1%

10

Win32/Conficker

Worms

0.1%



The most common malware family encountered in Japan in 4Q15 was
JS/Axpergle, which was encountered by 2.5 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Japan in 4Q15 was
Win32/Dorv, which was encountered by 0.5 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The third most common malware family encountered in Japan in 4Q15 was
Win32/Sventore, which was encountered by 0.2 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The fourth most common malware family encountered in Japan in 4Q15 was
Win32/Skeeyah, which was encountered by 0.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Japan in 4Q15

436 JAPAN

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

0.9%

2

Win32/SupTab

Browser Modifiers

0.4%

3

Win32/Bayads

Adware

0.4%

4

Win32/Tillail

Software Bundlers

0.3%

5

Win32/Pokki

Browser Modifiers

0.2%



The most common unwanted software family encountered in Japan in 4Q15
was Win32/Diplugem, which was encountered by 0.9 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Japan
in 4Q15 was Win32/SupTab, which was encountered by 0.4 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Japan in
4Q15 was Win32/Bayads, which was encountered by 0.4 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Japan in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

5.5

2

Win32/Blakamba

Trojans

0.4

3

Win32/Zbot

Password Stealers & Monitoring Tools

0.4

4

Win32/Peals

Trojans

0.1

5

Win32/Vawtrak

Backdoors

0.1

6

Win32/CompromisedCert

Other Malware

0.1

7

Win32/Nitol

Other Malware

0.1

8

Win32/Alureon

Trojans

<0.1

9

Win32/IeEnablerCby

Browser Modifiers

<0.1

10

Win32/Rovnix

Obfuscators & Injectors

<0.1



The most common threat family infecting computers in Japan in 4Q15 was
Win32/Diplugem, which was detected and removed from 5.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Japan in 4Q15
was Win32/Blakamba, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Japan in 4Q15 was
Win32/Zbot, which was detected and removed from 0.4 of every 1,000 unique
computers scanned by the MSRT. Win32/Zbot is a family of password stealing
trojans that also contains backdoor functionality allowing unauthorized access
and control of an affected computer.



The fourth most common threat family infecting computers in Japan in 4Q15
was Win32/Peals, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Japan and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Japan

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.03

0.08

(0.22)

(0.57)

1.76

1.64

(4.7)

(3.9)

9.54

8.38

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Jordan
The statistics presented here are generated by Microsoft security programs and
services running on computers in Jordan in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Jordan

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Jordan

40.4%

33.6%

36.5%

45.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Jordan

36.6

45.1

33.6

64.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 441

Encounter and infection rate trends
In 4Q15, 45.3% of computers in Jordan encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 64.3 of every 1,000 unique computers scanned in
Jordan in 4Q15 (a CCM score of 64.3, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Jordan over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Jordan and worldwide

Infection rate

Encounter rate

70

45%

60

40%

50

35%
30%

40

25%
30

20%
15%

20

10%

10

5%

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

50%

0

0%
1Q15

2Q15

3Q15
Jordan

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Jordan and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Jordan in 4Q15, by category
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The most common malware category in Jordan in 4Q15 was Worms. It was
encountered by 18.1 percent of all computers there, up from 16.8 percent in
3Q15.



The second most common malware category in Jordan in 4Q15 was Trojans.
It was encountered by 17.8 percent of all computers there, up from 10.9
percent in 3Q15.



The third most common malware category in Jordan in 4Q15 was Viruses,
which was encountered by 4.4 percent of all computers there, up from 4.0
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Jordan in 4Q15, by category
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The most common unwanted software category in Jordan in 4Q15 was
Browser Modifiers. It was encountered by 18.4 percent of all computers
there, down from 18.6 percent in 3Q15.



The second most common unwanted software category in Jordan in 4Q15
was Software Bundlers. It was encountered by 8.4 percent of all computers
there, up from 6.9 percent in 3Q15.



The third most common unwanted software category in Jordan in 4Q15 was
Adware, which was encountered by 3.4 percent of all computers there, up
from 2.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Jordan in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

11.0%

2

VBS/Jenxcus

Worms

7.3%

3

INF/Autorun

Obfuscators & Injectors

3.0%

4

Win32/Skeeyah

Trojans

2.7%

5

Win32/Peals

Trojans

2.6%

6

Win32/Sality

Viruses

2.4%

7

Win32/Ramnit

Viruses

2.3%

8

Win32/CplLnk

Exploits

2.2%

9

Win32/Dynamer

Trojans

2.2%

10

Win32/Sulunch

Trojans

1.9%



The most common malware family encountered in Jordan in 4Q15 was
Win32/Gamarue, which was encountered by 11.0 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Jordan in 4Q15 was
VBS/Jenxcus, which was encountered by 7.3 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Jordan in 4Q15 was
INF/Autorun, which was encountered by 3.0 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Jordan in 4Q15 was
Win32/Skeeyah, which was encountered by 2.7 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Jordan in 4Q15

446JORDAN

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

7.3%

2

Win32/Diplugem

Browser Modifiers

6.8%

3

Win32/OutBrowse

Software Bundlers

3.0%

4

Win32/Bayads

Adware

2.6%

5

Win32/Mizenota

Software Bundlers

2.3%



The most common unwanted software family encountered in Jordan in
4Q15 was Win32/SupTab, which was encountered by 7.3 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in Jordan
in 4Q15 was Win32/Diplugem, which was encountered by 6.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Jordan in
4Q15 was Win32/OutBrowse, which was encountered by 3.0 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Jordan in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.7

2

Win32/Gamarue

Worms

13.8

3

VBS/Jenxcus

Worms

9.0

4

Win32/Sality

Viruses

5.4

5

Win32/Blakamba

Trojans

2.9

6

Win32/Ramnit

Viruses

2.9

7

Win32/Dorkbot

Worms

1.7

8

MSIL/Bladabindi

Backdoors

1.7

9

Win32/Virut

Viruses

1.6

10

Win32/Peals

Trojans

1.4



The most common threat family infecting computers in Jordan in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Jordan in 4Q15
was Win32/Gamarue, which was detected and removed from 13.8 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Jordan in 4Q15
was VBS/Jenxcus, which was detected and removed from 9.0 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Jordan in 4Q15
was Win32/Sality, which was detected and removed from 5.4 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Jordan and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Jordan

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.16

0.38

(0.22)

(0.57)

0.62

0.31

(4.7)

(3.9)

58.20

17.34

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Kazakhstan
The statistics presented here are generated by Microsoft security programs and
services running on computers in Kazakhstan in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Kazakhstan

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Kazakhstan

32.0%

24.6%

26.2%

37.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Kazakhstan

21.6

21.6

14.6

15.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 37.0% of computers in Kazakhstan encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 15.6 of every 1,000 unique computers
scanned in Kazakhstan in 4Q15 (a CCM score of 15.6, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Kazakhstan over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Kazakhstan and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Kazakhstan and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Kazakhstan in 4Q15, by category
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The most common malware category in Kazakhstan in 4Q15 was Trojans. It
was encountered by 22.1 percent of all computers there, up from 14.1
percent in 3Q15.



The second most common malware category in Kazakhstan in 4Q15 was
Worms. It was encountered by 10.7 percent of all computers there, up from
6.8 percent in 3Q15.



The third most common malware category in Kazakhstan in 4Q15 was
Downloaders & Droppers, which was encountered by 6.4 percent of all
computers there, down from 6.4 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Kazakhstan in 4Q15, by category
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The most common unwanted software category in Kazakhstan in 4Q15 was
Browser Modifiers. It was encountered by 6.3 percent of all computers there,
up from 5.2 percent in 3Q15.



The second most common unwanted software category in Kazakhstan in
4Q15 was Software Bundlers. It was encountered by 4.2 percent of all
computers there, up from 1.3 percent in 3Q15.



The third most common unwanted software category in Kazakhstan in 4Q15
was Adware, which was encountered by 1.3 percent of all computers there,
up from 0.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Kazakhstan in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Spursint

Trojans

5.0%

2

Win32/Peals

Trojans

4.8%

3

Win32/Skeeyah

Trojans

4.4%

4

Win32/Gamarue

Worms

3.4%

5

Win32/Obfuscator

Obfuscators & Injectors

3.3%

6

Win32/Dynamer

Trojans

2.5%

7

Win32/Ogimant

Downloaders & Droppers

2.3%

8

Win32/Mytonel

Downloaders & Droppers

1.9%

9

VBS/Jenxcus

Worms

1.3%

10

Win32/Dorv

Trojans

1.1%



The most common malware family encountered in Kazakhstan in 4Q15 was
Win32/Spursint, which was encountered by 5.0 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The second most common malware family encountered in Kazakhstan in 4Q15
was Win32/Peals, which was encountered by 4.8 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Kazakhstan in 4Q15
was Win32/Skeeyah, which was encountered by 4.4 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The fourth most common malware family encountered in Kazakhstan in 4Q15
was Win32/Gamarue, which was encountered by 3.4 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Kazakhstan in 4Q15

456 KAZAKHSTAN

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

2.7%

2

Win32/Pokki

Browser Modifiers

1.2%

3

Win32/Mizenota

Software Bundlers

0.9%

4

Win32/Bayads

Adware

0.9%

5

Win32/Diplugem

Browser Modifiers

0.8%



The most common unwanted software family encountered in Kazakhstan in
4Q15 was Win32/SupTab, which was encountered by 2.7 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Kazakhstan in 4Q15 was Win32/Pokki, which was encountered by 1.2 percent
of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.



The third most common unwanted software family encountered in
Kazakhstan in 4Q15 was Win32/Mizenota, which was encountered by 0.9
percent of reporting computers there. Win32/Mizenota is a software
bundler that installs unwanted software alongside the software the user is
trying to install. It has been observed to install Win32/SupTab,
Win32/Sasqor, Win32/Smudplu, and others.

Top threat families by infection rate
The most common malware families by infection rate in Kazakhstan in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

4.1

2

Win32/Gamarue

Worms

2.2

3

VBS/Jenxcus

Worms

1.5

4

Win32/CompromisedCert

Other Malware

1.4

5

Win32/Ramnit

Viruses

1.1

6

Win32/Mytonel

Downloaders & Droppers

1.0

7

Win32/Dorkbot

Worms

0.9

8

Win32/Vobfus

Worms

0.9

9

Win32/Sality

Viruses

0.4

10

Win32/Peals

Trojans

0.4



The most common threat family infecting computers in Kazakhstan in 4Q15 was
Win32/Diplugem, which was detected and removed from 4.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Kazakhstan in
4Q15 was Win32/Gamarue, which was detected and removed from 2.2 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Kazakhstan in
4Q15 was VBS/Jenxcus, which was detected and removed from 1.5 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Kazakhstan in
4Q15 was Win32/CompromisedCert, which was detected and removed from 1.4
of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Kazakhstan and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Kazakhstan

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.36

1.59

(0.22)

(0.57)

1.44

1.02

(4.7)

(3.9)

298.36

103.12

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Kenya
The statistics presented here are generated by Microsoft security programs and
services running on computers in Kenya in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Kenya

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Kenya

32.1%

29.0%

33.1%

42.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Kenya

18.9

22.7

21.2

37.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 42.0% of computers in Kenya encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 37.0 of every 1,000 unique computers scanned in
Kenya in 4Q15 (a CCM score of 37.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Kenya over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Kenya and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Kenya and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Kenya in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Kenya in 4Q15 was Worms. It was
encountered by 22.9 percent of all computers there, up from 17.4 percent in
3Q15.



The second most common malware category in Kenya in 4Q15 was Trojans.
It was encountered by 13.4 percent of all computers there, up from 11.6
percent in 3Q15.



The third most common malware category in Kenya in 4Q15 was Viruses,
which was encountered by 3.8 percent of all computers there, up from 3.3
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Kenya in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Kenya in 4Q15 was
Browser Modifiers. It was encountered by 11.1 percent of all computers there,
up from 10.9 percent in 3Q15.



The second most common unwanted software category in Kenya in 4Q15
was Software Bundlers. It was encountered by 6.3 percent of all computers
there, up from 4.6 percent in 3Q15.



The third most common unwanted software category in Kenya in 4Q15 was
Adware, which was encountered by 1.5 percent of all computers there, up
from 1.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Kenya in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Ippedo

Worms

11.7%

2

Win32/Gamarue

Worms

11.5%

3

INF/Autorun

Obfuscators & Injectors

4.4%

4

VBS/Jenxcus

Worms

3.7%

5

Win32/Copali

Worms

2.7%

6

Win32/Sality

Viruses

2.2%

7

Win32/Skeeyah

Trojans

2.1%

8

Win32/Peals

Trojans

2.0%

9

Win32/Dynamer

Trojans

1.9%

10

Win32/Virut

Viruses

1.2%



The most common malware family encountered in Kenya in 4Q15 was
Win32/Ippedo, which was encountered by 11.7 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The second most common malware family encountered in Kenya in 4Q15 was
Win32/Gamarue, which was encountered by 11.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The third most common malware family encountered in Kenya in 4Q15 was
INF/Autorun, which was encountered by 4.4 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Kenya in 4Q15 was
VBS/Jenxcus, which was encountered by 3.7 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Kenya in 4Q15

466 KENYA

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

3.9%

2

Win32/Diplugem

Browser Modifiers

3.9%

3

Win32/OutBrowse

Software Bundlers

1.9%

4

Win32/Mizenota

Software Bundlers

1.7%

5

Win32/KipodToolsCby

Browser Modifiers

1.3%



The most common unwanted software family encountered in Kenya in 4Q15
was Win32/SupTab, which was encountered by 3.9 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Kenya
in 4Q15 was Win32/Diplugem, which was encountered by 3.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Kenya in
4Q15 was Win32/OutBrowse, which was encountered by 1.9 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Kenya in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

14.5

2

Win32/Gamarue

Worms

13.5

3

Win32/Sality

Viruses

3.4

4

VBS/Jenxcus

Worms

3.0

5

Win32/Virut

Viruses

1.3

6

Win32/Blakamba

Trojans

1.0

7

Win32/Peals

Trojans

0.8

8

Win32/Ramnit

Viruses

0.7

9

Win32/Necurs

Trojans

0.6

10

Win32/Tarnid

Backdoors

0.4



The most common threat family infecting computers in Kenya in 4Q15 was
Win32/Diplugem, which was detected and removed from 14.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Kenya in 4Q15
was Win32/Gamarue, which was detected and removed from 13.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Kenya in 4Q15 was
Win32/Sality, which was detected and removed from 3.4 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.



The fourth most common threat family infecting computers in Kenya in 4Q15
was VBS/Jenxcus, which was detected and removed from 3.0 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Kenya and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Kenya

Metric
Drive-by download pages per 1,000 URLs
(Worldwide)
Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)

3Q15

4Q15

1.11

0.36

(0.22)

(0.57)

0.16

0.13

(4.7)

(3.9)

3.17

1.99

(56.2)

(26.4)
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Korea
The statistics presented here are generated by Microsoft security programs and
services running on computers in Korea in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Korea

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Korea

13.1%

10.3%

12.0%

15.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Korea

7.2

13.8

8.9

14.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 15.1% of computers in Korea encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 14.1 of every 1,000 unique computers scanned in
Korea in 4Q15 (a CCM score of 14.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Korea over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Korea and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Korea and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Korea in 4Q15, by category
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The most common malware category in Korea in 4Q15 was Trojans. It was
encountered by 6.0 percent of all computers there, up from 5.7 percent in
3Q15.



The second most common malware category in Korea in 4Q15 was
Backdoors. It was encountered by 1.6 percent of all computers there, up
from 1.2 percent in 3Q15.



The third most common malware category in Korea in 4Q15 was Worms,
which was encountered by 1.6 percent of all computers there, up from 1.2
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Korea in 4Q15, by category
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The most common unwanted software category in Korea in 4Q15 was
Adware. It was encountered by 2.4 percent of all computers there, down
from 2.8 percent in 3Q15.



The second most common unwanted software category in Korea in 4Q15
was Browser Modifiers. It was encountered by 2.3 percent of all computers
there, up from 1.1 percent in 3Q15.



The third most common unwanted software category in Korea in 4Q15 was
Software Bundlers, which was encountered by 1.2 percent of all computers
there, up from 0.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Korea in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

1.2%

2

Win32/Dynamer

Trojans

1.0%

3

Win32/Obfuscator

Obfuscators & Injectors

0.7%

4

Win32/Peals

Trojans

0.7%

5

JS/Axpergle

Exploits

0.6%

6

HTML/Meadgive

Exploits

0.6%

7

Win32/Nitol

Other Malware

0.6%

8

Win32/Zegost

Backdoors

0.5%

9

INF/Autorun

Obfuscators & Injectors

0.4%

10

VBS/Jenxcus

Worms

0.4%



The most common malware family encountered in Korea in 4Q15 was
Win32/Skeeyah, which was encountered by 1.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Korea in 4Q15 was
Win32/Dynamer, which was encountered by 1.0 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Korea in 4Q15 was
Win32/Obfuscator, which was encountered by 0.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Korea in 4Q15 was
Win32/Peals, which was encountered by 0.7 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Korea in 4Q15

476 KOREA

% of reporting
computers

Family

Most significant category

1

Win32/Hebogo

Adware

1.4%

2

Win32/SupTab

Browser Modifiers

0.8%

3

Win32/Diplugem

Browser Modifiers

0.6%

4

Win32/Dowadmin

Software Bundlers

0.5%

5

Win32/KipodToolsCby

Browser Modifiers

0.3%



The most common unwanted software family encountered in Korea in 4Q15
was Win32/Hebogo, which was encountered by 1.4 percent of reporting
computers there. Win32/Hebogo is a program that offers language
conversion features within Windows Internet Explorer. It may open pop-up
advertisements based on web browsing habits.



The second most common unwanted software family encountered in Korea
in 4Q15 was Win32/SupTab, which was encountered by 0.8 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Korea in
4Q15 was Win32/Diplugem, which was encountered by 0.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.

Top threat families by infection rate
The most common malware families by infection rate in Korea in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

6.8

2

Win32/Nitol

Other Malware

2.5

3

Win32/Onescan

Other Malware

1.0

4

Win32/Blakamba

Trojans

0.8

5

VBS/Jenxcus

Worms

0.7

6

Win32/Enterak

Password Stealers & Monitoring Tools

0.5

7

Win32/Virut

Viruses

0.5

8

Win32/Peals

Trojans

0.2

9

MSIL/Bladabindi

Backdoors

0.2

10

Win32/Banker

Trojans

0.1



The most common threat family infecting computers in Korea in 4Q15 was
Win32/Diplugem, which was detected and removed from 6.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Korea in 4Q15
was Win32/Nitol, which was detected and removed from 2.5 of every 1,000
unique computers scanned by the MSRT. Win32/Nitol is a family of trojans that
perform DDoS (distributed denial of service) attacks, allow backdoor access and
control, download and run files, and perform a number of other malicious
activities on the computer.



The third most common threat family infecting computers in Korea in 4Q15 was
Win32/Onescan, which was detected and removed from 1.0 of every 1,000
unique computers scanned by the MSRT. Win32/Onescan is a Korean-language
rogue security software family distributed under the names One Scan, Siren114,
EnPrivacy, PC Trouble, Smart Vaccine, and many others.



The fourth most common threat family infecting computers in Korea in 4Q15
was Win32/Blakamba, which was detected and removed from 0.8 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Korea and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Korea

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.16

0.16

(0.22)

(0.57)

2.01

1.43

(4.7)

(3.9)

26.59

19.30

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Kuwait
The statistics presented here are generated by Microsoft security programs and
services running on computers in Kuwait in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Kuwait

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Kuwait

28.1%

22.8%

26.8%

29.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Kuwait

17.6

27.0

20.0

45.4

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 29.9% of computers in Kuwait encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 45.4 of every 1,000 unique computers scanned in
Kuwait in 4Q15 (a CCM score of 45.4, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Kuwait over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Kuwait and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Kuwait and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Kuwait in 4Q15, by category
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The most common malware category in Kuwait in 4Q15 was Worms. It was
encountered by 9.5 percent of all computers there, down from 10.1 percent
in 3Q15.



The second most common malware category in Kuwait in 4Q15 was Trojans.
It was encountered by 9.3 percent of all computers there, up from 6.5
percent in 3Q15.



The third most common malware category in Kuwait in 4Q15 was Viruses,
which was encountered by 2.2 percent of all computers there, up from 2.1
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Kuwait in 4Q15, by category
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The most common unwanted software category in Kuwait in 4Q15 was
Browser Modifiers. It was encountered by 12.2 percent of all computers
there, down from 14.2 percent in 3Q15.



The second most common unwanted software category in Kuwait in 4Q15
was Software Bundlers. It was encountered by 4.9 percent of all computers
there, up from 4.7 percent in 3Q15.



The third most common unwanted software category in Kuwait in 4Q15 was
Adware, which was encountered by 3.0 percent of all computers there, up
from 2.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Kuwait in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

4.3%

2

VBS/Jenxcus

Worms

3.9%

3

Win32/Skeeyah

Trojans

1.7%

4

Win32/Dynamer

Trojans

1.3%

5

INF/Autorun

Obfuscators & Injectors

1.2%

6

Win32/Peals

Trojans

1.1%

7

Win32/Dorv

Trojans

0.9%

8

Win32/Vermis

Worms

0.7%

9

Win32/Grenam

Viruses

0.6%

10

Win32/Sality

Viruses

0.6%



The most common malware family encountered in Kuwait in 4Q15 was
Win32/Gamarue, which was encountered by 4.3 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Kuwait in 4Q15 was
VBS/Jenxcus, which was encountered by 3.9 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Kuwait in 4Q15 was
Win32/Skeeyah, which was encountered by 1.7 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Kuwait in 4Q15 was
Win32/Dynamer, which was encountered by 1.3 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Kuwait in 4Q15

486 KUWAIT

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.3%

2

Win32/SupTab

Browser Modifiers

3.8%

3

Win32/Bayads

Adware

1.8%

4

Win32/KipodToolsCby

Browser Modifiers

1.6%

5

Win32/OutBrowse

Software Bundlers

1.4%



The most common unwanted software family encountered in Kuwait in
4Q15 was Win32/Diplugem, which was encountered by 4.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in Kuwait
in 4Q15 was Win32/SupTab, which was encountered by 3.8 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Kuwait in
4Q15 was Win32/Bayads, which was encountered by 1.8 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Kuwait in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.8

2

VBS/Jenxcus

Worms

6.8

3

Win32/Gamarue

Worms

6.3

4

Win32/CompromisedCert

Other Malware

2.7

5

Win32/Blakamba

Trojans

2.6

6

Win32/Sality

Viruses

1.5

7

Win32/Dorkbot

Worms

0.8

8

Win32/Peals

Trojans

0.8

9

MSIL/Bladabindi

Backdoors

0.8

10

Win32/IeEnablerCby

Browser Modifiers

0.6



The most common threat family infecting computers in Kuwait in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Kuwait in 4Q15
was VBS/Jenxcus, which was detected and removed from 6.8 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Kuwait in 4Q15 was
Win32/Gamarue, which was detected and removed from 6.3 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Kuwait in 4Q15
was Win32/CompromisedCert, which was detected and removed from 2.7 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Kuwait and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Kuwait

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.04

0.11

(0.22)

(0.57)

2.13

0.37

(4.7)

(3.9)

31.11

17.94

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Latvia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Latvia in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Latvia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Latvia

23.3%

16.2%

20.0%

22.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Latvia

3.2

6.1

3.3

17.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 22.3% of computers in Latvia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 17.8 of every 1,000 unique computers scanned in
Latvia in 4Q15 (a CCM score of 17.8, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Latvia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Latvia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Latvia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Latvia in 4Q15, by category
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The most common malware category in Latvia in 4Q15 was Trojans. It was
encountered by 9.7 percent of all computers there, up from 9.3 percent in
3Q15.



The second most common malware category in Latvia in 4Q15 was
Downloaders & Droppers. It was encountered by 2.6 percent of all
computers there, down from 2.8 percent in 3Q15.



The third most common malware category in Latvia in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.1 percent of all
computers there, down from 2.3 percent in 3Q15.

Viruses

Ransomware
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Unwanted software categories
Unwanted software encountered in Latvia in 4Q15, by category
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The most common unwanted software category in Latvia in 4Q15 was
Browser Modifiers. It was encountered by 8.9 percent of all computers there,
down from 9.7 percent in 3Q15.



The second most common unwanted software category in Latvia in 4Q15
was Software Bundlers. It was encountered by 4.4 percent of all computers
there, up from 4.0 percent in 3Q15.



The third most common unwanted software category in Latvia in 4Q15 was
Adware, which was encountered by 1.0 percent of all computers there, down
from 1.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Latvia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

2.1%

2

Win32/Dynamer

Trojans

2.0%

3

Win32/Spursint

Trojans

1.7%

4

Win32/Obfuscator

Obfuscators & Injectors

1.7%

5

Win32/Peals

Trojans

1.6%

6

JS/Axpergle

Exploits

0.7%

7

Win32/Mytonel

Downloaders & Droppers

0.5%

8

Win32/Dorv

Trojans

0.5%

9

Win32/Ogimant

Downloaders & Droppers

0.5%

10

Win32/Upatre

Downloaders & Droppers

0.4%



The most common malware family encountered in Latvia in 4Q15 was
Win32/Skeeyah, which was encountered by 2.1 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Latvia in 4Q15 was
Win32/Dynamer, which was encountered by 2.0 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Latvia in 4Q15 was
Win32/Spursint, which was encountered by 1.7 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The fourth most common malware family encountered in Latvia in 4Q15 was
Win32/Obfuscator, which was encountered by 1.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Latvia in 4Q15

496 LATVIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.6%

2

Win32/SupTab

Browser Modifiers

2.9%

3

Win32/OutBrowse

Software Bundlers

1.5%

4

Win32/Mizenota

Software Bundlers

1.1%

5

Win32/Pokki

Browser Modifiers

0.8%



The most common unwanted software family encountered in Latvia in 4Q15
was Win32/Diplugem, which was encountered by 3.6 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Latvia
in 4Q15 was Win32/SupTab, which was encountered by 2.9 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Latvia in
4Q15 was Win32/OutBrowse, which was encountered by 1.5 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Latvia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

15.7

2

Win32/Blakamba

Trojans

1.1

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/Peals

Trojans

0.2

5

Win32/Ramnit

Viruses

0.2

6

Win32/Sality

Viruses

0.1

7

Win32/Mytonel

Downloaders & Droppers

0.1

8

MSIL/Bladabindi

Backdoors

0.1

9

Win32/IeEnablerCby

Browser Modifiers

0.1

10

Win32/Brontok

Worms

0.1



The most common threat family infecting computers in Latvia in 4Q15 was
Win32/Diplugem, which was detected and removed from 15.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Latvia in 4Q15
was Win32/Blakamba, which was detected and removed from 1.1 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Latvia in 4Q15 was
Win32/CompromisedCert, which was detected and removed from 0.3 of every
1,000 unique computers scanned by the MSRT. Win32/CompromisedCert is a
detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Latvia in 4Q15
was Win32/Peals, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 497

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Latvia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Latvia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.49

1.21

(0.22)

(0.57)

6.16

4.84

(4.7)

(3.9)

353.55

144.64

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Lebanon
The statistics presented here are generated by Microsoft security programs and
services running on computers in Lebanon in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Lebanon

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Lebanon

34.0%

28.4%

28.8%

36.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Lebanon

31.7

42.3

28.5

55.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 36.5% of computers in Lebanon encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 55.1 of every 1,000 unique computers
scanned in Lebanon in 4Q15 (a CCM score of 55.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Lebanon over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Lebanon and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Lebanon and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Lebanon in 4Q15, by category
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The most common malware category in Lebanon in 4Q15 was Worms. It
was encountered by 14.7 percent of all computers there, up from 12.1
percent in 3Q15.



The second most common malware category in Lebanon in 4Q15 was
Trojans. It was encountered by 13.6 percent of all computers there, up from
9.0 percent in 3Q15.



The third most common malware category in Lebanon in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.1 percent of all
computers there, up from 2.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Lebanon in 4Q15, by category
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The most common unwanted software category in Lebanon in 4Q15 was
Browser Modifiers. It was encountered by 13.2 percent of all computers
there, up from 13.2 percent in 3Q15.



The second most common unwanted software category in Lebanon in 4Q15
was Software Bundlers. It was encountered by 5.7 percent of all computers
there, up from 5.1 percent in 3Q15.



The third most common unwanted software category in Lebanon in 4Q15
was Adware, which was encountered by 3.0 percent of all computers there,
up from 2.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Lebanon in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

8.6%

2

VBS/Jenxcus

Worms

4.5%

3

INF/Autorun

Obfuscators & Injectors

2.3%

4

Win32/Skeeyah

Trojans

2.1%

5

Win32/Dynamer

Trojans

1.9%

6

Win32/Peals

Trojans

1.8%

7

Win32/Sality

Viruses

1.3%

8

Win32/Nuqel

Worms

1.2%

9

Win32/Obfuscator

Obfuscators & Injectors

1.2%

10

Win32/Folstart

Worms

1.1%



The most common malware family encountered in Lebanon in 4Q15 was
Win32/Gamarue, which was encountered by 8.6 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Lebanon in 4Q15
was VBS/Jenxcus, which was encountered by 4.5 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in Lebanon in 4Q15 was
INF/Autorun, which was encountered by 2.3 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Lebanon in 4Q15 was
Win32/Skeeyah, which was encountered by 2.1 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Lebanon in 4Q15

506 LEBANON

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.6%

2

Win32/SupTab

Browser Modifiers

3.9%

3

Win32/Bayads

Adware

2.2%

4

Win32/OutBrowse

Software Bundlers

2.1%

5

Win32/KipodToolsCby

Browser Modifiers

1.8%



The most common unwanted software family encountered in Lebanon in
4Q15 was Win32/Diplugem, which was encountered by 5.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Lebanon in 4Q15 was Win32/SupTab, which was encountered by 3.9
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Lebanon
in 4Q15 was Win32/Bayads, which was encountered by 2.2 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Lebanon in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

28.2

2

Win32/Gamarue

Worms

11.7

3

VBS/Jenxcus

Worms

7.9

4

Win32/Blakamba

Trojans

2.9

5

Win32/Sality

Viruses

2.8

6

Win32/Folstart

Worms

2.1

7

Win32/Nuqel

Worms

1.6

8

Win32/Peals

Trojans

1.1

9

Win32/Brontok

Worms

0.9

10

Win32/Ramnit

Viruses

0.8



The most common threat family infecting computers in Lebanon in 4Q15 was
Win32/Diplugem, which was detected and removed from 28.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Lebanon in
4Q15 was Win32/Gamarue, which was detected and removed from 11.7 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Lebanon in 4Q15
was VBS/Jenxcus, which was detected and removed from 7.9 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Lebanon in 4Q15
was Win32/Blakamba, which was detected and removed from 2.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Lebanon and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Lithuania
The statistics presented here are generated by Microsoft security programs and
services running on computers in Lithuania in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Lithuania

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Lithuania

25.0%

18.7%

22.3%

24.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Lithuania

5.0

8.9

4.5

25.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 24.3% of computers in Lithuania encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 25.6 of every 1,000 unique computers
scanned in Lithuania in 4Q15 (a CCM score of 25.6, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Lithuania over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Lithuania and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Lithuania and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Lithuania in 4Q15, by category
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The most common malware category in Lithuania in 4Q15 was Trojans. It
was encountered by 9.5 percent of all computers there, down from 10.4
percent in 3Q15.



The second most common malware category in Lithuania in 4Q15 was
Obfuscators & Injectors. It was encountered by 2.3 percent of all computers
there, down from 2.6 percent in 3Q15.



The third most common malware category in Lithuania in 4Q15 was Exploits,
which was encountered by 2.2 percent of all computers there, up from 2.1
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Lithuania in 4Q15, by category
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The most common unwanted software category in Lithuania in 4Q15 was
Browser Modifiers. It was encountered by 10.5 percent of all computers
there, down from 12.5 percent in 3Q15.



The second most common unwanted software category in Lithuania in 4Q15
was Software Bundlers. It was encountered by 4.9 percent of all computers
there, down from 5.4 percent in 3Q15.



The third most common unwanted software category in Lithuania in 4Q15
was Adware, which was encountered by 1.3 percent of all computers there,
down from 1.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Lithuania in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

2.5%

2

Win32/Skeeyah

Trojans

2.0%

3

Win32/Obfuscator

Obfuscators & Injectors

1.7%

4

JS/Axpergle

Exploits

1.4%

5

Win32/Peals

Trojans

1.1%

6

Win32/Spursint

Trojans

1.1%

7

Win32/Dorv

Trojans

0.8%

8

INF/Autorun

Obfuscators & Injectors

0.3%

9

Win32/Brontok

Worms

0.3%

10

Win32/Crowti

Ransomware

0.3%



The most common malware family encountered in Lithuania in 4Q15 was
Win32/Dynamer, which was encountered by 2.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Lithuania in 4Q15
was Win32/Skeeyah, which was encountered by 2.0 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Lithuania in 4Q15 was
Win32/Obfuscator, which was encountered by 1.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Lithuania in 4Q15 was
JS/Axpergle, which was encountered by 1.4 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Lithuania in 4Q15

514 LITHUANIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.3%

2

Win32/SupTab

Browser Modifiers

3.1%

3

Win32/OutBrowse

Software Bundlers

1.7%

4

Win32/Mizenota

Software Bundlers

1.3%

5

Win32/Bayads

Adware

1.0%



The most common unwanted software family encountered in Lithuania in
4Q15 was Win32/Diplugem, which was encountered by 5.3 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Lithuania in 4Q15 was Win32/SupTab, which was encountered by 3.1
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Lithuania
in 4Q15 was Win32/OutBrowse, which was encountered by 1.7 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Lithuania in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

22.7

2

Win32/Blakamba

Trojans

2.0

3

Win32/Brontok

Worms

0.4

4

Win32/Sality

Viruses

0.3

5

Win32/Peals

Trojans

0.3

6

Win32/CompromisedCert

Other Malware

0.2

7

Win32/Ramnit

Viruses

0.2

8

VBS/Jenxcus

Worms

0.2

9

MSIL/Bladabindi

Backdoors

0.2

10

Win32/Gamarue

Worms

0.2



The most common threat family infecting computers in Lithuania in 4Q15 was
Win32/Diplugem, which was detected and removed from 22.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Lithuania in
4Q15 was Win32/Blakamba, which was detected and removed from 2.0 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Lithuania in 4Q15
was Win32/Brontok, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Brontok is a mass-mailing
email worm that spreads by sending copies of itself as email attachments to
addresses gathered from files on the infected computer, and by copying itself to
removable volumes. Brontok can disable security software, and may conduct
DoS attacks against certain websites.



The fourth most common threat family infecting computers in Lithuania in 4Q15
was Win32/Sality, which was detected and removed from 0.3 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Lithuania and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Lithuania

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.08

0.53

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

10.70

9.18

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

257.27

92.38

(56.2)

(26.4)
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Luxembourg
The statistics presented here are generated by Microsoft security programs and
services running on computers in Luxembourg in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Luxembourg

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Luxembourg

N/A

N/A

12.4%

14.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Luxembourg

2.1

5.4

3.4

10.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 14.4% of computers in Luxembourg encountered malware, compared
to the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 10.0 of every 1,000 unique computers
scanned in Luxembourg in 4Q15 (a CCM score of 10.0, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Luxembourg over the last four quarters, compared to the world
as a whole.
Malware encounter and infection rate trends in Luxembourg and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Luxembourg and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Luxembourg in 4Q15, by category
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The most common malware category in Luxembourg in 4Q15 was Trojans. It
was encountered by 3.6 percent of all computers there, down from 4.0
percent in 3Q15.



The second most common malware category in Luxembourg in 4Q15 was
Downloaders & Droppers. It was encountered by 1.7 percent of all
computers there, up from 1.6 percent in 3Q15.



The third most common malware category in Luxembourg in 4Q15 was
Exploits, which was encountered by 1.2 percent of all computers there, up
from 0.6 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Luxembourg in 4Q15, by category
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The most common unwanted software category in Luxembourg in 4Q15
was Browser Modifiers. It was encountered by 6.7 percent of all computers
there, down from 6.9 percent in 3Q15.



The second most common unwanted software category in Luxembourg in
4Q15 was Software Bundlers. It was encountered by 2.4 percent of all
computers there, up from 2.0 percent in 3Q15.



The third most common unwanted software category in Luxembourg in
4Q15 was Adware, which was encountered by 1.1 percent of all computers
there, up from 1.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Luxembourg in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

<0.1%

2

Win32/Dynamer

Trojans

<0.1%

3

Win32/Skeeyah

Trojans

<0.1%

4

Win32/Dorv

Trojans

<0.1%

5

Win32/Peals

Trojans

<0.1%

6

Win32/Sventore

Downloaders & Droppers

<0.1%

7

Win32/Obfuscator

Obfuscators & Injectors

<0.1%

8

ASX/Wimad

Downloaders & Droppers

<0.1%

9

Win32/Gamarue

Worms

<0.1%

10

W97M/Adnel

Downloaders & Droppers

<0.1%



The most common malware family encountered in Luxembourg in 4Q15 was
JS/Axpergle, which was encountered by <0.1 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Luxembourg in 4Q15
was Win32/Dynamer, which was encountered by <0.1 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Luxembourg in 4Q15
was Win32/Skeeyah, which was encountered by <0.1 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The fourth most common malware family encountered in Luxembourg in 4Q15
was Win32/Dorv, which was encountered by <0.1 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Luxembourg in 4Q15

524 LUXEMBOURG

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

<0.1%

2

Win32/SupTab

Browser Modifiers

<0.1%

3

Win32/Pokki

Browser Modifiers

<0.1%

4

Win32/Bayads

Adware

<0.1%

5

Win32/OutBrowse

Software Bundlers

<0.1%



The most common unwanted software family encountered in Luxembourg
in 4Q15 was Win32/Diplugem, which was encountered by <0.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Luxembourg in 4Q15 was Win32/SupTab, which was encountered by <0.1
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Luxembourg in 4Q15 was Win32/Pokki, which was encountered by <0.1
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Luxembourg in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

8.4

2

Win32/Blakamba

Trojans

0.5

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/IeEnablerCby

Browser Modifiers

0.2

5

Win32/Gamarue

Worms

0.1

6

Win32/Peals

Trojans

0.1

7

VBS/Jenxcus

Worms

0.1

8

Win32/Reveton

Ransomware

0.1

9

MSIL/Bladabindi

Backdoors

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Luxembourg in 4Q15
was Win32/Diplugem, which was detected and removed from 8.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Luxembourg in
4Q15 was Win32/Blakamba, which was detected and removed from 0.5 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Luxembourg in
4Q15 was Win32/CompromisedCert, which was detected and removed from 0.3
of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Luxembourg in
4Q15 was Win32/IeEnablerCby, which was detected and removed from 0.2 of
every 1,000 unique computers scanned by the MSRT. Win32/IeEnablerCby is a
browser modifier that installs additional browser add-ons without the user’s
consent. It bypasses the normal prompts or dialogs that ask for consent to
install add-ons.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Luxembourg and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Worldwide
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Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Luxembourg

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

0.27

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

13.87

10.45

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

66.48

48.25

(56.2)

(26.4)
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Macao S.A.R.
The statistics presented here are generated by Microsoft security programs and
services running on computers in Macao S.A.R. in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Macao S.A.R.

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Macao S.A.R.

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Macao S.A.R.

5.1

8.1

4.6

20.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 20.5 of every 1,000
unique computers scanned in Macao S.A.R. in 4Q15 (a CCM score of 20.5,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Macao S.A.R. over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Macao S.A.R. and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Macao S.A.R. and around the world, and for explanations of the methods and
terms used here.
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Top threat families by infection rate
The most common malware families by infection rate in Macao S.A.R. in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2

Win32/Blakamba

Trojans

1.1

3

Win32/Ramnit

Viruses

0.8

4

VBS/Jenxcus

Worms

0.4

5

Win32/Nitol

Other Malware

0.2

6

Win32/Peals

Trojans

0.2

7

Win32/Sality

Viruses

0.2

8

Win32/CompromisedCert

Other Malware

0.2

9

Win32/Gamarue

Worms

0.2

10

Win32/FakeIE

Downloaders & Droppers

0.1

16.9



The most common threat family infecting computers in Macao S.A.R. in 4Q15
was Win32/Diplugem, which was detected and removed from 16.9 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Macao S.A.R. in
4Q15 was Win32/Blakamba, which was detected and removed from 1.1 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Macao S.A.R. in
4Q15 was Win32/Ramnit, which was detected and removed from 0.8 of every
1,000 unique computers scanned by the MSRT. Win32/Ramnit is a family of
multi-component malware that infects executable files, Microsoft Office files,
and HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.



The fourth most common threat family infecting computers in Macao S.A.R. in
4Q15 was VBS/Jenxcus, which was detected and removed from 0.4 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Macao S.A.R. and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Macao S.A.R.

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.11

0.16

(0.22)

(0.57)

1.49

1.98

(4.7)

(3.9)

81.83

36.20

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Malaysia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Malaysia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Malaysia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Malaysia

26.9%

23.9%

27.0%

33.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Malaysia

16.3

21.7

16.6

51.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 33.7% of computers in Malaysia encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 51.1 of every 1,000 unique computers
scanned in Malaysia in 4Q15 (a CCM score of 51.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Malaysia over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Malaysia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Malaysia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Malaysia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Malaysia in 4Q15 was Worms. It was
encountered by 11.8 percent of all computers there, up from 11.6 percent in
3Q15.



The second most common malware category in Malaysia in 4Q15 was
Trojans. It was encountered by 11.4 percent of all computers there, up from
8.7 percent in 3Q15.



The third most common malware category in Malaysia in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.3 percent of all
computers there, up from 3.0 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Malaysia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Malaysia in 4Q15 was
Browser Modifiers. It was encountered by 13.1 percent of all computers
there, up from 11.9 percent in 3Q15.



The second most common unwanted software category in Malaysia in 4Q15
was Software Bundlers. It was encountered by 5.3 percent of all computers
there, up from 4.8 percent in 3Q15.



The third most common unwanted software category in Malaysia in 4Q15
was Adware, which was encountered by 2.2 percent of all computers there,
up from 2.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Malaysia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

7.2%

2

VBS/Jenxcus

Worms

2.4%

3

Win32/Peals

Trojans

1.9%

4

Win32/Obfuscator

Obfuscators & Injectors

1.5%

5

Win32/Skeeyah

Trojans

1.5%

6

Win32/Dynamer

Trojans

1.5%

7

INF/Autorun

Obfuscators & Injectors

1.5%

8

Win32/Sality

Viruses

1.0%

9

Win32/Ramnit

Viruses

1.0%

10

Win32/Conficker

Worms

0.9%



The most common malware family encountered in Malaysia in 4Q15 was
Win32/Gamarue, which was encountered by 7.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Malaysia in 4Q15
was VBS/Jenxcus, which was encountered by 2.4 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in Malaysia in 4Q15 was
Win32/Peals, which was encountered by 1.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Malaysia in 4Q15 was
Win32/Obfuscator, which was encountered by 1.5 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Malaysia in 4Q15

540 MALAYSIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.1%

2

Win32/SupTab

Browser Modifiers

3.4%

3

Win32/Bayads

Adware

1.5%

4

Win32/OutBrowse

Software Bundlers

1.3%

5

Win32/KipodToolsCby

Browser Modifiers

1.3%



The most common unwanted software family encountered in Malaysia in
4Q15 was Win32/Diplugem, which was encountered by 6.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Malaysia in 4Q15 was Win32/SupTab, which was encountered by 3.4
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Malaysia
in 4Q15 was Win32/Bayads, which was encountered by 1.5 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Malaysia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

33.1

2

Win32/Gamarue

Worms

10.2

3

Win32/Blakamba

Trojans

2.9

4

VBS/Jenxcus

Worms

2.6

5

Win32/Sality

Viruses

1.7

6

Win32/Peals

Trojans

1.2

7

Win32/Ramnit

Viruses

1.2

8

Win32/Dorkbot

Worms

1.0

9

Win32/CompromisedCert

Other Malware

0.5

10

Win32/Necurs

Trojans

0.4



The most common threat family infecting computers in Malaysia in 4Q15 was
Win32/Diplugem, which was detected and removed from 33.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Malaysia in
4Q15 was Win32/Gamarue, which was detected and removed from 10.2 of
every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Malaysia in 4Q15
was Win32/Blakamba, which was detected and removed from 2.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Malaysia in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.6 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 541

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Malaysia and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Malaysia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.98

0.71

(0.22)

(0.57)

2.41

1.90

(4.7)

(3.9)

36.15

15.81

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Malta
The statistics presented here are generated by Microsoft security programs and
services running on computers in Malta in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Malta

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Malta

N/A

N/A

20.4%

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Malta

3.3

9.4

4.9

29.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 29.3 of every 1,000
unique computers scanned in Malta in 4Q15 (a CCM score of 29.3, compared to
the 4Q15 worldwide CCM of 16.9). The following figure shows the encounter and
infection rate trends for Malta over the last four quarters, compared to the world
as a whole.
Malware encounter and infection rate trends in Malta and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Malta and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Malta in 4Q15, by category
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The most common malware category in Malta in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 7.4 percent
in 3Q15.



The second most common malware category in Malta in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 2.1 percent
in 3Q15.



The third most common malware category in Malta in 4Q15 was , which was
encountered by N/A percent of all computers there, down from 2.0 percent
in 3Q15.
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Unwanted software categories
Unwanted software encountered in Malta in 4Q15, by category
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The most common unwanted software category in Malta in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 11.7
percent in 3Q15.



The second most common unwanted software category in Malta in 4Q15
was . It was encountered by N/A percent of all computers there, down from
5.2 percent in 3Q15.



The third most common unwanted software category in Malta in 4Q15 was ,
which was encountered by N/A percent of all computers there, down from
1.4 percent in 3Q15.

Top threat families by infection rate
The most common malware families by infection rate in Malta in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.3

2

Win32/Gamarue

Worms

3.0

3

Win32/Blakamba

Trojans

1.9

4

Win32/CompromisedCert

Other Malware

0.6

5

Win32/Peals

Trojans

0.5

6

VBS/Jenxcus

Worms

0.4

7

Win32/Necurs

Trojans

0.2

8

Win32/Sality

Viruses

0.1

9

Win32/IeEnablerCby

Browser Modifiers

0.1

10

Win32/Conficker

Worms

0.1



The most common threat family infecting computers in Malta in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Malta in 4Q15
was Win32/Gamarue, which was detected and removed from 3.0 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Malta in 4Q15 was
Win32/Blakamba, which was detected and removed from 1.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Malta in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.6 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Malta and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Malta

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

0.02

(0.22)

(0.57)

5.76

3.52

(4.7)

(3.9)

98.17

46.69

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Mexico
The statistics presented here are generated by Microsoft security programs and
services running on computers in Mexico in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Mexico

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Mexico

23.0%

21.2%

23.9%

28.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Mexico

11.4

18.6

11.8

40.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 28.5% of computers in Mexico encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 40.9 of every 1,000 unique computers scanned in
Mexico in 4Q15 (a CCM score of 40.9, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Mexico over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Mexico and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Mexico and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Mexico in 4Q15, by category
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The most common malware category in Mexico in 4Q15 was Worms. It was
encountered by 13.3 percent of all computers there, up from 9.9 percent in
3Q15.



The second most common malware category in Mexico in 4Q15 was
Trojans. It was encountered by 6.9 percent of all computers there, down
from 7.7 percent in 3Q15.



The third most common malware category in Mexico in 4Q15 was
Downloaders & Droppers, which was encountered by 2.2 percent of all
computers there, down from 2.3 percent in 3Q15.

Password
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Unwanted software categories
Unwanted software encountered in Mexico in 4Q15, by category
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The most common unwanted software category in Mexico in 4Q15 was
Browser Modifiers. It was encountered by 11.0 percent of all computers
there, up from 10.7 percent in 3Q15.



The second most common unwanted software category in Mexico in 4Q15
was Software Bundlers. It was encountered by 2.7 percent of all computers
there, down from 3.2 percent in 3Q15.



The third most common unwanted software category in Mexico in 4Q15 was
Adware, which was encountered by 2.2 percent of all computers there, up
from 2.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Mexico in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

9.3%

2

VBS/Jenxcus

Worms

2.5%

3

Win32/Peals

Trojans

1.9%

4

JS/Bondat

Worms

1.5%

5

Win32/Sventore

Downloaders & Droppers

1.2%

6

INF/Autorun

Obfuscators & Injectors

0.8%

7

Win32/Skeeyah

Trojans

0.6%

8

Win32/Dynamer

Trojans

0.6%

9

Win32/CeeInject

Obfuscators & Injectors

0.5%

10

Win32/Obfuscator

Obfuscators & Injectors

0.5%



The most common malware family encountered in Mexico in 4Q15 was
Win32/Gamarue, which was encountered by 9.3 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Mexico in 4Q15 was
VBS/Jenxcus, which was encountered by 2.5 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Mexico in 4Q15 was
Win32/Peals, which was encountered by 1.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Mexico in 4Q15 was
JS/Bondat, which was encountered by 1.5 percent of reporting computers there.
JS/Bondat is a family of threats that collects information about the computer,
infects removable drives, and tries to stop the user from accessing files. It
spreads by infecting removable drives, such as USB thumb drives and flash
drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Mexico in 4Q15

558 MEXICO

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

4.5%

2

Win32/Diplugem

Browser Modifiers

3.6%

3

Win32/Pokki

Browser Modifiers

1.0%

4

Win32/Bayads

Adware

1.0%

5

Win32/EoRezo

Adware

0.7%



The most common unwanted software family encountered in Mexico in
4Q15 was Win32/SupTab, which was encountered by 4.5 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Mexico in 4Q15 was Win32/Diplugem, which was encountered by 3.6
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Mexico
in 4Q15 was Win32/Pokki, which was encountered by 1.0 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Mexico in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

22.6

2

Win32/Gamarue

Worms

12.4

3

VBS/Jenxcus

Worms

2.4

4

Win32/Blakamba

Trojans

1.5

5

Win32/Peals

Trojans

1.1

6

JS/Bondat

Worms

0.7

7

Win32/Brontok

Worms

0.5

8

Win32/Lefgroo

Worms

0.4

9

Win32/Sality

Viruses

0.3

10

Win32/Dorkbot

Worms

0.3



The most common threat family infecting computers in Mexico in 4Q15 was
Win32/Diplugem, which was detected and removed from 22.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Mexico in 4Q15
was Win32/Gamarue, which was detected and removed from 12.4 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Mexico in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.4 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Mexico in 4Q15
was Win32/Blakamba, which was detected and removed from 1.5 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Mexico and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Mexico

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.08

0.26

(0.22)

(0.57)

0.87

0.75

(4.7)

(3.9)

35.26

23.99

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Moldova
The statistics presented here are generated by Microsoft security programs and
services running on computers in Moldova in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Moldova

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Moldova

29.6%

21.5%

24.7%

32.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Moldova

10.3

12.4

8.8

16.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 32.3% of computers in Moldova encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 16.8 of every 1,000 unique computers
scanned in Moldova in 4Q15 (a CCM score of 16.8, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Moldova over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Moldova and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Moldova and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Moldova in 4Q15, by category
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The most common malware category in Moldova in 4Q15 was Trojans. It
was encountered by 19.5 percent of all computers there, up from 13.3
percent in 3Q15.



The second most common malware category in Moldova in 4Q15 was
Obfuscators & Injectors. It was encountered by 4.4 percent of all computers
there, down from 4.6 percent in 3Q15.



The third most common malware category in Moldova in 4Q15 was
Downloaders & Droppers, which was encountered by 4.3 percent of all
computers there, up from 3.1 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Moldova in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Moldova in 4Q15 was
Browser Modifiers. It was encountered by 8.8 percent of all computers there,
down from 8.9 percent in 3Q15.



The second most common unwanted software category in Moldova in 4Q15
was Software Bundlers. It was encountered by 5.1 percent of all computers
there, up from 3.1 percent in 3Q15.



The third most common unwanted software category in Moldova in 4Q15
was Adware, which was encountered by 1.2 percent of all computers there,
up from 1.2 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Moldova in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Spursint

Trojans

4.9%

2

Win32/Skeeyah

Trojans

4.4%

3

Win32/Peals

Trojans

4.1%

4

Win32/Obfuscator

Obfuscators & Injectors

3.7%

5

Win32/Dynamer

Trojans

3.2%

6

Win32/Mytonel

Downloaders & Droppers

1.5%

7

Win32/Ogimant

Downloaders & Droppers

1.2%

8

Win32/Brontok

Worms

0.9%

9

Win32/Dorv

Trojans

0.8%

10

Win32/Sality

Viruses

0.8%



The most common malware family encountered in Moldova in 4Q15 was
Win32/Spursint, which was encountered by 4.9 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The second most common malware family encountered in Moldova in 4Q15
was Win32/Skeeyah, which was encountered by 4.4 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The third most common malware family encountered in Moldova in 4Q15 was
Win32/Peals, which was encountered by 4.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Moldova in 4Q15 was
Win32/Obfuscator, which was encountered by 3.7 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Moldova in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

4.0%

2

Win32/Diplugem

Browser Modifiers

2.2%

3

Win32/OutBrowse

Software Bundlers

1.4%

4

Win32/Mizenota

Software Bundlers

1.3%

5

Win32/Bayads

Adware

0.8%



The most common unwanted software family encountered in Moldova in
4Q15 was Win32/SupTab, which was encountered by 4.0 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Moldova in 4Q15 was Win32/Diplugem, which was encountered by 2.2
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Moldova
in 4Q15 was Win32/OutBrowse, which was encountered by 1.4 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Moldova in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

10.2

2

Win32/Brontok

Worms

1.0

3

Win32/Blakamba

Trojans

0.8

4

Win32/Ramnit

Viruses

0.7

5

VBS/Jenxcus

Worms

0.7

6

Win32/Mytonel

Downloaders & Droppers

0.5

7

Win32/Sality

Viruses

0.4

8

Win32/CompromisedCert

Other Malware

0.4

9

Win32/Peals

Trojans

0.4

10

Win32/Helompy

Worms

0.3



The most common threat family infecting computers in Moldova in 4Q15 was
Win32/Diplugem, which was detected and removed from 10.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Moldova in
4Q15 was Win32/Brontok, which was detected and removed from 1.0 of every
1,000 unique computers scanned by the MSRT. Win32/Brontok is a massmailing email worm that spreads by sending copies of itself as email
attachments to addresses gathered from files on the infected computer, and by
copying itself to removable volumes. Brontok can disable security software, and
may conduct DoS attacks against certain websites.



The third most common threat family infecting computers in Moldova in 4Q15
was Win32/Blakamba, which was detected and removed from 0.8 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Moldova in 4Q15
was Win32/Ramnit, which was detected and removed from 0.7 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Moldova and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Moldova

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

9.25

17.22

(0.22)

(0.57)

2.53

2.17

(4.7)

(3.9)

532.44

235.99

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Mongolia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Mongolia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Mongolia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Mongolia

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Mongolia

66.8

77.4

62.0

93.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 93.3 of every 1,000
unique computers scanned in Mongolia in 4Q15 (a CCM score of 93.3,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Mongolia over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Mongolia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Mongolia and around the world, and for explanations of the methods and
terms used here.

574 MONGOLIA

Top threat families by infection rate
The most common malware families by infection rate in Mongolia in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Gamarue

Worms

36.5

2

Win32/Diplugem

Browser Modifiers

30.8

3

Win32/Sality

Viruses

16.5

4

VBS/Jenxcus

Worms

8.7

5

Win32/Yeltminky

Worms

8.4

6

Win32/Blakamba

Trojans

4.4

7

Win32/Ramnit

Viruses

3.1

8

Win32/Necurs

Trojans

2.5

9

Win32/Virut

Viruses

2.4

10

Win32/Peals

Trojans

1.9



The most common threat family infecting computers in Mongolia in 4Q15 was
Win32/Gamarue, which was detected and removed from 36.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The second most common threat family infecting computers in Mongolia in
4Q15 was Win32/Diplugem, which was detected and removed from 30.8 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The third most common threat family infecting computers in Mongolia in 4Q15
was Win32/Sality, which was detected and removed from 16.5 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Mongolia in 4Q15
was VBS/Jenxcus, which was detected and removed from 8.7 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Mongolia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Mongolia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

5.20

10.05

(0.22)

(0.57)

2.29

1.65

(4.7)

(3.9)

124.99

52.57

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Morocco
The statistics presented here are generated by Microsoft security programs and
services running on computers in Morocco in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Morocco

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Morocco

37.8%

29.5%

36.4%

47.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Morocco

58.2

66.4

46.1

69.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 47.3% of computers in Morocco encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 69.9 of every 1,000 unique computers
scanned in Morocco in 4Q15 (a CCM score of 69.9, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Morocco over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Morocco and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Morocco and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Morocco in 4Q15, by category
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The most common malware category in Morocco in 4Q15 was Worms. It
was encountered by 19.9 percent of all computers there, up from 15.0
percent in 3Q15.



The second most common malware category in Morocco in 4Q15 was
Trojans. It was encountered by 15.9 percent of all computers there, up from
11.0 percent in 3Q15.



The third most common malware category in Morocco in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.2 percent of all
computers there, up from 3.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Morocco in 4Q15, by category
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The most common unwanted software category in Morocco in 4Q15 was
Browser Modifiers. It was encountered by 19.2 percent of all computers
there, up from 17.7 percent in 3Q15.



The second most common unwanted software category in Morocco in 4Q15
was Software Bundlers. It was encountered by 8.1 percent of all computers
there, up from 6.9 percent in 3Q15.



The third most common unwanted software category in Morocco in 4Q15
was Adware, which was encountered by 3.8 percent of all computers there,
up from 3.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Morocco in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

5.8%

2

Win32/Ramnit

Viruses

3.2%

3

Win32/CplLnk

Exploits

3.1%

4

INF/Autorun

Obfuscators & Injectors

2.5%

5

Win32/Skeeyah

Trojans

2.5%

6

Win32/Dynamer

Trojans

2.3%

7

Win32/Gamarue

Worms

2.3%

8

Win32/Dorv

Trojans

2.2%

9

Win32/Sality

Viruses

2.0%

10

Win32/Obfuscator

Obfuscators & Injectors

1.6%



The most common malware family encountered in Morocco in 4Q15 was
VBS/Jenxcus, which was encountered by 5.8 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Morocco in 4Q15
was Win32/Ramnit, which was encountered by 3.2 percent of reporting
computers there. Win32/Ramnit is a family of multi-component malware that
infects executable files, Microsoft Office files, and HTML files. Win32/Ramnit
spreads to removable drives and steals sensitive information such as saved FTP
credentials and browser cookies. It may also open a backdoor to await
instructions from a remote attacker.



The third most common malware family encountered in Morocco in 4Q15 was
Win32/CplLnk, which was encountered by 3.1 percent of reporting computers
there. Win32/CplLnk is a generic detection for specially-crafted malicious
shortcut files that attempt to exploit the vulnerability addressed by Microsoft
Security Bulletin MS10-046.



The fourth most common malware family encountered in Morocco in 4Q15 was
INF/Autorun, which was encountered by 2.5 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Morocco in 4Q15

584 MOROCCO

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

8.1%

2

Win32/Diplugem

Browser Modifiers

6.1%

3

Win32/Bayads

Adware

3.3%

4

Win32/OutBrowse

Software Bundlers

3.3%

5

Win32/Mizenota

Software Bundlers

2.2%



The most common unwanted software family encountered in Morocco in
4Q15 was Win32/SupTab, which was encountered by 8.1 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Morocco in 4Q15 was Win32/Diplugem, which was encountered by 6.1
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Morocco
in 4Q15 was Win32/Bayads, which was encountered by 3.3 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Morocco in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

28.2

2

Win32/Yeltminky

Worms

15.5

3

VBS/Jenxcus

Worms

7.3

4

Win32/Sality

Viruses

6.3

5

Win32/Ramnit

Viruses

6.1

6

Win32/Nitol

Other Malware

4.8

7

Win32/Blakamba

Trojans

2.7

8

MSIL/Bladabindi

Backdoors

1.8

9

Win32/Virut

Viruses

1.7

10

Win32/Gamarue

Worms

1.7



The most common threat family infecting computers in Morocco in 4Q15 was
Win32/Diplugem, which was detected and removed from 28.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Morocco in
4Q15 was Win32/Yeltminky, which was detected and removed from 15.5 of
every 1,000 unique computers scanned by the MSRT. Win32/Yeltminky is a
family of worms that spreads by making copies of itself on all available drives
and creating an autorun.inf file to execute that copy.



The third most common threat family infecting computers in Morocco in 4Q15
was VBS/Jenxcus, which was detected and removed from 7.3 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Morocco in 4Q15
was Win32/Sality, which was detected and removed from 6.3 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Morocco and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Morocco

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.13

0.16

(0.22)

(0.57)

0.39

0.24

(4.7)

(3.9)

15.57

6.38

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Nepal
The statistics presented here are generated by Microsoft security programs and
services running on computers in Nepal in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Nepal

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Nepal

46.0%

39.1%

45.4%

52.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Nepal

39.1

43.5

39.7

59.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 52.1% of computers in Nepal encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 59.2 of every 1,000 unique computers scanned in
Nepal in 4Q15 (a CCM score of 59.2, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Nepal over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Nepal and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Nepal and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Nepal in 4Q15, by category
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The most common malware category in Nepal in 4Q15 was Worms. It was
encountered by 25.9 percent of all computers there, up from 22.4 percent in
3Q15.



The second most common malware category in Nepal in 4Q15 was Trojans.
It was encountered by 20.0 percent of all computers there, down from 20.8
percent in 3Q15.



The third most common malware category in Nepal in 4Q15 was Viruses,
which was encountered by 9.7 percent of all computers there, up from 8.4
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Nepal in 4Q15, by category
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Nepal
18.0%
16.0%
14.0%
12.0%

10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Browser Modifiers

592 NEPAL

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Nepal in 4Q15 was
Browser Modifiers. It was encountered by 15.6 percent of all computers
there, down from 16.3 percent in 3Q15.



The second most common unwanted software category in Nepal in 4Q15
was Software Bundlers. It was encountered by 8.1 percent of all computers
there, up from 7.6 percent in 3Q15.



The third most common unwanted software category in Nepal in 4Q15 was
Adware, which was encountered by 2.7 percent of all computers there, up
from 2.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Nepal in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

9.9%

2

VBS/Jenxcus

Worms

9.8%

3

INF/Autorun

Obfuscators & Injectors

4.5%

4

Win32/Jeefo

Viruses

4.3%

5

Win32/Dynamer

Trojans

4.1%

6

Win32/Ippedo

Worms

4.0%

7

Win32/CplLnk

Exploits

3.8%

8

Win32/Ramnit

Viruses

3.8%

9

Win32/Skeeyah

Trojans

2.9%

10

Win32/Virut

Viruses

2.7%



The most common malware family encountered in Nepal in 4Q15 was
Win32/Gamarue, which was encountered by 9.9 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Nepal in 4Q15 was
VBS/Jenxcus, which was encountered by 9.8 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Nepal in 4Q15 was
INF/Autorun, which was encountered by 4.5 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Nepal in 4Q15 was
Win32/Jeefo, which was encountered by 4.3 percent of reporting computers
there. Win32/Jeefo is a parasitic file-infector virus that infects Windows portable
executable (PE) files that are greater than or equal to 102,400 bytes long. When
an infected PE file runs, the virus tries to run the original content of the file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Nepal in 4Q15

594 NEPAL

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.4%

2

Win32/SupTab

Browser Modifiers

4.8%

3

Win32/OutBrowse

Software Bundlers

2.6%

4

Win32/Mizenota

Software Bundlers

2.4%

5

Win32/Bayads

Adware

2.2%



The most common unwanted software family encountered in Nepal in 4Q15
was Win32/Diplugem, which was encountered by 6.4 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Nepal
in 4Q15 was Win32/SupTab, which was encountered by 4.8 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Nepal in
4Q15 was Win32/OutBrowse, which was encountered by 2.6 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Nepal in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

25.7

2

Win32/Gamarue

Worms

10.0

3

VBS/Jenxcus

Worms

9.9

4

Win32/Jeefo

Viruses

5.7

5

Win32/Sality

Viruses

3.9

6

Win32/Ramnit

Viruses

3.7

7

Win32/Virut

Viruses

2.8

8

Win32/Blakamba

Trojans

1.9

9

Win32/Nuqel

Worms

1.9

10

Win32/Peals

Trojans

1.1



The most common threat family infecting computers in Nepal in 4Q15 was
Win32/Diplugem, which was detected and removed from 25.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Nepal in 4Q15
was Win32/Gamarue, which was detected and removed from 10.0 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Nepal in 4Q15 was
VBS/Jenxcus, which was detected and removed from 9.9 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Nepal in 4Q15
was Win32/Jeefo, which was detected and removed from 5.7 of every 1,000
unique computers scanned by the MSRT. Win32/Jeefo is a parasitic file-infector
virus that infects Windows portable executable (PE) files that are greater than or
equal to 102,400 bytes long. When an infected PE file runs, the virus tries to run
the original content of the file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Nepal and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Nepal

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

0.04

(0.22)

(0.57)

0.32

0.18

(4.7)

(3.9)

11.61

4.76

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Netherlands
The statistics presented here are generated by Microsoft security programs and
services running on computers in the Netherlands in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the Netherlands

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Netherlands

13.1%

11.6%

14.1%

14.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Netherlands

1.8

4.3

3.6

15.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 14.7% of computers in the Netherlands encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 15.3 of every 1,000 unique
computers scanned in the Netherlands in 4Q15 (a CCM score of 15.3, compared
to the 4Q15 worldwide CCM of 16.9). The following figure shows the encounter
and infection rate trends for the Netherlands over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in the Netherlands and worldwide

Infection rate

Encounter rate

18
16

20%

14
12

15%

10
8

10%

6
4

5%

2

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

25%

0

0%

1Q15

2Q15

3Q15

Netherlands

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the Netherlands and around the world, and for explanations of the methods
and terms used here.
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Malware categories
Malware encountered in the Netherlands in 4Q15, by category
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The most common malware category in the Netherlands in 4Q15 was
Trojans. It was encountered by 3.7 percent of all computers there, down
from 4.8 percent in 3Q15.



The second most common malware category in the Netherlands in 4Q15
was Exploits. It was encountered by 1.7 percent of all computers there, up
from 1.6 percent in 3Q15.



The third most common malware category in the Netherlands in 4Q15 was
Downloaders & Droppers, which was encountered by 1.5 percent of all
computers there, up from 1.4 percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in the Netherlands in 4Q15, by category
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The most common unwanted software category in the Netherlands in 4Q15
was Browser Modifiers. It was encountered by 7.4 percent of all computers
there, down from 8.0 percent in 3Q15.



The second most common unwanted software category in the Netherlands
in 4Q15 was Software Bundlers. It was encountered by 2.3 percent of all
computers there, up from 2.2 percent in 3Q15.



The third most common unwanted software category in the Netherlands in
4Q15 was Adware, which was encountered by 1.0 percent of all computers
there, down from 1.2 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the Netherlands in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.4%

2

Win32/Dynamer

Trojans

0.7%

3

Win32/Sventore

Downloaders & Droppers

0.6%

4

Win32/Skeeyah

Trojans

0.6%

5

Win32/Dorv

Trojans

0.6%

6

Win32/Obfuscator

Obfuscators & Injectors

0.5%

7

Win32/Peals

Trojans

0.4%

8

ASX/Wimad

Downloaders & Droppers

0.2%

9

Win32/Spursint

Trojans

0.2%

10

Win32/Fynloski

Backdoors

0.2%



The most common malware family encountered in the Netherlands in 4Q15 was
JS/Axpergle, which was encountered by 1.4 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in the Netherlands in
4Q15 was Win32/Dynamer, which was encountered by 0.7 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in the Netherlands in
4Q15 was Win32/Sventore, which was encountered by 0.6 percent of reporting
computers there. Win32/Sventore is a trojan that can install other malware or
unwanted software on the computer. It sometimes attempts to avoid running in
virtual environments, or if certain antimalware products are installed.



The fourth most common malware family encountered in the Netherlands in
4Q15 was Win32/Skeeyah, which was encountered by 0.6 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 603

Top unwanted software families by encounter rate
The most common unwanted software families encountered in the Netherlands in 4Q15

604 NETHERLANDS

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.6%

2

Win32/SupTab

Browser Modifiers

2.2%

3

Win32/Pokki

Browser Modifiers

1.1%

4

Win32/KipodToolsCby

Browser Modifiers

0.8%

5

Win32/OutBrowse

Software Bundlers

0.5%



The most common unwanted software family encountered in the
Netherlands in 4Q15 was Win32/Diplugem, which was encountered by 2.6
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in the
Netherlands in 4Q15 was Win32/SupTab, which was encountered by 2.2
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in the
Netherlands in 4Q15 was Win32/Pokki, which was encountered by 1.1
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in the Netherlands in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

13.7

2

Win32/Blakamba

Trojans

0.6

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/Tugspay

Downloaders & Droppers

0.2

5

Win32/Peals

Trojans

0.1

6

Win32/Alureon

Trojans

0.1

7

Win32/IeEnablerCby

Browser Modifiers

0.1

8

Win32/Carberp

Trojans

0.1

9

Win32/Reveton

Ransomware

0.1

10

Win32/Gamarue

Worms

0.1



The most common threat family infecting computers in the Netherlands in 4Q15
was Win32/Diplugem, which was detected and removed from 13.7 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in the Netherlands
in 4Q15 was Win32/Blakamba, which was detected and removed from 0.6 of
every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is a
trojan that can download other malware. It has been observed being installed at
the same time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in the Netherlands in
4Q15 was Win32/CompromisedCert, which was detected and removed from 0.3
of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in the Netherlands
in 4Q15 was Win32/Tugspay, which was detected and removed from 0.2 of
every 1,000 unique computers scanned by the MSRT. Win32/Tugspay is a
downloader that spreads by posing as an installer for legitimate software, such
as a Java update, or through other malware. When installed, it downloads
unwanted software to the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the Netherlands and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the Netherlands

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.12

0.68

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

28.87

24.24

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

112.16

88.74

(56.2)

(26.4)
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New Zealand
The statistics presented here are generated by Microsoft security programs and
services running on computers in New Zealand in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for New Zealand

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, New Zealand

13.0%

12.0%

13.3%

13.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, New Zealand

2.6

4.7

3.1

17.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 13.5% of computers in New Zealand encountered malware, compared
to the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 17.2 of every 1,000 unique computers
scanned in New Zealand in 4Q15 (a CCM score of 17.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for New Zealand over the last four quarters, compared to the world
as a whole.
Malware encounter and infection rate trends in New Zealand and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in New Zealand and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in New Zealand in 4Q15, by category

Encounter rate (percent of all reporting computers)

New Zealand

Worldwide
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6.0%
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Downloaders
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Obfuscators & Backdoors
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The most common malware category in New Zealand in 4Q15 was Trojans.
It was encountered by 3.1 percent of all computers there, down from 4.7
percent in 3Q15.



The second most common malware category in New Zealand in 4Q15 was
Downloaders & Droppers. It was encountered by 1.1 percent of all
computers there, down from 1.4 percent in 3Q15.



The third most common malware category in New Zealand in 4Q15 was
Exploits, which was encountered by 0.8 percent of all computers there, up
from 0.8 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in New Zealand in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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Software Bundlers

Adware



The most common unwanted software category in New Zealand in 4Q15
was Browser Modifiers. It was encountered by 7.5 percent of all computers
there, down from 8.0 percent in 3Q15.



The second most common unwanted software category in New Zealand in
4Q15 was Software Bundlers. It was encountered by 2.2 percent of all
computers there, down from 2.5 percent in 3Q15.



The third most common unwanted software category in New Zealand in
4Q15 was Adware, which was encountered by 1.3 percent of all computers
there, up from 1.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in New Zealand in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.6%

2

Win32/Dynamer

Trojans

0.5%

3

Win32/Skeeyah

Trojans

0.5%

4

Win32/Dorv

Trojans

0.5%

5

Win32/Obfuscator

Obfuscators & Injectors

0.4%

6

Win32/Peals

Trojans

0.3%

7

INF/Autorun

Obfuscators & Injectors

0.3%

8

ASX/Wimad

Downloaders & Droppers

0.2%

9

Win32/Sventore

Downloaders & Droppers

0.2%

10

Win32/Spursint

Trojans

0.2%



The most common malware family encountered in New Zealand in 4Q15 was
JS/Axpergle, which was encountered by 0.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in New Zealand in
4Q15 was Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in New Zealand in 4Q15
was Win32/Skeeyah, which was encountered by 0.5 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The fourth most common malware family encountered in New Zealand in 4Q15
was Win32/Dorv, which was encountered by 0.5 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in New Zealand in 4Q15

614 NEW ZEALAND

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.1%

2

Win32/SupTab

Browser Modifiers

2.0%

3

Win32/Pokki

Browser Modifiers

1.1%

4

Win32/KipodToolsCby

Browser Modifiers

0.8%

5

Win32/EoRezo

Adware

0.5%



The most common unwanted software family encountered in New Zealand
in 4Q15 was Win32/Diplugem, which was encountered by 3.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in New
Zealand in 4Q15 was Win32/SupTab, which was encountered by 2.0 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in New
Zealand in 4Q15 was Win32/Pokki, which was encountered by 1.1 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in New Zealand in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

15.6

2

Win32/Blakamba

Trojans

0.9

3

Win32/Nuqel

Worms

0.3

4

Win32/Vobfus

Worms

0.2

5

Win32/Peals

Trojans

0.2

6

Win32/Brontok

Worms

0.1

7

Win32/Lightmoon

Worms

0.1

8

Win32/Sality

Viruses

0.1

9

Win32/Gamarue

Worms

0.1

10

Win32/IeEnablerCby

Browser Modifiers

0.1



The most common threat family infecting computers in New Zealand in 4Q15
was Win32/Diplugem, which was detected and removed from 15.6 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in New Zealand in
4Q15 was Win32/Blakamba, which was detected and removed from 0.9 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in New Zealand in
4Q15 was Win32/Nuqel, which was detected and removed from 0.3 of every
1,000 unique computers scanned by the MSRT. Win32/Nuqel is a worm that
spreads via mapped drives and certain instant messaging applications. It may
modify system settings, connect to certain websites, download arbitrary files, or
take other malicious actions.



The fourth most common threat family infecting computers in New Zealand in
4Q15 was Win32/Vobfus, which was detected and removed from 0.2 of every
1,000 unique computers scanned by the MSRT. Win32/Vobfus is a family of
worms that spreads via network drives and removable drives and
download/executes arbitrary files. Downloaded files may include additional
malware.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 615

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in New Zealand and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for New Zealand

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

0.06

(0.22)

(0.57)

6.90

5.08

(4.7)

(3.9)

55.68

30.14

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Nicaragua
The statistics presented here are generated by Microsoft security programs and
services running on computers in Nicaragua in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Nicaragua

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Nicaragua

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Nicaragua

5.7

15.0

8.8

42.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 42.6 of every 1,000
unique computers scanned in Nicaragua in 4Q15 (a CCM score of 42.6,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Nicaragua over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Nicaragua and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Nicaragua and around the world, and for explanations of the methods and
terms used here.
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Top threat families by infection rate
The most common malware families by infection rate in Nicaragua in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

29.7

2

Win32/Gamarue

Worms

8.6

3

AutoIt/Victy

Worms

2.5

4

Win32/Blakamba

Trojans

1.8

5

Win32/Peals

Trojans

1.1

6

VBS/Jenxcus

Worms

0.7

7

Win32/Sality

Viruses

0.4

8

Win32/IeEnablerCby

Browser Modifiers

0.3

9

Win32/Brontok

Worms

0.2

10

Win32/Necurs

Trojans

0.2



The most common threat family infecting computers in Nicaragua in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Nicaragua in
4Q15 was Win32/Gamarue, which was detected and removed from 8.6 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Nicaragua in 4Q15
was AutoIt/Victy, which was detected and removed from 2.5 of every 1,000
unique computers scanned by the MSRT.



The fourth most common threat family infecting computers in Nicaragua in
4Q15 was Win32/Blakamba, which was detected and removed from 1.8 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Nicaragua and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Nicaragua

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.02

2.41

(0.22)

(0.57)

1.04

0.38

(4.7)

(3.9)

29.29

17.57

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Nigeria
The statistics presented here are generated by Microsoft security programs and
services running on computers in Nigeria in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Nigeria

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Nigeria

32.0%

28.0%

31.4%

39.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Nigeria

25.9

28.6

27.1

40.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 39.3% of computers in Nigeria encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 40.8 of every 1,000 unique computers scanned in
Nigeria in 4Q15 (a CCM score of 40.8, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Nigeria over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Nigeria and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Nigeria and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Nigeria in 4Q15, by category
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The most common malware category in Nigeria in 4Q15 was Worms. It was
encountered by 20.4 percent of all computers there, up from 15.4 percent in
3Q15.



The second most common malware category in Nigeria in 4Q15 was
Trojans. It was encountered by 12.1 percent of all computers there, up from
10.8 percent in 3Q15.



The third most common malware category in Nigeria in 4Q15 was Viruses,
which was encountered by 6.7 percent of all computers there, up from 5.5
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Nigeria in 4Q15, by category
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The most common unwanted software category in Nigeria in 4Q15 was
Browser Modifiers. It was encountered by 10.8 percent of all computers
there, up from 10.2 percent in 3Q15.



The second most common unwanted software category in Nigeria in 4Q15
was Software Bundlers. It was encountered by 4.4 percent of all computers
there, up from 4.0 percent in 3Q15.



The third most common unwanted software category in Nigeria in 4Q15 was
Adware, which was encountered by 1.7 percent of all computers there, up
from 1.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Nigeria in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

8.9%

2

Win32/Ippedo

Worms

6.0%

3

Win32/Grenam

Viruses

5.3%

4

VBS/Jenxcus

Worms

4.7%

5

Win32/Copali

Worms

2.5%

6

INF/Autorun

Obfuscators & Injectors

2.1%

7

Win32/Peals

Trojans

1.6%

8

MSIL/Mofin

Worms

1.6%

9

Win32/Virut

Viruses

1.5%

10

Win32/Skeeyah

Trojans

1.4%



The most common malware family encountered in Nigeria in 4Q15 was
Win32/Gamarue, which was encountered by 8.9 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Nigeria in 4Q15 was
Win32/Ippedo, which was encountered by 6.0 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The third most common malware family encountered in Nigeria in 4Q15 was
Win32/Grenam, which was encountered by 5.3 percent of reporting computers
there. Win32/Grenam is a multi-component family that includes a trojan
component that runs at startup, a worm component that spreads via removable
drives, and a virus component that renames executables.



The fourth most common malware family encountered in Nigeria in 4Q15 was
VBS/Jenxcus, which was encountered by 4.7 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Nigeria in 4Q15

630 NIGERIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.9%

2

Win32/SupTab

Browser Modifiers

3.0%

3

Win32/KipodToolsCby

Browser Modifiers

1.4%

4

Win32/Bayads

Adware

1.3%

5

Win32/OutBrowse

Software Bundlers

1.3%



The most common unwanted software family encountered in Nigeria in
4Q15 was Win32/Diplugem, which was encountered by 3.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Nigeria in 4Q15 was Win32/SupTab, which was encountered by 3.0 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Nigeria
in 4Q15 was Win32/KipodToolsCby, which was encountered by 1.4 percent
of reporting computers there. Win32/KipodToolsCby is a browser modifier
that installs additional browser add-ons without the user’s consent. It
bypasses the normal prompts or dialogs that ask for consent to install addons.

Top threat families by infection rate
The most common malware families by infection rate in Nigeria in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

16.1

2

Win32/Gamarue

Worms

10.4

3

VBS/Jenxcus

Worms

8.3

4

Win32/Virut

Viruses

2.0

5

Win32/Ramnit

Viruses

1.3

6

Win32/Sality

Viruses

1.2

7

Win32/Chir

Viruses

1.0

8

Win32/Blakamba

Trojans

0.9

9

Win32/Copali

Worms

0.7

10

Win32/Peals

Trojans

0.6



The most common threat family infecting computers in Nigeria in 4Q15 was
Win32/Diplugem, which was detected and removed from 16.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Nigeria in 4Q15
was Win32/Gamarue, which was detected and removed from 10.4 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Nigeria in 4Q15
was VBS/Jenxcus, which was detected and removed from 8.3 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Nigeria in 4Q15
was Win32/Virut, which was detected and removed from 2.0 of every 1,000
unique computers scanned by the MSRT. Win32/Virut is a family of file-infecting
viruses that target and infect .exe and .scr files accessed on infected systems.
Win32/Virut also opens a backdoor by connecting to an IRC server.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Nigeria and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Norway
The statistics presented here are generated by Microsoft security programs and
services running on computers in Norway in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Norway

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Norway

9.9%

10.2%

10.1%

11.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Norway

2.0

3.9

2.3

12.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 11.1% of computers in Norway encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 12.5 of every 1,000 unique computers scanned in
Norway in 4Q15 (a CCM score of 12.5, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Norway over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Norway and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Norway and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Norway in 4Q15, by category
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The most common malware category in Norway in 4Q15 was Trojans. It was
encountered by 2.4 percent of all computers there, down from 3.5 percent
in 3Q15.



The second most common malware category in Norway in 4Q15 was
Downloaders & Droppers. It was encountered by 1.1 percent of all
computers there, up from 0.9 percent in 3Q15.



The third most common malware category in Norway in 4Q15 was Exploits,
which was encountered by 0.8 percent of all computers there, up from 0.6
percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in Norway in 4Q15, by category
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The most common unwanted software category in Norway in 4Q15 was
Browser Modifiers. It was encountered by 6.4 percent of all computers there,
up from 6.3 percent in 3Q15.



The second most common unwanted software category in Norway in 4Q15
was Software Bundlers. It was encountered by 1.4 percent of all computers
there, down from 1.6 percent in 3Q15.



The third most common unwanted software category in Norway in 4Q15
was Adware, which was encountered by 1.1 percent of all computers there,
up from 1.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Norway in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.6%

2

Win32/Skeeyah

Trojans

0.4%

3

Win32/Dynamer

Trojans

0.4%

4

Win32/Peals

Trojans

0.4%

5

Win32/Dorv

Trojans

0.3%

6

Win32/Obfuscator

Obfuscators & Injectors

0.3%

7

Win32/Sventore

Downloaders & Droppers

0.2%

8

Win32/Upatre

Downloaders & Droppers

0.2%

9

Win32/Spursint

Trojans

0.2%

10

ASX/Wimad

Downloaders & Droppers

0.1%



The most common malware family encountered in Norway in 4Q15 was
JS/Axpergle, which was encountered by 0.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Norway in 4Q15 was
Win32/Skeeyah, which was encountered by 0.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Norway in 4Q15 was
Win32/Dynamer, which was encountered by 0.4 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Norway in 4Q15 was
Win32/Peals, which was encountered by 0.4 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 637

Top unwanted software families by encounter rate
The most common unwanted software families encountered in Norway in 4Q15

638 NORWAY

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.2%

2

Win32/SupTab

Browser Modifiers

1.8%

3

Win32/Pokki

Browser Modifiers

1.5%

4

Win32/KipodToolsCby

Browser Modifiers

0.4%

5

Win32/EoRezo

Adware

0.3%



The most common unwanted software family encountered in Norway in
4Q15 was Win32/Diplugem, which was encountered by 2.2 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Norway in 4Q15 was Win32/SupTab, which was encountered by 1.8 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Norway
in 4Q15 was Win32/Pokki, which was encountered by 1.5 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Norway in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

11.3

2

Win32/CompromisedCert

Other Malware

0.5

3

Win32/Blakamba

Trojans

0.5

4

Win32/Peals

Trojans

0.1

5

Win32/Alureon

Trojans

<0.1

6

Win32/IeEnablerCby

Browser Modifiers

<0.1

7

MSIL/Bladabindi

Backdoors

<0.1

8

Win32/Reveton

Ransomware

<0.1

9

Win32/Vundo

Trojans

<0.1

10

Win32/Sality

Viruses

<0.1



The most common threat family infecting computers in Norway in 4Q15 was
Win32/Diplugem, which was detected and removed from 11.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Norway in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.5 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Norway in 4Q15
was Win32/Blakamba, which was detected and removed from 0.5 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Norway in 4Q15
was Win32/Peals, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Norway and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Norway

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.02

0.08

(0.22)

(0.57)

6.04

4.81

(4.7)

(3.9)

60.79

32.49

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Oman
The statistics presented here are generated by Microsoft security programs and
services running on computers in Oman in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Oman

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Oman

36.0%

30.8%

32.1%

43.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Oman

25.8

37.5

26.0

65.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 43.0% of computers in Oman encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 65.9 of every 1,000 unique computers scanned in
Oman in 4Q15 (a CCM score of 65.9, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Oman over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Oman and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Oman and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Oman in 4Q15, by category
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The most common malware category in Oman in 4Q15 was Worms. It was
encountered by 19.7 percent of all computers there, up from 13.1 percent in
3Q15.



The second most common malware category in Oman in 4Q15 was Trojans.
It was encountered by 16.1 percent of all computers there, up from 9.5
percent in 3Q15.



The third most common malware category in Oman in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.7 percent of all
computers there, up from 2.8 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Oman in 4Q15, by category
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The most common unwanted software category in Oman in 4Q15 was
Browser Modifiers. It was encountered by 16.0 percent of all computers
there, down from 17.1 percent in 3Q15.



The second most common unwanted software category in Oman in 4Q15
was Software Bundlers. It was encountered by 6.6 percent of all computers
there, up from 5.8 percent in 3Q15.



The third most common unwanted software category in Oman in 4Q15 was
Adware, which was encountered by 3.4 percent of all computers there, up
from 2.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Oman in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

0.1%

2

VBS/Jenxcus

Worms

0.1%

3

Win32/Peals

Trojans

<0.1%

4

INF/Autorun

Obfuscators & Injectors

<0.1%

5

Win32/Dorkbot

Worms

<0.1%

6

Win32/Skeeyah

Trojans

<0.1%

7

Win32/Dynamer

Trojans

<0.1%

8

Win32/Vobfus

Worms

<0.1%

9

Win32/Dorv

Trojans

<0.1%

10

Win32/CeeInject

Obfuscators & Injectors

<0.1%



The most common malware family encountered in Oman in 4Q15 was
Win32/Gamarue, which was encountered by 0.1 percent of reporting computers
there. Win32/Gamarue is a worm that is commonly distributed via exploit kits
and social engineering. Variants have been observed stealing information from
the local computer and communicating with command-and-control (C&C)
servers managed by attackers.



The second most common malware family encountered in Oman in 4Q15 was
VBS/Jenxcus, which was encountered by 0.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Oman in 4Q15 was
Win32/Peals, which was encountered by <0.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Oman in 4Q15 was
INF/Autorun, which was encountered by <0.1 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Oman in 4Q15

648 OMAN

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

0.1%

2

Win32/SupTab

Browser Modifiers

0.1%

3

Win32/KipodToolsCby

Browser Modifiers

<0.1%

4

Win32/Bayads

Adware

<0.1%

5

Win32/OutBrowse

Software Bundlers

<0.1%



The most common unwanted software family encountered in Oman in 4Q15
was Win32/Diplugem, which was encountered by 0.1 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Oman
in 4Q15 was Win32/SupTab, which was encountered by 0.1 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Oman in
4Q15 was Win32/KipodToolsCby, which was encountered by <0.1 percent of
reporting computers there. Win32/KipodToolsCby is a browser modifier that
installs additional browser add-ons without the user’s consent. It bypasses
the normal prompts or dialogs that ask for consent to install add-ons.

Top threat families by infection rate
The most common malware families by infection rate in Oman in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

31.3

2

Win32/Gamarue

Worms

18.4

3

VBS/Jenxcus

Worms

7.9

4

Win32/Dorkbot

Worms

3.2

5

Win32/Blakamba

Trojans

2.6

6

Win32/CompromisedCert

Other Malware

1.7

7

Win32/Peals

Trojans

1.6

8

Win32/Sality

Viruses

1.4

9

Win32/Vobfus

Worms

1.2

10

MSIL/Bladabindi

Backdoors

1.2



The most common threat family infecting computers in Oman in 4Q15 was
Win32/Diplugem, which was detected and removed from 31.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Oman in 4Q15
was Win32/Gamarue, which was detected and removed from 18.4 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Oman in 4Q15 was
VBS/Jenxcus, which was detected and removed from 7.9 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Oman in 4Q15
was Win32/Dorkbot, which was detected and removed from 3.2 of every 1,000
unique computers scanned by the MSRT. Win32/Dorkbot is a worm that
spreads via instant messaging and removable drives. It also contains backdoor
functionality that allows unauthorized access and control of the affected
computer. Win32/Dorkbot may be distributed from compromised or malicious
websites using PDF or browser exploits.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Oman and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Oman

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

0.00

(0.22)

(0.57)

0.98

0.57

(4.7)

(3.9)

30.05

17.01

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Pakistan
The statistics presented here are generated by Microsoft security programs and
services running on computers in Pakistan in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Pakistan

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Pakistan

52.9%

45.9%

49.9%

63.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Pakistan

55.9

58.3

46.9

71.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 653

Encounter and infection rate trends
In 4Q15, 63.0% of computers in Pakistan encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 71.3 of every 1,000 unique computers
scanned in Pakistan in 4Q15 (a CCM score of 71.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Pakistan over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Pakistan and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Pakistan and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Pakistan in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Pakistan in 4Q15 was Worms. It was
encountered by 35.0 percent of all computers there, up from 25.6 percent in
3Q15.



The second most common malware category in Pakistan in 4Q15 was
Trojans. It was encountered by 25.0 percent of all computers there, up from
23.3 percent in 3Q15.



The third most common malware category in Pakistan in 4Q15 was Viruses,
which was encountered by 11.6 percent of all computers there, up from 8.5
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Pakistan in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Pakistan in 4Q15 was
Browser Modifiers. It was encountered by 20.7 percent of all computers
there, down from 20.8 percent in 3Q15.



The second most common unwanted software category in Pakistan in 4Q15
was Software Bundlers. It was encountered by 11.2 percent of all computers
there, up from 10.7 percent in 3Q15.



The third most common unwanted software category in Pakistan in 4Q15
was Adware, which was encountered by 3.4 percent of all computers there,
up from 2.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Pakistan in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

19.5%

2

Win32/Ippedo

Worms

9.9%

3

INF/Autorun

Obfuscators & Injectors

9.7%

4

VBS/Jenxcus

Worms

8.6%

5

Win32/Nuqel

Worms

6.4%

6

Win32/Sality

Viruses

5.6%

7

Win32/Ramnit

Viruses

4.6%

8

Win32/CplLnk

Exploits

4.3%

9

Win32/Skeeyah

Trojans

4.3%

10

Win32/Chir

Viruses

4.2%



The most common malware family encountered in Pakistan in 4Q15 was
Win32/Gamarue, which was encountered by 19.5 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Pakistan in 4Q15 was
Win32/Ippedo, which was encountered by 9.9 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The third most common malware family encountered in Pakistan in 4Q15 was
INF/Autorun, which was encountered by 9.7 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Pakistan in 4Q15 was
VBS/Jenxcus, which was encountered by 8.6 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Pakistan in 4Q15

658 PAKISTAN

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

9.4%

2

Win32/Diplugem

Browser Modifiers

8.6%

3

Win32/OutBrowse

Software Bundlers

4.2%

4

Win32/Mizenota

Software Bundlers

3.1%

5

Win32/Bayads

Adware

2.0%



The most common unwanted software family encountered in Pakistan in
4Q15 was Win32/SupTab, which was encountered by 9.4 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Pakistan in 4Q15 was Win32/Diplugem, which was encountered by 8.6
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Pakistan
in 4Q15 was Win32/OutBrowse, which was encountered by 4.2 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Pakistan in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.9

2

Win32/Gamarue

Worms

15.2

3

Win32/Sality

Viruses

9.4

4

VBS/Jenxcus

Worms

7.6

5

Win32/Nuqel

Worms

6.1

6

Win32/Chir

Viruses

5.1

7

Win32/Ramnit

Viruses

3.2

8

Win32/Virut

Viruses

3.1

9

Win32/Blakamba

Trojans

2.7

10

Win32/Peals

Trojans

1.3



The most common threat family infecting computers in Pakistan in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Pakistan in 4Q15
was Win32/Gamarue, which was detected and removed from 15.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Pakistan in 4Q15
was Win32/Sality, which was detected and removed from 9.4 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Pakistan in 4Q15
was VBS/Jenxcus, which was detected and removed from 7.6 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Pakistan and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Pakistan
Protected

660 PAKISTAN

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Pakistan

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

0.46

(0.22)

(0.57)

0.19

0.11

(4.7)

(3.9)

38.91

11.47

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Palestinian Authority
The statistics presented here are generated by Microsoft security programs and
services running on computers in the Palestinian territories (West Bank and Gaza
Strip) in 4Q15 and previous quarters. This data is provided from administrators
or users who choose to opt in to provide data to Microsoft, using IP address
geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the Palestinian territories

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Palestinian
Authority

45.9%

40.7%

43.5%

57.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Palestinian Authority

59.5

68.5

53.5

80.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 57.3% of computers in the Palestinian territories encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 80.0 of every 1,000 unique
computers scanned in the Palestinian territories in 4Q15 (a CCM score of 80.0,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the Palestinian territories over the last
four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the Palestinian territories and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the Palestinian territories and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in the Palestinian territories in 4Q15, by category
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The most common malware category in the Palestinian territories in 4Q15
was Worms. It was encountered by 26.5 percent of all computers there, up
from 19.1 percent in 3Q15.



The second most common malware category in the Palestinian territories in
4Q15 was Trojans. It was encountered by 22.5 percent of all computers
there, up from 15.7 percent in 3Q15.



The third most common malware category in the Palestinian territories in
4Q15 was Viruses, which was encountered by 9.5 percent of all computers
there, up from 8.2 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in the Palestinian territories in 4Q15, by category
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The most common unwanted software category in the Palestinian territories
in 4Q15 was Browser Modifiers. It was encountered by 19.1 percent of all
computers there, up from 17.7 percent in 3Q15.



The second most common unwanted software category in the Palestinian
territories in 4Q15 was Software Bundlers. It was encountered by 10.5
percent of all computers there, up from 8.0 percent in 3Q15.



The third most common unwanted software category in the Palestinian
territories in 4Q15 was Adware, which was encountered by 2.3 percent of all
computers there, down from 2.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the Palestinian territories in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

16.8%

2

VBS/Jenxcus

Worms

9.4%

3

INF/Autorun

Obfuscators & Injectors

5.9%

4

Win32/Sality

Viruses

5.4%

5

Win32/Obfuscator

Obfuscators & Injectors

4.0%

6

Win32/Dorv

Trojans

3.2%

7

MSIL/Bladabindi

Backdoors

3.1%

8

Win32/Peals

Trojans

3.0%

9

Win32/Dynamer

Trojans

2.9%

10

Win32/Sulunch

Trojans

2.9%



The most common malware family encountered in the Palestinian territories in
4Q15 was Win32/Gamarue, which was encountered by 16.8 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in the Palestinian
territories in 4Q15 was VBS/Jenxcus, which was encountered by 9.4 percent of
reporting computers there. VBS/Jenxcus is a worm that gives an attacker control
of the computer. It is spread by infected removable drives, like USB flash drives.
It can also be downloaded within a torrent file.



The third most common malware family encountered in the Palestinian
territories in 4Q15 was INF/Autorun, which was encountered by 5.9 percent of
reporting computers there. INF/Autorun is a family of worms that spreads by
copying itself to the mapped drives of an infected computer. The mapped
drives may include network or removable drives.



The fourth most common malware family encountered in the Palestinian
territories in 4Q15 was Win32/Sality, which was encountered by 5.4 percent of
reporting computers there. Win32/Sality is a family of polymorphic file infectors
that target executable files with the extensions .scr or .exe. They may execute a
damaging payload that deletes files with certain extensions and terminates
security-related processes and services.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the Palestinian territories in 4Q15

668 PALESTINIAN AUTHORITY

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

8.1%

2

Win32/Diplugem

Browser Modifiers

6.1%

3

Win32/OutBrowse

Software Bundlers

3.4%

4

Win32/Mizenota

Software Bundlers

2.6%

5

Win32/Tillail

Software Bundlers

2.5%



The most common unwanted software family encountered in the Palestinian
territories in 4Q15 was Win32/SupTab, which was encountered by 8.1
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The second most common unwanted software family encountered in the
Palestinian territories in 4Q15 was Win32/Diplugem, which was encountered
by 6.1 percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in the
Palestinian territories in 4Q15 was Win32/OutBrowse, which was
encountered by 3.4 percent of reporting computers there.
Win32/OutBrowse is a software bundler that installs additional unwanted
programs alongside software that the user wishes to install. It can remove or
hide the installer’s close button, leaving no way to decline the additional
applications.

Top threat families by infection rate
The most common malware families by infection rate in the Palestinian territories in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

28.4

2

Win32/Gamarue

Worms

18.3

3

Win32/Sality

Viruses

14.6

4

VBS/Jenxcus

Worms

11.3

5

Win32/Virut

Viruses

4.8

6

Win32/Blakamba

Trojans

3.6

7

MSIL/Bladabindi

Backdoors

3.5

8

Win32/Nitol

Other Malware

2.8

9

Win32/Ramnit

Viruses

2.7

10

Win32/Nuqel

Worms

2.6



The most common threat family infecting computers in the Palestinian
territories in 4Q15 was Win32/Diplugem, which was detected and removed
from 28.4 of every 1,000 unique computers scanned by the MSRT.
Win32/Diplugem is a browser modifier that installs browser add-ons without
obtaining the user’s consent. The add-ons show extra advertisements as the
user browses the web, and can inject additional ads into web search results
pages.



The second most common threat family infecting computers in the Palestinian
territories in 4Q15 was Win32/Gamarue, which was detected and removed from
18.3 of every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is
a worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in the Palestinian
territories in 4Q15 was Win32/Sality, which was detected and removed from 14.6
of every 1,000 unique computers scanned by the MSRT. Win32/Sality is a family
of polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in the Palestinian
territories in 4Q15 was VBS/Jenxcus, which was detected and removed from 11.3
of every 1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm
that gives an attacker control of the computer. It is spread by infected
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removable drives, like USB flash drives. It can also be downloaded within a
torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the Palestinian territories and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the Palestinian territories

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.19

0.40

(0.22)

(0.57)

0.65

0.35

(4.7)

(3.9)

49.46

14.32

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Panama
The statistics presented here are generated by Microsoft security programs and
services running on computers in Panama in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Panama

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Panama

23.0%

20.0%

22.8%

27.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Panama

8.1

14.9

8.3

34.7

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 673

Encounter and infection rate trends
In 4Q15, 27.4% of computers in Panama encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 34.7 of every 1,000 unique computers
scanned in Panama in 4Q15 (a CCM score of 34.7, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Panama over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Panama and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Panama and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Panama in 4Q15, by category
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The most common malware category in Panama in 4Q15 was Worms. It was
encountered by 8.7 percent of all computers there, down from 9.0 percent
in 3Q15.



The second most common malware category in Panama in 4Q15 was
Trojans. It was encountered by 7.2 percent of all computers there, up from
6.3 percent in 3Q15.



The third most common malware category in Panama in 4Q15 was Exploits,
which was encountered by 1.6 percent of all computers there, down from 1.8
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Panama in 4Q15, by category
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The most common unwanted software category in Panama in 4Q15 was
Browser Modifiers. It was encountered by 11.6 percent of all computers
there, up from 10.8 percent in 3Q15.



The second most common unwanted software category in Panama in 4Q15
was Software Bundlers. It was encountered by 3.7 percent of all computers
there, down from 4.4 percent in 3Q15.



The third most common unwanted software category in Panama in 4Q15
was Adware, which was encountered by 2.3 percent of all computers there,
up from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Panama in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

5.6%

2

VBS/Jenxcus

Worms

2.3%

3

Win32/Peals

Trojans

1.1%

4

Win32/Dynamer

Trojans

1.1%

5

Win32/Skeeyah

Trojans

1.0%

6

JS/Axpergle

Exploits

0.9%

7

HTML/Meadgive

Exploits

0.6%

8

Win32/Dorkbot

Worms

0.6%

9

Win32/Sventore

Downloaders & Droppers

0.5%

10

Win32/Obfuscator

Obfuscators & Injectors

0.4%



The most common malware family encountered in Panama in 4Q15 was
Win32/Gamarue, which was encountered by 5.6 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Panama in 4Q15 was
VBS/Jenxcus, which was encountered by 2.3 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Panama in 4Q15 was
Win32/Peals, which was encountered by 1.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Panama in 4Q15 was
Win32/Dynamer, which was encountered by 1.1 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Panama in 4Q15

678 PANAMA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.5%

2

Win32/SupTab

Browser Modifiers

2.3%

3

Win32/Bayads

Adware

1.9%

4

Win32/Pokki

Browser Modifiers

1.3%

5

Win32/OutBrowse

Software Bundlers

1.1%



The most common unwanted software family encountered in Panama in
4Q15 was Win32/Diplugem, which was encountered by 5.5 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Panama in 4Q15 was Win32/SupTab, which was encountered by 2.3 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Panama
in 4Q15 was Win32/Bayads, which was encountered by 1.9 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Panama in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

25.2

2

Win32/Gamarue

Worms

5.1

3

VBS/Jenxcus

Worms

2.1

4

Win32/Blakamba

Trojans

1.7

5

Win32/Peals

Trojans

0.5

6

Win32/Dorkbot

Worms

0.5

7

Win32/Sality

Viruses

0.3

8

Win32/IeEnablerCby

Browser Modifiers

0.2

9

JS/Bondat

Worms

0.2

10

Win32/Lethic

Trojans

0.2



The most common threat family infecting computers in Panama in 4Q15 was
Win32/Diplugem, which was detected and removed from 25.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Panama in 4Q15
was Win32/Gamarue, which was detected and removed from 5.1 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Panama in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.1 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Panama in 4Q15
was Win32/Blakamba, which was detected and removed from 1.7 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Panama and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Panama

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

3.13

0.94

(0.22)

(0.57)

8.69

5.47

(4.7)

(3.9)

51.23

27.86

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Paraguay
The statistics presented here are generated by Microsoft security programs and
services running on computers in Paraguay in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Paraguay

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Paraguay

N/A

N/A

24.9%

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Paraguay

10.4

20.2

11.9

38.4

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 38.4 of every 1,000
unique computers scanned in Paraguay in 4Q15 (a CCM score of 38.4,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Paraguay over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Paraguay and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Paraguay and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Paraguay in 4Q15, by category
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The most common malware category in Paraguay in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 9.3 percent
in 3Q15.



The second most common malware category in Paraguay in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 8.5
percent in 3Q15.



The third most common malware category in Paraguay in 4Q15 was , which
was encountered by N/A percent of all computers there, down from 2.1
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Paraguay in 4Q15, by category
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The most common unwanted software category in Paraguay in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 11.6
percent in 3Q15.



The second most common unwanted software category in Paraguay in
4Q15 was . It was encountered by N/A percent of all computers there, down
from 4.5 percent in 3Q15.



The third most common unwanted software category in Paraguay in 4Q15
was , which was encountered by N/A percent of all computers there, down
from 1.7 percent in 3Q15.

Top threat families by infection rate
The most common malware families by infection rate in Paraguay in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

27.9

2

VBS/Jenxcus

Worms

3.9

3

Win32/Blakamba

Trojans

2.3

4

JS/Bondat

Worms

1.7

5

Win32/Dorkbot

Worms

1.1

6

Win32/Sality

Viruses

0.8

7

Win32/CompromisedCert

Other Malware

0.6

8

Win32/Peals

Trojans

0.5

9

Win32/Gamarue

Worms

0.4

10

Win32/Brontok

Worms

0.4



The most common threat family infecting computers in Paraguay in 4Q15 was
Win32/Diplugem, which was detected and removed from 27.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Paraguay in
4Q15 was VBS/Jenxcus, which was detected and removed from 3.9 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Paraguay in 4Q15
was Win32/Blakamba, which was detected and removed from 2.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Paraguay in 4Q15
was JS/Bondat, which was detected and removed from 1.7 of every 1,000 unique
computers scanned by the MSRT. JS/Bondat is a family of threats that collects
information about the computer, infects removable drives, and tries to stop the
user from accessing files. It spreads by infecting removable drives, such as USB
thumb drives and flash drives.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Paraguay and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Paraguay

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

0.01

(0.22)

(0.57)

0.64

0.25

(4.7)

(3.9)

14.84

8.80

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Peru
The statistics presented here are generated by Microsoft security programs and
services running on computers in Peru in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Peru

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Peru

25.6%

23.2%

24.6%

32.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Peru

13.5

23.4

15.3

49.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 32.4% of computers in Peru encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 49.0 of every 1,000 unique computers scanned in
Peru in 4Q15 (a CCM score of 49.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Peru over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Peru and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Peru and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Peru in 4Q15, by category
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The most common malware category in Peru in 4Q15 was Worms. It was
encountered by 17.6 percent of all computers there, up from 12.6 percent in
3Q15.



The second most common malware category in Peru in 4Q15 was Trojans. It
was encountered by 9.4 percent of all computers there, down from 9.6
percent in 3Q15.



The third most common malware category in Peru in 4Q15 was Obfuscators
& Injectors, which was encountered by 2.5 percent of all computers there,
up from 1.7 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Peru in 4Q15, by category
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The most common unwanted software category in Peru in 4Q15 was
Browser Modifiers. It was encountered by 9.7 percent of all computers there,
up from 8.3 percent in 3Q15.



The second most common unwanted software category in Peru in 4Q15 was
Software Bundlers. It was encountered by 3.0 percent of all computers there,
down from 3.5 percent in 3Q15.



The third most common unwanted software category in Peru in 4Q15 was
Adware, which was encountered by 1.6 percent of all computers there, up
from 1.2 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Peru in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

12.1%

2

JS/Bondat

Worms

3.1%

3

VBS/Jenxcus

Worms

2.5%

4

Win32/Peals

Trojans

2.3%

5

Win32/Nohad

Worms

1.6%

6

Win32/Obfuscator

Obfuscators & Injectors

1.1%

7

Win32/Dynamer

Trojans

1.0%

8

Win32/Skeeyah

Trojans

0.9%

9

Win32/Vobfus

Worms

0.8%

10

Win32/Yeltminky

Worms

0.8%



The most common malware family encountered in Peru in 4Q15 was
Win32/Gamarue, which was encountered by 12.1 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Peru in 4Q15 was
JS/Bondat, which was encountered by 3.1 percent of reporting computers there.
JS/Bondat is a family of threats that collects information about the computer,
infects removable drives, and tries to stop the user from accessing files. It
spreads by infecting removable drives, such as USB thumb drives and flash
drives.



The third most common malware family encountered in Peru in 4Q15 was
VBS/Jenxcus, which was encountered by 2.5 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The fourth most common malware family encountered in Peru in 4Q15 was
Win32/Peals, which was encountered by 2.3 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 695

Top unwanted software families by encounter rate
The most common unwanted software families encountered in Peru in 4Q15

696 PERU

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.4%

2

Win32/SupTab

Browser Modifiers

2.3%

3

Win32/Pokki

Browser Modifiers

1.2%

4

Win32/Bayads

Adware

1.0%

5

Win32/OutBrowse

Software Bundlers

0.9%



The most common unwanted software family encountered in Peru in 4Q15
was Win32/Diplugem, which was encountered by 4.4 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Peru
in 4Q15 was Win32/SupTab, which was encountered by 2.3 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Peru in
4Q15 was Win32/Pokki, which was encountered by 1.2 percent of reporting
computers there. Win32/Pokki is a browser add-on that formerly displayed
behaviors of unwanted software. Recent versions of the add-on no longer
meet Microsoft detection criteria, and are no longer considered unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in Peru in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

26.5

2

Win32/Gamarue

Worms

16.3

3

Win32/Blakamba

Trojans

2.9

4

VBS/Jenxcus

Worms

2.3

5

Win32/Peals

Trojans

1.4

6

JS/Bondat

Worms

1.1

7

Win32/CompromisedCert

Other Malware

0.6

8

Win32/Nohad

Worms

0.6

9

Win32/Vobfus

Worms

0.6

10

Win32/Ramnit

Viruses

0.5



The most common threat family infecting computers in Peru in 4Q15 was
Win32/Diplugem, which was detected and removed from 26.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Peru in 4Q15
was Win32/Gamarue, which was detected and removed from 16.3 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Peru in 4Q15 was
Win32/Blakamba, which was detected and removed from 2.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Peru in 4Q15 was
VBS/Jenxcus, which was detected and removed from 2.3 of every 1,000 unique
computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an attacker
control of the computer. It is spread by infected removable drives, like USB flash
drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Peru and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Peru
Protected
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Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Peru

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.07

0.07

(0.22)

(0.57)

0.68

0.43

(4.7)

(3.9)

32.56

18.62

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Philippines
The statistics presented here are generated by Microsoft security programs and
services running on computers in Philippines in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Philippines

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Philippines

32.6%

29.1%

37.8%

47.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Philippines

30.9

37.4

30.9

71.7

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 47.7% of computers in Philippines encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 71.7 of every 1,000 unique computers
scanned in Philippines in 4Q15 (a CCM score of 71.7, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Philippines over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Philippines and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Philippines and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Philippines in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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Backdoors



The most common malware category in Philippines in 4Q15 was Worms. It
was encountered by 26.8 percent of all computers there, up from 20.9
percent in 3Q15.



The second most common malware category in Philippines in 4Q15 was
Trojans. It was encountered by 16.5 percent of all computers there, down
from 16.6 percent in 3Q15.



The third most common malware category in Philippines in 4Q15 was
Obfuscators & Injectors, which was encountered by 5.2 percent of all
computers there, up from 3.6 percent in 3Q15.

Password Ransomware
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Philippines in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Philippines in 4Q15 was
Browser Modifiers. It was encountered by 16.7 percent of all computers
there, up from 15.1 percent in 3Q15.



The second most common unwanted software category in Philippines in
4Q15 was Software Bundlers. It was encountered by 6.9 percent of all
computers there, up from 6.8 percent in 3Q15.



The third most common unwanted software category in Philippines in 4Q15
was Adware, which was encountered by 4.4 percent of all computers there,
up from 3.3 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Philippines in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

19.8%

2

Win32/Ippedo

Worms

4.5%

3

Win32/Peals

Trojans

4.1%

4

VBS/Jenxcus

Worms

3.9%

5

Win32/Ramnit

Viruses

3.4%

6

Win32/CplLnk

Exploits

3.0%

7

VBS/Cantix

Worms

2.9%

8

INF/Autorun

Obfuscators & Injectors

2.9%

9

Win32/Sality

Viruses

2.5%

10

Win32/Skeeyah

Trojans

2.2%



The most common malware family encountered in Philippines in 4Q15 was
Win32/Gamarue, which was encountered by 19.8 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Philippines in 4Q15
was Win32/Ippedo, which was encountered by 4.5 percent of reporting
computers there. Win32/Ippedo is a worm that can send sensitive information
to a malicious hacker. It spreads through removable drives, such as USB flash
drives.



The third most common malware family encountered in Philippines in 4Q15 was
Win32/Peals, which was encountered by 4.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Philippines in 4Q15
was VBS/Jenxcus, which was encountered by 3.9 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Philippines in 4Q15

706 PHILIPPINES

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

7.9%

2

Win32/SupTab

Browser Modifiers

4.9%

3

Win32/Bayads

Adware

2.6%

4

Win32/OutBrowse

Software Bundlers

1.9%

5

Win32/KipodToolsCby

Browser Modifiers

1.6%



The most common unwanted software family encountered in Philippines in
4Q15 was Win32/Diplugem, which was encountered by 7.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Philippines in 4Q15 was Win32/SupTab, which was encountered by 4.9
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Philippines in 4Q15 was Win32/Bayads, which was encountered by 2.6
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Philippines in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

34.9

2

Win32/Gamarue

Worms

24.6

3

Win32/Sality

Viruses

4.9

4

VBS/Jenxcus

Worms

4.4

5

Win32/Ramnit

Viruses

3.9

6

Win32/Blakamba

Trojans

3.4

7

Win32/Peals

Trojans

2.1

8

Win32/Necurs

Trojans

1.5

9

Win32/Pramro

Trojans

0.8

10

Win32/Yeltminky

Worms

0.7



The most common threat family infecting computers in Philippines in 4Q15 was
Win32/Diplugem, which was detected and removed from 34.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Philippines in
4Q15 was Win32/Gamarue, which was detected and removed from 24.6 of
every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Philippines in 4Q15
was Win32/Sality, which was detected and removed from 4.9 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Philippines in
4Q15 was VBS/Jenxcus, which was detected and removed from 4.4 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Philippines and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Philippines

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.34

1.42

(0.22)

(0.57)

0.19

0.14

(4.7)

(3.9)

26.89

9.43

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 709

Poland
The statistics presented here are generated by Microsoft security programs and
services running on computers in Poland in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Poland

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Poland

16.7%

13.0%

20.8%

26.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Poland

7.7

11.4

7.9

18.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 26.7% of computers in Poland encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 18.9 of every 1,000 unique computers scanned in
Poland in 4Q15 (a CCM score of 18.9, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Poland over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Poland and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Poland and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Poland in 4Q15, by category
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The most common malware category in Poland in 4Q15 was Trojans. It was
encountered by 7.7 percent of all computers there, up from 7.3 percent in
3Q15.



The second most common malware category in Poland in 4Q15 was Worms.
It was encountered by 1.9 percent of all computers there, up from 1.8
percent in 3Q15.



The third most common malware category in Poland in 4Q15 was Exploits,
which was encountered by 1.7 percent of all computers there, up from 1.6
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Poland in 4Q15, by category
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The most common unwanted software category in Poland in 4Q15 was
Browser Modifiers. It was encountered by 14.6 percent of all computers
there, up from 12.8 percent in 3Q15.



The second most common unwanted software category in Poland in 4Q15
was Software Bundlers. It was encountered by 6.6 percent of all computers
there, up from 2.3 percent in 3Q15.



The third most common unwanted software category in Poland in 4Q15 was
Adware, which was encountered by 1.6 percent of all computers there, down
from 1.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Poland in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dorv

Trojans

1.9%

2

JS/Axpergle

Exploits

1.3%

3

Win32/Spursint

Trojans

1.1%

4

Win32/Dynamer

Trojans

1.1%

5

Win32/Obfuscator

Obfuscators & Injectors

1.0%

6

Win32/Skeeyah

Trojans

0.7%

7

Win32/Peals

Trojans

0.6%

8

Win32/Gamarue

Worms

0.6%

9

INF/Autorun

Obfuscators & Injectors

0.5%

10

Win32/Sventore

Downloaders & Droppers

0.5%



The most common malware family encountered in Poland in 4Q15 was
Win32/Dorv, which was encountered by 1.9 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The second most common malware family encountered in Poland in 4Q15 was
JS/Axpergle, which was encountered by 1.3 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The third most common malware family encountered in Poland in 4Q15 was
Win32/Spursint, which was encountered by 1.1 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The fourth most common malware family encountered in Poland in 4Q15 was
Win32/Dynamer, which was encountered by 1.1 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Poland in 4Q15

716 POLAND

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

8.2%

2

Win32/Tillail

Software Bundlers

4.5%

3

Win32/Diplugem

Browser Modifiers

2.5%

4

Win32/Pokki

Browser Modifiers

1.3%

5

Win32/Bayads

Adware

0.9%



The most common unwanted software family encountered in Poland in
4Q15 was Win32/SupTab, which was encountered by 8.2 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Poland in 4Q15 was Win32/Tillail, which was encountered by 4.5 percent of
reporting computers there. Win32/Tillail is a software bundler that installs
unwanted software alongside the software the user is trying to install. It has
been observed to install the browser modifier Win32/SupTab.



The third most common unwanted software family encountered in Poland in
4Q15 was Win32/Diplugem, which was encountered by 2.5 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.

Top threat families by infection rate
The most common malware families by infection rate in Poland in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

13.0

2

Win32/CompromisedCert

Other Malware

2.1

3

Win32/Blakamba

Trojans

0.9

4

Win32/Gamarue

Worms

0.8

5

Win32/Brontok

Worms

0.5

6

Win32/Sality

Viruses

0.4

7

Win32/Vobfus

Worms

0.3

8

Win32/Ramnit

Viruses

0.2

9

Win32/Peals

Trojans

0.2

10

VBS/Jenxcus

Worms

0.2



The most common threat family infecting computers in Poland in 4Q15 was
Win32/Diplugem, which was detected and removed from 13.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Poland in 4Q15
was Win32/CompromisedCert, which was detected and removed from 2.1 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Poland in 4Q15
was Win32/Blakamba, which was detected and removed from 0.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Poland in 4Q15
was Win32/Gamarue, which was detected and removed from 0.8 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Poland and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Poland
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Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Poland

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.16

0.70

(0.22)

(0.57)

7.85

6.73

(4.7)

(3.9)

128.72

61.49

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Portugal
The statistics presented here are generated by Microsoft security programs and
services running on computers in Portugal in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Portugal

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Portugal

22.6%

19.0%

26.0%

25.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Portugal

3.3

9.4

5.0

25.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 25.6% of computers in Portugal encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 25.6 of every 1,000 unique computers
scanned in Portugal in 4Q15 (a CCM score of 25.6, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Portugal over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Portugal and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Portugal and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Portugal in 4Q15, by category

Encounter rate (percent of all reporting computers)

Portugal

Worldwide

8.0%
7.0%
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5.0%
4.0%
3.0%
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1.0%
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Trojans

Downloaders
& Droppers

Other

Exploits

Obfuscators &
Injectors

Worms

Ransomware

Backdoors

Viruses



The most common malware category in Portugal in 4Q15 was Trojans. It was
encountered by 7.6 percent of all computers there, down from 10.9 percent
in 3Q15.



The second most common malware category in Portugal in 4Q15 was
Downloaders & Droppers. It was encountered by 3.5 percent of all
computers there, down from 4.9 percent in 3Q15.



The third most common malware category in Portugal in 4Q15 was Exploits,
which was encountered by 2.4 percent of all computers there, up from 2.2
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Portugal in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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The most common unwanted software category in Portugal in 4Q15 was
Browser Modifiers. It was encountered by 13.3 percent of all computers
there, down from 16.6 percent in 3Q15.



The second most common unwanted software category in Portugal in 4Q15
was Software Bundlers. It was encountered by 4.8 percent of all computers
there, down from 4.9 percent in 3Q15.



The third most common unwanted software category in Portugal in 4Q15
was Adware, which was encountered by 2.4 percent of all computers there,
down from 2.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Portugal in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Sventore

Downloaders & Droppers

2.2%

2

JS/Axpergle

Exploits

1.8%

3

Win32/Dynamer

Trojans

1.3%

4

Win32/Skeeyah

Trojans

1.3%

5

Win32/Obfuscator

Obfuscators & Injectors

1.0%

6

Win32/Peals

Trojans

0.9%

7

Win32/Crowti

Ransomware

0.7%

8

HTML/Meadgive

Exploits

0.6%

9

Win32/Dorv

Trojans

0.6%

10

INF/Autorun

Obfuscators & Injectors

0.5%



The most common malware family encountered in Portugal in 4Q15 was
Win32/Sventore, which was encountered by 2.2 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The second most common malware family encountered in Portugal in 4Q15 was
JS/Axpergle, which was encountered by 1.8 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The third most common malware family encountered in Portugal in 4Q15 was
Win32/Dynamer, which was encountered by 1.3 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Portugal in 4Q15 was
Win32/Skeeyah, which was encountered by 1.3 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Portugal in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.4%

2

Win32/SupTab

Browser Modifiers

5.4%

3

Win32/OutBrowse

Software Bundlers

1.3%

4

Win32/Bayads

Adware

1.2%

5

Win32/EoRezo

Adware

1.1%



The most common unwanted software family encountered in Portugal in
4Q15 was Win32/Diplugem, which was encountered by 5.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Portugal in 4Q15 was Win32/SupTab, which was encountered by 5.4 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Portugal
in 4Q15 was Win32/OutBrowse, which was encountered by 1.3 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Portugal in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

22.9

2

Win32/Blakamba

Trojans

1.3

3

Win32/Gamarue

Worms

0.3

4

Win32/Peals

Trojans

0.2

5

VBS/Jenxcus

Worms

0.2

6

Win32/Brontok

Worms

0.2

7

MSIL/Bladabindi

Backdoors

0.2

8

Win32/CompromisedCert

Other Malware

0.2

9

Win32/IeEnablerCby

Browser Modifiers

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Portugal in 4Q15 was
Win32/Diplugem, which was detected and removed from 22.9 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Portugal in
4Q15 was Win32/Blakamba, which was detected and removed from 1.3 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Portugal in 4Q15
was Win32/Gamarue, which was detected and removed from 0.3 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Portugal in 4Q15
was Win32/Peals, which was detected and removed from 0.2 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Portugal and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Portugal
Protected

728 PORTUGAL

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Portugal

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.27

0.66

(0.22)

(0.57)

7.48

5.52

(4.7)

(3.9)

167.65

57.18

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Puerto Rico
The statistics presented here are generated by Microsoft security programs and
services running on computers in Puerto Rico in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Puerto Rico

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Puerto Rico

19.9%

16.8%

19.1%

19.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Puerto Rico

6.8

13.3

6.3

31.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.1% of computers in Puerto Rico encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 31.9 of every 1,000 unique computers
scanned in Puerto Rico in 4Q15 (a CCM score of 31.9, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Puerto Rico over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Puerto Rico and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Puerto Rico and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Puerto Rico in 4Q15, by category
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The most common malware category in Puerto Rico in 4Q15 was Trojans. It
was encountered by 4.3 percent of all computers there, down from 7.1
percent in 3Q15.



The second most common malware category in Puerto Rico in 4Q15 was
Worms. It was encountered by 2.6 percent of all computers there, up from
2.1 percent in 3Q15.



The third most common malware category in Puerto Rico in 4Q15 was
Downloaders & Droppers, which was encountered by 1.1 percent of all
computers there, down from 1.6 percent in 3Q15.

Viruses

Password
Stealers &
Monitoring
Tools

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 733

Unwanted software categories
Unwanted software encountered in Puerto Rico in 4Q15, by category
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The most common unwanted software category in Puerto Rico in 4Q15 was
Browser Modifiers. It was encountered by 10.1 percent of all computers
there, down from 11.5 percent in 3Q15.



The second most common unwanted software category in Puerto Rico in
4Q15 was Software Bundlers. It was encountered by 3.4 percent of all
computers there, down from 3.6 percent in 3Q15.



The third most common unwanted software category in Puerto Rico in 4Q15
was Adware, which was encountered by 2.1 percent of all computers there,
up from 1.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Puerto Rico in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

0.9%

2

INF/Autorun

Obfuscators & Injectors

0.6%

3

Win32/Skeeyah

Trojans

0.6%

4

JS/Axpergle

Exploits

0.6%

5

Win32/Dynamer

Trojans

0.6%

6

Win32/Vobfus

Worms

0.4%

7

Win32/Brontok

Worms

0.4%

8

Win32/Sventore

Downloaders & Droppers

0.4%

9

Win32/Peals

Trojans

0.4%

10

Win32/Dorv

Trojans

0.4%



The most common malware family encountered in Puerto Rico in 4Q15 was
VBS/Jenxcus, which was encountered by 0.9 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Puerto Rico in 4Q15
was INF/Autorun, which was encountered by 0.6 percent of reporting
computers there. INF/Autorun is a family of worms that spreads by copying
itself to the mapped drives of an infected computer. The mapped drives may
include network or removable drives.



The third most common malware family encountered in Puerto Rico in 4Q15
was Win32/Skeeyah, which was encountered by 0.6 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.



The fourth most common malware family encountered in Puerto Rico in 4Q15
was JS/Axpergle, which was encountered by 0.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Puerto Rico in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.5%

2

Win32/SupTab

Browser Modifiers

2.6%

3

Win32/Bayads

Adware

1.6%

4

Win32/OutBrowse

Software Bundlers

1.2%

5

Win32/KipodToolsCby

Browser Modifiers

1.1%



The most common unwanted software family encountered in Puerto Rico in
4Q15 was Win32/Diplugem, which was encountered by 4.5 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in Puerto
Rico in 4Q15 was Win32/SupTab, which was encountered by 2.6 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Puerto
Rico in 4Q15 was Win32/Bayads, which was encountered by 1.6 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Puerto Rico in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

27.6

2

Win32/Blakamba

Trojans

1.7

3

VBS/Jenxcus

Worms

1.6

4

Win32/Vobfus

Worms

0.6

5

Win32/Brontok

Worms

0.5

6

Win32/IeEnablerCby

Browser Modifiers

0.3

7

Win32/Peals

Trojans

0.3

8

Win32/Dorkbot

Worms

0.2

9

Win32/Alureon

Trojans

0.2

10

MSIL/Bladabindi

Backdoors

0.1



The most common threat family infecting computers in Puerto Rico in 4Q15 was
Win32/Diplugem, which was detected and removed from 27.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Puerto Rico in
4Q15 was Win32/Blakamba, which was detected and removed from 1.7 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Puerto Rico in
4Q15 was VBS/Jenxcus, which was detected and removed from 1.6 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in Puerto Rico in
4Q15 was Win32/Vobfus, which was detected and removed from 0.6 of every
1,000 unique computers scanned by the MSRT. Win32/Vobfus is a family of
worms that spreads via network drives and removable drives and
download/executes arbitrary files. Downloaded files may include additional
malware.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Puerto Rico and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Puerto Rico
Protected

738 PUERTO RICO

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Puerto Rico

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

3.01

(0.22)

(0.57)

1.50

0.93

(4.7)

(3.9)

27.94

12.52

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Qatar
The statistics presented here are generated by Microsoft security programs and
services running on computers in Qatar in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Qatar

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Qatar

30.8%

24.4%

28.0%

32.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Qatar

14.3

24.6

15.7

41.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 32.5% of computers in Qatar encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 41.8 of every 1,000 unique computers scanned in
Qatar in 4Q15 (a CCM score of 41.8, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Qatar over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Qatar and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Qatar and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Qatar in 4Q15, by category
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The most common malware category in Qatar in 4Q15 was Trojans. It was
encountered by 9.6 percent of all computers there, down from 11.2 percent
in 3Q15.



The second most common malware category in Qatar in 4Q15 was Worms.
It was encountered by 9.3 percent of all computers there, up from 6.3
percent in 3Q15.



The third most common malware category in Qatar in 4Q15 was
Downloaders & Droppers, which was encountered by 2.0 percent of all
computers there, down from 2.4 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Qatar in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Qatar in 4Q15 was
Browser Modifiers. It was encountered by 14.4 percent of all computers
there, down from 15.7 percent in 3Q15.



The second most common unwanted software category in Qatar in 4Q15
was Software Bundlers. It was encountered by 5.3 percent of all computers
there, up from 5.1 percent in 3Q15.



The third most common unwanted software category in Qatar in 4Q15 was
Adware, which was encountered by 3.3 percent of all computers there, up
from 2.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Qatar in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

4.6%

2

VBS/Jenxcus

Worms

1.8%

3

Win32/Skeeyah

Trojans

1.7%

4

Win32/Peals

Trojans

1.5%

5

Win32/Dynamer

Trojans

1.4%

6

INF/Autorun

Obfuscators & Injectors

1.3%

7

Win32/Dorv

Trojans

1.0%

8

ALisp/Copicad

Worms

0.7%

9

Win32/Nuqel

Worms

0.7%

10

Win32/Obfuscator

Obfuscators & Injectors

0.6%



The most common malware family encountered in Qatar in 4Q15 was
Win32/Gamarue, which was encountered by 4.6 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Qatar in 4Q15 was
VBS/Jenxcus, which was encountered by 1.8 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The third most common malware family encountered in Qatar in 4Q15 was
Win32/Skeeyah, which was encountered by 1.7 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The fourth most common malware family encountered in Qatar in 4Q15 was
Win32/Peals, which was encountered by 1.5 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Qatar in 4Q15

746 QATAR

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.7%

2

Win32/SupTab

Browser Modifiers

4.6%

3

Win32/Bayads

Adware

1.9%

4

Win32/KipodToolsCby

Browser Modifiers

1.6%

5

Win32/OutBrowse

Software Bundlers

1.5%



The most common unwanted software family encountered in Qatar in 4Q15
was Win32/Diplugem, which was encountered by 5.7 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Qatar
in 4Q15 was Win32/SupTab, which was encountered by 4.6 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Qatar in
4Q15 was Win32/Bayads, which was encountered by 1.9 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Qatar in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

27.5

2

Win32/Gamarue

Worms

6.2

3

Win32/Blakamba

Trojans

2.7

4

VBS/Jenxcus

Worms

2.1

5

Win32/CompromisedCert

Other Malware

1.5

6

Win32/Sality

Viruses

1.0

7

Win32/Peals

Trojans

0.9

8

Win32/Nuqel

Worms

0.8

9

MSIL/Bladabindi

Backdoors

0.5

10

Win32/Ramnit

Viruses

0.4



The most common threat family infecting computers in Qatar in 4Q15 was
Win32/Diplugem, which was detected and removed from 27.5 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Qatar in 4Q15
was Win32/Gamarue, which was detected and removed from 6.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Qatar in 4Q15 was
Win32/Blakamba, which was detected and removed from 2.7 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Qatar in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.1 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Qatar and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Qatar

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.02

0.07

(0.22)

(0.57)

2.06

1.06

(4.7)

(3.9)

47.40

24.71

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Romania
The statistics presented here are generated by Microsoft security programs and
services running on computers in Romania in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Romania

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Romania

29.9%

22.5%

27.4%

31.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Romania

16.5

20.8

13.3

36.4

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 31.3% of computers in Romania encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 36.4 of every 1,000 unique computers
scanned in Romania in 4Q15 (a CCM score of 36.4, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Romania over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Romania and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Romania and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Romania in 4Q15, by category
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The most common malware category in Romania in 4Q15 was Trojans. It
was encountered by 11.9 percent of all computers there, down from 11.9
percent in 3Q15.



The second most common malware category in Romania in 4Q15 was
Worms. It was encountered by 4.4 percent of all computers there, up from
3.5 percent in 3Q15.



The third most common malware category in Romania in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.4 percent of all
computers there, down from 3.4 percent in 3Q15.

Password
Stealers &
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Tools
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Unwanted software categories
Unwanted software encountered in Romania in 4Q15, by category
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The most common unwanted software category in Romania in 4Q15 was
Browser Modifiers. It was encountered by 14.0 percent of all computers
there, down from 14.1 percent in 3Q15.



The second most common unwanted software category in Romania in 4Q15
was Software Bundlers. It was encountered by 6.8 percent of all computers
there, up from 5.9 percent in 3Q15.



The third most common unwanted software category in Romania in 4Q15
was Adware, which was encountered by 2.5 percent of all computers there,
down from 2.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Romania in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

3.0%

2

Win32/Dynamer

Trojans

2.2%

3

Win32/Gamarue

Worms

2.0%

4

Win32/Obfuscator

Obfuscators & Injectors

1.8%

5

Win32/Sventore

Downloaders & Droppers

1.7%

6

Win32/Peals

Trojans

1.5%

7

Win32/Spursint

Trojans

1.4%

8

INF/Autorun

Obfuscators & Injectors

1.3%

9

JS/Axpergle

Exploits

1.1%

10

HTML/Meadgive

Exploits

1.0%



The most common malware family encountered in Romania in 4Q15 was
Win32/Skeeyah, which was encountered by 3.0 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Romania in 4Q15
was Win32/Dynamer, which was encountered by 2.2 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Romania in 4Q15 was
Win32/Gamarue, which was encountered by 2.0 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The fourth most common malware family encountered in Romania in 4Q15 was
Win32/Obfuscator, which was encountered by 1.8 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Romania in 4Q15

756 ROMANIA

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

6.1%

2

Win32/Diplugem

Browser Modifiers

4.8%

3

Win32/OutBrowse

Software Bundlers

2.0%

4

Win32/EoRezo

Adware

1.5%

5

Win32/Mizenota

Software Bundlers

1.4%



The most common unwanted software family encountered in Romania in
4Q15 was Win32/SupTab, which was encountered by 6.1 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Romania in 4Q15 was Win32/Diplugem, which was encountered by 4.8
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Romania
in 4Q15 was Win32/OutBrowse, which was encountered by 2.0 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Romania in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

25.7

2

Win32/Sality

Viruses

3.3

3

Win32/Gamarue

Worms

2.5

4

Win32/Blakamba

Trojans

2.4

5

Win32/Ramnit

Viruses

1.1

6

Win32/Brontok

Worms

1.1

7

VBS/Jenxcus

Worms

0.8

8

Win32/Pramro

Trojans

0.6

9

Win32/Peals

Trojans

0.6

10

Win32/Tofsee

Backdoors

0.3



The most common threat family infecting computers in Romania in 4Q15 was
Win32/Diplugem, which was detected and removed from 25.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Romania in
4Q15 was Win32/Sality, which was detected and removed from 3.3 of every
1,000 unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The third most common threat family infecting computers in Romania in 4Q15
was Win32/Gamarue, which was detected and removed from 2.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Romania in 4Q15
was Win32/Blakamba, which was detected and removed from 2.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Romania and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Romania

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.15

0.80

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

11.37

9.09

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

112.28

62.56

(56.2)

(26.4)
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Russia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Russia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Russia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Russia

23.2%

17.7%

22.8%

28.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Russia

4.7

6.6

5.2

14.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 28.7% of computers in Russia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 14.1 of every 1,000 unique computers scanned in
Russia in 4Q15 (a CCM score of 14.1, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Russia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Russia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Russia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Russia in 4Q15, by category
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The most common malware category in Russia in 4Q15 was Trojans. It was
encountered by 16.6 percent of all computers there, up from 12.9 percent in
3Q15.



The second most common malware category in Russia in 4Q15 was
Downloaders & Droppers. It was encountered by 4.1 percent of all
computers there, up from 4.0 percent in 3Q15.



The third most common malware category in Russia in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.5 percent of all
computers there, down from 3.6 percent in 3Q15.

Ransomware
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Unwanted software categories
Unwanted software encountered in Russia in 4Q15, by category

Encounter rate (percent of all reporting computers)

Russia
10.0%
9.0%
8.0%
7.0%
6.0%
5.0%
4.0%
3.0%
2.0%
1.0%
0.0%
Browser Modifiers

764 RUSSIA

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Russia in 4Q15 was
Browser Modifiers. It was encountered by 9.2 percent of all computers there,
up from 8.1 percent in 3Q15.



The second most common unwanted software category in Russia in 4Q15
was Software Bundlers. It was encountered by 5.9 percent of all computers
there, up from 2.5 percent in 3Q15.



The third most common unwanted software category in Russia in 4Q15 was
Adware, which was encountered by 3.2 percent of all computers there, up
from 2.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Russia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

3.4%

2

Win32/Spursint

Trojans

3.1%

3

Win32/Obfuscator

Obfuscators & Injectors

3.0%

4

Win32/Peals

Trojans

2.9%

5

Win32/Dynamer

Trojans

2.3%

6

Win32/Dorv

Trojans

1.9%

7

Win32/Ogimant

Downloaders & Droppers

1.4%

8

Win32/Mytonel

Downloaders & Droppers

0.8%

9

Win32/Sventore

Downloaders & Droppers

0.7%

10

Win32/Bulta

Trojans

0.5%



The most common malware family encountered in Russia in 4Q15 was
Win32/Skeeyah, which was encountered by 3.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Russia in 4Q15 was
Win32/Spursint, which was encountered by 3.1 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The third most common malware family encountered in Russia in 4Q15 was
Win32/Obfuscator, which was encountered by 3.0 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Russia in 4Q15 was
Win32/Peals, which was encountered by 2.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Russia in 4Q15

766 RUSSIA

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

5.3%

2

Win32/OutBrowse

Software Bundlers

2.0%

3

Win32/EoRezo

Adware

1.9%

4

Win32/Diplugem

Browser Modifiers

1.5%

5

Win32/Bayads

Adware

0.9%



The most common unwanted software family encountered in Russia in 4Q15
was Win32/SupTab, which was encountered by 5.3 percent of reporting
computers there. Win32/SupTab is a browser modifier that installs itself and
changes the browser’s default search provider, without obtaining the user’s
consent for either action.



The second most common unwanted software family encountered in Russia
in 4Q15 was Win32/OutBrowse, which was encountered by 2.0 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.



The third most common unwanted software family encountered in Russia in
4Q15 was Win32/EoRezo, which was encountered by 1.9 percent of
reporting computers there. Win32/EoRezo is adware that displays targeted
advertising to affected users while browsing the Internet, based on
downloaded pre-configured information.

Top threat families by infection rate
The most common malware families by infection rate in Russia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

10.2

2

Win32/Blakamba

Trojans

0.7

3

Win32/CompromisedCert

Other Malware

0.6

4

Win32/Dorkbot

Worms

0.4

5

Win32/Brontok

Worms

0.3

6

Win32/Ramnit

Viruses

0.3

7

Win32/Peals

Trojans

0.2

8

Win32/Mytonel

Downloaders & Droppers

0.2

9

Win32/Sality

Viruses

0.2

10

Win32/Gamarue

Worms

0.2



The most common threat family infecting computers in Russia in 4Q15 was
Win32/Diplugem, which was detected and removed from 10.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Russia in 4Q15
was Win32/Blakamba, which was detected and removed from 0.7 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Russia in 4Q15 was
Win32/CompromisedCert, which was detected and removed from 0.6 of every
1,000 unique computers scanned by the MSRT. Win32/CompromisedCert is a
detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Russia in 4Q15
was Win32/Dorkbot, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Dorkbot is a worm that
spreads via instant messaging and removable drives. It also contains backdoor
functionality that allows unauthorized access and control of the affected
computer. Win32/Dorkbot may be distributed from compromised or malicious
websites using PDF or browser exploits.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Russia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Russia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

1.89

1.83

(0.22)

(0.57)

2.40

2.07

(4.7)

(3.9)

248.39

104.24

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Saudi Arabia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Saudi Arabia in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Saudi Arabia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Saudi Arabia

32.0%

26.5%

28.9%

37.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Saudi Arabia

24.1

31.2

20.0

45.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 37.9% of computers in Saudi Arabia encountered malware, compared
to the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 45.6 of every 1,000 unique computers
scanned in Saudi Arabia in 4Q15 (a CCM score of 45.6, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Saudi Arabia over the last four quarters, compared to the world
as a whole.
Malware encounter and infection rate trends in Saudi Arabia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Saudi Arabia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Saudi Arabia in 4Q15, by category
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The most common malware category in Saudi Arabia in 4Q15 was Trojans. It
was encountered by 11.7 percent of all computers there, up from 11.2
percent in 3Q15.



The second most common malware category in Saudi Arabia in 4Q15 was
Worms. It was encountered by 11.6 percent of all computers there, up from
6.8 percent in 3Q15.



The third most common malware category in Saudi Arabia in 4Q15 was
Downloaders & Droppers, which was encountered by 3.6 percent of all
computers there, up from 3.1 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Saudi Arabia in 4Q15, by category
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The most common unwanted software category in Saudi Arabia in 4Q15 was
Browser Modifiers. It was encountered by 17.3 percent of all computers
there, up from 15.1 percent in 3Q15.



The second most common unwanted software category in Saudi Arabia in
4Q15 was Software Bundlers. It was encountered by 6.8 percent of all
computers there, up from 5.1 percent in 3Q15.



The third most common unwanted software category in Saudi Arabia in
4Q15 was Adware, which was encountered by 5.0 percent of all computers
there, up from 3.2 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Saudi Arabia in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

5.3%

2

Win32/Gamarue

Worms

2.9%

3

Win32/Sventore

Downloaders & Droppers

2.2%

4

Win32/Skeeyah

Trojans

2.2%

5

JS/Bondat

Worms

2.1%

6

INF/Autorun

Obfuscators & Injectors

1.8%

7

Win32/Dynamer

Trojans

1.5%

8

Win32/Peals

Trojans

1.5%

9

Win32/Dorv

Trojans

1.3%

10

Win32/Obfuscator

Obfuscators & Injectors

1.0%



The most common malware family encountered in Saudi Arabia in 4Q15 was
VBS/Jenxcus, which was encountered by 5.3 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Saudi Arabia in 4Q15
was Win32/Gamarue, which was encountered by 2.9 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The third most common malware family encountered in Saudi Arabia in 4Q15
was Win32/Sventore, which was encountered by 2.2 percent of reporting
computers there. Win32/Sventore is a trojan that can install other malware or
unwanted software on the computer. It sometimes attempts to avoid running in
virtual environments, or if certain antimalware products are installed.



The fourth most common malware family encountered in Saudi Arabia in 4Q15
was Win32/Skeeyah, which was encountered by 2.2 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Saudi Arabia in 4Q15

776 SAUDI ARABIA

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

7.4%

2

Win32/Diplugem

Browser Modifiers

5.1%

3

Win32/Bayads

Adware

2.2%

4

Win32/KipodToolsCby

Browser Modifiers

1.7%

5

Win32/OutBrowse

Software Bundlers

1.7%



The most common unwanted software family encountered in Saudi Arabia
in 4Q15 was Win32/SupTab, which was encountered by 7.4 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in Saudi
Arabia in 4Q15 was Win32/Diplugem, which was encountered by 5.1 percent
of reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Saudi
Arabia in 4Q15 was Win32/Bayads, which was encountered by 2.2 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Saudi Arabia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

26.3

2

VBS/Jenxcus

Worms

7.7

3

Win32/Gamarue

Worms

3.2

4

Win32/Blakamba

Trojans

2.3

5

Win32/Sality

Viruses

2.3

6

MSIL/Bladabindi

Backdoors

1.4

7

Win32/CompromisedCert

Other Malware

1.0

8

JS/Bondat

Worms

0.9

9

Win32/Ramnit

Viruses

0.9

10

Win32/Peals

Trojans

0.7



The most common threat family infecting computers in Saudi Arabia in 4Q15
was Win32/Diplugem, which was detected and removed from 26.3 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Saudi Arabia in
4Q15 was VBS/Jenxcus, which was detected and removed from 7.7 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Saudi Arabia in
4Q15 was Win32/Gamarue, which was detected and removed from 3.2 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The fourth most common threat family infecting computers in Saudi Arabia in
4Q15 was Win32/Blakamba, which was detected and removed from 2.3 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Saudi Arabia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Saudi Arabia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.09

0.03

(0.22)

(0.57)

0.23

0.17

(4.7)

(3.9)

29.34

11.53

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Senegal
The statistics presented here are generated by Microsoft security programs and
services running on computers in Senegal in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Senegal

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Senegal

43.3%

37.5%

41.2%

51.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Senegal

20.6

24.3

19.2

36.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 51.1% of computers in Senegal encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 36.6 of every 1,000 unique computers scanned in
Senegal in 4Q15 (a CCM score of 36.6, compared to the 4Q15 worldwide CCM
of 16.9). The following figure shows the encounter and infection rate trends for
Senegal over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Senegal and worldwide
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40
35

50%

30
40%

25

30%

20
15

20%

10
10%

5

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

60%

0

0%
1Q15

2Q15

3Q15
Senegal

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Senegal and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Senegal in 4Q15, by category

Encounter rate (percent of all reporting computers)

Senegal

Worldwide
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The most common malware category in Senegal in 4Q15 was Worms. It was
encountered by 29.2 percent of all computers there, up from 22.3 percent in
3Q15.



The second most common malware category in Senegal in 4Q15 was
Trojans. It was encountered by 13.4 percent of all computers there, down
from 14.1 percent in 3Q15.



The third most common malware category in Senegal in 4Q15 was Viruses,
which was encountered by 6.0 percent of all computers there, up from 5.0
percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Senegal in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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The most common unwanted software category in Senegal in 4Q15 was
Browser Modifiers. It was encountered by 15.6 percent of all computers
there, up from 14.9 percent in 3Q15.



The second most common unwanted software category in Senegal in 4Q15
was Software Bundlers. It was encountered by 6.5 percent of all computers
there, up from 4.9 percent in 3Q15.



The third most common unwanted software category in Senegal in 4Q15
was Adware, which was encountered by 5.3 percent of all computers there,
up from 3.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Senegal in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

11.1%

2

Win32/Macoute

Worms

9.7%

3

Win32/Ippedo

Worms

8.8%

4

VBS/Jenxcus

Worms

5.0%

5

VBS/Cantix

Worms

3.9%

6

INF/Autorun

Obfuscators & Injectors

3.8%

7

Win32/Sality

Viruses

2.5%

8

Win32/Peals

Trojans

2.4%

9

Win32/Virut

Viruses

2.1%

10

Win32/Skeeyah

Trojans

1.8%



The most common malware family encountered in Senegal in 4Q15 was
Win32/Gamarue, which was encountered by 11.1 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Senegal in 4Q15 was
Win32/Macoute, which was encountered by 9.7 percent of reporting computers
there. Win32/Macoute is a worm that can spread itself to removable USB drives,
and may communicate with a remote host.



The third most common malware family encountered in Senegal in 4Q15 was
Win32/Ippedo, which was encountered by 8.8 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The fourth most common malware family encountered in Senegal in 4Q15 was
VBS/Jenxcus, which was encountered by 5.0 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Senegal in 4Q15

786 SENEGAL

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

5.0%

2

Win32/Bayads

Adware

4.9%

3

Win32/Diplugem

Browser Modifiers

4.4%

4

Win32/KipodToolsCby

Browser Modifiers

2.4%

5

Win32/OutBrowse

Software Bundlers

2.3%



The most common unwanted software family encountered in Senegal in
4Q15 was Win32/SupTab, which was encountered by 5.0 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Senegal in 4Q15 was Win32/Bayads, which was encountered by 4.9 percent
of reporting computers there. Win32/Bayads is a program that displays ads
as the user browses the web. It can be bundled with other software. It may
call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in
Programs and Features.



The third most common unwanted software family encountered in Senegal
in 4Q15 was Win32/Diplugem, which was encountered by 4.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.

Top threat families by infection rate
The most common malware families by infection rate in Senegal in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

14.2

2

Win32/Gamarue

Worms

11.0

3

Win32/Sality

Viruses

3.8

4

VBS/Jenxcus

Worms

3.4

5

Win32/Virut

Viruses

1.5

6

Win32/Ramnit

Viruses

1.2

7

Win32/Blakamba

Trojans

0.9

8

Win32/Chir

Viruses

0.9

9

Win32/Peals

Trojans

0.8

10

Win32/Necurs

Trojans

0.5



The most common threat family infecting computers in Senegal in 4Q15 was
Win32/Diplugem, which was detected and removed from 14.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Senegal in 4Q15
was Win32/Gamarue, which was detected and removed from 11.0 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Senegal in 4Q15
was Win32/Sality, which was detected and removed from 3.8 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Senegal in 4Q15
was VBS/Jenxcus, which was detected and removed from 3.4 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Senegal and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Serbia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Serbia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Serbia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Serbia

31.5%

25.6%

29.3%

31.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Serbia

12.1

18.7

11.0

48.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 31.8% of computers in Serbia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 48.5 of every 1,000 unique computers scanned in
Serbia in 4Q15 (a CCM score of 48.5, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Serbia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Serbia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Serbia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Serbia in 4Q15, by category
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The most common malware category in Serbia in 4Q15 was Trojans. It was
encountered by 10.3 percent of all computers there, down from 13.0 percent
in 3Q15.



The second most common malware category in Serbia in 4Q15 was Worms.
It was encountered by 5.3 percent of all computers there, up from 3.8
percent in 3Q15.



The third most common malware category in Serbia in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.1 percent of all
computers there, down from 3.6 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Serbia in 4Q15, by category
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The most common unwanted software category in Serbia in 4Q15 was
Browser Modifiers. It was encountered by 15.4 percent of all computers
there, down from 16.8 percent in 3Q15.



The second most common unwanted software category in Serbia in 4Q15
was Software Bundlers. It was encountered by 7.8 percent of all computers
there, down from 8.3 percent in 3Q15.



The third most common unwanted software category in Serbia in 4Q15 was
Adware, which was encountered by 1.9 percent of all computers there, down
from 2.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Serbia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

2.7%

2

Win32/Skeeyah

Trojans

2.1%

3

Win32/Dynamer

Trojans

2.1%

4

Win32/Obfuscator

Obfuscators & Injectors

1.6%

5

INF/Autorun

Obfuscators & Injectors

1.3%

6

Win32/Peals

Trojans

1.2%

7

VBS/Jenxcus

Worms

0.9%

8

Win32/Dorv

Trojans

0.9%

9

Win32/Sality

Viruses

0.8%

10

Win32/Spursint

Trojans

0.7%



The most common malware family encountered in Serbia in 4Q15 was
Win32/Gamarue, which was encountered by 2.7 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Serbia in 4Q15 was
Win32/Skeeyah, which was encountered by 2.1 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Serbia in 4Q15 was
Win32/Dynamer, which was encountered by 2.1 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Serbia in 4Q15 was
Win32/Obfuscator, which was encountered by 1.6 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Serbia in 4Q15
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% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

7.7%

2

Win32/SupTab

Browser Modifiers

4.8%

3

Win32/OutBrowse

Software Bundlers

3.0%

4

Win32/Mizenota

Software Bundlers

1.7%

5

Win32/Bayads

Adware

1.5%



The most common unwanted software family encountered in Serbia in 4Q15
was Win32/Diplugem, which was encountered by 7.7 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Serbia
in 4Q15 was Win32/SupTab, which was encountered by 4.8 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Serbia in
4Q15 was Win32/OutBrowse, which was encountered by 3.0 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Serbia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

38.7

2

Win32/Blakamba

Trojans

4.0

3

Win32/Sality

Viruses

2.8

4

Win32/Gamarue

Worms

2.8

5

Win32/Helompy

Worms

1.0

6

Win32/Nuqel

Worms

0.9

7

VBS/Jenxcus

Worms

0.9

8

Win32/Peals

Trojans

0.8

9

Win32/Pramro

Trojans

0.4

10

MSIL/Bladabindi

Backdoors

0.3



The most common threat family infecting computers in Serbia in 4Q15 was
Win32/Diplugem, which was detected and removed from 38.7 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Serbia in 4Q15
was Win32/Blakamba, which was detected and removed from 4.0 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Serbia in 4Q15 was
Win32/Sality, which was detected and removed from 2.8 of every 1,000 unique
computers scanned by the MSRT. Win32/Sality is a family of polymorphic file
infectors that target executable files with the extensions .scr or .exe. They may
execute a damaging payload that deletes files with certain extensions and
terminates security-related processes and services.



The fourth most common threat family infecting computers in Serbia in 4Q15
was Win32/Gamarue, which was detected and removed from 2.8 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 795

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Serbia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Serbia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.04

0.20

(0.22)

(0.57)

3.28

2.62

(4.7)

(3.9)

101.86

36.49

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Singapore
The statistics presented here are generated by Microsoft security programs and
services running on computers in Singapore in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Singapore

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Singapore

15.0%

14.0%

16.9%

19.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Singapore

4.5

8.9

4.4

25.1

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.8% of computers in Singapore encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 25.1 of every 1,000 unique computers
scanned in Singapore in 4Q15 (a CCM score of 25.1, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Singapore over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Singapore and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Singapore and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Singapore in 4Q15, by category
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The most common malware category in Singapore in 4Q15 was Trojans. It
was encountered by 4.9 percent of all computers there, down from 6.1
percent in 3Q15.



The second most common malware category in Singapore in 4Q15 was
Worms. It was encountered by 2.3 percent of all computers there, up from
2.0 percent in 3Q15.



The third most common malware category in Singapore in 4Q15 was
Obfuscators & Injectors, which was encountered by 1.3 percent of all
computers there, down from 1.5 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Singapore in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Singapore in 4Q15 was
Browser Modifiers. It was encountered by 9.6 percent of all computers there,
up from 9.2 percent in 3Q15.



The second most common unwanted software category in Singapore in
4Q15 was Software Bundlers. It was encountered by 3.2 percent of all
computers there, up from 3.1 percent in 3Q15.



The third most common unwanted software category in Singapore in 4Q15
was Adware, which was encountered by 1.5 percent of all computers there,
up from 1.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Singapore in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

0.9%

2

Win32/Obfuscator

Obfuscators & Injectors

0.8%

3

Win32/Dynamer

Trojans

0.8%

4

Win32/Skeeyah

Trojans

0.8%

5

JS/Axpergle

Exploits

0.7%

6

INF/Autorun

Obfuscators & Injectors

0.5%

7

Win32/Peals

Trojans

0.5%

8

Win32/Dorv

Trojans

0.4%

9

Win32/Spursint

Trojans

0.3%

10

Win32/CompromisedCert

Other Malware

0.3%



The most common malware family encountered in Singapore in 4Q15 was
Win32/Gamarue, which was encountered by 0.9 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Singapore in 4Q15
was Win32/Obfuscator, which was encountered by 0.8 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Singapore in 4Q15 was
Win32/Dynamer, which was encountered by 0.8 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Singapore in 4Q15
was Win32/Skeeyah, which was encountered by 0.8 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Singapore in 4Q15

804 SINGAPORE

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

3.8%

2

Win32/SupTab

Browser Modifiers

2.6%

3

Win32/Pokki

Browser Modifiers

1.4%

4

Win32/KipodToolsCby

Browser Modifiers

0.9%

5

Win32/Bayads

Adware

0.8%



The most common unwanted software family encountered in Singapore in
4Q15 was Win32/Diplugem, which was encountered by 3.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Singapore in 4Q15 was Win32/SupTab, which was encountered by 2.6
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Singapore in 4Q15 was Win32/Pokki, which was encountered by 1.4 percent
of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Singapore in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

21.8

2

Win32/Blakamba

Trojans

2.0

3

Win32/Gamarue

Worms

1.1

4

Win32/Peals

Trojans

0.4

5

VBS/Jenxcus

Worms

0.3

6

Win32/CompromisedCert

Other Malware

0.2

7

Win32/Ramnit

Viruses

0.2

8

Win32/Sality

Viruses

0.2

9

Win32/IeEnablerCby

Browser Modifiers

0.1

10

Win32/Brontok

Worms

0.1



The most common threat family infecting computers in Singapore in 4Q15 was
Win32/Diplugem, which was detected and removed from 21.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Singapore in
4Q15 was Win32/Blakamba, which was detected and removed from 2.0 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Singapore in 4Q15
was Win32/Gamarue, which was detected and removed from 1.1 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Singapore in
4Q15 was Win32/Peals, which was detected and removed from 0.4 of every
1,000 unique computers scanned by the MSRT. Win32/Peals is a generic
detection for various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Singapore and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Singapore

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.78

2.12

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

27.42

23.10

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

101.74

99.35

(56.2)

(26.4)
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Slovakia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Slovakia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Slovakia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Slovakia

19.2%

14.5%

17.2%

20.6%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Slovakia

6.7

9.0

7.1

21.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 20.6% of computers in Slovakia encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 21.0 of every 1,000 unique computers
scanned in Slovakia in 4Q15 (a CCM score of 21.0, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Slovakia over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Slovakia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Slovakia and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Slovakia in 4Q15, by category
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The most common malware category in Slovakia in 4Q15 was Trojans. It was
encountered by 6.8 percent of all computers there, down from 7.7 percent
in 3Q15.



The second most common malware category in Slovakia in 4Q15 was
Backdoors. It was encountered by 1.9 percent of all computers there, up
from 1.8 percent in 3Q15.



The third most common malware category in Slovakia in 4Q15 was
Obfuscators & Injectors, which was encountered by 1.5 percent of all
computers there, down from 1.5 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Slovakia in 4Q15, by category
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The most common unwanted software category in Slovakia in 4Q15 was
Browser Modifiers. It was encountered by 10.6 percent of all computers
there, up from 9.6 percent in 3Q15.



The second most common unwanted software category in Slovakia in 4Q15
was Software Bundlers. It was encountered by 3.1 percent of all computers
there, down from 3.5 percent in 3Q15.



The third most common unwanted software category in Slovakia in 4Q15
was Adware, which was encountered by 1.1 percent of all computers there,
down from 1.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Slovakia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

1.9%

2

MSIL/Bladabindi

Backdoors

1.7%

3

Win32/Obfuscator

Obfuscators & Injectors

1.0%

4

Win32/Skeeyah

Trojans

1.0%

5

JS/Axpergle

Exploits

0.8%

6

VBS/Jenxcus

Worms

0.6%

7

Win32/Peals

Trojans

0.6%

8

Win32/Dorv

Trojans

0.4%

9

Win32/Spursint

Trojans

0.4%

10

INF/Autorun

Obfuscators & Injectors

0.3%



The most common malware family encountered in Slovakia in 4Q15 was
Win32/Dynamer, which was encountered by 1.9 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Slovakia in 4Q15 was
MSIL/Bladabindi, which was encountered by 1.7 percent of reporting computers
there. MSIL/Bladabindi is a family of backdoors created by a malicious hacker
tool called NJ Rat. They can steal sensitive information, download other
malware, and allow backdoor access to an infected computer.



The third most common malware family encountered in Slovakia in 4Q15 was
Win32/Obfuscator, which was encountered by 1.0 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Slovakia in 4Q15 was
Win32/Skeeyah, which was encountered by 1.0 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Slovakia in 4Q15

814 SLOVAKIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.1%

2

Win32/SupTab

Browser Modifiers

3.1%

3

Win32/Pokki

Browser Modifiers

1.7%

4

Win32/OutBrowse

Software Bundlers

0.9%

5

Win32/Mizenota

Software Bundlers

0.8%



The most common unwanted software family encountered in Slovakia in
4Q15 was Win32/Diplugem, which was encountered by 4.1 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Slovakia in 4Q15 was Win32/SupTab, which was encountered by 3.1 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Slovakia
in 4Q15 was Win32/Pokki, which was encountered by 1.7 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Slovakia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

16.1

2

Win32/CompromisedCert

Other Malware

1.9

3

Win32/Blakamba

Trojans

1.3

4

MSIL/Bladabindi

Backdoors

1.1

5

VBS/Jenxcus

Worms

0.7

6

Win32/Sality

Viruses

0.2

7

Win32/Peals

Trojans

0.2

8

Win32/Brontok

Worms

0.2

9

Win32/Gamarue

Worms

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Slovakia in 4Q15 was
Win32/Diplugem, which was detected and removed from 16.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Slovakia in 4Q15
was Win32/CompromisedCert, which was detected and removed from 1.9 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The third most common threat family infecting computers in Slovakia in 4Q15
was Win32/Blakamba, which was detected and removed from 1.3 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Slovakia in 4Q15
was MSIL/Bladabindi, which was detected and removed from 1.1 of every 1,000
unique computers scanned by the MSRT. MSIL/Bladabindi is a family of
backdoors created by a malicious hacker tool called NJ Rat. They can steal
sensitive information, download other malware, and allow backdoor access to
an infected computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Slovakia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
Slovakia
Protected

816 SLOVAKIA

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Slovakia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.19

4.97

(0.22)

(0.57)

4.02

3.53

(4.7)

(3.9)

48.73

21.04

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Slovenia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Slovenia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Slovenia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Slovenia

20.4%

15.4%

17.7%

19.2%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Slovenia

3.4

6.9

4.4

21.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.2% of computers in Slovenia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 21.6 of every 1,000 unique computers scanned in
Slovenia in 4Q15 (a CCM score of 21.6, compared to the 4Q15 worldwide CCM
of 16.9). The following figure shows the encounter and infection rate trends for
Slovenia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Slovenia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Slovenia and around the world, and for explanations of the methods and
terms used here.

820 SLOVENIA

Malware categories
Malware encountered in Slovenia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Slovenia in 4Q15 was Trojans. It was
encountered by 5.7 percent of all computers there, down from 7.5 percent
in 3Q15.



The second most common malware category in Slovenia in 4Q15 was
Downloaders & Droppers. It was encountered by 1.6 percent of all
computers there, down from 1.8 percent in 3Q15.



The third most common malware category in Slovenia in 4Q15 was Exploits,
which was encountered by 1.5 percent of all computers there, up from 1.4
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Slovenia in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Slovenia in 4Q15 was
Browser Modifiers. It was encountered by 8.9 percent of all computers there,
down from 9.1 percent in 3Q15.



The second most common unwanted software category in Slovenia in 4Q15
was Software Bundlers. It was encountered by 3.7 percent of all computers
there, down from 4.4 percent in 3Q15.



The third most common unwanted software category in Slovenia in 4Q15
was Adware, which was encountered by 0.8 percent of all computers there,
down from 1.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Slovenia in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Dynamer

Trojans

1.6%

2

Win32/Skeeyah

Trojans

1.0%

3

JS/Axpergle

Exploits

0.9%

4

Win32/Obfuscator

Obfuscators & Injectors

0.9%

5

Win32/Peals

Trojans

0.6%

6

Win32/Gamarue

Worms

0.5%

7

Win32/Dorv

Trojans

0.4%

8

INF/Autorun

Obfuscators & Injectors

0.3%

9

Win32/Spursint

Trojans

0.3%

10

Win32/Crowti

Ransomware

0.3%



The most common malware family encountered in Slovenia in 4Q15 was
Win32/Dynamer, which was encountered by 1.6 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The second most common malware family encountered in Slovenia in 4Q15 was
Win32/Skeeyah, which was encountered by 1.0 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The third most common malware family encountered in Slovenia in 4Q15 was
JS/Axpergle, which was encountered by 0.9 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The fourth most common malware family encountered in Slovenia in 4Q15 was
Win32/Obfuscator, which was encountered by 0.9 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Slovenia in 4Q15

824 SLOVENIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.8%

2

Win32/SupTab

Browser Modifiers

1.8%

3

Win32/OutBrowse

Software Bundlers

1.1%

4

Win32/Mizenota

Software Bundlers

0.8%

5

Win32/Pokki

Browser Modifiers

0.7%



The most common unwanted software family encountered in Slovenia in
4Q15 was Win32/Diplugem, which was encountered by 4.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Slovenia in 4Q15 was Win32/SupTab, which was encountered by 1.8 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Slovenia
in 4Q15 was Win32/OutBrowse, which was encountered by 1.1 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Slovenia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

19.1

2

Win32/Blakamba

Trojans

1.4

3

Win32/Gamarue

Worms

0.5

4

Win32/CompromisedCert

Other Malware

0.4

5

Win32/Peals

Trojans

0.2

6

Win32/Sality

Viruses

0.2

7

VBS/Jenxcus

Worms

0.1

8

Win32/Alureon

Trojans

0.1

9

Win32/IeEnablerCby

Browser Modifiers

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in Slovenia in 4Q15 was
Win32/Diplugem, which was detected and removed from 19.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Slovenia in 4Q15
was Win32/Blakamba, which was detected and removed from 1.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Slovenia in 4Q15
was Win32/Gamarue, which was detected and removed from 0.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Slovenia in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.4 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Slovenia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Slovenia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.28

0.33

(0.22)

(0.57)

8.94

8.53

(4.7)

(3.9)

87.72

38.74

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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South Africa
The statistics presented here are generated by Microsoft security programs and
services running on computers in South Africa in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for South Africa

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, South Africa

23.2%

20.4%

23.1%

27.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, South Africa

10.7

14.4

10.5

27.8

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 27.7% of computers in South Africa encountered malware, compared
to the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 27.8 of every 1,000 unique computers
scanned in South Africa in 4Q15 (a CCM score of 27.8, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for South Africa over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in South Africa and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in South Africa and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in South Africa in 4Q15, by category
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The most common malware category in South Africa in 4Q15 was Worms. It
was encountered by 8.1 percent of all computers there, down from 8.1
percent in 3Q15.



The second most common malware category in South Africa in 4Q15 was
Trojans. It was encountered by 7.0 percent of all computers there, up from
6.6 percent in 3Q15.



The third most common malware category in South Africa in 4Q15 was
Downloaders & Droppers, which was encountered by 2.6 percent of all
computers there, up from 2.2 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in South Africa in 4Q15, by category
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The most common unwanted software category in South Africa in 4Q15 was
Browser Modifiers. It was encountered by 12.0 percent of all computers
there, up from 11.0 percent in 3Q15.



The second most common unwanted software category in South Africa in
4Q15 was Software Bundlers. It was encountered by 3.8 percent of all
computers there, down from 4.0 percent in 3Q15.



The third most common unwanted software category in South Africa in
4Q15 was Adware, which was encountered by 1.9 percent of all computers
there, up from 1.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in South Africa in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

2.7%

2

VBS/Jenxcus

Worms

2.3%

3

INF/Autorun

Obfuscators & Injectors

1.6%

4

Win32/Ippedo

Worms

1.3%

5

Win32/Enosch

Worms

1.2%

6

Win32/Skeeyah

Trojans

1.1%

7

Win32/Peals

Trojans

1.1%

8

Win32/Dynamer

Trojans

0.9%

9

W97M/Adnel

Downloaders & Droppers

0.8%

10

Win32/Dorv

Trojans

0.6%



The most common malware family encountered in South Africa in 4Q15 was
Win32/Gamarue, which was encountered by 2.7 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in South Africa in 4Q15
was VBS/Jenxcus, which was encountered by 2.3 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The third most common malware family encountered in South Africa in 4Q15
was INF/Autorun, which was encountered by 1.6 percent of reporting
computers there. INF/Autorun is a family of worms that spreads by copying
itself to the mapped drives of an infected computer. The mapped drives may
include network or removable drives.



The fourth most common malware family encountered in South Africa in 4Q15
was Win32/Ippedo, which was encountered by 1.3 percent of reporting
computers there. Win32/Ippedo is a worm that can send sensitive information
to a malicious hacker. It spreads through removable drives, such as USB flash
drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in South Africa in 4Q15

834 SOUTH AFRICA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

4.9%

2

Win32/SupTab

Browser Modifiers

3.9%

3

Win32/Pokki

Browser Modifiers

1.4%

4

Win32/Bayads

Adware

1.2%

5

Win32/KipodToolsCby

Browser Modifiers

0.9%



The most common unwanted software family encountered in South Africa in
4Q15 was Win32/Diplugem, which was encountered by 4.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in South
Africa in 4Q15 was Win32/SupTab, which was encountered by 3.9 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in South
Africa in 4Q15 was Win32/Pokki, which was encountered by 1.4 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in South Africa in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

18.6

2

Win32/Gamarue

Worms

2.7

3

VBS/Jenxcus

Worms

2.3

4

Win32/Blakamba

Trojans

1.3

5

Win32/Sality

Viruses

0.7

6

Win32/Virut

Viruses

0.6

7

Win32/Chir

Viruses

0.5

8

Win32/CompromisedCert

Other Malware

0.5

9

Win32/Vobfus

Worms

0.5

10

Win32/Peals

Trojans

0.4



The most common threat family infecting computers in South Africa in 4Q15
was Win32/Diplugem, which was detected and removed from 18.6 of every
1,000 unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in South Africa in
4Q15 was Win32/Gamarue, which was detected and removed from 2.7 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in South Africa in
4Q15 was VBS/Jenxcus, which was detected and removed from 2.3 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The fourth most common threat family infecting computers in South Africa in
4Q15 was Win32/Blakamba, which was detected and removed from 1.3 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in South Africa and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%
South Africa
Protected

836 SOUTH AFRICA

Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for South Africa

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.10

0.82

(0.22)

(0.57)

3.31

2.79

(4.7)

(3.9)

13.55

7.58

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Spain
The statistics presented here are generated by Microsoft security programs and
services running on computers in Spain in 4Q15 and previous quarters. This data
is provided from administrators or users who choose to opt in to provide data to
Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Spain

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Spain

19.9%

16.4%

21.0%

23.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Spain

4.3

12.3

7.6

34.0

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 23.3% of computers in Spain encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 34.0 of every 1,000 unique computers scanned in
Spain in 4Q15 (a CCM score of 34.0, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Spain over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Spain and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Spain and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Spain in 4Q15, by category
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The most common malware category in Spain in 4Q15 was Trojans. It was
encountered by 5.8 percent of all computers there, down from 7.4 percent
in 3Q15.



The second most common malware category in Spain in 4Q15 was Worms.
It was encountered by 2.3 percent of all computers there, down from 2.6
percent in 3Q15.



The third most common malware category in Spain in 4Q15 was
Downloaders & Droppers, which was encountered by 2.2 percent of all
computers there, up from 1.6 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Spain in 4Q15, by category
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The most common unwanted software category in Spain in 4Q15 was
Browser Modifiers. It was encountered by 12.5 percent of all computers
there, down from 13.1 percent in 3Q15.



The second most common unwanted software category in Spain in 4Q15
was Software Bundlers. It was encountered by 3.7 percent of all computers
there, down from 3.9 percent in 3Q15.



The third most common unwanted software category in Spain in 4Q15 was
Adware, which was encountered by 2.1 percent of all computers there, up
from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Spain in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.1%

2

Win32/Dynamer

Trojans

0.9%

3

Win32/Obfuscator

Obfuscators & Injectors

0.9%

4

Win32/Peals

Trojans

0.9%

5

Win32/Sventore

Downloaders & Droppers

0.8%

6

Win32/Skeeyah

Trojans

0.8%

7

INF/Autorun

Obfuscators & Injectors

0.7%

8

Win32/Dorv

Trojans

0.6%

9

Win32/Conficker

Worms

0.5%

10

HTML/Meadgive

Exploits

0.5%



The most common malware family encountered in Spain in 4Q15 was
JS/Axpergle, which was encountered by 1.1 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Spain in 4Q15 was
Win32/Dynamer, which was encountered by 0.9 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Spain in 4Q15 was
Win32/Obfuscator, which was encountered by 0.9 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Spain in 4Q15 was
Win32/Peals, which was encountered by 0.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Spain in 4Q15

844SPAIN

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.0%

2

Win32/SupTab

Browser Modifiers

4.6%

3

Win32/OutBrowse

Software Bundlers

1.1%

4

Win32/Pokki

Browser Modifiers

1.0%

5

Win32/EoRezo

Adware

0.8%



The most common unwanted software family encountered in Spain in 4Q15
was Win32/Diplugem, which was encountered by 5.0 percent of reporting
computers there. Win32/Diplugem is a browser modifier that installs
browser add-ons without obtaining the user’s consent. The add-ons show
extra advertisements as the user browses the web, and can inject additional
ads into web search results pages.



The second most common unwanted software family encountered in Spain
in 4Q15 was Win32/SupTab, which was encountered by 4.6 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Spain in
4Q15 was Win32/OutBrowse, which was encountered by 1.1 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Spain in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

29.2

2

Win32/Blakamba

Trojans

1.7

3

Win32/Tugspay

Downloaders & Droppers

1.0

4

Win32/CompromisedCert

Other Malware

0.6

5

Win32/Gamarue

Worms

0.4

6

Win32/Peals

Trojans

0.3

7

VBS/Jenxcus

Worms

0.3

8

Win32/IeEnablerCby

Browser Modifiers

0.3

9

Win32/Brontok

Worms

0.2

10

Win32/Sality

Viruses

0.2



The most common threat family infecting computers in Spain in 4Q15 was
Win32/Diplugem, which was detected and removed from 29.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Spain in 4Q15
was Win32/Blakamba, which was detected and removed from 1.7 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Spain in 4Q15 was
Win32/Tugspay, which was detected and removed from 1.0 of every 1,000
unique computers scanned by the MSRT. Win32/Tugspay is a downloader that
spreads by posing as an installer for legitimate software, such as a Java update,
or through other malware. When installed, it downloads unwanted software to
the computer.



The fourth most common threat family infecting computers in Spain in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.6 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Spain and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Spain

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.14

0.43

(0.22)

(0.57)

5.29

4.70

(4.7)

(3.9)

51.05

34.42

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Sri Lanka
The statistics presented here are generated by Microsoft security programs and
services running on computers in Sri Lanka in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Sri Lanka

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Sri Lanka

32.6%

26.6%

31.3%

38.8%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Sri Lanka

16.4

22.5

16.5

38.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 38.8% of computers in Sri Lanka encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 38.2 of every 1,000 unique computers
scanned in Sri Lanka in 4Q15 (a CCM score of 38.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Sri Lanka over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Sri Lanka and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Sri Lanka and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Sri Lanka in 4Q15, by category
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The most common malware category in Sri Lanka in 4Q15 was Worms. It
was encountered by 17.0 percent of all computers there, up from 13.9
percent in 3Q15.



The second most common malware category in Sri Lanka in 4Q15 was
Trojans. It was encountered by 14.8 percent of all computers there, up from
12.5 percent in 3Q15.



The third most common malware category in Sri Lanka in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.5 percent of all
computers there, down from 3.7 percent in 3Q15.

Password
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Unwanted software categories
Unwanted software encountered in Sri Lanka in 4Q15, by category
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The most common unwanted software category in Sri Lanka in 4Q15 was
Browser Modifiers. It was encountered by 13.4 percent of all computers
there, down from 14.2 percent in 3Q15.



The second most common unwanted software category in Sri Lanka in 4Q15
was Software Bundlers. It was encountered by 8.2 percent of all computers
there, up from 6.1 percent in 3Q15.



The third most common unwanted software category in Sri Lanka in 4Q15
was Adware, which was encountered by 2.1 percent of all computers there,
up from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Sri Lanka in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

7.6%

2

Win32/Ippedo

Worms

6.7%

3

INF/Autorun

Obfuscators & Injectors

3.5%

4

Win32/Skeeyah

Trojans

2.4%

5

Win32/Peals

Trojans

2.3%

6

VBS/Jenxcus

Worms

2.2%

7

Win32/Dynamer

Trojans

2.1%

8

Win32/Sality

Viruses

1.8%

9

Win32/CplLnk

Exploits

1.3%

10

Win32/Dorv

Trojans

1.2%



The most common malware family encountered in Sri Lanka in 4Q15 was
Win32/Gamarue, which was encountered by 7.6 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Sri Lanka in 4Q15
was Win32/Ippedo, which was encountered by 6.7 percent of reporting
computers there. Win32/Ippedo is a worm that can send sensitive information
to a malicious hacker. It spreads through removable drives, such as USB flash
drives.



The third most common malware family encountered in Sri Lanka in 4Q15 was
INF/Autorun, which was encountered by 3.5 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Sri Lanka in 4Q15 was
Win32/Skeeyah, which was encountered by 2.4 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Sri Lanka in 4Q15

854 SRI LANKA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.4%

2

Win32/SupTab

Browser Modifiers

4.7%

3

Win32/Dowadmin

Software Bundlers

2.8%

4

Win32/OutBrowse

Software Bundlers

2.2%

5

Win32/Mizenota

Software Bundlers

2.0%



The most common unwanted software family encountered in Sri Lanka in
4Q15 was Win32/Diplugem, which was encountered by 5.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in Sri
Lanka in 4Q15 was Win32/SupTab, which was encountered by 4.7 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The third most common unwanted software family encountered in Sri Lanka
in 4Q15 was Win32/Dowadmin, which was encountered by 2.8 percent of
reporting computers there. Win32/Dowadmin is a software bundler that
does not provide the user with the option to decline installation of unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in Sri Lanka in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

21.1

2

Win32/Gamarue

Worms

7.3

3

Win32/Sality

Viruses

3.4

4

VBS/Jenxcus

Worms

2.0

5

Win32/Blakamba

Trojans

1.7

6

Win32/Nuqel

Worms

1.0

7

Win32/Dorkbot

Worms

0.9

8

Win32/Ramnit

Viruses

0.7

9

Win32/Peals

Trojans

0.7

10

Win32/Virut

Viruses

0.6



The most common threat family infecting computers in Sri Lanka in 4Q15 was
Win32/Diplugem, which was detected and removed from 21.1 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Sri Lanka in
4Q15 was Win32/Gamarue, which was detected and removed from 7.3 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Sri Lanka in 4Q15
was Win32/Sality, which was detected and removed from 3.4 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Sri Lanka in 4Q15
was VBS/Jenxcus, which was detected and removed from 2.0 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Sri Lanka and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Sri Lanka

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.17

0.08

(0.22)

(0.57)

0.39

0.24

(4.7)

(3.9)

36.13

12.23

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 857

Sweden
The statistics presented here are generated by Microsoft security programs and
services running on computers in Sweden in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Sweden

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Sweden

10.0%

8.9%

10.4%

11.4%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Sweden

2.0

4.1

2.6

13.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 11.4% of computers in Sweden encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 13.5 of every 1,000 unique computers scanned in
Sweden in 4Q15 (a CCM score of 13.5, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Sweden over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Sweden and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Sweden and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Sweden in 4Q15, by category
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The most common malware category in Sweden in 4Q15 was Trojans. It was
encountered by 2.8 percent of all computers there, down from 3.7 percent
in 3Q15.



The second most common malware category in Sweden in 4Q15 was
Exploits. It was encountered by 1.0 percent of all computers there, up from
0.9 percent in 3Q15.



The third most common malware category in Sweden in 4Q15 was
Downloaders & Droppers, which was encountered by 0.8 percent of all
computers there, up from 0.7 percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in Sweden in 4Q15, by category
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The most common unwanted software category in Sweden in 4Q15 was
Browser Modifiers. It was encountered by 6.0 percent of all computers there,
down from 6.3 percent in 3Q15.



The second most common unwanted software category in Sweden in 4Q15
was Software Bundlers. It was encountered by 1.9 percent of all computers
there, up from 1.8 percent in 3Q15.



The third most common unwanted software category in Sweden in 4Q15
was Adware, which was encountered by 0.9 percent of all computers there,
down from 1.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Sweden in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

0.8%

2

Win32/Dynamer

Trojans

0.5%

3

Win32/Obfuscator

Obfuscators & Injectors

0.5%

4

Win32/Skeeyah

Trojans

0.5%

5

Win32/Dorv

Trojans

0.3%

6

Win32/Peals

Trojans

0.3%

7

Win32/Spursint

Trojans

0.2%

8

Win32/Sventore

Downloaders & Droppers

0.1%

9

ASX/Wimad

Downloaders & Droppers

0.1%

10

Win32/Teerac

Ransomware

0.1%



The most common malware family encountered in Sweden in 4Q15 was
JS/Axpergle, which was encountered by 0.8 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Sweden in 4Q15 was
Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The third most common malware family encountered in Sweden in 4Q15 was
Win32/Obfuscator, which was encountered by 0.5 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The fourth most common malware family encountered in Sweden in 4Q15 was
Win32/Skeeyah, which was encountered by 0.5 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Sweden in 4Q15

864 SWEDEN

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.2%

2

Win32/SupTab

Browser Modifiers

1.7%

3

Win32/Pokki

Browser Modifiers

1.0%

4

Win32/KipodToolsCby

Browser Modifiers

0.5%

5

Win32/EoRezo

Adware

0.4%



The most common unwanted software family encountered in Sweden in
4Q15 was Win32/Diplugem, which was encountered by 2.2 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Sweden in 4Q15 was Win32/SupTab, which was encountered by 1.7 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Sweden
in 4Q15 was Win32/Pokki, which was encountered by 1.0 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Sweden in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

12.3

2

Win32/Blakamba

Trojans

0.6

3

Win32/CompromisedCert

Other Malware

0.3

4

Win32/Peals

Trojans

0.1

5

MSIL/Bladabindi

Backdoors

0.1

6

Win32/Reveton

Ransomware

0.1

7

Win32/IeEnablerCby

Browser Modifiers

0.1

8

Win32/Alureon

Trojans

0.1

9

VBS/Jenxcus

Worms

<0.1

10

Win32/Tugspay

Downloaders & Droppers

<0.1



The most common threat family infecting computers in Sweden in 4Q15 was
Win32/Diplugem, which was detected and removed from 12.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Sweden in 4Q15
was Win32/Blakamba, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Sweden in 4Q15
was Win32/CompromisedCert, which was detected and removed from 0.3 of
every 1,000 unique computers scanned by the MSRT. Win32/CompromisedCert
is a detection for the Superfish VisualDiscovery advertising program that was
preinstalled on some Lenovo laptops sold in 2014 and 2015. It installs a
compromised trusted root certificate on the computer, which can be used to
conduct man-in-the-middle attacks on the computer.



The fourth most common threat family infecting computers in Sweden in 4Q15
was Win32/Peals, which was detected and removed from 0.1 of every 1,000
unique computers scanned by the MSRT. Win32/Peals is a generic detection for
various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Sweden and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT

100%
90%
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70%
60%
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40%
30%
20%
10%
0%
Sweden
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Worldwide
Intermittent

Unprotected

Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Sweden

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

0.10

(0.22)

(0.57)

6.76

5.24

(4.7)

(3.9)

58.81

29.52

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Switzerland
The statistics presented here are generated by Microsoft security programs and
services running on computers in Switzerland in 4Q15 and previous quarters.
This data is provided from administrators or users who choose to opt in to
provide data to Microsoft, using IP address geolocation to determine country or
region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Switzerland

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Switzerland

12.6%

10.9%

11.2%

12.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Switzerland

1.5

3.8

2.5

14.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 12.5% of computers in Switzerland encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 14.3 of every 1,000 unique computers
scanned in Switzerland in 4Q15 (a CCM score of 14.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Switzerland over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Switzerland and worldwide

Infection rate

Encounter rate

18
16

20%
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8

10%

6
4
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2

Computers cleaned per 1,000 scanned (CCM)

Encounter rate (percent of all reporting computers)

25%

0

0%

1Q15

2Q15

3Q15
Switzerland

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Switzerland and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Switzerland in 4Q15, by category

Encounter rate (percent of all reporting computers)

Switzerland

Worldwide
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Other
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Downloaders Obfuscators &
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Worms

Ransomware
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The most common malware category in Switzerland in 4Q15 was Trojans. It
was encountered by 2.8 percent of all computers there, down from 3.7
percent in 3Q15.



The second most common malware category in Switzerland in 4Q15 was
Exploits. It was encountered by 1.8 percent of all computers there, up from
1.2 percent in 3Q15.



The third most common malware category in Switzerland in 4Q15 was
Downloaders & Droppers, which was encountered by 1.2 percent of all
computers there, down from 1.2 percent in 3Q15.

Viruses
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Unwanted software categories
Unwanted software encountered in Switzerland in 4Q15, by category

Encounter rate (percent of all reporting computers)

Switzerland

Worldwide

8.0%
7.0%
6.0%
5.0%
4.0%
3.0%
2.0%
1.0%
0.0%
Browser Modifiers
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Software Bundlers

Adware



The most common unwanted software category in Switzerland in 4Q15 was
Browser Modifiers. It was encountered by 6.3 percent of all computers there,
down from 6.3 percent in 3Q15.



The second most common unwanted software category in Switzerland in
4Q15 was Software Bundlers. It was encountered by 1.6 percent of all
computers there, up from 1.4 percent in 3Q15.



The third most common unwanted software category in Switzerland in 4Q15
was Adware, which was encountered by 1.1 percent of all computers there,
up from 1.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Switzerland in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.4%

2

Win32/Dorv

Trojans

0.4%

3

Win32/Dynamer

Trojans

0.4%

4

Win32/Skeeyah

Trojans

0.4%

5

Win32/Peals

Trojans

0.4%

6

Win32/Obfuscator

Obfuscators & Injectors

0.4%

7

Win32/Sventore

Downloaders & Droppers

0.3%

8

HTML/Meadgive

Exploits

0.2%

9

Win32/Crowti

Ransomware

0.2%

10

ASX/Wimad

Downloaders & Droppers

0.2%



The most common malware family encountered in Switzerland in 4Q15 was
JS/Axpergle, which was encountered by 1.4 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Switzerland in 4Q15
was Win32/Dorv, which was encountered by 0.4 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.



The third most common malware family encountered in Switzerland in 4Q15
was Win32/Dynamer, which was encountered by 0.4 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Switzerland in 4Q15
was Win32/Skeeyah, which was encountered by 0.4 percent of reporting
computers there. Win32/Skeeyah is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Switzerland in 4Q15

874 SWITZERLAND

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.4%

2

Win32/SupTab

Browser Modifiers

1.6%

3

Win32/Pokki

Browser Modifiers

1.1%

4

Win32/KipodToolsCby

Browser Modifiers

0.8%

5

Win32/Bayads

Adware

0.6%



The most common unwanted software family encountered in Switzerland in
4Q15 was Win32/Diplugem, which was encountered by 2.4 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Switzerland in 4Q15 was Win32/SupTab, which was encountered by 1.6
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Switzerland in 4Q15 was Win32/Pokki, which was encountered by 1.1 percent
of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Switzerland in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

13.2

2

Win32/Blakamba

Trojans

0.5

3

Win32/Vawtrak

Backdoors

0.1

4

Win32/Peals

Trojans

0.1

5

Win32/Reveton

Ransomware

0.1

6

Win32/IeEnablerCby

Browser Modifiers

0.1

7

Win32/Carberp

Trojans

0.1

8

Win32/CompromisedCert

Other Malware

0.1

9

Win32/Gamarue

Worms

<0.1

10

Win32/Alureon

Trojans

<0.1



The most common threat family infecting computers in Switzerland in 4Q15 was
Win32/Diplugem, which was detected and removed from 13.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Switzerland in
4Q15 was Win32/Blakamba, which was detected and removed from 0.5 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Switzerland in
4Q15 was Win32/Vawtrak, which was detected and removed from 0.1 of every
1,000 unique computers scanned by the MSRT. Win32/Vawtrak is a backdoor
that can change Internet Explorer settings, steal passwords for websites and
applications, and prevent security software from running.



The fourth most common threat family infecting computers in Switzerland in
4Q15 was Win32/Peals, which was detected and removed from 0.1 of every
1,000 unique computers scanned by the MSRT. Win32/Peals is a generic
detection for various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Switzerland and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Switzerland

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.05

0.69

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

10.13

8.15

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

39.46

26.47

(56.2)

(26.4)
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Taiwan
The statistics presented here are generated by Microsoft security programs and
services running on computers in Taiwan in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Taiwan

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Taiwan

14.5%

13.6%

16.5%

19.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Taiwan

5.4

8.6

5.6

21.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 19.3% of computers in Taiwan encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 21.6 of every 1,000 unique computers scanned in
Taiwan in 4Q15 (a CCM score of 21.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Taiwan over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Taiwan and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Taiwan and around the world, and for explanations of the methods and terms
used here.

880 TAIWAN

Malware categories
Malware encountered in Taiwan in 4Q15, by category
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The most common malware category in Taiwan in 4Q15 was Trojans. It was
encountered by 6.8 percent of all computers there, down from 7.1 percent in
3Q15.



The second most common malware category in Taiwan in 4Q15 was
Exploits. It was encountered by 2.4 percent of all computers there, up from
1.7 percent in 3Q15.



The third most common malware category in Taiwan in 4Q15 was
Obfuscators & Injectors, which was encountered by 2.3 percent of all
computers there, up from 1.3 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Taiwan in 4Q15, by category
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The most common unwanted software category in Taiwan in 4Q15 was
Browser Modifiers. It was encountered by 6.2 percent of all computers there,
down from 7.8 percent in 3Q15.



The second most common unwanted software category in Taiwan in 4Q15
was Software Bundlers. It was encountered by 2.7 percent of all computers
there, up from 2.0 percent in 3Q15.



The third most common unwanted software category in Taiwan in 4Q15 was
Adware, which was encountered by 0.7 percent of all computers there,
down from 0.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Taiwan in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.6%

2

Win32/Obfuscator

Obfuscators & Injectors

1.3%

3

HTML/Meadgive

Exploits

1.2%

4

Win32/Dynamer

Trojans

1.0%

5

INF/Autorun

Obfuscators & Injectors

1.0%

6

MSIL/Hakey

Trojans

0.7%

7

Win32/Skeeyah

Trojans

0.7%

8

Win32/Peals

Trojans

0.7%

9

Win32/Nitol

Other Malware

0.7%

10

Win32/Spursint

Trojans

0.5%



The most common malware family encountered in Taiwan in 4Q15 was
JS/Axpergle, which was encountered by 1.6 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in Taiwan in 4Q15 was
Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Taiwan in 4Q15 was
HTML/Meadgive, which was encountered by 1.2 percent of reporting
computers there. HTML/Meadgive is a detection for the Redkit exploit kit, also
known as Infinity and Goon. It attempts to exploit vulnerabilities in programs
such as Java and Silverlight to install other malware.



The fourth most common malware family encountered in Taiwan in 4Q15 was
Win32/Dynamer, which was encountered by 1.0 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Taiwan in 4Q15

884 TAIWAN

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.7%

2

Win32/SupTab

Browser Modifiers

1.4%

3

Win32/Dowadmin

Software Bundlers

1.1%

4

Win32/Pokki

Browser Modifiers

0.5%

5

Win32/Bayads

Adware

0.5%



The most common unwanted software family encountered in Taiwan in
4Q15 was Win32/Diplugem, which was encountered by 2.7 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Taiwan in 4Q15 was Win32/SupTab, which was encountered by 1.4 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Taiwan in
4Q15 was Win32/Dowadmin, which was encountered by 1.1 percent of
reporting computers there. Win32/Dowadmin is a software bundler that
does not provide the user with the option to decline installation of unwanted
software.

Top threat families by infection rate
The most common malware families by infection rate in Taiwan in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

16.6

2

Win32/Nitol

Other Malware

1.6

3

Win32/Blakamba

Trojans

1.4

4

Win32/Sality

Viruses

0.5

5

Win32/Ramnit

Viruses

0.5

6

Win32/Hupigon

Backdoors

0.3

7

VBS/Jenxcus

Worms

0.2

8

Win32/Peals

Trojans

0.2

9

Win32/Teerac

Ransomware

0.2

10

Win32/Frethog

Password Stealers & Monitoring Tools

0.2



The most common threat family infecting computers in Taiwan in 4Q15 was
Win32/Diplugem, which was detected and removed from 16.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Taiwan in 4Q15
was Win32/Nitol, which was detected and removed from 1.6 of every 1,000
unique computers scanned by the MSRT. Win32/Nitol is a family of trojans that
perform DDoS (distributed denial of service) attacks, allow backdoor access and
control, download and run files, and perform a number of other malicious
activities on the computer.



The third most common threat family infecting computers in Taiwan in 4Q15
was Win32/Blakamba, which was detected and removed from 1.4 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Taiwan in 4Q15
was Win32/Sality, which was detected and removed from 0.5 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Taiwan and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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90%
80%
70%
60%
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Taiwan

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.11

0.21

(0.22)

(0.57)

N/A

N/A

(4.7)

(3.9)

N/A

N/A

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Tanzania
The statistics presented here are generated by Microsoft security programs and
services running on computers in Tanzania in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Tanzania

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Tanzania

N/A

N/A

43.8%

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Tanzania

22.8

26.7

28.7

46.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 46.3 of every 1,000
unique computers scanned in Tanzania in 4Q15 (a CCM score of 46.3,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Tanzania over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Tanzania and worldwide

Encounter rate (percent of all reporting computers)
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Tanzania and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Tanzania in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common malware category in Tanzania in 4Q15 was . It was
encountered by N/A percent of all computers there, down from 27.4
percent in 3Q15.



The second most common malware category in Tanzania in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 16.9
percent in 3Q15.



The third most common malware category in Tanzania in 4Q15 was , which
was encountered by N/A percent of all computers there, down from 4.4
percent in 3Q15.

Password
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Unwanted software categories
Unwanted software encountered in Tanzania in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Tanzania in 4Q15 was . It
was encountered by N/A percent of all computers there, down from 13.3
percent in 3Q15.



The second most common unwanted software category in Tanzania in 4Q15
was . It was encountered by N/A percent of all computers there, down from
5.4 percent in 3Q15.



The third most common unwanted software category in Tanzania in 4Q15
was , which was encountered by N/A percent of all computers there, down
from 2.0 percent in 3Q15.

Top threat families by infection rate
The most common malware families by infection rate in Tanzania in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Gamarue

Worms

22.6

2

Win32/Diplugem

Browser Modifiers

11.4

3

Win32/Sality

Viruses

4.0

4

VBS/Jenxcus

Worms

3.2

5

Win32/Chir

Viruses

2.0

6

Win32/Virut

Viruses

1.8

7

Win32/Ramnit

Viruses

1.6

8

Win32/Peals

Trojans

1.3

9

Win32/Blakamba

Trojans

0.7

10

Win32/Necurs

Trojans

0.6



The most common threat family infecting computers in Tanzania in 4Q15 was
Win32/Gamarue, which was detected and removed from 22.6 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The second most common threat family infecting computers in Tanzania in
4Q15 was Win32/Diplugem, which was detected and removed from 11.4 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The third most common threat family infecting computers in Tanzania in 4Q15
was Win32/Sality, which was detected and removed from 4.0 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Tanzania in 4Q15
was VBS/Jenxcus, which was detected and removed from 3.2 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 893

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Tanzania and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Tanzania

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

3.81

0.06

(0.22)

(0.57)

0.36

0.40

(4.7)

(3.9)

14.69

7.35

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Thailand
The statistics presented here are generated by Microsoft security programs and
services running on computers in Thailand in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Thailand

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Thailand

27.1%

22.8%

29.8%

36.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Thailand

22.3

30.9

22.2

46.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 36.7% of computers in Thailand encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 46.3 of every 1,000 unique computers
scanned in Thailand in 4Q15 (a CCM score of 46.3, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Thailand over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Thailand and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Thailand and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Thailand in 4Q15, by category
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The most common malware category in Thailand in 4Q15 was Trojans. It was
encountered by 13.0 percent of all computers there, up from 12.7 percent in
3Q15.



The second most common malware category in Thailand in 4Q15 was
Worms. It was encountered by 11.3 percent of all computers there, up from
8.4 percent in 3Q15.



The third most common malware category in Thailand in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.2 percent of all
computers there, up from 3.6 percent in 3Q15.

Password
Stealers &
Monitoring
Tools

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 20 (JULY–DECEMBER 2015) 899

Unwanted software categories
Unwanted software encountered in Thailand in 4Q15, by category
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The most common unwanted software category in Thailand in 4Q15 was
Browser Modifiers. It was encountered by 12.7 percent of all computers
there, up from 12.3 percent in 3Q15.



The second most common unwanted software category in Thailand in 4Q15
was Software Bundlers. It was encountered by 5.6 percent of all computers
there, up from 4.2 percent in 3Q15.



The third most common unwanted software category in Thailand in 4Q15
was Adware, which was encountered by 1.9 percent of all computers there,
up from 1.8 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Thailand in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

8.2%

2

Win32/Obfuscator

Obfuscators & Injectors

2.1%

3

Win32/Peals

Trojans

2.1%

4

Win32/Dynamer

Trojans

1.7%

5

Win32/Sality

Viruses

1.6%

6

Win32/Skeeyah

Trojans

1.6%

7

Win32/Ramnit

Viruses

1.6%

8

INF/Autorun

Obfuscators & Injectors

1.6%

9

Win32/Dorv

Trojans

1.5%

10

MSIL/Bladabindi

Backdoors

0.9%



The most common malware family encountered in Thailand in 4Q15 was
Win32/Gamarue, which was encountered by 8.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Thailand in 4Q15 was
Win32/Obfuscator, which was encountered by 2.1 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Thailand in 4Q15 was
Win32/Peals, which was encountered by 2.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Thailand in 4Q15 was
Win32/Dynamer, which was encountered by 1.7 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Thailand in 4Q15

902 THAILAND

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

5.3%

2

Win32/Diplugem

Browser Modifiers

4.0%

3

Win32/Mizenota

Software Bundlers

1.5%

4

Win32/OutBrowse

Software Bundlers

1.5%

5

Win32/Bayads

Adware

1.3%



The most common unwanted software family encountered in Thailand in
4Q15 was Win32/SupTab, which was encountered by 5.3 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Thailand in 4Q15 was Win32/Diplugem, which was encountered by 4.0
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Thailand
in 4Q15 was Win32/Mizenota, which was encountered by 1.5 percent of
reporting computers there. Win32/Mizenota is a software bundler that
installs unwanted software alongside the software the user is trying to install.
It has been observed to install Win32/SupTab, Win32/Sasqor,
Win32/Smudplu, and others.

Top threat families by infection rate
The most common malware families by infection rate in Thailand in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.2

2

Win32/Gamarue

Worms

10.9

3

Win32/Sality

Viruses

3.9

4

Win32/Blakamba

Trojans

2.9

5

Win32/Ramnit

Viruses

2.3

6

MSIL/Bladabindi

Backdoors

1.8

7

Win32/Nitol

Other Malware

1.2

8

Win32/Peals

Trojans

1.1

9

VBS/Jenxcus

Worms

1.1

10

Win32/Virut

Viruses

0.6



The most common threat family infecting computers in Thailand in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.2 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Thailand in
4Q15 was Win32/Gamarue, which was detected and removed from 10.9 of
every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Thailand in 4Q15
was Win32/Sality, which was detected and removed from 3.9 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Thailand in 4Q15
was Win32/Blakamba, which was detected and removed from 2.9 of every 1,000
unique computers scanned by the MSRT. Win32/Blakamba is a trojan that can
download other malware. It has been observed being installed at the same time
as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Thailand and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Thailand

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.23

1.41

(0.22)

(0.57)

1.50

1.37

(4.7)

(3.9)

95.71

28.09

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Trinidad and Tobago
The statistics presented here are generated by Microsoft security programs and
services running on computers in Trinidad and Tobago in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Trinidad and Tobago

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Trinidad and
Tobago

26.7%

21.9%

24.2%

25.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Trinidad and Tobago

9.6

16.7

8.1

37.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 25.1% of computers in Trinidad and Tobago encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 37.9 of every 1,000 unique
computers scanned in Trinidad and Tobago in 4Q15 (a CCM score of 37.9,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Trinidad and Tobago over the last four
quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Trinidad and Tobago and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Trinidad and Tobago and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in Trinidad and Tobago in 4Q15, by category

Encounter rate (percent of all reporting computers)

Trinidad and Tobago

Worldwide
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The most common malware category in Trinidad and Tobago in 4Q15 was
Trojans. It was encountered by 5.4 percent of all computers there, down
from 8.7 percent in 3Q15.



The second most common malware category in Trinidad and Tobago in
4Q15 was Worms. It was encountered by 3.3 percent of all computers there,
up from 2.7 percent in 3Q15.



The third most common malware category in Trinidad and Tobago in 4Q15
was Downloaders & Droppers, which was encountered by 1.5 percent of all
computers there, down from 2.2 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Trinidad and Tobago in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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Browser Modifiers
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Software Bundlers

Adware



The most common unwanted software category in Trinidad and Tobago in
4Q15 was Browser Modifiers. It was encountered by 14.4 percent of all
computers there, down from 15.2 percent in 3Q15.



The second most common unwanted software category in Trinidad and
Tobago in 4Q15 was Software Bundlers. It was encountered by 5.5 percent
of all computers there, down from 6.1 percent in 3Q15.



The third most common unwanted software category in Trinidad and
Tobago in 4Q15 was Adware, which was encountered by 2.4 percent of all
computers there, down from 2.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Trinidad and Tobago in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

1.9%

2

Win32/Skeeyah

Trojans

1.0%

3

Win32/Dynamer

Trojans

0.9%

4

Win32/Obfuscator

Obfuscators & Injectors

0.7%

5

INF/Autorun

Obfuscators & Injectors

0.6%

6

Win32/Dorv

Trojans

0.6%

7

Win32/Peals

Trojans

0.5%

8

Win32/CompromisedCert

Other Malware

0.4%

9

Win32/Sventore

Downloaders & Droppers

0.4%

10

MSIL/Bladabindi

Backdoors

0.4%



The most common malware family encountered in Trinidad and Tobago in
4Q15 was VBS/Jenxcus, which was encountered by 1.9 percent of reporting
computers there. VBS/Jenxcus is a worm that gives an attacker control of the
computer. It is spread by infected removable drives, like USB flash drives. It can
also be downloaded within a torrent file.



The second most common malware family encountered in Trinidad and Tobago
in 4Q15 was Win32/Skeeyah, which was encountered by 1.0 percent of
reporting computers there. Win32/Skeeyah is a generic detection for various
threats that display trojan characteristics.



The third most common malware family encountered in Trinidad and Tobago in
4Q15 was Win32/Dynamer, which was encountered by 0.9 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Trinidad and Tobago
in 4Q15 was Win32/Obfuscator, which was encountered by 0.7 percent of
reporting computers there. Win32/Obfuscator is a generic detection for
programs that have had their purpose disguised to hinder analysis or detection
by antivirus scanners. Such programs commonly employ a combination of
methods, including encryption, compression, anti-debugging and antiemulation techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Trinidad and Tobago in 4Q15

912 TRINIDAD AND TOBAGO

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.4%

2

Win32/SupTab

Browser Modifiers

3.6%

3

Win32/Bayads

Adware

2.0%

4

Win32/KipodToolsCby

Browser Modifiers

2.0%

5

Win32/OutBrowse

Software Bundlers

1.8%



The most common unwanted software family encountered in Trinidad and
Tobago in 4Q15 was Win32/Diplugem, which was encountered by 6.4
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in
Trinidad and Tobago in 4Q15 was Win32/SupTab, which was encountered
by 3.6 percent of reporting computers there. Win32/SupTab is a browser
modifier that installs itself and changes the browser’s default search
provider, without obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Trinidad
and Tobago in 4Q15 was Win32/Bayads, which was encountered by 2.0
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Trinidad and Tobago in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

32.5

2

VBS/Jenxcus

Worms

2.6

3

Win32/Blakamba

Trojans

2.5

4

Win32/Peals

Trojans

0.5

5

Win32/Brontok

Worms

0.4

6

Win32/IRCbot

Backdoors

0.3

7

Win32/Vobfus

Worms

0.3

8

MSIL/Bladabindi

Backdoors

0.3

9

Win32/IeEnablerCby

Browser Modifiers

0.3

10

Win32/CompromisedCert

Other Malware

0.2



The most common threat family infecting computers in Trinidad and Tobago in
4Q15 was Win32/Diplugem, which was detected and removed from 32.5 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in Trinidad and
Tobago in 4Q15 was VBS/Jenxcus, which was detected and removed from 2.6 of
every 1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm
that gives an attacker control of the computer. It is spread by infected
removable drives, like USB flash drives. It can also be downloaded within a
torrent file.



The third most common threat family infecting computers in Trinidad and
Tobago in 4Q15 was Win32/Blakamba, which was detected and removed from
2.5 of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is
a trojan that can download other malware. It has been observed being installed
at the same time as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in Trinidad and
Tobago in 4Q15 was Win32/Peals, which was detected and removed from 0.5 of
every 1,000 unique computers scanned by the MSRT. Win32/Peals is a generic
detection for various threats that display trojan characteristics.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Trinidad and Tobago and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Intermittent

Worldwide
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Trinidad and Tobago

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.00

0.01

(0.22)

(0.57)

1.13

0.45

(4.7)

(3.9)

62.26

29.15

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Tunisia
The statistics presented here are generated by Microsoft security programs and
services running on computers in Tunisia in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Tunisia

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Tunisia

44.3%

36.8%

39.1%

47.1%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Tunisia

36.2

49.9

31.6

59.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 47.1% of computers in Tunisia encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 59.6 of every 1,000 unique computers scanned in
Tunisia in 4Q15 (a CCM score of 59.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Tunisia over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Tunisia and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Tunisia and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Tunisia in 4Q15, by category
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The most common malware category in Tunisia in 4Q15 was Worms. It was
encountered by 18.4 percent of all computers there, up from 17.1 percent in
3Q15.



The second most common malware category in Tunisia in 4Q15 was Trojans.
It was encountered by 17.4 percent of all computers there, up from 12.7
percent in 3Q15.



The third most common malware category in Tunisia in 4Q15 was
Obfuscators & Injectors, which was encountered by 5.4 percent of all
computers there, up from 4.6 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Tunisia in 4Q15, by category
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Tunisia
25.0%
20.0%
15.0%
10.0%
5.0%
0.0%
Browser Modifiers

920 TUNISIA

Worldwide

Software Bundlers

Adware



The most common unwanted software category in Tunisia in 4Q15 was
Browser Modifiers. It was encountered by 19.5 percent of all computers
there, up from 18.3 percent in 3Q15.



The second most common unwanted software category in Tunisia in 4Q15
was Software Bundlers. It was encountered by 8.8 percent of all computers
there, up from 8.7 percent in 3Q15.



The third most common unwanted software category in Tunisia in 4Q15 was
Adware, which was encountered by 5.7 percent of all computers there, up
from 4.7 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Tunisia in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

6.6%

2

Win32/Gamarue

Worms

6.2%

3

Win32/Ippedo

Worms

3.4%

4

INF/Autorun

Obfuscators & Injectors

3.4%

5

Win32/Skeeyah

Trojans

3.1%

6

Win32/Dynamer

Trojans

2.9%

7

Win32/CplLnk

Exploits

2.9%

8

Win32/Ramnit

Viruses

2.8%

9

Win32/Dorv

Trojans

2.2%

10

Win32/Obfuscator

Obfuscators & Injectors

2.0%



The most common malware family encountered in Tunisia in 4Q15 was
VBS/Jenxcus, which was encountered by 6.6 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Tunisia in 4Q15 was
Win32/Gamarue, which was encountered by 6.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The third most common malware family encountered in Tunisia in 4Q15 was
Win32/Ippedo, which was encountered by 3.4 percent of reporting computers
there. Win32/Ippedo is a worm that can send sensitive information to a
malicious hacker. It spreads through removable drives, such as USB flash drives.



The fourth most common malware family encountered in Tunisia in 4Q15 was
INF/Autorun, which was encountered by 3.4 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Tunisia in 4Q15

922 TUNISIA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

7.2%

2

Win32/SupTab

Browser Modifiers

6.9%

3

Win32/Bayads

Adware

4.7%

4

Win32/OutBrowse

Software Bundlers

3.9%

5

Win32/KipodToolsCby

Browser Modifiers

2.2%



The most common unwanted software family encountered in Tunisia in
4Q15 was Win32/Diplugem, which was encountered by 7.2 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Tunisia in 4Q15 was Win32/SupTab, which was encountered by 6.9 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Tunisia in
4Q15 was Win32/Bayads, which was encountered by 4.7 percent of
reporting computers there. Win32/Bayads is a program that displays ads as
the user browses the web. It can be bundled with other software. It may call
itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or “pricehorse” in Programs
and Features.

Top threat families by infection rate
The most common malware families by infection rate in Tunisia in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

32.4

2

VBS/Jenxcus

Worms

10.0

3

Win32/Gamarue

Worms

6.2

4

Win32/Sality

Viruses

5.4

5

Win32/Ramnit

Viruses

4.4

6

Win32/Blakamba

Trojans

3.5

7

MSIL/Bladabindi

Backdoors

1.9

8

Win32/Peals

Trojans

0.9

9

Win32/Vobfus

Worms

0.8

10

Win32/Pramro

Trojans

0.6



The most common threat family infecting computers in Tunisia in 4Q15 was
Win32/Diplugem, which was detected and removed from 32.4 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Tunisia in 4Q15
was VBS/Jenxcus, which was detected and removed from 10.0 of every 1,000
unique computers scanned by the MSRT. VBS/Jenxcus is a worm that gives an
attacker control of the computer. It is spread by infected removable drives, like
USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Tunisia in 4Q15
was Win32/Gamarue, which was detected and removed from 6.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Tunisia in 4Q15
was Win32/Sality, which was detected and removed from 5.4 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Tunisia and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Tunisia

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

1.65

7.82

(0.22)

(0.57)

0.93

1.02

(4.7)

(3.9)

35.76

14.18

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Turkey
The statistics presented here are generated by Microsoft security programs and
services running on computers in Turkey in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Turkey

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Turkey

32.9%

28.0%

32.6%

40.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Turkey

22.5

26.2

21.0

42.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 40.3% of computers in Turkey encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 42.6 of every 1,000 unique computers scanned in
Turkey in 4Q15 (a CCM score of 42.6, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Turkey over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Turkey and worldwide

Encounter rate (percent of all reporting computers)

45%

45

40%

40

35%

35

30%

30

25%

25

20%

20

15%

15

10%

10

5%

5

Computers cleaned per 1,000 scanned (CCM)

Infection rate

Encounter rate

0

0%
1Q15

2Q15

3Q15
Turkey

4Q15

1Q15

2Q15

3Q15

4Q15

Worldwide

See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Turkey and around the world, and for explanations of the methods and terms
used here.
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Malware categories
Malware encountered in Turkey in 4Q15, by category
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The most common malware category in Turkey in 4Q15 was Trojans. It was
encountered by 19.9 percent of all computers there, up from 16.1 percent in
3Q15.



The second most common malware category in Turkey in 4Q15 was Worms.
It was encountered by 11.9 percent of all computers there, up from 6.4
percent in 3Q15.



The third most common malware category in Turkey in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.4 percent of all
computers there, down from 3.5 percent in 3Q15.

Password
Stealers &
Monitoring
Tools
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Unwanted software categories
Unwanted software encountered in Turkey in 4Q15, by category
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The most common unwanted software category in Turkey in 4Q15 was
Browser Modifiers. It was encountered by 14.5 percent of all computers
there, down from 15.7 percent in 3Q15.



The second most common unwanted software category in Turkey in 4Q15
was Software Bundlers. It was encountered by 4.5 percent of all computers
there, up from 4.4 percent in 3Q15.



The third most common unwanted software category in Turkey in 4Q15 was
Adware, which was encountered by 2.7 percent of all computers there,
down from 3.4 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Turkey in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

8.4%

2

Win32/Peals

Trojans

6.1%

3

Win32/Dorv

Trojans

2.4%

4

Win32/Skeeyah

Trojans

2.2%

5

Win32/Dynamer

Trojans

1.9%

6

Win32/Spursint

Trojans

1.9%

7

Win32/Obfuscator

Obfuscators & Injectors

1.8%

8

Win32/BeeVry

Trojans

1.7%

9

Win32/Sality

Viruses

1.6%

10

HTML/Meadgive

Exploits

1.6%



The most common malware family encountered in Turkey in 4Q15 was
Win32/Gamarue, which was encountered by 8.4 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Turkey in 4Q15 was
Win32/Peals, which was encountered by 6.1 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The third most common malware family encountered in Turkey in 4Q15 was
Win32/Dorv, which was encountered by 2.4 percent of reporting computers
there. Win32/Dorv is a generic detection for a variety of threats.



The fourth most common malware family encountered in Turkey in 4Q15 was
Win32/Skeeyah, which was encountered by 2.2 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Turkey in 4Q15

932 TURKEY

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

6.9%

2

Win32/Diplugem

Browser Modifiers

3.6%

3

Win32/EoRezo

Adware

1.5%

4

Win32/Mizenota

Software Bundlers

1.1%

5

Win32/OutBrowse

Software Bundlers

1.1%



The most common unwanted software family encountered in Turkey in
4Q15 was Win32/SupTab, which was encountered by 6.9 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in Turkey
in 4Q15 was Win32/Diplugem, which was encountered by 3.6 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The third most common unwanted software family encountered in Turkey in
4Q15 was Win32/EoRezo, which was encountered by 1.5 percent of
reporting computers there. Win32/EoRezo is adware that displays targeted
advertising to affected users while browsing the Internet, based on
downloaded pre-configured information.

Top threat families by infection rate
The most common malware families by infection rate in Turkey in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

20.6

2

Win32/Gamarue

Worms

10.4

3

Win32/Sality

Viruses

2.6

4

Win32/Ramnit

Viruses

2.2

5

Win32/Blakamba

Trojans

1.7

6

Win32/Peals

Trojans

1.2

7

Win32/CompromisedCert

Other Malware

1.2

8

Win32/Brontok

Worms

0.9

9

VBS/Jenxcus

Worms

0.7

10

Win32/Nuqel

Worms

0.5



The most common threat family infecting computers in Turkey in 4Q15 was
Win32/Diplugem, which was detected and removed from 20.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Turkey in 4Q15
was Win32/Gamarue, which was detected and removed from 10.4 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Turkey in 4Q15
was Win32/Sality, which was detected and removed from 2.6 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Turkey in 4Q15
was Win32/Ramnit, which was detected and removed from 2.2 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
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information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.

934 TURKEY

Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Turkey and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Turkey

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.15

0.74

(0.22)

(0.57)

5.54

3.73

(4.7)

(3.9)

254.50

36.30

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Ukraine
The statistics presented here are generated by Microsoft security programs and
services running on computers in Ukraine in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Ukraine

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Ukraine

31.4%

23.8%

27.3%

35.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Ukraine

7.3

8.8

6.5

9.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 35.3% of computers in Ukraine encountered malware, compared to the
4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT detected
and removed malware from 9.9 of every 1,000 unique computers scanned in
Ukraine in 4Q15 (a CCM score of 9.9, compared to the 4Q15 worldwide CCM of
16.9). The following figure shows the encounter and infection rate trends for
Ukraine over the last four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in Ukraine and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Ukraine and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Ukraine in 4Q15, by category
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The most common malware category in Ukraine in 4Q15 was Trojans. It was
encountered by 23.1 percent of all computers there, up from 15.9 percent in
3Q15.



The second most common malware category in Ukraine in 4Q15 was
Downloaders & Droppers. It was encountered by 5.3 percent of all
computers there, down from 5.7 percent in 3Q15.



The third most common malware category in Ukraine in 4Q15 was
Obfuscators & Injectors, which was encountered by 4.6 percent of all
computers there, up from 4.4 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Ukraine in 4Q15, by category
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The most common unwanted software category in Ukraine in 4Q15 was
Browser Modifiers. It was encountered by 9.4 percent of all computers there,
up from 8.3 percent in 3Q15.



The second most common unwanted software category in Ukraine in 4Q15
was Software Bundlers. It was encountered by 7.2 percent of all computers
there, up from 3.5 percent in 3Q15.



The third most common unwanted software category in Ukraine in 4Q15
was Adware, which was encountered by 4.0 percent of all computers there,
up from 3.1 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Ukraine in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Skeeyah

Trojans

6.6%

2

Win32/Spursint

Trojans

5.5%

3

Win32/Peals

Trojans

4.9%

4

Win32/Obfuscator

Obfuscators & Injectors

3.9%

5

Win32/Dynamer

Trojans

3.1%

6

Win32/Mytonel

Downloaders & Droppers

1.8%

7

Win32/Ogimant

Downloaders & Droppers

1.7%

8

Win32/Dorv

Trojans

1.5%

9

Win32/Gamarue

Worms

0.9%

10

INF/Autorun

Obfuscators & Injectors

0.6%



The most common malware family encountered in Ukraine in 4Q15 was
Win32/Skeeyah, which was encountered by 6.6 percent of reporting computers
there. Win32/Skeeyah is a generic detection for various threats that display
trojan characteristics.



The second most common malware family encountered in Ukraine in 4Q15 was
Win32/Spursint, which was encountered by 5.5 percent of reporting computers
there. Win32/Spursint is a threat that can download other malware, perform
click fraud, record the user’s keystrokes and browsing history, and transmit
information to a remote attacker.



The third most common malware family encountered in Ukraine in 4Q15 was
Win32/Peals, which was encountered by 4.9 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.



The fourth most common malware family encountered in Ukraine in 4Q15 was
Win32/Obfuscator, which was encountered by 3.9 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Ukraine in 4Q15

942 UKRAINE

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

6.0%

2

Win32/EoRezo

Adware

2.8%

3

Win32/OutBrowse

Software Bundlers

2.2%

4

Win32/Mizenota

Software Bundlers

1.2%

5

Win32/Diplugem

Browser Modifiers

1.1%



The most common unwanted software family encountered in Ukraine in
4Q15 was Win32/SupTab, which was encountered by 6.0 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Ukraine in 4Q15 was Win32/EoRezo, which was encountered by 2.8 percent
of reporting computers there. Win32/EoRezo is adware that displays
targeted advertising to affected users while browsing the Internet, based on
downloaded pre-configured information.



The third most common unwanted software family encountered in Ukraine
in 4Q15 was Win32/OutBrowse, which was encountered by 2.2 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in Ukraine in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

4.8

2

Win32/Ramnit

Viruses

0.6

3

Win32/Sality

Viruses

0.5

4

Win32/Mytonel

Downloaders & Droppers

0.4

5

VBS/Jenxcus

Worms

0.4

6

Win32/Gamarue

Worms

0.4

7

Win32/CompromisedCert

Other Malware

0.3

8

Win32/Blakamba

Trojans

0.3

9

Win32/Helompy

Worms

0.3

10

Win32/Dorkbot

Worms

0.3



The most common threat family infecting computers in Ukraine in 4Q15 was
Win32/Diplugem, which was detected and removed from 4.8 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Ukraine in 4Q15
was Win32/Ramnit, which was detected and removed from 0.6 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.



The third most common threat family infecting computers in Ukraine in 4Q15
was Win32/Sality, which was detected and removed from 0.5 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Ukraine in 4Q15
was Win32/Mytonel, which was detected and removed from 0.4 of every 1,000
unique computers scanned by the MSRT. Win32/Mytonel is a program that
downloads and installs other programs onto the computer without the user’s
consent, including other malware.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Ukraine and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Ukraine

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.76

0.85

(0.22)

(0.57)

3.63

3.27

(4.7)

(3.9)

410.19

165.78

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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United Arab Emirates
The statistics presented here are generated by Microsoft security programs and
services running on computers in the United Arab Emirates in 4Q15 and
previous quarters. This data is provided from administrators or users who
choose to opt in to provide data to Microsoft, using IP address geolocation to
determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the United Arab Emirates

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, United Arab
Emirates

31.7%

25.5%

29.1%

34.0%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, United Arab Emirates

16.7

26.9

17.9

49.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 34.0% of computers in the United Arab Emirates encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 49.5 of every 1,000 unique
computers scanned in the United Arab Emirates in 4Q15 (a CCM score of 49.5,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the United Arab Emirates over the last
four quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the United Arab Emirates and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the United Arab Emirates and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in the United Arab Emirates in 4Q15, by category
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The most common malware category in the United Arab Emirates in 4Q15
was Trojans. It was encountered by 10.4 percent of all computers there,
down from 12.3 percent in 3Q15.



The second most common malware category in the United Arab Emirates in
4Q15 was Worms. It was encountered by 8.6 percent of all computers there,
up from 6.0 percent in 3Q15.



The third most common malware category in the United Arab Emirates in
4Q15 was Downloaders & Droppers, which was encountered by 3.4 percent
of all computers there, up from 3.2 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in the United Arab Emirates in 4Q15, by category
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The most common unwanted software category in the United Arab Emirates
in 4Q15 was Browser Modifiers. It was encountered by 16.7 percent of all
computers there, down from 17.0 percent in 3Q15.



The second most common unwanted software category in the United Arab
Emirates in 4Q15 was Software Bundlers. It was encountered by 5.8 percent
of all computers there, down from 5.9 percent in 3Q15.



The third most common unwanted software category in the United Arab
Emirates in 4Q15 was Adware, which was encountered by 3.9 percent of all
computers there, up from 3.0 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the United Arab Emirates in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

4.2%

2

Win32/Skeeyah

Trojans

2.0%

3

VBS/Jenxcus

Worms

1.8%

4

Win32/Peals

Trojans

1.6%

5

Win32/Sventore

Downloaders & Droppers

1.5%

6

Win32/Dynamer

Trojans

1.3%

7

INF/Autorun

Obfuscators & Injectors

1.2%

8

Win32/Dorv

Trojans

1.1%

9

Win32/Startpage

Trojans

0.7%

10

JS/Axpergle

Exploits

0.6%



The most common malware family encountered in the United Arab Emirates in
4Q15 was Win32/Gamarue, which was encountered by 4.2 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in the United Arab
Emirates in 4Q15 was Win32/Skeeyah, which was encountered by 2.0 percent of
reporting computers there. Win32/Skeeyah is a generic detection for various
threats that display trojan characteristics.



The third most common malware family encountered in the United Arab
Emirates in 4Q15 was VBS/Jenxcus, which was encountered by 1.8 percent of
reporting computers there. VBS/Jenxcus is a worm that gives an attacker control
of the computer. It is spread by infected removable drives, like USB flash drives.
It can also be downloaded within a torrent file.



The fourth most common malware family encountered in the United Arab
Emirates in 4Q15 was Win32/Peals, which was encountered by 1.6 percent of
reporting computers there. Win32/Peals is a generic detection for various
threats that display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the United Arab Emirates in 4Q15

952 UNITED ARAB EMIRATES

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.7%

2

Win32/SupTab

Browser Modifiers

6.2%

3

Win32/Bayads

Adware

1.7%

4

Win32/OutBrowse

Software Bundlers

1.5%

5

Win32/KipodToolsCby

Browser Modifiers

1.5%



The most common unwanted software family encountered in the United
Arab Emirates in 4Q15 was Win32/Diplugem, which was encountered by 6.7
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in the
United Arab Emirates in 4Q15 was Win32/SupTab, which was encountered
by 6.2 percent of reporting computers there. Win32/SupTab is a browser
modifier that installs itself and changes the browser’s default search
provider, without obtaining the user’s consent for either action.



The third most common unwanted software family encountered in the
United Arab Emirates in 4Q15 was Win32/Bayads, which was encountered
by 1.7 percent of reporting computers there. Win32/Bayads is a program
that displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in the United Arab Emirates in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

35.6

2

Win32/Gamarue

Worms

6.0

3

Win32/Blakamba

Trojans

3.3

4

VBS/Jenxcus

Worms

2.2

5

Win32/CompromisedCert

Other Malware

1.6

6

Win32/Sality

Viruses

1.1

7

Win32/Peals

Trojans

0.9

8

Win32/Ramnit

Viruses

0.7

9

Win32/Nuqel

Worms

0.6

10

MSIL/Bladabindi

Backdoors

0.4



The most common threat family infecting computers in the United Arab
Emirates in 4Q15 was Win32/Diplugem, which was detected and removed from
35.6 of every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is
a browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in the United Arab
Emirates in 4Q15 was Win32/Gamarue, which was detected and removed from
6.0 of every 1,000 unique computers scanned by the MSRT. Win32/Gamarue is a
worm that is commonly distributed via exploit kits and social engineering.
Variants have been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in the United Arab
Emirates in 4Q15 was Win32/Blakamba, which was detected and removed from
3.3 of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is
a trojan that can download other malware. It has been observed being installed
at the same time as Win32/InstalleRex, a software bundler.



The fourth most common threat family infecting computers in the United Arab
Emirates in 4Q15 was VBS/Jenxcus, which was detected and removed from 2.2
of every 1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm
that gives an attacker control of the computer. It is spread by infected
removable drives, like USB flash drives. It can also be downloaded within a
torrent file.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the United Arab Emirates and worldwide protected by real-time security software in 4Q15
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the United Arab Emirates

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.03

1.51

(0.22)

(0.57)

0.78

0.50

(4.7)

(3.9)

44.38

15.23

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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United Kingdom
The statistics presented here are generated by Microsoft security programs and
services running on computers in the United Kingdom in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the United Kingdom

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, United Kingdom

12.9%

11.7%

11.9%

13.9%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, United Kingdom

2.3

5.8

4.3

15.9

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 13.9% of computers in the United Kingdom encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 15.9 of every 1,000 unique
computers scanned in the United Kingdom in 4Q15 (a CCM score of 15.9,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the United Kingdom over the last four
quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the United Kingdom and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the United Kingdom and around the world, and for explanations of the
methods and terms used here.
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Malware categories
Malware encountered in the United Kingdom in 4Q15, by category
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The most common malware category in the United Kingdom in 4Q15 was
Trojans. It was encountered by 3.5 percent of all computers there, down
from 4.2 percent in 3Q15.



The second most common malware category in the United Kingdom in
4Q15 was Exploits. It was encountered by 1.6 percent of all computers there,
down from 2.0 percent in 3Q15.



The third most common malware category in the United Kingdom in 4Q15
was Downloaders & Droppers, which was encountered by 1.6 percent of all
computers there, up from 1.4 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in the United Kingdom in 4Q15, by category
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The most common unwanted software category in the United Kingdom in
4Q15 was Browser Modifiers. It was encountered by 5.0 percent of all
computers there, up from 4.9 percent in 3Q15.



The second most common unwanted software category in the United
Kingdom in 4Q15 was Software Bundlers. It was encountered by 2.7 percent
of all computers there, up from 2.2 percent in 3Q15.



The third most common unwanted software category in the United
Kingdom in 4Q15 was Adware, which was encountered by 1.0 percent of all
computers there, down from 1.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the United Kingdom in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/Axpergle

Exploits

1.4%

2

Win32/Dorv

Trojans

0.6%

3

Win32/Dynamer

Trojans

0.5%

4

Win32/Obfuscator

Obfuscators & Injectors

0.5%

5

Win32/Peals

Trojans

0.4%

6

Win32/Skeeyah

Trojans

0.4%

7

W97M/Adnel

Downloaders & Droppers

0.4%

8

JS/FakeCall

Other Malware

0.3%

9

Win32/Sventore

Downloaders & Droppers

0.3%

10

W97M/Donoff

Downloaders & Droppers

0.3%



The most common malware family encountered in the United Kingdom in 4Q15
was JS/Axpergle, which was encountered by 1.4 percent of reporting computers
there. JS/Axpergle is a detection for the Angler exploit kit, which exploits
vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe Flash
Player, and Java to install malware.



The second most common malware family encountered in the United Kingdom
in 4Q15 was Win32/Dorv, which was encountered by 0.6 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.



The third most common malware family encountered in the United Kingdom in
4Q15 was Win32/Dynamer, which was encountered by 0.5 percent of reporting
computers there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in the United Kingdom
in 4Q15 was Win32/Obfuscator, which was encountered by 0.5 percent of
reporting computers there. Win32/Obfuscator is a generic detection for
programs that have had their purpose disguised to hinder analysis or detection
by antivirus scanners. Such programs commonly employ a combination of
methods, including encryption, compression, anti-debugging and antiemulation techniques.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the United Kingdom in 4Q15

962 UNITED KINGDOM

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

2.2%

2

Win32/Pokki

Browser Modifiers

1.1%

3

Win32/OutBrowse

Software Bundlers

0.9%

4

Win32/KipodToolsCby

Browser Modifiers

0.7%

5

Win32/Dowadmin

Software Bundlers

0.6%



The most common unwanted software family encountered in the United
Kingdom in 4Q15 was Win32/Diplugem, which was encountered by 2.2
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The second most common unwanted software family encountered in the
United Kingdom in 4Q15 was Win32/Pokki, which was encountered by 1.1
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.



The third most common unwanted software family encountered in the
United Kingdom in 4Q15 was Win32/OutBrowse, which was encountered by
0.9 percent of reporting computers there. Win32/OutBrowse is a software
bundler that installs additional unwanted programs alongside software that
the user wishes to install. It can remove or hide the installer’s close button,
leaving no way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in the United Kingdom in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

13.8

2

Win32/Blakamba

Trojans

0.6

3

Win32/Tugspay

Downloaders & Droppers

0.3

4

Win32/CompromisedCert

Other Malware

0.3

5

Win32/Vawtrak

Backdoors

0.3

6

Win32/IeEnablerCby

Browser Modifiers

0.2

7

Win32/Peals

Trojans

0.1

8

VBS/Jenxcus

Worms

0.1

9

Win32/Gamarue

Worms

0.1

10

Win32/Ramnit

Viruses

0.1



The most common threat family infecting computers in the United Kingdom in
4Q15 was Win32/Diplugem, which was detected and removed from 13.8 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in the United
Kingdom in 4Q15 was Win32/Blakamba, which was detected and removed from
0.6 of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is
a trojan that can download other malware. It has been observed being installed
at the same time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in the United
Kingdom in 4Q15 was Win32/Tugspay, which was detected and removed from
0.3 of every 1,000 unique computers scanned by the MSRT. Win32/Tugspay is a
downloader that spreads by posing as an installer for legitimate software, such
as a Java update, or through other malware. When installed, it downloads
unwanted software to the computer.



The fourth most common threat family infecting computers in the United
Kingdom in 4Q15 was Win32/CompromisedCert, which was detected and
removed from 0.3 of every 1,000 unique computers scanned by the MSRT.
Win32/CompromisedCert is a detection for the Superfish VisualDiscovery
advertising program that was preinstalled on some Lenovo laptops sold in 2014
and 2015. It installs a compromised trusted root certificate on the computer,
which can be used to conduct man-in-the-middle attacks on the computer.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the United Kingdom and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the United Kingdom

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.08

0.43

(0.22)

(0.57)

9.18

8.20

(4.7)

(3.9)

39.66

22.72

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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United States
The statistics presented here are generated by Microsoft security programs and
services running on computers in the United States in 4Q15 and previous
quarters. This data is provided from administrators or users who choose to opt
in to provide data to Microsoft, using IP address geolocation to determine
country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for the United States

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, United States

11.2%

9.7%

10.8%

12.5%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, United States

3.2

5.0

3.2

12.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 12.5% of computers in the United States encountered malware,
compared to the 4Q15 worldwide encounter rate of 20.8 percent. In addition,
the MSRT detected and removed malware from 12.3 of every 1,000 unique
computers scanned in the United States in 4Q15 (a CCM score of 12.3,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for the United States over the last four
quarters, compared to the world as a whole.
Malware encounter and infection rate trends in the United States and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in the United States and around the world, and for explanations of the methods
and terms used here.
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Malware categories
Malware encountered in the United States in 4Q15, by category
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The most common malware category in the United States in 4Q15 was
Trojans. It was encountered by 3.3 percent of all computers there, down
from 3.9 percent in 3Q15.



The second most common malware category in the United States in 4Q15
was Other Malware. It was encountered by 1.9 percent of all computers
there, up from 1.6 percent in 3Q15.



The third most common malware category in the United States in 4Q15 was
Exploits, which was encountered by 1.3 percent of all computers there, down
from 1.4 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in the United States in 4Q15, by category

Encounter rate (percent of all reporting computers)
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Worldwide
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The most common unwanted software category in the United States in 4Q15
was Browser Modifiers. It was encountered by 4.3 percent of all computers
there, up from 3.6 percent in 3Q15.



The second most common unwanted software category in the United States
in 4Q15 was Software Bundlers. It was encountered by 2.3 percent of all
computers there, up from 1.9 percent in 3Q15.



The third most common unwanted software category in the United States in
4Q15 was Adware, which was encountered by 0.8 percent of all computers
there, down from 1.5 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in the United States in 4Q15

Family

Most significant category

% of reporting
computers

1

JS/FakeCall

Other Malware

1.3%

2

JS/Axpergle

Exploits

1.1%

3

Win32/Dorv

Trojans

0.6%

4

Win32/Peals

Trojans

0.4%

5

Win32/CompromisedCert

Other Malware

0.4%

6

Win32/Dynamer

Trojans

0.4%

7

Win32/Obfuscator

Obfuscators & Injectors

0.4%

8

Win32/Skeeyah

Trojans

0.3%

9

Win32/Sventore

Downloaders & Droppers

0.2%

10

Win32/Patched

Trojans

0.2%



The most common malware family encountered in the United States in 4Q15
was JS/FakeCall, which was encountered by 1.3 percent of reporting computers
there. JS/FakeCall is rogue security software in the form of a webpage that
claims the computer is infected with malware. It asks the user to phone a
number to receive technical support to help remove the malware.



The second most common malware family encountered in the United States in
4Q15 was JS/Axpergle, which was encountered by 1.1 percent of reporting
computers there. JS/Axpergle is a detection for the Angler exploit kit, which
exploits vulnerabilities in some versions of Internet Explorer, Silverlight, Adobe
Flash Player, and Java to install malware.



The third most common malware family encountered in the United States in
4Q15 was Win32/Dorv, which was encountered by 0.6 percent of reporting
computers there. Win32/Dorv is a generic detection for a variety of threats.



The fourth most common malware family encountered in the United States in
4Q15 was Win32/Peals, which was encountered by 0.4 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in the United States in 4Q15

972 UNITED STATES

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

1.8%

2

Win32/Pokki

Browser Modifiers

1.0%

3

Win32/OutBrowse

Software Bundlers

0.8%

4

Win32/Dowadmin

Software Bundlers

0.6%

5

Win32/KipodToolsCby

Browser Modifiers

0.4%



The most common unwanted software family encountered in the United
States in 4Q15 was Win32/Diplugem, which was encountered by 1.8 percent
of reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in the
United States in 4Q15 was Win32/Pokki, which was encountered by 1.0
percent of reporting computers there. Win32/Pokki is a browser add-on that
formerly displayed behaviors of unwanted software. Recent versions of the
add-on no longer meet Microsoft detection criteria, and are no longer
considered unwanted software.



The third most common unwanted software family encountered in the
United States in 4Q15 was Win32/OutBrowse, which was encountered by 0.8
percent of reporting computers there. Win32/OutBrowse is a software
bundler that installs additional unwanted programs alongside software that
the user wishes to install. It can remove or hide the installer’s close button,
leaving no way to decline the additional applications.

Top threat families by infection rate
The most common malware families by infection rate in the United States in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

10.7

2

Win32/Blakamba

Trojans

0.5

3

Win32/Alureon

Trojans

0.4

4

Win32/IeEnablerCby

Browser Modifiers

0.1

5

Win32/Peals

Trojans

0.1

6

Win32/CompromisedCert

Other Malware

0.1

7

JS/Miuref

Trojans

0.1

8

Win32/Tracur

Trojans

<0.1

9

Win32/Tugspay

Downloaders & Droppers

<0.1

10

Win32/Reveton

Ransomware

<0.1



The most common threat family infecting computers in the United States in
4Q15 was Win32/Diplugem, which was detected and removed from 10.7 of
every 1,000 unique computers scanned by the MSRT. Win32/Diplugem is a
browser modifier that installs browser add-ons without obtaining the user’s
consent. The add-ons show extra advertisements as the user browses the web,
and can inject additional ads into web search results pages.



The second most common threat family infecting computers in the United
States in 4Q15 was Win32/Blakamba, which was detected and removed from
0.5 of every 1,000 unique computers scanned by the MSRT. Win32/Blakamba is
a trojan that can download other malware. It has been observed being installed
at the same time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in the United States
in 4Q15 was Win32/Alureon, which was detected and removed from 0.4 of
every 1,000 unique computers scanned by the MSRT. Win32/Alureon is a datastealing trojan that gathers confidential information such as user names,
passwords, and credit card data from incoming and outgoing Internet traffic. It
may also download malicious data and modify DNS settings.



The fourth most common threat family infecting computers in the United States
in 4Q15 was Win32/IeEnablerCby, which was detected and removed from 0.1 of
every 1,000 unique computers scanned by the MSRT. Win32/IeEnablerCby is a
browser modifier that installs additional browser add-ons without the user’s
consent. It bypasses the normal prompts or dialogs that ask for consent to
install add-ons.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in the United States and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for the United States

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.19

0.61

(0.22)

(0.57)

Phishing sites per 100,000 Internet users
(Worldwide)

24.68

19.50

(4.7)

(3.9)

Malware hosting sites per 100,000 Internet users
(Worldwide)

54.61

48.53

(56.2)

(26.4)
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Uruguay
The statistics presented here are generated by Microsoft security programs and
services running on computers in Uruguay in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Uruguay

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Uruguay

24.0%

19.5%

21.6%

25.3%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Uruguay

5.0

15.1

6.0

39.6

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 25.3% of computers in Uruguay encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 39.6 of every 1,000 unique computers
scanned in Uruguay in 4Q15 (a CCM score of 39.6, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Uruguay over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Uruguay and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Uruguay and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Uruguay in 4Q15, by category
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The most common malware category in Uruguay in 4Q15 was Trojans. It was
encountered by 6.1 percent of all computers there, down from 8.3 percent in
3Q15.



The second most common malware category in Uruguay in 4Q15 was
Worms. It was encountered by 3.7 percent of all computers there, up from
2.7 percent in 3Q15.



The third most common malware category in Uruguay in 4Q15 was
Obfuscators & Injectors, which was encountered by 1.9 percent of all
computers there, down from 2.3 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Uruguay in 4Q15, by category
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The most common unwanted software category in Uruguay in 4Q15 was
Browser Modifiers. It was encountered by 13.6 percent of all computers
there, up from 12.1 percent in 3Q15.



The second most common unwanted software category in Uruguay in 4Q15
was Software Bundlers. It was encountered by 4.4 percent of all computers
there, down from 5.3 percent in 3Q15.



The third most common unwanted software category in Uruguay in 4Q15
was Adware, which was encountered by 1.7 percent of all computers there,
up from 1.6 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Uruguay in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

2.0%

2

Win32/Obfuscator

Obfuscators & Injectors

1.3%

3

Win32/Dynamer

Trojans

1.2%

4

Win32/Peals

Trojans

0.8%

5

Win32/Skeeyah

Trojans

0.8%

6

Win32/Sventore

Downloaders & Droppers

0.7%

7

INF/Autorun

Obfuscators & Injectors

0.6%

8

Win32/Dorv

Trojans

0.5%

9

Win32/Conficker

Worms

0.4%

10

Win32/Spursint

Trojans

0.4%



The most common malware family encountered in Uruguay in 4Q15 was
Win32/Gamarue, which was encountered by 2.0 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Uruguay in 4Q15 was
Win32/Obfuscator, which was encountered by 1.3 percent of reporting
computers there. Win32/Obfuscator is a generic detection for programs that
have had their purpose disguised to hinder analysis or detection by antivirus
scanners. Such programs commonly employ a combination of methods,
including encryption, compression, anti-debugging and anti-emulation
techniques.



The third most common malware family encountered in Uruguay in 4Q15 was
Win32/Dynamer, which was encountered by 1.2 percent of reporting computers
there. Win32/Dynamer is a generic detection for a variety of threats.



The fourth most common malware family encountered in Uruguay in 4Q15 was
Win32/Peals, which was encountered by 0.8 percent of reporting computers
there. Win32/Peals is a generic detection for various threats that display trojan
characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Uruguay in 4Q15

982 URUGUAY

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

6.8%

2

Win32/SupTab

Browser Modifiers

2.7%

3

Win32/Pokki

Browser Modifiers

1.5%

4

Win32/OutBrowse

Software Bundlers

1.4%

5

Win32/Bayads

Adware

1.3%



The most common unwanted software family encountered in Uruguay in
4Q15 was Win32/Diplugem, which was encountered by 6.8 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Uruguay in 4Q15 was Win32/SupTab, which was encountered by 2.7 percent
of reporting computers there. Win32/SupTab is a browser modifier that
installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in Uruguay
in 4Q15 was Win32/Pokki, which was encountered by 1.5 percent of
reporting computers there. Win32/Pokki is a browser add-on that formerly
displayed behaviors of unwanted software. Recent versions of the add-on
no longer meet Microsoft detection criteria, and are no longer considered
unwanted software.

Top threat families by infection rate
The most common malware families by infection rate in Uruguay in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

34.6

2

Win32/Blakamba

Trojans

2.2

3

Win32/Gamarue

Worms

2.2

4

Win32/Sality

Viruses

0.5

5

Win32/Peals

Trojans

0.4

6

Win32/Ramnit

Viruses

0.4

7

VBS/Jenxcus

Worms

0.4

8

Win32/CompromisedCert

Other Malware

0.2

9

Win32/IeEnablerCby

Browser Modifiers

0.2

10

Win32/Tugspay

Downloaders & Droppers

0.1



The most common threat family infecting computers in Uruguay in 4Q15 was
Win32/Diplugem, which was detected and removed from 34.6 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Uruguay in
4Q15 was Win32/Blakamba, which was detected and removed from 2.2 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.



The third most common threat family infecting computers in Uruguay in 4Q15
was Win32/Gamarue, which was detected and removed from 2.2 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Uruguay in 4Q15
was Win32/Sality, which was detected and removed from 0.5 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Uruguay and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Uruguay

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.01

0.01

(0.22)

(0.57)

2.38

1.76

(4.7)

(3.9)

46.82

23.22

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Venezuela
The statistics presented here are generated by Microsoft security programs and
services running on computers in Venezuela in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Venezuela

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Venezuela

33.0%

30.1%

29.5%

34.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Venezuela

17.5

26.4

18.6

43.2

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 34.7% of computers in Venezuela encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 43.2 of every 1,000 unique computers
scanned in Venezuela in 4Q15 (a CCM score of 43.2, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Venezuela over the last four quarters, compared to the world as
a whole.
Malware encounter and infection rate trends in Venezuela and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Venezuela and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Venezuela in 4Q15, by category
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The most common malware category in Venezuela in 4Q15 was Worms. It
was encountered by 14.5 percent of all computers there, up from 11.5
percent in 3Q15.



The second most common malware category in Venezuela in 4Q15 was
Trojans. It was encountered by 10.4 percent of all computers there, down
from 11.3 percent in 3Q15.



The third most common malware category in Venezuela in 4Q15 was
Obfuscators & Injectors, which was encountered by 3.1 percent of all
computers there, up from 2.8 percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Venezuela in 4Q15, by category
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The most common unwanted software category in Venezuela in 4Q15 was
Browser Modifiers. It was encountered by 11.9 percent of all computers
there, down from 11.9 percent in 3Q15.



The second most common unwanted software category in Venezuela in
4Q15 was Software Bundlers. It was encountered by 5.2 percent of all
computers there, down from 5.4 percent in 3Q15.



The third most common unwanted software category in Venezuela in 4Q15
was Adware, which was encountered by 2.1 percent of all computers there,
up from 1.9 percent in 3Q15.

Top malware families by encounter rate
The most common malware families encountered in Venezuela in 4Q15

Family

Most significant category

% of reporting
computers

1

VBS/Jenxcus

Worms

6.1%

2

Win32/Gamarue

Worms

5.0%

3

INF/Autorun

Obfuscators & Injectors

1.8%

4

Win32/Peals

Trojans

1.4%

5

Win32/Dynamer

Trojans

1.2%

6

Win32/Conficker

Worms

1.2%

7

Win32/Obfuscator

Obfuscators & Injectors

1.2%

8

Win32/Skeeyah

Trojans

1.1%

9

JS/Bondat

Worms

1.0%

10

Win32/Sality

Viruses

1.0%



The most common malware family encountered in Venezuela in 4Q15 was
VBS/Jenxcus, which was encountered by 6.1 percent of reporting computers
there. VBS/Jenxcus is a worm that gives an attacker control of the computer. It is
spread by infected removable drives, like USB flash drives. It can also be
downloaded within a torrent file.



The second most common malware family encountered in Venezuela in 4Q15
was Win32/Gamarue, which was encountered by 5.0 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The third most common malware family encountered in Venezuela in 4Q15 was
INF/Autorun, which was encountered by 1.8 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Venezuela in 4Q15
was Win32/Peals, which was encountered by 1.4 percent of reporting
computers there. Win32/Peals is a generic detection for various threats that
display trojan characteristics.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Venezuela in 4Q15

992 VENEZUELA

% of reporting
computers

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

5.9%

2

Win32/SupTab

Browser Modifiers

2.6%

3

Win32/Bayads

Adware

1.7%

4

Win32/OutBrowse

Software Bundlers

1.7%

5

Win32/KipodToolsCby

Browser Modifiers

1.4%



The most common unwanted software family encountered in Venezuela in
4Q15 was Win32/Diplugem, which was encountered by 5.9 percent of
reporting computers there. Win32/Diplugem is a browser modifier that
installs browser add-ons without obtaining the user’s consent. The add-ons
show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common unwanted software family encountered in
Venezuela in 4Q15 was Win32/SupTab, which was encountered by 2.6
percent of reporting computers there. Win32/SupTab is a browser modifier
that installs itself and changes the browser’s default search provider, without
obtaining the user’s consent for either action.



The third most common unwanted software family encountered in
Venezuela in 4Q15 was Win32/Bayads, which was encountered by 1.7
percent of reporting computers there. Win32/Bayads is a program that
displays ads as the user browses the web. It can be bundled with other
software. It may call itself “bdraw,” “delta,” “dlclient,” “Pay-By-Ads,” or
“pricehorse” in Programs and Features.

Top threat families by infection rate
The most common malware families by infection rate in Venezuela in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

24.3

2

VBS/Jenxcus

Worms

7.9

3

Win32/Gamarue

Worms

5.6

4

Win32/Blakamba

Trojans

2.1

5

Win32/Sality

Viruses

1.7

6

Win32/Ramnit

Viruses

1.2

7

Win32/Peals

Trojans

0.7

8

Win32/Dorkbot

Worms

0.5

9

Win32/Nuqel

Worms

0.4

10

Win32/Chir

Viruses

0.3



The most common threat family infecting computers in Venezuela in 4Q15 was
Win32/Diplugem, which was detected and removed from 24.3 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Venezuela in
4Q15 was VBS/Jenxcus, which was detected and removed from 7.9 of every
1,000 unique computers scanned by the MSRT. VBS/Jenxcus is a worm that
gives an attacker control of the computer. It is spread by infected removable
drives, like USB flash drives. It can also be downloaded within a torrent file.



The third most common threat family infecting computers in Venezuela in 4Q15
was Win32/Gamarue, which was detected and removed from 5.6 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The fourth most common threat family infecting computers in Venezuela in
4Q15 was Win32/Blakamba, which was detected and removed from 2.1 of every
1,000 unique computers scanned by the MSRT. Win32/Blakamba is a trojan that
can download other malware. It has been observed being installed at the same
time as Win32/InstalleRex, a software bundler.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Venezuela and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Venezuela

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

0.47

2.45

(0.22)

(0.57)

0.37

0.35

(4.7)

(3.9)

35.45

13.27

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Vietnam
The statistics presented here are generated by Microsoft security programs and
services running on computers in Vietnam in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Vietnam

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Vietnam

37.1%

33.1%

41.2%

50.7%

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Vietnam

30.4

35.7

26.5

39.5

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, 50.7% of computers in Vietnam encountered malware, compared to
the 4Q15 worldwide encounter rate of 20.8 percent. In addition, the MSRT
detected and removed malware from 39.5 of every 1,000 unique computers
scanned in Vietnam in 4Q15 (a CCM score of 39.5, compared to the 4Q15
worldwide CCM of 16.9). The following figure shows the encounter and infection
rate trends for Vietnam over the last four quarters, compared to the world as a
whole.
Malware encounter and infection rate trends in Vietnam and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Vietnam and around the world, and for explanations of the methods and
terms used here.
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Malware categories
Malware encountered in Vietnam in 4Q15, by category

Encounter rate (percent of all reporting computers)

Vietnam

Worldwide
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The most common malware category in Vietnam in 4Q15 was Trojans. It was
encountered by 22.2 percent of all computers there, up from 18.8 percent in
3Q15.



The second most common malware category in Vietnam in 4Q15 was
Worms. It was encountered by 17.1 percent of all computers there, up from
11.9 percent in 3Q15.



The third most common malware category in Vietnam in 4Q15 was Viruses,
which was encountered by 10.1 percent of all computers there, up from 8.1
percent in 3Q15.
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Unwanted software categories
Unwanted software encountered in Vietnam in 4Q15, by category

Encounter rate (percent of all reporting computers)
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The most common unwanted software category in Vietnam in 4Q15 was
Browser Modifiers. It was encountered by 15.3 percent of all computers
there, down from 15.9 percent in 3Q15.



The second most common unwanted software category in Vietnam in 4Q15
was Software Bundlers. It was encountered by 7.1 percent of all computers
there, up from 4.6 percent in 3Q15.



The third most common unwanted software category in Vietnam in 4Q15
was Adware, which was encountered by 3.7 percent of all computers there,
down from 4.6 percent in 3Q15.

VIETNAM

Top malware families by encounter rate
The most common malware families encountered in Vietnam in 4Q15

Family

Most significant category

% of reporting
computers

1

Win32/Gamarue

Worms

10.4%

2

Win32/Sventore

Downloaders & Droppers

5.4%

3

INF/Autorun

Obfuscators & Injectors

5.1%

4

Win32/Ramnit

Viruses

4.2%

5

Win32/CplLnk

Exploits

4.0%

6

Win32/Skeeyah

Trojans

3.7%

7

Win32/Sality

Viruses

3.3%

8

DOS/Sigru

Viruses

3.3%

9

Win32/Dynamer

Trojans

3.0%

10

Win32/Beaugrit

Trojans

2.5%



The most common malware family encountered in Vietnam in 4Q15 was
Win32/Gamarue, which was encountered by 10.4 percent of reporting
computers there. Win32/Gamarue is a worm that is commonly distributed via
exploit kits and social engineering. Variants have been observed stealing
information from the local computer and communicating with command-andcontrol (C&C) servers managed by attackers.



The second most common malware family encountered in Vietnam in 4Q15 was
Win32/Sventore, which was encountered by 5.4 percent of reporting computers
there. Win32/Sventore is a trojan that can install other malware or unwanted
software on the computer. It sometimes attempts to avoid running in virtual
environments, or if certain antimalware products are installed.



The third most common malware family encountered in Vietnam in 4Q15 was
INF/Autorun, which was encountered by 5.1 percent of reporting computers
there. INF/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include
network or removable drives.



The fourth most common malware family encountered in Vietnam in 4Q15 was
Win32/Ramnit, which was encountered by 4.2 percent of reporting computers
there. Win32/Ramnit is a family of multi-component malware that infects
executable files, Microsoft Office files, and HTML files. Win32/Ramnit spreads to
removable drives and steals sensitive information such as saved FTP credentials
and browser cookies. It may also open a backdoor to await instructions from a
remote attacker.
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Top unwanted software families by encounter rate
The most common unwanted software families encountered in Vietnam in 4Q15

1002

% of reporting
computers

Family

Most significant category

1

Win32/SupTab

Browser Modifiers

8.9%

2

Win32/Diplugem

Browser Modifiers

2.8%

3

Win32/OutBrowse

Software Bundlers

2.7%

4

Win32/EoRezo

Adware

2.2%

5

Win32/Mizenota

Software Bundlers

1.8%



The most common unwanted software family encountered in Vietnam in
4Q15 was Win32/SupTab, which was encountered by 8.9 percent of
reporting computers there. Win32/SupTab is a browser modifier that installs
itself and changes the browser’s default search provider, without obtaining
the user’s consent for either action.



The second most common unwanted software family encountered in
Vietnam in 4Q15 was Win32/Diplugem, which was encountered by 2.8
percent of reporting computers there. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent.
The add-ons show extra advertisements as the user browses the web, and
can inject additional ads into web search results pages.



The third most common unwanted software family encountered in Vietnam
in 4Q15 was Win32/OutBrowse, which was encountered by 2.7 percent of
reporting computers there. Win32/OutBrowse is a software bundler that
installs additional unwanted programs alongside software that the user
wishes to install. It can remove or hide the installer’s close button, leaving no
way to decline the additional applications.

VIETNAM

Top threat families by infection rate
The most common malware families by infection rate in Vietnam in 4Q15

Family

Most significant category

Infection rate
(CCM)

1

Win32/Diplugem

Browser Modifiers

15.0

2

Win32/Gamarue

Worms

9.5

3

Win32/Sality

Viruses

4.7

4

Win32/Ramnit

Viruses

4.3

5

VBS/Jenxcus

Worms

1.7

6

Win32/Blakamba

Trojans

1.5

7

Win32/Virut

Viruses

0.9

8

Win32/Brontok

Worms

0.8

9

Win32/Peals

Trojans

0.7

10

Win32/Tofsee

Backdoors

0.7



The most common threat family infecting computers in Vietnam in 4Q15 was
Win32/Diplugem, which was detected and removed from 15.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Vietnam in 4Q15
was Win32/Gamarue, which was detected and removed from 9.5 of every 1,000
unique computers scanned by the MSRT. Win32/Gamarue is a worm that is
commonly distributed via exploit kits and social engineering. Variants have been
observed stealing information from the local computer and communicating
with command-and-control (C&C) servers managed by attackers.



The third most common threat family infecting computers in Vietnam in 4Q15
was Win32/Sality, which was detected and removed from 4.7 of every 1,000
unique computers scanned by the MSRT. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



The fourth most common threat family infecting computers in Vietnam in 4Q15
was Win32/Ramnit, which was detected and removed from 4.3 of every 1,000
unique computers scanned by the MSRT. Win32/Ramnit is a family of multicomponent malware that infects executable files, Microsoft Office files, and
HTML files. Win32/Ramnit spreads to removable drives and steals sensitive
information such as saved FTP credentials and browser cookies. It may also
open a backdoor to await instructions from a remote attacker.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Vietnam and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Vietnam

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

2.32

2.89

(0.22)

(0.57)

1.66

1.25

(4.7)

(3.9)

67.93

26.27

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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Zimbabwe
The statistics presented here are generated by Microsoft security programs and
services running on computers in Zimbabwe in 4Q15 and previous quarters. This
data is provided from administrators or users who choose to opt in to provide
data to Microsoft, using IP address geolocation to determine country or region.
On computers running real-time security software, most attempts by malware to
infect computers are blocked before they succeed. Therefore, for a
comprehensive understanding of the malware landscape, it’s important to
consider infection attempts that are blocked as well as infections that are
removed. For this reason, Microsoft uses two different metrics to measure
malware prevalence:


Encounter rate is simply the percentage of computers running Microsoft
real-time security products that report a malware encounter, whether the
infection attempt succeds or not.



Computers cleaned per mille, or CCM, is an infection rate metric that is
defined as the number of computers cleaned for every 1,000 unique
computers executing the Malicious Software Removal Tool (MSRT), a free
tool distributed through Microsoft update services that removes more than
200 highly prevalent or serious threats from computers.

Infection rate statistics for Zimbabwe

Metric

1Q15

2Q15

3Q15

4Q15

Encounter rate, Zimbabwe

N/A

N/A

N/A

N/A

Worldwide encounter rate

17.6%

15.3%

17.8%

20.8%

CCM, Zimbabwe

16.2

19.7

17.8

40.3

Worldwide CCM

5.4

8.4

6.1

16.9

Encounter and infection rates reported here do not include totals for the
Brantall, Filcout, and Rotbrow malware families. See pages 57–64 of Microsoft
Security Intelligence Report, Volume 17 for an explanation of this decision.
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Encounter and infection rate trends
In 4Q15, the MSRT detected and removed malware from 40.3 of every 1,000
unique computers scanned in Zimbabwe in 4Q15 (a CCM score of 40.3,
compared to the 4Q15 worldwide CCM of 16.9). The following figure shows the
encounter and infection rate trends for Zimbabwe over the last four quarters,
compared to the world as a whole.
Malware encounter and infection rate trends in Zimbabwe and worldwide
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See the Worldwide Threat Assessment section of Microsoft Security Intelligence
Report, Volume 20 at www.microsoft.com/sir for more information about threats
in Zimbabwe and around the world, and for explanations of the methods and
terms used here.
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Top threat families by infection rate
The most common malware families by infection rate in Zimbabwe in 4Q15

Infection rate
(CCM)

Family

Most significant category

1

Win32/Diplugem

Browser Modifiers

20.0

2

Win32/Gamarue

Worms

8.8

3

Win32/Chir

Viruses

4.3

4

Win32/Virut

Viruses

2.2

5

VBS/Jenxcus

Worms

2.2

6

Win32/Blakamba

Trojans

1.6

7

Win32/Sality

Viruses

1.6

8

Win32/Copali

Worms

1.1

9

Win32/Peals

Trojans

1.0

10

Win32/Ramnit

Viruses

0.5



The most common threat family infecting computers in Zimbabwe in 4Q15 was
Win32/Diplugem, which was detected and removed from 20.0 of every 1,000
unique computers scanned by the MSRT. Win32/Diplugem is a browser
modifier that installs browser add-ons without obtaining the user’s consent. The
add-ons show extra advertisements as the user browses the web, and can inject
additional ads into web search results pages.



The second most common threat family infecting computers in Zimbabwe in
4Q15 was Win32/Gamarue, which was detected and removed from 8.8 of every
1,000 unique computers scanned by the MSRT. Win32/Gamarue is a worm that
is commonly distributed via exploit kits and social engineering. Variants have
been observed stealing information from the local computer and
communicating with command-and-control (C&C) servers managed by
attackers.



The third most common threat family infecting computers in Zimbabwe in 4Q15
was Win32/Chir, which was detected and removed from 4.3 of every 1,000
unique computers scanned by the MSRT. Win32/Chir is a family with a worm
component and a virus component. The worm component spreads by email
and by exploiting a vulnerability addressed by Microsoft Security Bulletin MS01020. The virus component may infect .exe, .scr, and HTML files.



The fourth most common threat family infecting computers in Zimbabwe in
4Q15 was Win32/Virut, which was detected and removed from 2.2 of every
1,000 unique computers scanned by the MSRT. Win32/Virut is a family of fileinfecting viruses that target and infect .exe and .scr files accessed on infected
systems. Win32/Virut also opens a backdoor by connecting to an IRC server.
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Security software use
Recent releases of the MSRT collect and report details about the state of realtime antimalware software on a computer, if the computer’s administrator has
chosen to opt in to provide data to Microsoft. This telemetry data makes it
possible to analyze security software usage patterns around the world and
correlate them with infection rates.
A typical computer runs the MSRT three times each quarter, once for each
monthly version of the tool that Microsoft releases. In the figure below,
“Protected” represents computers that had real-time security software active
and up-to-date every time the MSRT ran during a quarter; “Intermittently
protected” represents computers that had security software active during one or
more MSRT executions, but not all of them; and “Unprotected” represents
computers that did not have security software active during any MSRT
executions that quarter.
Percent of computers in Zimbabwe and worldwide protected by real-time security software in 4Q15

Percent of computers running the MSRT
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Malicious websites
Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear completely legitimate and often provide no
outward indicators of their malicious nature, even to experienced computer
users. In many cases, these sites are legitimate websites that have been
compromised by malware, SQL injection, or other techniques, in an effort by
attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpages, Microsoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.
The information presented in this section has been generated from telemetry
data produced by the SmartScreen Filter in Microsoft Edge and Internet
Explorer. See the Worldwide Threat Assessment section of Microsoft Security
Intelligence Report, Volume 20 for more information about these protections
and how the data is collected.
Malicious website statistics for Zimbabwe

Metric

3Q15

4Q15

Drive-by download pages per 1,000 URLs
(Worldwide)

2.23

6.93

(0.22)

(0.57)

0.59

0.36

(4.7)

(3.9)

6.69

3.53

(56.2)

(26.4)

Phishing sites per 100,000 Internet users
(Worldwide)
Malware hosting sites per 100,000 Internet users
(Worldwide)
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