Microsoft Dynamics

Microsoft Dynamics. GP
Audit Trails



Copyright

Limitation of liability

Intellectual property

Trademarks

Warranty disclaimer

License agreement

Publication date

Copyright © 2010 Microsoft. All rights reserved.

This document is provided “as-is” Information and views expressed in this document, including
URL and other Internet Web site references, may change without notice. You bear the risk of using
it.

Some examples depicted herein are provided for illustration only and are fictitious. No real
association or connection is intended or should be inferred.

This document does not provide you with any legal rights to any intellectual property in any
Microsoft product.

You may copy and use this document for your internal, reference purposes.

Microsoft, Dexterity, Excel, Microsoft Dynamics and SQL Server are trademarks of the Microsoft
group of companies. FairCom and c-tree Plus are trademarks of FairCom Corporation and are
registered in the United States and other countries.

All other trademarks are property of their respective owners.

Microsoft Corporation disclaims any warranty regarding the sample code contained in this
documentation, including the warranties of merchantability and fitness for a particular purpose.

Use of this product is covered by a license agreement provided with the software product. If you
have any questions, please call the Microsoft Dynamics GP Customer Assistance Department at
800-456-0025 (in the U.S. or Canada) or +1-701-281-6500.

May 2010



Contents

INtrodUCTioN ... s 1
What's in this Manual?...........cccccoiiii s 1
Symbols and CONVENTIONS ... 2
Resources available from the Help MenU.........ccooiiiiiiiiiiiiiiicccc e 2
Send us your documentation COMIMENES ..........ccuiiiiiiiiiiiiiiiii s 3

Chapter 1: Audit Trails overview

How does AUdit Trails WOTK? .....ccocuioiiiieieiiereietestet ettt sttt se e s b seese e esesseneesesenens 5
Identifying tables t0 aUudit..........ccccouiuiiiiiiiiiiciiic s 6
Terminology used in Audit TrailS........ccccoviviiiiiiiiiiiiiic e 6
CRAPLEE 22 SEUUP ...

Installing Audit Trails

Granting access t0 AUdit TrailS..........ooeuiiiiiiiiiiii e 8
Selecting tables to QUL ........ccccuiiiiiiiiiii 9
Applying an audit t0 @ table.........c.ooiiiiiiiiic 9
Setting up table auditing

Removing a table from the Audited Tables List ........c.ccccoviiiiiiiiiiiniiiiiiic e 12
Granting Audit Trails SECUTItY aCCESS .......coviiiiiiiiiiiiiic s 12
IMPOrt and EXPOIt ...cuoviiiciiicicic s 13
Windows, buttons, and functions available only to the sa USer...........cccccovviiiiiiiiiiiiiis 13

Chapter 3: Audited tables upgrade

Upgrading the Audit Trails database..........ccccovvriiiiiiiiiiiicc s
Exporting and importing audit database tables.............cccccociiiiiiiiiiniiic 16
Upgrading audited tables............ccociiiiiiiiiiic s 18
Chapter 4: Viewing audit trails................oooiienne 19
Viewing an audit trail..........cooooii s 19
Creating faVorites..... ..o s 19

Chapter 5: Audit tools
The purpose of the Audit Tools window

Truncating an audit database...........ccoveviviiiiiiiiii s 23

Company database MaintenanCe............ccocciiiiiiiiiiiic s 25

AUDIT TRAILS i



i AUDIT TRAILS



Introduction

Audit Trails for Microsoft Dynamics® GP allows you to track changes in selected
tables from any Microsoft Dynamics GP module, the Dynamics system database, or
a Dexterity®-based, third-party module, to audit. Audit Trails can help verify the
integrity of your data. It also helps support compliance with regulations for
securing, managing and controlling business data, such as Sarbanes-Oxley and FDA
21 CFR Part 11.

Audit Trails includes the following features.

¢  Works with any Microsoft Dynamics GP company table or Dexterity-based,
third-party table.

¢ Captures change history with a time, date, and User ID stamp on each event.

* Captures before-change and after-change data values.

¢ Allows you to view change history using the SmartView (Audit Trail) window,
a query and reporting tool similar to the Microsoft Dynamics GP SmartList
window.

¢ Allows you to export change history to Microsoft® Office Excel®.

* Allows you to specify which users can view individual audit trails.

¢ Captures audit trail data in a separate database to help support “closed system”
requirements of regulations.

This introduction includes the following sections:

What's in this manual?

Symbols and conventions

Resources available from the Help menu
Send us your documentation comments

What's in this manual?

This manual contains step-by-step instructions to guide you through the installation
and set up of Audit Trails, as well as instructions for using the product.

This manual assumes that you are familiar with navigation principles in Microsoft
Dynamics GP and that you know how to operate the Microsoft Dynamics GP
business system. It also assumes that Microsoft Dynamics GP has been installed and
configured on your computer.

To make the best use of Audit Trails, you should have a working knowledge of each
Microsoft Dynamics GP module that you use with Audit Trails. Audit Trails
integrates with every Microsoft Dynamics GP module, the Dynamics system
database, and Dexterity-based, third-party developed module. It also works with
any custom developed Dexterity-based modifications.

This information is divided into the following chapters:

¢ Chapter 1, “Audit Trails overview,” explains how Audit Trails can be tailored to
a variety of businesses. This chapter includes an overview of database auditing,
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followed by examples of how Audit Trails can be used to track changes to
Microsoft Dynamics GP documents. It explains the specific terminology used in
Audit Trails and gives hints and templates to help you configure Audit Trails to
meet specific business needs.

¢ Chapter 2, “Setup,” explains how to implement your design decisions and to set
up Audit Trails for your company.

e Chapter 3, “Audited tables upgrade,” explains how to complete an upgrade of
audited tables when a new version of Audit Trails is installed. If you're already
using Audit Trails and are upgrading to the latest version, read this chapter
first.

e Chapter 4, “Viewing audit trails,” includes instructions for viewing audit trails
using the SmartView (Audit Trail) window.

¢ Chapter 5, “Audit tools,” explains how to truncate an audit database and
describes company database maintenance tools.

Symbols and conventions

For definitions of unfamiliar terms, see the glossary in the manual or refer to the
glossary in Help.

Symbol Description

NV The light bulb symbol indicates helpful tips, shortcuts and
- - suggestions.

aware of when completing tasks.

i The warning symbol indicates situations you should be especially

This manual uses the following conventions to refer to sections, navigation and
other information.

Convention

Description

Creating a batch

Italicized type indicates the name of a section or procedure.

File >> Print or File >
Print

The (>>) or (>) symbol indicates a sequence of actions, such as
selecting items from a menu or toolbar, or pressing buttons in a
window. This example directs you to go to the File menu and choose
Print.

TAB Or ENTER

All capital letters indicate a key or a key sequence.

Resources available from the Help menu

The Microsoft Dynamics GP Help menu gives you access to user assistance
resources on your computer, as well as on the Web.

Contents

Opens the Help file for the active Microsoft Dynamics GP component, and displays
the main “contents” topic. To browse a more detailed table of contents, click the
Contents tab above the Help navigation pane. Items in the contents topic and tab
are arranged by module. If the contents for the active component includes an
“Additional Help files” topic, click the links to view separate Help files that
describe additional components.
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To find information in Help by using the index or full-text search, click the
appropriate tab above the navigation pane, and type the keyword to find.

To save the link to a topic in the Help, select a topic and then select the Favorites tab.
Click Add.

Index

Opens the Help file for the active Microsoft Dynamics GP component, with the
Index tab active. To find information about a window that’s not currently displayed,
type the name of the window, and click Display.

About this window

Displays overview information about the current window. To view related topics
and descriptions of the fields, buttons, and menus for the window, click the
appropriate link in the topic. You also can press F1 to display Help about the current
window.

Lookup

Opens a lookup window, if a window that you are viewing has a lookup window.
For example, if the Checkbook Maintenance window is open, you can click this item
to open the Checkbooks lookup window.

Show Required Fields

Highlights fields that are required to have entries. Required fields must contain
information before you can save the record and close the window. You can change
the font color and style used to highlight required fields. On the Microsoft
Dynamics GP menu, choose User Preferences, and then choose Display.

Printable Manuals

Displays a list of manuals in Adobe Acrobat .pdf format, which you can print or
view.

What's New

Provides information about enhancements that were added to Microsoft Dynamics
GP since the last major release.

Microsoft Dynamics GP Online

Opens a Web page that provides links to a variety of Web-based user assistance
resources. Access to some items requires registration for a paid support plan.

Customer Feedback Options

Provides information about how you can join the Customer Experience
Improvement Program to improve the quality, reliability, and performance of
Microsoft software and services.

Send us your documentation comments

We welcome comments regarding the usefulness of the Microsoft Dynamics GP
documentation. If you have specific suggestions or find any errors in this manual,
send your comments by e-mail to the following address: bizdoc@microsoft.com.
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To send comments about specific topics from within Help, click the Documentation
Feedback link, which is located at the bottom of each Help topic.

Note: By offering any suggestions to Microsoft, you give Microsoft full permission to use
them freely.
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Chapter 1:

Audit Trails overview

This chapter presents an overview of how to configure Audit Trails. The chapter
provides details on the SmartView (Audit Trail) window and shares common
examples of using Audit Trails. Information is divided into the following sections:

¢ How does Audit Trails work?
*  Identifying tables to audit
o Terminology used in Audit Trails

How does Audit Trails work?

Audit Trails captures a snapshot of a Microsoft Dynamics GP document every time
a change is made, then makes a record of the time, date and User ID associated with
the change. It also captures the before-change data values and the after-change data
values associated with the change.

When an audit trail is attached to a table within Microsoft Dynamics GP, the
following changes occur:

* An audit table is created in the audit database that duplicates the table you are
auditing. Audit Trails adds fields to each table with time, date and user ID

information related to the change.

e Triggers are added to the audited tables. When a change occurs to an audited
table, the triggers pass the change information to the audit database.

For example, an Inventory table might contain the following columns:
¢ Item number
e Item description

e Cost

A record in that table includes the following information.

Item Item description Cost

100XLG

Green phone $55.00

Immediately after applying the audit, the audit table includes the following
information. (The time also is included in the audit database, although it’s not
shown in the illustration.)

Item number Item description |Cost Time/ User ID
Date
100XLG Green phone $55.00 01/02/2009 | sa

If a user changes the cost of the item, this is reflected in the audit database and the
SmartView (Audit Trail) window includes the following information

Item number |Item description |Cost Time/Date |User ID
100XLG Green phone $55.00 01/02/2009 sa
100XLG Green phone $60.00 02-14-2009 ABC
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Identifying tables to audit
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A single window, such as the Item Maintenance window, creates a single record in
the Microsoft Dynamics GP database that can be thought of as a document. For
some records, a change can be stored in one or more tables in the Microsoft
Dynamics GP database. For example, a sales transaction has two main tables, the
Sales Order Header table and the Sales Order Details table.

Creating and activating an audit requires an understanding of the Microsoft Dynamics GP
database and tables, and knowledge of which tables are used to store the data that you want
to audit. A good approach is to use Audit Trails in a test environment prior to activating
Audit Trails in your live Microsoft Dynamics GP environment.

The Resource Descriptions is a valuable resource for identifying tables in Microsoft
Dynamics GP and is provided with the product. The Window Descriptions window
(Microsoft Dynamics GP menu >> Tools >> Resource Descriptions >> Windows)
provides information about which tables a Microsoft Dynamics GP window uses.
With that information and some testing, you will be able to verify which set of
tables should be audited to meet your business’s needs.

Almost any table can be audited. The only exceptions are memory tables, temporary
tables and tables with text fields.

The number of audited tables and the volume of transactions occurring in the
audited tables determine the size and rate of growth of the audit database. If you
are auditing a large number of tables, and experience a high transaction volume on
those tables, plan accordingly for database growth.

Audit Trails performs best when applied to master records. Audit Trails may also be applied
to transaction changes, but may affect system performance depending on the transaction
volume and number of tables audited. It is not recommended to apply audit trails to posting
transactions because this may degrade system performance.

Terminology used in Audit Trails

Audit Trails The name Audit Trails refers to the Audit Trails feature. An audit
trail is also the term used to describe the document record that traces an accounting
action, such the entry of a transaction, from its posted entry in a ledger back to its
source in a subledger or as a journal entry in General Ledger.

Audit State An audit state indicates the current status of a table as either
Audited or Not Audited.

Fields The term, fields, in Audit Trails refers to table columns.

Favorite A favorite in Audit Trails is a restricted view of an audit table according
to rules that are important to your user(s).



Chapter 2: Setup

This chapter covers the process of applying an audit. Information is divided into the
following sections:

o Installing Audit Trails

*  Granting access to Audit Trails

o Selecting tables to audit

e Applying an audit to a table

*  Setting up table auditing

*  Removing a table from the Audited Tables list

*  Granting Audit Trails security access

*  [mport and Export

*  Windows, buttons, and functions available only to the sa user

Installing Audit Trails

After you install Microsoft Dynamics GP, you must complete an additional
installation step to prepare Audit Trails for use.

To install Audit Trails

1. Open the Audit Trails installation window.
(Microsoft Dynamics GP menu >> Tools >> Setup >> Company >> Audit Trails)

B Install Audit Trails EEK
File Edt Tools Help 4j1zjz007 7

v Ok

Cunent Version Information

Product ID 4,966

tajar Version 10

Minar Yersion 0

Biuild Mumber 23

Iristalled ersion Information
I sjor Version
Hinar Version
Build Murnber

The module is not registered

Install

2. Click Install to start the Audit Trails install wizard.

Install Wizard

Step 1 - Create an empty SOL Database

Audit Trails requires its own 501
database for staring the audited tables.

Enter name for the Audit D atabase (10 char]

banually created audit database?
Mo

Cance|

3. Enter a name for the audit database.
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4. Click Create to create the audit database.

- If the audit database can’t be created automatically, the field under Manually created
audit database? becomes editable and a message indicates that the database should be
manually created on the Microsoft SQL Server®. Refer to the Microsoft SQL Server
documentation for instructions for manually creating a database. Once the database has
been created, return to the Audit Trails Installation window, select Yes from the drop-
down list and click Next.

5. Click OK to close the Install Audit Trails window.

6. In the next window, click Install to create all the resources for this product. Each
process runs automatically and the options are automatically marked as each
process is completed. These processes may take several minutes to complete.

- During the installation, progress is shown as each option is automatically marked. No
action is required during this process. After all the installation steps are complete, click
Finish to close the windouw.

Granting access to Audit Trails

During installation, the ATROLE security role was created with the
ATMAINTENANCE security task assigned to it. To provide access to Audit Trails
windows, you must add the users that will be working with Audit Trails to the
ATROLE security role. Some windows, buttons and functions are available only to
the sa user. See Windows, buttons, and functions available only to the sa user on page 13
for more information.

1. Open User Security Setup window (Microsoft Dynamics GP >> Tools >> Setup
>> System >> User Security)

B User, Security Setup

Fle Edt Tools  Help sa Fabrikam, Inc. 4/12/2007

K save | & Cear =5
User: [#

Company v

Fioles:
Security Role ID Mame

2. Enter or select a user that works with Audit Trails.
3. Select a company in which the selected user should have access to Audit Trails.
4. Select the ATROLE security role.

5. Click Save.
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Selecting tables to audit

Audit trails are set up on a per company basis; you must have a separate audit
database for each audited company.

To select tables to audit:

1.

3.

Open the Audit Trail Maintenance window.
(Microsoft Dynamics GP menu >> Tools >> Setup >> Company >> Audit
Trails >> Audit Trail Maintenance).

M A udit Trail Mainte iz =l
o — BEE|
Fle Edit Tools Help Debug 10/20/2006 Dextordinary, Inc, sa

Befresh @ Add °F\emova % Apply Auditing | X Stop Auditing | @¢ Auditing Options | # View @ Agcess | 4= Impott | =p Export

Compary Tables Fields

Audied Tables ) - )
SGL Table Mame | Display Name | Applied By Date Datab|

This window displays the list of tables you are currently auditing, as well as
tables that have been selected but do not yet have an audit applied.

Icon Description
# Indicates tables that are added but not yet audited.
\’ Indicates tables that are added and audited.

Click the Refresh button to display a list of Microsoft Dynamics GP tables and
the tables used by integrating products. This fills in the Company Tables
window on the left.

Select a table to audit and click Add.

Applying an audit to a table

This procedure describes the process of applying an audit to the Item Master table.
The same process can be used to apply an audit to any table in an audit database.

To apply an audit to a table:

1.

Open the Audit Maintenance window.
(Microsoft Dynamics GP menu >> Tools >> Setup >> Company >> Audit
Trails >> Audit Trail Maintenance)

In the Company Tables list, expand the module by clicking the plus sign in the
Company table treeview.

Expand the Series that contains the tables to audit.

AUDIT TRAILS
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This view shows all the tables in the selected Series in alphabetical order by the
table’s display name. In Microsoft Dynamics GP each table has three names:

¢ Display name (Item Master)
e Technical name (IV_Item_MSTR)
* Physical name (IV00101)

S~ Instead of scrolling through the list, you can click in the window and start typing the
- @ - first letter of the table’s Display Name that you’re looking for. The window scrolls to the
first selection that matches the letters typed.

4. Locate the table to audit. In this procedure, the Item Master table has been
selected as an example, and the Fields window, the upper right part of the
window displays the fields in that table.

5. Select the table to audit. Add it to the list of Audit Tables and click Add. The
Item Master table appears in the Audited Tables pane and the status icon
indicates that is ready to have the audit applied.

B Audit Trail Maintenance

Fle Edit Tools Help Debug 10/20{2006 Dextordinary, Inc. sa
Befrash Add °Hemove % Apply Auditing | 3¢ Stop Audiing | @¢ Audiing Options | R Yiew Agcess | 4@ lmport | = Ewport

Company Tables Fields
Advanced Security (3104) Item Number ~
fudit Trails (49653 Item Description
Cash Flow Management (1632) Note Index
Contral Account Managsment (2416} Item Short Name
CopierSeries (2992) Item Type
Enhanced Commitment Management (2547) Item Generic Description
Excel-Based Budgeting {1878) Standard Cost v
FieldService (943) Audited Tables
Fixed Assets (303) sQLTa... Display Mame | Applied By Date Datab

Interfund Management (1042)
Microsoft Dynamics G (0)
Purchase Order Enhancements (2277)
Report Scheduler (3278)

Revenue Expense Deferrals (1045)
SmartList (1493

6. Click Apply Auditing. A message appears to verify your action. Click OK to
audit the selected table. An icon indicating that the table is added and audited
will appear next to the SQL Table Name.

Setting up table auditing

Use the Table Auditing Setup window to specify auditing options for specific tables.
This window opens when you apply an audit to a table. The following procedure
uses the Item Master table illustrate the process of specifying auditing options. The
steps are similar for other tables.

The status indicator changes for the table when the audit has been activated. The
process of activating audits on tables might take several minutes. You can audit
additional tables at any time, as well as modifying the auditing options of tables
that are currently being audited. When auditing options change, a backup of the old
table is created and the structure of the table in the audit database also changes to
reflect the new settings.

10 AUDIT TRAILS
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To set up table auditing:

1.

Open the Table Auditing Setup window.

(Microsoft Dynamics GP menu >> Tools >> Company >> Audit Trails >> Audit
Trails Maintenance >> Auditing Options button)

Select the Item Master table from the list of Audited Tables.

Select Audit Options.

B Table Auditing Setup E\@\E‘
Fle Edt Tools Help Debug a Fabrikam, Inc, 4/12/2007
I Save | @ Cancel | Field Condtion

Database: Two Audit Insert on T able

Table Mame: Item Master Audit Update an Table
SEL Table Name: | VOO0 Audit Delete on Table
Auditing State Audited [JDon't Track Blanks on Insert
Sort Fields By Field Hame v

Audit | Field Name: Field Condition
"ser Categon ValuesT1] " ~
ser Categon Values[2]
ser Categony Values[3]
ser Categony ValuesT4]
User Categon Values[5]
‘User Categar Values[6]
ABC Code

Allow Back Orders
Alkemnate ltem 1
Altemate ltem 2
Assembly Variance Index
COGS Inflation Index

OGS Monetary Conection Index . v
At Al Corudtion Type: Match &l v @

Select auditing settings for Item Master Table. The following options are
available.

Audit Insert on Table

Audit Update on Table
Audit Delete on Table

Don’t track blanks on insert.

Select the fields to audit. All fields in the table are marked for audit by default.
You must select at least one field for auditing.

Click the field to set a specific auditing condition for.

Click the Field Condition button or the Field Condition Zoom button.

B Field Auditing Setup EEX

Fle Edt Toos Help Dshug 10/20/2006 Dextordinary, Inc. sa

v Ok & Cea | @ Cancel

Field Mame: Candition Operator; Target Value:
| || 1]
[ Msteh Case

Select a Condition Operator and Target Value in order to meet the desired
condition for auditing that specific field.

Two fields are displayed for the Between operator; one for lower and one for
upper bound target values.

AUDIT TRAILS 1
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9. Click OK. The Condition Setup window closes and the condition is displayed in

the Field Condition field as a T-SQL query.

10. Click Save when the audit setup is finished.

Removing a table from the Audited Tables list

Use the Audited Tables window to remove a table from the Audited Tables list.

To remove an audit from a table:

1.

4.

Open the Audited Tables window.
(Microsoft Dynamics GP menu >> Tools >> Company >> Audit Trails >> Audit
Trails Maintenance)

Select a table in the Audit Tables list.

If the table has an audit applied to it, click the Stop Auditing button. If the table
doesn’t have an audit applied to it, skip this step.

Click the Remove button.

Granting Audit Trails security access

Audit Trails” security access must be granted to a table before a table will be visible
to a user in the SmartView (Audit Trail) window. Before using this window, users
should have been granted access to Audit Trails windows. See Granting access to
Audit Trails on page 8 for more information.

To grant Audit Trails security access:

1.

Open the Audit Trails Maintenance window.
(Microsoft Dynamics GP menu >> Tools >> Company >> Audit Trails >> Audit
Trails Maintenance)

Click the Access button in the Audit Trail Maintenance window.
Select an audited table in the Table Access window to grant user access.
Select by Security Role in the Access By field.

In the Security Role pane, click the Lookup button. In the Security Role pane,
click the lookup button to open the Security Role window.

File Edt Tooks Help Debug 10/20/2006 Dextordinary, Inc. sa
v Ok

SCL Table Name  Display Name  Database Tabls

woo10ot Item Master Item Master fccess By by Securty Task v

Secunity Task  [SE{=WTTRER

<
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6. Select ATROLE to grant security access to the SmartView window for this table.
Click the Select button to close the window.

7. Click on OK on the Table Access window to complete and close the process. All
users that are added to the ATROLE security role now have access to this table.

Access to an audited table can also be granted to security tasks. To do so, select by
Security Task in step 4 and choose ATMAINTENANCE in the Security Task pane.
Refer to System Setup Guide for more information about security tasks.

Import and Export

You can import or export an audited tables list by clicking the Import and Export
button in the Audit Trails Maintenance window. The import and export functions
are useful for saving a list of all audited tables, for making and restoring backups,
and for upgrading to a new version of Microsoft Dynamics GP. The import function
imports an audited tables list. Users can use that list to easily restore a list of
previously exported audited tables.

Windows, buttons, and functions available only to the
sa user

This section provides information on windows, buttons and functions which are
available only to the sa user.

The following buttons are available only to the sa user on the Audit Trails
Maintenance window:

¢ Remove button

*  Apply Auditing button

¢ Stop Auditing button

¢ Access button

The table Setup window is accessible to a non-sa user, but only in read-only mode.
Only an sa user can change any option on this window.

The Field Condition Setup window is accessible to a non sa user, but only in read-
only mode. Only the sa user can change any option on this window.

Audit Tools and Audit Tables upgrade functions are accessible only to the sa user.

AUDIT TRAILS 13
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Chapter 3: Audited tables upgrade

This portion of the documentation describes how a system or database
administrator can perform an upgrade of audited tables when a new version of
Microsoft Dynamics GP or a new module that contains an audited table is installed.
The information is divided into the following sections:

o Upgrading the Audit Trails database
*  Exporting and importing audit database tables
e Upgrading audited tables

Upgrading the Audit Trails database

Complete the following steps to upgrade an Audit Trails database. Use links to
related procedures where appropriate.

To upgrade the Audit Trails database:

1. In the earlier release of Microsoft Dynamics GP, open the Audit Trails
Maintenance window.
(Tools >> Setup >> Company >> Audit Trails >> Audit Trail Maintenance)

E M Aug

Fle Edt Tools Help Debug 10/20{2006 Dextordinary, Inc, sa
Refresh @ Add °Hamove % Apply Audiing | ¢ Stop Auditing | ®¢  Auditing Options | & View @ Agcess | 4= mport | = Esport

Company Tables Filds

Audited Tables ) - )
SQL Table Mame | Display Name | Applied By Date Datab|

2. Click Export to export a list of audited tables to a file.

3. Open the Audit Tools window. Using the Company Database Maintenance
function, stop all auditing processes. For detailed steps, see Company database
maintenance on page 25.

4. Using the SQL Server import and export wizard, export all the tables in the
audit database. For detailed steps, see Exporting and importing audit database
tables on page 16.

Do not to use the SQL Server backup and restore database operation because the restore
operation will overwrite the stored procedures of the newer version.

5. Install the new version of Microsoft Dynamics GP and Audit Trails. Refer to
instructions in the Upgrade Instructions manual.

6. Run the Audit Trails database installation routine. For detailed steps, see
Installing Audit Trails on page 7.

AUDIT TRAILS 15
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10.

AUDITED TABLES UPGRADE

Using the SQL Server import and export wizard, import all tables from the old
audit database to the new audit database. For detailed steps, see Exporting and
importing audit database tables on page 16.

In the Audit Trails Maintenance window, check whether the list of audited
tables is displayed in the Audited Tables list. If not, import the list of audited
tables that you created in step 2.

Use the Audited Tables Upgrade window to upgrade the Audit Trails database.
For detailed steps, see Upgrading audited tables on page 18.

In the Audit Tools window, restart all auditing processes. For detailed steps, see
Company database maintenance on page 25.

11. Using the Table Auditing Setup window, set audit options for every table, even

if all columns are audited.

Exporting and importing audit database tables

Use one of the following procedures to export audit database tables prior to
upgrading, and then reimport them after upgrading to the new version of Microsoft
Dynamics GP.

The export and import processes are similar. Differences are noted in specific steps.

To export and import tables in SQL Server 2000:

1.

Start the SQL Server DTS Import/Export Wizard
(Start >> All Programs >> Microsoft SQL Server >> Import and Export Data).

Click Next to display the Choose a Data Source window.

In the Data Source list, select Microsoft OLE DB Provider for SQL Server (select
the same data source that Microsoft Dynamics uses to connect to its databases).

In the Server list, select the server on which the audit database is located.

Select an authentication type with sufficient rights for exporting and creating a
database.

From the Database list, select the source database. If you are exporting, this is
the audit database. If you are importing, it is the database containing the
previously exported audit tables.

Click Next to open the Choose a Destination window.

Select an authentication type with sufficient rights for exporting and creating a
database.

If you are exporting, select <new> in the Database list to open the Create
Database window. Enter a name for the database to which the audit tables will
be exported. Click OK to save your entry and close the Create Database
window.

If you are importing, select the previously exported database from the Database
list.
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10. Click Next to display the Specify Table Copy or Query window.
11. Select Copy table(s) and view(s) from the source database, and click Next.

12. In the Select Source Tables and Views window, select all the tables, and click
Next.

13. In the Save, schedule and replicate package window, mark only the Run
immediately checkbox, and click Next.

14. In the Completing DTS Import/Export Wizard window, click Finish.

To export or import tables in SQL Server 2005:

1. Start SQL Server Management Studio.
(Start >> All Programs >> Microsoft SQL Server 2005 >> SQL Server
Management Studio).

2. In the Connect to SQL Server window, select the server on which the audit
database is located and select an authentication type with sufficient rights for
exporting and creating a database. Click Connect.

3. In the Object Explorer, expand Databases.

4. If you are exporting, right-click on the audit database, and choose Tasks >>
Export Data.

If you are importing, right-click on the database to which you exported the
audit tables, and choose Tasks >> Import Data.

If the SQL Server Import and Export Wizard Welcome window appears, click
Next to display the Choose a Data Source window.

5. From the Data Source list, choose SQL Native Client. Select the server on which
the audit database is located. Select authentication with sufficient rights for
exporting and creating a database. From the Database list, select the source
database. If you are exporting, this is the audit database. If you are importing, it
is the database containing the previously exported audit tables.

6. Click Next to display the Choose a Destination window.

7. Select authentication with sufficient rights for exporting and creating a
database.

8. If you are exporting, click New to display the Create Database window. Enter a
name for the database to which the audit tables will be exported. Click OK to

save your entries and close the Create Database window.

If you are importing, select the previously exported audit database from the
Database list.

9. Click Next to display the Specify Table Copy or Query window.
10. Select Copy data from one or more tables or views, and click Next.
11. In the Select Source Tables and Views window, select all the tables, and click

Next.
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12. In the Save and Execute Package window, mark only the Execute immediately
checkbox, and click Next.

13. In the Complete the Wizard window, click Finish.

Upgrading audited tables

Use the Audited Tables Upgrade window to upgrade audited tables for a company
after installing a new release of Microsoft Dynamics GP. This process updates the
Audit Trails databases so that it matches the changes that have been made in the
updated Microsoft Dynamics GP database. The Audited Tables Upgrade window
lists products whose tables are being audited and allows you to select specific tables
to upgrade when moving from one release to another.

You can only upgrade tables for which auditing has been stopped. For information about
starting and stopping auditing processes, see Company database maintenance on page 25.

To upgrade audited tables:

1. Open the Audited Tables Upgrade window.
(Microsoft Dynamics GP menu >> Maintenance >> Audit Trails >> Audit
Tables Upgrade)

B Audited Tables Upgrade Q@@l

Fie Edt  Tools Debug sa Fabrkam, Tne. 4/12/2007
Uparade

Product Mame Froduct ID Froduct 1D Technician Tahle Name

¥ »

Microsoft Dynamics GF 0 Display Table Mame

Ingert »5
Al
Remove

FRemave &l

Mark Al

Unmark Al

2. Select a product which has tables that you want to upgrade and click Insert. A
list of audited tables from that particular product will fill in the right scrolling
window.

Use the All button to add all audited tables and the Remove All button to
remove all tables from the scrolling window. We recommend upgrading all
tables to ensure that any tables that have changed in the new version of
Microsoft Dynamics GP are upgraded in the Audit Trails database.

3. Review the list of tables to upgrade. All the tables are selected by default. Use
the Mark All and Unmark All buttons to select or unmark all tables related to a

specific product.

4. Click Upgrade.
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Viewing audit trails

This portion of the documentation describes how to view audit information. The
information is divided into the following sections:

o Viewing an audit trail
o Creating favorites

Viewing an audit trail

Audit information is viewed by accessing the SmartView (Audit Trail) window, a
query tool similar to Microsoft Dynamics GP SmartList. To open the SmartView
(Audit Trail) window, click the View button in the Audit Trail Maintenance window.
This procedure describes the process of applying an audit to the Item Master table.
A similar process is used to apply an audit to any table in an audit database.

Each audited table appears as a folder in the left-pane. Each audited table has a
default view which displays audit information.

B SmartView (Audit Trail)

Fie Edt Tools Help Debug sa Fabrikam, Inc, 4/12/2007

) Search | [T Columns Refresh Favorites Compars | 5§ Print Excel

Ivoo1m L7

Each column is sorted by clicking the column header; columns are moved by
dragging the column header.

Creating favorites

Creating a favorite allows you to store a restricted view of an audit table according
to rules that are important to your organization. Favorites are set up according to
your rules, and then saved for future use. The following steps are used to create and
save favorite views:

To create a favorite:

1. Open the Audit Trails Maintenance window.
(Microsoft Dynamics GP menu >> Tools >> Setup >> Company >> Audit
Trails >> Audit Trails Maintenance >> Search button)
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2. Click Search to open the search window.

B Audit Trail Search

Fle Edt Toos Help Debug sa Fabrikam, Inc. 4/12/2007

[ALTITEMT |20 [meging with ~| [al |
[ Field Comparison [] Match Case

\ = | |

\ = | |

\ = | |

Search Options

3. Select the field to search.

4. Double-click the field name, or select it and click OK.
5. Select the operator type.

6. Enter the value that you're searching for.

If the search is run for certain Audit_Log_Type values, adhere to the rules in the

following table.

Value Description

L Initial

| Insert or update

D Delete

i Insert

u Update

U Upgrade

Cc Changed list of audited fields

7. Click OK. This returns you to the SmartView (Audit Trail) window.
8. Click Favorites.
9. Enter a name for the search you defined.

10. Click Add. This returns you to the SmartView (Audit Trail) window.
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11. Expand the table, select the report, and click Refresh.

=
Bl Smart¥iew (Audit Trail) 9 (=153
File Edt Tools Help Debug sa Fabrikam, Inc. 4{12{2007
3 Seach | [T Coluns Refrash Faworites Compars | 5§ Print Excel
= (O] ftem Master (IVOO101) ITEMNMER: NOTEMDX DEX_ROW_ID ALTITEM1 audt_time
i ACCS-RST-DXBK 1250 00000 el ACCS-RST-DH 08:58:32
ACCS-RST-DXAH  1249.00000 2 ACCS-RST-DX.. 0&:58:32
ANSW-ATT-1000  1226.00000 23 ANSVW-PAN-24..  D3:58:32
ANSW-PAN-1450 1224 00000 24 ANSVY-PARN-24 08:568:32
ANSUW-PAN-2460 122500000 2% ANSW-PAN-14..  D358:32
| ANSW-PAN-2450 | [nvomm @

To modify an existing favorite, repeat steps 2 through 8 and click Modify in the
Favorites window.
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This portion of the documentation describes how to use the Audit Tools window.
The information is divided into following sections:

¢ The purpose of the Audit Tools window
o Truncating an audit database
e Company database maintenance

The purpose of the Audit Tools window

The Audit Tools window provides access to two audit tools; Truncate audit
database and Company database maintenance. Both tools complete important
operations that help maintain your audit databases and that help to keep the
performance of your Microsoft Dynamics GP system optimized.

Truncating an audit database

Use the Truncate audit database function to delete all data from the Audit Trails
tables.

To truncate an audit database:

1. Open the Audit Tools window.
(Microsoft Dynamics GP menu >> Maintenance >> Audit Trails >> Audit Tools)

Audit Tools

Select Audit Tool

@ Truncale Audt Database!
() Company Database Maintenance

Use Truncate bo delete all data fromthe &
Audit Tral. This process will

1) Record a Start Date/Time stamp

2) Lock users out of the system until
Truncate is complete

3] Require & backup of the Company and
Audit databases with a datetime stamp
after the Start

2. Select Truncate Audit Database and click Next. The second Truncate Audit
window opens where you must enter a comment before starting the truncate

process.
Truncate Audit

Step 1 - Start Truncate Process
Al users must be out of this company:
Twi0
Only S& will be allowed to log-in until
this process it complete.
EventID El
Type Truncate Audit
Started
Date 2412/2007
Time 6:41:40 AM
Commert
Truncate
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3. Click the Start button. The third Truncate Audit window opens where you can
verify the company database and backup files.

Truncate Audit

Step 2 - Werify Backup Files
Statted stamp | 2/12/2007 | B:41:40 AM

CompanyDE | TWO

Date stamp 2112/2007 | 407:29 AM

C:VProgram Files\Microsoft S0 A
v

< >

Audit DB AUDIT O
Date stamp | 2/12/2007 | 411433 AM
C:yProgram Files\Microsoft S0 A

v
< 3

Cancel II Back II Mext

To confirm that you have the latest backup of the Company and Audit
databases, be sure that you back up the Company and Audit databases before
selecting the options next to their names and clicking Next. Select the option
next to the Company and Audit database names and click Next. The fourth
Truncate Audit window opens.

Truncate Audit Trail

Step 3 - Truncate Audit Tables

CAUTIONI Once started this process
cannot be stopped, or undone.

Audit DB AUDIT

Status

Cancel

4. Click the Start button to start the Truncate Audit Tables process. After this
process is completed, the last Truncate Audit window opens.

Truncate Audit Trail

Step 3 - Truncate Audit Tables

CAUTIONI Once started this process
canhot be stopped, or undone.

Audit DB AUDIT

Status
Done. Company database unlocked.

5. Click Finish to close the window.
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Company database maintenance

Use company database maintenance to disable Audit Trails during company
database activities that may create a high transaction volume that you do not want
to audit. Also use this tool to turn off the Audit Trails prior to an upgrade.

This process will:

* Record a start date and time stamp.

* Remove all Audit Trails database triggers.
* Reapply the audit triggers.

* Record an end date and time stamp.

You can enter and post transactions don’t need to be audited between the time of
Audit Trails database triggers are removed and then reapplied.

To complete company database maintenance:
1. Open the window:
(Microsoft Dynamics GP menu >> Maintenance >> Audit Trails >> Audit Tools)

i s "SEEN
Select Audit Tool

[© Truncate dudt Datahase

| &) Company Database Maintenance

Use Maintenance to disable the Audit A
Trail during company database activities

that map create & high transaction valume

that you do not want to audit. Also use

this tool to turn off the Audit Trail prior to

an upgrade. This process wil

1) Record a Start Date/Time stamp

2] Remave all Audit Tral database |
triggers o

Cancel Back
I [t |

2. Select Company database maintenance and click Next.

=ES
Stop / Start Audit Trail
This process will remove the audit trail
triggers from each audited table.

3. Click the Stop button to turn off Audit Trails. To turn Audit Trails on again,
follow the same procedure, click Start instead of Stop.

Click the Start button to enable Audit Trails.
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