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Unwanted software

At Microsoft, we believe that when software is installed on your PC, it should clearly explain what is going to 
change, get your consent for doing so, and give you the choice and control over what happens on your device. 
Any software, program or application that doesn’t do this could be unwanted software that negatively impacts 
your computing experience. Our objective criteria explains the principles that we use to detect unwanted 
software.   
These criteria are regularly updated in response to technology changes, industry trends, and customer feedback. 
We also work with the software industry, our customers, and our partners to define and implement these changes.

Microsoft security products detect and remove software that conflicts with these principles in the following areas:

• Unwanted behavior, such as programs that limit your choice or control over your PC, have misleading or 
confusing installation or uninstallation methods, and have a negative effect on your PC’s performance.

• Advertising, such as showing out-of-context advertisements that you can’t control, or otherwise interfering 
with your Microsoft Windows experience.

• Misleading advertisements, such as displaying advertisements that try to mislead you into visiting websites or 
downloading files. Here are a few examples of advertisements that we detect: 

• Privacy, such as software that collects, uses, or communicates your information without your explicit consent.

You can read more about these categories and the behaviours that we detect on our objective criteria page. 

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/mmpc/shared/ObjectiveCriteria.aspx
http://www.microsoft.com/security/portal/mmpc/shared/ObjectiveCriteria.aspx
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The risks of unwanted software

Unwanted software can pose a variety of risks, especially in enterprise environments where they can disrupt 
productivity and potentially compromise data security.

These risks can include:

• Changing web browser settings, such as default search providers and browser default homepage experiences 
without proper notice or consent.

• Installing malware or other unwanted software. 
• Intercepting Internet communications and injecting unwanted content that is hard to remove or uninstall.
• Collecting your data without proper consent.
• Adding programs that you don’t want or need on your system.
• Degrading the performance of your PC. 
How is unwanted software installed?

In most cases unwanted software is installed at the same time as legitimate programs, as part of bundling 
installers. These installers sometimes make it clear what you’re getting by offering you a form that you can 
understand and control, for example:

•	

http://www.microsoft.com/mmpc
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However, sometimes you don’t get the choice, understanding, or control of what is being installed, for example:

Whichever installation method is used, the result is the same. You end up with software installed on your PC that 
you probably don’t want or need.

http://www.microsoft.com/mmpc
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Assessing unwanted software

Recognizing, assessing, and detecting unwanted software poses 
several challenges for the antimalware industry.

Recognizing a program

The first step to detect unwanted software is to recognize the 
program. Often we will receive a submission that includes only 
one or a few components of a program. If the program isn’t 
trying to hide, recognizing it isn’t a difficult task: we can look at 
their application’s file information, digital certificates, icons, code 
patterns, and strings. 

However, it could also be a new program that hasn’t been 
analyzed before, or the program could be trying to hide 
its identity. For example, by obfuscating the file to hide its 
properties, or by changing the file properties – such as the name 
or certificates - at a rapid rate. These methods can make it more 
difficult to recognize and assess a program. 

Assessing unwanted software

Once a program is recognized, antimalware researchers must 
decide whether it has behaviors that we detect under our 
objective criteria. Often the best way to do this is by observing 
the program on a research machine. However, there are some 
limitations to this approach. 

The first is that we need an installer. Many files that we receive 
are just one part of a multi-component system. Without the 
installer or the rest of the program it’s difficult to understand 
what the program will do on a consumer machine. 

The second limitation is that to understand the consumer 
experience, we need to mimic how a program is installed. The 
most common installation method for unwanted software is 
through a software bundler. Some unwanted software authors 
employ a number of methods to make the replication process 
more challenging. For example:

• Environment-driven behavior from a server: Often, an 

Naming unwanted software

We use the CARO naming convention to name 
malware and unwanted software threats.

This means our detections use the following 
format: 

 For example, in the detection name Ad-
ware:Win32/Peapoon:

• The <category> is the malware type, in this 
case: Adware 

• The <platform> is the operating system 
version that the unwanted software was 
designed to run on, in this case a 32-bit 
version of Windows

• The <family name> for this detection is 
Peapoon. When we name an unwanted 
software, the family name describes a 
product or a group of products that behave 
in a similar fashion.

We use the following category names for our 
unwanted software detections:

• Adware
• BrowserModifiers
• SoftwareBundlers
• Misleading
• MonitoringTool

http://www.microsoft.com/security/portal/mmpc/shared/ObjectiveCriteria.aspx
http://www.microsoft.com/mmpc
http://www.caro.org/naming/scheme.html
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installer’s first step is to survey the PC and collect information about it. This information is sent to a server, 
which then tells the application how to behave. In many cases these checks include instructions to not show 
advertisements under certain conditions. 

• Environment-driven behavior on the PC: Much of the previous type of checking is also performed on the 
user’s machine. These checks can result in different behaviour from the unwanted software, depending on 
what it finds. This can include checking for a virtual machine or determining if there is a security product 
installed. In some cases, if either of these conditions are present the program will stop running or act benign.  

• We have recently seen one program that opened the Windows Calculator and closed down when it detected 
it was running in a virtual environment. This is an extreme case: most unwanted software is far more subtle 
and it’s more difficult to recognize that it is behaving differently.

• Running method: Instead of clicking an icon on your PC to run a program, you can also open a Command 
Prompt window, type the program name and press Enter. Many products require certain combinations of 
letters and numbers to be present after the program name for the program to run correctly. These letters and 
numbers are referred to as command line arguments and this is a normal and clean activity. However, this 
can also make it difficult to assess unwanted software as we need to know what these arguments are if we 
want to replicate the user experience. It’s often very difficult to find out what these are. In a similar vein, some 
programs require that the program have a specific name, or sit in a specific location to install correctly.

Most of these techniques are used by unwanted software developers to make the analysis of their software more 
difficult. We actively work on solutions to these techniques to make it easier to understand what is going on.

Detecting unwanted software

A signature is added to our detections for any program that violates our objective criteria. The signature can 
detect and remove unwanted software from any PC running with an up-to-date Microsoft security product.

https://wwwstaging/security/portal/mmpc/shared/ObjectiveCriteria.aspx
https://wwwstaging/security/portal/mmpc/products/choices.aspx
http://www.microsoft.com/mmpc
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Prevalent unwanted software

The top five unwanted software threats for September 2015 were:

• BrowserModifier:Win32/SupTab
• BrowserModifier:Win32/Diplugem
• SoftwareBundler:Win32/OutBrowse
• Adware:Win32/Bayads
• SoftwareBundler:Win32/Pokavampo

These five applications were detected on more than 15 million machines.

Spikes in unwanted software reports usually coincide with new detections added to cover the latest permutations 
of the threat. As our signatures detect new variants of an unwanted software program, we usually see a spike in 
reports for that threat - as machines already running the latest release of the unwanted software are cleaned. For 
example, Adware:Win32/Bayad was first detected on September 17. Following the introduction of our detections 

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Adware:Win32/Bayads
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/Pokavampo
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we saw a spike in PCs reporting the unwanted software. The numbers of reports steadily declined as the unwanted 
software was removed from these machines.

Geographic distribution

The countries most affected by different unwanted software can be affected by a number of variables, including:

• The targeted language 
• The affluence of a country (unwanted software developers usually target the most lucrative markets)
• The number of PC users in in a given country (for example, the United States has a large number of Internet 

users)
• The distribution method of the unwanted software (for example, it could be bundled along with software 

downloads popular in a given country)
• The rate of security software installation in a given location
Some unwanted software also uses localised versions of their product to target specific regions. 

The graphs below show more details of the geographic distribution of the top five unwanted software threats for 
September 2015. 

http://www.microsoft.com/mmpc
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Adware:Win32/Bayads 

Adware:Win32/Bayads shows a fairly typical distribution for unwanted software with the United States (8.1%) 
recording the most detections. This is followed by other countries with a large Internet user base: Russia (5.7%), 
Brazil (4.3%), France (4.1%) and India (3.9%). 

Detection for this adware was added in mid-September and since then we have seen relatively even numbers of 
detections across the globe. It is usually installed at the same time as other software downloads, and once on your 
PC the unwanted software shows you advertisements that you have no control over as you browse the Internet.

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Adware:Win32/Bayads
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BrowserModifier:Win32/SupTab 

Most BrowserModifier:Win32/SupTab detections came from Brazil (13.6%), with France, (6.5%) Russia (6.3%), and 
Germany (5.0%) also seeing high detection rates. This unwanted software can modify your default search provider 
and install browser extensions without your permission. We first detected it in August 2015. 

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
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BrowserModifier:Win32/Diplugem

BrowserModifier:Win32/Diplugem can inject extra advertisements into your web search results. The most 
detections for this threat came from the United States (20%). A smaller number of reports of this threat came from 
India (6.9%), France (6.7%) and Brazil (6.1%). We have detected versions of this browser modifier since December 
2012.

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
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SoftwareBundler:Win32/OutBrowse

The United States also had the highest percentage of SoftwareBundler:Win32/OutBrowse detections (20%). This 
unwanted software can install other unwanted software on your PC. The additional unwanted software is bundled 
together with legitimate applications that you are deliberately installing. Download software from the legitimate 
vendor site to help avoid this type of unwanted software. 

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
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SoftwareBundler:Win32/Pokavampo

SoftwareBundler:Win32/Pokavampo shows you offers to download other unwanted software. Half of all 
detections came from Russia (14%), Brazil (14.1%), the United States (13.2%) and France (7.8%). This software 
bundler shows you offers to download other unwanted software. We have detected it since August 2015. Reports 
for this software bundler spiked in September 2015, before dropping off in October.

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/Pokavampo


Page 13 of 23

Malware Protection Center

The extra advertisements at the top and bottom of the page are generated by the unwanted software. All of the 
offers include the text “brought by coupoon”. They can be closed by clicking the ‘X’ button inside the window. 

Malware downloads

We have also detected some versions of Peapoon installing an additional component called “UpdateCheck”, using 
the file name UpdateCheck.exe. 

This component periodically checks online for new programs to download and install. We have seen it download 
and run the malware TrojanDownloader:Win32/Rottentu.A. This component can also continue to operate after 
running Peapoon’s uninstaller.

Deep dive: Adware:Win32/Peapoon

The unwanted software Adware:Win32/Peapoon can show you extra offers for products as you shop online. It 
poses a serious risk to your PC as we have also seen some variants downloading malware.

Adware:Win32/Peapoon uses the search terms that you enter into online shopping websites and shows you other 
offers based on your search. In the example below, the term “iphone 6” is entered into the search box of an online 
store on a PC with Peapoon installed: 

http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=TrojanDownloader:Win32/Rottentu.A
http://www.microsoft.com/mmpc
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Adware:Win32/Peapoon
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Telemetry

We added detection for this threat in July 2015. Since then, the number of reports for this adware has steadily 
declined. In the past month we detected it on 138,000 PCs worldwide.

Most reports of this adware came from the United States (45%), with high numbers in France (22%), the United 
Kingdom (9%), and Canada (8%). 

http://www.microsoft.com/mmpc
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Removing Peapoon

This unwanted software can be difficult to manually remove from your PC. 

Some versions don’t create an uninstall entry in the control panel. Using the settings in the advertising window 
also doesn’t help. Clicking the “Settings” option inside the advertisement window, and then “About the service” 
shows the following window:

The “Uninstall” option doesn’t uninstall anything – instead, it takes you to a website with more online offers. 

You can use the following Microsoft real-time security products to remove this, and other unwanted software:

• Windows Defender for Windows 10 and Windows 8.1, or Microsoft Security Essentials for Windows 7 and 
Windows Vista

• Microsoft Safety Scanner

http://www.microsoft.com/mmpc
http://www.microsoft.com/security/pc-security/windows-defender.aspx
http://www.microsoft.com/security_essentials
http://www.microsoft.com/security/scanner/
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Industry collaboration

Microsoft continually collaborates with software developers, enterprises, and the antimalware industry to better 
protect our customers’ computing experience. 

Communicating change

We update our objective criteria in response to changes in the unwanted software ecosystem. Before we make 
any changes, we announce them on the Malware Protection Center blog and engage in industry announcement 
calls.  

We believe that if software developers are interested in being compliant, they should be made aware of any 
changes that are about to take place. It’s similar to changing a highway speed limit - if there are no warning signs 
about the new limit, and changes are not announced, it’s hard to expect that a reasonable, law abiding driver 
would be able to guess the new speed limit and abide by the new rules.

Working with the software development industry

In early 2014, we invested in a program to better understand the software distribution and monetization industry, 
as well as the unwanted software that’s produced and distributed. We started mapping products and ever-
changing brands to companies, and engaged in discussions with the companies we were able to identify. We 
worked to explain our vision of what a better software ecosystem should look like, and were receptive to ideas 
of how we can achieve this goal jointly with software developers. We heard several common issues from the 
companies we talked to:

• Lack of transparency and communications from most antimalware vendors. When a company’s software 
is blocked, they don’t know exactly under what grounds. This means it is often simpler for them to evade 
detection than to fix their software to fit an unknown set of criteria.  

• The need for a level playing field. The software development industry is aggressive, and it is hard to compete 
by not behaving aggressively when competitors aren’t abiding by the same set of rules.

• Monitoring affiliates. Most companies use a network of affiliates who they claim are difficult to monitor to 
ensure affiliate compliance with distributor policy.

To help address these concerns, we now communicate directly with download vendors when making an 
unwanted software detection. For example, when we encountered adware programs that were not compliant 
with our objective criteria, we made an effort to identify the company behind the product, and proactively let 
them know why they were detected.  

If they intended to fix their software, we asked them to send us samples of the updated files. We then confirmed 
the fix and after confirming compliance, we removed detection for the updated product. 

Using this industry outreach process requires fewer research resources to eradicate unwanted behaviors. It is also 

http://www.microsoft.com/security/portal/mmpc/shared/ObjectiveCriteria.aspx
http://blogs.technet.com/b/mmpc/
http://www.microsoft.com/mmpc
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far more effective than the traditional detection, as this approach:

• Removes unwanted behavior from all PCs, not just those protected by Microsoft security products
• Affects all permutations of the company’s product, not just the programs that our detection would catch
• Bears less risk of legal costs that can be associated with false positive claims.

http://www.microsoft.com/mmpc
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Preventing unwanted software 

Unwanted software is often bundled together and downloaded along with other software. You can help avoid 
unwanted software installation by:

• Downloading software directly from the vendor – avoid third-party downloads
• Make sure you are aware of what is included when using a software installer –you can sometimes opt-out of 

additional downloads
• Avoid using pirated software or hacktools. We have seen malware and unwanted software on many PCs where 

hacktools are detected. Read more in Volume 13 of the Security Intelligence Report.
In enterprise environments:

• Consider creating a list of vetted software required in your organisation and provide official download links 
• Limit user privileges to help prevent the installation of non-approved software
• User Account Control in Windows 10
• You can also follow the appropriate Exchange Online Protection instructions to suit your business needs.

Removing unwanted software 

Manual removal

In some cases, unwanted software creates an uninstaller that you can use to remove the application. You’ll need to 
know the name of the uninstaller – this can be different to the application name. 

• Manually remove a program in Windows 10 
• Manually remove a program in Windows 8.1 
• Manually remove a program in Windows 7 
• Manually remove a program in Windows Vista
You might also need to remove add-ons from your browser:

• Manage add-ons in Internet Explorer
• Disable or remove add-ons in Firefox
• Uninstall extensions in Chrome
Microsoft security products

The following real-time security products can also help remove unwanted software from your PC:

• Windows Defender for Windows 10 and Windows 8.1, or Microsoft Security Essentials for Windows 7 and 

http://download.microsoft.com/download/C/1/F/C1F6A2B2-F45F-45F7-B788-32D2CCA48D29/Microsoft_Security_Intelligence_Report_Volume_13_English.pdf
http://www.bing.com/search?q=user+account+control
https://technet.microsoft.com/en-us/library/jj723137(v=exchg.150).aspx
http://www.bing.com/search?q=How+do+I+remove+programs+with+Control+Panel+In+Windows+10
http://windows.microsoft.com/en-us/windows-8/uninstall-change-program
http://windows.microsoft.com/en-US/internet-explorer/manage-add-ons
http://support.mozilla.org/en-US/kb/disable-or-remove-add-ons
https://support.google.com/chrome/answer/113907
http://www.microsoft.com/security/pc-security/windows-defender.aspx
http://www.microsoft.com/security_essentials
http://www.microsoft.com/mmpc
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Windows Vista
• Microsoft Safety Scanner
For enterprise, Microsoft provides the following security products:

• System Center 2012 Endpoint Protection
• Windows Intune
Always run a full scan to check for other hidden threats.

The SmartScreen Filter in Internet Explorer can also help detect suspicious websites that might include links to 
download unwanted software:

• Use the SmartScreen Filter
Adware protection in Bing 

Adware protection in Bing can help prevent fraudulent advertising, clickjacking, and negative user experiences 
caused by adware and unwanted software.

Our research has shown that 3.6 percent of Internet users have some kind of web browser toolbar or plugin that 
injects images, IFrame or other user interface elements into a webpage. In the example below, the advertising in 
the red squares is caused by a malicious browser extension: 

http://www.microsoft.com/security/scanner/
http://www.microsoft.com/en-us/server-cloud/system-center/endpoint-protection-2012.aspx
http://www.microsoft.com/en-us/windows/windowsintune/explore/security.aspx
http://www.microsoft.com/mmpc
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The new adware protection feature in Bing targets unwanted behavior from these browser extensions in Microsoft 
Internet Explorer 10 and Internet Explorer 11, Microsoft Edge, Google Chrome, and Mozilla Firefox 4 and above. 

It works by validating any mutations to page elements in Bing search results. If a change to the browser 
experience can’t be validated, it is undone. For example, when adware injects an extra advertising IFrame during a 
Bing search, the Bing framework code picks it up and runs the validation rule set. If the validation rule set fails, the 
injected element is removed from the page. 

Another layer of defence includes overriding browser-defined functions with custom validation logic to prevent 
injection of unwanted script and content

These features are fully enabled for Bing users from October 28, 2015. 

http://www.microsoft.com/mmpc


Page 21 of 23

Malware Protection Center

Top detections for the past 30 days
The tables in this section show top detections for all malware categories for the past 30 days.

“Distribution” is the percentage share of each detection amongst the top 10 detections in that category.

Enterprise detections 

Threat name Distribution

BrowserModifier:Win32/Diplugem 20% 

SoftwareBundler:Win32/OutBrowse 16% 

BrowserModifier:Win32/SupTab 14% 

JS/Axpergle 10% 

Trojan:Win32/Dorv.A!rfn 8% 

Win32/Gamarue 7% 

Win32/Sventore 7% 

Trojan:Win32/Peals 5% 

Trojan:Win32/Skeeyah.A!plock 6% 

Trojan:JS/Iframeinject.A 6% 

Top detections (all types) 

Threat name Distribution

BrowserModifier:Win32/Diplugem 21% 

HackTool:Win32/AutoKMS 20% 

BrowserModifier:Win32/SupTab 13% 

HackTool:Win32/Keygen 12% 

Worm:Win32/Gamarue.gen!lnk 7% 

Adware:Win32/Bayads 7% 

SoftwareBundler:Win32/OutBrowse 7% 

Program:Win32/Hadsruda!bit 5% 

Trojan:Win32/Dorv.B!rfn 4% 

Exploit:HTML/Axpergle.O 4% 

Families 

Threat name Distribution

BrowserModifier:Win32/Diplugem 20% 

HackTool:Win32/AutoKMS 19% 

BrowserModifier:Win32/SupTab 12% 

HackTool:Win32/Keygen 12% 

Win32/Gamarue 9% 

Adware:Win32/Bayads 7% 

SoftwareBundler:Win32/OutBrowse 6% 

Trojan:Win32/Skeeyah.A!plock 5% 

Program:Win32/Hadsruda!bit 5% 

Trojan:Win32/Dorv.A!rfn 5% 

Top rogue detections 

Threat name Distribution

Rogue:JS/FakeCall.D 93% 

Rogue:JS/FakeCall.B 3% 

Rogue:Win32/Quamatix 1% 

Rogue:Win32/Winwebsec 1% 

Rogue:Win32/FakeRean 1% 

Rogue:VBS/Trapwot 0% 

Rogue:VBS/FakePAV 0% 

Rogue:Win32/FakePAV 0% 

Rogue:JS/FakeCall.A 0% 

Rogue:Win32/Onescan 0% 

http://www.microsoft.com/mmpc
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=JS/Axpergle
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Dorv.A!rfn
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Win32/Gamarue
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Win32/Sventore
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Peals
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Skeeyah.A!plock
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:JS/Iframeinject.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=HackTool:Win32/AutoKMS
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=HackTool:Win32/Keygen
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Worm:Win32/Gamarue.gen!lnk
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Adware:Win32/Bayads
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Program:Win32/Hadsruda!bit
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Dorv.B!rfn
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:HTML/Axpergle.O
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=HackTool:Win32/AutoKMS
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=HackTool:Win32/Keygen
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Win32/Gamarue
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Adware:Win32/Bayads
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Skeeyah.A!plock
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Program:Win32/Hadsruda!bit
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Trojan:Win32/Dorv.A!rfn
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:JS/FakeCall.D
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:JS/FakeCall.B
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:Win32/Quamatix
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:Win32/Winwebsec
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:Win32/FakeRean
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:VBS/Trapwot
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:VBS/FakePAV
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:Win32/FakePAV
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:JS/FakeCall.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Rogue:Win32/Onescan
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Top ransomware detections 

Threat name Distribution

Ransom:JS/FakeBsod.A 36% 

Ransom:HTML/Crowti.A 17% 

Ransom:Win32/Crowti 13% 

Ransom:JS/Brolo.C 11% 

Ransom:JS/Krypterade.A 9% 

Ransom:Win32/Crowti.A 5% 

Ransom:HTML/Tescrypt.B 4% 

Ransom:Win32/Tobfy.G 2% 

Ransom:HTML/Teerac.B 2% 

Ransom:Win32/Reveton.V 2% 

Top expoit detections 

Threat name Distribution

Exploit:HTML/Axpergle.O 58% 

Exploit:Win32/CplLnk.A 17% 

Exploit:JS/Meadgive.U 7% 

Exploit:JS/Axpergle.BX 5% 

Exploit:HTML/Meadgive.K 5% 

Exploit:Win32/ShellCode.gen!V 2% 

Exploit:JS/Axpergle.BZ 2% 

Exploit:HTML/IframeRef.gen 2% 

Exploit:HTML/NeutrinoEK.G 2% 

Exploit:Win32/CplLnk.B 1% 

Top password stealer detections 

Threat name Distribution

PWS:Win32/Frethog 18% 

PWS:Win32/Fareit 16% 

PWS:Win32/VB.CU 13% 

PWS:MSIL/Stimilini.M 12% 

PWS:Win32/Prast!rts 12% 

PWS:HTML/Phish.GK 11% 

PWS:Win32/Zbot 6% 

PWS:Win32/QQpass.CI 4% 

PWS:HTML/Phish.GD 4% 

PWS:Win32/Zbot!rfn 3% 

Top spyware detections 

Threat name Distribution

TrojanSpy:Win32/Banker 52% 

TrojanSpy:MSIL/Omaneat.B 9% 

TrojanSpy:MSIL/Hakey.A 7% 

TrojanSpy:JS/Phish.D 7% 

TrojanSpy:Win32/Mafod!rts 6% 

TrojanSpy:Win32/Banker!rfn 5% 

TrojanSpy:Win32/Usteal.D 4% 

TrojanSpy:Win32/Banker.ANX 3% 

TrojanSpy:MSIL/Omaneat.A 3% 

TrojanSpy:Win32/Bancos 3% 

http://www.microsoft.com/mmpc
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:JS/FakeBsod.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:HTML/Crowti.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:Win32/Crowti
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:JS/Brolo.C
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:JS/Krypterade.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:Win32/Crowti.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:HTML/Tescrypt.B
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:Win32/Tobfy.G
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:HTML/Teerac.B
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Ransom:Win32/Reveton.V
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:HTML/Axpergle.O
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:Win32/CplLnk.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:JS/Meadgive.U
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:JS/Axpergle.BX
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:HTML/Meadgive.K
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:Win32/ShellCode.gen!V
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:JS/Axpergle.BZ
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:HTML/IframeRef.gen
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:HTML/NeutrinoEK.G
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Exploit:Win32/CplLnk.B
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/Frethog
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/Fareit
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/VB.CU
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:MSIL/Stimilini.M
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/Prast!rts
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:HTML/Phish.GK
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/Zbot
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/QQpass.CI
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:HTML/Phish.GD
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=PWS:Win32/Zbot!rfn
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Banker
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:MSIL/Omaneat.B
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:MSIL/Hakey.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:JS/Phish.D
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Mafod!rts
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Banker!rfn
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Usteal.D
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Banker.ANX
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:MSIL/Omaneat.A
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=TrojanSpy:Win32/Bancos
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Top unwanted software detections 

Threat name Distribution

BrowserModifier:Win32/Diplugem 34% 

BrowserModifier:Win32/SupTab 20% 

Adware:Win32/Bayads 11% 

SoftwareBundler:Win32/OutBrowse 10% 

BrowserModifier:Win32/KlipPalCby 6% 

BrowserModifier:Win32/IstartSurf!lnk 5% 

BrowserModifier:Win32/KipodToolsCby 5% 

BrowserModifier:Win32/OurSurfing!lnk 4% 

Adware:Win32/EoRezo 3% 

BrowserModifier:Win32/DeltaHomes!lnk 3% 

http://www.microsoft.com/mmpc
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/Diplugem
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/SupTab
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Adware:Win32/Bayads
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=SoftwareBundler:Win32/OutBrowse
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/KlipPalCby
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/IstartSurf!lnk
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/KipodToolsCby
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/OurSurfing!lnk
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=Adware:Win32/EoRezo
http://wwwstaging/security/portal/threat/Encyclopedia/Entry.aspx?Name=BrowserModifier:Win32/DeltaHomes!lnk
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