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Connected Health Framework Architecture and Design Blueprint

Part 5 — References and Further Information

Care Pathway Example

In Part 2—Business Frameworke discussed the concept of Care Pathways, using as an example a portion of a care
pathway. Here we provide a more detailed snapshot of the care pathway for Colorectal Cancer. It has been split
into sections in order to fit on a page, and a summary view.
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ces and Further Information

Health Classifications

In Part2 we defined a Health Classificatiorr Specialtyas “A high level classification of medical conditions formed
for the purpose of recording patient consent and classifying Patient Events. Examples m@gridez, Cardiac Care,
Maternity, Mental Health, &.””

The following list of medical specialties' may be useful in forming your own list of health classifications.
Definitions of Medical Specialties

General

Medicinein the broadest sense means the science and practice of the diagnosis, treatment and prevention of
disease. In a narrower sense medicine is contrasted with surgery (see below). The adjective medicalcarries similar
meanings but is often used as pertaining to doctors - rather than other healthcare workers.

Clinicalmeans the science and practice of or for the treatment of patients. That is to say it encompasses not only
doctors but also nurses, physiotherapists, occupational therapists and any other healthcare worker who comes into
direct contact with the patient.

When discussing negligence the traditional umbrella was medicalnegligence. However that would suggest that the
negligence is always on part of doctors. Since some incidents which give rise to claims for negligence do not relate to
doctors, but to other healthcare professionals, the generic and inclusive term clinicalnegligence is now preferred.

Forensicelates to the work of the courts. Thus forensic science is science applied to the work of the courts; forensic
medicine is medicine applied to the work of the courts; and forensic psychiatry is psychiatry as relating to the work
of the courts. In practice forensic medicinend clinical forensic medicirse used more restrictively to relate mainly
to the activity of the criminalcourts. Doctors who practise clinical forensic medicine examine living patients who are
subject to injuries or are suspected of having committed offences which have come to the attention of the legal
system and where medical evidence is relevant to the case. They are to be distinguished from forensic pathologists
who examine the body after death (post mortem) or dead tissue.

From "Improving Web Application Security: Threats and Countermeasures

Distinction between different types of doctors
Traditionally there were two species of healthcare practitioner: physicians and surgeons.

In broad terms physiciangreated patients with medicine (physic) and seldom touched their patients. The adjective
medical is still used (in its more restrictive sense) to denote this difference, a practice of physicians, rather than
surgeons. Physicians were intellectuals and wrote Latin. They left the more menial tasks involving touching (such as
the pulling of teeth, the draining of abscesses, the letting of blood, etc) to the surgeons, who had little theoretical
learning and wrote no Latin.

In medieval times the physicians were licensed by the apothecaries' company; the barber-surgeons had their own
company. To this day, there is a tradition (largely confined to England and Wales) for surgeons who have acquired
Fellowship of the Royal College of Surgeons of England (the successor to the barber-surgeons company in educating
surgeons) to reject the title doctor and revert to Mr. This causes considerable confusion overseas. Further confusion

! Source: http://www.expertwitnessscotland.info/defmed.htm
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7 is generated by the American habit of calling all doctors “physicians', a term which in the UK is used only for that
group of doctors specialising in medicine rather than surgery.

Doctorsmay be divided conveniently into eight broad areas of practice, six of which deal directly with patients.
These six are:

 medicine;
1 surgery;
T paediatrics;
9 obstetrics and gynaecology;
1 psychiatry;
 anaesthetics.
The two further groups are:
9 pathology;
9 diagnosticimaging.

These two groups are often described as ‘service specialtiesn that they are called in by the five clinical specialties
to perform special investigations on their patients.

There is considerable overlap between the eight groups and some doctors (see below) could conveniently be
categorised in more than one broad specialty. Within the six broad specialties there is an almost endless further
specialisation and sub-specialisation which defies description.

A general practitioner is a doctor who provides primaryhealthcare in the community, trained in all six of the clinical
specialties. He refers, as necessary, to secondaryhealthcare providers within the hospital service. Not all hospitals
have all specialties represented and there may be a need for tertiary referral within the hospital system.

Accident and emergency

The accident and emergency department of the district general hospital serves as an interface between primaryand
secondarytare. It combines medicine and surgery. Specialists in accident and emergency come from a variety of
backgrounds, some with a surgical and some with a medical postgraduate background.

Medicine

The major areas of specialisation within medicine are as follows.

General medicine

Many physicians within the hospital service provide expertise across a broad area which would include some aspects
at least of gastroenterology, chest medicine, cardiology, endocrinology and nephrology. A general physician usually
has a special interest in at least one of these areas.

Geriatrics

The medicine of the elderly is general medicine applied to the care of patients over a certain age. Age definitions will
vary but usually are around 70. Some degree of sub-specialisation also occurs within the care of the elderly. In

12



particular there is cross-over between geriatrics and psychiatry in the sub-specialty of psychegeriatrics the
management of mental illness in old age.

Cardiology

This is the study of the heart and its diseases. Sometimes the description is extended to cardiovasculato include
some aspects of the blood vessels (vascular system). There is a close working relationship with cardiac surgeons and
cardiovascular surgeons.

Neurology

This is the study of the brain, the nervous system and its diseases. There is a separate sub-specialty of clinical
neurophysiology, concerned mostly with testing and measurement. Neurologists work in close association with
neurosurgeons.

Chest medicine (respiratory medicine)

Chest physicians deal with the lungs and their diseases and work in close association with cardiothoracic surgeons
who operate on the lungs.

Endocrinology

This is the study of hormones, the organs from which they originate and the diseases associated with them.
Curiously many endocrinologists do not deal with one of the commonest endocrine disorders (diabetes mellitus All
general physicians have some expertise in the management of diabetes. There are a few specialist diabetologists
Further sub-specialisation within endocrinology leads to specialists in single hormone disorders (eg thyroid
specialéty and specialists in reproductive endocrinology, the hormones associated with conception and childbirth in
both sexes.

Rheumatology (physical medicine)

Sometimes called orthopaedic physicians, rheumatologists deal with the non-surgical treatment of bone, joint,
muscle and the systems involved in locomotion. They work closely with physiotherapistgone of the professions
allied to medicine) who are not medically qualified but have their own system of professional training.
Rheumatologists also work closely with orthopaedic surgeons. Both may be involved in sports medicine and the
consequences and injuries relating to physical training.

Gastroenterology

The specialty includes most of the digestive system and historically, like other branches of medicine, was strictly
non-surgical. Nowadays gastroenterologists are frequently expert endoscopistsThis means that they introduce

fibre-optic lighting systems into both ends of the gastro-intestinal tract to examine it and occasionally to obtain

samples from it. Upper gastrointestinal endoscopy is usually called gastroscopywhereas lower gastrointestinal

endoscopy is called colonoscopy

Intensive care

The responsibility for intensive care and critical care is often shared between a specialist physician and an
anaesthetist.
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7 Nephrology

Nephrology (or renal medicine) covers kidney function and its disorders. Because hypertension (high blood
pressure) is often associated with kidney disease nephrologistaend also to be experts in that field as well. They
work closely with and refer to urologists(urological surgeons).

Genito-urinary medicine

GUM physicians used to be called venereologists and deal with all aspects of sexually transmitted disease. They also
deal with other conditions which may simulate sexually transmitted disease, overlapping (in the female) with the
medical aspects of gynaecologynd (in the male) with the management of lower urinary tract abnormalities,
otherwise the province of the urologist

Dermatology

The study of diseases of the skin.

Haematology

Haematology is the study of the blood and its disorders and may equally conveniently be classified under medicine
or pathology.

Oncology and radiotherapy

Oncology is the study and treatment of tumours (cancer). Medical oncologists are physicians who specialise in the
treatment of cancer with drugs. Radiotherapists are doctors who specialise in treatment with ionising radiations of
all types (including x-rays and radioactive isotopes). Whilst they mainly treat cancer (and are often trained in
medical oncology as well) they are not exclusively concerned with the treatment of cancer.

Occupational health medicine

Health and disease in the context of occupation and employment.

Public health medicine

Public health physicians cover a broad territory including epidemiology (patterns of disease within society), the
protection of the public from disease, the provision of healthcare, advice on the purchasing of healthcare and the
prioritisation of health needs, as well as medical education.

Pharmacology and therapeutics

Pharmacology is the study of the action of drugs on the body and a pharmacist is a person qualified to prepare and
dispense drugs. He is not medically qualified but has a separate training. Therapeutics is that branch of medicine
concerned with drugs and other non-surgical remedies.

Surgery

Fifty years ago almost all surgeons were ‘general surgeons’ and did everything except ophthalmology, oto-rhino-
laryngology and oral surgery.
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Now general surgeons usually are primarily abdominal surgeons, some of whom may occasionally operate in the
chest; most still deal with the female breast, most will tackle varicose veins and some have expertise in urology.
Most general surgery is abdominal and there are two further sub-specialisations within the surgery of the gut.
Gastric or upper gastrointestinal surgeongdeal with the upper bowel whereas colorectal surgeongproctologists)
deal with the lower bowel. Breast (mammary) surgery is a rapidly developing sub-specialty.

Urology

The urological surgeon deals with the surgery of the kidney and the drainage system including the ureter, bladder,
prostate and urethra. Most urologists are fully trained general surgeons; they frequently operate on the bowel.

Orthopaedics

The surgery of bones, joints and locomotion, working closely with rheumatologists. Traumais often combined with
orthopaedics; a trauma surgeon deals with the consequences of physical injury not only to bones but also to soft
tissue. Trauma surgery is to be distinguished from electiveorthopaedics, which may be sub-divided into broad areas
or individual organs, eg foot, hand and back surgery. Fracture managemerit a sub-specialty within trauma surgery.
Orthopaedic surgeons may be involved, with rheumatologists, in sports medicinend the consequences of physical
training injuries. Spinalsurgery is sometimes undertaken by orthopaedic surgeons and sometimes by
neurosurgeons.

Neurosurgery

The surgery of the brain and the nervous system (including spinal surgery), working closely with their specialist
physicians, the neurologists.

Plastic and reconstructive surgery

The terms are synonymous and include the sub-specialties of burns surgery (including an element of critical care)
and cosmetic surgery. Some plastic and cosmetic surgeons specialise in particular parts of the body.

Cardiac and thoracic

Cardiac surgeons operate on the heart. Thoracic surgeons traditionally operate on the lungs. Now most do both
(cardio-thoracic surgeons).

Vascular
Vascular surgeons do not usually operate on the heart (there are some cardiovascular surgeons) but specialise in the

surgery of the blood vessels. The term theoretically can be extended to include the surgery of varicose veins.

Ophthalmology
The surgery of the eye and the orbit.
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ENT (oto-rhino-laryngology)

The surgery of the ear, nose and throat often further divided into sub-specialties dealing with only one part of the
traditional specialty (otology, rhinology and laryngology). Other ENT surgeons would describe themselves more
expansively as head and neck surgeons.

Minimal access surgery

Traditionally surgery was done by making an incision large enough to see directly into a body cavity and to operate
within it. Increasingly surgery is now done by the passage of a fibre-optic telescope into a body cavity through a tiny
incision, operating without major access (eg laparoscopy looking into the belly). Similar flexible telescopes can be
inserted into the body orifices to explore the gastrointestinal tract (endoscopy either from the upper (gastroscopy
or lower (colonoscopyend, or the lung (bronchoscoply Minimal access surgery occurs in almost every surgical
specialty and has created a further sub-division of each surgical specialty; much orthopaedic surgery is now done by
passing telescopes into joints (arthroscopy.

Paediatrics

The care of children is principally divided between the following:

Neonatology

The care of children in the first few weeks of life.

General paediatrics

The care of older children. Paediatrician is the term normally applied to the physician who cares for children. There
is a different specialty of paediatric surgerysurgeons who operate exclusively on children. Within paediatric surgery
there are the same sub-specialties as occur in surgery generally, eg paediatric urology, paediatric orthopaedics, etc.

Child health and child development both come within the general specialty of paediatrics. Child psychiatry and
adolescent psychiatry are sub-divisions of that subject. Paediatric neurology is of special forensic interest because of
the expertise required to examine handicap, such as cerebral palsy

Obstetrics and gynaecology

Traditionally all members of this specialty practised both obstetrics (the care of pregnant women) and gynaecology
(the female genital tract and its diseases), at least in the UK. Now there is an increasing tendency to sub-
specialisation so that some practise only obstetrics. Within obstetrics there are sub-specialties, eg:

Pre-natal diagnosis

This includes ultrasound and invasive procedures to sample the liquor amni(the fluid around the baby), the placenta
or the fetus for biochemical or genetic testing.

Fetal medicine

This is the study of the fetus while still in the womb. As a specialty it overlaps with pre-natal diagnosis (see above)
and peri-natal medicine (below).
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Peri-natal medicine

This is essentially the medicine of labour ward care. It specifically concentrates on the time around birth (peri-natal).

Gynaecology

Gynaecology is further sub-divided into:

Reproductive medicine

Reproductive medicine is concerned with the study of infertility and its correction.

Family planning

This is concerned with the provision of contraception and abortion, dealing with the termination of pregnancy.
Specialists in this field often describe themselves as practitioners in women's healthcare.

Gynaecological oncology

Gynaecological oncology deals with the management of cancer within gynaecology.

Gynaecological urology

This deals with problems of female continence.

Psychiatry

There are two main divisions of psychiatry dealing with:
 mentalillness
1 mental handicap (now called learning disability).

Most general psychiatrists deal only with mental illness.

Psychiatrists

These are medical practitioners who may use a full range of treatments, drugs and physical methods such as electro-
convulsant therapy. Child psychiatryadolescent psychiatrynd psychegeriatricsare sub-divisions within psychiatry.

Some psychiatrists and psychologists specialise in particular clinical presentations such as puerperal(ie following
childbirth) mental iliness, posttraumatic stress disordesr eating disorders

Psychology

Psychology is the scientific study of normal and abnormal behaviour and experience. Academic psychological
research examines cognition (perception, memory, thinking, language, decision-making), development, learning,
social behaviour, and relationships between brain, body functioning and behaviour.
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Ps_ychologists

Psychologists are not medically qualified but have their own professional training. They have a first degree in
psychology and have also undertaken further professional training in a specific area of psychology. The most
important specialist groups, acting as experts, are:

Clinical psychologists

Primarily concerned with the assessment and treatment of emotional and psychiatric problems in adult mental
health (including rehabilitation and psychological therapy), child health, services for people with learning disabilities,
care of the elderly, and substance abuse. Clinical psychologists operate in both primary care and general hospital
services.

Clinical neuropsychologists

Concerned with changes which occur following damage to, or disease of, the nervous system. Their skills lie in the
management of changes in intelligence, thinking, memory, personality and other aspects of behaviour so that
neurological conditions may be more accurately detected, diagnosed and treated.

Educational psychologists

They are applied psychologists working within both the school system and the community. They are concerned with
children's learning and development. They have skills in a range of psychological and educational assessment
techniques and in different methods of helping children and young people who are experiencing difficulties in
learning or social adjustment.

Forensic psychologists

They contribute to criminological and legal services in many ways (often referred to generically as forensic
psychology). They might be interested in the behaviour of people within the legal system; or they might study
offenders, offenders' behaviour and crime detection, the administration of justice (including the giving of evidence)
or the management of individuals following sentencing.

Anaesthetics

The anaesthetist specialises in the relief of pain, most commonly in the context of surgery. There are four major sub-
divisions. General anaesthetigsrovide pain relief and support for surgery. Obstetric anaesthesiprovides pain relief
(usually regional block, epidural or spinal) for labour and for Caesarean section. Pain reliefs the treatment of
chronic pain, often on an out-patient basis by drug therapy and local injections. Intensive care/intensive
therapy/critical careanaesthetists are usually (but not always) responsible for the intensive care/therapy units (ITU).

Pathology
Traditionally pathology is sub-divided into:
I microbiology;

9 histopathology;
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 haematology; and
9 biochemistry,

although there are numerous other sub-specialties including immunology, neuropathology etc.

Microbiology

This deals with infectious disease of all kinds whether caused by fungi (mycology, bacteria (bacteriology or viruses
(virology). Microbiologists are also responsible for the control of infection and for advising public health physicians
in aspects of disease prevention.

Histopathology (morbid anatomy)

This is the study of dead tissue either removed surgically (as a biopsy or a surgical excision specimen) or after death
in post mortem examinations. The study of exfoliated cells (as in cervical smears) is a sub-division (cytopathology.

Haematology

The study of the blood and its diseases including the bone marrow and bone marrow failures. Originally a laboratory
specialty, the haematologist usually now has both laboratory and clinical responsibilities.

Haematologists are also in charge of blood transfusiopsometimes as a sub-specialty.

Biochemistry (chemical pathology)

The study of blood chemistry. Some chemical pathologists have clinical interests in fields where blood chemistry is
especially relevant, such as diabetes.

Diagnostic imaging

Traditionally imaging was achieved by x-rays (radiology) but the specialty now includes ultrasound and other forms
of sophisticated imaging such as magnetic resonance (MRI). There is a sub-specialty of invasive radiology which
involves the passage of instruments within the body to facilitate imaging.
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Links to Standards and Related Resources

Web Services Standards and Information Links
The World Wide Web Consortium: http://www.w3.org/

XML: http://www.w3.org/XML/

SOAP: http://www.w3.0rg/2000/xp/Group/ http://www.w3.org/TR/soapl12-partl/ http://www.w3.org/TR/soap12-
part2/

UDDI: http://www.oasis-open.org/committees/tc_ home.php?wg abbrev=uddi-spec

WS-I Basic Profile: http://www.ws-i.org/Profiles/BasicProfile-1.1.html

WS-I Basic Security Profile: http://www.ws-i.org/Profiles/BasicSecurityProfile-1.0.html

WS-Security: http://www.oasis-open.org/committees/tc_ home.php?wg abbrev=wss

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf

WS-Trust: http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.html

WS-Federation: http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-
1B.pdf?S TACT=105AGX04&S CMP=LP

Understanding WS-Federation: http://msdn.microsoft.com/en-us/library/bb498017.aspx

WS-SecureConversation: http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-
1.3-0s.html

WS-Policy: http://www.w3.org/Submission/WS-Policy/

WS-SecurityPolicy: http://docs.oasis-open.org/ws-sx/ws-securitypolicy/v1.2/ws-securitypolicy.html

WS-PolicyAttachment: http://www.w3.org/Submission/WS-PolicyAttachment/

WS-ReliableMessaging: http://docs.oasis-open.org/ws-rx/wsrm/200608/wsrm-1.1-spec-cd-04.html

WS-Coordination: http://docs.oasis-open.org/ws-tx/wscoor/2006/06

WS-AtomicTransaction: http://docs.oasis-open.org/ws-tx/wsat/2006/06

WS-BPEL: http://www.oasis-open.org/committees/documents.php?wg abbrev=wsbpel

Security Assertion Markup Language (SAML):

http://www.oasis-open.org/committees/documents.php?wg abbrev=security

SOAP Message Transmission Optimization Method (MTOM):
http://www.w3.org/TR/soap12-mtom/

XML-binary Optimized Packaging (XOP): http://www.w3.org/TR/xop10/
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Health Standards and Related Organizations and Resources

ISO/TS 18308:2004 Health informatics -- Requirements for an electronic health record architecture
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=33397

ISO 13606 Health informatics -- Electronic health record communication:
http://www.iso.org/iso/search.htm?qt=13606&sort=rel&type=simple&published=on

HL7: http://www.hl7.org
HL7 UK http://www.hl7.org.uk/

IHE: http://www.ihe.net

IHE IT Infrastructure Technical Framework: http://www.ihe.net/Technical Framework/index.cfm#IT

IHE Cross-Enterprise Document Sharing (XDS.b):
http://www.ihe.net/Technical Framework/upload/IHE ITI TF Supplement Cross Enterprise Document Sharing X
DS-b Tl 2008-10-10.pdf

IHE Asynchronous Web Services Exchange:
http://www.ihe.net/Technical Framework/upload/IHE ITI TF Supplement Async WS Exchange Tl 2008-10-10-

3.pdf
SNOMED CT: http://www.ihtsdo.org/snomed-ct/snomed-ct-publications/

OpenEHR: http://www.openehr.org/home.html

EuroREC: http://www.eurorec.org/index.cfm?actief=home

HL7 Implementation Guide for 13606:
http://www.hl7.org.uk/repository/uploads/402/1/HL7%20Implementation%20Guide%20for%2013606%20scopevOr
6.doc

EC - ICT standards in the health sector: http://www.ebusiness-
watch.org/studies/special topics/2007/documents/Special-study 01-2008 ICT health standards.pdf

Electronic Health Record Standards - A Brief Overview:
http://www.srdc.metu.edu.tr/webpage/projects/ride/publications/icict06 _20060810.pdf
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Resources on Accessibility and Localization

As discussed in Part 2—Technical Architecture-Health and e-Care systems, especially when targeting the wider
citizen/consumer audience, must be designed in compliance with the applicable regulations to provide non-
discriminatory access to all categories of users

Implementing an Accessible User Interface

To implement an accessible user interface, you must render content and interface elements that are perceivable,
operable, and understandable

9 By all users who have a requirement to use the system
T Inall specified contexts of use

9 Forall specified hardware and software configurations

This will not happen unless design-time checks address these issues. The following checklist provides key pointers to
consider:

Accessible User Interface Checklist

O

Ensure that you are aware of legislative and other requirements that apply to your implementation
and locale, and incorporate them into your designs. Many of these requirements are common to a
number of locales and are becoming standardized, for example in the W3Cs Web Content
Accessibility Guidelines (WCAG) 2.0: http://www.w3.0rg/TR/WCAG20/)

Ensure that you support standard system size, color, font, input settings, and accessibility options.
Make sure that you do not make it impossible for the user to use their settings to get the desired
outcome (for example, if you are building a Web application, and the user asks for larger text in the
browser, they should get it and not be frustrated by your style sheet's specification of absolute font
size). Layouts designs must accommodate the user’s ability to change items such as font size, color
etc using accessibility features.

Enable programmatic access to user interface elements and text. When building a Web user
interface, this requirement will prevent you from using any client rendering technology (such as Flash)
which does not present itself through the MS Active Accessibility Layer (MSAA) or equivalent. For a
Web application, using the standard controls supported by HTML, and ensuring that textual
equivalents such as ALT tags are properly completed will usually guarantee conformance with this
goal. If you are writing a rich application Ul, you will need to ensure that any controls you are using
conform to this requirement.

Provide keyboard access to all features. You need to ensure that all features are accessible through
the keyboard as well as by using a mouse or other pointing device. Plan to review at the design
stage, and test for accessibility, as part of your test cycle during application construction.

Expose the location of the keyboard focus. For users who will navigate exclusively using the keyboard
or keyboard equivalent assistive technologies, it is vital that the keyboard focus location be visible
when viewing the Ul to facilitate accurate navigation.

Provide equivalents for non-text elements. Not all users can make use of non-text elements (such as
graphics and animations); you must provide fully equivalent textual content, ideally alongside the non-
text element rather than by implementing a parallel “accessible” version of your application.
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Do not rely exclusively on a single perceptual capability (such as vision) to convey information.
Information only exposed visually, for instance, will be unavailable to non-sighted users will be unable
to use it. Design time checks with accessibility reviews solve this issue.

Avoid flashing elements. Care is required when using flashing elements to avoid frequency ranges
known to trigger photosensitive seizures in some users. In addition, excessive flashing content makes
a Ul difficult to use for all.

Enable user control of timed responses and time limited information presentation. Be aware that not
all users can to respond to requests for information with equal rapidity. Ensure that your application is
user tested with representative users from across your potential user base to guard against over-
optimistic assumptions on this front.

Ensure consistency between interface elements and display items. Consistent layout is particularly
important to users of assistive technologies, and is often critical to their usage of the system.

Create accessible documentation about accessibility features. If you build special features to support
accessibility within your application, make sure that your target audience can learn about them via
user assistance (help, documentation) which they are able to use too. In this way the usage of these
expensively implemented features will increase.

Links to Accessibility Resources

General Accessibility Guidelines
W3C Recommendation Web Content Accessibility Guidelines (WCAGh&8)//www.w3.org/TR/WCAG20/

National and Regional Legislation and Initiatives

Americans with Disabilities Act & other relevant US laws: http://www.section508.gov/

Australian Disability Discrimination Act: http://www.austlii.edu.au/au/legis/cth/consol act/dda1992264/

Web Access Guidance:
http://www.hreoc.gov.au/disability rights/standards/www_3/www _3.html

EU i2010 Strategy for elnclusion and eAccessibility:
http://ec.europa.eu/information society/activities/einclusion/policy/accessibility/index en.htm

CEN Specifications for Web Accessibility Conformity Assessment Scheme: ftp://ftp.cenorm.be/PUBLIC/CWAs/e-
Europe/WAC/CWA15554-00-2006-Jun.pdf

Screen Readers

JAWS: http://www.freedomscientific.com/fs products/software jaws.asp

Window-Eyes: http://www.gwmicro.com/

Tools

VisCheck (simulates different types of color blindness): www.vischeck.com
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ther Resources

Microsoft Accessibility www.microsoft.com/enable

Microsoft Accessibility Developer Center: http://msdn.microsoft.com/en-us/accessibility/default.aspx

Accessify: A collection of accessibility tools: www.accessify.com

Ul Access —free resource for universal interface design and usable accessibility information:
http://www.uiaccess.com/index.html

Creating Translatable Applications

When creating applications which need to translate into more than one language, it is essential to plan for this from
inception. Retrofitting these features is usually very costly. The process has two principle phases: Globalization(in
which you review and design your core code base to be readily translatable and respond to your users locale in
other ways such as date formatting), and Localizatior{in which you produce the necessary translated resources for
different locales to use your application).

Globalization Checklist

Externalize all resources that are language specific (text and binary). This is the most critical
requirement for producing an application suitable for translation. Resources (whether string or graphical)
that must differ when the user switches locale should never be hard-coded into your application code
base, nor should they be deployed in the main executable or other code-based assemblies. They should
be properly separated (possibly in satellite assemblies in .NET) so that they can be independently
versioned and deployed. This means that the process of localization can proceed at any time without
requiring the main application code to be recompiled and redeployed.

Plan the method by which your users will indicate their locale. For a rich application, the recommended
method of accepting the user’s locale settings is by reading them from their Windows settings. This
approach is not usually suitable for Web applications, since the relevant data is not always available to
the Web server on requests sent from the browser. It is therefore usually necessary to build an in-
application switching mechanism to allow the user to indicate their choice.

Use Unicode for all internal string handling. This is the only way of guaranteeing that the internal string
handling features will be able to cope with the multi-byte nature of representations for different locale’s
character sets.

Consider typical string length factors when laying out Ul. There is a substantial difference between the
lengths of equivalent words in different languages. Find a ratio for the average length difference between
words in the language in which you design your base layouts and that of the longest language into which
you may have to localize, and ensure that your layouts can accommodate the largest sizes.

Check whether you will need to support right-to-left (RTL) languages. Some languages (such as Arabic)
require the text layout from right to left. This clearly has a substantial impact on layout when localization
is performed, affecting even graphics that may need to be repositioned or reversed (as in the case, for
example) of arrows or pointers. Make sure you know if your application will need to support alternate
orientations, as this will require code within your application’s core.

(]
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Localization Checklist

Make sure that you plan time and resources for creation of localized resources. The creation of localized
resources requires specialist staff with translation skills (“localizers”) who will need to be appropriately
tooled with systems that allow them to edit the required resources and see the impact of their changes
on the application. These resources require allocation within to your costing and schedules.

Make sure that you test on all supported locales. Because localization often takes place after the main
application development, it is important to plan that a full testing capability still exists to allow testing of
the application in all its international variants.

O

Links to Resources on Globalization and Localization

MSDN Go Global Developer Center: http://msdn.microsoft.com/en-us/goglobal/default.aspx

Globalizing and Localizing Applications: http://msdn.microsoft.com/en-us/library/1021kkz0.aspx

Best Practices for Developing World-Ready Applications: http://msdn.microsoft.com/en-us/library/w7x1y988.aspx
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Glossary

Term or Abbreviation

Definition

Agency

A generic name for all types of Health (and Social care) organizations and entities
that offer e-Health services.

Anonymization

Removal of identifiable personal elements from the data, making it less sensitive and
potentially not subject to stringent regulations governing privacy of personal data —
while retaining its value for legitimate secondary uses like research and reporting

Claim A statement made about a client, service or other resource, for example, name,
identity, key, group, privilege, capability [WS-Trust]. An assertion of the truth of
something, typically one disputed or in doubt.

Credential Private or public data used to prove authenticity of an identity claim.

CuUl Microsoft Health Common User Interface (CUI) provides user interface design

guidance and toolkit controls that address a wide range of patient safety concerns for
healthcare organizations worldwide, enabling a new generation of safer, more usable
and compelling health applications to be quickly and easily created
[http://www.mscui.net]

Denial of Service
(DoS)

An attack that attempts to flood a computer or a Web site with data, causing it to shut
down or prevent its usual running. An Internet denial of service attack repeatedly
requests information from a Web site until it cannot respond to the current volume of
requests and becomes unusable.

Distributed Denial of
Service (DDoS)

The use of many computers simultaneously to commit a Denial of Service attack. This
can be committed by a group of people working together or by an individual using
other people’s computers at the same time without their knowledge.

Domain (or Realm)

Represents a single unit of security administration or trust. [WS-Federation

Federation

A trusted relationship established by a collection (at least two) of realms. The level of
trust may vary, but typically includes authentication and may include authorization.

File Transfer Protocol

A protocol for transferring files across a TCP/IP network.

(FTP)

Hash A mathematical formula that converts a message of any length into a unique fixed-
length string of digits (typically 160 bits). The string is a "message digest" that
represents the original message. A hash is a one-way function - that is, it is infeasible
to reverse the process to determine the original message. A hash function will not
produce the same message digest from two different inputs

HyperText Transfer The underlying protocol used by the World Wide Web. HTTP defines the format and

Protocol (HTTP)

transmission protocol for messages, and the actions that Web servers and browsers
should take in response to various commands.

Identifier

A piece of data that uniquely identifies an item, information, or a person as the subject
of this identity within a given context.

Identity Mapping

A method of creating relationships between identity properties.

Identity Provider (IP)

An entity that acts as an authentication service to end requestors, and to data origin
authentication service-to-service providers. This is typically an extension of a security
token service.

Integrating the Health

IHE (Integrating the Healthcare Enterprise) is an initiative by healthcare professionals
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Enterprise (IHE)

and industry to improve the way computer systems in healthcare share information.
IHE promotes the coordinates use of established standards such as DICOM and HL7
to address specific clinical need in support of optimal patient care. Systems
developed in accordance with IHE communicate with one another better, are easier to
implement, and enable care providers to use information more effectively.
http://www.ihe.net/

Interactive Voice
Response (IVR)

A telephony technology for guiding the users through an automated system of menus
and requesting information, based on telephone keypad entries.

IT Infrastructure
Library (ITIL)

A series of documents that are used to aid the implementation of a framework for IT
Service Management. This customizable framework defines how Service
Management is applied within an organization.

Independent Software
Vendor (ISV)

Company producing and selling software products

Knowledge-based
Authentication (KBA)

An authentication based on the provision, by the user, of items of information that can
be successfully verified.

MQSeries

An IBM messaging protocol, also known as WebSphere MQ.

Microsoft OLE DB

A Microsoft specification for a set of data access interfaces that support
interoperability of multiple data stores. An industry standard for data access and
manipulation of heterogeneous data and data types.

Post Office Protocol
version 3 (POP3)

A messaging protocol that permits workstations to dynamically access a mail-drop on
a server host (TCP/IP).

Pseudonymisation

Holding personal data in non-identifiable form to protect personal privacy, while
providing a mechanism for reverse identification with sufficient protection against
misuse.

Quality of Service

(QoS)

A defined level of performance of a system, expressed in terms of performance,
throughput, availability, etc.

Realm (or Domain)

Represents a single unit of security administration or trust. [WS-Federation]

Remote Procedure

A mechanism to allow the execution of individual routines on remote computers

Call (RPC) across a network, using the same semantics as calls to local routines.

RFID Radio frequency identification (RFID) is a generic term that is used to describe a
system that transmits the identity (in the form of a unique serial number) of an object
or person wirelessly, using radio waves.

Security Token A security token represents a collection of claims. [WS-Trust]

Security Token Service
(STS)

A Web service that issues security tokens. STS makes assertions based on evidence
that it trusts, to whoever trusts it, or to specific recipients. [WS-Trust]

Signed Security Token

Is a security token that is cryptographically endorsed by a specific authority, for
example, an X.509 certificate or a Kerberos ticket. [WS-Trust]

Service
(e-Health, e-Care)

A grouping of related business-level services offered by a Healthcare agency, with
consistent access rules.

Service
(Web service)

Functionality offered by a system through Web service interfaces based on WS-*
standards.

Signature

A value computed with a cryptographic algorithm and bound to a data in such a way
that intended recipients of the data can use the signature to verify that the data has
not been altered and/or has originated from the signer of the message, providing
message integrity and authentication. [WS-Trust]

Simple Mail Transfer
Protocol (SMTP)

TCP/IP protocol governing electronic mail transmissions.
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Simple Object Access
Protocol (SOAP)

The standard for Web services messages. Based on XML, SOAP defines an
envelope format and various rules for describing its contents. Along with WSDL and
UDDI, SOAP is one of the three foundation standards of Web services.

Secure Sockets Layer
(SSL)

A protocol for managing the security of a message transmission on the Internet. SSL
uses a public-and-private key encryption system, which also includes the use of a
digital certificate.

Total Cost of
Ownership (TCO)

A type of calculation designed to help consumers and enterprise managers assess
both direct and indirect costs and benefits related to the purchase and use of an IT
component or system.

Transmission Control
Protocol / Internet
Protocol (TCP/IP)

A protocol for communication between computers, used as a standard for transmitting
data over networks and as the basis for standard Internet protocols.

Transport Layer
Security (TLS)

A security protocol that ensures privacy between communicating applications and
their users on the Internet.

Trust

The characteristic that one entity is willing to rely upon a second entity to execute a
set of actions and/or to make set of assertions about a set of subjects and/or scopes.
[WS-Trust]

Trust Domain (Trust
Realm)

An administered security space in which the source and target of a request can
determine and agree whether particular sets of credentials from a source satisfy the
relevant security policies of the target. The target may defer the trust decision to a
third party (if this has been established as part of the agreement) thus including the
trusted third party in the Trust Realm. [WS-Federation]

Trust Realm

See Trust Domain

tScheme

Independent UK organization setup to develop assessment criteria against which it
approves Trust Services.

Validation Service

A Web service that uses the WS-Trust mechanisms to validate provided tokens and
assess their level of trust, for example, claims trusted. [WS-Federation]

WS-* Industry standards and specifications for the use of Web services (their names start
with "WS-", for example, WS-Security, WS-Addressing, WS-Trust) — see section Web
Services Standards and Information Links (p.20) of this document

XDS.b Cross-Enterprise Document Sharing-b — IHE integration profile based on the use of

Web Services standards
http://www.ihe.net/Technical Framework/upload/I[HE ITI TF Supplement Cr
oss Enterprise Document Sharing XDS-b Tl 2008-10-10.pdf
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