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Windows Intune simplifies and helps businesses manage and 
secure PCs and mobile devices using Windows Intune cloud 
services—so your devices and users can operate at peak 
performance from virtually anywhere.
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SECTION 1

Introduction to Windows Intune™

Today’s IT management landscape.
Remote workers in multiple locations. Multiple mobile devices 
and PC configurations. Limited resources. Even with the most 
advanced on-site management solutions, these are just a few 
of the challenges that face business like yours every day, and 
why many businesses are looking to the cloud to help them 
address these challenges.
Windows Intune is a solution that can help you meet these challenges, and take PC 
management to a whole new level of flexibility. With the development of cloud-based 
management services with Windows Intune and the evolution of the on-premises System 
Center 2012 management suite, Microsoft supports both classic on-premises solutions and 
private cloud-based infrastructure to meets your business’ needs and drive efficiency. 

This section will discuss:
Today’s IT management landscape
Solving business problems with 
Windows Intune
How can the Windows Intune 
solution help you?
Microsoft Online Services

Magnify 
   insight.

Simplify
 PC management.
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OvERvIEW:

Windows Intune™ can help your business.
Windows Intune is a comprehensive solution that offers 
the powerful combination of Windows Intune cloud 
services and Windows software. 

Windows Intune helps businesses keep their Windows-based PCs and mobile devices well-
managed and secure from virtually anywhere with cloud-based management tools, reports 
and an upgrade license to the latest version of Windows. Windows Intune enables users to 
more securely access targeted applications for the devices they use to get work done while 
on the go. 

The result? Simplified management, comprehensive security functionality, and greater 
productivity.

Windows Intune can help your business in three key areas:

Take advantage of 
Microsoft’s experience 
with cloud services and 
IT solutions to give your 
Information Workers the 
flexibility they need.

Help manage and 
secure PCs and mobile 
devices

1

Empower users to 
stay productive

2

Streamline 
operations and 
drive efficiency

3
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Help manage and secure PCs and mobile devices 
anywhere.
The Windows Intune™ cloud service helps you centrally manage 
and secure your PCs and your employees’ mobile devices through a 
simple Web-based console—whether your IT staff or end users are 
in the main office, in a branch office, or on the road. 

By replacing the need for multiple tools and an extensive server-based infrastructure with 
this easy-to-deploy cloud service, you can: 

•	 Track up to the minute system health data: Through the Web-based Admin console 
you can see an up to date views of the alerts and system health for all your managed 
devices. 

•	 Identity federation: You can use tools such as the Microsoft Online Services Directory 
Synchronization tool (DirSync) and Active Directory Federation Services (ADFS) to 
seamlessly integrate your local Active Directory Domain Service (AD DS) infrastructure 
with Windows Intune and have a single sign on experience for both users in the cloud 
and on-premises.

•	 Protect PCs from malware: Help protect your PCs from the latest threats with 
centralized endpoint protection that uses the same trusted malware protection engine 
used in System Center Endpoint Protection 2012 and Microsoft Security Essentials. 

•	 Manage updates: Centrally manage the deployment of updates to Microsoft and most 
third-party software publishers, keeping the applications your workers need current.

•	 Distribute software: Deploy licensed software, like Microsoft Office 2010, or many 
third-party applications, to PCs located nearly anywhere via the cloud.

•	 User-empowerment: Allow your users to provision their own devices and install 
published software using the Windows Intune self-service company portal. 

•	 Proactively monitor PCs: Receive alerts on updates and threats so that you can 
proactively identify and help resolve problems with your PCs virtually anywhere.  

•	 Provide remote support: Resolve PC issues, regardless of where you or your users are 
located, with remote assistance and remote tasks. 

•	 Track hardware and software inventory: Track hardware and software assets used in 
your business to efficiently manage your assets.

•	 Set security policies: Centrally manage update, firewall, and endpoint protection 
policies, even on remote machines outside the corporate network.

•	 Manage licenses: Manage Microsoft volume License Agreements and other license 
agreements, including retail, Original Equipment Manufacturer (OEM) licenses and 
third-party software licenses, to track how many licenses you’ve purchased against 
what you’ve installed.* 

•	 Increase insight with reporting: Generate and save custom reports for updates, 
software, hardware, and licenses. Export data as a comma separated value (CSv) file 
and import it directly into Microsoft Excel® or other reporting tools for further analysis.

Overview: Windows Intune can help your business

“By using Windows Intune, 
IT-related travel requirements 
have been greatly reduced. 
For asset management and 
other PC support tasks, we’ve 
cut IT labor hours by at least 
50 percent.”
—Mineyoshi Naka, Tokyo Branch 

Manager, Kelc Electronics System
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•	 Automate group membership: Use AD DS security groups and user account 
membership to automatically assign Windows Intune™ policies, updates and software 
deployment rights.

•	 Manage mobile devices: Use Windows Intune to integrate and manage mobile phone 
and tablet devices including Windows Phone, iOS and Android devices.

•	 Set mobile device security policies: Create mobile device specific security policies to 
control access to business communications and better protect the data on mobile 
device. 

•	 Protect data on mobile devices: Remotely wipe personal and business data from 
mobile devices if they are lost or stolen.

* This feature is provided for convenience only and accuracy is not guaranteed. You should not rely on it to confirm your 
compliance with your license agreements. We do not utilize data gathered from the software license management feature to 
investigate potential violations of or compliance with our license agreements.

In order to use the core service features, you just need an Internet connection and the 
Windows Intune client installed on each PC you wish to manage. To enable the directory 
integration features you will need to link your AD DS with Windows Intune. Integration with 
your Microsoft Exchange infrastructure will allow you to enable the Windows Intune mobile 
device management features. All these features can be used by in-house IT professionals or 
by solution providers to manage the PCs and mobile devices of multiple businesses.

Additionally, Windows Intune can be used with the most common professional software 
automation (PSA) and customer relationship management (CRM) tools used by solution 
providers, so they can offer smooth tracking from issue to resolution.

Overview: Windows Intune can help your business
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Empower users to stay productive.

Works where your users do
With minimum effort you can provide an end-to-end Microsoft solution that includes PC 
management, mobile device management, endpoint protection, software deployment, 
Windows upgrades, and more—to your end users wherever they are working.
 
User-centric management
User accounts are integrated into Windows Intune™ to allow you to deploy software to PCs 
and make device applications and mobile device policies available to computers associated 
with users and security groups. 

Self-service portals
Users can access their own customized HTML 5 Web portal to allow them to complete 
simple management and software deployment tasks all under the control of the IT 
Administrator.

Streamline Operations and Drive Efficiency
With Windows Intune, you can provide a better experience for your workforce that’s easier 
to manage. You can upgrade to the latest version of the Windows client or run a prior 
release—it’s your choice.

Integrate user mobile devices
Allow your employees to use their mobile devices to connect to your business 
communications while keeping data better protected and enforcing security requirements 
for your business.

Manage the Windows version you want
Windows Intune supports management of your existing Windows client infrastructure. 
Whether you are using Windows 7, Windows vista®, or Windows XP, you can manage 
through a single Web-based management console.

Get the latest Windows experience
Windows Intune includes upgrade rights for future versions of Windows, so with an active 
subscription you are able to utilize the power of the latest Windows client features without 
purchasing upgrade licenses in the future.

Overview: Windows Intune can help your business

“By using Window Intune, we 
can save $20,000 a year in 
malware costs and $50,000 
in Windows 7 licenses for 
staff at headquarters. That’s 
money we can funnel back 
into field programs that 
benefit children.”
—Ken Supersano, Senior Director of 

Technology, Save The Children
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How can the Windows Intune™ solution help you?
Bringing the power of multiple technologies together, 
Windows Intune provides a comprehensive solution to 
address IT management and security challenges so that 
you can give your end users the best IT management 
experience. Windows Intune enables three layers of 
management solutions depending on the business needs 
you have. 

The first layer is the core Windows 
Intune cloud services layer, these have 
been updated to provide greater 
functionality and performance. Next 
Windows Intune has a new user-centric 
approach that enables IT Professional 
to target key management functions 
at user accounts. These user accounts 
are based on the Windows Azure 
Active Directory this is the same 
online directory service used for other 
Microsoft Online Services such as Office 
365. This means you can synchronize 
users and groups from your existing 
online services and manage them with 
Windows Intune. Finally, Windows 
Intune has been extended to support 
a range of mobile devices. You will be 
able to link Windows Intune to your 
on-premises Microsoft Exchange Server 
infrastructure to enable new mobile 
device management features through 
the Windows Intune Admin Console. 

M
OBILE DEVICE-ENABLED

PEOPLE-CENTRIC

WINDOWS
INTuNE 

CORE
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Enable greater 
employee flexibility 
to work from 
almost anywhere.

Reduce support 
costs and increase 
uptime. 

Create a uniform PC 
environment. 

Enhance PC 
security. 

Objective How can Windows Intune™ Core features help? 

• Manage PCs to provide better support for your users, whether they are working at 
home, in a remote office, or on the road.

• Integrate with Windows Azure Active Directory Service so you can sign-in to the 
Windows Intune management portals using the same user identity for all these 
services. 

• Give your users the best mobile experience with Windows mobility features like 
power management and easy network connections.

• Enable your IT department to work from anywhere too—management tasks, such 
as distributing software can be performed from the web-based Admin Console 
to nearly any PC and provisioned LOB software can be made available to user’s 
mobile devices through the cloud. 

• Support for the peer distribution platform to optimize bandwidth utilization for 
software application and software update downloads.

• Proactively detect and manage issues with health monitoring and alerts to reduce 
help-desk calls.

• Help users resolve issues remotely with online Remote Assistance. 

• Keep Microsoft and third-party applications current with the latest updates.

• Upgrade your PCs to the latest version of Windows—or standardize on the 
Windows version of your choice. 

• Centrally manage the updates you wish to deploy to all of your PCs, so you 
can keep all your PCs current and standardized with needed updates. So if any 
problems arise, you only have one configuration to troubleshoot.

• Inventory the software being used throughout your environment, and reconcile 
license gaps.

This feature is provided for convenience only and accuracy is not guaranteed. You 
should not rely on it to confirm your compliance with your license agreements. 
We do not utilize data gathered from the software license management feature to 
investigate potential violations of or compliance with our license agreements.

For full set of terms and conditions associated with your use of the Windows Intune 
service, refer to your agreement and accompanying use rights.

• Help protect your PCs with Windows Intune endpoint protection, which uses the 
same trusted protection that is used in System Center Endpoint Protection 2012.  

• Ensure that all of your managed PCs have the latest Microsoft security updates 
with online update distribution and management. 

• Centrally manage Windows Firewall using the cloud service.

• Help protect data with BitLocker and BitLocker To Go.

How can the Windows Intune solution help you?
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Integrate with 
Windows Azure 
Active Directory.

Provide 
people-centric 
management.

Enable Bring Your 
Own Device (BYOD) 
scenarios. 

Protect data on 
mobile devices. 

Allow user self-
service scenarios.

Objective

Objective

How can Windows Intune™ help people work more 
effectively with their devices? 

How can Windows Intune mobile device-enabled 
features help? 

• Allow users to logon to Windows Intune with a Windows 
Azure Active Directory service user account.

• Connect Windows Intune to your existing on-premises Active 
Directory Domain Service to automate management tasks 
and provide single sign-on for your end users.

• Distribute in-house line of business (LOB) applications to 
targeted user groups, allowing your information worker to 
do their work from virtually any place at any time.

• Manage application deployments and track provisioned 
application downloads.

• Link your AD DS with Windows Intune to utilize user 
accounts, security groups and other AD DS elements in your 
Windows Intune environment.

• Provide a customized self-service company portal to help 
support your employees wherever they may be.

• Connect your Windows Intune cloud service to your 
Exchange ActiveSync on-premises infrastructure.

• Identify mobile devices used by your end users.

• Create security policies that only allow access to mobile 
devices that support your security needs.

• Wipe data for lost or stolen devices.

• Users can select LOB applications that they wish to install 
directly from their mobile device.

• If a user gets a new device you can allow them to add 
it to the service, as long as it meets your security policy 
requirements.

How can the Windows Intune solution help you?
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Microsoft Online Services.
With over 20 years’ experience with business software and 
nearly 15 years’ experience with cloud computing, you 
can trust that Microsoft cloud services are delivered to 
you with the reliability and security features you expect 
for your business. Microsoft offers a complete portfolio of 
business cloud services, including Office 365, the Windows 
Azure™ software platform, and Windows Intune™.

With Microsoft Online Services, we’ve made it simple to extend the latest cloud technology 
to your entire workforce—remote workers, mobile workers, or on-site workers. 

As with all Microsoft Online Services, Windows Intune gives you the ability to quickly 
enhance and expand your IT capacity by adding services without having to invest in the 
development of new skills or the infrastructure to deploy new hardware or software.

Your Windows Intune service uses the Windows Azure Active Directory service to allow you 
to use the same logon IDs for all your administrators and users whatever Microsoft Online 
service they use. 

You can rely on Microsoft online services because:

• Microsoft online services provide the reliability and security features you expect for 
  your business.
  - Scheduled uptime of 99.9 percent.
  - Financially backed service level agreement.
  - Around-the-clock support.

• Windows Intune takes advantage of the Microsoft Update and Windows Update 
infrastructure, which supports hundreds of millions of PCs.

• Personal information received through Microsoft cloud services is used only to provide, 
operate, and improve this and other Microsoft products and services. To review the 
Microsoft Online Services Privacy Statement, visit www.microsoft.com/online/legal.

• Microsoft has established itself as a leader in delivering management solutions with its 
System Center family of products. And we’ve leveraged this experience in developing 
Windows Intune.

Twenty million businesses
and over a billion people use
Microsoft cloud services.

AzureWindows® TM

www.microsoft.com/online/legal
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Microsoft Online Services

Easy to deploy and manage

Quickly and easily extend new 
capabilities to your organization 
from one central control panel.

Plus centralized management lets 
you add new end users and 
manage them all from one place.

Monitoring and reporting tools

Monitoring and reporting consoles  
keep you in control of the services  
you offer end users.

Increased productivity using 
Business-class tools

End users can securely access the 
service anywhere without the need 
for an VPN connection.

IT professional Admin console

Remote worker Mobile worker On-site worker

1

2

3

1

3

2

4

As part of Microsoft Online 
Services, Windows Intune™ 
offers these benefits:

• Latest technology

• Ease of use

• Strong privacy protection

• Predictable and controllable 

costs

IT Control & Efficiency

• Help eliminate the time and effort 
spent deploying and maintaining 
servers while keeping IT staff in 
control.

User Productivity 

• Give employees the flexibility to 
work from nearly anywhere without 
compromising productivity. 

Business-class security & 
reliability: 
• Designed to deliver the reliability, 

availability and security you expect 
for your business with a 99.9% 
scheduled uptime, financially-
backed SLA. 
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Windows Intune functionality

SECTION 2

Windows Intune™ functionality

This section discusses how  
Windows Intune:
Helps manage and secure  
PCs and mobile devices 
Empower users to stay productive
Steamline operations and drive 
efficiency

Magnify 
   efficiency.

Simplify
IT management.
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Manage and protect PCs and mobile devices.
The Windows Intune cloud service helps you centrally 
manage and secure your PCs and mobile devices through 
simple Web-based portals—whether your IT staff or end 
users are in the main office, at a branch office, or on the road.
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Windows Intune functionality Manage and protect PCs and mobile devices

System health at a glance using System Overview.
When your administrator logs in to the Web-based Admin Console, they’ll be presented 
with the System Overview page, which summarizes the status and alerts for all of your 
managed PCs. See Figure below. 

Figure 1: System Overview. With the easy-to-use Web-based console, you can 
access alerts, reports, security policies, and more.

From here you can review recent alerts, endpoint protection status, update requirements, 
agent health, policy, and software deployment alerts according to type or security level. 
You can click the link on any of the summaries to quickly get detailed information. You can 
also navigate to any of the function areas like Groups, Updates, Endpoint Protection, Alerts, 
and more.
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Windows Intune functionality

Organizing user and device groups.
Having the ability to manage users and devices (PCs and mobile devices) by organizing 
them into groups that meet your IT management needs is paramount. You can organize 
devices according to department, geographic location, function—or any custom group 
label, either by specific inclusion in a group, or for PCs via dynamic evaluation of inclusion 
either by organizational unit and/or domain. For users, the same dynamic evaluation 
is available either by Security Group or Manager. As new users or devices come under 
Windows Intune™ management, they can be dynamically added to the appropriate groups. 

From the Groups Overview, you get a complete view of the managed PCs in your 
environment, with alerts, updates, or endpoint protection status flagged for your review. 
You can approve needed updates and scan warnings to determine further action. Or you 
can navigate to the Groups workspace to examine specific groups of devices or users and 
drill down to individual users, PCs, or mobile devices. The Figure below shows the Groups 
Overview with an example group structure.

Figure 2: The Groups Overview screen provides a complete view of the 
health of your managed environment.

Manage and protect PCs and mobile devices

“The latest version of 
Windows Intune will be a 
huge step forward in the 
assistance we can provide to 
staff working on projects in 
the field,” he says. “It won’t 
matter if they are monitoring 
elections in Sudan, we’ll 
be able to push out the 
applications they need to do 
their work. This is as close as 
we’ve got to being a truly 
global office.”
—George Estrada, vice President of 

Technology, Center for American 
Progress
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Windows Intune functionalityWindows Intune functionality

When you drill down to a specific PC, you can access general summary information as well 
as details on security updates and service packs, endpoint protection status, alerts, security 
policy settings, installed software, and hardware specifications. See Figure below.

Figure 3: The Hardware screen provides detailed information about each managed PC—
manufacturer, physical memory, chassis type, BIOS version, processor, clock speed, and 
more.

Manage and protect PCs and mobile devices
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Windows Intune functionality

Managing mobile devices.
The rise of mobile technology and high speed internet are driving significant changes 
in how companies operate. IT organizations are facing new challenges in protecting the 
enterprise and preventing data-leakage as employees bring their own devices to work. 

IT Professionals today need not only visibility and the ability to govern use of mobile 
devices in the enterprise but also the tools to harness mobile devices and boost employee 
productivity in their organizations.

With your Windows Intune™ subscription, you have the option to manage mobile devices 
that connect to your Exchange Server environment, directly from the Admin Console. 
Windows Intune provides you with the following key benefits:

• Gain visibility into which devices are connected to the corporate environment and 
control which devices can connect to your Exchange servers.

• Deploy security policies and device access rules to Exchange connected devices such as 
Windows Phone, iOS and Android devices and manage device compliance

• Retire and wipe lost or stolen mobile devices
• Provision and consumption line of business (LOB) mobile applications to supported 

mobile devices
• Enable information workers to engage with IT through Windows Intune company 

portals.

To set up mobile device management, install and configure the Windows Intune Exchange 
Connector to work with your Exchange Client Access server. This software is available for 
download from the Windows Intune Administration console and once configured it allows 
you to manage users and their mobile devices in Windows Intune. For more information 
about user management in Windows Intune, see the Windows Intune online help.

Figure 4: Windows Intune Mobile Device Management workspace. 

Manage and protect PCs and mobile devices

“Being able to use Windows 
Intune to issue a security 
update or remotely initiate 
a malware scan without 
interrupting our employees’ 
workday saves time for the 
IT staff and helps avoid 
hours of PC down time.”
—Justin Hughes, Desktop 

Administrator, Ontario Systems
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Windows Intune functionality

Using the Exchange connection Windows Intune™ automatically starts discovering and 
adding the mobile devices of managed users to your Windows Intune device inventory.

Figure 5: Mobile devices automatically added to the Windows Intune device inventory. 

You can drill down to a specific mobile device, access system information, alert details, 
hardware specifications, and security policy settings.

Manage and protect PCs and mobile devices
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Windows Intune functionality

In addition, a Mobile Device Summary view is available in the Systems Overview workspace 
to allow you to track the current mobile device distribution in your managed environment.

Figure 6: Mobile Devices Inventory details. 

Figure 7: Mobile Device Summary view provides a view of the mobile devices that are 
accessing your companies e-mail.

Manage and protect PCs and mobile devices
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Windows Intune functionality

Setting mobile device access rules and mobile security policies.
Windows Intune™ also lets you define rules which govern the Exchange access levels for 
different mobile device types. Using these rules, you can instruct Exchange to Allow, Block, 
or Quarantine devices, based on their device type and model.

If you allow the mobile devices to connect you can then control their security settings using 
policies. These mobile device policies can set requirements such as passwords and data 
encryption settings, which are then saved to Exchange, and applied to devices connecting 
to your company’s Exchange server through Exchange ActiveSync. 

Figure 8: Mobile Security Policies control settings on mobile devices 
accessing company e-mail.

Manage and protect PCs and mobile devices
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Windows Intune functionality

Retiring and wiping a mobile device.
If a mobile device should no longer access your business data, say for example it was lost or 
stolen, you have the ability to remotely retire them and, optionally, choose to wipe all data 
from the device to restore it back to its default settings.

Figure 9: Protecting your business data on missing or stolen devices.

Manage and protect PCs and mobile devices
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Windows Intune functionality

Provide mobile device users with a self-service portal.
With Windows Intune™, you can empower the information workers in you company by 
distributing licensed mobile applications and allowing information workers to select the 
business applications they need on their mobile device, when they need it. 

Complete a simple wizard to guide you through the process of publishing the mobile 
device application. This includes providing the application binaries, selecting the target 
operating system type, and version. 

Once the application has been uploaded to the Windows Intune cloud, you can deploy 
these mobile applications to specific user groups.

The mobile device users can log in and then access a catalogue of these line of business 
(LOB) applications and install applications to their iOS and Android devices.

You can also easily customize the mobile company portal 
and provide your mobile device users with a familiar 
experience that is consistent with their company’s brand. 
Furthermore, users can easily engage their IT department 
from the company portal, they can click to call, e-mail or 
access a support website to help them with any problems 
they run into.

Figure 10: Getting mobile device applications via your own mobile company portal.

Figure 11: Getting mobile device help 
via the mobile company portal.

Manage and protect PCs and mobile devices
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Windows Intune functionality

Managing and deploying updates.
Keeping updates current is one of the most critical responsibilities for many IT professionals; 
it can also be one of the most time-consuming and challenging. Which of your PCs need 
which updates? And when do you have time to check and install these updates on all the 
PCs you’re responsible for?

Windows Intune™ includes update management to help you schedule and deploy updates 
to Microsoft software and many third-party applications to keep your managed PCs 
running efficiently. 

From the administration console, you can assign updates for distribution, for both 
Microsoft and third-party applications. Critical issues, such as deployment failures, appear 
at the top of the list on the Updates Overview page. These are followed by new updates 
that require your approval, as well as other informational alerts. You can also view updates 
by type. See Figure below.

Manage and protect PCs and mobile devices

“We’re a small organization 
with an enterprise mission. 
We had the PC management 
needs of a larger business 
but not the IT resources to 
match them. Now, using 
Windows Intune, we’ve fully 
met this challenge.”
—Stan Massat,Information Systems 

Manager, California Strawberry 
Commission

Figures 12 & 13: The Updates Overview screen summarizes the updates status of your 
managed PCs. You can drill down into different types of updates, such as Security Updates, 
to view properties and manage deployment. 
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Windows Intune functionality

With Windows Intune™, you get the same list of updates as Windows Software Update 
Service, with the same level of control, but without the onsite infrastructure. Updates are 
delivered directly to any of your managed PCs that have an Internet connection. 

You can define what types of updates to make available to PC groups. For security updates, 
you may choose to make them available to all your managed PCs. But for other updates, 
you may want to ensure compatibility prior to broadly rolling out the updates to all your 
managed PCs. In that case, you can create an update “test group” and assign updates to 
those select PCs to assess compatibility first. 

From the updates screen, you can filter results according to status such as “New updates 
to approve” or with “Pending installation.” When you approve updates, you can select 
how and where these updates will be installed or even create a rule to approve updates 
automatically. See Figures below.

Figure 14: The Updates screen lets you set specific deployment settings, sorted by group 
name or filtered by Knowledge Base (KB) article. 

Manage and protect PCs and mobile devices
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Windows Intune functionality

You may also deploy third-party software updates* from the administration console—you’ll 
be required to complete a simple wizard to encrypt, compress and upload the software 
update to prepare it for distribution.** Once the update is published, you can then choose 
to deploy the update to the required groups.

* The software update needs to support silent or quite mode installation to use this feature of Windows Intune.
** Please see section on Distributing Software for more information.

Figure 15: The Updates screen lets you see details of Security Updates contained in a 
specific Security Bulletin. 

Manage and protect PCs and mobile devices
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Windows Intune functionality

Distributing software.
Windows Intune™ uses the cloud to simplify the complex task of distributing most 
Microsoft® and third-party applications* and updates to PC’s, based on targeting User or 
Computer Groups. With Windows Intune, IT administrators can centrally publish and deploy 
licensed software to managed PCs and make mobile device applications available for 
download by their users from the self-service company portal.*

From the Windows Intune administration console, the IT administrator completes a simple 
wizard to guide them through the process of publishing the software for distribution. See 
Figure below. These software or update packages can take the form of .EXE, .MSI or .MSP 
files for the Windows Platform, .IPA and .PLIST files for iOS, and .APK files for the Android 
platform. The wizard will prompt a series of steps where the administrator will be asked 
to enter basic information about the licensed software and define any pre-requisite rules 
such as application architecture, supported operating system, or detection of underlying 
required software for updates. Once this information has been entered, the wizard will then 
encrypt, compress, and upload the package to Windows Azure storage space until it’s ready 
for deployment. 

* If the software does not support silent or quiet mode installation, you cannot install the application using Windows Intune.

Figure 16: The Windows Intune 
Software Publisher will guide you 
through the process of publishing 
software for distribution.

Manage and protect PCs and mobile devices
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Trial subscriptions are limited to 2GB of storage space but paid subscriptions include 20 GB, 
with the option to purchase more space if needed.

Once the software is published, it appears in the Managed Software workspace. 
Administrators can then choose to deploy the software to select computer groups or user 
groups. See Figures below. 

Monitoring of these installations can be done through the Managed Software workspace in 
the Windows Intune™ Administration Console. 

Figure 17: The Managed Software screen displays the list of published software that is ready 
for deployment. 

Manage and protect PCs and mobile devices

“The upgrade to Windows 7 
from Windows XP was key: it 
allowed us to standardize on 
the latest desktop operating 
system, while saving about 
€18,000 [$24,300] in license 
costs.”
—Hakan Kutlug  Head of 

Information Technology, 
goetzpartners

For technical guidance on using the software distribution functionality in the Windows 
Intune™, please read our “Best Practices for Deploying Software with Windows Intune” 
whitepaper.

http://technet.microsoft.com/en-us/library/hh441740.aspx
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Protecting PCs from malware.
With Windows Intune™ you won’t need to purchase and manage a separate antimalware 
product—it provides management and security features in a single subscription. Windows 
Intune provides real-time protection against malware threats—including, viruses, trojans, 
rootkits, and spyware—with centralized management, reporting, and protection built on 
the same trusted malware protection engine used in System Center Endpoint Protection 
2012 and Microsoft Security Essentials. 

In addition to real-time protection, system scans can be scheduled as a policy (see the 
“Setting Security Policies” section) and then applied to clients to provide an additional layer 
of protection against malware on your managed PCs.

If an attack is detected, Windows Intune Endpoint Protection will attempt to block the 
attack and remove the malware to help ensure that the computer remains in a usable state. 
It will also notify you of the recent malware activity and the follow-up actions you need to 
perform, if any. See Figures below.

• Anti-virus, anti-spyware, and 
rootkit protection

• Dynamic signature service

• Centralized management and 
reporting

Windows Intune endpoint 
protection highlights:

Figures 18 & 19: The Endpoint Protection Overview screen summarizes the malware status 
of your managed PCs. From there, you can drill down and see malware activity on a per-PC 
basis. 

Manage and protect PCs and mobile devices
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People-centric management.
Within Windows Intune™ you have the ability to manage your PCs and mobile devices with 
the device user in mind. You can synchronize Windows Intune with the Windows Azure 
Active Directory service and your own Active Directory Domain Service (AD DS). This 
allows you to create dynamic target Groups based on AD DS properties. In this way you 
can be sure that if a user account is placed into a security group in AD DS their associated 
computer will receive the updates, software, and polices in Windows Intune.

Figure 20: The All Users group 
contains all users with devices 
that are managed by Windows 
Intune.

Manage and protect PCs and mobile devices

Figure 21: Device association in Windows Intune™.

All devices can be assigned to a user in Windows Intune.
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Remote tasks.
Windows Intune™ can help you perform a number of on-demand tasks - directly from the 
administration console - to your Windows Intune-managed PCs. When you right-click on a 
specific PC, you will see a context menu with a number of actions, including: Add to Group, 
Retire, Remote Tasks, and so on. By selecting “Remote Tasks” you can perform a number of 
tasks on a Windows Intune managed computer. These include:

• Run Full Malware Scan: Starts an immediate full scan of the client computer. 
• Run Quick Malware Scan: Starts an immediate quick scan of the client computer, 

searching for select files and common file paths in just a few minutes.
• Restart Computer: Forces a managed computer to restart.
• Update Malware Definitions: Instructs the client software on the managed PC to check 

for the latest Windows Intune malware definitions.
• Refresh Policy: Instructs the client software on the managed PC to check for the latest 

Windows Intune policy
• Refresh Inventory: Starts an immediate hardware and software inventory scan of the 

client computer.

Figure 22: With Remote Tasks, you can perform certain actions 
on demand to Windows Intune managed PC.

Manage and protect PCs and mobile devices
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Monitoring health and alerts.
Windows Intune™ enables you to monitor PCs and proactively identify potential issues. Alert 
groups and color-coded visual indicators in the System Overview workspace make it easy to 
quickly identify any issues in your managed environment. 

If you go directly into the Alerts workspace, you will see the Alerts Overview page—here 
you get a view of all the active alerts about malware protection failures, warnings and 
errors, policies, configuration updates, and more. By using this view, you have a snapshot of 
the health status of computers across your organization. See Figure below.

Figure 23: The Alerts Overview page lets you view alerts by type, by group, or individually 
on a computer-by-computer basis and gives you the ability to view based on Alert date, 
category, or severity.

You may also configure specific alerts to be reported according to a specified threshold 
based on frequency, number or percent of computers affected. For example, if your end-
users are regularly filling their hard drives, you can customize the alert threshold to notify 
you when the hard drive on your Windows Intune-managed PCs is 75% full. By customizing 
such alerts, you can be more proactive in identifying potential issues, evaluating the 
magnitude of the issue, and subsequently providing support before the issue seriously 
impacts PC performance and user productivity.

For service providers using common professional software automation (PSA) tools, alerts 
that are generated in the Windows Intune administration console can be imported into 
their respective PSA tool for ticket tracking and resolution.* Once the alert has been 
resolved, the service provider can mark the ticket as “closed” in their PSA tool and clear the 
alert in the Windows Intune administration console.

*Note: In order to integrate Windows Intune alerts into common PSA tools, 3rd-party software may be required.

Alerts can be sent immediately 
to you via e-mail, so you don’t 
have to be logged into the 
Admin Console to get the 
latest information.

Manage and protect PCs and mobile devices

“By using Windows Intune, 
we can provide a better 
service because we can 
respond proactively and 
remotely, before a machine 
really starts to play up. 
You might say that Intune 
breaks free from many of the 
traditional drawbacks that 
other security solutions suffer 
from, such as slowing down 
the computer and the fact 
that users have to consider 
all kinds of questions and 
warnings. That’s no longer 
necessary.”
—Anne Holm Hanse, Managing 

Director, Hold Danmark Rent
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Setting security policies.
The Policy Overview page enables you to view security settings for all of your managed PCs 
and Mobile devices. You can create new policy settings based on simple template-based 
configurations, helping reduce complexity and drive consistency. The template agent lets 
you create standard policies to configure security updates, mobile device policies, malware 
protection, and firewall policies. These policies can be assigned to any managed computer 
in your PC environment, regardless of whether it is inside or outside the corporate domain.* 
See Figure below.

*If Group Policy objects are applied, then these settings will take precedence over the security policy settings in Windows Intune™ and an 
alert will be generated to inform you of the conflict.

Figure 24: New policies can be added, edited, deleted, and deployed from a single page—
and the template page helps streamline the process.

Manage and protect PCs and mobile devices
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Tracking software and hardware inventory.
Understanding what software you have, what hardware the software runs on, and whether 
the business is utilizing these assets efficiently is a critical, yet time-consuming task. With 
Windows Intune™, you can efficiently inventory your managed software and hardware 
assets through the Web-based console. See Figure below.

Figure 25: Track software 
assets on all of your managed 
PCs to efficiently manage 
your assets, licenses, and 
compliance.

Manage and protect PCs and mobile devices
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Plus you can run reports to identify installed software applications and hardware inventory 
to help you maintain compliance, understand current needs, forecast future IT spending, 
and save on the cost of maintaining extra licenses you don’t need. 

Advanced software inventory scanning can also help you find unapproved applications that 
may raise license compliance issues or cause compatibility issues. Data can be gathered 
on software assets in a single query—it takes just seconds per managed PC and doesn’t 
interrupt work. 

Hardware filters can help you create detailed reports on your hardware inventory. The 
filters include: Manufacturer, Chassis type, Available disk space, Memory installed, and CPU 
speed. See Figure below.

Figure 26: Detected Software inventory reports can be 
filtered by group, publisher, or category, depending on 
your needs.

Manage and protect PCs and mobile devices
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Managing licenses.
Using the Licenses workspace in Windows Intune™, you can track your purchased licenses 
against actual installations for select Microsoft Software volume Licenses as well as 
Microsoft Retail Licenses, Original Equipment Manufacturer (OEM) licenses for Microsoft 
software, and third-party software licenses. 

Microsoft volume licensing agreements
You can enter license agreements into Windows Intune using a comma-separated values 
(CSv) file or manually enter the pairs of numbers for each agreement: the authorization or 
agreement number, and the license or enrollment number. These numbers are supplied by 
MvLS when licenses are purchased, upgraded, or renewed. See Figure below16. Windows 
Intune will synchronize with the Microsoft volume License Services (MvLS) to determine 
the license entitlement that corresponds to the agreements.

Figure 27: Add your Microsoft volume Licensing agreements by entering agreement 
number pairs manually or uploading a CSv file.

Manage and protect PCs and mobile devices
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After license agreements are entered into Windows Intune, you will be able to compare the 
purchase information from your agreement to software actually discovered on your PCs. 
You can then create license reports that show installation counts and license counts for 
your software titles and assess your complete license position.* These reports are for your 
use only; Microsoft cannot access or view your license reports. 

Note: Features of the Licenses workspace do not affect your license agreements or 
entitlements to use your software. No actions that you perform in Windows Intune can 
change the properties and terms of your license agreements with Microsoft. For example, 
deleting a license agreement pair in Windows Intune does not delete or nullify license 
agreements that exist between you and Microsoft.

Other licensing agreements
For Microsoft Retail Licenses, Original Equipment Manufacturer (OEM) licenses for 
Microsoft software, and third-party software licenses, you can enter details such as the 
publisher name, software title, number of licenses purchased, license start date and so 
forth. As you start typing into the appropriate fields, the auto-complete feature reconciles 
what’s in your software catalog, either for deployment or with at least one installation on a 
Windows Intune™ managed PC, and suggests names for completion. See Figure below.

Figure 28: Add Microsoft 
Retail Licenses, Original 
Equipment Manufacturer 
(OEM) licenses for 
Microsoft software, and 
third-party software 
licenses.

*This feature is provided for convenience only and accuracy is not guaranteed. You should not rely on it to confirm your compliance 
with your license agreements. We do not utilize data gathered from the software license management feature to investigate potential 
violations of or compliance with our license agreements.

Manage and protect PCs and mobile devices
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Increase insight with reporting.
With Windows Intune™, you can generate and save reports for major function areas such as 
updates, detected software, hardware, endpoint protection and more. For example, you can 
now create reports identifying PCs with low disk space or PCs with less than 2GB of RAM. 

For enhanced reporting functionality, data can be imported into other reporting tools for 
further analysis. For example, if you want to export data for further analysis, you can export 
it as a comma-separated-value (CSv) file and import it directly into Microsoft Office Excel®. 
And then you can organize the data into a view that’s most helpful for you.

You can also save specific report parameters across the available reports—Update, Detected 
Software Inventory, Hardware Inventory, License Purchase, or License Installation—to make 
it simple to run a report again if there are changes in your environment. See Figure below. 

Figures 29: All reports can be exported to CSv files for further analysis using tools such as 
Excel.

Manage and protect PCs and mobile devices

“Soon we’ll be moving to the 
office of the future. A large 
number of our employees 
will be working in the field, 
at customer sites, in hotels, 
on trains, at airports, or at 
home, but we can manage 
their PCs and deliver the 
IT services they need with 
Windows Intune. We needed 
an optimal IT solution and all 
the indications are that we 
have found one.”
—Jahn Wahlbäck, CEO, Fasticon
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Assisting remote users.
You’ve received a call to your help desk from a frustrated employee who is having trouble 
installing a printer. What if you could see down the line to find out why? With Windows 
Intune™, you can remotely respond to user requests for help to diagnose issues and identify 
steps to resolve problems, using a remote session. See Figure below.

With remote assistance, you can: 

• Rapidly respond to user requests for help.
• Take control of remote desktops—once permission is given by the user—for rapid 

problem resolution.
• Transfer files to and from remote PCs
• Link in other support technicians
• Enable end users outside the corporate firewall to work more productively and 

experience less downtime if they have a problem.

Figure 30: Use the Windows Intune Center, installed on the user’s 
PC, to initiate a remote assistance session. 

A user is able to request help whenever they need it, as long as they are connected to the 
Internet Windows Intune will generate an urgent alert which can be routed to support 
e-mail aliases. The Windows Intune Administrator can then logon to the service and 
connect remotely to the PC, wherever the PC is and wherever the Administrator is.

Once connected the Administrator can remote control the user’s PC, communicate with 
them in a private chat session, collect log files, transfer support files, and walk the user 
through the steps needed to resolve their problem.

Manage and protect PCs and mobile devices
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Centralize administration of Windows Intune™.
From the Admin Console, you can configure policies and preferences for how your 
organization uses Windows Intune such as:
• Add additional IT administrators
• Select administration type—full-service or read-only access.
• Configuring what types of updates you want to deploy and manage.
• Setting up how IT administrators are alerted to issues.

 
The Administration page is also where you go to download the Windows Intune client 
software that must be installed on each PC that you manage. When you create a Windows 
Intune account, Microsoft automatically creates a customized version of this download just 
for you. See Figure below. 

Figure 31: When you sign up for the cloud service, a unique identifier is assigned to your 
client software so your clients report to your console only.

Manage and protect PCs and mobile devices
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Adding service administrators.
When adding service administrators to your Windows Intune™ account, you can select 
whether to grant full administrator rights or read-only access to information. A read-only 
administrator can view all the information in the Windows Intune Administration Console, 
but cannot take any action such as approving an update or running a scan.

Once you add administrators, you can also subscribe them to the alert categories they are 
responsible for. This will ensure they are sent alert notifications via email as soon as they 
occur, subsequently driving greater efficiencies among your IT staff. See Figure below.

Manage and protect PCs and mobile devices

Figure 32: Select which administrators you would like to designate as 
recipients for specific alert categories. 
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Using the Multi-Account Console.
If you have a very large organization that has thousands of computers organized into 
divisions around the globe, or are a solution provider that supports many different clients, 
Windows Intune™ can help.

The Multi-Account Console helps you organize accounts into a single Web-based 
view. From the account selection screen, you get an aggregate view of your managed 
environments to easily monitor the status and health of client PCs, including Agent Health, 
Updates, Policy, and Endpoint Protection. You can change your filter to view by “accounts 
with critical alerts” or “accounts with malware protection issues”, so an account in need of 
urgent assistance will rise to the top of the list. See Figure below. 

Figure 33: The Multi-Account Console 
makes managing multiple accounts easy. 
The aggregate view helps to prioritize 
action items.

Manage and protect PCs and mobile devices

If you are an administrator to several accounts, when you log into Windows Intune™ with 
your administrator account, you will be prompted with the Multi-Account Console screen. 
To access an account, simply select the account name and select View Account. This action 
will take you to the System Overview page, within the Windows Intune console, for that 
specific customer or account. See Figure 32. 

Want to switch to a different account?
It’s simple to switch between accounts. When you’ve completed work on an account, you 
can simply click the “Switch to another account” tab at the top right corner of the page. 
This will bring you back to the Multi-Account Console where you can select the next 
account you want to work in. 
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Service privacy, security, and reliability.
The Trustworthy Computing Initiative, a corporate tenet at Microsoft, helps ensure that all 
of our cloud services, including Windows Intune™, deliver highly secure, private, and reliable 
computing experiences.

To better provide the high degree of security and reliability your business needs, Microsoft 
Online Services:

• Runs on a global network of world-class data centers. 

• Operates redundant servers and geographically dispersed facilities help ensure that 
your online services are available when you need them.

• Protects our data centers and services using multiple layers of security and operational 
best practices. 

• Uses high-availability architecture to provide uninterrupted service even in the event of 
hardware failure on one of our servers. We maintain a backup data center on the other 
side of the country that we can switch to in the event of a disaster.

• Employs rigorously screened and highly trained staff to manage our services.

• Requires that all end users access services using secure Internet protocols such as HTTPS 
and HTTP over SSL. 

• We will not use the data collected through Windows Intune to investigate potential 
violations of other agreements you may have with us or our affiliates. To review the 
Microsoft Online Service Privacy Statement, visit www.microsoft.com/online/legal.

• Financially backed service level agreement of 99.9 percent scheduled uptime.

Manage and protect PCs and mobile devices
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Bandwidth optimization.
Microsoft recognizes that Internet bandwidth is a precious resource for businesses and 
the Windows Intune™ service optimizes its use of the bandwidth wherever possible. Using 
Windows Intune policies you can assign bandwidth limits that PCs can consume during 
work hours, additionally Windows Intune agents can use the peer distribution platform 
in Windows 7 (Pro, Enterprise, Ultimate), which is one of the technologies that power 
BranchCache. 

With the peer distribution platform technology in place PCs can download software 
and updates from other PCs on the same local subnet. This can dramatically reduce the 
bandwidth usage for a company’s Internet connection. As well as saving bandwidth this 
feature also minimized the time needed to download and install software, this results’ in 
faster deployments and an optimized end user experience.

The peer distribution platform technology is enabled automatically and the Windows 
Intune client configures itself to cache the updates and software it downloads so it can then 
share them with peers. All of this with no need for server infrastructure!

Built-in software integrity checks help ensure the downloaded software is not tampered 
with or corrupted in the process of caching and download from a peer. Additionally, 
Windows Intune encryption technology helps ensure that your internal corporate 
applications and licensed software stay protected and only install on computers that you 
specifically intended to deploy via the Windows Intune Administration Console.

Note: If you are already using a peer mode or hosted mode BranchCache within your 
environment Windows Intune automatically takes advantage of your setup without the need 
to make any additional configuration changes. 

In addition to the peer distribution platform, you can further optimize network bandwidth 
usage by using a caching proxy server at the edge of your network. The caching proxy 
server caches the files when the first computer requests them and serves them to the 
computers who request the same file within the lifetime of the file cached on the proxy 
server.

Manage and protect PCs and mobile devices
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Windows Azure Active Directory Integration.
Windows Intune™ embraces the people-centric paradigm of IT management. You can 
define users you wish to manage in Windows Intune using the Windows Azure Active 
directory, the same directory service as other Microsoft Online services such as Microsoft 
Office 365. This provides a consistent and flexible way to manage users and security group’s 
access across Microsoft Online services.

The Windows Intune account portal enables you to add and manage users individually 
or in bulk. Alternately, you can synchronize users from your Active Directory Domain 
Services (AD DS) as explained in the following section entitled “Connecting to your Active 
Directory”.

The Windows Intune account portal also enables you to identify which subset of your 
users you want to manage using the Windows Intune Administration Console. These users 
can then access the Windows Intune company portal and can have their PCs and mobile 
devices managed.

Connecting to your Active Directory
Businesses of all sizes commonly use AD DS to manage users and resources within their 
networks. Windows Intune enables you to leverage the user identities and security groups 
defined within your AD DS. 

You can use the Microsoft Online Services Directory Synchronization tool to provide 
one-way synchronization of your AD DS users and groups to Windows Intune. If you use 
Windows Intune along with any other Microsoft Online service such as Office 365 you only 
have to setup Directory synchronization once since all user identities and security groups 
are shared.

If you would like to enable your users to use corporate credentials to sign-on to Windows 
Intune you can use an Active Directory Federation Services (ADFS) 2.0 server in your 
environment. This simplifies password management for your users and ensures consistent 
application of your business’ password policies. If you choose not to use ADFS, but still use 
Directory Synchronization then you will need to manage the user passwords for the users’ 
cloud identity separately.

Manage and protect PCs and mobile devices
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Windows Intune™ requirements.

Managed PC requirements:
The Windows Intune client software is supported on both 32-bit and 64-bit versions of: 

• Windows 7 Enterprise, Ultimate, and Professional.

• Windows vista Enterprise, Ultimate, and Business.

• Windows XP Professional with Service Pack (SP) SP3.

The Windows Intune client software has no additional hardware requirements for Windows 
7 or Windows vista-based computers. However, to install the client software on Windows 
XP-based computers, you will need a CPU clock speed of 500-MHz or faster and a 
minimum of at least 256 MB of RAM.

You will also require administrator rights on the computer to complete the Windows Intune 
client software installation.

Mobile device requirements:
The following versions of mobile devices can be managed by Windows Intune:

Admin Console requirements:
To access the Windows Intune Admin Console, administrators can use any Web browser 
that supports Silverlight 4.0 such as Windows Internet Explorer® 7.0 or higher.

Company Portal requirements:
Users access the company portal through their computers Web browser or they can access 
the mobile company portal via their mobile device Web browser.

Mobile Device Operating System

Windows Phone 7 7.0 or later

iPad and iPad2, iPhones, iTouch iOS 4.0 or later

Android-based phones and mobile devices Android 2.1 or later

“The software distribution 
feature now available in 
Windows Intune will save 
us an estimated $10,000 in 
software costs because we 
can retire the third-party 
tools that we were using for 
this purpose.”
—Thomas Castleberry, COO, 

SkyWire Media
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Fits your needs.
Windows Intune™ is an all-in-one solution with PC and mobile 
device management, endpoint protection, software deployment, 
and Windows upgrades rolled into one easy purchase. Like other 
Microsoft Online Services, Windows Intune offers a predictable, 
monthly payment cycle that helps your business more accurately 
forecast expenditures. With minimal overhead, simple billing, and no 
formal training required, it’s easy to get started and maintain. 

The Windows Intune cloud service requires no costly server setup, so you can start 
managing and protecting PCs right away. Because the Windows Intune cloud service is 
hosted by Microsoft, you don’t have the overhead of maintaining on-site PC management 
servers and software. As long as your subscription is active, you get any new features or 
updates to Windows Intune cloud service automatically and access to the latest Windows 
operating system automatically—so your software is always up-to-date.

The best Windows experience.
Across many of today’s businesses, it’s fairly common for end users to be running multiple 
versions of operating systems, which makes consistency a challenge and IT support seem 
like a juggling act. Windows Intune helps you standardize your PCs on a single Windows 
operating system and create a uniform PC environment that’s easier for you to manage and 
support and offers end users a more consistent PC experience. It’s your choice—you can 
upgrade to Windows 7 Enterprise or standardize on a prior version of Windows. 

You automatically gain access to future versions of Windows operating systems and the 
latest enhancements that we add to the Windows Intune cloud service. To gain this same 
level of support using other solutions, you would need to enroll in Microsoft Software 
Assurance.

Overview of Windows 7 Enterprise.
For the best Windows experience, Windows 7 Enterprise can help you and your end users 
do more by making everyday tasks simpler and easier, improving the user experience with 
a new interface and advanced search capabilities. Plus Windows 7 Enterprise provides 
BitLocker drive encryption to better protect confidential data. 

All of your managed PCs covered by Windows Intune may be upgraded to Windows 7 
Enterprise, as long as the minimum system requirements for Windows 7 are met.
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Intuitive interface.
In today’s workplace, most people work with large numbers of documents and programs at 
the same time. But wading through a dozen open windows to get to the right document 
can waste valuable time. The improved interface in Windows 7 Enterprise simplifies the way 
you work. Its clean, uncluttered, intuitive interface puts the tasks you want to accomplish 
right at your fingertips. The enhanced Start menu makes it easy to access the files and 
programs you use most frequently, without cluttering your desktop. And new navigation 
functionality gets you where you want to go—fast. 

The taskbar is one of the most familiar aspects of Windows—when you open files and 
programs, icons appear on the taskbar so you can switch between them. Now in Windows 
7 Enterprise, end users can drag programs to the taskbar or pin frequently used documents 
to programs, expediting work like never before. 

With desktop enhancements in Windows 7 Enterprise, working with multiple windows 
on your desktop is easier than ever. For instance, you can use Peek to get a quick look at 
your desktop—all of your open windows will become transparent just by hovering on the 
taskbar. You can also preview specific windows using Peek. Or use Shake to get all but one 
window out of the way, by literally shaking it. You can also drag open windows to screen 
borders, to easily resize your workspace, with Snap. The improved interface simplifies 
everyday tasks.

Fits your needs

“We’ve streamlined our PC 
environment and reduced 
costs by adopting Windows 
Intune, which helps us run 
a leaner, more competitive 
organization.”
—David Hyre, vice President 

of Technologies, eLitigation 
Solutions
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BitLocker.
Today’s mobile workforce makes lost devices—especially if they end up in the wrong hands— 
a real threat for your business. Windows 7 Enterprise allows users to store information on hard 
disks and USB drives in an encrypted format, helping give you control over who can read the 
files. 

With Windows 7 Enterprise, you can worry less about the loss of sensitive data by better 
protecting internal PC hard drives and removable storage with drive encryption. See Figure 
below.

Figure 34: BitLocker works on fixed drives or removable storage.

Whether people are traveling with their portable computers, sharing large files with 
trusted partners, or taking work home, BitLocker-protected devices help ensure that only 
authorized users can read the data, even if the physical media is lost, stolen, or misused.

Fits your needs
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Windows troubleshooting platform.
What if your end users could recognize and solve many common PC problems, so that they 
could stay productive rather than calling for help? With Windows 7, they can. The Windows 
Troubleshooting Platform includes smart self-diagnostic tools that let workers resolve many 
issues themselves, saving trips to the help desk and helping end users get back to work 
quickly. This keeps end users productive wherever they are and helps ensure their access to 
IT resources while working remotely.

view available networks.
Windows 7 Enterprise improves how you view and connect to your networks, making the 
process simple and consistent. With one click, you can access available networks—Wi-Fi, 
mobile broadband, dial-up, or your corporate virtual private network (vPN)—without 
needing to install additional software. See Figure below.

And with Windows 7 Enterprise, it’s much 
simpler to connect your PC to the Internet 
using a wireless data card—it’s just like 
connecting to any other wireless network. You 
don’t need to install any additional software. 
On first use, just insert your wireless data card; 
your drivers will be installed, and your PC will 
connect to the Internet automatically. And 
if your PC has a built-in data card, you’ll be 
connected to the Internet wherever there’s 
mobile service. 

Figure 35: From the System Tray, you can view 
available networks, including wireless.

Windows 7 Enterprise is the 
most advanced Windows 
operating system for  
business PCs.

For more information about 
Windows 7 Enterprise, visit  
http://www.microsoft.com/
en-us/windows/enterprise/
products-and-technologies/
windows-7/features.aspx.

Fits your needs

http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/windows-7/features.aspx
http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/windows-7/features.aspx
http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/windows-7/features.aspx
http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/windows-7/features.aspx
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Comparing Windows Intune. 
For many businesses today, the Windows Intune cloud service changes how you can 
approach PC management, providing an alternative to deploying and maintaining a PC 
management infrastructure on site. To see how Windows Intune compares to on-premises 
solutions from Microsoft today, let’s consider the possibilities:

• Microsoft’s cloud-based service is Windows Intune; it delivers the essentials of 
management and protection with Windows upgrade rights —all in a single license. 

• Microsoft’s on-premises solutions that deliver rich management and security 
functionality today include: 

 ◦ Microsoft System Center Configuration Manager is the solution to comprehensively 
assess, deploy, and update your servers, clients, and devices—across physical, virtual, 
distributed, and mobile environments. Optimized for Windows and extensible 
beyond, it is a great choice for gaining enhanced insight into, and control over, your 
IT systems. 

 ◦ Microsoft System Center Endpoint Protection is the security-specific product that 
unifies malicious software protection for business desktops, laptops, and server 
operating systems.

 ◦ Microsoft System Center Essentials combines both physical and virtual solutions for 
IT management for organizations with up to 500 PCs.

Fits your needs

Staying current with future versions.
With an active Windows Intune™ subscription, you get the rights to upgrade to future 
versions of Windows, so you don’t need to worry about purchasing upgrade licenses. You 
will be given access to a Web site to download Windows media and volume media to 
upgrade managed PCs. With free tools from Microsoft such as the Microsoft Deployment 
Toolkit, you can upgrade all your managed PCs to the latest operating system. 

Tools to help you  
stay current.

Upgrade guidance is available 
on the Microsoft TechNet site 
at technet.microsoft.com/
library/ee523218.aspx. We also 
recommend that you check 
out the Windows 7 Upgrade 
Advisor to evaluate whether 
your PC can run Windows 7 
at windows.microsoft.com/
upgradeadvisor.

technet.microsoft.com/library/ee523218.aspx
technet.microsoft.com/library/ee523218.aspx
windows.microsoft.com/upgradeadvisor
windows.microsoft.com/upgradeadvisor
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1 The Alerts workspace within Windows Intune manages for a pre-defined list of common issues. 
2 Windows Intune delivers software deployment for iOS and Android platforms. System Center Configuration Manager does not support software deployment to iOS and Android platforms. For guidance on 

software distribution with Windows Intune, review the “Best Practices for Deploying Software with Windows Intune” whitepaper. 

Windows 7 Enterprise Upgrade Rights

Update Management

Endpoint Protection

Hardware and Software Inventory

Remote Assistance

Alerts and Monitoring

PC Software Distribution

Mobile Device Self-service Software Distribution

Mobile Device Management

Operating System Distribution

Support Server Operating Systems

✔

✔

✔

✔

✔

✔ 1

✔

✔ 2

✔

Key benefits    Cloud-based On-premises

 

✔

✔

✔

✔

✔

✔

✔

✔

✔

Fits your needs

Update management comparison.
Windows Intune™ deploys Microsoft and most third-party software updates without the 
need, and cost, of added infrastructure. Comparatively, solutions such as System Center 
Configuration Manager have premium software update capabilities, but also require 
additional server investment. With Windows Intune, you get the same list of updates as 
Windows Software Update Service, with the same level of control. But you don’t need on-
site infrastructure. Updates are delivered directly to any of your managed PCs that have an 
Internet connection. 

Endpoint protection comparison.
The endpoint protection included with Windows Intune is powered by the same trusted 
malware protection engine tried and tested in System Center Endpoint Protection 2012, 
so it can deliver alerts and infection reports in a similar manner. However, Windows Intune 
requires no server infrastructure—the cloud-based service provides this functionality 
without the need for additional hardware. 

http://technet.microsoft.com/en-us/library/hh441740.aspx
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Help promptly manage  
and secure PCs anywhere.

Empower your users 
without excess cost and 
increased risk.

Drive efficiency and reduce 
complexity for IT.

For more information, visit 
www.windowsintune.com. 

SECTION 3

Conclusion

Windows Intune™ helps businesses keep their Windows-based 
PCs and mobile devices well-managed and more secure 
from virtually anywhere with cloud-based management 
tools, reports and an upgrade license to the latest version 
of Windows. Windows Intune helps users to securely access 
targeted applications for the devices they use to get work 
done. 

• Microsoft brings more than 20 years’ experience with business software and almost 
15 years’ experience with cloud computing, hosting some of the world’s largest cloud 
services. Microsoft owns the Windows Intune service and infrastructure end-to-end, to 
help ensure the service reliability, availability and security you require for your business: 
a 99.9 percent scheduled uptime service level agreement and best-in-class support 24 
hours a day, seven days a week. 

• Online services including Office 365, Windows Update, and Microsoft Dynamics CRM 
Online.

• PC protection software, including Microsoft Security Essentials, Forefront Endpoint 
Protection 2010, and System Center Endpoint Protection 2012.

• Robust management tools in the System Center family.

Amplify 
   productivity.

Simplify
PC management.
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“With Windows Intune, 
I’m assured that all my 
employees have the most 
up-to-date software, so our 
computers are more secure.”
—Hans Eide, Managing Director, 

Bestia Risk Consulting

Microsoft Desktop Optimization Pack.
With your Windows Intune™ subscription, you also have the option to purchase the 
Microsoft Desktop Optimization Pack (MDOP) add-on, a set of on-site advanced desktop 
management tools. MDOP helps manage Windows features, virtualize the operating 
system, applications, and the user experience, and restore user productivity after a system 
issue. 

MDOP includes the following technologies:

• Microsoft BitLocker Administration and Monitoring

 ◦ Enhances BitLocker by simplifying deployment and key recovery, centralizing 
provisioning, monitoring and reporting of encryption status for fixed and removable 
drives, and minimizing support costs.

• Microsoft Diagnostic and Recovery Toolset

 ◦ Reduces downtime by accelerating troubleshooting, repair, and data recovery of 
unbootable Windows-based desktops. 

• Microsoft Advanced Group Policy Management

 ◦ Enhances governance and control over Group Policy through robust change 
management, versioning, and role-based administration. 

• Microsoft Application virtualization

 ◦ Turns applications into centrally managed services that are never installed, never 
conflict, and are streamed on-demand to end users.

• Microsoft Enterprise Desktop virtualization

 ◦ Enables deployment and management of Microsoft virtual PCs to address key 
enterprise scenarios, primarily resolving application compatibility with a new version 
of Windows.

• Microsoft System Center Desktop Error Monitoring

 ◦ Enables proactive help-desk problem management by analyzing and reporting on 
application and system crashes.

• Microsoft User Experience virtualization*

 ◦ Provides a consistent, personal Windows experience regardless of how the 
applications and the operating system are delivered.

* Coming to a future version of MDOP.

The technologies in MDOP are updated regularly, and MDOP subscribers will automatically 
have access to updates and additions. visit http://www.microsoft.com/en-us/windows/
enterprise/products-and-technologies/mdop/default.aspx for more information.

http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/mdop/default.aspx
http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/mdop/default.aspx


Windows Intune Product Guide 55

Conclusion

Disclaimer.
This document is provided for informational purposes only, and Microsoft makes no 
warranties, express or implied, with respect to this document or the information contained 
in it.

Complying with all applicable copyright laws is the responsibility of the user. Without 
limiting the rights under copyright, no part of this document may be reproduced, stored in 
or introduced into a retrieval system, or transmitted in any form, by any means (electronic, 
mechanical, photocopying, recording, or otherwise), or for any purpose, without the 
express written permission of Microsoft. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other 
intellectual property rights covering subject matter in this document. Except as expressly 
provided in any written license agreement from Microsoft, the furnishing of this document 
does not give you any license to these patents, trademarks, copyrights, or other intellectual 
property. 

Unless otherwise noted, the example companies, organizations, products, domain names, 
e-mail addresses, logos, people, places, and events depicted herein are fictitious, and no 
association with any real company, organization, product, domain name, e-mail address, 
logo, person, place, or event is intended or should be inferred. 

© 2012 Microsoft Corporation. All rights reserved. 




