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C H A P T E R  6

Industrial Case: Utility Moving to 
the Clouds

Setting the stage

The utility company you work for is considering moving to cloud computing. Cloud computing, 
as you find out via the Internet, is a relatively new concept that refers to an assortment of logical 

computational resources that are made available via computer networks rather than on local com-
puters.1,2 Applications are hosted on multiple servers across the cloud. Data is also stored on server 
farms. In this manner, both applications and data can be made accessible via a browser rather than 
you having to install and run them on your desktop, laptop, or office server. Instead, both run on the 
cloud via its servers and results are made available through the network to clients on their computers. 
Clouds can be public and private, depending on the need. In addition, cloud services are sold on a 
demand basis using any of these three arrangements:

■■ Software as a service  End-user applications services are accessed over the network rather 
than on client computers. Under this arrangement, you execute your business application 
remotely to get results typically at a fraction of the cost of licensing the software.

■■ Platform as a service  Sets of application components can be put together by developers 
via plug-and-play and run on cloud-computing servers to get results.

■■ Infrastructure as a service  Developers can build applications from scratch and run them in 
virtual machines on the cloud servers without having to license tooling that can be costly.

The major advantage of cloud computing is its significantly lower cost relative to the older model, 
where you would acquire and maintain hardware and software resources. It removes the need for 
large capital investments in equipment, infrastructure, and software and reduces related operating 
costs proportionately. It also increases potential mobility because the only thing workers need to do, 
wherever they are, to access computational resources is connect to the cloud.

The disadvantages of cloud computing are many and include becoming dependent on someone 
else to control your computational resources. As a consequence, you will fail if they do or if they are 
unwilling to pitch in to resolve a crisis. Besides other disadvantages, the cloud has serious security 
and privacy risks, especially if confidential data is not protected adequately. Obviously, there is lots of 
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information available about cloud computing in the professional literature3,4 and on the Internet. (See 
the end of this chapter for pointers to these resources.)

Your task in this case study is to lead an internal team that has been asked by management to 
determine whether or not to use cloud computing to provide basic services for your firm and its 
customers. Customers are residential, industrial, and governmental users of the gas, power, energy, 
water, and waste-removal services that your firm offers on a fee-for-service basis throughout the 
municipality.

Organization
Figure 6-1 shows an organizational chart of the entire utility company. 

Utility Company

Info Tech Dept

Support Staff Other Business 
Ventures

Services Organization

Business and Customer 
Service (B&CS)

Operations

Water Utility

Gas Operations

Solid Waste

Energy Services

Electric Utility
Infrastructure Services

(IS)

Automation Services
(AS)

Support to Operations
(OPS)

FIGURE 6-1  Organizational chart for the utility company.
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The part of the company you are most interested in is the Services organization, which provides a 
wide range of utility services for a large city and its suburbs. The Information Technology (IT) depart-
ment of which you are a part provides centralized support for each of these groups from the com-
pany’s main offices located in a large city in the southern United States. The department provides 
infrastructure services for the enterprise as a whole, and automation and operations support services 
for each of the groups that are part of the Services organization. In addition, IT has a major field site 
co-located with the services group’s Business and Customer Service (B&CS) organization, which is 
about 30 miles away. This field site was built as a backup for the main site in case a disaster occurs. 
Both sites have development facilities and service the firm’s client/server networks. The IT department 
has 1,200 professionals located at these sites and 300 support personnel. The IT general manager also 
serves as the chief information officer (CIO) of the company. However, the  vice president of opera-
tions is responsible for ensuring that the services provided by operations personnel is exemplary at 
the many sites the company maintains across the country in cities, counties, and government facilities.

Project
The project you are in charge of is primarily tasked with determining whether or not to use cloud 
computing within the IT department to lower operating costs for infrastructure services like payroll 
and travel. You have a team of three who are working with you part time to develop a recommenda-
tion regarding the use of what management views as a beneficial, cost-cutting technology.

During your team’s kickoff meeting,  the IT general manager provides the following added infor-
mation and direction for the effort:

■■ Assess whether moving to cloud computing makes sense for B&CS and Infrastructure Services 
(IS) because they each maintain various resources that other groups access via the company’s 
client-server network. The capital assets of each group (equipment, licenses, and other items) 
are listed in Table 6-1.

■■ The number of staff currently required to operate and maintain B&CS and IS facilities and 
equipment is listed in Table 6-2. These counts address common software used across the 
company. They do not include the staff used to develop new software applications, who are 
funded separately by the operational groups.

■■ Determine the impact of cloud computing on the IT department’s capital costs of doing busi-
ness. As part of this analysis, look at what happens to the equipment and facilities that will be 
disposed of when the department transitions to the use of cloud computing.

■■ Make sure that no matter what you do the same quality of service (or better service) is 
provided to your customers. This is determined by using the current primary measure, which 
assesses response time relative to a customer’s request for service.

■■ Retain any applications that provide the company with clear advantages over the competition, 
such as the company’s current ability to read meters remotely to tabulate billings.
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■■ Investigate how to address the security and privacy shortfalls of cloud computing. Make sure 
customer proprietary information is protected regardless of the cost.

TABLE 6-1  Capital assessment for the B&CS and IS groups.

Organization Asset Purchase Price 
(in millions)

Accumulated 
Depreciationb

(in millions)

Current Book Value 
(in millions)

B&CS Computer equipment $40 $20 $20

Communications gear 15 8 7

Software licenses 20 7 13

Capital improvementsa 25 10 15

TOTALS $100 $45 $55

IS Computer equipment $60 $25 $35

Communications gear 20 10 10

Software licenses 20 8 12

Capital improvementsa 50 22 28

TOTALS $150 $65 $85

	a	Expenses to improve leased facilities (long term)
	b	Using IRS guidelines for depreciation for different types of equipment and licenses

TABLE 6-2  Annual average staff expenses to maintain and operate computational resources.

Organization Task Annual Cost (in millions)a

B&CS Hardware and software maintenance $2

Sustaining engineering, including user support 2

Operational support (includes call center) 4

Product management 1

TOTALS $9 (45 people)

IS Hardware and software maintenance $5

Sustaining engineering, including user support 2

Operational support 2

Product management 1

TOTALS $10 (50 people)

	a	Cost for a staff-year of effort is assumed to be $200,000 at this price level.
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Process
The approach your team decides to take to make your determinations and findings adheres to the 
practice your firm has in place for such analyses. The steps are outlined as follows:

■■ Step 1: Develop a Concept Paper  Summarize your concept of operations in a white paper 
for cloud computing use in B&CS, and summarize its use in IS in a white paper that highlights 
the capabilities you hope to acquire from the vendors.

■■ Step 2: Issue a Public Request for Information  Issue a public Request for Information 
(RFI) asking vendors to comment on your white paper and tell you how they would go about 
satisfying its requirements.

■■ Step 3: Gather Information/Develop Requirements  Hold discussions with vendors who 
provide technically acceptable responses to the list of items you asked them to address in your 
white paper. These include the evaluation criteria you identified in the paper to be used to 
make such determinations and findings.

■■ Step 4: Prepare/Issue a Request for Proposal (RFP)  Issue an RFP to vendors who 
responded to your RFI for the acquisition of cloud-computing systems and services based on a 
solicitation that contains your requirements, work statement, and preferred contractual terms 
and conditions. Make sure that your solicitation does not bias the acquisition by using vendor 
proprietary information gathered via the RFI process. Otherwise, you might have to deal with 
a protest from one of the losing vendors.

■■ Step 5: Conduct Source Evaluation/Selection  Using criteria (responsive to requirements, 
lowest cost, minimum risk, and other such items) contained within the solicitation, rate and 
rank the vendor proposals. Make a selection based on the given criteria. Identify major 
strengths and weaknesses in the winning proposal, and forward it along with your recommen-
dations to those responsible for negotiating a contract.

■■ Step 6: Issue a Contract  Negotiate with the selected vendor to acquire the products and 
services using best value and fairness as your overriding principles. Work with the vendor to 
take advantage of its strengths and compensate for its weaknesses. Remember, the vendor 
must succeed for you to succeed.

■■ Step 7: Monitor the Contractor/Accept Delivery  Provide oversight and direction as the 
contractor works to comply with your requirements for delivery of acceptable products and 
services. Accept delivery only when the vendor supplies evidence of compliance with your 
contract requirements.

■■ Step 8: Commence Operations  Using your concept of operations, transition to the use of 
the cloud-computing products and services acquired in as disciplined, logical, and risk-free a 
manner as possible. Apply change-management principles during the transition. Remember to 
plan in detail because the transition might require you to operate systems in parallel to mini-
mize potential impacts when running a shop 24 hours a day/7 days a week. Be sure to include 
recurring activities, such as maintaining ongoing communications with stakeholders.
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The response to the RFI is overwhelming. You received 42 replies, of which 18 vendors seem to 
satisfy your requirements. In addition, the telephone has not been idle for the past two days. Most of 
these phone calls are vendors asking for time to visit and present their wares to you and your team. 
However, your timeline will not accommodate them all. You need to cut the number to six vendors, 
at most. You do this by asking all of those responding if they have experience with utility companies 
similar to yours. Because only three of the six can respond positively, you can reduce the list of prom-
ising vendors accordingly.

Product
After discussions with the vendors, you feel that you have the information you need to pull together 
a briefing to your boss and his staff on how to exploit the use of cloud computing within your utility 
company. Your briefing will contain the following observations and recommendations relative to the 
changeover:

■■ The move to private cloud computing, where facilities are dedicated to the company, has 
many benefits as confirmed by government studies5,6 and all of the vendor sales pitches. Costs 
can be substantially reduced, and the company’s ability to expand and contract its computing 
resources as needed is greatly enhanced.

■■ Given the current business picture and constrained B&CS and IS budgets, private cloud com-
puting seems to represent a viable path forward for the utility.

■■ The ability to implement a measured service under a pay-for-use paradigm, which provides 
services on an on-demand basis across a ubiquitous network, has many advantages.

■■ All those interviewed concurred that private cloud computing seems to make the most sense 
for IS because the services it provides are for the entire organization. Because B&CS is local-
ized, it does not seem to make sense to use private clouds for them on a broader basis.

■■ Cost savings will be realized as a function of the substitution of virtualized applications soft-
ware in the cloud for labor and facilities from current dedicated resources.

■■ Cost savings from the cloud can be realized in stages as various applications are replaced by 
vendor replacements. Transition to private cloud computing will outsource general business 
applications first and then operations and maintenance later.

■■ The team recommends going forward with private clouds for IS but not for B&CS. The next 
steps in the process will pull together the requirements, develop a solicitation, and issue an 
RFP for the acquisition of products and services.

■■ In preparing for the RFP, the team will identify and seek to retain core services that are funda-
mental to the way the utility does business and that represent a competitive advantage, such 
as the ability to read meters remotely and bill clients directly for services, as mentioned earlier.

■■ In the RFP, current systems will be kept operational and working in parallel during a transition 
period of three to five years. Some business process reengineering will be required during the 
transition to optimize how the new cloud-computing resources are used.
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■■ In the RFP, as a risk mitigation action, those proposing solutions will be asked how they can 
address known weaknesses of cloud computing, such as those related to security and privacy.

■■ In the RFP, purchase and maintenance options will be included to provide the utility with lever-
age once the acquisition is completed and the vendor is under contract.

People
Your boss liked your briefing, nodded his head in agreement many times as he listened, and con-
curred when you concluded with all of your team’s recommendations. However, the head of IS was 
infuriated and vocally criticized every one of your charts. Such protests were expected because IS 
would be taking the brunt of the cuts. When you were asked how much could be saved, you replied, 
“Based on vendor inputs during the question and answer sessions, they estimated savings between 
$50 and $60 million of equipment at book value and from 35 to 40 people with a total staff cost 
between $7 and $8 million. The total reduction based on these numbers is between $57 and $68 mil-
lion from the current budget of $95 million.”

The head of IS immediately responds to these numbers with a blistering rebuttal. He states that 
such savings are unrealistic because much of this equipment and the people will have to be retained 
to run existing facilities in parallel during the three-to-five-year transition period. In addition, at least 
five new people will have to be hired during this period to perform the business process reengineer-
ing tasks, including the staff needed to train users in their proper utilization. He estimates that the 
conversion costs during the three to five years will add $8 to $10 million to IS’s current operating 
expenses. These numbers rattle you, the general manager, and the audience. “He is right,” says the 
general manager. “You need to investigate the costs of transition more fully before I make a go/no-go 
decision on the acquisition,” he continues.

The head of IS has a grin on his face and looks pleased. He volunteers to have two of his best 
senior people work with you part time as you develop a response. You politely decline, but the 
general manager thinks it is a good idea, and you reluctantly accept the offer of help. The general 
manager schedules an additional meeting two weeks from this one to review the cloud-computing 
recommendations again. 

You should have expected and prepared for the IS response because anticipating and planning for 
resistance is a fundamental change-management principle. But you did not. Getting cloud computing 
accepted now will be harder. But it still seems doable.

Options, recommendations, and reactions

The team gets together to assess the options with the transition in mind. They identify the following 
four main transition scenarios to cloud computing that everyone agrees make sense:

■■ Option 1: General Application-Only Transition  Transition most general applications to a 
private cloud, retain IS facilities and staff to run general applications, and continue servicing 
customers on a fee-for-service basis.
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■■ Option 2: Partial Facilities Transition + Option 1  Perform Option 1, and shut down 
unneeded facilities within IS. Sell off equipment, and reduce staff proportionately as pri-
vate cloud services and applications become operational. Upgrade equipment as needed to 
address reliability issues.

■■ Option 3: Transition to Upgraded Facilities + Fuller Set of Applications  During the tran-
sition to the private cloud, upgrade facilities to provide core processing and backup. Address 
current equipment reliability issues that are occurring as gear ages and failures increase, thus 
jeopardizing 24/7 operations. Sell off equipment, and adjust staff proportionately as facilities 
and cloud services and applications become operational.

■■ Option 4: Operate IS As-Is  Upgrade IS equipment to address reliability problems, and 
continue to operate as-is. Perform some streamlining to cut costs and improve service to 
consumers.

Table 6-3 summarizes the results of the team’s analyses after considerable debate. It identifies the 
major strengths and weaknesses of each option, along with the estimated costs and projected ben-
efits. The table seems to highlight the overall conclusion that movement to one of the three private 
cloud-computing options is the right thing to do even though IS remains reluctant to support such a 
recommendation (that is, the two people assigned to your team neither concurred with this analysis 
nor agreed to put their names on the results).

TABLE 6-3  Strengths and weaknesses of cloud-computing options.

Options Strength Weakness Cost Benefits

General Applications 
Only in Clouds

■■ Big gains, little 
effort

■■ Can handle 
increased work-
loads

■■ Minimal distur-
bance 

■■ Does not address 
the reliability issue

■■ Transition cost of 
$25 million

■■ Two to three years 
before benefits 
accrue

■■ Cost avoidance of 
$40 million a year

■■ Increased flexibility
■■ Can handle a 
larger workload

Partial Facilities + 
Partial Applications in 
Clouds

■■ Improve ability to 
respond quickly as  
business conditions 
change via the 
cloud

■■ Addresses reliabil-
ity issues

■■ Transition is hard 
and takes time

■■ New jobs must be 
found for displaced 
staff

■■ Business processes 
must be updated

■■ Transition cost of 
$50 million

■■ Three to five years 
before benefits 
accrue

■■ Cost avoidance of 
$50 million a year

■■ Better business 
processes

■■ Reliability issues 
handled

■■ Less equipment 
and staff to worry 
about

Upgrade Facilities 
+ Fuller Set of 
Applications in Clouds

■■ Same strengths 
as Option 2 plus 
company can back 
up clouds with its 
own facilities

■■ Same weaknesses 
of Option 2 plus 
more turmoil dur-
ing transition

■■ Transition cost of 
$65 million

■■ Three to five years 
before benefits 
accrue

■■ Cost avoidance of 
$65 million a year

■■ All the benefits 
listed previously

Operate IS As-Is ■■ Minimum pain ■■ Minimum gain ■■ Minimum cost ■■ Reliability issue is 
addressed
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Outcomes and lessons learned

Your next meeting with the IT general manager and the head of Infrastructure Services is stormy. It is 
apparent during the meeting that the head of IS is unhappy with the results. He continuously bom-
bards you during your briefing with nasty remarks, and he accuses you several times of deliberately 
ignoring his people’s inputs. In addition, he blasts the legitimacy of the numbers and asks for details 
on how each was derived. You respond with the spreadsheets that provide backup and tell him that 
his own people reviewed the numbers and found them reasonable.

Your boss finally has no option but to tell everyone to cool down. He states that even though the 
numbers speak for themselves and seem to present a solid business case for change, he has concerns. 
His major trepidations, he says, are the risks associated with the transition and the displacement of 
personnel. He says that equipment has to be changed no matter what option is chosen because it is 
wearing out and the reliability declines have to be fixed. Based on his remarks, it is not surprising that 
he accepts Option 2. In response, you and your team take the action to move to the next step in the 
process by preparing and issuing an RFP. You hope that several of the vendors who replied to your RFI 
will respond to your RFP with proposals that provide good value for your money.

Your team meets and tries to scope what goes into the RFP besides the requirements and boiler-
plate text. A member of your team who has been through a large purchase like this before advises 
you to pay attention to the boilerplate text because this is where the evaluation criteria for selection 
and the terms and conditions for the purchase go. That’s good advice, you think. So you schedule a 
meeting between your team and the Purchasing staff.

The meeting with the Purchasing staff goes very well. They had lots of experience and advice 
about what to put in the solicitation document. Key provisions include rewards for delivering early 
and penalties for being late. They also provide options to acquire several products and services (addi-
tional applications and services, more equipment, training, and other such items) that can be taken 
after the contract is awarded at a fixed price. Maintenance terms and conditions for the first five years 
of operations were also spelled out so that you can get the vendor’s immediate and undivided atten-
tion when problems occur after delivery.

At the suggestion of the Purchasing department, you send the solicitation out to the prospective 
suppliers for comment prior to releasing it. You get back a lot of constructive criticism and sug-
gestions. You find that the most controversial clauses are those associated with late delivery and 
maintenance.

The lessons learned in this industrial case study were many and include, but are not limited to, the 
following:

■■ Even when you think there is a clear choice, resistance to change can pop up from unexpected 
sources. Therefore, also anticipate resistance and plan to deal with it.

■■ Resistance to change comes primarily from those whose power, staff, and budgets are threat-
ened. In this case, such cutbacks are real threats to the Infrastructure Services group.
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■■ Those who foster change need to anticipate the perceived threats and develop plans to help 
address them as part of their effort. In this case, figuring out how to find other positions for 
staff who are no longer needed might have alleviated some of the pain.

■■ There might be hidden issues that influence decisions relative to change. In this case, aging 
equipment and reliability issues did not surface until late in the process when options were 
being compared. Yet, the issue was one of the major drivers in determining which option was 
selected.

■■ Using competitive market forces to seek the best alternative can be beneficial, especially if you 
can get an expert review of your solicitation by stimulating the vendors to provide you inputs 
as to which of your requirements are feasible and which are not.

■■ However, relying solely on vendor inputs is dangerous. Because they want to make a sale, they 
might stretch facts and cloud reality by confusing current capabilities with future capabilities.

■■ Using strengths and weaknesses along with costs and benefits permits stronger cases to be 
made for recommended alternatives.

■■ Getting a vendor on contract takes considerable time and effort. It also forces you to solidify 
your concepts of operations, requirements, and contract terms and conditions.

■■ Getting selected vendors to deliver what they promise often takes patience, effort, and due 
diligence. Many will do a good job. Others may let you down after the contract is issued. To 
succeed, plan to manage rather than monitor the contract. Otherwise, you probably will get 
less than what you expect and less than what you are paying for.

■■ The challenge will occur after the cloud products and services are delivered and accepted. If 
you are not one of the vendor’s key accounts, keeping their attention during operations and 
maintenance might become an issue. That is why I strongly recommend negotiating terms and 
conditions for any follow-on maintenance contract as part of the original acquisition.

Summary

This chapter provides insight into large procurements for Information Technology (IT) products and 
services. The major issues in this case revolve around addressing resistance to change brought on 
by a changeover to a new computing paradigm—for example, cloud computing. In this case, such 
resistance should have been anticipated and dealt with earlier in the process. The team should have 
gotten IS personnel involved earlier and solicited their inputs and resolved their objections prior to 
making the recommendation for one of the change options. In the process, they would have learned 
about and been able to attack the issues of reliability and placement of staff. Instead, they became 
involved in a war of words that detracted from the goal of the effort, which was determining whether 
or not cloud computing made sense for this utility company.

This is another chapter where I cut back on materials to save space and maintain a focus. Please 
understand that cloud computing is controversial and has many issues associated with it that deserve 
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further coverage. For example, the performance of the cloud is overstated—that is, the vendor often 
promises more performance at a lower cost than it can deliver. As another example, the tools you use 
may or may not work as advertised on the cloud. Be warned that you need to move carefully to the 
clouds because they are still in their early-adopter period.
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■■ Major conferences and expositions on cloud computing such as the following are held in large 
cities worldwide: http://www.interop.com/newyork/conference/cloud-computing.php.

■■ A current list of cloud-computing discussion groups, list servers, and blogs can be found at 
http://www.thedacs.com/databases/url/key/7848/7852.

■■ A nonprofit group of major technology firms has been formed to address cloud-computing 
security issues. It is called the Cloud Security Alliance, and it has many resources at the follow-
ing site: https://cloudsecurityalliance.org.

http://opencloudconsortium.org/about
http://opencloudconsortium.org/about
http://www-03.ibm.com/press/us/en/pressrelease/33067.wss
http://cloudcomputing.sys-con.com
http://www.cloudbook.net
http://www.interop.com/newyork/conference/cloud-computing.php
http://www.thedacs.com/databases/url/key/7848/7852
https://cloudsecurityalliance.org
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C H A P T E R  9

Government Case: Introducing 
New Technology

Setting the stage

You have been working on a government research and development (R&D) contract to develop 
and mature a new technology for protecting network-based systems against attacks from intrud-

ers, both insiders and hackers, for the past six years. The defenses you invented (and which you have 
patent applications for) are called active defenses.

The defenses work by first identifying the attack scenario. Attacks are represented next in the 
form of a state vector, which is designed to capture and communicate as much information about 
the attack as possible. As the attack unfolds, these state vectors are updated with the dynamics of 
the attack. The defenses take the information and use game theory algorithms that exploit the Nash 
equilibrium concept1 to determine how best to defeat the intruder. The worst case solution is a draw, 
which means the intruder goes in circles but does not get into the network. Interim solutions are 
represented in the form of another set of state vectors that contain constraints and transition infor-
mation. The algorithms reconfigure the defenses as a function of time to ward off the attack as more 
knowledge about the attack is communicated via the state vectors. There is no need to hide informa-
tion because the algorithms assume that the intruder has full knowledge of your defenses.

During the first two years of the effort, you developed the algorithms and validated them through 
a series of experiments. There was a lot of tweaking as the algorithms’ parameters and optimality 
criteria were changed so that they could home in on an equilibrium solution. Because the Nash algo-
rithms are extremely complex, learning how to manipulate them took some time and mathematical 
talent. When they were mastered in the second year of the effort, they were extended and adapted 
so that they could be used for this new purpose. The key innovation was the use of state vectors to 
capture and communicate knowledge about the dynamics.

During the next two years, tools were developed to make use of the algorithms easier. This toolset 
was then used to defend a simulated network against an organized attack to validate the algorithm’s 
potential. Results were also compared line by line against a hand-calculated solution to ensure bit-
for-bit fidelity with the mathematical algorithms. Because this activity went well, the customer funded 
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the follow-on activity, which was directed toward using the algorithms on a pilot project that allowed 
testing under representative operational conditions.

Finding a pilot defense project for the next two years of the effort turned out to be quite a chal-
lenge. Even with the sponsor’s active support, all of the people involved with defense projects who 
you spoke with declined your offer to collaborate because they were afraid of the potential negative 
impacts associated with the use of what they considered a new and risky technology. The few project 
personnel who expressed interest refused to pilot the technology after some internal debate because 
of what they called “operational security issues.” This really meant that they just could not secure 
permission to use the active-defense technology on an active network.

A commercial firm came in and saved the day. You met their chief engineer at a security confer-
ence, where he was looking for innovations in network security. This firm is in the gambling business 
in Nevada. They are one of the largest slot machine manufacturers in the business. They also operate 
machines that are placed in remote locations such as airports, gas stations, grocery stores, malls, and 
a host of other frequently visited places. When placed into operation, the machines are networked 
together and monitored at a central site because security in remote areas has been an issue. The 
machines also are programmed to send reports every hour to the central site on gambling activity 
and winnings. Such reports are constantly analyzed for suspicious activity using very sophisticated 
algorithms, and armed security teams are dispatched if there are signs of trouble. Management of 
the firm is interested in the active-defense technology because they had been repeatedly attacked 
by gangs of criminals who were using handheld devices to gain access and change the odds so that 
gang members playing the machines would win big jackpots. No two machines were ever targeted in 
the same area, and the players were in disguises. The agreement reached after lots of discussion and 
negotiation between this gambling firm, you, and your government sponsor was that all experiments 
on the network would be on a noninterference basis. In addition, visits to facilities would be con-
trolled and publications would have to be approved by both the government and the gambling firm.

The past two years were spent working with the commercial firm to perfect the algorithms, 
enhance the toolset, and create an active-defense demonstration test bed to show off the potential 
of the technology to prospective users of this defense technology. This effort was very rewarding 
because it showed that the technology indeed held a lot of promise. It also demonstrated the merits 
of using Agile methods2 to develop the toolset. Obviously, the gambling firm you were working with 
is interested in the technology and willing to buy the sole rights to retain it as its intellectual property. 
But agreements you have with the government prohibit you from doing this. The best you can offer 
the gambling firm is an exclusive five-year license to use the technology and associated toolset within 
the commercial gaming business area. To get this agreement, you spent a lot of time with govern-
ment attorneys, whose position was that the government paid to develop the technology and there-
fore retains ownership rights for it. However, they are willing to give up the commercial rights in the 
future for some consideration if the technology pans out and is used extensively by military projects.
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You are currently working on the final two years of the effort. This activity is directed toward 
what the government calls commercialization of technology. During this period, you try to stimulate 
widespread use of the technology in Department of Defense (DOD) projects. You are tasked with 
developing a commercialization plan. You have some core funds to make a product with the technol-
ogy. A “product” in this sense is the technology packaged for consumption by target users with white 
papers, manuals, training, customer support, and other such items. There is even money available for 
the first company that comes forward and says it will use the technology that will be provided on a 
cost-sharing basis with a 50:50 split. In other words, your sponsor will match the project’s expendi-
tures dollar for dollar if that company commits funds for your commercialization effort. Because of 
your past failures when trying to get projects committed as pilots, you have asked your government 
sponsor for help in preparing a plan, the outline of which is summarized in Figure 9-1. 

“Wow,” you think when you look at what has to be done. “Do I really have to do all of this to com-
mercialize a technology?” It should be noted that a National Science Foundation (NSF) outline3 was 
used by the customer for the plan because it took a more commercial flavor.

Organization
Looking at the commercialization plan outline, you realize that you have to reorganize. Your firm is a 
small business that specializes in software development and R&D for defense contracts. You employ 
just over 200 professionals using the organizational structure shown in Figure 9-2. You modify this 
structure to add dedicated resources for marketing and outreach. You also create an advisory board 
to help you understand and tailor your active-defense technology for defense project needs. Of 
course, the chief engineer from the gambling firm will also be a member of this board because you 
want to satisfy commercial needs as well. The major change to your organization is the addition of a 
customer service group. Members of this team will staff the help desk and generate needed product 
support materials. Funding for these organizational changes comes from profits because the advisory 
board and customer support group will service clients at large, not a specific client. However, funding 
for products generated by this group for commercializing the active-defense technology will at least 
partially come from the contract with the government because this is in line with its scope.
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2. Company/Team

a. Provide a short description of the origins of the 
 company.
b. What type of corporate structure is in place?
c. What is the current capitalization?   
d. What is the current employee count?  
e. What is the revenue history for the past three 
 years?
f. What are the sources of operating capital or 
 revenue: product sales, consulting/services, license 
 revenues, R&D grants/contracts, and other sources?  
g. Give a brief description of the experience and 
 credentials of the personnel responsible for taking 
 the innovation to market.
h. What specific experience does the team lack, and 
 how will this be addressed during the Phase II 
 effort and beyond?  
i. How does the background and experience of the 
 team enhance the credibility of the commerciali-
 zation plan? Have they previously taken similar 
 products/services to market?
j. From what additional resources do you have 
 commitment (Board of Directors, Board of 
 Advisors, Technical Advisors, Legal Counsel, etc.)? 
 Provide details on the names, affiliations, and 
 expertise of these resources.

1. Market Opportunity

a. Describe succinctly what product or service you 
 are planning to deliver based on your innovation.
b. What customer needs will be addressed with 
 your product or service?
c. Describe who your target customer is—providing 
 generally known examples may be helpful.
d. How does the target customer currently meet the 
 need you are addressing? Or convincingly 
 describe how there is a significant problem that 
 is not yet being addressed.
e. What is the business model you plan to adopt 
 to generate revenue from your innovation? 
f. How do you plan to exit the investment? 
g. Is the target market domestic, international, 
 or both? 
h. Describe the channels you would employ to reach 
 the targeted customer.
i. What is the current size of the broad market you 
 plan to enter and the niche market opportunity 
 you are addressing?  
j. What are the growth trends for the market and the 
 key trends in the industry that you are planning 
 to target?  
k. What are the barriers to entering this market?  
l. Describe the technology/development objectives 
 and critical milestones that must be met to address 
 the market opportunity.
m. If there are potential societal, educational, or scien-
 tific benefits beyond commercial considerations, 
 they should be included here and explained in suf-
 ficient detail to convey the significance of the effort.

3. Product/Technology and Competition

a. What are the critical needs (“pain points”) that 
 your product or service is fulfilling for your 
 customer?  
b. What features of your technology will allow you to 
 provide a compelling value proposition? How have 
 you validated the significance of these features?  
c. What is your customer willing to pay for your 
 product or service? How have you validated this 
 assumption? 
d. What are your costs to produce the product or 
 service? What are the assumptions that underlie 
 your cost model(s)?  
e. How does your technology/innovation allow your 
 team to compete and win in the marketplace?  
f. How does your product or service match up to 
 that of the competition?
g. What do you anticipate the competitive landscape 
 to look like when you get to market?  
h. Describe the intellectual property landscape.
i. Do you have the freedom to operate? 
j. How do you plan to protect the intellectual 
 property associated with your technology?  
k. What other sources of intellectual property will 
 you need to access in order to address the market 
 opportunity described above?

4. Finance and Revenue Model

a. Describe an appropriate staged finance plan given 
 the market opportunity described above; 
 enumerate the level of funding required for each 
 stage along the path to commercialization.
b. How will you access the appropriate funds? 
 Provide specific contacts, leads, previous 
 relationships, and agreements already in place.
c. What commitments do you have for follow-on 
 funding?
d. Describe the revenue streams (licensing, product 
 sales, or other) associated with your commerciali-
 zation plan. What are the adoption rates? 
e. When do you anticipate first revenues from 
 each stream?
f. When do you expect to reach breakeven?
g. Provide annual pro forma financial statements 
 for the next five years (2 years of the Phase II 
 effort plus 3 years of the post–Phase II effort). 
 Income statements are required. Cash flow 
 information and balance sheets can be included 
 if they are considered critical for your strategy. 
 If not included, these items should be available 
 upon request from NSF.
h. What assumptions were made when developing 
 your models? How have you validated these 
 assumptions? 

FIGURE 9-1  Commercialization plan outline for the new technology.
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President and CEO

R&D Division
(26 people)

Consulting Division
(29 people)

Training Division
(12 people)

Software Engineering Group 
(110 people)

Customer Service
Group (8 people)

Security Group
(10 people)

Quality Assurance
(6 people)

Marketing & Outreach
(5 people)

Board of Directors Advisory Board

FIGURE 9-2  Small business organizational chart.

Project
As noted, the project being funded by the government customer is aimed at commercializing the 
active-defense technology. The twin goals of the project are to make a product from the technology 
and get it used by a defense project. The aim is to showcase the use of the product with the aim of 
interesting other defense projects in the use of the technology.

Based on your discussions with potential users, the maturity of the technology can be rated using 
Technology Readiness Levels (TRLs),4 which are displayed in Table 9-1 as Level 7, a system prototype 
demonstration in an operational environment. Potential users say that a technology must be Level 7 
or higher for them to consider it for operational use because of the risks involved.

Even though this rating scheme seems very hardware-oriented, you believe that you can still work 
with it to assess the technology’s readiness level. You ask around to see whether there is a rating pro-
cess for potential technology users. What you would like to do is assess their readiness to adopt the 
technology. You search the literature and make inquiries. Although your searches prove fruitless, you 
still think it is a good idea. Perhaps this can be a future research project? 
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TABLE 9-1  Technology readiness levels in the Department of Defense.

Technology Readiness Level Description

	 1.	 Basic principles observed and reported Lowest level of technology readiness. Scientific research begins to 
be translated into applied research and development. An example is 
paper studies of a technology’s basic properties.

	 2.	 Technology concept and/or application 
formulated

Invention begins. Once basic principles are observed, practical 
applications can be invented. The application is speculative, and 
there is no proof or detailed analysis to support the assumption. 
Examples are still limited to paper studies.

	 3.	 Analytical and experimental critical 
function and/or characteristic proof of 
concept

Active research and development is initiated. This includes analytical 
and laboratory studies to physically validate analytical predictions or 
separate elements of the technology. Examples include components 
that are not yet integrated or representative.

	 4.	 Component and/or breadboard validation 
in laboratory environment

Basic technological components are integrated to establish that 
the pieces will work together. This is low fidelity compared to the 
eventual system. Examples include integration of ad hoc hardware in 
a laboratory.

	 5.	 Component and/or breadboard validation 
in relevant environment

Fidelity of breadboard technology increases significantly. The basic 
technological components are integrated with reasonably realistic 
supporting elements so that the technology can be tested in a 
simulated environment. Examples include a high-fidelity laboratory 
environment or a simulated operational environment.

	 6.	 System/subsystem model or prototype 
demonstration in a relevant environment

Representative model or prototype system, which is well beyond 
the breadboard tested for TRL 5, is tested in a relevant environment. 
This represents a major step up in a technology’s demonstrated 
readiness. Examples include testing of a prototype in a high-fidelity 
laboratory environment or in a simulated operational environment.

	 7.	 System prototype demonstration in an 
operational environment

Prototype that works near or at the planned operational system 
level. This represents a major step up from TRL 6, requiring 
the demonstration of an actual system prototype in an actual 
operational environment. Examples include testing the prototype in 
a test bed.

	 8.	 Actual system completed and qualified 
through test and demonstration

Technology has been proven to work in its final form and under 
expected conditions. In almost all cases, this TRL represents the 
end of true system development. Examples include developmental 
test and evaluation of the system to determine if it meets design 
specifications.

	 9.	 Actual system is proven through use in 
successful mission operations

Actual application of the technology in its final form and under 
mission conditions, such as those encountered in operational test 
and evaluation. In almost all cases, this is the end of the last bug-
fixing aspects of true system development. Examples include using 
the system under operational mission conditions.

Process
You have three project leaders interested in operational use of your technology. Two of the projects 
are for military customers, while the other involves commercial application. All three of these projects 
require their networks to be operational 24 hours a day/7 days a week (24/7), with at most an hour 
of downtime per month for planned maintenance. Before these project leaders will commit to using 
the technology, they plan to require that a technology readiness assessment be performed. They do 
this to evaluate the risks and benefits associated with the use of the technology. They each put one of 
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their senior technical leads on a team to perform this assessment. The key output of the assessment 
is the impact analysis. In the case of network protection technologies like active defense, assessors 
look at the potential positive and negative impacts of using the technology in terms of functionality, 
downtime, and potential to be compromised during an attack.

As the assessment team performs their impact analysis, you try to entice them further into com-
mitting to the use of the technology by using matching funds. You also show them your initial pilot 
results and your commercialization plan, and you have them talk with your gambling partner to raise 
their level of confidence in your technology. You even conduct several demonstrations to convince 
them that the potential benefits of using the technology are worth the risks.

Product
You are thrilled when you learn that the assessment team reports finding that the positive impacts 
associated with use of the technology merit the risks involved. However, only one of the projects is at 
a stage where the program manager for this military project is willing to commit to partnering with 
you and using the technology. In return, he wants your commitment regarding the packaging of the 
technology so that the product will be in a form acceptable for his team’s use operationally. Such 
packaging involves your agreeing to the following terms and conditions of use:

■■ Under no circumstances will you provide information about the technology to anyone outside 
of the project once it is perfected for use on the project. He explains that his staff has clas-
sified inputs about threats that might force you to change your algorithms in terms of the 
design of criteria to find the best solution. This means that you will either have to terminate 
your relationship with your commercial partner or develop two versions of the technology: 
one for the military, and the other for commercial usage. While this is doable, managing two 
separate commercialization paths for the technology adds cost and a degree of difficulty to 
the effort.

■■ In addition to the promised documentation, you will also generate a maintenance manual for 
use by project personnel when updating the toolset and the platform it resides on. You will 
also pay for licenses for the platform software and commercial off-the-shelf (COTS) tools that 
are part of the toolset.

■■ You will conduct two training classes for project personnel in the theory and use of the tech-
nology. These will be hands-on workshops lasting at least a week each.

■■ You will develop and maintain a website that facilitates responses to project queries and prob-
lem reports associated with the use of the technology within a 30-minute time period. This site 
will be operational 24 hours a day/7 days a week (24/7).

■■ You will fund the entire project. The program manager for the military partner project explains 
that he does not have any discretionary funds available to commit to the effort.
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People
The players involved in the decision on whether to use or not to use the new technology include the 
following people:

■■ You  The technology developer and primary advocate for its use.

■■ Your customer  The government organization that has been sponsoring both the R&D and 
commercialization of the technology.

■■ The program manager for the partner project  The potential commercialization agent for 
the technology within the military who will take the active-defense product operational.

Even though your commercial partner in the gambling firm seems not to have any say, he is 
impacted by the decision. His firm has made a substantial investment, and he says that he will take 
legal action if you decide to not permit him to use the technology in the future.

Options, recommendations, and reactions

You, your government customer for the technology development, and the military’s program man-
ager for the potential partner project meet to discuss the possibility of pursuing a joint effort. While 
you do not like the partner project’s terms, you are willing to accept all of them except the exclusiv-
ity clause so that you can move the technology forward the next step. However, your government 
customer is not willing to pay the full bill for moving the technology forward via the partner project. 
He wants the partner project to ante up at least a token amount of money to show its commitment. 
However, the program manager for the partner project is just as obstinate, saying that he has no 
money to put up and that you should be willing to accept his terms because he and his staff will incur 
most of the risk. A stalemate is reached and nobody seems willing to make a compromise.

Outcomes and lessons learned

The situation looks dire until your boss walks into the room and suggests that all three of you look at 
the options and develop a solution. He wants you to brief him on the options within the next week. 
You have no alternative but to try to solve the problem because your boss called his counterparts in 
the other organizations and forced the issue. You meet several times with the program manager and 
the government representative and develop a response for your bosses. The content of the briefing is 
summarized in Table 9-2. While the three of you have not reached agreement on a recommendation, 
you do concur that the table represents the current feasible set of options. You do not part friends. 
However, working together definitely eased the tension and made you see that your differences in 
positions were not that great.
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TABLE 9-2  Potential options and their assessment.

Options Strengths Weaknesses

Provide the military partner 
exclusive use.

Keeps the technology safe from bad 
guys.

Limits the potential commercial use of 
technology.

Maintain separate military and 
commercial versions of the 
technology.

Permits commercialization while 
safeguarding the algorithms from 
potentially being compromised.

Must manage the firewalls between the 
two versions of the technology. The 
technology might evolve differently.

Sponsor funds the entire effort for 
the military partner.

Partner funds are dedicated to the 
primary mission.

No commitment is shown for 
commercializing the technology.

Sponsor funds the development of 
manuals and conducts training for 
the military partner.

Manual is needed, anyhow. Training 
can be perfected through trial use.

Additional funds are needed to 
accomplish both tasks. Also, this option 
diverts resources.

Sponsor funds a dedicated 
website that is operational 24/7 
and provides 30-minute response 
times.

Provides prompt attention and 
solutions to problems encountered 
operationally.

Seems like overkill. Moving to a single 
shift 7 days a week cuts costs by one 
third.

Do nothing. Safe and no cost. Technology stays on the shelf and the 
investment lost.

The briefing is given to your boss in a very tense atmosphere. The program manager for the part-
ner project will not change his position regarding the funding. All other issues seem negotiable. Your 
government customer will also not budge. He says that the military partner must put up some funds, 
no matter how small, to show some level of commitment. He will find the funds to handle the other 
issues if this one is addressed. When your boss says that he will elevate the issue to a higher authority, 
the partner project’s program manager walks out of the meeting. As he leaves the room, he says, “I 
will not be forced to pay a cent, and my boss will support me.” Everyone seems unhappy with this turn 
of events. “Do not worry,” your boss says. “I can convince his boss to ante up at least a token amount 
by trading on past relationships.”

The lessons learned in this large defense project were many and include, but are not limited to, the 
following:

■■ Many technologies do not get adopted because of the wrong reasons. Inertia, politics, person-
alities, and the resistance to trying something new often get in the way.

■■ Even when the benefits are large, getting an organization to adopt a new technology is a 
difficult undertaking. An approach is to make the rewards (financial, personal, competitive, or 
other) associated with technology use large enough to stimulate risk-taking. Planning for the 
application of change-management practices, tailored to the project phase, can help alleviate 
adoption problems.

■■ A good way to represent technology maturity is by determining its TRL. Any of the many TRL 
models in use today can be employed to handle this task. My advice is to use the one your 
customer employs to ease any communications gap.

■■ Recognize that military managers are much more conservative in their decisions than com-
mercial managers. The military emphasizes the use of proven technology for a reason. Lives 
and livelihoods are at stake if the technology is immature and fails in the field.
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■■ Use actual results whenever possible to gain momentum to get a technology adopted for 
widespread use. Such results should be generated on representative projects operating in as 
realistic an environment as possible to be deemed creditable.

■■ Do not forget that you need to expend the effort to make a product of the technology for 
adoption by prospective customers. This involves building the tools to make the technology 
easy to understand and use, especially when the innovation is mathematically based.

■■ As you commercialize a technology, you need to create the support base (manuals, training, 
user support, help desks, websites, and other items) required to sustain the technology in the 
field.

■■ Partnering with potential users is a good approach, especially when it requires all parties to 
make commitments. Both cash and noncash (in-kind investments of equipment, facilities, or 
people) contributions can be counted when tallying the sums.

■■ When people get backed into corners, they react in irrational ways. In our case, the people 
involved dug in their heels and held fast to their positions. Instead, some form of mediation 
should have been used as the briefing was crafted to try getting all parties involved to agree 
to a compromise.

Summary

This chapter provides you with insights into how to assess a technology’s level of maturity using 
Technology Readiness Levels and how to engage prospective partners in commercialization activities. 
The major issue in technology use is always its ability to stand up to operational and environmental 
constraints. That is why most technology transfer experts5 recommend conducting trials with the 
technology in as representative an environment as possible prior to attempting a widespread transi-
tion and operational use. This chapter emphasized risk-taking with technology when the benefits are 
large enough to justify it. For example, your firm might take larger risks with technology if you are 
lagging the industry and need to make a large jump to stay alive.
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