Service Accounts SharePoint Databases Security Hardening

In addition to the standard service accounts for Web applications and SharePoint services, PowerPivot for SharePoint requires two service SharePoint stores PowerPivot configuration settings, usage and health data, unattended data refresh credentials, and PowerPivot PowerPivot for SharePoint has no special security hardening requirements. The standard SharePoint recommendations apply, as outlined
accounts: one account for the PowerPivot System service application and the other for the SQL Server Analysis Services service. workbooks in its databases. Each PowerPivot service application also uses its own database to maintain internal application data. in the section “Plan Security Hardening” on Microsoft TechNet at http://technet.microsoft.com/en-us/library/cc262849.aspx.
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PowerPivot relies on the Windows Identity Foundation (WIF)-based SharePoint security infrastructure for authentication and authorization. To support PowerPivot data access, SharePoint Web applications
must use the Windows authentication provider. Forms authentication and Web single sign on are not supported.
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Analysis Services instances can perform automatic or scheduled data refresh for PowerPivot workbooks published in a SharePoint farm if the data sources are available to the server. Unlike query databases, which are
loaded in read-only mode, data refresh databases are loaded in read/write mode.
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PowerPivot Permission Levels

PowerPivot takes advantage of the SharePoint security model for granular control over administrator roles and user permissions. Organizations can delegate administrative tasks at the farm, shared services, servers, and site collections levels of the administration hierarchy, and can establish separate permission levels for the producers and consumers of intelligence in each department and team.
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Summary: This poster shows the PowerPivot security architecture at a detailed level to highlight how PowerPivot takes advantage of the security
frameworks, encryption technologies, and policy controls available on the Microsoft business intelligence (BI) platform while providing
seamless access to user-generated workbooks shared in a SharePoint farm environment.
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