
Security Hardening

Web Front-End Servers

PowerPivot for SharePoint has no special security hardening requirements. The standard SharePoint recommendations apply, as outlined 

in the section “Plan Security Hardening” on Microsoft TechNet at http://technet.microsoft.com/en-us/library/cc262849.aspx.

Farm Topology

Application Servers Database Servers

· Separate Web front-end servers from application 

servers.

· Structure the network so that clients can only access 

Web front-end servers, but not application servers or 

database servers.

· Run Web applications with a minimal set of code 

access security permissions.

· Disable all unnecessary services and ports on Web 

front-end servers and application servers.

· Block external access to the port that is used for 

SharePoint Central Administration.

· Use custom ports for SQL Server communication.

Web Front-End Servers

PowerPivot Application Servers

Database Servers

Additional Web 

applications and 

services might 

require further 

Windows services 

and ports.

Not all application 

servers in a farm 

need to run the 

SQL Server 

Browser and SQL 

Server Analysis 

Services 

(POWERPIVOT) 

service.

SQL Server 

communication 

over a custom TCP 

port requires the 

use of a SQL 

Server client alias 

on all Web front-

end and application 

servers in the farm.

Use SharePoint Central Administration or the SharePoint cmdlets for 

Windows PowerShell to manage service accounts. Alternative tools, such as 

Services console, IIS Manager, or SQL Server Configuration Manager, will 

not update the service account information in the SharePoint configuration 

database, will not assign the required database permissions in the farm, and 

will not grant required registry and file system access on the local server.

To change a service account:

1.   In Central Administration, in the Security section, click

      Configure service accounts. 

2.   Select the desired service application or Windows service, such as

      Windows Service - SQL Server Analysis Services for the Analysis

      Services service account or Service Application Pool - 

      PowerPivotServiceApplicationPool for the PowerPivot System service.

3.   In Select an account for this service, choose an existing managed

      account or create a new one. The account must be a

      domain user account.

4.   Click OK.

Service Accounts

Service Account Management

Web Front-End

Applications and Services

Web System Services

SharePoint

Solutions and

Services

SharePoint Central 

Administration

SPFarm Account

SharePoint - 80

SPDefaultSite 

Account

Additional Web

Application(s)

SPAdditionalSite 

Account(s)

Excel Web 

Access

Excel Web 
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Services
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Windows Services

SharePoint Web Services Default

SPServices Account

Excel Calculation 

Services

Secure

Store Service

PowerPivot Service Application

PPService 

Account
PowerPivot 

System Service

This domain user account must have Analysis 

Services system administrator permissions.

SharePoint Timer Service

SharePoint Tracing Service

Claims to Windows 

Token Service

SPFarm Account

Analysis Services Service

Local Service 

Account

Local System 

Account

ASService Account

Security Token Service Application

SPFarm Account

All instances in the same farm must run 

under the same domain user account.

Site Collection 

Administrators

Farm 

Administrators
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Automatic Data Refresh

SharePoint Databases

End-to-End

Security

SharePoint stores PowerPivot configuration settings, usage and health data, unattended data refresh credentials, and PowerPivot 

workbooks in its databases. Each PowerPivot service application also uses its own database to maintain internal application data.

Analysis Services instances can perform automatic or scheduled data refresh for PowerPivot workbooks published in a SharePoint farm if the data sources are available to the server. Unlike query databases, which are 

loaded in read-only mode, data refresh databases are loaded in read/write mode.

In addition to the standard service accounts for Web applications and SharePoint services, PowerPivot for SharePoint requires two service 

accounts: one account for the PowerPivot System service application and the other for the SQL Server Analysis Services service.

To change managed account

passwords frequently,

configure a password change schedule in 

SharePoint Central Administration or in 

Windows PowerShell. Password updates will 

not be reflected in any credentials

stored in Secure Store

Service.

SharePoint 

Farm Account

SharePoint 

Farm 

Administrator

Web 

Application 

Pool Accounts

SharePoint 

Services (ECS 

and Secure 

Store)

Analysis 

Services 

Service

PowerPoint 

System 

Service   

Server Roles
dbc, pub, 

secadm

dbc, pub, 

secadm
pub pub pub pub

PowerPivot Service

Application Databases
pub, dbo pub, dbo

Secure Store Service

Database
pub, dbo pub, dbo

Central Administration 

Content Database

pub, dbo, 

spsa, wsscap
pub, dbo pub, wsscap pub, wsscap pub, wsscap pub, wsscap

SharePoint 

Configuration Database

pub, dbo, 

spsa, wsscap
pub, dbo pub, wsscap pub, wsscap pub, wsscap pub, wsscap

SharePoint Content 

Databases
pub, dbo pub, dbo pub, dbo pub, dbo

SharePoint Logging 

Database
pub, dbo

Server and Database Roles:

dbc = dbcreator

dbo = db_owner

pub = public

secadm = securityadmin

spsa = SharePoint_Shell_Access

wsscap = WSS_Content_Application_Pools

Database Access Permissions

SharePoint Logging 

Database

SharePoint

Content Databases

Central Administration

Content Database

SharePoint 

Configuration Database

Secure Store Service 

Database(s)

PowerPivot Service 

Application Database(s)

Maintains PowerPivot 

Instance Map, data refresh 

schedules, and usage data.

Stores the PowerPivot 

Management Dashboard 

workbook and other content.

Stores configuration settings 

and site mappings for the 

entire server farm.

Stores credentials for 

application IDs to access 

external data sources.

Store the structure, pages, 

and content of lists, libraries, 

galleries, and sites.

Aggregates usage and health 

data for querying and 

reporting.

PowerPivot 

maintains a 

separate 

database per 

service 

application.

PowerPivot 

System Service

External 

Data 

Sources

Analysis 

Services 

Service

Data Refresh Credentials

There is only one data refresh account per workbook, which must 

be a Windows user account with contributor (read/write) access to 

the workbook. This account will also be used as the Windows user 

identity if the workbook’s data sources use trusted connections.

 Stores all 

credentials that are 

used during data 

refresh operations. 

Impersonates the 

specified data refresh 

account and performs 

automatic data refresh.

PowerPivot 

workbook

Connects to the data 

source and imports 

the data according to 

the processing 

command.

The credentials specified per data source are for non-Windows 

authentication. User names and passwords are stored in Secure 

Store Service.

Access 

Database 

(or other 

Sources)

Downloads the PowerPivot 

workbook into the SSAS 

backup folder, loads the 

embedded database in 

read/write mode into the 

local Analysis Services 

instance, and after 

processing re-embeds the 

refreshed database and 

uploads the workbook.

If data source has individual 

credentials specified, then PowerPivot 

System Service changes the 

connection string properties 

Username and Password in the 

XMLA command to process the

data source by using

the specified identity.

User Identity Flow
PowerPivot relies on the Windows Identity Foundation (WIF)-based SharePoint security infrastructure for authentication and authorization. To support PowerPivot data access, SharePoint Web applications 

must use the Windows authentication provider. Forms authentication and Web single sign on are not supported.

Authenticated SharePoint Users

SharePoint Security 

Token Service

Windows

Identity

Foundation

Secure Store Service

Unattended 

Service Account

SharePoint Security 

Token Service

Windows 

Indentity 

Framework

Excel Services

Application Proxy

PowerPivot Service 

Application Proxy

Excel Calculation Services

PowerPivot System Service

Claims to Windows 

Token Service

Analysis Services Service

in VertiPaq Mode

Service 

Authorization

Service 

Authorization

T
ru

s
t Web Front-End (WFE)

Application Server (AppServer)

SharePoint exclusively relies 

on claims tokens in 

WFE-to-AppServer 

communication over WCF.

Regardless of the 

authentication mode, users 

present their identity to 

SharePoint applications and 

services as a set of claims. 

The unattended

data refresh account enables the

Use the data refresh account configured 

by the administrator option in the 

workbook-based data refresh settings. If the 

PowerPivot Unattended Data Refresh 

Account field is left blank, then users must 

choose option       or       in the workbook 

settings to run data refresh jobs.

The Allow users to enter custom 

Windows credentials option controls 

whether users can directly specify Windows 

credentials for data refresh connections. If 

this option is unchecked, then users must 

choose option       or       in the workbook 

settings to run data refresh jobs.

Secure Store 

Service

Classic mode authentication is 

the default authentication type 

for SharePoint Web 

applications and a requirement 

for PowerPivot data access.

PowerPivot Permission Levels
PowerPivot takes advantage of the SharePoint security model for granular control over administrator roles and user permissions. Organizations can delegate administrative tasks at the farm, shared services, servers, and site collections levels of the administration hierarchy, and can establish separate permission levels for the producers and consumers of intelligence in each department and team.

· Install, enable, and configure 

Web applications, site 

collections, services, and other 

resources that pertain to the 

SharePoint farm.

· Deploy the application-level 

PowerPivot solution for 

individual Web applications.

· Delegate administration of 

service applications, including 

the PowerPivot service 

application.

· Activate the PowerPivot feature 

at the site collection level.

· Manage sites, libraries, and 

PowerPivot galleries.

· Grant permissions to site 

administrators and other users.

Producers of 

Intelligence
· Create PowerPivot workbooks in Excel 2010.

· Contribute permissions enable upload, edit, 

and deletion of PowerPivot workbooks in 

SharePoint.

· Configure the data refresh schedule 

and create linked reports in 

PowerPivot galleries.

Consumers of 

Intelligence
· Work with PowerPivot workbooks by 

using Excel Services or Excel 2010.

· View-only permissions enable online 

access without downloading. Read 

permissions add the ability to 

download.

· Can use PowerPivot workbooks on a 

SharePoint site as data sources in 

local workbooks.

PowerPivot Service 

Application Admins

Analysis Services 

Administrators
· Local administrator access granted through WSS_WPG and 

SQLServerMSASUser$<server name>$<database 

instance> group memberships.

· Can configure Analysis Services memory settings, backup folder 

path, and port numbers in SQL Server Management Studio (SSMS).

· Should never use SSMS to modify server 

state or account information.

To authenticate to external data 

sources, such as PowerPivot, 

ECS can use either:

· Windows Authentication   

ECS communicates with 

Claims to Windows Token 

Service to obtain the 

Windows user identity from 

the claims-based security 

token for the requesting 

user. This is the default.

· SSS   ECS retrieves the 

username and password 

from Secure Store Service 

using the specified 

Application ID and then 

performs a Windows logon.

· None   ECS uses its own 

Unattended Service 

Account, retrieved from 

Secure Store Service, to 

perform the Windows logon.

The Windows Communication Foundation (WCF)-

based service application proxy requests a new 

security token from the SharePoint Security Token 

Service (STS) and then calls the underlying service 

with the new security token.

Channel Transport obtains a new claims-based 

security token for the requesting Windows 

identity from the local STS. This security token 

then flows to PowerPivot System Service.

Claims-Based Authentication Classic-Mode Authentication

Standard IIS Windows 

Authentication

Anonymous, Basic, Digest, 

Certificates, NTLM, Kerberos

Claims-Based Identity

SAML Token

Windows Identity

Access Token

Windows 

Authentication

Forms-Based 

Authentication

Anonymous, Basic, 

Digest, Certificates, 

NTLM, Kerberos

LDAP, SQL Server, 

Custom Membership 

and Role Providers

SAML-Based 

Authentication

ADFS 2.0, Windows 

Live ID, Third-Party 

Identity Providers

For detailed information about the classic-mode 

requirement, refer to the PowerPivotGeek article 

“Why PowerPivot requires „classic-mode‟ web 

applications” at http://powerpivotgeek.com/2010/04/

22/why-powerpivot-requires-classic-mode-web-

applications/.

· Manage existing 

PowerPivot service 

applications.

· Have access to 

PowerPivot 

Management 

Dashboard and can 

view administrative 

reports.
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External Data Sources

MSOLAP ProviderOther

HTTP TCP

WCF-

based 

Channel 

Transport

SQL Server Analysis 

Services is not claims-aware. 

When connecting, SSAS 

authenticates the PowerPivot 

System Service based on its 

service account. The 

PowerPivot System Service 

immediately downgrades the 

connection with the first call 

to set the authorization 

context which restricts the 

connection’s scope to only 

the requested database.

Query databases are loaded 

in read-only mode.

The Excel Services authentication 

settings can be specified as part of 

the PowerPivot connection 

properties in Excel 2010. See the 

help topic “Connection Properties” at 

http://office.microsoft.com/en-us/

excel-help/connection-properties-

HA010342299.aspx.

b

a

b

c

c

a

Authorization Header

Authorization Context

Local Farm ID and Web 

application account ID

Security Context

User Identity

Authorization Header

Authorization Context

Local Farm ID and Web 

application account ID

Security Context

User Identity

Auth. Context

Local Farm ID and 

ECS service account 

ID
Sec. Context

User Identity

PowerPivot 

service account

Claims Principal

User Identity

Claims Principal

User Identity

User-Accessible 

Network Segment
User-Inaccessible Network Segments

Certain data providers might have their 

own security configuration 

requirements. For example, to use the 

Microsoft ACE provider, the data 

refresh account needs to have write 

access to the SSAS engine’s Temp 

folder and the Desktop Experience 

feature must be installed if accessing 

SharePoint files.

or

Windows Services 

File and Printer Sharing

SharePoint 2010 Administration

SharePoint 2010 Timer

SharePoint 2010 Tracing

World Wide Web Publishing Service

Inbound Ports and Protocols

TCP 80 (Access to SharePoint Web applications over HTTP)

TCP 443 (Secure access  to SharePoint Web applications over HTTPS)

TCP/UDP 445 (Direct-hosted SMB)

Windows Services 

Claims to Windows Token Service

File and Printer Sharing

SharePoint 2010 Administration

SharePoint 2010 Timer

SharePoint 2010 Tracing

SQL Server Browser

SQL Server Analysis Services (POWERPIVOT)

World Wide Web Publishing Service

Inbound Ports and Protocols

TCP 32843 (Service application 

communication over HTTP)

TCP 32844 (Service application 

communication over HTTPS)

TCP 32845 (Service application 

communication over net.tcp)

Windows Services 

SQL Server  (MSSQLSERVER)

Inbound Ports and Protocols

Custom static TCP port (SQL Server communication over TCP)

Backup 

Folder

Full Control:

   Local Administrators

   SQLServerMSASUser$<server>$<instance>

   WSS_RESTRICTED_WPG_V4

   WSS_WPG

Data 

Folder

Full Control:

   Local Administrators

   SQLServerMSASUser$<server>$<instance>

Data and Backup Folder ACLs
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