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Parameter sheet applies to all versions and declinations of Microsoft Xbox Series Home
Entertainment System, controllers and accessories. That includes, but not limited to:
Xbox Series S

Xbox Series X

1. BE S48k / Cryptographic Capabilities

EEHERITERET. TOANBRNITERNTHIEEBESN |  []NO D4 YES
7R S LORITUNDBZEETHH,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EEHEEIARZIEHIATWSEDN, ! [ ]NnO X YES
The cryptographic capabilities are self-contained in the

product

EEHEEERDONTIAMNICZLTEEDN, [ INO X YES

The cryptographic strength exceeds the following:

A, RIBFILTIVALERAN=LDTHH>T, 7ILIVX
LDBOESHA 56 EVRERZLZED
Symmetric algorithms with key length exceeding 56

LAPI 2L T 0S M oIREEN S5 4 [EF5<. /As opposed to that provided by the Operating System through
API.
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bit

B. IERMTZILTYRLERAN-EDTHHT.
(a) 512 EVMEBRLBHDREA R (RSA %)
[CEDBOD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADFEEEICEITAH512E VN EEBRZ LR
Bt # it & (Diffie-Hellman ) ITE D<M,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) LRIRETIEDOUNDEIZEITH 112EY
b A DB D EHE (FE MR #R £ O Diffie-
Hellman ) [CEDLED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. 7ILTUXLEBRUVRE / Algorithms and Key Lengths

Aleo

RC2, RC4

Protocol/Applicatio O

40-128 CryptoAPI/CNG

DES, 3DES 56, 168 CryptoAPI/CNG

AES 128, 192, 256 CryptoAPI/CNG
Hardware crypto processor

XTS-AES 128 Hardware crypto processor

AES-CMAC 128, 192, 256 Hardware crypto processor

MD2, MD4, 128 CryptoAPI/CNG

MD5

SHA-1, SHA-2 160, 224, 256, CryptoAPI/CNG

384,512 Hardware crypto processor

RSA 512-16384 CryptoAPI/CNG
Hardware crypto processor

DH 512-4096 CryptoAPI/CNG

HMAC-SHA1, 160, 224, 256, CryptoAPI/CNG

HMAC-SHA2 384,512

DSA_SIGN 1024 CryptoAPI/CNG

ECDH NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
Hardware crypto processor

ECDSA NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
Hardware crypto processor

GMAC AES Galois message authentication code,
CryptoAPI/CNG

PRNG CTR_DRBG (« Counter » Deterministic Random Bit
Generation) of NIST SP 800-90.
Hardware crypto processor
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3. TEREF BSOS S5 LA / Mass Market Consideration

HEALUTOEHREFE-TEDNESH, (The product satisfies the following requirements):

1)

BAICELTHSOHIBRESZITS . (i) EEEIZEHLT(i)
XIFEME, FEE (i) BLLLIERBEDEFITLSE
XIZ&KY . RFEEDEENSRFTEINDLDXEFERE
(2 LTS FIRRG<EE TIREESN HED

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ INnO

X] YES

2)

EEHEENEREICI>TERTELLED
The cryptographic functionality cannot easily be changed
by the user ;

[ ]NO

X] YES

3)

FEAICIREL THEE X TRTEDRMZENTETH
BEONFEE SN TLDED

Designed for use without technical support by the
supplier or the distributor

[ INnO

<] YES

4. % IEHI5E / Conclusion

EEE SICELLT, REES TR S LLHIIEN LS
ROEREL REIEZRELEETOT LD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

BEE
NO

N
YES
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