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S RE/ NTA—E2— (B F)
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Parameter sheet applies to all versions of Message Analyzer and Network Monitor with Parsers,
including the SSL/TLS “Decryption Expert”, as distributed on
http://blogs.technet.com/b/netmon/p/downloads.aspx and http://www.microsoft.com/en-
us/download/details.aspx?id=44226.

1. BB H8E / Cryptographic Capabilities

EEWEELIRIL. TUALBRRITER T HILEHIES [INo X YES
N=TRTSLDOETUNDBREERT HH,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EEHEEXARBRICEBEINTLSEDOMN, ! ] NO [ ]VES
The cryptographic capabilities are self-contained in the

product

ESHEEFIRDONTIAMNIZYTEEDH, [ INO X YES

The cryptographic strength exceeds the following:

A, JAH/T7ILTVXLERWNEDOTH>T, 7L
ALOBEORSH 56 EVREBZHED
Symmetric algorithms with key length exceeding 56
bit

B. ERMTILTYXLERANLDTH-T.

(a) 512 EVIEBASBHDRELS #E (RSA F)
IZEDBO.

Asymmetric algorithms based on factorization of

LAPI Z@EL T 0S M bR 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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integers in excess of 512 bits (e.g. RSA), or

(b) BREAOFEEFHICEITH512E VM EBALHEE
Bt B D ETE (Diffie-Hellman ) [CE DD,
Computation of discrete logarithms in a
multiplicative group of a finite field of size greater
than 512 bits (e.g. Diffie-Hellman), or

(c) LERICHETDHLOLUNDEICEITS 112E
YNEBZ SRR B DETE (BB R R L O Diffie-
Hellman Z) [CEDLED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic
Curve), or

(d) & IS B4 2 e 7 bV U s
~VIERE (NewHope. Frodo. NTRUEnNcrypt.
Kyber, Titanium S & &, ) (2SS HD
Shortest vector or closest vector problems
associated with lattices (e.g., NewHope, Frodo,
NTRUEnNcrypt, Kyber, Titanium), or

(e) HEFFELAE M AR O FFE GG ORR (RS 2[H)
HGGEED TN ZEle, ) IZHESHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or

(f) 7 & L5575 D15 (McEliece,
Niederreiter & &te, ) IZHS< HD
Decoding random codes (e.g., McEliece,
Niederreiter).

2. ZILdYXLRUEE / Algorithms and Key Lengths

FILTYX L/ R’E/ Faba/7FIVr—av /arsk
Algorithm Key Length Protocol/Application/Comment
SSL/TLS Standard SSL/TLS Network Monitor with “Decryption Expert”
algorithm suites package and Message Monitor can parse SSL/TLS
available from the traffic provided the server key is available.

operating system

3. HERESE S5 S5 LA / Mass Market Consideration

HUEDNUTDEHEF-TEDNE DD, (The product satisfies the following requirements):

1) BAICKRLTRISDHIBRESZ(T . (i) EEEIZHLNTIi) [ INO X YES
XITEME, EEE (i) BELIBERBENEEIZLS
EXICKY., REEDEENSRTIND LD XILE
BEIC LA FIRACEETIRESASED
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Generally available to the public by being sold, without
restriction, from stock at retail selling points by means
of (i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHEENFERABIZK>TERETELLED [ INO X YES
The cryptographic functionality cannot easily be
changed by the user ;

3) ERAICKELTHRAE XLREEDRMTZENFET [Ino X ves
HAEFIIEET SN TSI D
Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

LR 3ICHBLLT, MRESTOY S LLHIEENHHE WEE EEE
R.ERELE BHEERALLETOTS LN, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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