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This parameter sheet applies to all declinations of Microsoft Lync client and server suite and its

derivative products:

Microsoft Lync Server 2010 all editions
Microsoft Lync 2010

Microsoft Lync 2010 Mobile

Microsoft Lync 2010 Attendant
Microsoft Lync 2010 Phone Edition
And addons such as:

Online Meeting Add-in for Lync 2010
Lync Web App

Lync 2010 Attendee

1. BB HHE / Cryptographic Capabilities

RS HAEILREE. TUALBRRITERS S LEHiEsn | [INO DX YEs
7R S LORITUND BRZEET B,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

BRI ARHRCEHINATLDLOMN, ! X NO [ ]YES
The cryptographic capabilities are self-contained in the
product

LAPI Z@EL T 0S M bR 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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EEHEEIRDOVTNNIEZAT IO,

The cryptographic strength exceeds the following:

A JAHTILTVXLERANLOTH->T, 7ILTUX
LODBORSN 56 EVREEBZZLD
Symmetric algorithms with key length exceeding 56
bit

B. ERMTILTVXLEZRAN-LDTH-T.
(a) 512 EVhEBASBEHDRRE 5 E (RSA F)
[ZEDBOD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRRADEEEICHITS512EVNERBZSEE
Bt # D 51 & (Diffie-Hellman ) IZE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) LEICRETHLDLUNDEICEITSH 112EY
B A BRI B D E E (FE M EER L D Diffie-
Hellman ) [CED<EHD
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),
or
(d) ¥ IC B D B LN 7 bV T sifr e~ 7
~VREEE (NewHope. Frodo. NTRUEncrypt.
Kyber, Titanium F & &Te, ) 2SS LD
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUEncrypt,
Kyber, Titanium), or
(e) EEFFEAG M HFR O R G OLRR (B[]
MGG TN T, ) IZHESHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or
(f) 7 v X L7505 (McEliece. Niederreiter
FREETe, ) 1255 < B D Decoding random
codes (e.g., McEliece, Niederreiter).

[ ]NO

X] YES

2. ZILdYXLRUEEE / Algorithms and Key Lengths

FILTY XL/ RE/

Zara /7 IV r—av/arvk

Algorithm Key Length Protocol/Application/Comment
AES 128 128 SIP, SRTP, Web conferencing content data
RSA 1024-2048 1024-2048 encryption.
HMAC-SHA1 160 SRTP
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SSL/TLS

protocols.

Standard algorithms used by SSL/TLS

3. TIREES 705 5 LS / Mass Market Consideration

HEALUTOEH/EE-TEDMESH, (The product satisfies the following requirements):

1)

BAIBRLTHSOFIBRE T, (i) IBEEIZELTI)
XILEME, EEE (i) HFLLLIERBEDEEICLDE
XIZkY. BRFEEDHEENIRFTEINDED X (IFEAE
[Zxt LA HlRAG<KERETRESN DS LD

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ ]NO

X YES

2)

BEHEENEREICI > TERTELLLD
The cryptographic functionality cannot easily be changed
by the user ;

e

<] YES

3)

FEAICRLTHEE XTRFEEDEMZENTETH
BHEIEREIENTLNDED

Designed for use without technical support by the
supplier or the distributor

[ ]NO

X] YES

4. ZIEHISE / Conclusion

EEIICELLT, TRES IO S LLHIEENSHE
ROEREL RRISEZLBLLGETOTILD,

In light of 3 above, is the software a mass-market crypt
program that is not controlled under applicable law?

REE
NO

e
YES
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