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1.    

ṇ ḭEnhanced Mitigation Experience Toolkit (EMET) ḭ צּ

ṇ ṇ ּת אל ︡ ḮEMET ḭ

צּ ṇ ṇ ︣ ︣ טּ

︡ḭ ḭּף ḭ ḭ

ףּ ︣ כֿ וֹ ︣ḮEMET ḭ ףḭּךּ︡

ḭּף אל ḭנּאל

ṇ ṇ ︡ ︣ḮEMET ḭ אל טּ

ḭּף ṇ פּ ︣ כֿ ḭ︣  PC 

ṇ ṇ ︡ ךּ ︣Ḯ  

ḭּף קּ ︡ Ḯ ḭ︣

ḭצּ ︡ וֹ ￼ḭ ︡ ḭ ṇ ṇ נּ שּ

קּ ךּ ︣Ḯ צּ אל

וֹ ṇ ṇḭּט ךּ ḭ  ṇ לּ

וֹ ṇ ṇ ךּ ḭ ḭPersonally Identifiable 

Information [ ] (PII) ḭ  ṇ שּ

טּצּ ︣Ḯ  

ḭ נּ ḭ צּ ︣ ḭ

︣ אל ︡ ḮEMET ḭּף כֿצּ

ḭקּ ︡ שּךּ פּ ︡ ︣Ḯ  

Å ṇ ṇ Ḳ שּךּ פּ ṕ נּ ḭ ṇ

Ṗ ḭ ṇ ︡ḭ ︡ אל כֿ

︡ ךּ ︣ḮEMET ḭ ṇ ṇּצ ︡ ṇ

קּ לּ אל ︣Ḯֿכ ḭ צּ אל ḭ ḭ ṇ ṇ

פּ ︡ḭ ︣

︣Ḯ 

Å ּצ : EMET ḭ  ṇ ︡ צּ אל

לּ ︣ כֿ ḭ ךּ ︡ ︣Ḯ ḭּט ךּ ṇ



 

 

︣ טּ Ḯֿכ ḭ

צּ ךּ ︣Ḯ לּ ḭ ṇ ṇ ḭ ךּ

ḭ ︣ וֹ ︣Ḯ  

Å  ṇ ︣ קּ : צּנּ ḭ￼קּ

שּ ︡ שּךּ טּ ךּ  ︡ ךּ

כֿ ￼ כֿךּ︡ טּ Ḯ צּ ḭ ḭצּ 

ךּ כֿ שּ ךּ ḭֿכ כֿ ḭצּ

 ︡ ︣Ḯֿכ ︣ ḭ  

פּ ︣ כֿ ḭEMET ḭצּ︣ ךּ ḭ ṇ

צּ  ︣ ︣ כֿ ḭ

︣ וֹ ︡ שּ ︣Ḯ  

Å Web ṇ ︣  SSL ︡ שּ : 

︣ ḭצּ  SSL ︡ ḭ ︣

צּ ︡ ךּ ḭEMET ḭ ṇ  CA ︡ḭ

 SSL ּק ḭ ṇ ︣ ︡ ︣Ḯ 

( )  

Å ּך ︣ :אל︣ ṇ ḭEMET  

ṇ ṇ ṇ ṇ ḭ  ṇ ḭ שּ︡ ṇ  ṇ

︡ ḭ צּ קּ ︣Ḯ ṇ ︣ḭ ︣ ḭּט ךּ

ḭ ṇ ṇ ︣ טּ ḮEMET 

ḭ ṇ ḭשּ ṇ ṇ טּ ḭ

︣ כֿ צּ קּ ︣Ḯ  

Å : EMET ḭ ךּ︡ צּ אל לּ

אל ḭ  ṇ ︣Ḯֿכ ḭ ︡ḭ וֹ

נּ ︣Ḯ ḭEMET ṇ טּצּ  Ḯ 

EMET ḭ ךּ︡ צּ קּ ︣Ḯ  

ṇ ḭ ︣ כֿ ︡ ḭ צּ

︣Ḯֿכ ḭ כֿ ḭ

טּ ḭצּ ḭצּ ḭ אל ךּ אל אל כֿ פּ



 

 

︣ כֿ קּ ︣Ḯ ḭ צּ ךּ︡ ︡ תּ︣ ḭ

שּ קּ לּ ךּ ︣Ḯ  

   

EMET ḭ ︣  ṇ ︣ וֹ ḭשּ פּ

פּלּ ︢ צּ ︣Ḯאל ḭEMET ḭ ṡ Ṣ ṇ ︡

ḭSSL ︡ḭ ּך ︣ ︡ ︣Ḯ  

¶ ṇ ḭ צּ ṇ ︣ ḭ ṇ ṇּצ

קּ ︣Ḯ נּ ḭ ︣ ︡ ︣ טּצּ

ḭפּ ︡ ךּ ︣ טḭּפּקּ ךּ ︣ פּ

︡ ︣Ḯ  

¶ ḭ ṇ ṇּצ ṇ ︡  EMET ּצ

ṇ ︣ קּ ︣Ḯ ṇ אל ךּ ￼ךּ ḭ

︣ טּ ṇ ︡ ḭ / ︣Ḯ אל

ṇ צּ אל ḭ צּ אל ︣Ḯֿכ

נּ כֿ ḭ ṇ ṇ ḭ ḭּף

ḭ צּ לּ אל פּ ︡ ḭ ךּ ṇ נּ

︣Ḯ  

¶ ḭ ︡ ךּ ḭ אל  (SSL  

) ︡ ṇ קּ ︣Ḯֿכ ṇ ḭ

 SSL ḭ ︣ ḭ ︡ ṇ  ( ṇ  CA) 

וֹ לּ אל ךּ ︣ḮEMET ּצ אל  SSL 

︣ ṇ  CA ּך ︡ ḭֿכ ḭ

צּ כֿ לּ טּ ︡ ḭ ︡ ︣Ḯ  

 

EMET ṇ ḭ ṇ ︡ אל ￼ḭ ṇ לּ

ṇ אל Ḯ ḭ ḭ ṇ ︡

︣ ḭEMET ḭWindows ṇ ṇ ṇ



 

 

︡ ךּ ︣Ḯֿכ ︣

ṇ ḭֿכ 1 ︣ כֿ צּ קּ ︣Ḯ  

: ḭּשּך פּ ḭּך￼ פּ ṇ

︡ ḭ צּ ︢ טּ כֿ ךּףּ שּ Ḯךּאל

︣ ḭ︣ ṇ  EMET ︣ כֿ

צּ ︣Ḯ  

   

EMET ḭ ṇ ︡ ךּ ︣Ḯֿכ ḭ

ḭּף צּ ︣ ךּ ︡ ︣Ḯ 

1.2.1  Structured Exception Handler Overwrite Protection (SEHOP)  

כֿ ḭ  Windows ḱ ṇ ṇ ṇ ︣ פּ

︡ ︣Ḯֿכ ḭWindows Vista SP1 ּפ ḭWindows ּך

︣ḮWindows 7 ּף  Windows ṇ ḭֿכ ḱ קּ

צּ אל ︡ ḮEMET ḭWindows XP ḭּט ṇ

ṇ ︡ ḭ  Windows ︢ ︡ ךּ ︣Ḯ שּ︡ ḭ 

SEHOP  ( ףּ (  Windows 7 SEHOP  ( ) ︡ שּ אל

  Ḯךּ

EMET ּצ אל ךּ ךּ ḭ ḭ ṇ ṇ 

ṇ ︣קּ כֿ צּ קּ ︣Ḯ ḭ צּ כֿ ḭOS ּצ ṇ

ṇ ḭקּ ṇ ṇ ︡ ︣Ḯ

ḭצּ ṇ ︡ ךּ  OS ḭ כֿ טּ לּ צּ

︡ḭ צּ קּ לּ ︣Ḯֿכ  1 ︡ שּ

  Ḯךּאל

                                        

1 http://blogs.technet.com/b/askperf/archive/2011/06/17/demystifying -shims -or -using - th e-

app-compat - toolkit - to -make -your -old-stuff -work -with -your -new -stuff.aspx  ( )  

http://blogs.technet.com/b/askperf/archive/2011/06/17/demystifying-shims-or-using-the-app-compat-toolkit-to-make-your-old-stuff-work-with-your-new-stuff.aspx
http://blogs.technet.com/b/askperf/archive/2011/06/17/demystifying-shims-or-using-the-app-compat-toolkit-to-make-your-old-stuff-work-with-your-new-stuff.aspx
http://blogs.technet.com/b/srd/archive/2009/02/02/preventing-the-exploitation-of-seh-overwrites-with-sehop.aspx
http://blogs.technet.com/b/srd/archive/2009/11/20/sehop-per-process-opt-in-support-in-windows-7.aspx
http://blogs.technet.com/b/srd/archive/2009/11/20/sehop-per-process-opt-in-support-in-windows-7.aspx
http://blogs.technet.com/b/askperf/archive/2011/06/17/demystifying-shims-or-using-the-app-compat-toolkit-to-make-your-old-stuff-work-with-your-new-stuff.aspx
http://blogs.technet.com/b/askperf/archive/2011/06/17/demystifying-shims-or-using-the-app-compat-toolkit-to-make-your-old-stuff-work-with-your-new-stuff.aspx


 

 

 

 1: ṇ   

 

EMET ︡ ךּ ḭOS ּטּצ ṇ ︣ ḭ ṇ  

ṇ ךּ ︣Ḯ ḭצּ פּ פּלּ ךּ

ךּ ︣Ḯ ṇ צּ ︡ ךּ ḭEMET ּך￼ ṇ כֿ︣

שּ ︡ ︣Ḯ  2 ḭֿכ צּ לּ כֿ פּ ︡ ךּ ︣Ḯ  

 

 2: EMET ּצ ṇ   



 

 

1.2.2  ṇ  (DEP)  

DEP ḭWindows XP ּפ ︣Ḯּ︡︡פ צּ ḭ ḭ

ךּ וֹ ḭ ṇ ︣ כֿ צּ קּ

ḮEMET ḭ ךּ ךּ ṇ ︣ כֿ

צּ קּ ︣ḮDEP ּצ ḭפּ ︡ לּ ︣ פּ ךּ  2 

ךּ  Microsoft Security Research & Defense (SRD) ṇ  1 (

)ḭּף ṇ  2 ( ) ︡ שּ   Ḯךּאל

EMET ︡ ךּ ךּ ḭ ḭ ṇ ḭּט ךּ צּ

ṇ ︣ ṇ צּ ︣ ḭ  ṇ ḭ ṇ ︣ כֿ

ḭ ︡ לּ כֿ צּ קּ ︣Ḯֿכ ḭ אל

ךּ ḭ טּ ṇ צּ ︣Ḯ  

 

צּ :3  ︣ ṇ ︣   

EMET ︣ כֿ ḭ ︡ ṇ צּ ︣Ḯ ḭ

ḭּף ṇ ṇ אל ḭ ֿכ פּ טּ

ṇ ︡ לּ ︣ ḭּט ḭצּ אל  ︣Ḯ  

  

http://blogs.technet.com/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology-part-1.aspx
http://blogs.technet.com/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology-part-1.aspx
http://blogs.technet.com/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology-part-1.aspx
http://blogs.technet.com/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology-part-2.aspx
http://blogs.technet.com/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology-part-2.aspx


 

 

 

 4: ṇ ḭ ṇ   תּ

1.2.3  ṇ ṇ ṇ   

צּ אל ךּ ḭקּ ṇ צּ ︣ צּ פּ ךּ ḭשּ

 ṇ ךּ ḭ ṇ ︣ פּ ךּ ︡ וֹ

Ḯ בֿ ḭ ḭ  ṇ

ṇ ṇ שּ לּךּ ṇ ṇ צּ אל ךּ ︣Ḯ  5 

ḭ כֿ צּ לּ נּ פּ ךּ ︡ ךּ ︣Ḯ  

 
ךּףּ :5  ḭ ṇ ṇ ︣   



 

 

EMET ︡ ךּ ḭ שּ אל  ṇ

ךּ טּצּ ︣Ḯֿכ ṇ ṇ ︣ כֿ  ( ︡ ḭ ḭ ṇ

︣ ) ︡ ךּ ḭ ︡ ︣Ḯ  

 

 6: ṇ ṇ ︣ ︣   

כֿ אל אל ḭ טּ כֿ ︡

שּ Ḯךּאל כֿ ךּ תּ אל טּ Ḯ

צּ ︣ ︡ ḭEMETךּ ︣Ḯ  

1.2.4  Null ṇ  ṇ   

כֿ ḭ ṇ ṇ ṇ ḭצּ︣ ṇ ṇ ṇ ḭ כֿ

 NULL ּת אל ךּ ︣Ḯ ḭֿכ ︣

ךּ ḭ ḭֿכ צּ ︡ ︣Ḯ  

1.2.5   Address Space Layout Randomization (ASLR)  

ASLR ḭ צּ ṇ טּ ṇ ︡ לּ ︣ תּ

ḭ ṇ צּ ṇ אל ︡ ︣Ḯֿכ ḭ︣

ṇ כḭֿצּ ︣ ḭ  ︡ וֹ ךּ

כֿ ︣Ḯ EMET ︡ ךּ ךּ ḭ  DLL צּ

︡ḭReturn Oriented Programming (ROP) ︢  DEP 

︣ ︣ טּצּ ︣Ḯ  



 

 

 

 7: ṇ ḭּט ṇ צּ ṇ אל   

EMET ︡ ךּ ḭ ךּ ḭשּ ︣

אל ḭ ṇ צּ ṇ אל ︣ḮROP ︣

ḭ ︡ ︡ ךּ ︡ Ḯ  

 

 8: ṇ אל ḭּט ṇ   

1.2.6  Export Address Table Access Filtering (EAF)  

ṡפּ Ṣֿכ לּ ḭ ṇ ḭWindows API ︣

טּצּ ︣Ḯּ︡︡פ צּ ḭAPI ︣ ḭ ṇ ￼ḭAPI ּצ ṇ



 

 

אל ךּ וֹ וֹ Ḯֿכ לּ ḭ שּ ṇ

ḭ︣ ṇ אל ךּ ṇ  Export Address Table ︡ḭ  

API ṇ ︡ ︣Ḯ ḭֿכ  kernel32.dll ּט ךּ  ntdll.dll ּצ

︡ ︣Ḯ ṇ צּ פּ ḭ ṇ ḭ ṇ  API ּצ

︣ וֹ כֿ︣ צּ קּ ︣Ḯ  

כֿ ḭExport Address Table (EAT) ︡ḭ ︡

ṇ ךּ ḭ / קּ לּךּ ḭ ךּ ︣ḮEMET 

︡ ךּ ḭ ךּ ṇ ḭ ṇ  API 

אל ︣Ḯ  

כֿ ḭ ṇ לּ ḭ ṇ לּ שּ ḭ

שּ︡ ︣ טּצּ טּצּ

︣Ḯ נּ ḭ ḭDRMḭ ︡ ṇ כֿצּ ︣Ḯ  

כֿ אל אל ḭ טּ כֿ ︡

שּ Ḯךּאל כֿ ךּ תּ אל טּ Ḯ

צּ ︣ ︡ ḭEMETךּ ︣Ḯ  

1.2.7    

כֿ ḭ ḭEMET ּכֿצ ︣ ḭ  (

ṇ ḭ ḭּף  ṇ ) ṇ  

︡ ︣ (8 )Ḯ ︣ ךּ כֿ ךּ

Ḯ  

1.2.8  ROP   

EMET 3.5  ṇ ḭROP ︣ ︣ כֿ

︣ ḭ  Return Oriented Programming (ROP) ︡ ︡

ḮROP ḭ ṇ ṇ ︣ ︣ḮROP 

ḭ ṇ ︣ ṇ ︡ ︣ḮEMET 4.1 ḭ

כֿ צּ אל ḭ שּ ḭּף ṇ צּ אל

︡ Ḯ  

ROP ḭ32  ︡ טּ כֿ ︡ שּ אל

ךּ  Ḯ64ךּ ḭEMET 4.1 ḭROP אל ךּ Ḯ  



 

 

  

ḭROP ︣:  

Å ṇ    (Load library checks): EMET ּצḭLoadLibrary 

API ṇ ︣ ︡ḭUNC  ( Ḳ evilsitebad.dll) ּפ

ṇ ︣ רּ ︣Ḯ צּ  UNC ḭּט ךּ

ṇ  ṇ ṇּפ  DLL ṇ ︣ ḭֿכ קּ

︣Ḯ  

Å   (Memory protection checks): EMET ḭ

︣ כֿ ︡ Ḯֿכ לּ ḭ ḭ ṇ ḭ

טּ ךּ  ROP ︡ ︣Ḯ  

Å ︡  (Caller checks): EMET ḭ צּ אל

ḭṡRETṢ שּ ṇ ︡ אל פּ ￼ פּ

︣Ḯֿכ ḭ ḭ שּ  ROP ︣Ḯֿכ

שּךּ פּ צּ ךּ טּצּ ︣Ḯ  

Å ṇ ṇ  (Simulate execution flow): 

︣ ︡ וֹ ḭֿכ  ROP ︡ לּ ︣Ḯ

ṡ ︡ Ṣ לּ ḭֿכ שּךּ פּ צּ

ךּ טּצּ ︣Ḯ  

Å   (Stack pivot): ּצ אל ḭ ︣

אל ︣Ḯ טּצּ ︣Ḯ  

1.2.9    

EMET ḭ︣ ︣ ︡ ︣Ḯ

ṇ  4.0 ︡ ךּ ḭROP ֹו ḭ ḭּט ךּ

אל ḭEMET אל  ROP ︣

נּ ︣Ḯ ḭֿכ ︣:  

Å ṇ   (Deep hooks): EMET  API ḭּף ḭֿכ

שּ ךּ  API ּצ ︣ ḭ  API ︡ ︣Ḯ נּ ḭ

EMET ƁƬǆǓǏǆǍƔƓƂƷǊǓǕǖǂǍƢǍǍǐǄƁֹו ףּ  ḭǌǆǓǏǆǍǃǂǔǆƂƷǊǓǕǖǂǍƢǍǍǐǄשּ   



 

 

Å ǏǕǅǍǍƂƯǕƢǍǍǐǄǂǕǆƷǊǓǕǖǂǍƮǆǎǐǓǚƁḭ ︣ ךּ ḭּף

︡ ︣Ḯ  

Å  (Anti detours): ṇ ṇ︣ כֿ ḭ

︡ לּ טּצּ ḭ ḭ ṇ ︣Ḯ

ṡ Ṣ ︣ כֿ ḭֿכ ︣

ṇ ︣Ḯ  

Å אל  (Banned functions): ֿכ ︣ כֿ ḭ

אל  API ּצ אל ḭ אל ︣Ḯֿכ ṇ

ḭǏǕǅǍǍƂƭǅǓƩǐǕƱǂǕǄǉƳǐǖǕǊǏǆƁּצḭAPI ︣ טּ

︣ לּ אל ךּ ︣Ḯ  

  

  ( )  

EMET ḭ אל ︣ לּךּ ḭ

ṇ ︣ נּ ךּ ︣Ḯ 

HTTPS Web ︡ ךּ ḭSSL ḭInternet Explorer ּצ

ṇ ︣ ḭEMET  ḭ ṇ ṇּצ ︡ ︣ ṇ

︡ḭ   SSL ḭּף ḭ ︡ ṇ

︡ ︣Ḯ  

וֹ אל ṇ ḭEMET ḭ  SSL ︣

ṇ צּ  קּ ḭ ︡ ︣ḮEMET ︣

טּ ḭ צּ ︣ וֹ כֿךּ ︡ שּ ḮEMET ḭךּאל

ṇ אל  Web ︡ḭ טּ ḭ 

SSL  (CN) ︡ ︣Ḯ ︣ וֹ ḭEMET 

כֿ ︡ ṇ ḭצּ  ṇ ṇּצ ︡ ṇ  

טּ פּ ︡ ︣Ḯ ḭWindows ṇ פּ ḭ

ṇ ︣ כֿ ḭ ṇ טּ  פּ ︣ כֿ צּ קּ

︣Ḯ ḭ ṇ אל ḭ ṇ   SSL ֹו

ḭ ṇ צּ אל ︣Ḯ  

http://technet.microsoft.com/en-us/library/cc700805.aspx
http://technet.microsoft.com/en-us/library/cc700805.aspx
http://technet.microsoft.com/en-us/library/cc700805.aspx


 

 

ṇ ︣ ךּ ︣ כֿ צּ קּ ︣Ḯֿכ ḭ

ךּ ︣ כֿ צּ ḭקּ ṇ צּ ︡ ךּ ḭ 

EMET ּצ SSL ︣ כֿ צּ קּ לּ ︣Ḯ ḭ ṇ  

ḭ נּ ḭ ṇ ḭ  ḭ ḭּף

ṇ ︣Ḯ  

 ṇ   

EMET ḭEMET ṇ פּ 3  קּ  EMET ּלּך ḭ

︡  EMET ṇ ṇ ︢ ḭ ṇ ︣

נּ ךּ ︣Ḯ  EMET ṇ ︣ ḭֿכ ךּ︡ ṇ

 Windows ṇ ︣ לּ אל ︣Ḯֿכ ḭEMET 

ṇ  ḭּך ḭ שּ︡  ( ṇ  

ṇ ︢ ) ︣ כֿ צּ ︣Ḯ  

EMET ṇ ḭ ︣ נּלּ ṇ ︣:  

Å Windows  ּק : EMET ḭEMET 

 ṇ ︡ ︣Ḯֿכ ḭ ṇ  

וֹ כֿ צּ קּ ︣Ḯ ḭ3 ︡ ךּ ︣Ḯ ḭ ḭ

︡ ḭ ṇ ︣Ḯ ṇ ḭEMET ṇ צּ ︡

ṇ אל ︣Ḯ ṇ ḭEMET 

צּ אל ḭּט ךּ ḭ ṇ  SSL 

ṇ ︣ אל ︣Ḯ ṇ ṇ ḭ קּ  SSL ךּ

צּ אל ḭּט ךּ ḭEMET ּצ ︡ כֿ) 

כֿ צּ אל כֿ ︣ ) ṇ

אל ︣Ḯ EMET ṇ ︣ טּ  ID 

אל ךּ ︣Ḯ ṇ ṇ ḭּשּך פּ צּ ︡

אל ךּ ḭּף ṇ  ︣ טּ

 EMET אל ךּ טּצּ כֿ ︡ וֹ

Ḯ 

 

 

 



 

 

 1:  EMET 3.0/4.0 ḭּף  4.1 ︣  ID ṇ  

 EMET 3.0/4.0  EMET 4.1 (*)  

 

 
00 [S]0 

 

 
01 [S]1 

 

ṇ 
02 [S]2 

(*) [S] ḭ  ︣  subsystem ︣ אל ︣ ( : 0-4) 

 

 2: EMET 4.1 ּצ ︣ טּ  ID 

 EMET  EMET GUI  
EMET  

 

EMET ṇ

 
 

 

 
00 10 20 30 40 

 

 
01 11 21 31 41 

 

ṇ 
02 12 22 32 42 

 

 3 : EMET ּצ   

 

ASLR 

(*)  

DEP 

(*)  

SEHOP 

(*)  
EAF 

ṇ  

ṇ  

Null 

ṇ  

ṇ  

  

 
 

ṇ

ṇ  

 

 

a a a a a r r a a a a 

(*) ︡ אל ḭּך  EMET אל ךּ טּצּ ︣ 

 

Å ṇ טּ ︢ ︣ :  Windows 

פּ  ṇ ṇ ףּ ḭEMET ּצ



 

 

︣ ḭּט ךּ ḭ קּ ︡ SSL ךּ ḭ ṇ ṇ

וֹ ḭ ṇ צּ ︡ ךּ ḭפּ ︡ ︣

צּ אל טḭּפּ ךּ  HTTPS ּק  SSL ךּ

︣ צּ אל ︣Ḯ  

 

 9: EMET ṇ  

Å ︣ : SSL ḭ ṇ  CA ḭּף

ṇ ḭEMET ṇ צּ  אל ךּ אל ḭ

צּ ︣Ḯ  

Å ּך ṇ ︣ : EMET ḭṡEarly Warning Program 

( )Ṣ ṇ ︡ ︣ḮEMET ּצ

ḭּף אל ḭ ḭצּ  Windows Error 

Reporting ︢ אל ︣Ḯֿכ ḭ

צּ  ︣ ḭ קּ

צּ אל ︣Ḯ ︡ḭ צּ ṇ  ṇ  ṇּצ ︣

︡ ךּ ḭ  Microsoft Vulnerability Research (

) ︢ ḭ וֹ ṇ ︡ ḭ

︣Ḯ ḭ  ṇ ḭ   ṇ

ḭ ︣ SSL ךּ︡ ︡ ︣Ḯ

︡ אל ṇ ︣ ךּ ḭEMET GUI 

  [Help] ḭ ︡  http://aka.ms/emet41ps ּפ ṡPrivacy 

Statement.rtfṢ ︡ שּ    Ḯךּאל

: EMET ṇ ḭ  ṇ ︣Ḯ

 ṇ כֿ ︣ כֿ קּ Ḯ  

  

http://aka.ms/emet40ps
http://aka.ms/emet40ps
http://aka.ms/emet41ps


 

 

 ṇ אל ךּ ṇ  ḭּף

  

1.5.1  ṇ אל ךּ ṇ  ḭּף ṇ  

EMET 4.0 ḭ ṇ  ḭּף ṇ   ṇ

︡ ︣:  

 ṇ    

Å Windows XP service pack 3   

Å Windows Vista service pack 1    

Å Windows 7 ︣ ṇ    

Å Windows 8  

  

ṇ ṇ ṇ    

Å Windows Server 2003 service pack 1   

Å Windows Server 2008 ︣ ṇ    

Å Windows Server 2008 R2 ︣ ṇ    

Å Windows Server 2012  

︣ ṇ  ︡ḭ︣ צּ ṇ אל ךּ וֹ

כֿךּ ︡ שּ  Ḯךּאל

 4:  

  XP 
Server 
2003 

Vista 
Server 
2008 

Win7 
Server 

2008 R2 
Win8 

Server 
2012 

 

 

DEP a a a a a a a a 

SEHOP r r a a a a a a 

ASLR r r a a a a a a 



 

 

 
         

ṇ

 

DEP a a a a a a a a 

SEHOP a a a a a a a a 

NULL ṇ

 
a a a a a a a a 

ṇ  

ṇ 
a a a a a a a a 

 ASLR r r a a a a a a 

EAF a a a a a a a a 

 
a a a a a a a a 

ṇ  

 

 

a a a a a a a a 

 

a a a a a a a a 

ṇ

ṇ  

a a a a a a a a 

 

 
a a a a a a a a 

 

אל ḭ64 ḭּט ṇ ךּ ḭ32  

︡ ךּ טּצּ ︣Ḯ ךּ ḭ ︡ שּ  Ḯךּאל

5: ṇ  

  32   64   

ṇ

 

DEP 
a a 

( )  

SEHOP a r 

NULL ṇ  a a 



 

 

ṇ  ṇ a a 

 ASLR a a 

EAF a a 

 a a 

ṇ    a r 

 a r 

ṇ ṇ  a r 

  a r 

 

EMET ḭ ṇ ︡ḭ טMicrosoft App-Vḭּ צּ︣ ךּ  

VMware ThinAppĤ אל ṇ ךּ ṇ ︡ ךּ

Ḯ  

 Internet Explorer ּ︣צḭ

︣ כֿ ︣Ḯ ḭInternet Explorer ṇ

כֿ צּ פּ ︡ ךּ ︣:  

6: ṇ  

   (Windows 8)  

Internet Explorer 32   a r 

Internet Explorer 32/64   a r 

Internet Explorer 64   

( ṇ ḭ שּ︡  64 )  

a r 

 

1.5.2    

EMET ḭWindows 8ḭּף  Windows Server 2012  EMET ּצ ︣

 Microsoft .NET Framework 4 ︡ ︣Ḯ ḭEMET ּצ Windows 8ḭּף

 ṇ  2790907 ² Windows 8 ּף  Windows Server 

פֿ 2012 ךּ וֹ ︣ḭ ṇ צּ ︣Ḯ 

http://support.microsoft.com/kb/2790907
http://support.microsoft.com/kb/2790907


 

 

2.  EMET   

︣  EMET ṇ  EMET ︡ שּ

ḮEMET ︣ ḭ ︡ שּ וֹךּ :  

- ︣   פּקּ

- ṇ ḭצּ אל   פּקּ

-  SSL/TLS ṇ ︣   פּ

ḭּף ṇ ךּ ḭEMET  ṇ

ṇ ṇ ṇ ḭּט ךּ  EMET   ṇ ︢ ︣Ḯ 

SSL/TLS ֹו ךּ ḭEMET  ṇ ṇ ṇ

ṇ ︢ ︣Ḯ ︣ ḭֿכ ṇ לּ

︣ פּךּ ךּ ḭֿכ  2.2ḭּף  2.3 ︡ שּ

  Ḯךּאל

EMET ḭּף ḭ ṇ ︣ ḭ ṇ  

ṇ ︣ כֿ ︣Ḯ ṇ  ṇ ṇ ךּ ḭ  3.2 

︡ ךּ ︣Ḯ  EMET ︣ ḭ ︣

טּצּ ︣ḮEMET 4.1 ṇ  ḭEMET ּט

 ḭּף  ︡ ︣Ḯֿכ

צּ ךּ ḭפּ ךּ  2.1 ︡ שּ אל

  Ḯךּ

EMET ︣ ︡ ḭ ṇ ︣ טּצּ ︣Ḯ

ṇ ḭ ṇ פּ ︣ ︣ לּ אלצּ ︣Ḯ

צּ ךּ︡ ḭ ṇ ︣ כֿ ︣Ḯ ṇ

︣ ḭ  2.2.1 ︡ שּ   Ḯךּאל

EMET ḭ   ṇ ƩƬƭƮƴưƧƵƸƢƳƦƮǊǄǓǐǔǐǇǕƦƮƦƵ אל ḭ

ṇ ṇ  ƩƬƤƶƴưƧƵƸƢƳƦƮǊǄǓǐǔǐǇǕƦƮƦƵ אל ︣Ḯ  



 

 

 EMET   

EMET ḭ ṇ ḭּף ḭ וֹ

ḭ 1 צּ ךּ קּ ︣Ḯ ḭ

ḭּף ṇ  ṇ  ṇ אל  EMET 

︣ḮEMET ṇ  ḭֿכ /

 ṇ אל ךּ ︣Ḯ ḭ ḭ ךּ︡

︣ כֿ קּ ︣Ḯ  

EMET   

Å Recommended Software.xml: ṇ אל ךּ ṇ  Microsoft 

Internet ExplorerḭWordPadḭMicrosoft Office ṇ ṇ

ḭAdobe Acrobat 8-11ḭAdobe Reader 8-11ḭ ︡  Oracle Java 6ḭּף  

7 ︣ ︡ ︣Ḯ  

Å Popular Software.xml: Microsoft Internet Explorerḭּף  Microsoft Office 

ṇ ṇ ︣ ︡ ︣Ḯ  

Å CertTrust.xml: Microsoft ḭMicrosoft Office 365ḭּף ḭSkypeḭ

︡  TwitterḭFacebookḭּף  Yahoo  ṇ

ṇ ︡ ︣Ḯ  

: EMET ḭּשּך פּ ︣

ḭ אל ︡ ḮEMET אל ךּ

ṇ ḭ אל ךּ  SSL  1 ḭ ṇ

︣ לּ אל ךּ ︣Ḯ   

Popular Software.xml ּפ שּךּ פּ ṇ ︡   Ḯלּ

<Product Name="Internet Explorer">  

<Version Path="* \ Internet Explorer \ iexplore.exe"/>   

</Product>  



 

 

ṇ ︣ḮEMET ּצ  Internet Explorer ︣

לּ אל ךּ ︣Ḯ ḭ ︣ ṇ ךּ ḭ

︣ צּ אל ︣Ḯֿכ ḭ   DefaultConfig 

ṇ ︣ כֿ קּ ︣Ḯ ︣ ḭֿכ ṇ  EMET ּצ Internet 

Explorer ֹו ︣ ︣ לּ ︡ ︣Ḯ  

<Product Name="Windows Media player">   

<Version Path="* \ Windows Media Player \ wmplayer.exe">   

<Mitigation Enabled="false" Name="MandatoryASLR"/>  

<Mitigation Enabled="false" Name="EAF"/>  

<Mitigation Enabled="false" Name="SEHOP"/>  

</Version> </Product>  

כֿ ṇ ḭ  ASLRḭEAFḭ ︡  SEHOP ּשḭWindows Media Player ֹו

︣ ︡ ︣Ḯ לּ ︣Ḯ נּ ḭ 

¬*Windows Media Playerwmplayer.exeº ︣ Ḯ ḭ ṇ

︣  EMET ּצ ︣ ︣Ḯ צּ אל ḭ ṇ

ṇ ︡ ךּ וֹ Ḯ  

ṇ ṇ ︣ טּצּ ︣Ḯ* ּט ךּ  ? 

ṇ ︣ כֿ ︣Ḯ לּ ḭwmplayer.exe 

לּ ḭ ︡ ︣ ︣Ḯ   

ṇ ḭ ךּ אל ḭ אל כֿךּ  

פֿ שּ Ḯךּאל נּ ḭ¬wmplayer.exeº  ¬*wmplayer.exeº ︣

כḭ¬*wmplayer.exeº ︣Ḯֿצּ ḭEMET ּצ ︣  Windows ṇ

ṇ ṇ ︣Ḯ  

ḭ ︡צּ פּ ︡ ךּ ︣Ḯ ḭֿכ

ךּ ךּ ︣Ḯ ḭEMET  ṇ ṇ 

ṇ ṇ ḭEMET   ṇ ḭּט ךּ ṇ  ṇ ︢

קּ ︣Ḯ  



 

 

 EMET  ṇ ṇ ṇ ṇ   

EMET ︣ ḭצּ 1   ṇ ṇ ṇ ṇ  

(GUI) ︣ ︣ḮEMET ṇ ︣ ḭ ṇ ṇ/

פּ  ︣ כֿ צּ קּ ︣Ḯֿכ ḭ ḭּף

ךּ ︡ ︣Ḯ EMET GUI  ︣ ḭ צּ אל

︣Ḯ 

 
 10 : EMET GUI    

EMET GUI  3 ּפ ךּ ︣Ḯ פּ :  

Å  

o File ( כֿ :( ṇ ḭEMET  [Import 

(ƤǕǓǍƌƴǉǊǇǕƌƪ)]ḭ  [Export (ƤǕǓǍƌƴǉǊǇǕƌƦ)]ḭ ︡  EMET 

  



 

 

Configuration Wizard (ƤǕǓǍƌƴǉǊǇǕƌƸ) ︡ ︣Ḯ2.2.1 ² 

ṇ ḭ ︡ שּ  Ḯךּאל

o Configuration (): ֿכ ṇ ḭ[Apps] (ƤǕǓǍƌƴǉǊǇǕƌƢ) 

︣ כֿ  [Application Configuration (ṇ )] 

ḭ ︡  [Trust] (ƤǕǓǍƌƴǉǊǇǕƌƵ) ︣ כֿ

ṡCertificate Trust Configuration ()] 

︡ ︣Ḯ2.2.3 ² ṇ ︣ ḭּף

ḭ2.2.4 ²  ( ṇ ) ︣ ḭ

︡ שּ  Ḯךּאל

o System Settings (): ֿכ ṇ ḭ

קּ  וֹ קּ ḭEMET GUIשּ

︣Ḯ2.2.2 - ḭּף ḭ2.2.6 ² ḭ ḭ

︡ שּ  Ḯךּאל

o Reporting (ṇ כֿ :( ṇ ḭ ṇ  

נּ כֿ צּ קּ ︣Ḯ2.2.5 ² ṇ ḭ ︡ שּ  Ḯךּאל

o Help (): ֿכ ṇ ḭ ṇ  ṇ ḭּף ṇ ṇ 

 (ƤǕǓǍƌƴǉǊǇǕƌƧƒ)  ṇ ḭ ︡  EMET 

ṇ קּ ︣Ḯ  

Å System Status ( ṇ כֿ :( ḭ  

(DEPḭSEHOPḭּף  ASLR) ṇ ḭּף

ṇ ︡ ︣Ḯֿכ ḭֿכ פּ ︣Ḯ 

Å Running Processes (): ֿכ ḭ ︡ ךּ

ṇ ḭּף ḭEMET אל ךּ ṇ

︡ ︣Ḯ ṇ אל 30  ḭ[Refresh ()] 

︣ כֿ ︣Ḯ ḭ ṇ ṇ

 ƤƵƳƭƌƧƁ ṇ ︣ כֿ קּ ︣Ḯ  

2.2.1  ṇ   



 

 

ṇ ḭEMET ṇ אל ḭ  EMET ṇ

ḭ אל ︣ טḭּפּ ךּ ḭ  EMET ︣ ḭ ￼ךּ פּ

כֿלּ צּ קּ ︣Ḯ ṇ  EMET ּפ ︣ ḭ ︣

צּ אל ︣Ḯ  

ṇ ḭ   EMET ּצ אל ךּ פּ ︡ḭ

︢ ︡ קּ ︣Ḯ   

ḭ אל ︡ḭ ︢  EMET ּנ כֿ

ףּשּ ︡ ︣Ḯ  

  ṇ  (   (ךּ

Use Recommended Settings (): ֿכ ḭּט

︡ḭ אל ︡ ︣:  

Å Application Configuration (ṇ ): Internet Explorerḭ

WordPadḭMicrosoft OfficeḭAdobe Acrobat ּף  Reader ︡  Oracle Java 

וֹ ︡ ︣Ḯ  

Å Certificate Trust (): Microsoftḭּף ṇ  ṇ

 ṇ וֹ ṇ ︡ ︣Ḯ 

Å Reporting (ṇ ): ︣ ṇ  (Windows  ḭ  

ḭּף ) ︡ ︣Ḯ  

כֿ :לּ ḭEMET Ḯ  

  

 EMET ṇ פּ ḭּט ךּ   

Use Recommended Settings (): ֿכ ḭּט

︡ḭ אל ︡ ︣:  

¶ Application Configuration (ṇ ): Internet Explorerḭ 

WordPadḭMicrosoft OfficeḭAdobe Acrobat ּף  Reader ︡  Oracle Java 

וֹ ︡ ︣Ḯ  



 

 

¶ Certificate Trust (): Microsoftḭּף ṇ  ṇ

ṇ וֹ ṇ ︡ ︣Ḯ   

¶ Reporting (ṇ ): ︣ ṇ  (Windows  ḭ  

ḭּף ) ︡ ︣Ḯ  

Keep Existing Settings (︣): ֿכ ḭ  EMET 3.0 

︡ ︣ḮEMET ︣  2 

︣:  

¶ Certificate Trust (): Microsoftḭּף ṇ  ṇ

ṇ וֹ ṇ ︡ ︣Ḯ  

¶ Reporting (ṇ ): ︡ ︣Ḯ  

2.2.2  ︣  

︣ טּ 2  ︣Ḯ[System Settings]  ṇ פּ  

2 ḭ1 ︣ ḭּט ךּ

︣ ￼ךּלּךּ פּ טּצּ ︣Ḯ  

ṇ צּ  טּ כֿ ︡ שּ  Ḯךּאל

EMET  GUI ḭ צּ ḭ ךּ ︣Ḯ   

ḭ ︣  Windows ṇ

︣Ḯֿכ ḭ︣ ḭ︣ ṇ  

ךּ ︣Ḯ  1.5 ² ṇ אל ךּ ṇ  ḭ

ףּ ḭ ḭWindows ṇ וֹףּ ṇ ︣

צּ ךּ ︣Ḯ  

ḭ ︣ ︣ כֿ ḭ קּ ︣Ḯאל  

ḭ[Application Configuration]  Internet Explorer ︡ וֹ

Ḯ   

2.2.3  ṇ ︣   



 

 

EMET ּצ ṇ ︡ ךּ ︣ ḭ ṇ ︣

כֿ צּ קּ ︣Ḯ ḭ ṇ ḭ שּ︡

︣ כֿ צּ קּ ︣Ḯ   

נּ ḭ︣  EMET ︣  iexplore.exe ּקḭ

ḭSEHOPḭּף  ASLR  firefox.exe ּק ︣Ḯ  

︣ ︣ כֿ ḭ פּ ṇ  (ƤǕǓǍƌƢǅǅ )ḭ

ףּ  (ƤǕǓǍƌƴǖǃǔǕǓǂǄǕ) ּק ︣Ḯ ṇ ︣ ḭ אל

︣ ḭ אל ︣Ḯ ḭ צּ ︣Ḯ[Add Wildcard  

( ṇ ︣ )] (ƤǕǓǍƌƮǖǍǕǊǑǍǚ) ḭ ṇ

︣ כֿ ṇ ︡ ︣Ḯ  

ḭּט ךּ ṇ ︣ ḭ /

קּ ︣Ḯ  

EMET ḭOK ︡ ḭּט ךּ ḭ שּ︡ / ︡ ṇ

︡ ḭ צּ אל ︣Ḯ  

   

EMET ︡ḭ כֿלּ צּ ︣Ḯֿכ ḭ[Application 

Configuration] ּפ קּ ︣Ḯ  

[Default Action ()] ḭ צּ אל  EMET ּצ

לּ ︣ פּ ︡ ︣:  

Å Stop on exploit (): EMET ḭ ︡ḭ

︡ ︣Ḯ  

Å Audit only (): EMET ḭ ︡ ḭצּ︣

︡ Ḯֿכ ṇ ḭ︣ ︡ טּ

Ḯ ḭ צּ אל ḭ צּ אל

ךּ קּ ךּ טּצּ פּ ︣Ḯ ṇ ṇ ︣

︣:  



 

 

Å EAF  

Å ROP : LoadLibḭMemProtḭCallerḭ StackPivot, SimExecFlow  

Å Windows XPḭּף  Vista  SEHOP  

2.2.4   ( )   

כֿ ḭInternet Explorer  ṇ ︡ ךּ קּ ḭ

︣ḮWindows 8  Internet Explorer ṇ קּ Ḯ

כֿ ḭṡ  ( )Ṣ ︣ ḭ אל 2.2.2  ךּ

לּ ︣ כֿ צּ ḭ אל 2.2.3  ךּ לּ ḭ 

iexplore.exe אל ךּ ṇ אל וֹ

Ḯ ︣ ḭ ︡ וֹ ךּ טּ

Ḯ  

EMET GUI ּט ḭ  ṇ  [Configuration]  [Trust] 

(ƤǕǓǍƌƴǉǊǇǕƌƵ) ︣ כֿ ḭSSL/TLS ṇ ︣

כֿ צּ ︣Ḯ[Certificate Trust Configuration] ּפ ḭ אל ךּ  

Web  (SSL ) ḭּט ךּ ︣ כֿ צּ ḭ  Web 

︡ḭ ṇ ︣ כֿ צּ קּ ︣Ḯ[Add / Remove] ḭ 

[Add Website] (ƤǕǓǍƌƢǅǅ) ︡ ḭSSL אל ךּ ḭWeb  

︡ ︣Ḯ( Ḳ ṇ ḭּט ךּ

ḭ￼קּ וֹ )  



 

 

  

 11 :  login.live.com ṇ   

ḭWeb ṡ Ṣ ︣Ḯ ṇ צּ ךּ ḭ 

[Pining Rules] ︡ ︣Ḯ ṇ צּ אל

︣Ḯ  

כֿ ḭWeb ֿכ קּ ṇ

קּ ︣Ḯ ךּ︡ ṇ ︣ ḭ[Add / Remove]  ṇ  [Add 

Rule] (ƤǕǓǍƌƢǅǅ) ︡ḭ ṇ ḭ  3 ṇ ṇ

︡ ︣:  

Å Name (): ṇ ḭ ḭ[Protected Websites] ּפ

קּ ︣Ḯ  

Å Certificates (): ṇ ṇ  (certmgr.msc) ṇ

ṇ ḭּף ṇ ︣ קּ

︣Ḯֿכ פּ ḭ1 ṇ  ︣ כֿ צּ קּ

︣Ḯ ︡ḭ ṇ  CA ּצ וֹ ḭ ṇ ︣ טּצּ

︣Ḯ  



 

 

Å Rule Expiration (ṇ ): ṇ ךּצּ ︣ ḭפּ ︡ ︣Ḯ ṇ

צּ ︣ ḭֿכ אל לּ ḭ ṇ צּ ︡ כֿ ︣

ḭEMET ṇ צּ  קּ ︣Ḯ   

ḭ ︣ צּ ︡ ךּ ḭ ︣  

4 ︣ כֿ צּ קּ ︣ ( אל צּ ︣ ḭ

אל ךּ ךּ ṇ  CA ּצ טּ אל ︣)Ḯ  

Å Minimum Key Size (ṇ ): ṇ ḭצּ  אל ךּ

ḭּט ךּ ךּקּ ṇ ּט ḭ ṇ אל 

ḭ טּ אל ︣Ḯ  

Å Allowed Country (אל ךּ ): ḭ ṇ ḭצּ 

כֿ ṇ אל ךּ ︢ טּ ḭ ṇ אל 

ḭ טּ אל ︣Ḯ  

Å Blocked Hashed (אל ): ḭ ṇ  

כֿצּ  ṇ פּ אל ךּ ḭ ṇ

אל ḭ טּ אל

︣Ḯ  

Å PublicKey Match (ṇ כֿ :( צּ אל ḭ

ḭּף ︣ כֿ ḭשּ ︣ ṇ

 ṇ ṇ ︡ ︣Ḯ  

כֿ : ḭ טḭּרּ ︣ḭ

ṇ ךּ  שּךּ פּ ︣ אל ︡ Ḯ

ṇ אל ḭֿכ ︣צּ   ( ḭ

שּ︡ ךּ ( ︣Ḯ אל ךּ  3 

 1 ︡ ḭ אל ךּ ךּ ṇ צּ  אל ḭEMET ṇ

אל כḭֿצּ ︣ קּ

︣Ḯ  



 

 

ḭ ṇ צּ אל ḭ[Protected Websites] ︡ḭ  Web 

ṇ ︡ ︣Ḯ ṇ  Web ︣ כֿ צּ

קּ קּ ḭ1  Webצּ︣ ṇ  1 ︣Ḯ  

[Protected Websites]ḭּף  [Pinning Rules] ḭ ṇ

ḭ ḭ ḭ  ṇ  [Add / Remove]  [Remove Websites]ḭּט

ךּ  [Remove Role] (ƤǕǓǍƌƴǖǃǔǕǓǂǄǕ) ︣ כֿ טּצּ

קּ ︣Ḯּך￼  Web אל ךּ ךּ ḭ ṇ

קּ ︣Ḯ  [Protected Websites] ֹו ḭ[Active] 

כֿ︣￼ ︣ כֿ צּ קּ ︣Ḯ  

צּ ḭ ︡ḭ ︡ ךּ צּ 1  קּ אלכֿ

ḭEMET אל ṇ ︡ SSL ︡ḭ ךּ ṇ

︢ ︡ ︣Ḯ( ṇ ḭ קּ )  

EMET  ṇ ṇ ṇ ṇ  (EMET_GUI.exe) ḭṡCertificate Trust 

( )Ṣ ︣ ṇ ṇ ︡ ︣Ḯּ︡︡פ צּ ḭ 

EMET_GUI ּ︡ש  EMET_CONF ּך￼ פּ ︡ ḭ ṇ ︡

ṇ ︣ כֿ ︣Ḯ ṇ  ṇ ︡ ḭֿכ

ṇ אל ךּ Ḯ  

︣ ḭSecurity Research & Defense Blog ḭֿכ

 ( ) ︣ כֿ צּ קּ ︣Ḯ  

2.2.5  ṇ   

EMET ṇ ḭשּפּ ︣ כֿ צּ קּ ︣ḮEMET ּצ ḭ

טּ ךּ ︣  SSL ︡ ḭEMET ṇ צּ

︡ ︣Ḯֿכ ḭWindows ּק ḭ ︣

ḭ ḭּך￼ ︣ כֿ צּ קּ ︣Ḯ

ḭWindows XP ︣ כֿ צּ קּ Ḯ   

EMET GUI  ּפ ḭ ︡ ךּ ḭEMET ּצ

︣ פּ ︣ כֿ צּ ︣Ḯ[Reporting]  ṇ  3 

ḭWindows Event LogḭTray Iconḭ ︡  Early Warning ּטּצ ︣Ḯ    

http://blogs.technet.com/b/srd/archive/2013/05/08/emet-4-0-s-certificate-trust-feature.aspx


 

 

Å [Windows Event Log] ּצ אל ḭEMET ּצ Windows  

קּ ︣Ḯ  

Å [Tray Icon] ּצ אל ḭEMET ṇ צּ ḭ ṇ

ṇ ︣  ︡ ︣Ḯ   

Å [Early Warning] ּצ אל ḭEMET ḭ  ḭּף ḭ

︡ ︣ אל ḭ ︣

︡ḭ  ṇ ṇ  ︡ כֿ

︡ ︣Ḯ ︣ ḭ ṇ ṇ ḭ

אל ṇ קּ כֿ צּ קּ ︣Ḯ  

:  4 ︡ שּ ṇ [Tray Icon]  ² ךּאל

וֹ   

2.2.6    

EMET ḭEMET GUIḭּף  EMET GUIḭ ︡  EMET ṇ

 ṇ ṇ ︣ כֿ צּ קּ ︣ḮEMET ṇ

ḭ  ṇ  [System Settings]  [Skin] ︣ כֿ ḭEMET GUI 

פּ ︣ כֿ צּ קּ ︣Ḯ  

2.2.7  ṇ ṇ   

EMET GUI  Windows ︣ ṇ ṇ ︣ לּ ṇ

ṇ ︡ ךּ ︣:  

Å ṇ ṇ  ṇ   

Å   

Å  ḭ  200% ṇ   

Å ṇ ṇ ṇ   

  



 

 

 EMET  ṇ   

EMET ︣ ︡ ḭEMET_Conf.exe ︣ טּצּ ︣Ḯֿכ

 ṇ  EMET ּצ ṇ אל ṇ וֹ כֿ

צּ קּ ︣Ḯ  

EMET  ṇ ︡ ︣ ḭ︣ ḭ ṇ אל ךּ

ṇ ︡ וֹ ḭ︣שּ ṇ אל ךּ

ḭ צּ אל ︣Ḯ ḭEMET  ṇ צּ ṇ

︡ ךּ ︣Ḯ  

EMET ṇ ︣  

ƦƮƦƵǀƤǐǏǇƁƎƎǔǆǕƁƼƎƎǇǐǓǄǆƾƁƝ ƟƁƼƉƌǣƎƊ ṏƾƁ 

< > ḭ ṇ טּצּ  ︣Ḯ* 

שּ︡ ḭ? ṇ ︣ כֿ ︣Ḯ   

ḭ ︡ ḭ נּ  wmplayer.exe ︣

︣Ḯ   

ṇ ḭ אל ḭ ṇ כֿ

︡ שּ Ḯךּאל נּ ḭ ¬wmplayer.exeº ּט ךּ  ¬*wmplayer.exeº 

︡ ḭ, ¬*player.exeºצּ︣ שּ  ¬*wmplayer.exeº ︣Ḯֿכ ḭEMET ּצ

︣ ḭWindows ṇ ṇ ṇ ︣Ḯ   

--force ḭ ṇ אל ךּ ךּ ṇ

ḭEMET ︣ אל ︣Ḯ 

:  

ǬƦƮƦƵǀƤǐǏǇƁƎƎǔǆǕƁǑǓǐǈǓǂǎƏǆǙǆǺ  program.exe. ֹו ︣ ︡

︣Ḯ  

ǬƦƮƦƵǀƤǐǏǇƁƎƎǔǆǕƁǑǓǐǈǓǂǎƏǆǙǆƁƎƎƥƦƱǺ ḭprogram.exe.  DEP ּ︣ש  

︡ ︣Ḯ 



 

 

ṇ  EMET ּצ ךּ פּ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǍǊǔǕƁ 

ḭ ṇ אל  (EMET_GUI ּט ךּ ḭEMET_CONF) ︡ḭ

ךּ ḭ ṇ  ṇ ︡ אל ḭEMET ︣ ṇ

︡ ︣Ḯ 

ךּ ḭEMETצּ פּ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǍǊǔǕǀǔǚǔǕǆǎƁ 

ḭ ṇ אל  (EMET_GUI ּט ךּ ḭEMET_CONF) ︡ḭ

ךּ ḭ ṇ  ṇ ︡ אל ḭ︣ ︡

︣Ḯ 

︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǍǊǔǕǀǄǆǓǕǕǓǖǔǕƁ 

ṇ אל  (EMET_GUI ּט ךּ  EMET_CONF) ḭ︣  Web 

ḭּף ︡ ︣Ḯ  

EMET ּפ ṇ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǅǆǍǆǕǆƁƝ ƟƁ 

< > ḭ ḭ ṇ ḭ ḭ

טּצּ ︣Ḯ ḭEMET ṇ ︣ אל   

< > ︡ וֹ Ḯ  

EMET ּפ ︣ ṇ ︣   



 

 

ƦƮƦƵǀƤǐǏǇƁƎƎǅǆǍǆǕǆǀǂǑǑǔƁ 

כֿ ḭ︣  EMET ṇ ︡ ︣Ḯ ṇ  ṇ 

︡ אל ṇ ךּ אל כֿךּ ︡

שּ   Ḯךּאל

︣ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǅǆǍǆǕǆǀǄǆǓǕǕǓǖǔǕƁ 

כֿ ḭEMET ּפ ︣ ︡ ︣Ḯ 

︣  EMET ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǅǆǍǆǕǆǀǂǍǍƁ 

כֿ ḭ︣  EMET ṇ ḭּף ḭ ︡

︣Ḯ  

 ¬--delete_appsº  ¬--delete_certtrustº ︣ ︣Ḯ  

︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǔǚǔǕǆǎƁƼƎƎǇǐǓǄǆƾƁƝƴǚǔƮǊǕǊǈǂǕǊǐǏƞƴǕǂǕǆƟƁƼƴǚǔƮǊǕǊǈǂǕǊǐǏƞƴǕǂǕǆƁṏƾƁ 

--force ḭ ︣ ︣Ḯֿכ

ḭ  4 - ︡ שּ Ḯךּאל ḭ

 ṇ ḭ שּ︡  UI ּך￼ ︣Ḯ  

Xml ּפ ṇ ṇ / ṇ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǊǎǑǐǓǕƁƝǙǎǍƁ ƟƁ 



 

 

ṇ אל ṇ ︡ ︣Ḯֿכ ḭ אל

ḭּט ךּ ︣ ︣ ḭ נּ ḭEMET_Conf --import 

¬DeploymentProtection ProfilesPopular Software.xmlº ṇ ︡ḭ

︣ כֿ ︣ḮƁ 

ƦƮƦƵǀƤǐǏǇƁƎƎǆǙǑǐǓǕƁƝǙǎǍƁƟƁ 

 xml ṇ ︡ ︣ḮƁ 

ṇ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǓǆǑǐǓǕǊǏǈƁƉƌǣƎƊƉǕǆǍǆǎǆǕǓǚǣǆǗǆǏǕǍǐǈǣǕǓǂǚǊǄǐǏƊƁ 

כֿ ḭ ṇ צּ ︣ ︡ ︣Ḯֿכ

︣:  

Å eventlog: ֿכ ṇ ṇ ḭWindows ḭ

︡ ︣Ḯ  

Å trayicon: ֿכ ṇ ṇ ḭ ṇ ṇ ︣ נּ ḭ

︡ ︣Ḯ  

Å telemetry: ֿכ ṇ ṇ ḭ ḭ ḭ ︡

︣Ḯ ֿכ ףּ ︣:Ɓ 

ƦƮƦƵǀƤǐǏǇƁƎƎǓǆǑǐǓǕǊǏǈƁƎǕǆǍǆǎǆǕǓǚƁƌǆǗǆǏǕǍǐǈƁƌǕǓǂǚǊǄǐǏƁ 

︣ ︣   

ƦƮƦƵǀƤǐǏǇƁƎƎǆǙǑǍǐǊǕǂǄǕǊǐǏƁƉǂǖǅǊǕǣǔǕǐǑƊƁ 

כֿ ḭ צּ ︡  EMET ּצ לּ ︣ פּקּ ︡ ︣:  

Å audit (): ּק ḭ ￼ ḭ

︡ ︣Ḯ  



 

 

Å stop (): ּצ אל ḭ ︡ ︣Ḯ 

 



 

 

3.  EMET ︣   

EMET ḭ צּ ︡ ḭ כֿ︣פּ צּ ḭקּ  EMET 

︣ כֿ צּ ︣Ḯֿכ ḭ ṇ  EMET  

ḭ ︡ ︣ ḭSystem Center Configuration Managerḭּף  ṇ

 ṇ ּל ︣ פḭֿפּךּ ︡ ︣Ḯ  

 System Center Configuration Manager  

EMET ḭ ףּ ḭ  Microsoft System Configuration Manager 

כֿ צּ קּ ︣Ḯ   

3.1.1   EMET ︣ ḭ ṇ ︣   

EMET ︣ ḭEMET 4.1 MSI ṇ ︣ כֿ ︣ḮMSI 

ṇ ︡ ḭ וֹ Ḯֿכ ḭ  

Configuration Manager 2012 ṇ ︣ ︡ ḭצּ︣

כֿ ︡ Configuration Manager 2007 צּ ḭ ṇ ḭ ףּ

︣Ḯ 

1.  [  ] ² [ ṇ ] ² [ ṇ פּ [

ḭ[ ṇ ] ︡ ︣Ḯ  

2. טּ   Windows ṇ ṇ ( ) ︡ḭ

ṇ ︡  (*) EMET  MST ︣ ḭ ṇ  UNC 

︡ ︣Ḯ  

3.  ṇ ḭ( ṇ ṇ טּ ) MSI ṇ

ḭ  MSI ּפ אל ︣Ḯ  

4.  ṇ ḭֿכ ṇ ךּ ḭּט ︣

כֿ צּ ḭקּ ṇ ךּ  ḭMSI ּש EMET ṇ

ḭּט ︢פּ אל צּ אל ︣Ḯmsiexec /i 

"EMET Setup.msi" /qn /norestart  ḭ ṇ  

︡ ︣Ḯ    



 

 

5.  ṇ ḭInstall for system (ṇ ) 

︡ ︣Ḯ  

6.  ṇ ︡ ︣Ḯ  

7.  ︡ פּ ṇ פּ ḭ ︡ ︣Ḯ  

8.  ṇ ︣ ḭ ︡ ︣Ḯ  

9.   ṇ ḭ ︡ ︣Ḯ  

10.  ṇ ḭ ︣ ṇ ︡ ︣ ( ḭֿכ

ḭצּ︣ לּ ךּ ḭ ︣)Ḯ  

11.  ṇ ḭ ṇ ṇ ḭּף ḭ ṇ ︡ḭ

ḭ ṇ ︡ ︣Ḯ  

12.  ︣ ︣ ︡ḭ  EMET 

︣ צּ אל ︡ Ḯ ḭ ṇ £ ︣ כֿ צּ

קּ ︣Ḯ  

3.1.2  EMET ḭ ṇ ḭּף ︣   

EMET ּצ אל ḭ ṇ ︣ ︡ שּ

ḮEMET ּשḭ ṇ  ṇ ṇ

︣ ךּ Ḯֿכֿכ ḭEMET ṇ

︡ ︣ ḭ ︡ḭ ṇ

︡ ︣Ḯ  

3.1.3  EMET ṇ  ︡ ︣  

1.  [ ] ² [  ]ḭּפ  [  

] ︡ ︣Ḯ  

2.    ( ṇ אל  EMET ) ֹוḭ

︡ ︣Ḯ  

3.  ṇ ṇ ḭ[ ] ︡ḭ[ ] ︡

︣Ḯ  

4. ḭוֹ   ṇ ︡ ︣Ḯ  



 

 

5.  [ ךּ [ ḭ ︡ ︣Ḯ  

6.  [ ] ḭ ︡ḭ ︡ ︣Ḯ  

7.  ︡ ḭ ṇ אל ṇ ︡ ︣Ḯ  

8.  ︡ ḭ ︡ ︣Ḯ  

9.  OK ︡ ḭ[ ] ︡ ︣Ḯ  

10. פּ   EMET ︡ ︣Ḯ שּ  :   1 ḭֿכ ḭ

EMET ṇ ṇ ︣

טּצּ ︣Ḯ ךּ ḭ ︡ ︣Ḯ  

11.  ︡ ḭֿכ שּ ךּ ︣ ḭפּ ︡

︣Ḯ ḭֿכ ︡ EMET ︣ ḭ ḭ

ךּ ︣Ḯ ḭֿכ צּ אל ḭ  (EMET ּצ

ṇ אל צּ ( ṇ ṇ אל טּ כֿ

︡ שּ Ḯךּאל ḭ אל 7  ︣Ḯ  

3.1.4  EMET ṇ ḭּף ︣   

1.  EMET ṇ ṇ ︡ אל ḭ  4 ṇ  

קּ ︣Ḯֿכ ḭ ṇ ḭEMET 

ṇ פּ  קּ ︣Ḯ :  ︣ צּ ךּ ḭ

EMET ︡ Ḯ  

a.  Popular Software.XML (ṇ  ṇ 

EMETDeploymentProtection Profiles ּפ )  

b.  EMET_Conf.exe (ṇ  ṇ EMET ּפ )   

c. HelperLib.dll (ṇ  ṇ EMET ּפ )   

d.  MitigationInterface.dll (ṇ  ṇ EMET ּפ )   

e.  PKIPinningSubsystem.dll (ṇ  ṇ EMET ּפ )   

f.  SdbHelper.dll (ṇ  ṇ EMET ּפ ) 

2.    £ ṇ פּ  ḭ ṇ ︡ ︣Ḯ 



 

 

3.  ṇ ḭוֹ ṇ  ḭֿכ ṇ ︡ שּ אל

Ḯךּ אל 1  ḭ4  ּך ︡ ︣Ḯ   

4.  ṇ  ︡ ︣Ḯ  

5.  ḭEMET_Conf.exe ²import ºPopular Software.xmlºוֹ 

לּ  ︡ ︣Ḯ כֿ : ḭEMET ṇ צּ ︣ ṡPopular 

Software (ּט )Ṣ ︣ ︣Ḯֿכ

ḭ שּ︡  EMET ︣ ︣ כֿ

︣Ḯ ṇ אל ḭ קּ  EMET ṇ

וֹ Ḯ   

6.  ṇ ṇּצ ︡ ךּ פּ פּ ￼ḭ צּ ︣

לּ ︡ ︣Ḯ  

7.  ṇ ︡ ︣Ḯ  

8.  ṇ ḭּף צּ ︡ ḭ ︡ ︣Ḯ  

9. אל  פּ ︣ ︡ ︡ḭ ︣

ṇ ︡ ︣Ḯ 

 ƉƋƊƁƤǐǏǇǊǈǖǓǂǕǊǐǏƁƮǂǏǂǈǆǓƁṇ ︣ ḭƤǐǏǇǊǈǖǓǂǕǊǐǏƁƮǂǏǂǈǆǓƁƵǆǂǎƁƣǍǐǈƁ(  

) קּ ︣ḮƁ 

 ṇ  ṇ  

EMET ḭ ṇ  ṇ ṇ נּ ךּ ︣ḮEMET ּצ ṇ אל

ḭºDeploymentGroup Policy Filesº  ṇ  EMET.admx ּף  EMET.adml 

ṇ אל ︣Ḯֿכ ḭ ṇ ￼ḭ

WindowsPolicyDefinitions ּף  WindowsPolicyDefinitionsen-US ṇ

ṇ︡ ︣Ḯ ḭֿכ צּ ︣  EMET ḭּף ṇ

ḭצּ ṇ  ṇ ︣Ḯ  

כֿ ḭ3 ṇּצ EMET ּצ ︡ ךּ ︣Ḯ ḭצּ

︣Ḯ ṇ ︡ ṇ ṇ קּ ︣Ḯ  

http://blogs.technet.com/b/configmgrteam/
http://blogs.technet.com/b/configmgrteam/


 

 

1.  : System ASLRḭSystem DEPḭּף  System SEHOP אל

כֿ ṇ ︣ אל ︣Ḯ

︣ צּ טּצּ כֿ ︡ שּ   Ḯךּאל

2.  : Internet ExplorerḭRecommended Software (︣ )ḭ

ףּ  Popular Software (ּט )  3 ︣Ḯ

ḭ  EMET ḭ ףּ

︡ ךּ ︣Ḯ ︣ ḭֿכ ṇ ︡ שּ   Ḯךּאל

3.  ṇ פּכֿכֿ : ḭ ḭךּ

ṇ צּ ḭקּ ṇ ṇ  ṇ קּ ︣Ḯ

ḭ ṇ ḭ ︣ ḭךּ

צּ קּ ︣Ḯ ︡ ךּ ḭ︣  EMET ṇ

צּ ︣Ḯ  

4.   ḭּף כֿ  : ḭ אל 1.2.9 

ךּ  ROP ḭּף צּ אל  

( ḭ שּ︡ ) ︡ ךּ ︣Ḯ  

5.  EMET ṇ כֿ  : ḭ ṇ טּ  EMET ṇ

כֿ︣ צּ קּ ︣Ḯ  

6.  EMET ṇ   ṇ כֿ  : ḭEMET ּצ ︡

אל אל ṇ ︣ כֿ צּ

קּ ︣Ḯ ṇ ︣ ḭ  ṇ ︡ פּףּ

וֹ Ḯ  

7.  ṇ כֿ  : ḭWindows  ḭ  ḭּף

ṇ נּ כֿ צּ קּ ︣Ḯ  

ḭEMET ṇ  ṇּצ ḭ

ƩƬƭƮƴưƧƵƸƢƳƦƱǐǍǊǄǊǆǔƮǊǄǓǐǔǐǇǕƦƮƦƵ ּק ︣Ḯ  

EMET ︣ ḭ ︣ טּצּ ︣:  

ƦƮƦƵǀƤǐǏǇƁƎƎǓǆǇǓǆǔǉƁ 



 

 

ṇ  ṇּצ אל ḭ ṇ  ṇּצ קּ ḭ

טּצּ כֿ ︡ שּ   Ḯךּאל

כֿ ḭ נּ ḭ  ṇ ḭ ḭ שּ︡

ḭ קּ ︣Ḯ  

ṇ  ṇ אל  EMET ︣ ḭEMET   

ṇ ︡ ︡ ︣Ḯ  

ƦƮƦƵǀƤǐǏǇƁƎƎǍǊǔǕƁ 

ṇ  ṇ ︡ אל ḭEMET GUI ּ︡ש ḭEMET  

 ṇ ︡ ṇ אל אל כֿ ︡ שּ

Ḯ ḭ ṇ  ṇ אל ḭ ṇ  ṇ ︡ ḭפּ︡

ףּ צּ קּ Ḯ נּ ḭ ︣ ḭ   

ƦƮƦƵǀƤǐǏǇƁƎƎǅǆǍǆǕǆǀǂǍǍƁƁ 

EMET GUIḭּט ךּ  EMET_Conf ︡ אל ḭּף  SSL 

צּ אל ︣ḮGPO אל ḭּף   SSL 

︣Ḯ   

   

System Configuration Managerḭ שּ︡  ṇ  ṇ ￼ךּ ￼ ḭ

ṇ ︣ ḭ אל 2.1  ךּ

︣ כֿ ︡ ︣Ḯ  



 

 

4.    

ךּ  ︣   

ḭEMET ּך ︡ ︣Ḯֿכ

ḭ כֿ︣כֿ צּ פּ ךּ ︣Ḯּ︡פ

︡ צּ ḭ  ṇ ︣ כֿ ḭֿכ ︣ כֿ צּ

︣Ḯ צּ אל ḭEMET ּצ ךּ ︡ ḭצּ︣

￼ךּ צּפּ אל ṇ ṇ ︡ ︣Ḯ   

ḭƩƬƦƺǀƭưƤƢƭǀƮƢƤƩƪƯƦƴưƧƵƸƢƳƦƮǊǄǓǐǔǐǇǕƦƮƦƵ 

קּ ︣Ḯֿכ ṇּצ ︡ ךּ ḭEMET GUI ︡ḭ

︡ שּ Ḯךּאל ṇ ḭƦǏǂǃǍǆƶǏǔǂǇǆƴǆǕǕǊǏǈǔƁḭDWORD ּטּצ

︣Ḯ ḭ ךּ 0 צּ ︣Ḯ ḭ1 ︡ EMET GUI ︣ ḭ

ךּ צּ קּ ︣Ḯ  

EMET ḭ ḭ ךּ טּ 1 צּ ︣Ḯֿכ ḭSystem ASLR 

ṡAlways OnṢ ︡ ︣Ḯ ṇ  ḭSystem 

ASLR ṡAlways OnṢ ︣ כֿ ḭ ṇ צּ  ṇ

︣ טּצּ ︣Ḯֿכ ︣ ḭ ṇ  ṇ  

︡ḭSystem ASLR  [Opt In] () ︡ שּ  [Disable] ︣ טּצּ

︣Ḯ  

 ṇ ṇ ṇ ︣  ṇ   

צּ אל ḭ ṇ   ṇ ︣ כֿ

צּ ︣ḮEMET 4.0 ḭֿכ  ṇ  ṇ ︡ ḭ שּ︡

 ṇ ︣ כֿ ︣ כֿ צּ קּ ︣Ḯ  

 ƩƬƦƺǀƭưƤƢƭǀƮƢƤƩƪƯƦƴưƧƵƸƢƳƦƮǊǄǓǐǔǐǇǕƦƮƦƵƁ ƵǓǂǚƪǄǐǏƮǔǈƁ

לּךּ ךּ︡ ︡ ︣Ḯֿכֿכ אל ḭ

 EMET ּצ ḭ ︡ ︡ ṇ ṇ אל ︣Ḯ  



 

 

 ṇ  ṇ    

ṇ ṇ ḭ צּ ︣ ︣ ḭ ṇ  ṇ

 ︣ כֿ צּ קּ ︣Ḯ ḭWindows CryptoAPI ︡

וֹ ￼ḭCAPI ︡ וֹ Ḯאל ḭ ṇ  ṇ  

אל ךּ ṇ  ( צּ שּ אל ( וֹ

Ḯ ḭ ṇ  ṇ  ḭ¬;º ֹו ḭ  

 ƩƬƦƺǀƭưƤƢƭǀƮƢƤƩƪƯƦƴưƧƵƸƢƳƦƮǊǄǓǐǔǐǇǕƦƮƦƵƁ  

¬EMET_CEº ︡ שּ Ḯ 

נּ ḭ ¬iexplore.exe;thirdpartybrowser.exeº ︣ Ḯ  

  

כֿ : ḭ ṇ אל ףּ ￼ḭ ︣Ḯ לּ ḭSSL 

ṇ ḭMicrosoft CryptoAPI ︡ ךּ טּ ḭ 

EMET ︣ לּ ḭ כֿ צּ קּ ︣Ḯ  



 

 

5.    

EMET ︢ קּ ︣ קּ ḭּשּך פּ ︡ שּ

ךּ טּצּ ︣Ḯ ḭ ḭּף ṇ

ḭ אל ךּ ףּ ︡ ︣Ḯ  

   

ƥƦƱƁ 

1.  DEP ︣ כֿ ḭWindows ּצ אל

︣ḮBitLocker ︡ ךּ ḭֿכ ḭBitLocker ּצ

צּ אל ︡ḭ ṇ ︣ כֿ

︣Ḯ BitLocker ּצ ךּ ḭDEP 

︣ ḭ ṇ נּ כֿשּףּ ףּשּ ︡ ︣Ḯ 

2.  ḭ︣ DEP ṇ צּ ︡ ךּ וֹ טּ

Ḯּ︡︡פ צּ ḭ ṇ אל ךּ ךּ  EMET ︡ ךּ

ךּףּ ḭֿכ ︣Ḯֿכ

︣ כֿ ḭ טּ ḮDEP ︣ ḭ ︡

שּ   Ḯךּאל

ƴƦƩưƱ  

1.  Windows 7 ṇ ḭSEHOP ( ףּ ṇ

צּ ( ṇ   (OS) אל ךּ ︣Ḯֿכ ḭֿכ

צּ ךּ אל ḭEMET ḭSEHOP ּצ אל לּךּ

︡ḭ ︣ כֿ קּ Ḯ ḭOS ︡ḭ

ṇ קּ  ︣Ḯ  

ƢƴƭƳ  

1.  ASLR ḭºAlways On ()º ּך טּצּ

︣Ḯֿכ ḭ ṇ ︡ ךּ ךּ ︡ ḭ  ASLR 



 

 

ךּ ︣Ḯֿכ ḭ ︣ ︡ ḭ

ךּ ︣Ḯ  

ḭASLR  ºAlways On ()º ︣ אל ḭ

צּ ṇ ṇ טּצּ ḭ לּךּ ︡

︡ Ḯֿכ ḭּט ṇ  ṇ   ṇ צּ

אל ︡ ︡ Ḯֿכ ḭֿכ ṇ ︣

לּ אל ךּ ḭשּ וֹ ḭשּ ︡ ︡

Ḯֿכ פּ ︣ ḭ אל ṇ ︣ ḭ ︡  System ASLR 

 [Opt in] ּט ךּ  [Disabled] ּנ כֿ צּ ︣Ḯ  

︣ ASLR ךּ ḭ  4 - 

︡ שּ   Ḯךּאל

 ṇ   

ƥƦƱƁ 

1.  ḭ︣ DEP ṇ צּ ︡ ךּ וֹ טּ

Ḯּ︡︡פ צּ ḭ ṇ אל ךּ ךּ  EMET ︡ ךּ ףּ

ךּ ḭֿכ ︣Ḯֿכ ︣ כֿ

ḭ טּ ḮDEP ︣ ḭ ︡ שּ אל

  Ḯךּ

ƴƦƩưƱƁ 

1.  Windows Vista ḭּף ṇ ḭEMET  SEHOP 

צּ כḭֿשּ לּ ḭEMET ּפ  SEHOP ︡ ḭ

 SEHOP ︣ כֿ צּ ךּ︡ ︣Ḯ  SEHOP ṇ

 ︡ שּ   Ḯךּאל

ƯǖǍǍƁṇ Ɓ 

︡Ɓ 



 

 

ṇ ṇƁ 

︡Ɓ 

Ɓ Ɓ 

︡Ɓ 

ƦƢƧ  

1.  /degug ḭ ︡ ḭEAF ּצ ךּ

ṇ ︣ ṇ ︣ טּצּ ︣Ḯ/degub 

צּ ךּ ṇּצ אל ךּ ךּ ḭEAF 

ṇ צּ ṇ ︡ ḭ ︡ שּ ︣Ḯֿכ ḭEAF ּצ

 ︡ ךּ כֿ ︣Ḯ ︡ḭWindows ּצ ṇ  

ṇ ︣ לּ אל טּ ḭWindows ḭ טּפּ

טּצּ 1   ךּ ḭ ṇ ︡ לּ

︣ḮWindows ḭ ṇּפ ︣Ḯ ṇּפ

צּ פּ ḭ ︡ Ḯ  

2.    ( ḭEAF ) ṇ ︡ ךּ טּצּ ︣Ḯּ︡︡פ

צּ ḭEAF ḭEMET ּצ  ṇ ︡ ךּ

︡ ךּ נּאל ḭ ︣Ḯ ḭֿכ ︣

כֿ טּ ḮEAF ︣ ḭֿכ ︡ שּ  Ḯךּאל

3.  EAF ḭ ṇּט ךּ ṇ ︣ אל ףּ

ḭDRM ︡ שּ ṇ ḭ ṇ קּ ḭ

︡ ḭ ḭ ṇ  

︡ וֹךּ Ḯ  

ƁƢƴƭƳ  

1.  EMET ḭ   ṇ ḭ ︡ צּ אל

︣ḮMandatory ASLR ḭֿכ ￼ךּ ︡  

ṇ  ︡ ḮMandatory ASLR ḭ

ṇ ︣ כֿ ︣Ḯ  



 

 

2.  Windows XP ּף  Windows Server 2003 ḭ ṇ ︡ Ḯ 

Mandatory ASLR ḭ  ḭ ḭ ṇ  (  1 ︡

שּ ︡ (ךּאל ךּ ḭ ︣Ḯ

ḭMandatory ASLR ḭֿכ ṇ ︣ ︡

︣ כֿ צּ קּ ךּ ḭ ךּ ︣Ḯ ṇ

ḭצּ ṇ ︣ פּ ךּ ḭ ḭ  1.5 ² ṇ

אל ךּ ṇ  ḭּף ︡ שּ אל

  Ḯךּ

ṇ     

︡  

  

︡  

︡   

︡  

ṇ ṇ   

︡  

   

︡  



 

 

6. שּ    

  ṇ  

Å EMET 4.1  ṇ   Ḵפּ︣

EMET 4.1  EMET 4.0 ︢  ṇ ךּ ︣ḮEMET 

ṇ ṇ  (EMET 5) ּצ ṇ אל ḭ12 ּפ ṇ אל ︣Ḯ   

Å ּך ṇ ( ḲEMET 1.x) ṇ אל   Ḵפּ︣

EMET 4.1 ּצ ṇ אל ךּ ḭEMET 1.x ּט ךּ  EMET 2.x ṇ אל

ḮEMET 3.0 ּך ḭEMET 4.0 ṇ פּ 12  טּ  2014  

6 ṇ וֹ ︣Ḯ 

 EMET 3.0 ︣   

Å EMET 3.0 ḭEMET 4.1 ּטּצ   Ḵפּ︣

ףḮEMET 3.0 ḭּךּ ṇ אל   EMET4.1 

טּצּ ︣Ḯ    

Å EMET 3.0 ṇ ︡ ךּ ︣Ḯ ךּ︡ ṇ ṇ ︣ ḭ

ṇ ︣ טּצּ   Ḵפּ︣

EMET 4.1 ṇ ︣ ḭEMET 3.0 ṇ ︣ טּ

ḮEMET 4.1 ḭEMET 3.0 ּפ ︣ ḭ ṇ  

︡ ︣Ḯ   

 ︣   

¶ Process Explorer ḭEMET ּצ ṇ ︣ אל

ךּ ￼ḭ  ASLR ּצ ךּ ︣Ḯ  

EMET ḭASLR  OS ּך ︡ ךּ ḮProcess Explorer ḭ

ASLR  OS ︣ ḭProcess Explorer  ASLR ּצ ךּ

ḭProcess Explorer אל Ḯ  



 

 

 ︣   

Å ḭDEP ︡ḭ ︡ ︡ Ḯ ḭBitLocker ּצ

ṇ ︡ קּ ︣Ḯ ḭ פּ ︡ ḭפּלּ לּ כֿ

צּ קּ   Ḵפּ︣

DEP ︣ ḭ ṇ צּ 

אל ︣ḮBitLocker ּכֿצ ︠ ︣ כֿ קּ

ךּ ḭ ︡ ︣Ḯ אל ḭBitLocker ּצ

טּ פּ ︣ ḭ ṇ ︡ ︣Ḯ  

BitLocker ּצ ṇ ︣ תּ ḭBitLocker ︡ ḭ

︡ ︡ ︣Ḯ ḭ קּ ︣Ḯֿכ ḭ 

BitLocker ּ︡ך ︡ ︣Ḯ  

Å Export Address Filtering (EAF) ּצ ḭ צּ ︡ ︣Ḯ 

כֿ צּ ︣ ḭ צּ  ṇ  (/debug ּצ אל

ךּ ︣) ︡ ךּ ︣Ḯ ṇ וֹ ḭ

ṇּפ ḭEAF  (  ḭּף

צּ   צּ ( ︡ ︣Ḯ  

כֿ תּ ḭ ￼ךּ ︡ 1 פּ שּ   Ḯךּאל

a)  /debug ︡ḭ ︡ ︣Ḯ  

b)  ṇ ︡ḭ אל ︣Ḯ  

Å EMET ︡ ṇ ḭצּ ︡ ︣Ḯ  

ḭֿכ צּ כֿ ḭ ṇ צּ EMET  1 צּ

ךּ ︣Ḯ כֿצּ קּ ︡כֿ ךּ פּ קּ  1 

ḭ ṇ צּ ￼ לּ לּ ḭ︣

ךּ  1 ￼ ︡ ︡ כֿשּךּ ︣Ḯ ḭ ךּ

צּ קּ ḭ ︡ḭ ︡ ︣Ḯ  

 ¬ º ︡ שּ Ḯךּאל ṇ ṇ ּצḭ

ṇ טּ צּ ךּ ￼ḭ ︡ḭ ṇ

טḭּצּ צּ ︡ ךּ ṇ טּ ḭ  

כֿ ︣Ḯ  



 

 

ḭ כֿ ḭ ḭ ṇ ṇ שּ ḭ

כֿ ḭּט ךּ ḭ קּ ךּ ṇ ṇ

ḭ ︡ וֹ Ḯֿכ ṇ ךּ ḭEMET 

ḭ וֹ ḭ צּ פּ ḭ

︡ וֹךּ Ḯ  

Å EAF ︡ ḭ ṇ ︣ ḭּך ṇ

צּ ︡ ︣Ḯ  

︡ ḭEAFצּ︣ ךּ טּ ṇ צּ

טּ ︣Ḯֿכ ḭ ṇ צּ ︡ לּ ︣

ḭ כֿ ︣Ḯ ṇ  ṇ ṇḭ ṇ ṇḭ 

VOIP ︡ ︣Ḯ ṇ צּ אל ךּ ḭ

ṇ ḭEMET  EAF ּצ ︣

ḭEAF ︣ כֿ צּ ḭ פּףּ ḭ ṇ ︡

︣ כֿ צּ קּ ︣Ḯ  

   

Å  ṇ ṇ ṇ ṇ ︡ לּ ḭṡapp failed to 

initialize properly (ṇ קּ ︡ )Ṣ לּךּ

ṇּצ ︣Ḯֿכ לּ קּ   Ḵפּ︣

GUI ḭ.NET 4.0 ּצ ṇ אל ךּ כֿ צּ ︣Ḯ ︡ḭ

פּ ṇ︡ ḭֿכ ṇּצ ךּ ṇ

ṇ ṇ ︡ שּ Ḯךּאל  .NET 4.0 ṇ קּ

ṇ ︡ שּ ︣Ḯ  

Å 64 ṇ  EMET ︡   Ḵ32פּ︣

 ṇ אל ךּ ︣Ḯ  

ḭEMET  64 ṇךּ ṇ ︡ ךּ ︣Ḯ ṇ ṇ

ḭ64 ḭּף שּ 32  לּ אל

ךּ ︣Ḯֿכ כֿ צּ ︣ שּ︡ ךּ ḭ   32 צּ

טּ כֿ ︣Ḯ   



 

 

︡פּ︡ צּ ḭ64 ṇ קּ טḭּךּ ךּ קּ ךּ

טּצּ כֿ ︡ שּ Ḯךּאל  1.3 - ḭ ṇ אל ךּ

ṇ  ḭּף ︡ שּ    Ḯךּאל

Å ּך ṇ  EMET ṇ ︡ ךּ ︣ḮEMET 4.1 ṇ

לּ   Ḵפּ︣

︢ ḭWindows ṇ ךּ  ṇ  EMET 

ṇ ︡ḭ ḭEMET 4.1 ṇ ṇ ︣ ḭ  

HKLMSoftwareMicrosoftEMET  ּף  

HKLMSoftwarePoliciesMicrosoftEMET ṇ ︣ כֿ ︡ ךּ ︣Ḯ  

 

Å ṇ טּצּ EMET צּ פּ ḭפּלּ לּ פּ ︣

  Ḵפּ

ḭ ṇ ︡ ḭ ךּ ︡

Ḯ ṇ ךּ ḭ ṇ

  EMET ︣ ḭ ṇ ︣ כֿ

︡ ︣Ḯ   

Å ṇ ︡ ḭ אל   Ḵפּ︣

ḮEMET ṇךּ אל  ActiveX ṇ ḭּט ךּ

ṇ  ṇ אל  ︣Ḯ   

Å ṇ ḭEMET GUI ṇצּ ︡ ︣Ḯ   

EMET GUI ḭDEP ︣ ︣ ︡ ︣Ḯ

ḭֿכ ︡ ḭ צּ

טּצּ כֿ צּ אל ךּ ︣Ḯ  

  

EMET ֿכ ךּ וֹ ךּ ḭ ḭ

EMET ︣ ḭ קּ ︡ ḭEMETקּ ︣Ḯ   



 

 

7.  ṇ   

EMET 4.1 ḭ ḭ  TechNet ṇ ︢ ṇ אל ךּ ︣Ḯ 

http://go.microsoft.com/fwlink/?LinkID=213962 ( )  

ḭּט ךּ  ṇ ︡ ךּ ףּ ḭEMET 4.1 

ṇ וֹ כֿ ︣ כֿ צּ קּ ︣Ḯ   

ṇ ṇ ḭ ṇ ףּ  emet_feedback@microsoft.com ( ) 

ṇ כֿ צּ קּ ︣Ḯ ṇ ︣ ךּ כֿ ṇ

￼ḭTechNet ṇ ḭ שּ︡  ṇ  ︡ שּ

   Ḯךּאל

http://go.microsoft.com/fwlink/?LinkID=213962


 

 

A. : EMET   

EMET ּך נּ ḭ ךּףּ ︣Ḯֿכ

וֹףּ ḭṡ ￼ ḭ︣  EMET ︡ ḭ

ṇ ︣ כֿ צּ קּ Ṣḭֿכ ︡ ︣Ḯ  

EMET ֿכ ךּ ︡ḭ קּ קּ ︣כֿ טּ ḭלּ

טּ וֹ ︣Ḯ ḭ ṇ טּצּ כֿלּךּ

︡ ︣Ḯ ḭצּ︣ ṇ  EMET ︣ ḭ ṇ

כֿלּ שּ ︡ ︣Ḯ  

EMET ḭ ṇ ḭ︣ ṇ אל ךּ

ṇ  EMET ּט ḭ︣  Microsoftḭּף ṇ  

ṇ ṇ ︡ ךּ ︡ Ḯֿכ ṇ ḭּף

אל ךּ ︣ כֿ צּ קּ ︣Ḯ   

ṇ צּ אל ךּ ךּ ḭ ṇ ︣ טּ כֿלּ ︡ שּ

  Ḯךּאל

a: ּט  / r: ︡   

 7 :   

ṇ  

 

 

ASLR 

DEP 

SEHO 

P 
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Null 
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ṇ

ṇ

 

 

 

Internet Explorer 

6-10 

a  a  a  a  a  a  a  a  a  a  a  

Windows Media 

Player  

r  a  a  r  a  a  a  a  a  a  a  

Skype  a  a  a  r  a  a  a  a  a  a  a  

Lync 

Communicator  

a  a  a  a  a  a  a  a  a  a  a  

Lync 2013  a  a  a  a  a  a  a  a  a  a  a  



 

 

Live Writer  a  a  a  a  a  a  a  a  a  a  a  

Visio Viewer 2003-

2007-2010-2013 

a  a  a  a  a  a  a  a  a  a  a  

PowerPoint Viewer 

2003-2007-2010-

2013 

a  a  a  a  a  a  a  a  a  a  a  

Visio 2003-2007-

2010-2013 

a  a  a  a  a  a  a  a  a  a  a  

Access 2003-2007-

2010-2013  

a  a  a  a  a  a  a  a  a  a  a  

Excel 2003-2007-

2010-2013  

a  a  a  a  a  a  a  a  a  a  a  

Outlook 2003-

2007-2010-2013  

a  a  a  a  a  a  a  a  a  a  a  

PowerPoint 2003-

2007-2010-2013 

a  a  a  a  a  a  a  a  a  a  a  

Word 2003- 

2007-2010  
a  a  a  a  a  a  a  a  a  a  a  

Publisher 2003-

2007-2010-2013  

a  a  a  a  a  a  a  a  a  a  a  

InfoPath 2003-

2007-2010-2013  

a  a  a  a  a  a  a  a  a  a  a  

Google Chrome  a  a  a (1)  a  a  a  a  a  a  a  a  

Google Talk  a  r  a  a  a  a  a  a  a  a  a  

Mozilla Firefox  a  a  a  a  a  a  a  a  a  a  a  

Mozilla Firefox  

Plugin Container  

a  a  a  a  a  a  a  a  a  a  a  

Thunderbird  a  a  a  a  a  a  a  a  a  a  a  

Thunderbird Plugin 

Container  

a  a  a  a  a  a  a  a  a  a  a  



 

 

Adobe Photoshop 

CS2/CS3/C 

S4/CS5/CS5.1/CS6  

a  a  a  a  a  a  a  a  a  a  a  

Adobe  Acrobat 

Reader 8-9-10-11  

a  a  a  a  a  a  a  a  a  r  a  

Adobe Acrobat 8-

9-10-11  

a  a  a  a  a  a  a  a  a  r  a  

Winamp  a  a  a  a  a  a  a  a  a  a  a  

Opera  a  a  a  a  a  a  a  a  a  a  a  

WinRAR 

(winrar.exe , 

unrar.exe, rar.exe)  

a  a  a  a  a  a  a  a  a  a  a  

WinZip  a  a  a  a  a  a  a  a  a  a  a  

VLC Player  a  a  a  a  a  a  a  a  a  a  a  

RealPlayer 

(realplay.exe, 

realconvert er.exe)  

a  a  a  a  a  a  a  a  a  a  a  

mIRC  a  a  a  a  a  a  a  a  a  a  a  

7-Zip (7z.exe, 

7zG.exe, 

7zFM.exe)  

a  a  a  r  a  a  a  a  a  a  a  

Safari  a  a  a  a  a  a  a  a  a  a  a  

QuickTime  a  a  a  a  a  a  a  a  a  a  a  

iTunes  a  a  a  a  a  a  a  a  r  a  a  

Pidgin  a  a  a  a  a  a  a  a  a  a  a  



 

 

Java 6-7 (java.exe, 

jawaw.exe, 

jawaws.exe)  

a  a  a  a  r a  a  a  a  a  a  

(1) Windows 7/Server 2008R2ḭּף ṇ Ḯ Windows XP/Server 2003 ּף  

Windows Vista/Server 2008  SEHOP ḭֿכ טּצּ Ḯ  

צּ אל ḭ ḭ צּ קּ ︡כֿ ךּ פּ

︣ כֿ ︣Ḯֿכ ︣ ḭ︣  EMET ︡ ḭ

ṇ ︣ כֿ ︣Ḯ ḭֿכ צּ אל שּ  1 

￼ ︡ קּךּ ︣Ḯ ḭֿכ ︢ ḭ קּ

︣כֿ צּ אל ḭ  EMET ︣ ḭ

קּ אלכֿ ךּ קּ קּ ︡ ︣Ḯ  

︡ טּ ךּ ḭ  7 ² ṇ ףּשּ

ךּ שּ   Ḯךּאל


