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(F. CFaVUFTo V-2 (REBBER) (CLDT. 1> SRV M Y—=20D Web Y1 NT(S Java &FF
BURNSE. 12—y~ Y—>D Web Y+ b L(C Oracle Java 504 >hH0O— REnNsd0%
ZILFTDDICHAIDCENTETY, COHAAE. BftC, TOERE(IC DLL OO— REZEIEL.
BEDFZTUT—>3>0 [Kilbit] (CFHEULZES 2 —ILICHUTIDMRZEZSEET,

ROP DEERMEFIR

EMET (& INRTOREY I hITT7ICERATEDENOBIHIRATS 3 > #2 MR TLET . BIIDE
FOK(F ROP #&RANK. H KU EAF TIRTE. FIFBIEET. B, HDWIIERICUIZHE. EMET TR
&NJz ROP. £UK (& EAF SBHIRZRIE—DOTERDOTOJISLAINRTICHELFET.

TN SR ROMETY !

ROP wZA T« —2" Jw¥ (Deep hooks): EMET (&, ZUF« HILIR APL. SLUTNIC
fm<BENLANILD API BFIAT DIEL )LD APL ZFRELF T . HIX(E. EMET
(& kernel32!VirtualAlloc 72\3TI372<. kernelbase!VirtualAlloc & XU
ntdll!NtAllocateVirtualMemory 1R EDEET DL ANILDBRVEBE I v D, BK
MRELFT,

FEEE (Anti detours): JwoEBOTOO0—-J%&2IE—932&T. Jv

ZEE UKD LHAHDBANSD D, BAKRCTOO—)LURIOBREICRUET,
[EEEE ] AT a>2BNCITDET, CORbiZEFAT MRS TIL

O— REERTI,

BT N/z#8E (Banned functions): COATS 3 >&BRICTBDET.

EMET (X APl Z{RE 9 2 0laett D2 BRAZEMNT D1

ntdll'LdrHotPatchRoutine ANDIEUH Uz R LE T,
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http://msdn.microsoft.com/en-us/library/ie/ms537183(v=vs.85).aspx#zones

SIBAEEM (FRERAEREIIAEE > &)

EMET (&, BES{ESNZF v 2RIV L TOFEBEBREZIRE T D EVWDENT., SERAEF T —>DERE
HREEEMEDRFICEIMNTF T VI DHEEGMR TLET . HTTPS Web B hERIEL TLBERIC.
SSL sEFAZE D=8 (C. Internet Explorer NEEBREF T —>&BE T DEIC. EMET (&, 1—Y—-H'%
EURABIDEEREIL—ILICH U, TR IT>7 7+ SSLIAE. BXU. TOIREZRIT
UTo)L— MR ZREE L E T

BED RAAZEIFICEEESNIEIL—ILICEKD T, EMET (& $FED SSL FSEEAZEZRITI DJ)L— NEEA
HEICEENREZIHS. RETIEETY . EMET (FEIETEEDHZIRHE T DD THD T, Enh=1E
IRIDIFTEFRVNCEISFRELTLIZEV, I—Y—(F. IL—ILZZREL TV, #EizEld D%
ENTEET, EMET (F. EREIL—ILTHRESNIZ Web B+ &I L. FIARIGETHNIEHT
I U MDRIZESD. SSLIAEDH I U M (CN)ELERUEFT . 8T DIREZR DT
Ba. EMET (X DIEBAEZFITUC)L— NEERAKER Y. 1 —H—HNEIR U 7z)L— NEEBRRERS 0—DT
HdN R UET . ME—. Windows DEREEHIL— NEAEER R7H 5, iEAEZE1>/R— KT D
CETDH, EEEHIL— NI THINWEPECIDENTEEI, —BH. /> /R—hEN3
& FEDIL— NEEAKERS & SSL EIBREZBRE(T 1T D /2dIC. EZREIL—ILAMERRENE T,

BESEREIL—ILCHITBHMCDNTEEMIT D ENTEFT . INSHIFDRET. LDHIBRD
PIRBISNNEERTET D ENTE, EZREIL—ILIERUIRVEETE. EMET A SSL SEAEZ
A3 BTENTEDRSCRDET, HIFHE JL— NEEREES 0T 0/« FIZ(E. F— X )\
v 2J PIVTUX A FTE. BLOAHF—DOIZMR—R2 MMRETTY,

FEREINTVRWNIT A > bOEHR

Windows 10 (&, {EBESNTLVRWI A > bETOv O I DHEEEBIML. SESNTULRL, FzE
WEECIODTHHENEIA NI 7AINDSRETDIRENS T —ZRELET . CDOHEED
FHAICDVTIE MSDN DitE . T2 —TSAXADEFESNTLVRWITA> T OV I] 725
BLTLZEV, EMET BHRZRET D E. DEP DR DIMBDE X7 ASHRDIBFIRDETE & [ERR
(C. SRTFTLARERFERZETITVT—2a3>EOMAIC. COFHEDHREERITDCENTEE
T, EEEINTULRWIT A > MMEL %windir%/Fonts T LD RUSNIA > A R—=ILENTULBDINRT
DIA> BT, EFESNTVVRVIA> bZ2TOvIFTDE. UE—b (web R—XF/z(F Email N
—R) BLUTA> N T7 A ILOFRIFTIER (SRR D 530—H)L EOP WEDMmAZHEIELET,
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LR—bk

EMET (&. [Microsoft EMET Servicel &IF(EN3 Windows Service Z#U T, LR— hEIEHT D

WEEZRATCLEI, —B EMET ZA> X b—ILFD L. COT—EXFBEEHIC Windows TR —
NI BKIEESNET, EMET Service (&, EMET 74> THRII\—DZ X7 L HEICIR

N3 EMET IT—> 1> hZEME I D™EIZEO>TVWEI . ML AEETO EMET T—> 1> hOFRRE
IWN—T RUS— FEFOAYD RS> Y—ILZEBU CRENFETT .

EMET Service (&. U TFTDHRIZHITUET:

Windows ARY k OV ICAARY FEEEAD: EMET AR M, EMET EMFENZ AR K VY—X
ENLCOJZEDET, cnsO0JF. 77U —23> OJTRDIFZZENTEET. OV
3EBAITHEIELTVET, Bk BE. ZTUTC. IS5—TY, BRAVE—(E EMET I—21>
NORIA LTS BEDARL —S 3> RREDOTZE EDEHICHAESNE T, BEEXAVvE—(F EMET
DIERENEEFEIND. HDUE FIFNL—ILICKD T SSL iEBZEDIIREEFEDEEZE L/R— T DT
DICHIAHENFET . T5— Avtz—2(F SETS/AV SSLAIAEMRE SNBSS, DL,
EMET DN ZDEHRD— D TEAZEFIL UIIBE (SNFEC DEIBBNRKEN BNz &%
BIK93) EDOT R EDRT—AICHAETNET. EMET LiR— hEBEET DaEEMEDSH D1 K
ID DUABMIFRICEBHEENTVET., 1—F—(F. W< OHDEIFNS AT LAEBHRE U TEHRES
NTVWBHE. BRUARL—F+ 20 SAFLADORETIEDTH > HE(C EMET ([CXD TRE(C
OJ ESNRVWEEEMN S D C ESFRURITNUIERD EE A,

K1 ARIKID IA—-XY b

AR~ LA A2 K~ ID

E [S]0
2 ES [S11
TS5— [S]2

[S] (& OU AR hEXET BV TS RTLERES DIeHCERSNDBESTY (FIFRIEERME: 0-4)

xR 2: FRENB3AR2 M ID

AR LA FRANR 3 >I2 HIdEES T

E 00 10 20 30 40

s 01 11 21 31 41
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I>— 02 12 22 32 42

& 3: AR b OJ(CHIFARTAR/R EMET #8F05R

v X vk v * v v v X X v v v v v

(*) SRFLABHREVTRESNLIBE, OY I MIZERLRWNBENHD

RO N—BHSERICHB E> MEBUTEERANRY MERFRT S: Windows AR k OJ(CEH
NEIS— AvE—ERLUERBTE D EMET BMBEFIRO—DTRAZFEILETD. bV, 55
TERVSSLEEAEZERE UITZaIC. 1Y —([CAliT. E07TVIr—2a3>MeEltLTVDD
N TUTCEAZELET I HICEDEMFMERSNIZOMNRRESNE T . FHASERDERN D
D IEiZE(E. IRTED HTTPS &t LDOEFE TE/R0) SSL AERAE (CRI T 25N FRRENE T,

SIBREERIRIY RV ERITT D: SSLEFAE. )L— b CAEFRE., BXUVEEHTEIL—ILIE. EMET
Service MBI TEITINTVRISEDHFEITEIN. HIELITHONET,

BHESE 0D S AICDVWTLR—MNEXETS: EMET (&, [Early Warning Program (RHIZE T
O35 A)] LiR— bBEZIRLLE T, EMET (CKD> TEADEAMMEL. SLUTOY TSN,
WE(CRIN D —EDIFIHRN. Z# D Windows Error Reporting #EE&B L TYAo0OY J MIXES
NFE9, COBERE. ¥roOYVI PO T BACEET DBEREEDIRCEILE. KDKESRE
Bl IR BDRIICRBEOWMEMEENE T, BLU. MBEENT—R ){—F0 ROH-DEHITDIVI DT
TERELTWBRIBE(E. Y120V T ~MI Microsoft Vulnerability Research (¥-270Y 7 SEsstE
AB) JOJSLZBU T, HEZZIITINRASF—EHAUT, MBEDHNECEHFET, Fio. BHRE
ET7O0U5 A LR— hEREE, Y700V I b A2SA> H—EX(CEHD. 5L SSL EAE(C
BEIIBERENIIOYVI MIXELFE T, XA0OYVIT MMTH U TEESNDT —IDEMICET
DEMICDULTIE. EMET GUI AM [Help] UR> . F/z(E http://aka.ms/EMETps H'SEFIFA]EE
7% [Privacy Statement.rtf] 71 ILZSBLTIZEL,
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7E: EMET OLR— MMEgEG. TAO YT 7TUT—2 3> FTOHFIABIETT. €S> 7TV
—2 3V OHEZTTERIDCLETEREA.

BR—RENTVBIARL—F 12D SRAFTA. BLUVYIMITITPEHR

BIR—heNTVWBARL =T« >0 AT A BXUOF7TVT—23>
EMET 5.5 Beta (&, UTFOARL —F« >0 SXF L BLUH—ER )y T LALZYR- hUE
9 (FI2EEH. Windows B7R— b 51 I DILOEENICIES):

DSATFUN ARL—F 120 SAFA
e Windows 10
¢ Windows 8.1
e Windows 8
e Windows 7 Service Pack 1

¢ Windows Vista Service Pack 2

Y—)\— ARL—F1 20 S AF A
e Windows Server 2012 R2
e Windows Server 2012
e Windows Server 2008 R2 Service Pack 1

e Windows Server 2008 Service Pack 2

INRTCDARL —F 4 >0 SAFAICTH U, IRTOEIMHKHN P R— RSN TUVBINDIFT TR &(T
FELTLIESL,

xR 4: SR LABHRERE MUY TR

EFNRDOTEE FEANR Vista. Windows 8. Windows 10
8.1/Server 2008 H KU

DN —=3>

DEP v v
SAFLMME  SEHOP v v
ASLR v v
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EFETNTLVRND X v

4>k
DEP v v
SEHOP v v
NULL R—= v v
E—F XL — v v
sl ASLR v v
EAF v v
EAF+ v v
REALTw ASLR v v

7T —<3

S O—RSHA4J35U v v
AEVIRE v v
EFJ0-03 =1 v v
L—=>3>
2w ERy k v v
d1-5—FIvYy v v
ASR v v
EFEINTULRLD X v
*> &

=BT, 64 EY R RFTALTIH, BDT7TUT—2 3> OFEDBIRICDOVTIE. 32 Ev O
TATEITUTWBBEICOAEREEERBONGHDET ., FHHICDLWTIE. UAToERESBLTLKE
=0\

K5 7TV —2 3 VBHRERES MUY IR

RIS IS 32 By k JOER 64 B k JOER
7IUs—5 DEP Y Y
~ SEHOP B X
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NULL R—= v
E—7 XFL— v
8% ASLR v
EAF v
EAF+ v
ARBALT7 YT ASLR v
O—-RkRS4J35Y v
AEURE v
RTIJ0-D>=a X
L—=>3>

REvI ERwY k v
d—-5— F1wvy X
ASR v
EFESNTLVRND v
*> b

EMET (&, {REEYZ 2 (CA > A M—=)LU. FIFRIEETI N Microsoft App-V. DL \E VMware
ThinApp™ 12 EDRIBILENTZ7 TV —2 3 > ([CDWTIEFHR— hLTWER A,

SEBAE{SFEMEE (S Internet Explorer A HR— SN TWEITH. EERERE TR TSI —HI(C

WETDZEBARETY, H— R N\—F+« TSUY—(CET DFHMIBIRE.
BZSRUTIES0N,

VI RO T 7ENS

SEBAEEFAEE DR TEDIA

EMET (&. Microsoft .NET Framework 4 "B T9, F/fz. EMET A Windows 8. B LU Windows
Server 2012 FTHEYIICHBIIT BIeH(C. <roOY T ~ HR— MMEitTE#R 2790907 - Windows 8
H XV Windows Server 2012 FAOEIREEFHFTOI S LAETHBAWEREITEY,. FRELDERFOE

MUEHRTOTSLADA A R—=)LWEATT .
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EMET ODE3FE

o AE
X1 U EBHREZBRNCITDIEDHICIE EMET =1 > X =)L EMET O REXZ UK TIFRRDFE
Ao EMET ZABRL T D/=DICIE. UTDEHREZIBE UK TEWTETA:

o  COREMREBMINEN
o EDFVTVUT—23LH. EOEMEKTHRESNDINED
o &£ SSL/TLS SEAEE > &RFEIL—ILZEEAT DN

ST A BLUTTVT—2 3> ORAOBIMKICDODVTE, EMET 5T+ D)L 1—YH— 1425~
JI—R. HBDWIEMET OV R S22 YV—)LZBU CHEBEETY . SSL/TLS i@ DIAE
EREHERE(C DT, EMET 500Dl A—Y— 42— TJ1—RXZBU TOHHERTRETI . HE
ZTRTIDEHIC. INBA2F—TT—RZ2EDLD(CHAINEIRVINCDOWVWTIE. CDHA RD
EMET 5T« )L I—H— A4>H—T1—X BKXU EMET ONX> R 54> V—)LOEBZZSRUL
TLIZE0,

EMET D3R5 A, LG, 7TV —S 3 ABMRDEERITDICE. JdIL—TF RUS—%=FIFHIT S
CEBAEETT . JIL—F RUS— HR— MCDWTE, TIL—F RUS—DIEE TSR L TULE
9,

ZOMD EMET ZBEIDIATI I > RETOT7AILVEFBITIAENSGDET., CNSERE
JOJ7AILICIARNEENTVBIDN, TOFEMICDODLWTIEEIS 3> 2.1 ZBBULTLIESL,

EMET ZHRET DROMERBIDTELLUT. REDA Y —REFAIBHENHDEFIT., 1A -
ILDBREIC, MEDA Y — RN S—EDOHEIINEZRHI DL OIBNTCETEFI . FRDORENTFE
LWES(} REDT Y- RZERI DT EEARERTY . SRET« Y — MCHAT IFMIBRE. =ED
4P —RDIER Z8RUTIES0N,

BED EMET &E(F. LR MY BT F— HKLM¥SOFTWARE¥Microsoft¥EMET (CARFFEH. #IR
#R 1 —Y —EBDKE L HKCU¥SOFTWARE¥Microsoft¥EMET (CIRfFENE T, JIL—TRUS —
ZTUTHEBR SNz EMET &REE. LR KUY BT F—
HKLM¥SOFTWARE¥Policies¥Microsoft¥EMET (CRFENET ., —BD7 TV —> 3> EDFRE
(&, HKLM¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥Image File Execution Options
(CHDHETHNDET. 64 Ev b TSV hIA—ATE, BEGLZARIAD 64 Ev b\ ATH
KU 32 By bSO A (CRFSNTLDIHZEN B DFT (HI: Wowe432Node) .
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EMET REJ O 71I)

EMET (Cl&. BEETTV I U —>a>ADREITOT71)L. KU, sIAEEEEITORETOT 7
AL 1 A BIETHWTEET, RETOT7I)LIE. —BNRAYro0OYI b BRUP—R J)(—
S+ 7TV —2 a3 >RBICERICRESNE EMET 882 S#% 9. EMET 1> X h—J)L T4 Lo b
DT, CNSDIT7AIVEERE/ARETOTI 7ML TAIF —(TREFSNTVET ., HIROFFTH
. BIERIRET. ILWVMRET O T 7 A ILOIERRICFIAT 22 EBETEET,

EMET (CEEN3OT 71L&

Recommended Software.xml: Microsoft Internet Explorer. WordPad. Microsoft Office X1 —
NZEEND 77T U4 —> 3>, Adobe Acrobat. Adobe Reader. U T Oracle Java (Cx19 B#EF]
ReBMULFET,

Popular Software.xml: ZDM—RHRT7 TV —>3 > (CH 3 DEINKREZBNCUE T,

CertTrust.xml: Microsoft 730> . Microsoft Office 365. SKU'. Skype. €L T Twitter.
Facebook. &KU Yahoo ir&EDOT > H—EXBDIHAELE > E&EIL—ILZBCLET.

S¥: EMET ORETOT 7 AILIE. W DHhDFTUS—2 3> (Cxt 9 IERANOEREDRIREZ ZE(C
ANT. REBHRTEHFSNFE L, EMET THEATTRERBIEDIIAEEEIL—ILIE. RENTWNS
SSL GERAEDE THIC. ARl T HBIICZENZNDIL—ILEENICITDLIIEESNTULET,

Popular Software.xml M5\ DHDIL—ILZBTHFEL L Do
<Product Name="Internet Explorer">

<Version Path="*¥Internet Explorer¥iexplore.exe"/>
</Product>

CDJL—)LH EMET (CHIFERIEEIR I AN TDAE —EEFISK T Internet Explorer Z{RE I B KD (TS
BFEY, HEDT7TVT—23>DREZVLEET D ASR. XU EAF+ ZlkE, BIECRETOT 7
TIRDIRTDFTIT—232(CDNT. INTORMKRMNMEMtENET . Nl JOT7 A
JL J7A4)LAAD DefaultConfig / — RZIREIT D ETEETETFHT,

<Product Name="Windows Media player">

<Version Path="*¥Windows Media Player¥wmplayer.exe">
<Mitigation Enabled="false" Name="MandatoryASLR"/>
<Mitigation Enabled="false" Name="EAF"/>
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<Mitigation Enabled="false" Name="SEHOP"/>
</Version> </Product>

CD)L—)L T, 58l ASLR. EAF, LT SEHOP ZFx<. Windows Media Player [EIlFD I N TDHE

HWRZBMCLUET., EBOI—DODOEERIEHR(E/CXTY, “*¥Windows Media Player¥wmplayer.exe”
EWDI NS DFET, /\R(F. 7TUT—> 3> RICENRZERT DI2H(C EMET HMFIRAITIED
TY, BHFNEREINDHICE. F—5y bDTTUHT—2 3> D)\ REEBLTLRITNERD

FEA-

TIVT—23>DINADTINAR—LZIBEITDURENSDET, * HDAINE? BREDTAILRA—R
HEAIDTEHBEEETI . EI—DDATS 3> (F. wmplayer.exe IREDKS(T, /\RRUTENHE
AJRE/RZRIZERT 3 HETT .

TAILRA—RE JNRICEDVWTDHERESN., EITOIRE/RERI CIAR SNV EZTHEMLSCE

Lo BIX(E. “wmplayer.exe” E/z(E “*¥wmplayer.exe” (FBZIR/CATITH. “*wmplayer.exe” (&
|YTY, CNIE. EMET HM&F 9 D Windows D7 UL —> 3 > BT L —AD—2ODHIKIIC

KBEDTT,

BREI7AILIEZ. TOTSLDFEFRMNALUOMDUTWVET ., OA> MIZFEDOD(E. TOMEEC DT
FREBVWHETY., REIOT 7). EMET OS50« H)L 11— — 4>~ —TJx—RX, EMET O
SRS VY=L, BBAWNIIIL—TF RV —m=BOTEMETEZTT,

EMET 95J4Hh)N 1—Y— 4> —-TJ1—X

EMET &IBHRZPDEDTDHED 1 D 53T« D)L AT — A>5—TJx1—X (GUI) ZFHT
B2EDTY. EMET ZA A R—ILTBRIC, RI—bAZ2—/D4> BRI PAOANSRE T D
ENTEFT . COETZI>TR BRETA 2RI, BRI I2ICDNWTHRALET.

EMET GUI ZE£#IDE. UTDT 1> RIONKRRESNET,
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= A Enhanced Mitigation Experience Toolkit - o “ 10: EMET GUI X
B mmport 5 ‘—I @ t Quick Profile Name: v Windows Event Log @ 12 D12 R0
o I L Vi

& Recommended security ... | ¥ v Tray Icon
= )
B E + Wizard  Apps  Trust Help
(i Spor Skin: Office 2013 - v Early Warning -
File Configuration System Settings Reporting Info
System Status
Data Execution Prevention (DEF) ~ Application Opt In -
Structured Exception Handler Overwrite Protection (SEHOP) Iv‘ Application Opt In -
i |
Address Space Layout Randomization (ASLR) Application Opt In -
]
Certificate Trust (Pinning) Enabled 2
Running Processes
Process ... Process Hame i Running EMET ~
2168 iexplare - Internet Explarer
2092 iexplore - Internet Explorer @
3734 iexplore - Internet Explorer @
3964 iexplore - Internet Explorer
568 Isass - Local Security Authority Process
576 lsm - Local Session Manager Service
4488 mmc - Microsoft Management Console
3668 msiexec - Windows® installer
aa0 MsMpEng - Antimalware Service Executable
1792 meseces - Microsoft Security Client User Interface
3316 MisSrv - Microsoft Metwork Realtime Inspection Service A

EMET GUI (& 3 DI 3> (ChHmMmTunEd, ENSTHRTIEC:

UR>:

File (Z7A)): CDTIL—F (& EMET D&KED [Import (Ctri+Shift+I)]. F7z(Z [Export
(Ctrl+Shift+E)]. &L T EMET Configuration Wizard (Ctrl+Shift+W) DFEITZFRIUE
9. TOMDFHMCDONWTIFERET Y — RZSRBRLU TS0,

Configuration (&%E): CDJ)L— (&, [Apps] (Ctrl+Shift+A) O UwW IS BZET
[Application Configuration (77U —> 3> 8%7%E)] D+ > R, LT [Trust]
(Ctrl+Shift+T) 22w 2923 ET [Certificate Trust Configuration (GEBAE{SRERTE)] D
A > RONDTICRZHTUET . TDMDFBCDONTE@I7TIT— 3 > AOEMREH
EID. BRUIABEBEORTE (E&TEIL—IL) Z8RUTIZE0,
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e System Settings (AFTLDRE): COIIL—TF. SAFTALLOAYO TOT7A)L%ZE
B9 3ETIER<. EMET GUI ONER&EIBIRTEET, TDMDFEMICDVTIE. S XFTA
MRS TEZIEKR T DZSRBUTIEE,

e Reporting (LIR—B): COIIL—TELR— K~ AT 3 >nI0BX5NET. TOMMDEE
HMICDWTIE, LR— bEERETDIESBL TS,

e Help (NVT): COUIIL—T(F. BR—b TA—-F A BXUOI-—YT— HAR

(Ctrl+Shift+F1) IREDNILT UV =X, LT EMET IS/ —FEAANTOCATEE
ER

System Status (XAFLADRAFT—HR): DT 3> (E AT LREHMK (DEP. SEHOP, &k

U ASLR) DIRTEDRT—HF R, HLVEAEEERED AT —IRZRRUET, CNSDFE(F. &

DEIZADHSEHEETRE T,

Running Processes (B#>’'O0LX): Cotzo>3>TlE BEFRBLTWS 7 TUS—3>0U

A b BLU. EMET TRESNTWB 7TV -2 3>72FRRUET. 7TUT—23 DU NI

30 WB(CEH N, [Refresh (BH)] RY>ZT IV OFT D ETFHEMREOIETT, Ffe, F—

MR—REDIEHEDE CTRL + F TUXMDBED T TV -3 > REITDEETEET,

REDAY— R

BMIED P — R, EMET A > X h—)LOBRICRRSN, AER EMET 2 M—JLDfs(C, R
SNZREEBAT BN, H3VE. FHT EMET ZRET S, OLTNHEITSTENTEET. Bl
N—23>0 EMET hSEH I 358, REORELZERETET.

REDA Y —R(E ZRFTAIC BLHT EMET SRESNTLSIHZESN(CIRE L. ZNICEUTERD
AT 32 RRELTEFT.

IEBE> FRMDOA A =)L BXUEHDSFIUADRGICDOVWTHICHESNDHEZER L.
WEICIGUT EMET OFREZVDBRX D LZ2M<BRBHLET,

DA —R AT>3>

Use Recommended Settings (HRREZREA): COATS 3> Tl HSPBEFOREEHIBR
L. #HREINZR(EZEAUET:

«  Application Configuration (77’U4—>3 > D&E):

o Internet Explorer. WordPad. Microsoft Office. Adobe Acrobat &&U Reader €L T
Oracle Java MITOIREZEIMUE T,
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o EAF+ % Internet Explorer. Microsoft Trident Engine. Adobe Flash 521>,
Microsoft VML FS4J - >, Microsoft VBScript T>>>. KU Microsoft JavaScript T
ST EERELEF T, Adobe Acrobat. &S KU Adobe Reader % Lotus Notes Filed
Exchange Module for Adobe Acrobat. Adobe Reader T>=> . XU Adobe Acrobat
IA—LEREULFY,

o Adobe Flash S > 1" Microsoft Excel. PowerPoint, &K Word TE{TEN2D%
BHIE L. Oracle Java. Microsoft VML, Microsoft MSXML 4.0. Windows Script Host
Runtime. KU Microsoft Scripting Runtime 7S > MMERBH P . HBLE1 >
rSxRw h YV—2(CEULTULRL Internet Explorer @ Web Y1 N TRITESN3D%MALE
UESC I

« Certificate Trust (SEBAZE{S#A): Microsoft. HXUVZDMH—R \—F 1 DA>S1> H—E
AEITFDIL—=)LZEBIMUET,
« Reporting (LR—B): IRTDLR— MMEBE (Windows AR O, kLo 742 &
KUOBHRZET OIS L) ZBICUETD,
(FHDA A M=)) ETREEFEHTITDS: COATS3>TlE. EMET OFREIITONEE A
(ABIDIN—>3 > 57wV I I L —RT B) Keep Existing Settings (BIFDREZRT): COAT>
3> (d. BIFD EMET DREZKRUET . EMET OFHEEE(CEHET D 2 FDAT > 3 > EIFBEEIC
RERJRET T :
e  Certificate Trust (FEBAZ{SH8): Microsoft, BXU 2D —R )\—F 1 DA>SA>H—-E
ABTFDIL—=)LZBINUET,

e Reporting (L7/R—K): BRRBZET OIS LAZBMICLET,

S AT LARIBRDEEZIBK T D

SRAFTLDREZEER T DHEE 2 DHDFET . [System Settings] UR> JIL—TH5 2 DDZR
FABHRITOT71ILOA. 1 DZBIRT D, HDVHMERCEIRDEREZ T DENDNITNHD
EIRENSHDFET,

S AT LADOBEREINNAIRREERTEHDCE(CEFRELTLSIZEL., EMET GUI (&, BEB(CEUT, @
MZITWET,

FIFARTIEEIRS AT ABHRD U X M. FIFAT 3 Windows D/\—>3 2 (CKD>TERDET ., Cn
(F. IRTDIRAFTLEBIRE. IRTOARL —F« >0 SRFATIIHEEETRWNVZH T,
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Windows /\—=3 2 RICHIT DS R 7T ABHIRDR— MBI 2FMIEHRIFHR— hEan T3 AL
—TA 20 SRFT A BROVI NI TVEH(CREEINTNET,

FEEASEEMEEE (L. FEI DI NI ZZEFIDCET. BAUCEENDCETEFT, =5I1C.
[Application Configuration] (C Internet Explorer ZEIURITNIERD EH A,

FPITUT—> 3 > FAOBEIREZRET D

EMET WMRE 9 DEIREEA T D2HIC. BERNRTI TV -3 > RE\EITDCENTEET., E
(C. BHIRFERCT TV —>a > BATER. BULIEENCIDENTEET,

BIZ (X, TRTOD EMET BHREZEHI BD/2H(C iexplore.exe Z/E TS, TNERBF(C, SEHOP,

H KRV HE ASLR DH(C winword.exe ZBRATEEY,

ST DRI ZEOUYITBRET, URMBTZTUT—> 3> %8B0 (Ctrl + EEFS (+) F—).

BLUHEIBR (Ctrl+ XA FR5EeS (-) F—) TEFEI., 7ITUG—>3>%BMNTIEE. 1—HF—(CF

BEO [J70I)LE2H<] EWDSFATFOTNRRENET, TDE. 7T UT—>3>®&EIRTE,
DX MIBNIRIEET Y. [Add Wildcard (D-1)L RA— RZEINT B)] (Ctrl+ ZXFIRD (*) F+—)

MIE DAILRA—RZZD/IRISGEMT B ETT TV -3 > DREZAREICLET .

BAREY. HDNET7T V-2 3> T78h600v 032 E. SHOEINRZEN/BENCTEET,
[OK] MRA>ZIOUw D UIZBEDHEENBREINE T,

B NDFEFNFREEE

EMET #BFIRICT L. BIMDKEZEITD ZENAIEETT . CNSDEE(E. [Application

Configuration] D+ > ROMNS 7O ATEET,

[Default Action (BXED 70> 3>)] U I(E. BRAMRESINIEBEC EMET REDLSRTI7US 3
SEEITITDONEERLET:
« Stop on exploit (EA%&1L$3): EMET (2. BEFDRAZHREL. TOTCAERTULET,
« Audit only (BE&E®Dd+): EMET (2. BRORAEZHRELETIN, TOCAFETUEEFA. <
DE—R(FE., IRNTOENRICH UBATETEEDERA. RERS. EROEANIEREEIN
B E. JOCANBICEITEIN TV EHEETETRVMEENGDNSTT . COMEEZ YR

— I BEMRE TR T :
. EAF
. EAF+
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ROP #&#0%%: LoadLib. MemProt. Caller. StackPivot, SimExecFlow
. SEHOP (Windows Vista. &K Windows Server 2008 Dd+)

. ASR

[Options (A>3 >)]UR>AD [Show All Settings (TN TDREEFRRI D)] RI> (& —E2BD
EBARD. BIMOEFIFEZ AR, HDIVNIREZFATLET, RE. O/ (RILZHATHEDFER
ARSI T EDED T :

Heap Spray (E—2 XL —): COBMKRBICEFICEIDHTREHIC. XEY PRLAD
MNENTEFT,

Simulate Exec Flow (R770—%&>=1L—b93): > =1L — hSNITIEROBZHE
L. FITWVITEET,

EAF+: RET7TUT—2 3> DA >R— NIOZXR— b F=TILZFHHL T, EOES1—
JLBSBALEENTEMSETEFT . COFECBIEEFHDFE A

[Modules (B2 —)L)] T4 —ILRIE. HREFTVT—23>DIORR— b KXV R
— b F=JIL PRLANDFZOCRZFIRENTVWDIEZS 1IN ENMFELE T, 22T
BESNBIRETED1-)UIE. BADORFIC APL ZEERTDIDISTERASTNDIEDTH DRI
N&D. 7TV —23a>BCRREDFET, BERERL. REVTVI—2 3> DOBADRF(C
ERSNELHERSNTND. HDVESERERASNDEEEDSDIEZ 1 —ILDOYR M aEdH
F9, I-Y—(F EZ1-IINALCTAILRA—RZERATE. €200 () TREIBDZET
BEOEDS1-ILZRFETCETET, Hl'dHpliFDE modulel.dll; module2.ocx; module3*.dll
RETT,

ASR: RFE77TVUT—2 3> (CO— RENBOZMBEIEENDES 1 —IV/ T ST > D—E%=
ECEFI, COFREICIIREMBIRL, BRETEMNRZBNCLET,

[Molules (E>21—J)L)] T« —ILR(EGE. RE TV —>3>(CO—- ReNd30ZMIEESNDD
NEDEZ1-ILMFETEEFI. 1Y —(F EZ21-IIALTAILRH—RZFERTE
=002 () TRYBCETERDES 1 -ILERETETET, HlzdlFdE modulel.dll;
module2.ocx; module3*.dll 72&E T,

[Internet Xone Exeptions (1 >&F—xw b V—=2R5)] ROV IFTI(E. EDA>HF—F
vk tEFa1UT Y= (I UT ASR BERAESNROD BRI ZRELET. COKRE.
A>F—Fv kttFaUFa V-2 Bl bSAFTONIDY) ZHR-ITBIT7TUT—
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23>2OHFTEMHTI. HIRE. [O-HIL 125 —Fv K~ BXO [EEEHTA N &8
RIBDE TINS5 2 DOV —-VICERSNEED 2 —I)LAO— RENFET.

FEEAE{EFE (ERTE) DRTE

COtkee. [EEPAEEHE (E2RE)] ZBMCTICE. [ RFLRMEDOREEZIEK T D] OEET
FAESNTVNBLDCEMCIDIZENRAT. [7TUT—>a> ADOENKRZEKR S D] DIEET
BTN TR KSIC, iexplore.exe TOTCRIFMRETNTWBR T U —> 3> (SBilEnRFNE
ROFERA. SEREEFEEEZTFIATIZOHC. BRI URITNIEIRSIRVERFIR (IS (EH D FE
Ao

EMET GUI T+ > RODXAA VEEICHD. U J)L—F [Configuration] & [Trust] (Ctrl + Shift
+ THF—)RF>ZEDIUWIFTDIET, SSL/TLS SEAEE VREIL—ILZEBKR I D2 ENAIEET T,
[Certificate Trust Configuration] D« > ROMNS (&, RESHTL\D Web Y b (SSL SEFAEZEDIEH
2)ZBh. HDVEHNET D ENTEET. BRI Web B MIx U, BIFDIL—ILEIBEIT D&
MNTEEY, [Add / Remove] URAD. [Add Website] (Ctrl + IEFRS (+) +—) UV UTZ
#. SSLAAZ(CER SN TUVDEDIC, Web A hDTREM R AA>2ZANDLET, CE: TAI)L
RAO—R. BDVETDMDESEFFATEI . LRIFEBOEDOTRIINERDFEA)
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11: login.live.com
DFIREEREF T —>

General | Details | Certification Path

Certification path

(Sl Verisign

lil VeriSign Class 3 Extended Validation 551 5GC CA

B4l login.live.com

Yiew Certificate

MRDRAT W T TIE. Web U T TESERE] ZFDHTEI. IL—ILARWNEE(E  [Pining Rules]
ST =IO UET ., BRAFEERIL—ILOUI ST+ > ROICRRESNETD,

DI RITIE, Web B MTEIDH TR EDTERIAZEE KT —ILZBREICTEEY,
FUWL—ILZAERR T B (C(E. [Add / Remove] UR> T)L—T D [Add Rule] (Ctrl + IEFFS (+) F
=) ®BOUYI L. T=TIVLIGEYREED. &RIK 3 DDINSA—F—ZAHULET:

Name (&#0): JL—)LEOHMBEO#EIFT. £ T. [Protected Websites] 9T W57 I TEET,
Certificates (FSEBAZE): 1 —H —fBAZ X hJ7 (certmgr.msc) NODEFEEH)L— NEBAZE T A L5 —
DEE. BLUAR—ZHFAITREHICTa > ROZERETET. COUIS, 1 DU EDERE
BA)L— NEEBARERE Z&8IRI B ENTEET, L. URXBMAIDIL— b CA BRRIFNE. FailC1>
M= KT 2IRENGDFET,

Rule Expiration (JLb=)LD#ET): JL—ILRVDIRT I DN, HELET. =L TITDE
NEEREINDEDICRD. IL=ILET Ul EZBAT B/2H(C. EMET T—>12 > MMCOP 4N
> g EFIAFENFET,

FET. EIDHTHNEYA MIHITIERENERURWNEES. FEEEEE/IL-ILIMEEEN
DBECIERETIOY I TRIEHC. BIOFNZEFEITD 4 DDBIMFITYVIZERIT D ENTE
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FI (EBSNZEBMFIVINKIITDE. EERESNTULRLL— K~ CA BB THD EHIlfE
nE9).

Minimum Key Size (&4*¥+— Y+ X): J)L— NIRRT SIAEN'. BIRSN TV HIEEFEE. 53
WEREWVWF— A XTHDHE. IL— NEBRKE TERSNIZEDERIDIZETE. TOMRER
B THDEHEESNET,

Allowed Country (FFRIENTWBE): RIC. JL— NEEEAHES SEEAZDFRITEN. CDT v —ILTH
ESNTUVBEDERIUTHOIEHE. IL— NEAER TERSNICEDERRDIHETH. TDiEHA
EFBEMTHDEHRENFET,

Blocked Hashed ('OY&h3/\v>1): RIS, JL— NEEBRHEIEERAZE D/ \w> 1 ZILTUX A
MNCDT 1 =)L RDSERSNIZEDTIRWNES. JL— NMEBKERIRAE CERSNILCEDERRDEG
BTH. TOEREFBEN THDEHRSNET,

PublicKkey Match (2HF—0DRE&): COATS a>ME8RENEBEE. YIS 10 M. BLUS
U7 ESERBRET D LR, EVEREICTFEYT D/L— MNEBA#E ROAMF— I R—3R> bDdH
R LUET,

Blocking Rule (7' OY JD&E): BMEEIND & IL—ILOAR—EMNM&E SNIZBE(C EMET HMER
ZEIELET,

F INSATSa>OFTv O B ZHSE. b —EOEERMIZT . EENZ)L— SRR
[CDNWTW DO DBEEBNZEBNCT DEDHICKETTNE L. EEREIL—ILADRBHIRENZ
MEF. INBAT> 3> FTvINIRTEY 5. BULET7>FIVY). BLUGTOVID
MENBMCIRDODTNDREDTY, LETHEASNTVIRIID 3 DDRINED 1 DENLT. EZK
EDSNTVRWL— NEEBAERS DRI SN/ZiHZE. EMET T—2 1> R CTESFRRSNFEAN
CDNERE R NSV DT RIEDICANRY MDEEZTIAH FTHONET,

—B., JL=ILINEEEINI=S. [Protected Websites] 9T7& 20 Uw L. HBED Web B MNMZZDIL
—ILZGEUET., EZERTFEIL—IVIFERD Web U+ NMIAAETBIZENTEEIH. 1 DO Web B
4 MIAAETEBREERTEIL—ILE 1 FDHTT,

[Protected Websites]. &&U [Pinning Rules] DT> hU(E. F—TILDOI> KNUZEOIvVD, £z
(. #T. UR> JIL—TD [Add / Remove] @ [Remove Websites]. &3UL\[E [Remove Role]
(Ctrl + XA FRES (-) F—) 2OV Y I IR ETHIBROBEN S DEDZHIBFRTEET., L\ITND
Web B+ RTHREASNTLRWNEEDFH. EZERFEIL—ILZHIRTEET . FFED [Protected
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Websites] @3 DRE(E. [Active] BIDF TV IRY IR Z(FTIZET—RNICENETDIIENT
S

BEREMTONDE, EU. TTTVXULTVDIRF(ICESHRED 1 DRSS SNZBEE. EMET
[FRESNTIL—ILESH UV SSLEFAEZRE U, LIR— hORTE (BEIZESEL/R— MEge(E. 5
BAEEHEME T IFATEFEA). BRUBIERISNZRENTOYVIDRETHINEDINCED
THILLET,

EMET 57« H)L 1—H— 4>45—TJ1—X (EMET_GUIL.exe) (&. [Certificate Trust (GEBFE/E
) I>NIEREITDAA—TIT—RZRHUET. UM URAS. EMET_GUI UL (&
EMET_CONF OWSNMZFIFAL T, BEIICTOAR— SUREEE#EBHKRZA > MR— 33T &E0
HETY,

SEAEERAE S ERTEZER I D5EDAIE. Security Research & Defense Blog . CDJO0#is
(RFBI1BIR) CTHRERIDCENTEFT,

HMELR— b

EMET Z&0DL/R— hOBEEMN. REITDIENTEEY., EMET WEADEA. bDWLIFE>
HMEZIBEITD SSLAAEZRE LUIZIBS. EMET T—21> M7 3> %2FRTUERT. D7D
>3 >(F Windows A2 hOJ(CEZTAD., BEZFRRITD. FLE@AAEED. WINEEETD
ZENTEFT, BIRESTOIS ABRADIREOH (CHIFABIRET Y,

EMET GUI X2 D+ > RONSERE. WEZIEEHUTVWBIRIC, EMET AED70>a>aEITITD
NERTEIT D ENRIEET T, [Reporting] UR> J)IL—T(CIE 3 DDOI> MY, Windows Event

Log. Tray Icon. &ULT Early Warning i"&sD &9,

Windows Event Log: EMET A' Windows /X2 ks OJ(CESFIAHFET,

Tray Icon: EMET T—> 1> M REDOERZSD. Ry T 7V I HRRUET (lRE. BIUOKE
ZIEDHBIEDICHATNDIH[RIOTRA. BRIUEHER).

Early Warning: EMET (&, XEU F>7. L&, U THEZEILT Do (CRIRASNIZEN
ROBEZSO. WEB(CEAITDIEDBERZEKRL. EEDOYOOVIK IS5— LIR—k Frox
IWENUTCCDEREYA2OVI MIXELET, 1—Y—(F. Y1700V T MIXETNDIEHRE
EENRETRRIICLEL —CTCEBIHESEIFT DS ENTEET,

EARSY LD [Tray Icon] Ay Z—O5HlEE@ITOFRATS a > (CDVWTIE. FHlfREDNERZ
sRELTLIZE0,
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http://blogs.technet.com/b/srd/archive/2013/05/08/emet-4-0-s-certificate-trust-feature.aspx
http://blogs.technet.com/b/srd/archive/2013/05/08/emet-4-0-s-certificate-trust-feature.aspx

REDIMER

EMET T(&. EMET GUIL. $K&TU EMET GUIL., ©€UT EMET T—>1 > MABADZHERT ST« F)L
OR—FR FOBEREA A —DHEEBFEITDENTEEXET, EMET DF—X (& UR> JIL—TD
[System Settings] @ [Skin] Z0Uw O F B ET. EMET GUI D4 > RONSEET DRI ENTE
ES:

O —Y9 —4#Bh

EMET GUI T(& Windows Dt 9721 —H —#HEIHEEE(C K D BR(CHEM T D LS (CT—Y —wEEhkEE
ZIRHLUTVET:

.« FR-RFEH-Sa ELTIE
.« )OS NHEESIE
- BRBFFERN YA BELDEAT 200% fHAETIILHAR— ~

. FL—F—CLDYR—h

EMET OY> R31> Y=L

EMET Zi&E T D2REBNRAGEE LT, EMET_Conf.exe ZFIEI 345 ENHDEFET, SOOI RS
4> A—F+4UFTA([F EMET MM > X =)Lz —2 3> TRDIFDIZENTEFT,

EMET OY> RSA> W—ILZSIBRUTEITIDE, IRTH, BEYR— hESNTWVWBRTZTUS—
I UEENRET TR, IRTOYR— RSN TVBRSIIFTAEBHREZSD. FERIRD
RKRSNFY, IRBIE. OV RSA> W—)UIFTIARTOD EMET #EEDRTEZFr] I DAINDITTIEHNDFEE
Ao

BF(&E EMET ONX>Y RS> W—ILWHR— MU TWBREICEANZ AT 3> T,
EMET (C7 U —2 3> %EBMT D
EMET_Conf --set [--force] <477 7 1ILDIVX> [(+|-)EFIRK -]

<EITI7AIDINA> (F, PTVT—23>2A DT JIAREERDIGENDDFT. * EULIE ?
BRETAILH— REFAT D EEFEETT,

TOMDATZ 3>, IARRUTHEITAREREZR]. HIX(E wmplayer.exe IREZFIAITBHETT .

TAILRA—RE JCREBD TDOHERESN., EITAIRRIRA A —ZZT(FE ERDZE(TFRLTL
ZEW\, BIX(E. “wmplayer.exe” 3U\& “*¥wmplayer.exe” (FBRIRX/CATIN. “*player.exe”
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H UL (&L “*wmplayer.exe” (XTI, THE. EMET tMKF 9 3. Windows ADT7 UL —2 3
CHEE I L —ATD—ODFHRICKDZIEDTY .

--force AT 3a>(d BESXAFTALCA A M=ILENTWRWTTTUS -2 3> BIC. EMET Z3%
EIBEHICHIBENET,

fERBI:

“EMET_Conf --set program.exe” (& program.exe. ElFTD IR TOEIKRZBRICLUET,
“EMET_Conf --set program.exe --DEP” (. program.exe. Fi®MD DEP &R < IR TDIE
HRZBHCLFET,

ED7T VT —23>T EMET BRI D> TLWBIHNIUXRX KT S

EMET_Conf --list

M&H(C. O—HILTHERSNIZERTE (EMET_GUI 30\, EMET_CONF) Z&xU. HUL\T. JIL—
T RIS — ZNUTEBRSNIERE S, EMET ADOIRTOT7 T —S 3 EEaRRUET,
EDI AT AEFHRN. EMET (CK> TEMICREODTLWBIMNUX TS

EMET_Conf --list_system

MH(C. O—HILTHERSNIZERTE (EMET_GUI 30\, EMET_CONF) Z&xU. #WL\T. JIL—
T RIS — BNUTEBRSNEETEE., IRTOI AT LABIFRERRUET,

SIRREEFENRTEZ JANT D

EMET_Conf --list_certtrust

O—AJL TRk ENZ (EMET_GUI 23U\ EMET_CONF) . 9 TOIEAZEEFE Web 1 b, BK
VEEREEZRRUET,

EMET 577U —< 3> ZHIBRT B

EMET_Conf --delete <177 71 JLD/ X >

<EITI7AIDINA> (F. TIVIR, DAILRH— REEC/(R. F(F. RITOREBERIDHDE
aNHDET . ZNUE. EMET (C7TUT—2 3> ZEBINY DR(CERSNZ

<EITI7AILDIIRX> EEBURITNIERDER A
EMET S IARTOFZTUT—> 3> %HIBRT D
EMET_Conf --delete_apps
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CNUE. IARTD EMET 7T UG —2 a3 EBINREEXREIBRUET . JIL—TF RUS— ZN LU THER
SN TV —2 g UBHEREEICDVTIFEIBR SN2V &EITFEE LTSS,

IR COREEEREZHIR T D

EMET_Conf --delete_certtrust

CNUE. EMET S IR TCOIFAEEEREZHIBRUE T,

INXTD EMET sXEZHIFRT D

EMET_Conf --delete_all

CNUE. IARTD EMET 7T U —2 3 UAEHRETE. HL IASEENEZHIBRUET,
“--delete_apps” & “--delete_certtrust” ZEF(CHFRE T DIDEREFETT,

S AT LNRMRZIEIET D

EMET_Conf --system [--force] <SysMitigation=State> [SysMitigation=State ‘-]

--force AT a>(d. BHREALTERRE(CHET DCHICBLETY ., COFMIBERIE. FHlAT>
IOEEZSRBRUTLEEV. AEZ2RATSa>EBET. ON> R4 1-FT04UF+. &L
<(FE ULl DWITNTEIFRRTY, --force AT a>(d. ST LRMED DEP BHRDEENEES
1. BitLocker I’/ > XA h—=)LENRICELETT,

RGBSR A T > a3 > = BIET D

EMET_Conf --deephooks (enabled|disabled)

EMET_Conf --antidetours (enabled|disabled)

EMET_Conf -- eafplus (enabled|disabled)

Xml J7 A7 TV -2 3 8&FEZEA 2 ik— N ITOZAR—-KT3D
EMET_Conf --import [--force] <xml 77 )L>

PEICTORAR— hENEREEA MR- BUET, COOXRIEFE. RENZETOT71I)L. HD
UMIFERAE SRR (CX T DI NRTDETE. FHIX(E. EMET_Conf --import “Deployment¥Protection
Profiles¥Popular Software.xml” iR EZ A 2R— kU, BMCITDCEERIEETT,

--force AT 3> (d, BHIRELRZRELTEFRVIREEICERTET D Xml TJ7AI)LEA > R— NTBDICHE
T9., COFMBERIE. FHMETEOHEBEZSBLTLIES, -force AT a>(d. S AT LRED
DEP B IRDIETENZEE =1, BitLocker 1> A b—)LENZRICEHETY,
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EMET_Conf --export <xml 77 )L>

REOEREERED xml T7AIVICTORR—UET,

LR~ NREEIBRT D

EMET_Conf --reporting (+]|-)(telemetry|eventlog|trayicon)

CDRAYF(F, LR—SOIRETDHEEBRLET, SOV REYIDBEDBREFTHLTI:

. eventlog: CDF—TJ— R(E. Windows 4> b AT LARDIREDERIFZBE. T (EERh(IC
LET,

. trayicon: COF—TJ—R(&, I—T—-(CHITIEICRZDBHZER. £EFEHCLET,

. telemetry: COF—D— R, BHZEETOT S AR, 8%, FEEEHCLET., D
AR > ROFEREOHIETEEOESDTTY:

EMET_Conf --reporting -telemetry +eventlog +trayicon

BRHICHWITD VI3 EEZEKT D

EMET_Conf --exploitaction (audit|stop)

CDRAVF(E. BRANMREULHBE(IC EMET AEDKDICRIGINRENKELUET:

. audit (B5E): BRATEZ3HEIC. JOEREELEFET(C. REBRADRAZLIRUET,
. stop (Flb): BHOHEANRE ESNIEIBEIC. TOJSLEELELUET,

ML RBIZD EMET T—>12 2 b 7O DRRZHET D

EMET_Conf --agentstarthidden (enabled|disabled)

CDAAYFFE., FLAEED EMET T—>1> b 7O ORRZRELF T

EMET =AY 5

EMET Tld. EMNERICIRLT, BIFOBEEERZENT LN TE, LIEN(C EMET ZREITDZ
ENEJRET Y, OIS 3> TE. BREDRY MJ—T LT EMET ZEA. TUTEERITDIZHIC.
System Center Configuration Manager. 8&U J)IL—T /RIS —& EDK D (TFERAITUIELIN.
CEHBALET,
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System Center Configuration Manager

EMET (&, BRADIUEKEBENT. fFE(C Microsoft System Configuration Manager (CHEFHHADC &

ncEFI,

DS5A4T7 > NC EMET Z#ERAIDEHIC. PTUT—23>%FEHRTD

EMET Z#RAY 2% KL EMET /2> X b—5— &245D>20-RIBDZETI MSI NN\ —=%
LS., UTORTY T (THDRITNEIRDFEEA. COFITIE. FafzB(d Configuration
Manager 2012 ([C7 U —> 3> Z BRI DHICERUEITN. BRDOZ &N Configuration
Manager 2007 ZFBLT. /\vo—=, JOJS LABIMRBIBER CTEERTIETI

1.

w ® N O

11.

[VORDx7 SA4TSVU] - [TV 3> 8] - [7TU5—>3>] s, [7
TV —2 3> 0fE/k] ZBIRULETS .

BIEDIBR TH D Windows 1 > X b= — (X177« J) Z#RFL. LEICY DT> O
—RUE (*) EMET Ty bW MST J7AILE&ERT D/zsbIC. Y —X UNC /IR
#ISODXLET,

7TV -2 3> OFME. (12 R— NMERNR—(CHD) MSI B — RE—HE(C,
BEH(C MSI o ENZET .

BIBEDODR—TE. COT7TVT—23>(CDNT. HoWDFMIEREZEMI DL
ncE. A=)V TOTSACHENT. MSIICED< EMET > X h—)LOFH
ZRD. BN USRABSNIZINY RPKRRENE I . msiexec /i "EMET
Setup.msi" /qn /norestart Z&HEAHADTZHIC,. 1A =)L SA > ZimELE
ED

1> X S—=)LDEMWE%. Install for system (S XAFLRAICAVARM=I) (CEELZE
ED

D4 —-RZETTULET,

ERR LTz @D D7 TUT—23>h5, REZERUETD.

A—=Gw NMITBREHC. LTSI ZRELET.

O>2F2Y R=27T, BfRA> hEBRUE T,

BEFEEDR—T, WRETDIA AN —ILEREZERLUFT (KK, TNEHBEAET
I EDTRVGE, IEOFTANERTI).

BRDATZ1—)L. - —AIORREEE. BXU. 75— bZ2H/EL. TDE,
D4 —-RZETTULET.
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12,  INTOMREFTDIISAT7> MMIHL. YA L2 BT EMET 547> bERHATD
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