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This parameter sheet applies to all releases of Windows XP Embedded and its development tools,
along with services packs. Windows XP Embedded is a componentized version of Windows XP and

contains the same cryptography.

Windows XP Embedded and associated development tools is available to the public at retail through

authorized distributors listed at https://www.microsoft.com/windowsembedded/en-

us/partners/distributors/search.mspx. Evaluation versions valid for 4 months are freely available for
download on Microsoft’s Web site to the public (http://www.microsoft.com/windowsembedded/en-

us/products/westandard/getting-started.mspx).

1. H§SHEEE / Cryptographic Capabilities

B SHARIIEREE. TOAILERRIIBETHLEMESh
7075 LOERTUNDBEZERT HH.,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

[ INO

X YES

R SHEEEARRICEEINTLSEDN, !
The cryptographic capabilities are self-contained in the
product

<] YES

EEREEIIRDOVTNNICEKET HLDD,
The cryptographic strength exceeds the following:

A, JMTILTVALERN=3OTHL>T, 7ILTVR
LDBDEIN 56 EVREEZDED

[ INO

X YES

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through

API.
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Symmetric algorithms with key length exceeding 56
bit

FERHT7ILTIRXLERANELEDTH-T,

(a) 512 EVhEBASEHDRRE 5 E (RSA F)
[CEDIKED,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) BRADEEEICHETH512EVNEEBRZ L8
Bt Dt & (Diffie-Hellman 25) [ITED<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

(c) LERICHETHLDLUNDEICHEITH 112EY
b A HRER B D ETE (FE M BB #R £ O Diffie-
Hellman ) [CED<ED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PILOdNXLEUERE / Algorithms and Key Lengths

Protocol/App

MD2 128 Base crypto library is CryptoAPI which brings support for
MD4 128 all algorithms listed.
MD5 128
SHA-1 160 PKCS #1, PKCS #5, PKCS #7, PKCS #10, PKCS #12, X509
DSA 1024 CMS, CMC
RSA 512 - 16384 S/MIME .
DH 512 - 4096 SSL/TLS, Kerberos
IPSEC
HMAC-SHA 160-512 RDP
RC2 40-128 EAP, 802.1X
RC4 40-128
DES 56
3DES 112,168

3. HEREE S 7045 5 L4 / Mass Market Consideration

HENUTOEHZB=TELDMESID, (The product satisfies the following requirements):

1) BAICELTRISOFHBREZITS . () [EEEITHLTI)
X (FEE . (EEE (i) BELLTERBEDEEICELDE
XIZ&Y. RFEEDEENSRFTFINDLD X (I ERE
[Zxt LA HIRAGKBRETRESN LS LD
Generally available to the public by being sold, without

[ ]NO <] YES
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restriction, from stock at retail selling points by means of

(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BESHENEREICI S TEETELZNLD

The cryptographic functionality cannot easily be changed

by the user ;

[ ]NO

<] YES

3) FERAICKRL THIEE RIIRFTEEDREMXENTETH

BEONEEETShTLNSED
Designed for use without technical support by the
supplier or the distributor

X YES

. BZIEHITE / Conclusion

EERIICELLT, TRES IO S LLHIESNSHE
ROBERZLE. REFEZRELLGETOT I LD,

In light of 3 above, is the software a mass-market crypt
program that is not controlled under applicable law?

REE
NO

EE=E
YES
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