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Note: This parameter sheet applies to all versions and editions of Windows Server 2012.

Windows Server 2012 Foundation
Windows Server 2012 Essentials
Windows Server 2012 Standard
Windows Server 2012 Datacenter

And all OEM versions such as Windows Storage Server:

Windows Storage Server 2012 Workgroup
Windows Storage Server 2012 Standard

1. BB H8E / Cryptographic Capabilities

RS AR, TOMLEBEFERTHLEH LS|  [INO DX YES
=703 LOETUNDENZERT HH.,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EEMEEIARRRITEHINTLDELEDOMN, L INO <] YES
The cryptographic capabilities are self-contained in the

product

EEHEEERDONTNANZEZLTHEDH, L INO X YES

The cryptographic strength exceeds the following:

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through
API.
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A, ®AHET7ILTAVALEZRN 3D TH->T, 7ILTVX
LODBOEIN 6 EVEEBZLZED
Symmetric algorithms with key length exceeding 56
bit

B. ERMTILTVXLERAN-LDTH-T.
(a) 512 EVhEBASBEHDRRE 5 E (RSA F)
[ZEDBD.
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) ERADFEEEICEITS512EVNEBZ S0
Bt $ D EHE (Diffie-Hellman ) [ZED<3 D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) LEICRETHLDOLUNDEICEITSH 112EY
FEEB A SR B D ETE (FE M Bh#R £ D Diffie-
Hellman Z£) [CE DKL D
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PILOdNXLEURE / Algorithms and Key Lengths

yJ=DFIN RE/ Faran/FF)r—av/arvk
Algorithm Key Length Protocol/Application/Comment
CYLINK MEK 40 CryptoAPI
RC2, RC4 40-128 CryptoAPI/CNG
DES, 3DES 56, 168 CryptoAPI/CNG
AES 128, 192, 256 CryptoAPI/CNG
MD2, MD4, 128 CryptoAPI/CNG
MD5
SHA-1, SHA-2 160, 256, 384, CryptoAPI/CNG
512
RSA 512-16384 CryptoAPI/CNG
DH 1024-4096 CryptoAPI/CNG
HMAC-SHA1, 160, 256, 384, CryptoAPI/CNG
HMAC-SHA2 512
DSA_SIGN 1024 CryptoAPI/CNG
ECDH NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
ECDSA NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
GMAC AES Galois message authentication code,
CryptoAPI/CNG
PRNG CTR_DRBG (« Counter » Deterministic Random Bit
Generation) of NIST SP 800-90.
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3. HEREEFBS A5 S5 LKA / Mass Market Consideration

BEALUTOEH/EE-TEDMESH, (The product satisfies the following requirements):

1)

BAICERLTHSOHIBRESZITS . (i) FEEIZEHLTI)
X (FEBE. EEE (i) BELLTERBEDEEICELDE
XIZ&kY., BRFEEDEENSIRFTINDED X IIERAE
(St Lo HIRGAEETRESN LSO

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ ]NO

<] YES

2)

S HEENEREICI > TERTELLLD
The cryptographic functionality cannot easily be changed
by the user ;

[ ]NO

X YES

3)

FRICIRLTHEERIIREEDRTXENTETH
BEIIEEENTLNDLD

Designed for use without technical support by the
supplier or the distributor

[ ]NO

X YES

4. ZIEHISE / Conclusion

L IICELLT, MEREEE T AT S L LLEIEEINHHE
ROEREL RRISEZALLETOT I LD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

mEE
NO

EEE
YES
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