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Windows Embedded Standard 2009
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This parameter sheet applies to all releases of Windows Embedded Standard 2009 and its
development tools, along with services packs. Windows Embedded Standard 2009 is a
componentized version of Windows XP SP3 and contains the same cryptography.

Windows Embedded Standard 2009 and associated development tools is available to the public at
retail through authorized distributors listed at https://www.microsoft.com/windowsembedded/en-

us/partners/distributors/search.mspx. Evaluation versions valid for 4 months are freely available for
download on Microsoft’s Web site to the public (http://www.microsoft.com/windowsembedded/en-

us/products/westandard/getting-started.mspx).

1. H§SHEEE / Cryptographic Capabilities

B SHEARIIEREE, TORILEBRRIIER T HLEESh
=707 S LOERTUNDEZERT HH,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

[ INO

X YES

R EHEEEARRICEEINTLSEDN, !
The cryptographic capabilities are self-contained in the
product

[ ]NO

<] YES

BRI RDOVTNNITEKETHLDD,
The cryptographic strength exceeds the following:

A, JMTILTIVALERAN LD THLT, 7ILTYX
LDBOEIHN 56 EVFEEZLHED

Symmetric algorithms with key length exceeding 56

[ INO

X YES

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through

API.
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(a) 512 EVhEBASBEHDRRE 5 E (RSA F)
[CEDIKED,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) BHRADFEEEICEITE512EVNEBZ DM
Bt Dt & (Diffie-Hellman 25) [ITED<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

(c) LRRICRETDHLOUNDEIZEITEH 112EY
b A HRERT B D ETE (FE M BB R £ O Diffie-
Hellman Z) [CED<ED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PILOdNXLEUERE / Algorithms and Key Lengths

A

Protocol/A

128 Base crypto library is CryptoAPI which brings support for

MD2
MD4 128 all algorithms listed.

MD5 128

SHAL 160 PKCS #1, PKCS #5, PKCS #7, PKCS #10, PKCS #12, X509
SHA-2 256 - 512 CMS, CMC

DSA 1024 S/MIME

RSA 512 - 16384 f’:sLé ZLS' Kerberos

DH 1024 - 4096 2op

HMAC-SHA 160 - 512 EAP, 8021

RC2 40-128

RC4 40-128

DES 56

3DES 112, 168

AES 128,192, 256

3. MRS 705 5 L& / Mass Market Consideration

HENUTOEHZB=TELDHIESID, (The product satisfies the following requirements):

1) BAIBLTRISOFIRERZITT . (i) BERIZHLT)
XI(FERE . EEE (i) BELLTETBEDEEICELSE
XIZ&kY. BRFEEDEENSRFTFINDILD X (I ERE
(23 LA S FIRAKRIE TIREEN S D
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of

[ ]NO <] YES
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(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHENERBFICI>TEETELLED LINO X YES
The cryptographic functionality cannot easily be changed
by the user ;

3) FEAICEBLTHAE RIREEORMZIENSTETH | [INO X ves
BEIIERETENTLNSED
Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

FEEIICBLLT, TIRESTAT S L LI 55 BEE] XY
ROEREL. BHIEZLELLDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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