Microsoft Corporation

Japan Parameter Sheet
Cryptographic Features
Microsoft Global Trade Compliance
Date issued: 22 November 2013

Windows Embedded CE
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Parameter sheets applies to all versions of Windows Mobile 6, including Windows Embedded CE 6.0
R3.

Windows Embedded CE and associated development tools is available to the public at retail through
authorized distributors listed at https://www.microsoft.com/windowsembedded/en-
us/partners/distributors/search.mspx.

1. BB H8E / Cryptographic Capabilities

RS AR, TOALBEFERT A LEH LS| [INO DX YES
7075 LOERTUNDBEHZERT HH.,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

ESHEFARBICEBEINTLELOMN, [ InO DX YES
The cryptographic capabilities are self-contained in the

product

EEHEEERDONTAMNEZLTHEDH, L INO X YES

The cryptographic strength exceeds the following:

A JAHTILTIVXLERANLOTH>T, 7ILTUX
LDBORSN 56 EVREBZEZED
Symmetric algorithms with key length exceeding 56
bit

B. EXRFFZILTVALEANEDTHHT.
(a) 512 EVIEBASEHDEELS #E (RSA F)

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through
API.
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[ZEDBD.,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) BHRADFEEEICEITE 512 EVNEBZSH
Bt B D EHE (Diffie-Hellman ) ITE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

(c) ERICHEETHLOLNDEICEITS 112EY
b A HRERT B D ETE (FEF B #R £ O Diffie-
Hellman ) [CED<ED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. ZILOYXLRUSRE / Algorithms and Key Lengths
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MD2 128 Base crypto library is CryptoAPI which brings support for

MD4 128 all algorithms listed.
MD5 128
SHA-1 160 PKCS#5, PKCS#7, PKCS#10, PKCS#12, CMS, CMC
SHA-2 256 - 512 SMIME
DSA 1024 SSL/TLS
(0]
DH 1024 - 4096 IPSEC/ESP (RFC 4303)
HMAC-SHA 160 - 512
RC2 40 - 128
RC4 40 - 128
RC5 128
DES 56
3DES 112, 168
AES 128, 192, 256

3. TEREEBT05 5L XYM / Mass Market Consideration

IR LUTDEHFFH-TEDNE DD, (The product satisfies the following requirements):

1) BAICELTRSOHIBRESZTS. (i) FEEIZEH LTI [ INO D YES
XI(FERE. EEE (i) BELLTETBEDEEICELSE
XIZ&kY. BRFEEDEENSRFTFINDILD X (I ERE
(23 LA S FIRAKRIE TIREEN S D
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
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transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHENERBFICI>TEETELLED L INO X YES
The cryptographic functionality cannot easily be changed
by the user ;

3) FRICELTHBEXIREEDRMTIENTETH [ InoO D YES
BESIZEHINTLAED

Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

FEIICEBLLT, TIRES TSI S L LI 55 BEE] XY
ROEREL. BHIEZLELLDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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