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Windows Embedded Automotive 7

with Windows Embedded Compact 7 platform and tools
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Windows Embedded Automotive 7 is designed to run on Windows Embedded Compact 7 and does
not add additional encryption to that of the operating system platform. The cryptographic
capabilities that are stated as “self-contained” in section 1 below are those of Windows Embedded
Compact 7.

In the section 3 of this Parameter Sheet, Microsoft classifies the Windows Embedded Automotive 7
software technology as having a Mass Market consideration, no license required, due to the broadly
available and consumer oriented intent of the end-user product. It is the responsibility of the
exporter of record to ensure that the final product is indeed of Mass Market nature when using this
parameter sheet.

1. H§SHEEE / Cryptographic Capabilities

RS AR, TOALEBEFERTHLEH LS|  [INO DX YES
7075 LOERTUNDBEZERT HH.,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

R SHEEEARRICEEINTLSEDN, ! [ INO ] YES
The cryptographic capabilities are self-contained in the

product

EEHEEIIROVTNMCZEZLETEEDM, [ INO X] YES

The cryptographic strength exceeds the following:

A, JMTILTIVALERAN LD THLT, 7IITYX
LDBDEIN 56 EVREEZDED

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through
API.
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Symmetric algorithms with key length exceeding 56
bit

B. ERMTILTVXLERAN-LDTH-T.
(a) 512 EVhEBASEHDRRE 5 E (RSA F)
[CEDIKED,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADEEEICHETH512EVNEEBRZ L8
Bt Dt & (Diffie-Hellman 25) [ITED<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) LEICRETHLDOLUNDEICEITSH 112EY
b A HRER B D ETE (FE M BB #R £ O Diffie-
Hellman ) [CED<ED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PILaVXLEUERE / Algorithms and Key Lengths

Aleo

RC2, RC4

Protocol/Applicatio 0

40-128 CryptoAPI/CNG
DES, 3DES 56, 168 CryptoAPI/CNG
AES 128, 192, 256 CryptoAPI/CNG
MD2, MD4, 128 CryptoAPI/CNG
MD5
SHA-1, SHA-2 160, 256, 384, CryptoAPI/CNG
512
RSA 512-16384 CryptoAPI/CNG
DH 1024-4096 CryptoAPI/CNG
HMAC-SHA1, 160, 256, 384, CryptoAPI/CNG
HMAC-SHA2 512
DSA_SIGN 1024 CryptoAPI/CNG
ECDH NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
ECDSA NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
GMAC AES Galois message authentication code,
CryptoAPI/CNG
PRNG CTR_DRBG (« Counter » Deterministic Random Bit
Generation) of NIST SP 800-90.

3. TEREEB TS 5 LYY / Mass Market Consideration

IR LUTDEHFFH-TEDNE DD, (The product satisfies the following requirements):

1) BAICELTESOHIBEZTS. () FEicsnci) | [Ino | XIYES
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X (FEBE . EEME (i) BLLTERBEDEEICLSTE
XIZ&Y. RFEEDEENLIRFTFEINDLD X (I ERE
[Zxt Lo HIRGAKEETRESN LSO

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHEENERBFICI>TEETELLED L INO X YES
The cryptographic functionality cannot easily be changed
by the user;

3) ERAICKELTEAE LREEORMZENFETH | [INO X vEs
BEIIEEENTLNDTLD
Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

FEIICEBLLT, TIRES TS S L LIS 55 BEE] XY
ROEREL. BHIEZLELDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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