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Protect your multicloud and hybrid environments



Securing multicloud environments 
Top-of-mind

Develop and operate 

secure apps in the 

cloud

>54% 

1. Microsoft Enterprise DevOps Report

2. Microsoft Cloud Security Priorities and Practices Research

3. Ponemon Institute, Cost of a Breach Report



…

DevOps

CWP

CIEM

EASM



Unify DevOps 
Security Management



Defender for DevOps

DevOps posture visibility

Infrastructure as code security 

Code to cloud contextualization

Integrated workflows

…



Strengthen and manage your 
Security Posture with Microsoft 
Defender for Cloud



Defender Cloud 

Security Posture 

Management

…

Agentless and agent-based vulnerability scanning
Visibility on software and CVEs | Disc snapshots | EDR

Integrated workflows and automated remediation
Regulatory compliance | Master group management | Multicloud Microsoft cloud security benchmark

Contextual cloud security and risk prioritization 
Attack path analysis to prioritize risk | Intelligent cloud security graph | Custom path queries on cloud security explorer

Integrated data and insights
Defender for DevOps | Defender EASM | Entra Permissions Management | Hybrid and multi-cloud environments



Detect threats and protect your 
workloads



Threat protection for all layers of the cloud and on-prem 

Threat

detection 

Prioritized alerts 

across compute, 

databases, the 

cloud service layer, 

and more

MITRE 

ATT&CK®

framework 

mapping 

Understand the effect 

across the adversary’s 

attack lifecycle

Leading threat 

intelligence 

Rely on highly 

sophisticated and 

resource-specific 

alerts based on 

Microsoft’s global 

threat intelligence 

Agentless 

vulnerability 

assessment & 

management

Identify and 

remediate 

vulnerabilities before 

they are exploited

Alert 

correlation 

Prioritize more easily 

with connected alerts 

that are grouped 

into incidents



Cloud Workload Protection

…

DevOps

CWP

CIEM

EASM

Any server Azure VMSS Azure K8s App Services

Azure DNS Key Vault Network Layer V1 Resource Management

GKE clusters Google Compute

Amazon EKS Amazon EC2

Blob storage File storage Maria DB Cosmos DB Azure SQL MySQL Postgres SQL

Kubernetes SQL Servers Servers

Unmanaged K8s

-

Unmanaged Kubernetes

-
Unmanaged SQL

-

Unmanaged SQL

-

Unmanaged SQL

-
Unmanaged Kubernetes

-



Operationalize 
Defender for Cloud



Multicloud and hybrid protection

Use API connectors for 

agentless CSPM 

enablement

Deploy the Azure Arc agent to enable 

workload protection

Built-in



Deploy Microsoft Defender 

for Cloud threat protection to 

your workloads anywhere 

with Azure Arc

Single control plane 

for any resource, 

anywhere

Azure Arc enables 
cloud management and 
security protections

Datacenter
& hosted

Multicloud

Azure Arc

Azure Arc

Azure Resource 

Manager



Respond and automate

Microsoft Sentinel



[Action required] Implement active recommendations assigned to you in 

Microsoft Defender for Cloud

You’re assigned as the owner of several active Microsoft Defender for Cloud security 

recommendations in subscription ‘Demo subscription’.

Implement these recommendations to enhance the security posture of your 

workloads.

Here is the list of Microsoft Defender for Cloud recommendations that require your 

attention:

Recommendation name number of affected 

resources

MFA should be enabled on accounts with owner 

permissions on your subscription

10 (6 overdue)

Vulnerabilities in your virtual machines should be 

remediated

8 (8 overdue)

Management ports of virtual machines should be 

protected with just-in-time network access control

6

Review recommendations >

Required action

To harden your workloads based on identified security misconfigurations and 

weaknesses, select Review recommendations and implement the security 

recommendations in Microsoft Defender for Cloud.

Implement active recommendations
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