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UNDERSTANDINGLAIMSBASEODENTITY

For people who createpplications working with identitytraditionally K I & y* Q inuclfigSFifst, a
developer needs to decide which identity techogyis right for a particular applicationf the application
will be accessed in different ways, such as within an organization, across different organizatibria,
the public Internetoneidentity technology might not be enoughthe applicationmight need to support
multiple options Thedeveloperalsoneedsto figure outhowto find and keep track of identity
information foreac2 ¥ G KS | u3e# Th&xpplicatdnvitd get some of what ineeds directly
from those usersbutit mightalsoneed to look up other information in a directory servimesomeplace
else IT administrators must also be involved to configure this software correfdg.the cloud to the
mix, and things get even more complicated.

This is all more complex than it needsbe. Why not create a singieteroperableapproach tadentity
that works in pretty much every situatiototh onpremises and in the clo®Andrather than making
applications hunt for identity information, why not makere thatthis singleapproachlets users supply
each application with the ehtity information it require®

Claimsbased identityachievesthesegoals It providesa common wayor applicationgo acquirethe
identity informationthey needabout usersinsidetheir organizationin other organizations, and on the
Internet. It also provides a consistent approach for applications runningremises or in the cloud.

Taking advantage alaimsbased identityrequires developers to understanidow and whyto create
claimsbased applicatins. It also requires infrastructure software that applications can relyfbis
overviewdescribes the basics ofaimsbased identity, then looks at hoagroup ofMicrosoft
technologieshelp makethis world a realityThose technologies are Active Qitery Federation Services
(AD FS2.0, the Windows Azure AppFabric Access Corgenvice (ACSandWindows Identity Foundation
(WIF).

THE PROBLEMVORKING WITH IDENYIIN APPLICATIONS

Sometimesworking with identityis simple. Think of a Windows apgiiond K+ & R2Say Qi ySSR G2
much about its users, for example, and that willdieessed only byeoplewithin a singleorganization

Thisapplication carjustrely onWindows Integrated Authentication (WIA), which usesberosunder the

covers. Kerberos is implemented @art of Active Directorypomain ServiceAD DSoriginallyknown as

2dzald a! OG A anéit phokideSaOnaie Aithénticate users and convey basic information about

0§KSY® hNJ &dzLJLI? & Sppleaticzenbilyill 2 Mdsessed splaly by yiternet users. Again, the

common approach to handling identitysgaightforward just require each user to supply a username

and password.

Yetthe requirements for modern applications are rarely this simp#hat if you need more information

about each user than is provided by either Kerberos or a simple username and password? Your

application will now needo acquire this information from some other sourcich asAD DSor keep

track of the information its. Or suppose the application must be accessed botarbgloyeednside the

organization and bgustomers via thénternett what now?Shouldthe application support both Kerberos
andusername/passwordased logins® Y R ¢ K| G | 6 2 dzii { K So léDlis&Srom& SNE & 2 dzQR
business partner access thipplicationwithout requiring a separate login? This kindastes®O I y Qi 6 S
accomplished very well #i either Kerberos or usernampéasswordoginst more is required.



The right solution i$o haveone appraach to identity that worksn all of these scenariod.o be effective,
this single approachmustbe based omwidely recognized industry standarttgat interoperate across both

platform and organizational boundaries.dzi & 4 Yy Rl NR& | f XofuflonalsdBegdddibe Sy 2 dzZ3Kd ¢

widelyimplemented in productérom multiple vendorsand be simple for developers to uskhisunified,
broadly supportecapproach is exactly what claiAdb&sed identityis meant to provide.

THE SOLUTIONKELAIMSBASED IDENTITY

Clamsbased identityisa straightforward ideafounded on a small number of concepts: claims, tokens,
identity providers, and a few more. This sectagscribeghe basics of thisechnology starting with a
look at these fundamentaiotions

Beforelaunchf 3 Ay (2 (KA& RSAONALIIA2YIX K2SOSNE G(KSNBQa |y
focuses orthe mechanicsusingthe technologydescribedhere canrequire more, such as business

agreements betweenlifferent organizationsAddressinghe technicakhallengess essential, bufi K S & Q NB

not alwaysthe whole story.

Claims,Tokens and STSs

What is an identity? In the real world, the question is hard to answbe discussion quickly veginto
the metaphysical. In the digital worldptvever, the answeis simple: A digitabentity is a set of
information about somebody or something/hileall kinds ofentitiescan havedigitalidentities, including

O2YLJzi SNB FYR FLILX AOIGA2yar 6SQNB Y2aid 2F0Sy 02y OSNY

overview will always refertahingsg A i K ARSYGAGASE | a GadzaASNEE @

Whena digitalidentity istransferred ablB & & |y Sdi asb@ridll ofbyteti Q&1 Q2 O2YY2y (2 NBT

set of bytes containing identity information asacurity tokeror just atoken In aclaimsbased world, a
token contains one or morelaims each of which carries some piece of information aboutuker it
identifies. Figure Showshow this looks.

‘ ;olfenl ’,— Example Claims
aim1 (<.
‘ Claim 2 ’* ................... o
| Claim 3 ]Y .................................. o
I ............................. Age
Claim n

Figurel: A token contains claims about a usalong with a digital signature that can be used to verify
its issuet

Claims can represent pretty much anything abautser In this example, for instance, the first three
clamsinthdi 2 { Sy 02y il A yanidéntiier dafiafodEn@ belbhgd6 Sald her age. Other
G21Sya OFy O2yidlAy 2G6KSNJ Ot OYa3 YRTFWIRRAY I A2y AFRA DR
right to do sanething, such as access afileNaB & 4 NA Ol &2YS NRARIKGXZ &adzOK Fa asSia
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LIZNDO K & Ay 3 { & dommioi today tB use tiikers Gefinedin@h the Xbised Security
' aaSNIA2Yy al NJ dzLJ [ | y 3 dzl \Heb applicatiang ndight usesnipier appioscR i NXB Ij dzA NB F
called Simple Web Token (SWIBy example

To verify itssourceand to guard against unslwrized changed, (121 Sy Qa A & atAStokenRA IA G £ £ &
% K S yscrdatigdAs Figure 1 showsh¢ resultingdigital signature is aaied as part ofthe token

But who issues tokertsina claimsbased world tokens are created by software known asegurity token
service (STSjigure 2 illustrates the process.

2) Authenticate 3) Get information
user about user
/ N / N
~ Security Token ’ A_a
\ Service (STS) Account/
Attribute Store
4) Create and
return token
1) Request ‘ \
token
Token

|
|
\ I

(b

i

s
User

Figure2: A user acquires a token containing some set of claims from an STS

In a typical scenari@n applicaion working on behalf of a usesuch as a Web browsor someother

client, asks an STir a token containing claims for this ugstep 1) Various protocols can be used to
make this request, buth g S @ Sdddheithié &% authenticates the usersome way, such dsy

validating heKerberos ticket ochecking hepassword(step 2) This lets the STS be certain that the user
is whoshe claims to be.

Therequestsent to an STpicallycontains a URI identifying the appliaatithisuser wishes to access.
The STS then looks up information abbath the userandthe applicationin a databaséstep 3. As the
figure shows, this databasweaintains accouninformation and other attributes about users and
applications Oncethe STS ha®und what it needsit generates the tokemnd returns it to the reqester

(step 4.

Identity Providers and Identity Libraries

Claims, tokens, and STSs are the foundatioriadmsbased identity¢ K S&@ QNB | t £ 2dzad YSlkya G
however.Thereal goalis to helpauser presenher digital identity to an application then let the
application usehis informationto make decisiond=igure 3 shows a simpjgcture of how this happens



4) Use claims in token

Identity Provider (1dP) LH_‘

y t"“ ‘
N A U 3) Verify token’s
signature and
i Identity Library i/ check whether

,r this STS is trusted

~ Token \
I 2) Submit
token List of
1) Authenticate user, / Trusted STSs

then return token ‘
N _, . Token

|||| ||||
User

Figure3: A browser or other client can acquire a token froem STS, then preserthis token and the
claims it containgo an application.

As the figure shows, a Web browser or other client acting on behalf of a user gets ddokeparticular
applicationfrom an ST&tep 1) Once it has this tokemhe browser or client sends it to the application
(step 2), which is configured with a list of one or more trusted ST89rocess the token, the application
depends on amdentity library, a reusable set of code for working with tokearsd the protocolghat
conveythen® ¢ KA a f A0 NI NBigngtGeldhighlesS the apphicatiorn kddwhightsT Ssued
the token, then checks whether this STS is on the trusteddisip 3) If the applicationdoes trustthe STS
that issued this tokerit acceptsthe (i 2 | $lglirsascorrectand ussthem to decide what the user is
allowed to door in other ways (step}4

FGKS G218y O2 vl lfohefampléite Sppliztiéh Nan assume that the user redihs the

rights and permissions associated with that t@ce the user was requiréd authenticate herself to

3SG GKA&a G218y GKS | LXK A Ol i A@vactRecduseyt feiesohth8 R (12 | dzi K ¢
claimsin the token, an application is sometimes referred to aslging party)

Notice an important difference betweenivl (G Q& KI LISy Ay 3 KSNB freientii KS g1 & (K
handleidentity: Rather than requiring the application itself to authenticate the user, cliased identity

relies on the STS to do this. This gets developers out of the business of auttiegtitsers something

that definitely counts as progresAllan application needs to do is determine that the token a user

presents was created by an STS this application trusts. How the user proved its identity tothigt8 ES

password, a digital sigure, or somethingelseA &y Qi G KS | LILJX AOF A2y Qa LINRof SY®
be deployed unchanged in different contexts, a significant improvement over the usual situation today.

lf 0K2dzZa3K AGQa y20 akKz2gy AY epb&@e afylofthizNEhapfei:dNSE Qa |y Sa
administrator must configure the ST@issuethe right claims for this user and this application. Without

this, the ST$ A | S f céeatdd tokéh itontaining the claims that the application needs. While doing this

might seem like a burden, theeality is that this information must also be configured in the rdaims

Oy



based world. The big difference is thaiw the claims are all in one place, accessthi®wughthe STS,
rather than spreadicross different systems

Figure 3 also illustrates another important concept, which is #mET8an beowned by somédentity

provider(IdP) S metimes called aissuer the identity provider is what stands behind the truth of the

claims in the tokenthisSTS creates. Infaét,K A & A a4 gKeé GKS O2yGSyda 2F + (G218
¢ K S &t@tdhikentsthat this identity provider claims are true. An application that receives this token can

decide whether it trusts this identity provider and the claims it makes about this user.

RSydAGe LINPGARSNA O2YS AYy Ylyeé F2Nyaed LT &2dz dzasS +
for example, the identity provider is your company. If you use a token issued by the STS proaded by

service on the Internetsuch as Windows Live,|IBaebook,or Googlethis service is acting as the identity

provider. But whoever the identity provider is, being able to acquire and use a takgainingclaims is

useful.

To see why, think about the prdaims world we (mostly) live in today. In thisveonment, an application
typically gets only simple identity information from a user, such as her login name. All of the other
information it needs about that user must be acquired from somewhere else. The application might need
to access a local directpservice, for instance, or maintain its own applicatgpecific database. With
claimsbhased identity, however, an application can specify exactly what claims it needs and which identity
providers it trusts, then expect each user to present those clainastoken issued by one of those

providers. A claimaware application is still free to create its own user database, of course, but the need
to do this shrinks. Instead, each request can potentially contain everything the application needs to know
about this user.

Using Multiple Identiy Providers

In many cases, a user has only one identity providerd thus one STSto choose. When you access an

application inside your organization, for example, the application might only accept tokens issued by your
compa/ 8 Q& {¢{d Ly &2YS aArildzd dAz2yas (K2dza3KZ |y | LILIX AOL GA
providerg it might trust several different STSs.

For example, think about an application on the public Internet that wishes to let its users log in using a
Facebook identity, a Google identity, or a Windows Live ID identity. Since hundreds of millions of people
have accounts with these services, why not accept th@n3uppose the application wishes to accept
identitiesdirectly from multiple instances of Aiwe Directory what then? Bothof these situations

require the application to trust multiple STSs at multiple identity providies to letthe user choose

which one he wants to usé-igure 4 shows how this looks.



5) Use claims in token
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Figure4: If an application accepts identities from multiple identity providers, the user can select which
one to use.

In this situation, the user accesses the application and learns which STSs it trusts (step 1). For example,

the application might provide a login serthat lets the usechoose to usdiis Facebook identity, his

Google identy, or hisWindows Live ID identity. The useethchooses one, anldisbrowser or other

Oft ASyi az27Fiol NB O2y il O0Ga GKFG ARSYGA jgerhaghiy A RSN ¢ KA 2
requiringhimto enter ausername angassword, then returns a token for this identity (step 3). As before,

this token is then sent to the application (step 4), which validates it as usual and uses the claims it

contains (step 4).

For some apilications, accepting tokens from multiple identity providers, especially public providers,
makes no sense. Letting employeese their Facebook identity tog into a critical business application
AYAARS &2dz2NJ O2YLJ yeé BuNE® kedplerity ofistugtions where i @iRbeA RS |
useful Think of an enterprise application that must be accessible to employees, partners, and customers,
for example or aconsumer application on the public Interniftat wishes to make login as painless as
possble. Addressing this requirement is an importgrart of modern identity technology

Federation Providers

In a claimsased world, a user alwaystially gets her identity from an STS owned by some identity

provider.But suppose the application she warits2 | 00Sa a R2 Stawiathen?iOnhbza § GKAa { ¢ {
LRaairoAftAide Aa GKIG GKSNBQa 2KINBWRA 6 &2F 2 NI2 K KSING 2 LI ¢
however. even thoughthe applicationda KS g yGa G2 I O®PSiamightarGstayidihér G NHza G K SN
STS that in turn trustser STS. This approach, callddntity federation is both common and usefulvith

federation, an identity provider offers an STS as usual, but another STS is also offefeddyatéon

provider(FP) The federation provide TSsthen configuredby an administratoto trust the identity



provider STSzigure 5 showhow a useican providadentity information toan application when
federationis used

Identity 8) Use claims in token
Provider (IdP) Federation Provider (FP) E
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Figure5: An STSan act as a federation provider,caepting one token and producing another

As always, the process begins when the user accesses an application from a broavether client,

learning which STSs that application trusts (step 1). Here, the application trustheféderation

providerSTS¢ KS dza SN A& 0 NP ¢ arercbradl thatfedefioi pravideF, [easrinhldhich

STSs it trusts (step 2). In this example, the federation provider STS is configured to trust the identity

LINE GARSNDAa {¢{ X I yR AasdftwardkcntadsitRisNSIS AstudliBl dghe Gsidis2 NJ Of A Sy (i
authenticated in some way, then gets back an IdP takeated by this ST(Step 3).

¢tKA& G21Sy OlyQi 068 dzaSR G2 F00Saa GKS |LIX AOFGA2Yy S f
that issuedt. Fortunately, this token can be used to acquire a token that the application will accept. To do

this, the browser or client software sends the IdP token to the federation provider (step 4). The federation

provider validates this token, ensuring that #&me from an STS it trusts. Once it determines this, it

ONBFiSa I yS¢g G21Sy F2N GKA& dzaSNJ 6aGSLI puvX GKSY NBilc
this token to the application (step 7), which verifies that the FP token was issued b ahab Tt trusts.

The application then uses the claims in the token as usual (step 8).

CNRY (KS dzaSNna LRAYyi(G 2F OASses ff 2F (KSasS SEOKIy3S:
SELX AOAGE e t233Ay3I Ayi2 shgieSigronkThdmeckaaicsaraiakiBe nd® a4 6K Q&

complex but the core idea underlyinidentity federation isstraightforward. It is thahot only
applications can trust STSs; 0BES can trust another STS as.well

Step 5 in the figure is worth examiningnore detail. As just describethe federation provider receives a
token issued by another STS, then generates a new tokehdarser. But exactly what claims does this



newtoken contain® KS | yaA6SNJ RSLISYRa 2y 6KI G @GieBtoBSIRBNT G A2y LIN
simplest case, it might copy every claim from the IdP token directly into the FP token unchanged. In a

more realistic scenario, the federation provider STS perfariaisns transformationemitting a token that

R2SayQi 02 ysétloficlgimsittatst reBetvéd @dim the identity provider.

For example, suppose the IdP token contains a claim indicating that this user is a member of the role

6Administratoé = SELINB&&AYy3I (GKIFG OftFAY & | O&podbl©iab NI & (G NA y 3
the application understands thedministratorrole, but expects the claim to be expressed as a numeric

code or in Chinese or in some other way. The federation provider can perform this translation, inserting a

claim in the correct format ithe FP token it generates.

Claims transformation can do other things as well. When it creates the FP fokexamplethe

FSRSNIYGA2Y LINPOGARSNI YAIKG 2YAG OflFAYa FNRY
might add claimstotf Ct (21Sy GKIFG FNByQi LINBaSyid Ay
issued the original token. Claims transformation is a powerful ided,itcan be used in a variety of ways.
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IMPLEMENTINGLAIMSBASED IDENTITMICROSOFTECHNOLOGIES

Implementingclaimsbased identityrequiresseveral thingsldentity provider STSs must be available to
issue tokens to user8ecause identity federation is common, federation provider STSs are also essential
And finally developerswill needto build claimsawareapplicationghat knowhow to receive tokens and
usethe claims they contairRather tharhavingevery developer write this code from scratéhmakes

sense toprovide a standarddentity library that any applicatiocanuse

The rise of cloud computirgdds another requirementAll three of thesehingst an identity provider

STS, a federation provider STS, and an identity libralmpuldbe available both on premises (e.g.,

NHzy yAy3 Ay |y 2NBI YA I dud With@utthisRsorielimpQrant scéhatibs atey R A y
hard to address

[N
ey
w

The Microsoft platform for claimbased identity targets all of thes®ptions. Figure 6 summarizes the
technologies it includetmday.

Identity Provider Federation Provider
STS STS Identity Library
Windows Azure Windows Identity

Cloud Wipdows Live ID AppFabric Access Foundation

Windows Identity
Foundation

On-premises

Figure6: Microsoft providescloud and onpremises technologies foan identity provider STS, a
federation provider STS, and an identity library

10



In the cloud, Microsoft provides Windows Live ID as an identity provider STS, while Windows Azure
AppFabric Access Control provides a fatien provider STS. For an identity library, applications can use
2 AyR2ga LRSyGAGeE C2dzyRFGA2yICE20PCE O2YY2yf & LINRY2dzy OSF

For onpremises use, Microsoft makes available Active Directory Federation SAigdsS) 2.0. As Figure
6 shows, his tedinology can be useasboth an identity provider STS and a federation provider STS. And
for an identity library, applications once again can use Windows Identity Foundation.

LGQa AYLRNIFYyG G2 y20S GKIG éKAT S, claikdbdseddddBtNEIA Sg T 2 Odz
a multivendor effort. Given this, there are alternative technologies from other vendoralfaf the

boxes in this figure. And becausgeractions among the parties are based on industry standahas,

offeringsfrom Microsof and other vendors can be combined in various ways. For example, using the
aAONR&a2FGd ARSyGAGe LAFTGF2NY R2SayQi NBIljdZANB NBfeAy3a :
other providerssuchasi K24S FNRY D223fS FyR CI0So0221=% Oly |faz2 o°¢
only option for onpremises STSs; WIF can work with tokeneatedby products from IBM and other

vendors.

Thefocus here is on the Microsoft technologies, however, amelltlest way to understand hothey fit
together is to walk through scenari@sK 2 g A y 3 K 2 §. BéfdteSddimy i, wezirss reed to look
at the basics of each one.

WINDOWS LIVE ID

Windows Live IImplementsan identity provider STS in the cloud. Tod&g, most popular applications
that accept tokens issued by this STS are Microsoft offerings such as Hotmail. Any application can choose
to accept these tokens, howeveh (i Q& y 2 (G dzal ofitelf 2yt & o6& aAONRaz27¥i

The token provided by Windows Live ID containgry simple set of claims, primarily just a globally

unique identifier. The structure of this identifier is opagquéiich meansthat y | LILX A OF GA2y O y Qi
Fye YSEFEYyAy3a FTNRY G(GKS ARSYGATASNDA O2 yiebognize 2 NJ & (i NHzO (i dz!
individual usershowever For example, a Web site that accepts Windows Live ID logins migkaetsk

user for information such as himme andshippingt RRNBaas> (KSy &adG2N8 dGKAa RFEGF | f
Windows Live ID identifier. The next #nthe user logs in, the application can use this identifidotak up

hisinformation.

ACTIVE DIRECTORYHEMATION SERVICES 2.0

Having an identity provider STS in the cloud is usefulfd@w@nterpriseshaving one orpremises isnuch

moreimportant. Bud y Saa F LILJX AOlI GA2ya AyaARSenmppyaadbganNihlay AT | GA2Y
Windows Live ID, a Facebook identity, or any other token issued by an identity provider STS in the cloud.

Instead, they require a token issued by an STS that they dontro

Active Directory Federation Services 2.0 can fill this Addts name suggests, ADZGis thefollow-on

to the originalActive Directory Federation Servideshnology5 2y QG 6 S YA af SR o6& GKS 42 NF
inthell S O K y 2naing idwev@r In fact, AD FR.0can act as either an identity provider STS or a

federation provider STS. The same AD FS 2.0 instance can even act in both roles simultskrebasige

Al Qa LI NI 2 FAD FOlidawfabldgoicinEBnDuser st Bosextracost. This makes claims

11



based identity immediately accessible to the large number of organizations thaaise Directory
today.

AD FS 2.0 contains several advances over its predecessor. It supgbrtsowsers and other clients, for
example, such ahose built using Windows Communication Foundation (W@®o unlikethe first AD
FSrelease AD F2.0 supportsthe SAML 2.0 protocol as well A&SFederation andVSTrust letting it
work in a broader range of environments.

The AD FR.0STS can be usexhtirelyinside an organization, exposed on the Internet, or bdthe
claims it supplies can come from Active Directbgmain Servicds 2 ¥ 02 dzZNE ST 0 dzi
choice. AD FS 2.0 also supports using SQL Serverntslare store, that is, a source for claims, and

KA

RSESPSEt2LISNBE I NBE TNBS (2 ONBIFGS Odzadz2zyY I GGNR®Odzi 8

stores, including Active Directoand others, Microsofprovides Forefront Identity Manager (FIM). This
techndogyoffers a way to synchronize information across different attribute stoaésng withan

identity management portal with prelefined workflows for passerd resets, group management, and
more.

Yet lis@vorth reiteratingthat claimsbased identiyR 2 S &y Qi  NJSDjF®R0.MEy STRHrany ady
vendor(or even a custonbuilt STS) that supports standard protocols and token formatsbe used. Still,
oy S 27T aAi ONPgordsinlp@idindINFRY0Is to makewidely available fully-featured STS
built on ActiveDirectory. Ubiquitous STSs afendamental tomakingthe benefts of claimsbased identity
real.

WINDOWS AZURE APPRKBACCESS CONTROL

Identity federation isuseful in many situationg-or applications running on premises, sucladmisiness
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FLILIX AOFGA2Y G6AGKAY Yy SYGSNILINR&AST dzaAy3a |FrightSRSNI GAzZ2Y

choice. But for an application running in the cloud, using a federation pro@@8 that runis the cloud is
likely to bebetter. TheWindows Azure AppFabric Access Corgenvicefills that role.

ACSs most commonly applietbdayin two scenarios:

0 Letting an application runningh the cloud acceptokens issued bynultiple on-premises identity
provider STS such as AD FS 2.0. Ttas give onpremises userf various organizationsingle sign
on to the cloud applicationThis is especially useful for independent software vendors (ISVs)
wish to allow easy access tdGaftware as a Service (Saafplicationby customersn many different
enterprises.

who

0 Letting an application runninig the cloud accept identities issued by multiple cloud identity provider

STSsACShas builtin support for handling the protocols and token formats usedNindows Live ID,

Google, Facebook,ahog and OpenlDAN application that trusts th&CSederation provider STS can
choose to accept identities from any of these identity providers while still being shielded from the

idiosyncraticdetails of each one.

! In the prgon of identity, AD FS 2.0 supports battiveandpassivetlients, while the first release of AD$tfported onlyassiveclients.
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ACSalso provides another importantifiction: builtin support for claims transformation. As described
earlier, a federation provider STS commonly emits a token whose claims differ from the IdP token it
received. To help do this more intelligenthCSncludes a rules engine for defining &
transformations.

ACSetsclients request tokens using various protocols, includgFederation WSTrust OpenlID 2.0,

and OAuth 2.0lt can accept and issue tokens in various formats as well, including SAML 1.1, SAML 2.0,
and Simple Web Token (SWThe technology also alloveelegated authorizatiomsing OAuth 2.0which
provides a controlled way fan applicatiorto act on behalf of a user

WINDOWS IDENTITY AMRATION

2 K S (i K ®ffeFedby &hddentity provider or a federation provider, an ST&s tokens containing
claims Yet those tokens are uselaessless applications am@bleto accept and use them. The goal of WIF
is to makethis easierby helping developers create clairasvare Windows applications.

WIF isa set of .NET Framework classigat implementessential identityfunctions, such as receiving a

token, verifying its sighatur@ndaccesg the claims itontairs. It supports tokens created using either

the SAML 1.1 or SAML 2.0 formats, so it can accept tokens issued by ADAESArB5TSs from other

vendors.WIF supports various standard protocaswel| includng WSFederationand W8 NHza i~ | yR A (G Qa
extensible, allowing othetechnologiego be added. For example, Microsoft provides a samgle

extension that implements th®Auth 2.0 protocol with SWT tokens.

Each claim is extracted into an instance of a-‘défined Claim class, providing a consistent way for
RSOSEt2LISNR (2 62N] 6A0GK | (21SyQa AYyF2NNI A2y d ¢KAA (

z A~

0 ClaimType, indicatingfvl & {AYyR 2F OflAY (KAa Aad 5258 (K Ot AY
a role, or something else? Claim types are identified by strings, which are just URIs.

0 o+l ftdzSrE O2ydlAyAy3I (GKS I OhGdat O2ydSyid 2F (kS OtlFAY:

0 Issuer, whib specifies the identity provideBTSthis claim came from. In other words, this is the
entity asserting that this claim is true.

Microsoft itself is using WIF to add support for cladmasedidentity to its own productsincluding
SharePoint 201and othes.

Along with helping developers create claiasare applications, WIF also provides support for creating a
custom STS. Even though a primary goal of AD FS 2.0 is to reduce the need to hand roll your own STS,
there are situations where building an STS eake senseOne important example of using WIF in this

way already esits: AD FS 2.0 itself is built on WIF.

USINGCLAIMSBASED IDENTYTSCENARIOS

Getting your mind around clairtsased identity requires understanding the basics of this technology. Still

the best way to get a feel fahe approachista | £ |  KNR dz3 K S EpphedlIAcBaidingyf K26 A (G Qa
this section looks a& numberof different waysthat claimscan be usedboth on premises and in the

cloud each illustrated using the Microsaéichnologies just described
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ON-PREMISES SCENARIOS

Claimsbased identity was first used to address problenithin and between enterprisehis isstill
where the technology is most widely used today, and so it makaseto look at orpremises scenaro
first. This sectionvalks through three examples

0 Accessing an enterprise applicatjomhere the application, the identity provider STS, and all of the
users are withirthe sameorganization.

0 Accessing an enterprise application via the Internghich extends the first scenario to include
remote Internetaccess by useutside the organization

0 Using identity federation between enterprises,where a user in one organization accesses an
application in another organization.

Accessingn EnterpriseApplication

Most enterprises actas an identity providetoday, and nedy every enterprise application nstideal with
identity. AD FR.0andWIFcan provide thdoundation for using claimbased identitywith on-premises
applications thoserunninginsidean organization. Figure 7 shows how this looks.

Enterprise X

7) Use claims ¥ -
Active Directory in token l'11_4
Domain Services ADFS 2.0 :

Windows Identity
Foundation

N

4) Find claims
required by
application

and create . N
token 5) Return 6) Submit /}

1) Login to token token Y,

domain and \ | | / Trusted ?TS:
get Kerberos 3) Pr 955’{’”’ " Token | Token -Enterprise X

ticket Kerberos ticket | I
and request 2) Access
token

application and
learn which STSs
it trusts

User

Figure7: An enterprise can us@D FS 2.@nd WIFto support claimsbased identity for its internal
applications.

In this examplea userogsin usingAD DSgetting an initial Kerberos ticket (step The user then
accesssa claimsawareapplicationbuilt usingWIF, learningwhich STSs it trus{step 2) This application
only trusts tre STS within its own enterprise, and 808 dzd SN & 0 MNBugsk & thker2fidth Of A Sy
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that STSsupplying a Kerberos ticket to authenticadlbe user (step 3 AD F.0, acting as an identity

provider STSverifies the ticket, therooks inAD DSor the information it needs to eate the requested

token (step 4. Exactly what claims appear in thiken depend on both the user requesting it and the

application that user is accessingach applicatiortanindicatewhichclaims it needs. Once the token

has been createdhe AD F2.0STSsends i o6 | O1 sh@wsér kr8lierdzie Jlarhich ends it

on to the applicabn (step 6. The applicatiothen usesWIFto verifyl KS (12 1 Sy Qamakeksay I (G dzNB | y
claimsavailablefor use(step 7.

One big plus of a clairisased approach is wortte-emphasizing here: Rathéran having to go look for

the information it needs about a usethe applicatiorcaninsteadget everythinghanded to it in the

G218y LF GKS |LILX AOF A2y Yy SSRaiGlistof régiiredicki®s. dzAa SNDa 226
Whenthe STSreates a token fothe application,it findsti K S dzi S NilRAD D8 &ndl indesi asfa S

claimthat the application can usaVithout this, the application developemustwrite his own code to dig

this information out of AD D&laimsbased identityy I { Sa § KS ife Sofificanfyld&sd & f

Accessing amnterpriseApplication via thelnternet

uppose this organization wishes to matkés onpremisesapplication accessible temote employees
via the Internet. Rather than modifying the application to accept userngagword loginsa traditional
solution,the same claim$ased approach can be usethe application remaisunchangedFigure 8
shows how this looks

Figure8: An enterprise can usetie AD FR.0STSo createtokensfor userson the Internet.
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