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The rapid evolution of computer interconnectivity has had immense cultural and
economic benefits. Unfortunately, this evolution has also enabled criminal
activity that exploits this interconnectivity for financial gain and other
malicious purposes.

described cybercrime as "having significant
economic impacts and a threat to U.S. national security interests. ”

Consider the following sample of data points about cybercrime:

. annual loss due to computer crime at $67.2
billion for U.S. organizations.

e The estimated losses associated with identity theft in 2006 are $49.3 billion.

. found that the average cost a
data breach rose in 2006 to $4.8 million, an increase of 30 percent from the
previous year.

e Hacking was responsible for 73 percent of identities compromised during
the first six months of 2007 according to the

CSI 2008 Report



http://www.gao.gov/highlights/d07705high.pdf
http://www.gao.gov/highlights/d07705high.pdf
http://www.gao.gov/highlights/d07705high.pdf
http://www.computerworld.com/pdfs/PGP_Annual_Study_PDF.pdf
http://www.computerworld.com/pdfs/PGP_Annual_Study_PDF.pdf
http://www.computerworld.com/pdfs/PGP_Annual_Study_PDF.pdf
http://www.computerworld.com/pdfs/PGP_Annual_Study_PDF.pdf
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-whitepaper_internet_security_threat_report_xii_09_2007.en-us.pdf
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-whitepaper_internet_security_threat_report_xii_09_2007.en-us.pdf

IWE Application B9 FRLEOS 5

6% S9Ra N EEOS e L
EFH - 94% RN EBXEERARENRNER

% of Vulnerabilities:
Major Operating Systems versus Application Layer
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Operating Systems Applications

June 2008 Microsoft Security Intelligence Report
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2. Application Firewall
3. File Encryption

Endpoint / NAC

| 2008: 521 Respondents |

34

App firewalls

53
File encryption (storage) 53 2007
Encryption in transit 74 =" 2008
Anti-spyware .
VPN a5
Firewalls 24
Anti-virus

a7
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Table 1

Denial of service

Laptop theft

Telecom fraud

Unauthorized access

Virus

Financial fraud

Insider abuse

System penetration

Sabotage

Theft/loss of proprietary info
from mobile devices
from all other sources

Abuse of wireless network

Web site defacement

Misuse of Web application

Bots

DNS attacks

Instant messaging abuse

Password sniffing

Theft/loss of customer data

from mobile devices

from all other sources

39%
49%
10%
37%
78%
&%

59%
17%
5%

10%

15%
7%
10%

32%
48%
10%
32%
74%
7%

48%
14%
2%

9%

16%
5%
5%

25%
47%
8%
32%
65%
9%
42%
15%
3%
9%

14%
6%
6%

25%
50%
5%

25%
52%
12%
59%
13%
4%

2%

17%
10%
9%

21%
6%

25%
10%
17%

%

21%
42%
5%
29%
50%
12%
44%
13%
2%
9%
4%
5%
14%
6%
11%
20%
8%
21%
9%
17%
8%
8%



Exchange & # 32 &

Viruses Caught Only By (excluding body of message viruses)
2/28 | 3/1 3/2 3/3 3/5 | 3/6 3/7 3/8 3/9 | 3/10
Engine A 1 1 1 0 0 0 1 1 0 0 0 0 0 0
Engine B 3 1 1 2 2 5 3 o 1 2 0
Engine C 0 1 1 o o 0 0 1 2 1 1 o o
Engine D 3 2 2 3 o 1 1 0 4 o o o o 0
Engine E 1 2 2 0 0 o 1 o o 1 o o o 0
: _ 6
B Unique Viruses caught 5 E—
over 14 days . A ngine
E . Engine B
o Engine A: 5 3 :
. T w A Engine C
o Engine B: 23 :
! 21\ £ ) . Engine D
o EngineC: 9 7\ Engine E
o Engine D: 16 ! 'D_‘_ 7“\_'\T
o Engine E: 7 0° M S N LA
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Response time! (in hours)

‘The Microsoft Other single-engine
multiple-engine solution solutions
® Rap|d response to WildList Malware Forefront| Forefront | Forefront Vendor A* | vendor B* | vendor c*
h Number Name Set 3
new threats 0108 lagent iwld.ex 268.65 6533
e 1l 01/08 autorun_itw180.ex 1123.98
Fall Saf.e 01/08 autorun itw92.ex
protectlon 01/08 |irchot itw227.ex 640.45 557.53
01/08 |ircbot itw236.ex 711.47]  1148.27
through 01/08 lircbot itw238.ex 563.13 521.73 452.13
redundancy 01/08__Jirchot_itw295.ex 40.08] __ 226.02 37.32
. . 01/08 irchot itw301.ex ) 558.98| 678.73 514.55
® DIVGFSIty of 01/08 _ |irchot itw305.ex . ) 13 4sas0] 48577 48738
S f 01/08 ircbot itw308.ex
antivirus .en.glnes 01/08 |ircbot itw314.ex 808.48 355.20 802.03
and heuristics 01/08 _ Jirchot itw317.ex 506.28

1083.70) 1082.28
386.60 _ 306.83

01/08 pushbot_itw2.ex
01/08 rbot itw2555.ex
01/08 rbot itw2579.ex
01/08 rbot itw2582.ex
01/08 rbot itw2583.ex

1110.75

01/08 sdbot itw2584.ex
— A &
={ERL 5 {E/]NiR 01/08  |sdbot itw2596.ex
= 5~24 {@E/\NIF 7 [H 01/08 sdbot itw2636.ex
=ﬂ§?ﬁ 24 /J\E\ifr 02/08 autorun itw245.ex . 1025.30

02/08 ircbot itw318.ex . 619.72 223.42
02/08 ircbot itw320.ex . 120.12| 669.15
02/08 ircbot itw336.ex . 811.67|

02/08 ircbot itw337.ex 901.80 54.68
02/08 ircbot_itw338.ex 97.73 763.30 81.02

02/08 rcbot_itw342.ex 1360.62 78.92 260.15
- .

testlo rg)

enotes proactive gdetection
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Informatlon Lifecycle Management

Statement

Identify | o/ Master \ ©

Analyze and
Risk _-7 Prioritize

Risk List

Plan and
Schedule

Risk ‘

Knowiedge Base, 4]
Concepits,

and Processes




What *IS* the SDL?

e Aset of design, development, testing and post-

release security and privacy-related software
process Improvements

* The goal is to improve security and privacy by:

» Reducing the number of vulnerabilities in shipping
software

» Reducing the severity of remaining vulnerabilities

e SDL works!




SDL Works!

80
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53%
Vulnerability
Reduction 41

40 + 33 669% ® Windows XP SP2

30 . ~ Bulletin ~  m Windows Vista
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Security Development Lifecycle

Use Security § § Security ‘ i Security
Development

Prepare I Servicin
Security i ' Tools and BoLs ' g

Security
; and and
Kickoff i I Security Best -

and Register ace oot | [Devand Test || 1991S Review | [Response

. . For ) . 0
with SWI - Modeling Practices Product Execution

Traditional Microsoft Software Product Development Lifecycle Tasks and Processes
. incti I Product
Feature Lists Spec|f|cat|on5 Testing and Verification _Code l Support I
Quality Signing A § Service
Guidelines Express. | '(:)aFcé(SI
Arch Docs Design Development - Signoff H
Schedules Specifications of New Code SSOILIES =0 333‘2?5!
uppo
Reqmrements Implementatlon Verlflcatlon Release and
Serwcm
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Communications

A Microsoft Subsidiary.

)‘:E:l...ux - .
.t Forefront
_:lbfﬁ .. u.; . SecurityforOffice Communications Sen

¥
|

. Server207 '

- L \r'- 050 .J" . . .

rForefront ' A
- Security for. SharePoint*

Forefront

Ir- o Miciosoft: L G,
~ Office "+~

; :3/ Windows Vistar
%5 Windows -

CardSpace
W Active Directory
Federation Sq(ex\sces

) Microsoft*

/@' Windows — SQL Server 2005
Active Directory. System Center

'./' Configuration Manager 2007

Windows Server
Microsafts Update Services

System Center
Operations Manager 2007
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6. AHEEEAE ST, EET
/. Encrypted data Is only as secure as the

decryption key
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» SCOM 2007 end to end B %47

® B)\j_/b\ u %EE I\l
» Vista Defender+ Forefront Security

e HMIERERE
» FKiE, FhEsiE(ISA + Web Monitor)
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Microsoft Security Center Of Excellence(SCO)

1. FEUAESER BRI B DB NEEDE -
v’ Before: IT EIFIEZEZIH
v Now:V-Team
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Review Guidance

SDL:

» http://msdn.microsoft.com/en-us/security/cc448177.aspx
Resources and Training

» http://msdn.microsoft.com/en-us/security/cc448120.aspx

» http://www.microsoft.com/technet/security/map/default. mspx
<include industry specific guidance>

Learn from MSIT Showcase: (how Microsoft does Security)
8 http://www.microsoft.com/technet/itshowcase/default.mspx

Register for Important Security Updates & Newsletters:
» http://www.microsoft.com/security/bulletins/alerts.mspx



http://msdn.microsoft.com/en-us/security/cc448177.aspx
http://msdn.microsoft.com/en-us/security/cc448177.aspx
http://msdn.microsoft.com/en-us/security/cc448177.aspx
http://msdn.microsoft.com/en-us/security/cc448120.aspx
http://msdn.microsoft.com/en-us/security/cc448120.aspx
http://msdn.microsoft.com/en-us/security/cc448120.aspx
http://www.microsoft.com/technet/security/map/default.mspx
http://www.microsoft.com/technet/itshowcase/default.mspx
http://www.microsoft.com/security/bulletins/alerts.mspx

Obrigado Gracias



Microsoft

Your potential. Our passion.”

© 2007 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other
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