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Note: This parameter sheet applies to all editions of Windows 10 and Windows 11.

1. BE S8k / Cryptographic Capabilities

EEHREILEREE. TUALBRARITERTHEEHESh | [ INO DX YES
7RIS LORTUNDBRZEETSHH,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EEMEEFAEBICBEINTLDLON, ! [ INO X YES
The cryptographic capabilities are self-contained in the

product

EEHEEIXROVTNIHIZEZLET DD, [ InO X YES

The cryptographic strength exceeds the following:

A, RIBFILITIVALERANLDTHH>T, 7ILIVX
LOBOEEIN 56 EVrEBZ5E0D
Symmetric algorithms with key length exceeding 56
bit

A, FERFFTZILTURLERAWNZEDTH-T.
(a) 512 EVIEBASBHDRELS #E (RSA F)
[CEDBD.
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) BRADFEEEICEITAH512EVMEEBZ S8

LAPI 2L T 0S M oIREEN S5 4 [EF5<. /As opposed to that provided by the Operating System through
API.
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or

Kyber, Titanium), or

Encapsulation), or

Bt 8D 1 & (Diffie-Hellman %) IZE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

() LEICRETHLOLUNDEICEITS 112EY
bR R DRERIT B D EE (FEM E R £ O Diffie-
Hellman ) [CEDLED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),

(d) 4 7 IC B9~ 2 fe R 7 bV U Rr R 7
~VREE (NewHope., Frodo. NTRUEncrypt.
Kyber, Titanium F & &Te, ) 2SI HD
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUEncrypt,

(e) ABRF 245 T HhBR O [FIFE BAG O BRI (EHF 2L W]
MGG TN Z2ETte, ) ITESSHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key

(f) 7 v X L7 5D 5 (McEliece. Niederreiter
FREET, ) 1I2H3< B D Decoding random
codes (e.g., McEliece, Niederreiter).

2. ZILdYXLRUEEE / Algorithms and Key Lengths

FILIY X L/ BE/
Algorithm Key Length
CYLINK MEK 40
RC2, RC4 40-128
DES, 3DES 56, 168
AES 128, 192, 256
MD2, MD4, 128
MD5
SHA-1, SHA-2 160, 256, 384,
512
RSA 512-16384
DH 512-4096
HMAC-SHA1, 160, 256, 384,
HMAC-SHA2 512
DSA_SIGN 1024
ECDH 192-521

Jara)/7F)r—ar/ark
Protocol/Application/Comment
CryptoAPI
CryptoAPI/CNG
CryptoAPI/CNG
CryptoAPI/CNG
CryptoAPI/CNG

CryptoAPI/CNG
CryptoAPI/CNG
CryptoAPI/CNG
CryptoAPI/CNG

CryptoAPI/CNG
CNG

Standard curves from NIST, Brainpool, X9.62, SECG, and
WTLS as follows:
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ECDSA 192-521

GMAC

PRNG

NIST P192, P224, P256, P382, P521

BrainpoolP160, BrainpoolP192, BrainpoolP224,
BrainpoolP256, BrainpoolP320, BrainpoolP384,
BrainpoolP512 r1 and t1

X9.62P192v1, X9.62P192v2, X9.62P192v3, X9.62P192v4,
X9.62P239v1, X9.62P239v2, X9.62P239v3, X9.62P256v1

SecP112r1, SecP112r2, SecP128r1, SecP128r2,
SecP160k1, SecP160r1, SecP160r2, SecP192k1,
SecP192r1, SecP224k1, SecP224r1, SecP256k1,
SecP256r1, SecP384r1

WTLS (WTLS6, WTLS7, WTLS8, WTLS9, WTLS12)
CNG

Standard curves from NIST, Brainpool, X9.62, SECG, and
WTLS as above

AES Galois message authentication code,
CryptoAPI/CNG

CTR_DRBG (« Counter » Deterministic Random Bit
Generation) of NIST SP 800-90.

3. TEREEE 705 5 LY / Mass Market Consideration

BB LUTOEHFHE-TEDHNE DD, (The product satisfies the following requirements):

1) BAICELTRICOSIRESZITT . (i) FEEIZHLT) [ INnO DX YES
XIZEME, EEE (i) BLIEREEDEEIZLKDE
XIZ&kY. RFEEDEEMNSRFTEINDI LD XIEFERE
[ZxtLa o HIRGRETRESN LD
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

BEIIEEZETENTLNSED
Designed for use without technical support by the
supplier or the distributor

2) BEEHEEAFEREIZEI S TERETELRLLD [ INO X YES
The cryptographic functionality cannot easily be changed
by the user ;

3) HAICKELTHAE XEREEORMZENFTETH | [ INO X YES
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4. % IEHI5E / Conclusion

LR 3ICELLT. MRS T 05 S LEHIBEN B4 HEE EEEE
B ERELRHERLEREZTOYT LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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