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SQL Server

Including all previous versions

BSEE/NTA—F>—FBXR)
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This parameter sheet applies to SQL Server (2022) and all its previous versions, as well as to all

declinations and editions of the product:

Standard Edition

Enterprise Edition

Business Intelligence Edition
Parallel Data Warehouse (PDW)
Web Edition

Developer Edition

Express Edition

1. B§B#88E / Cryptographic Capabilities

ESAEIERREL. TORINERRISERTHILEMLES
N=TRISLOETUNDBREET 5D,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

DX] YES

BRI AR AICEHINTODLOMN, !
The cryptographic capabilities are self-contained in the
product

X NO

[ ]YES

ESWEEERDVTIANITEATEEDM,
The cryptographic strength exceeds the following:

[ ]NO

DX] YES

LAPI ZB LT 0S h oSN 155 1R <. /As opposed to that provided by the Operating System through

API.
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A JAHRTILTIVALERAWN LD TH>T, 7)LTY
ALDBORIN 56 EVEBZDID
Symmetric algorithms with key length exceeding 56
bit

B. EXMTITIVXLERN-LDOTH-T.

(a) 512 EVIEBADEBHDRELS % (RSA %)
[CEDIED,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) ERADFEEEICEITH512EVNEER LM
Bt # D 51 & (Diffie-Hellman 2£) IZE D1 D,
Computation of discrete logarithmsin a
multiplicative group of a finite field of size greater
than 512 bits (e.g. Diffie-Hellman), or

(c) LEICRETHLOLNDEICEITS 112E
VhE B A SRR O E (B B#R L O Diffie-
Hellman &) [CED<ED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic
Curve), or

(d) B8 TS B 2 e bV U RO~ 7
~UREE (NewHope. Frodo., NTRUEncrypt.
Kyber. Titanium FXZ&Z &, ) IZHESI<HD
Shortest vector or closest vector problems
associated with lattices (e.g., NewHope, Frodo,
NTRUEnNcrypt, Kyber, Titanium), or

(e) HERFELKE M Hh RO [FIFEGAG DERIR  (EIRy 2]
FEGHREED TN ZEte, ) IZES<CHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or

(f) 7 v & L7ef5 5 D1E 5 (McEliece,
Niederreiter & &1e, ) 12D H D
Decoding random codes (e.g., McEliece,
Niederreiter).

2. PILaYXLERUVEE / Algorithms and Key Lengths

FILIT)X L/ RE/ Fara/7FVr—ar/arvb
Algorithm Key Length Protocol/Application/Comment
RC2, RC4 128 Transaqg-SQL data encryption functions
DES 56 (EncryptByKey, EncryptByPassphrase,
3DES 168 EncryptByAsymKey).
AES 128, 192, 256
RSA 512, 1024, 2048
AES 128,192,256 Database encryption: algorithms can be selected
3DES 168 by administrator depending on what is available
from the operating system (CryptoAPI/CNG).
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operating system

NTLM Standard algorithms Secure channel communication with SSPI
Kerberos and lengths for SSPI
SSL/TLS from the Windows

3. MRS 70455 L4 / Mass Market Consideration

HENUTDEHREHB=-TELDMNEID, (The product satisfies the following requirements):

1)

BAIBRLTHSOFIBRE ST, (i) BEEIZHLTI)
XIFEE. EEE (i) BLLLIERBEDEEFEIZLD
FEXICKY., RFEEDEENSRFTEINSG LD XI(LE
RAEIZHLAICHIRGRETRESNLLD
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means
of (i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ ]NnO DX] YES

2)

B ERENMERBEICL S TERTELLLD
The cryptographic functionality cannot easily be
changed by the user ;

[ ]NO DX] YES

3)

FRAICKRLTHBE RITRTEEDRMTIENTET
HALIIFETSNTLNDED

Designed for use without technical support by the
supplier or the distributor

[ INO DX] YES

4. B IEHITE / Conclusion

EERIICELLT, TRESTAT S LLHIEEIN L5
ROEREL RHIERELAETOT S LD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

BEE N
NO YES
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