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1. BE S8k / Cryptographic Capabilities

ESWEELR. TOMLBARITERTHILEHLS | [INO X YES
N=TATSLOETUNDBRZEET S,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EEHEEIARERICEBEHINATOSEDON, ! X NO [ ]YES
The cryptographic capabilities are self-contained in the

product

EEEEEIIROVTNADICEZETILDN, [ INO ] YES

The cryptographic strength exceeds the following:

A RBTZITIYXLERAN-LDTH>T, 7/IL3TY
ALDBEOREIN 56 EVRERZDLD
Symmetric algorithms with key length exceeding 56
bit

B. JEXMT7ITIXLERN LD TH-T.

(a) 512 EVFERBZHEBHDFRRE S fE (RSA F)
[ZEDEBD,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) HRADFEELFICHTH512EVNEBZ S8
BUxt #h D EH & (Diffie-Hellman %) [CE D3 M.

Computation of discrete logarithmsin a

LAPI 2L T 0S M oIREEN S5 4 [EF5<. /As opposed to that provided by the Operating System through
API.
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multiplicative group of a finite field of size greater
than 512 bits (e.g. Diffie-Hellman), or

(c) ERICHRETHLOUNDEICEITSH 112E
VhEBZ DB RO E (BB R L O Diffie-
Hellman %) [ZED<3 0

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic
Curve), or

(d) 4 IC BB 9~ 2 e X 7 oV ST 7
~VREIRE (NewHope. Frodo, NTRUEnNcrypt.,
Kyber. Titanium FX&2 &, ) 2SO HD
Shortest vector or closest vector problems
associated with lattices (e.g., NewHope, Frodo,
NTRUEnNcrypt, Kyber, Titanium), or

(e) HEREELIE M Hh AR D [FIFE GG DERIR (B4 L[]
HGGREED T Emte, ) ITHEI<HD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or

(f) 7 > & L7255 5 DE S (McEliece,
Niederreiter T & & te, ) IZHES< HD
Decoding random codes (e.g., McEliece,
Niederreiter).

2. ZILdYXLRUEEE / Algorithms and Key Lengths

FILTYX L/ B_E/ Fara/7FIVr—az/arok
Algorithm Key Length Protocol/Application/Comment
AES 128 Personal Information Management — protection
of user sensitive data
RSA 2048 Personal Information Management — protection

of user sensitive data

3. mMEREE B 05 S5 LY / Mass Market Consideration

HEBNLUTOEHFE-TEDHE DD, (The product satisfies the following requirements):

1) BAICEBLTRISOHIBEEZITY. (i) IEEEIZHLIT)

[ ]NO

X YES

XIFEME, EZE (i) BLLIBEIBEEDEFIZLD
EXICEY., BRFEEDEENSRTENSED R ILE
REICHLAISHIBGEETRESNS DO
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means
of (i) over-the-counter transactions, (ii) mail order
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transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEESHMENEREICK>TERTERLLD L InO X YES
The cryptographic functionality cannot easily be
changed by the user;

3) FAICELTERAEIREEDRMTKIENTET [ INO D YES
BHBHLSICHEHINTLBED

Designed for use without technical support by the
supplier or the distributor

4. % IEHI5E / Conclusion

EER3CELLT. MRS IOTSLLHMENDSE | [ %S R
B EREL. BEERLLRZTOTS L, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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