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This parameter sheet applies to Azure Stack Edge, version 2.0 and all its previous versions, as well as
to all declinations and editions of the product such as:

Azure Stack Edge Pro
Azure Stack Edge Pro 2
Azure Stack Edge Pro R
Azure Stack Edge Mini 2

1. BESH#88E / Cryptographic Capabilities

RS AL, TOMLBARFERT A LERLS | [INO X YES
N=TRTSLOETUNDBEET S,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

BRI AR RICEEHIN TS LOMN, ! [ InO X YES
The cryptographic capabilities are self-contained in the

product

EEHEEERDVNTIDITZLTEEDH, [ INO X YES

The cryptographic strength exceeds the following:

A JAFF7ILTIVXLEAW LD TH->T, 7I/L3Y
ALDBORIN 56 EVRERBZDED
Symmetric algorithms with key length exceeding 56
bit

B. ERMTITVRLERN:=LDTH-T.

(a) 512 EVIEBASBRDRELS#E (RSA F)

LAPI 2L T 0S M oIREEN S5 4 [EF5<. /As opposed to that provided by the Operating System through
API.
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[ZEDEBD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADEEEICHTDH512EVNEEBZ L
Bt g o) &t & (Diffie-Hellman %) [CE <10,
Computation of discrete logarithmsin a
multiplicative group of a finite field of size greater
than 512 bits (e.g. Diffie-Hellman), or
(c) LREICRETHLDOLUSNDEICE TS 112E
YhEBZ DRI D E (BB #R £ O Diffie-
Hellman ) [ZEDLED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic
Curve), or
(d) ¥ T IZBE T D iR RV X T~
~VRIRE (NewHope, Frodo, NTRUEnNcrypt.,
Kyber, Titanium F & &Te, ) 123D
Shortest vector or closest vector problems
associated with lattices (e.g., NewHope, Frodo,
NTRUEnNcrypt, Kyber, Titanium), or
(e) HERFELFE T Hh RO [FIFE AR DERIR  (Efs 2]
MGHREN TN ZEte, ) ITHEI<HD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or
(f) 7 > & D725 5 D5 (McEliece,
Niederreiter & Ede, ) IS HD
Decoding random codes (e.g., McEliece,
Niederreiter).

2. PILaYXLEUVEE / Algorithms and Key Lengths

FILTYX L/ Faran/FFVr—av/arsk
Algorithm Protocol/Application/Comment
RSA 2048 TPM 2.0 RSA
e encrypt job secrets exchanged between
Saas Service and Azure Stack Edge
Appliance
e encrypt Bitlocker key that is persisted on
Azure Stack Edge Appliance used to
unlock data drives
SFTP/SSH
used for server key authentication
AES 256 Bitlocker XTS AES 256
e Encrypt OS Boot drive (uses TPM only key
protector)
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Encrypt Data drives where customer data is
stored (uses external key protector)

TLS

Varied

TLS 1.2 (1.1, 1.0)
Default is 1.2 used for all HTTPS traffic over the
network. Note HTTP is not supported.

AES

128

SMB 3.0 use AES-CCM. SMB 3.1 and higher uses
ASE-GCM
e Used to read customer data from Azure
Stack Edge Appliance and upload to
customer’s Azure storage account
Optionally used at customer site to copy data
onto the Azure Stack Edge Appliance

NTLMv2

Customer
chosen

Used to login to Azure Stack Edge Appliance.
Note the Azure Stack Edge Appliance is a stand-
alone system, and these creds are only valid to
login to the Azure Stack Edge Appliance and no
other system (not even another Azure Stack Edge
Appliance).

RC4

128-bit

OpenClusterCryptProvider using PROV_RSA_ FULL
Encrypts secrets stored in the cluster database on
the Azure Stack Edge Appliance

SHA1

160-bit

SHA1 is used for TPM commands that uses SHA1

SHA256

256-bit

SHA256 is used for TPM commands that support
SHA256

RNGCryptoServiceProvider

256-bit

Used for cryptographic random 256-bit key

RMCP + Authenticated Key
Exchange Protocol (RAKP)

96-bit or
160-bit

Used for key exchange to secure the channel for
IPMI commands issued to BMC

3. MEREEB 05 S5 L% / Mass Market Consideration

HEALUTOEHREE-TELDNESH, (The product satisfies the following requirements):

1)

BAICBRLTRLOHBREZITYS . (i) FERIZHLTI)
XIFEME, FEE (i) BLLLIERBEDEFIZLD
EXICLY., RFEEDEENSRFTEINSGELD X I(LE
REIZHLAICHIRGCRETRESNLLD
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means
of (i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ INnO

<] YES

2)

EEEENEREICKI S TERTELLED
The cryptographic functionality cannot easily be
changed by the user ;

[ ]NO

X] YES

3)

FERICRLTHBERFRFEEDRMNTXENTET
HAEIIHFSNTLDHD

[ ]NnO

<] YES
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https://msdn.microsoft.com/en-us/library/dn765674(v=vs.85).aspx

Designed for use without technical support by the
supplier or the distributor

4. ZIEHISE / Conclusion

FEE3ICELLT, HRES IO S LELHEESh 8 BEE BEEE]
BERAZELE. BEIERNRLELEZTOTSLM, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

Japan Parameter Sheet Cryptographic Features

Microsoft



	1. 暗号機能 / Cryptographic Capabilities
	2. アルゴリズム及び鍵長 / Algorithms and Key Lengths
	3. 市販暗号プログラム該当性 / Mass Market Consideration
	4. 該非判定 / Conclusion

