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About This Report

Scope

The Microsoft® Security Intelligence Report (SIR) focuses on software vulnerabilities,
software vulnerability exploits, malicious and potentially unwanted software, and
security breaches. Past reports and related resources are available for download at
www.microsoft.com/sir. We hope that readers find the data, insights, and guid-
ance provided in this report useful in helping them protect their organizations,
software, and users.

Reporting Period

In this volume of the Microsoft Security Intelligence Report, statistics about malware
families and infections are reported on a quarterly basis and other statistics con-
tinue to be reported on a half-yearly basis, with a focus on 2010.

Throughout the report, half-yearly and quarterly time periods are referenced using
the nHyy or nQyy formats, respectively, where yy indicates the calendar year and
n indicates the half or quarter. For example, 1H10 represents the first half of 2010
(January 1 through June 30), and 2Q10 represents the second quarter of 2010
(April 1 through June 30). To avoid confusion, please pay attention to the report-
ing period or periods being referenced when considering the statistics in this re-
port.

Conventions

This report uses the Microsoft Malware Protection Center (MMPC) naming stan-
dard for families and variants of malware and potentially unwanted software. For
information about this standard, see “Microsoft Malware Protection Center Nam-
ing Standard” on the MMPC website.


http://www.microsoft.com/sir
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx
http://www.microsoft.com/security/portal/Shared/MalwareNaming.aspx
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Albania

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Albania in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Albania and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

5.6 3.3 3.1 2.6

Phishing sites per

1000 hosts Ly

Malware hosting
sites per 1000 3.25 7.48
hosts

Percentage of sites
hosting drive-by 0.094%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 2.6 of every 1,000 computers scanned in Albania
in 4Q10 (a CCM score of 2.6, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Albania over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Albania and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Albania in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Albania in 4Q10 was Worms, which affected
40.3 percent of all cleaned computers, down from 45.3 percent in 3Q10.

¢ The second most common category in Albania in 4Q10 was Misc. Trojans,
which affected 32.9 percent of all cleaned computers, up from 29.6 percent in
3Q10.

¢ The third most common category in Albania in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.5 percent of all cleaned computers, up
from 27.8 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Albania in 4Q10.
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Win32/Autorun 21.1%
Win32/Rimecud 18.2%
Win32/Sality 11.1%
Win32/Taterf 10.5%
Helompy 10.3%
JS/Pornpop 7.5%
Win32/Vobfus 7.4%
Win32/Conficker 7.0%
Win32/Renos 7.0%
Win32/Frethog 5.7%

The most common threat family in Albania in 4Q10 was Win32/Autorun,
which affected 21.1 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Albania in 4Q10 was
Win32/Rimecud, which affected 18.2 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Albania in 4Q10 was Win32/Sality,
which affected 11.1 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Albania in 4Q10 was Win32/Taterf,
which affected 10.5 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Algeria

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Algeria in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Algeria and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

2.2 21

10.8 9.6

Phishing sites per

1000 hosts B

Malware hosting
sites per 1000
hosts

119.50

Percentage of sites
hosting drive-by
downloads

0.305% 0.281%

24 2.7
9.9 8.7
2.10

0.195%
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Infection Trends (CCM)

The MSRT detected malware on 2.7 of every 1,000 computers scanned in Algeria
in 4Q10 (a CCM score of 2.7, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Algeria over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Algeria and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Algeria in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Algeria in 4Q10 was Worms, which affected
42.7 percent of all cleaned computers, up from 41.3 percent in 3Q10.

¢ The second most common category in Algeria in 4Q10 was Misc. Potentially
Unwanted Software, which affected 32.5 percent of all cleaned computers, up
from 28.0 percent in 3Q10.

¢ The third most common category in Algeria in 4Q10 was Misc. Trojans,
which affected 28.1 percent of all cleaned computers, up from 25.8 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Algeria in 4Q10.
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Win32/Autorun 20.7%
Win32/Sality 19.3%
Win32/Taterf 11.6%
Win32/Vobfus 9.2%
Win32/Conficker 8.0%
Win32/Frethog 7.8%
JS/Pornpop 7.3%
Win32/Rimecud 7.3%
Win32/Mabezat 6.7%
Win32/Zwangi 6.2%

The most common threat family in Algeria in 4Q10 was Win32/Autorun,
which affected 20.7 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Algeria in 4Q10 was Win32/Sality,
which affected 19.3 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The third most common threat family in Algeria in 4Q10 was Win32/Taterf,
which affected 11.6 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Algeria in 4Q10 was
Win32/Vobfus, which affected 9.2 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Angola

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Angola in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Angola and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

5.4 4.6

Phishing sites per
1000 hosts

Malware hosting
sites per 1000 0.84
hosts

Percentage of sites
hosting drive-by 0.154%
downloads

5.5 3.9

9.9 8.7

0.201%
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Infection Trends (CCM)

The MSRT detected malware on 3.9 of every 1,000 computers scanned in Angola
in 4Q10 (a CCM score of 3.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Angola over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Angola and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Angola in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Angola in 4Q10 was Worms, which affected
54.2 percent of all cleaned computers, down from 54.9 percent in 3Q10.

¢ The second most common category in Angola in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.5 percent of all cleaned computers, up
from 22.2 percent in 3Q10.

¢ The third most common category in Angola in 4Q10 was Trojan Downloaders
& Droppers, which affected 22.3 percent of all cleaned computers, up from
20.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Angola in 4Q10.
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Win32/Vobfus 30.1%
Win32/Autorun 21.7%
Win32/Rimecud 10.4%
Win32/Virut 8.7%
Win32/Renos 7.4%
Win32/Banload 71.2%
Helompy 6.5%
Win32/Bancos 6.2%
Win32/Conficker 6.2%
Win32/Chir 6.1%

The most common threat family in Angola in 4Q10 was Win32/Vobfus,
which affected 30.1 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Angola in 4Q10 was
Win32/Autorun, which affected 21.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Angola in 4Q10 was
Win32/Rimecud, which affected 10.4 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Angola in 4Q10 was Win32/Virut,
which affected 8.7 percent of cleaned computers. Win32/Virut is a family of
file-infecting viruses that target and infect .exe and .scr files accessed on in-
fected systems. Win32/Virut also opens a backdoor by connecting to an IRC
server.



Argentina

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-

crosoft security programs and services running on computers in Argentina in
4Q10 and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Argentina and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

9.3 9.7

Phishing sites per

1000 hosts el

Malware hosting
sites per 1000 0.19
hosts

Percentage of sites
hosting drive-by 0.099%
downloads

11.4

9.9

9.2
8.7
0.15
0.33
0.097%

29


http://www.microsoft.com/sir

30

Infection Trends (CCM)

The MSRT detected malware on 9.2 of every 1,000 computers scanned in Argen-
tina in 4Q10 (a CCM score of 9.2, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Argentina over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Argentina and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Argentina in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Argentina in 4Q10 was Worms, which affected
44 .3 percent of all cleaned computers, up from 41.0 percent in 3Q10.

¢ The second most common category in Argentina in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 32.3 percent of all cleaned computers,
down from 32.5 percent in 3Q10.

¢ The third most common category in Argentina in 4Q10 was Misc. Trojans,
which affected 19.3 percent of all cleaned computers, down from 19.9 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Argentina in 4Q10.
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IRC/Prune 18.9%
Win32/Autorun 15.8%
JS/Pornpop 9.7%
Win32/Conficker 8.5%
Win32/Taterf 7.1%
Win32/IRChot 6.4%
Win32/Keygen 4.9%
Win32/Frethog 4.6%
Win32/Zwangi 4.1%
Win32/Rimecud 4.1%

The most common threat family in Argentina in 4Q10 was IRC/Prune, which
affected 18.9 percent of cleaned computers. IRC/Prune is a detection for an
Internet Relay Chat (IRC) configuration script commonly named “mirc.ini”.
The script attempts to distribute a VBScript copy of the worm to other users
who connect to IRC channels.

The second most common threat family in Argentina in 4Q10 was
Win32/Autorun, which affected 15.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Argentina in 4Q10 was JS/Pornpop,
which affected 9.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Argentina in 4Q10 was
Win32/Conficker, which affected 8.5 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Australia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Australia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Australia and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.5 of every 1,000 computers scanned in Austral-
iain 4Q10 (a CCM score of 5.5, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Australia over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Australia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Australia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Australia in 4Q10 was Misc. Trojans, which
affected 35.7 percent of all cleaned computers, down from 37.9 percent in
3Q10.

¢ The second most common category in Australia in 4Q10 was Adware, which
affected 26.8 percent of all cleaned computers, up from 23.1 percent in 3Q10.

¢ The third most common category in Australia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 24.2 percent of all cleaned computers, up
from 22.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Australia in 4Q10.
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JS/Pornpop 14.9%
Win32/FakeSpypro 6.0%
Win32/ClickPotato 5.4%
Win32/Renos 5.1%
Win32/Zwangi 5.1%
Win32/Autorun 5.0%
Win32/Hotbhar 4.7%
ASX/Wimad 4.7%
Win32/Alureon 3.8%
Java/CVE-2008-5353 3.4%

The most common threat family in Australia in 4Q10 was JS/Pornpop, which
affected 14.9 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Australia in 4Q10 was
Win32/FakeSpypro, which affected 6.0 percent of cleaned computers.
Win32/FakeSpypro is a rogue security software family distributed under the
names Antivirus System PRO, Spyware Protect 2009, and others.

The third most common threat family in Australia in 4Q10 was
Win32/ClickPotato, which affected 5.4 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Australia in 4Q10 was
Win32/Renos, which affected 5.1 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.



Austria

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Austria in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Austria and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 3.3 of every 1,000 computers scanned in Austria
in 4Q10 (a CCM score of 3.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Austria over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Austria and worldwide

45.0 -
40.0 -
35.0 A
30.0 A
25.0 A
20.0 A
15.0 A

10.0 1 e —— | 0| i ClC
5.0 1 ® — * @ e 4

0.0 T Ausiria
30Q09 4Q09 1Q10 20Q10 3Q10 4Q10




Threat Categories

Malware and potentially unwanted software categories in Austria in 4Q10, by percentage of cleaned

computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Austria in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 23.4 percent of all cleaned computers, down

from 26.4 percent in 3Q10.

The second most common category in Austria in 4Q10 was Adware, which

affected 23.1 percent of all cleaned computers, down from 25.8 percent in

3Q10.

The third most common category in Austria in 4Q10 was Misc. Trojans,

which affected 21.8 percent of all cleaned computers, down from 22.7 per-

cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Austria in 4Q10.
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Win32/IRChot 17.5%
JS/Pornpop 16.2%
Win32/Renos 6.9%
Win32/Keygen 5.5%
Win32/Conficker 4.2%
Win32/Autorun 3.4%
ASX/Wimad 3.1%
Win32/Slenfbot 2.9%
Win32/Alureon 2.9%
Win32/0bfuscator 2.9%

The most common threat family in Austria in 4Q10 was Win32/IRCbot,
which affected 17.5 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The second most common threat family in Austria in 4Q10 was JS/Pornpop,
which affected 16.2 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The third most common threat family in Austria in 4Q10 was Win32/Renos,
which affected 6.9 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.

The fourth most common threat family in Austria in 4Q10 was
Win32/Keygen, which affected 5.5 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



Azerbaijan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Azerbaijan in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Azerbaijan

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Azerbai-
jan in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Azerbaijan over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Azerbaijan and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Azerbaijan in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Azerbaijan in 4Q10 was Misc. Trojans, which
affected 38.7 percent of all cleaned computers, up from 32.6 percent in 3Q10.

¢ The second most common category in Azerbaijan in 4Q10 was Worms, which
affected 34.0 percent of all cleaned computers, up from 31.9 percent in 3Q10.

¢ The third most common category in Azerbaijan in 4Q10 was Misc. Potentially
Unwanted Software, which affected 29.7 percent of all cleaned computers,
down from 30.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Azerbaijan in 4Q10.
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Win32/Autorun 19.6%
Win32/Rimecud 16.3%
Win32/Sality 14.9%
Win32/Taterf 11.1%
JS/Pornpop 9.8%
Win32/Frethog 8.7%
Win32/Conficker 7.6%
Win32/Keygen 5.0%
Win32/IRChot 4.4%
Win32/0bfuscator 4.3%

The most common threat family in Azerbaijan in 4Q10 was Win32/Autorun,
which affected 19.6 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Azerbaijan in 4Q10 was
Win32/Rimecud, which affected 16.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Azerbaijan in 4Q10 was
Win32/Sality, which affected 14.9 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The fourth most common threat family in Azerbaijan in 4Q10 was
Win32/Taterf, which affected 11.1 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.



Bahamas

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bahamas in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Bahamas and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.4 of every 1,000 computers scanned in Baha-
mas in 4Q10 (a CCM score of 5.4, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Bahamas over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Bahamas and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bahamas in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bahamas in 4Q10 was Worms, which affected
40.6 percent of all cleaned computers, down from 47.5 percent in 3Q10.

¢ The second most common category in Bahamas in 4Q10 was Misc. Trojans,
which affected 24.8 percent of all cleaned computers, up from 24.0 percent in
3Q10.

¢ The third most common category in Bahamas in 4Q10 was Misc. Potentially
Unwanted Software, which affected 24.0 percent of all cleaned computers, up
from 20.8 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bahamas in 4Q10.
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Win32/Autorun 12.6%
Win32/Vobfus 11.5%
Win32/Taterf 9.7%
Win32/ClickPotato 9.1%
Win32/Zwangi 8.9%
Win32/Rimecud 8.4%
Win32/IRChot 7.7%
Win32/Frethog 6.3%
Win32/Hothar 6.1%
Win32/Renos 5.8%

The most common threat family in Bahamas in 4Q10 was Win32/Autorun,
which affected 12.6 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Bahamas in 4Q10 was
Win32/Vobfus, which affected 11.5 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The third most common threat family in Bahamas in 4Q10 was Win32/Taterf,
which affected 9.7 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Bahamas in 4Q10 was
Win32/ClickPotato, which affected 9.1 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.



Bahrain

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bahrain in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Bahrain and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 9.0 of every 1,000 computers scanned in Bahrain
in 4Q10 (a CCM score of 9.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Bahrain over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Bahrain and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bahrain in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bahrain in 4Q10 was Worms, which affected
40.6 percent of all cleaned computers, down from 43.2 percent in 3Q10.

¢ The second most common category in Bahrain in 4Q10 was Misc. Trojans,
which affected 38.9 percent of all cleaned computers, up from 33.9 percent in

3Q10.

¢ The third most common category in Bahrain in 4Q10 was Misc. Potentially
Unwanted Software, which affected 25.5 percent of all cleaned computers, up
from 20.8 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bahrain in 4Q10.
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Win32/Rimecud 18.9%
Win32/Autorun 17.4%
Win32/Agent 9.6%
Win32/Sality 8.4%
Win32/Nugel 8.2%
Win32/Taterf 6.3%
Giframe 5.6%
Win32/Mabezat 5.1%
Win32/Conficker 5.1%
Sohanad 4.7%

The most common threat family in Bahrain in 4Q10 was Win32/Rimecud,
which affected 18.9 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Bahrain in 4Q10 was
Win32/Autorun, which affected 17.4 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Bahrain in 4Q10 was Win32/Agent,
which affected 9.6 percent of cleaned computers. Win32/Agent is a generic
detection for a number of trojans that may perform different malicious func-
tions. The functionality exhibited by this family is highly variable.

The fourth most common threat family in Bahrain in 4Q10 was Win32/Sality,
which affected 8.4 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Bangladesh

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bangladesh in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Bangladesh

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 1.5 of every 1,000 computers scanned in Bangla-
desh in 4Q10 (a CCM score of 1.5, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Bangladesh over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Bangladesh and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bangladesh in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bangladesh in 4Q10 was Worms, which af-
fected 56.2 percent of all cleaned computers, down from 61.8 percent in
3Q10.

¢ The second most common category in Bangladesh in 4Q10 was Misc. Trojans,
which affected 34.8 percent of all cleaned computers, up from 28.3 percent in
3Q10.

¢ The third most common category in Bangladesh in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 28.4 percent of all cleaned computers,
up from 26.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bangladesh in 4Q10.
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Win32/Rimecud 32.7%
Win32/Sality 22.2%
Win32/Autorun 21.2%
Win32/Conficker 14.7%
Win32/Stuxnet 9.7%
CplLnk 6.5%
Win32/Taterf 5.8%
JS/Pormpop 5.5%
Win32/VB 5.0%
Win32/Ceelnject 4.5%

The most common threat family in Bangladesh in 4Q10 was Win32/Rimecud,
which affected 32.7 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Bangladesh in 4Q10 was
Win32/Sality, which affected 22.2 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The third most common threat family in Bangladesh in 4Q10 was
Win32/Autorun, which affected 21.2 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Bangladesh in 4Q10 was
Win32/Conficker, which affected 14.7 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Barbados

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Barbados in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Barbados and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

2.6 2.2 23 1.5

Phishing sites per

1000 hosts 48.08 9.62

Malware hosting
sites per 1000 9.62
hosts

Percentage of sites
hosting drive-by 0.280% 0.474%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 1.5 of every 1,000 computers scanned in Barba-
dos in 4Q10 (a CCM score of 1.5, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Barbados over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Barbados and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Barbados in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Barbados in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 32.8 percent of all cleaned computers, down
from 38.3 percent in 3Q10.

¢ The second most common category in Barbados in 4Q10 was Worms, which
affected 31.8 percent of all cleaned computers, up from 26.5 percent in 3Q10.

¢ The third most common category in Barbados in 4Q10 was Adware, which
affected 27.5 percent of all cleaned computers, up from 22.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Barbados in 4Q10.
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Win32/Autorun 18.1%
Win32/Zwangi 12.8%
Win32/ClickPotato 12.6%
Win32/Hotbar 9.2%
Win32/Vobfus 6.6%
Win32/Conficker 5.9%
Win32/Hamweq 5.2%
JS/Pormpop 5.2%
Win32/Renos 4.7%
Win32/Taterf 4.7%

The most common threat family in Barbados in 4Q10 was Win32/Autorun,
which affected 18.1 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Barbados in 4Q10 was
Win32/Zwangi, which affected 12.8 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The third most common threat family in Barbados in 4Q10 was
Win32/ClickPotato, which affected 12.6 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Barbados in 4Q10 was
Win32/Hotbar, which affected 9.2 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



Belarus

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Belarus in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Belarus and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

2.0 1.3

Phishing sites per

1000 hosts ek

Malware hosting
sites per 1000 191
hosts

Percentage of sites
hosting drive-by 0.158% 0.099%
downloads

1.5

9.9

1.5
8.7
1.25
1.41
0.108%
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Infection Trends (CCM)

The MSRT detected malware on 1.5 of every 1,000 computers scanned in Belarus
in 4Q10 (a CCM score of 1.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Belarus over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Belarus and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Belarus in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Belarus in 4Q10 was Misc. Trojans, which af-
fected 44.9 percent of all cleaned computers, up from 39.1 percent in 3Q10.

¢ The second most common category in Belarus in 4Q10 was Misc. Potentially
Unwanted Software, which affected 40.3 percent of all cleaned computers, up
from 38.0 percent in 3Q10.

¢ The third most common category in Belarus in 4Q10 was Worms, which af-
fected 27.8 percent of all cleaned computers, down from 34.1 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Belarus in 4Q10.
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Win32/Rimecud 20.6%
Win32/Autorun 17.3%
Win32/Keygen 12.2%
Win32/Sality 9.6%
Win32/0bfuscator 9.0%
Bumat 5.2%
Win32/Conficker 4.9%
Win32/Stuxnet 4.7%
JS/Pormpop 4.3%
Orsam 4.1%

The most common threat family in Belarus in 4Q10 was Win32/Rimecud,
which affected 20.6 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Belarus in 4Q10 was
Win32/Autorun, which affected 17.3 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Belarus in 4Q10 was Win32/Keygen,
which affected 12.2 percent of cleaned computers. Win32/Keygen is a generic
detection for tools that generate product keys for illegally obtained versions of
various software products.

The fourth most common threat family in Belarus in 4Q10 was Win32/Sality,
which affected 9.6 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Belgium

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Belgium in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Belgium and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

10.1 7.0 7.5 6.1

Phishing sites per

1000 hosts LY w2t

Malware hosting
sites per 1000 0.52 0.21
hosts

Percentage of sites
hosting drive-by 0.129% 0.044% 0.061%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 6.1 of every 1,000 computers scanned in Belgium
in 4Q10 (a CCM score of 6.1, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Belgium over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Belgium and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Belgium in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Belgium in 4Q10 was Adware, which affected
37.9 percent of all cleaned computers, up from 29.1 percent in 3Q10.

¢ The second most common category in Belgium in 4Q10 was Misc. Potentially
Unwanted Software, which affected 30.5 percent of all cleaned computers, up
from 28.8 percent in 3Q10.

¢ The third most common category in Belgium in 4Q10 was Misc. Trojans,
which affected 26.1 percent of all cleaned computers, up from 25.1 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Belgium in 4Q10.
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Win32/ClickPotato 14.8%
JS/Pormpop 13.9%
Win32/Zwangi 13.8%
Win32/Hotbar 7.5%
ASX/Wimad 5.8%
Win32/Renos 5.4%
Win32/Autorun 3.9%
Win32/IRChot 3.6%
Win32/FakeSpypro 3.5%
Win32/Keygen 3.5%

The most common threat family in Belgium in 4Q10 was Win32/ClickPotato,
which affected 14.8 percent of cleaned computers. Win32/ClickPotato is a
program that displays popup and notification-style advertisements based on
the user’s browsing habits.

The second most common threat family in Belgium in 4Q10 was JS/Pornpop,
which affected 13.9 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The third most common threat family in Belgium in 4Q10 was
Win32/Zwangi, which affected 13.8 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in Belgium in 4Q10 was
Win32/Hotbar, which affected 7.5 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



Bolivia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bolivia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Bolivia and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

1.7 7.8

10.8 9.6

Phishing sites per

1000 hosts L

Malware hosting
sites per 1000
hosts

0.22

Percentage of sites
hosting drive-by
downloads

0.277% 0.024%

7.1 5.7
9.9 8.7
0.35
0.50

0.233%
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Infection Trends (CCM)

The MSRT detected malware on 5.7 of every 1,000 computers scanned in Bolivia
in 4Q10 (a CCM score of 5.7, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Bolivia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Bolivia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bolivia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bolivia in 4Q10 was Worms, which affected
44.9 percent of all cleaned computers, down from 51.5 percent in 3Q10.

¢ The second most common category in Bolivia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 33.9 percent of all cleaned computers, up
from 30.7 percent in 3Q10.

¢ The third most common category in Bolivia in 4Q10 was Misc. Trojans, which
affected 24.5 percent of all cleaned computers, up from 20.3 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bolivia in 4Q10.
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Win32/Autorun 19.3%
Win32/Taterf 15.8%
Win32/Rimecud 15.2%
Win32/Frethog 9.7%
Win32/Conficker 8.8%
Win32/Sality 8.2%
Win32/IRChot 7.8%
Win32/Keygen 6.9%
Win32/Silly_P2P 6.4%
Win32/Renos 6.0%

The most common threat family in Bolivia in 4Q10 was Win32/Autorun,
which affected 19.3 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Bolivia in 4Q10 was Win32/Taterf,
which affected 15.8 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The third most common threat family in Bolivia in 4Q10 was
Win32/Rimecud, which affected 15.2 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Bolivia in 4Q10 was
Win32/Frethog, which affected 9.7 percent of cleaned computers.
Win32/Frethog is a large family of password-stealing trojans that target confi-
dential data, such as account information, from massively multiplayer online
games.



Bosnia and Herzegovina

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bosnia and Her-
zegovina in 4Q10 and previous quarters. See the Security Intelligence Report web-
site at http://www.microsoft.com/sir for more information about threats in Bosnia
and Herzegovina and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

13.7 10.7 10.6 8.3

Phishing sites per

1000 hosts 0.45 0.09

Malware hosting
sites per 1000 4.71 79.94
hosts

Percentage of sites
hosting drive-by 0.211% 0.084% 0.098%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 8.3 of every 1,000 computers scanned in Bosnia
and Herzegovina in 4Q10 (a CCM score of 8.3, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for Bosnia and
Herzegovina over the last 6 quarters, compared to 117 other countries and regions
and to the world as a whole.

CCM infection trends in Bosnia and Herzegovina and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bosnia and Herzegovina in 4Q10, by
percentage of cleaned computers affected

40%
35%
30% -
25% -
20% -
15% -
10% -
o m Bosnia and H i
oshia and Herzegovina
0% - g
. S S AN~ ST SRR SR B Worldwide
P Ty o, %, 0, Sy o B,
.0/(9 ) %, o B
Pty 7y %
%, S
7,9 A
¢ % %
%y, S e
S, ¢ 1,
% < (e
S% 7o %
O@ % 6/»
O S %
B, 7S ®
%%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bosnia and Herzegovina in 4Q10 was Worms,
which affected 35.2 percent of all cleaned computers, down from 40.2 per-
cent in 3Q10.

¢ The second most common category in Bosnia and Herzegovina in 4Q10 was
Misc. Trojans, which affected 33.1 percent of all cleaned computers, up from
27.6 percent in 3Q10.

¢ The third most common category in Bosnia and Herzegovina in 4Q10 was
Misc. Potentially Unwanted Software, which affected 31.6 percent of all
cleaned computers, up from 27.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bosnia and Herzegovina in 4Q10.
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Win32/Rimecud 21.5%
Win32/Autorun 15.0%
JS/Pornpop 8.3%
Win32/Sality 7.4%
Win32/Keygen 6.9%
Win32/Renos 6.8%
Win32/Taterf 5.3%
Helompy 5.2%
Win32/Conficker 5.1%
Win32/IRChot 4.2%

The most common threat family in Bosnia and Herzegovina in 4Q10 was
Win32/Rimecud, which affected 21.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The second most common threat family in Bosnia and Herzegovina in 4Q10
was Win32/Autorun, which affected 15.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Bosnia and Herzegovina in 4Q10 was
JS/Pornpop, which affected 8.3 percent of cleaned computers. JS/Pornpop is a
generic detection for specially-crafted JavaScript-enabled objects that attempt
to display pop-under advertisements, usually with adult content.

The fourth most common threat family in Bosnia and Herzegovina in 4Q10
was Win32/Sality, which affected 7.4 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.



Brazil

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Brazil in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Brazil and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

26.1 25.8 26.3 20.8

Phishing sites per

1000 hosts 0.14 0.07

Malware hosting
sites per 1000 1.52 1.21
hosts

Percentage of sites
hosting drive-by 0.175% 0.122% 0.096%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 20.8 of every 1,000 computers scanned in Brazil
in 4Q10 (a CCM score of 20.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Brazil over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Brazil and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Brazil in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Brazil in 4Q10 was Misc. Potentially Unwanted
Software, which affected 33.5 percent of all cleaned computers, down from
35.1 percent in 3Q10.

¢ The second most common category in Brazil in 4Q10 was Worms, which af-
fected 29.0 percent of all cleaned computers, down from 33.2 percent in

3Q10.

¢ The third most common category in Brazil in 4Q10 was Trojan Downloaders
& Droppers, which affected 25.6 percent of all cleaned computers, down
from 28.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Brazil in 4Q10.
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Win32/Autorun 20.3%
Win32/Bancos 14.4%
Win32/Conficker 9.4%
HTML/ IframeRef 8.5%
Win32/Banload 7.4%
Win32/Sality 7.0%
JS/Pornpop 6.7%
Dynamer 5.6%
Win32/Keygen 5.4%
Win32/Rimecud 4.9%

The most common threat family in Brazil in 4Q10 was Win32/Autorun,
which affected 20.3 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Brazil in 4Q10 was Win32/Bancos,
which affected 14.4 percent of cleaned computers. Win32/Bancos is a data-
stealing trojan that captures online banking credentials and relays them to the
attacker. Most variants target customers of Brazilian banks.

The third most common threat family in Brazil in 4Q10 was
Win32/Conficker, which affected 9.4 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Brazil in 4Q10 was
HTML/IframeRef, which affected 8.5 percent of cleaned computers.
HTML/IframeRef is a generic detection for specially formed IFrame tags that
point to remote websites containing malicious content.



Brunei

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Brunei in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Brunei and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

1.7 7.0 8.0 6.6

Phishing sites per

1000 hosts Tk

Malware hosting
sites per 1000 0.40 0.20
hosts

Percentage of sites
hosting drive-by 0.000%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 6.6 of every 1,000 computers scanned in Brunei
in 4Q10 (a CCM score of 6.6, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Brunei over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Brunei and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Brunei in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Brunei in 4Q10 was Worms, which affected
44 .2 percent of all cleaned computers, down from 49.9 percent in 3Q10.

¢ The second most common category in Brunei in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.3 percent of all cleaned computers, up
from 24.1 percent in 3Q10.

¢ The third most common category in Brunei in 4Q10 was Misc. Trojans, which
affected 20.9 percent of all cleaned computers, down from 22.0 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Brunei in 4Q10.
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Win32/Autorun 25.7%
Win32/Vobfus 14.9%
Win32/IRChot 12.5%
Win32/Taterf 11.7%
Win32/Conficker 8.0%
JS/Pornpop 7.6%
Win32/Frethog 6.9%
Win32/Renos 6.1%
Win32/Rimecud 5.5%
Win32/ClickPotato 4.7%

The most common threat family in Brunei in 4Q10 was Win32/Autorun,
which affected 25.7 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Brunei in 4Q10 was
Win32/Vobfus, which affected 14.9 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The third most common threat family in Brunei in 4Q10 was Win32/IRCbot,
which affected 12.5 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The fourth most common threat family in Brunei in 4Q10 was Win32/Taterf,
which affected 11.7 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Bulgaria

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Bulgaria in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Bulgaria and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

10.0 9.0 10.1 9.9

Phishing sites per

1000 hosts 3.88 1.47

Malware hosting
sites per 1000 5.09 5.42
hosts

Percentage of sites
hosting drive-by 0.194% 0.047% 0.032%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.9 of every 1,000 computers scanned in Bulgaria
in 4Q10 (a CCM score of 9.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Bulgaria over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Bulgaria and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Bulgaria in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Bulgaria in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 30.1 percent of all cleaned computers, down
from 32.0 percent in 3Q10.

¢ The second most common category in Bulgaria in 4Q10 was Misc. Trojans,
which affected 29.4 percent of all cleaned computers, down from 31.6 per-
cent in 3Q10.

¢ The third most common category in Bulgaria in 4Q10 was Worms, which af-
fected 23.2 percent of all cleaned computers, down from 31.3 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Bulgaria in 4Q10.
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Win32/IRChot 16.1%
JS/Pornpop 11.2%
Win32/Autorun 11.1%
Win32/Keygen 9.9%
Win32/Rimecud 7.9%
Win32/Conficker 6.4%
Win32/Renos 5.2%
Win32/0bfuscator 3.9%
Win32/Taterf 3.3%
Killav 2.9%

The most common threat family in Bulgaria in 4Q10 was Win32/IRCbot,
which affected 16.1 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The second most common threat family in Bulgaria in 4Q10 was JS/Pornpop,
which affected 11.2 percent of cleaned computers. JS/Pornpop is a generic de
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The third most common threat family in Bulgaria in 4Q10 was
Win32/Autorun, which affected 11.1 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Bulgaria in 4Q10 was
Win32/Keygen, which affected 9.9 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



Cameroon

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Cameroon in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Cameroon

and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

3.9 3.2

10.8 9.6

Phishing sites per
1000 hosts

Malware hosting
sites per 1000
hosts

72.46

Percentage of sites
hosting drive-by
downloads

0.000% 0.072%

3.3 2.8
9.9 8.7
14.49

0.016%
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Came-
roon in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Cameroon over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Cameroon and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Cameroon in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Cameroon in 4Q10 was Worms, which af-
fected 50.4 percent of all cleaned computers, down from 55.9 percent in
3Q10.

¢ The second most common category in Cameroon in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 34.5 percent of all cleaned comput-
ers, up from 30.5 percent in 3Q10.

¢ The third most common category in Cameroon in 4Q10 was Misc. Trojans,
which affected 31.6 percent of all cleaned computers, up from 28.9 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Cameroon in 4Q10.
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Win32/Autorun 28.1%
Win32/Rimecud 22.5%
Win32/Vobfus 21.9%
Win32/Sality 9.5%
CplLnk 8.0%
Win32/Mabezat 1.7%
Win32/Renos 7.5%
Win32/Conficker 6.8%
Win32/Taterf 6.4%
Win32/Virut 5.3%

The most common threat family in Cameroon in 4Q10 was Win32/Autorun,
which affected 28.1 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Cameroon in 4Q10 was
Win32/Rimecud, which affected 22.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Cameroon in 4Q10 was
Win32/Vobfus, which affected 21.9 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in Cameroon in 4Q10 was
Win32/Sality, which affected 9.5 percent of cleaned computers. Win32/Sality
is a family of polymorphic file infectors that target executable files with the ex-
tensions .scr or .exe. They may execute a damaging payload that deletes files
with certain extensions and terminates security-related processes and services.



Canada

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Canada in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Canada and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

5.2 4.5 4.9 4.2

Phishing sites per

1000 hosts 2.30 2.47

Malware hosting
sites per 1000 3.73 4.97
hosts

Percentage of sites
hosting drive-by 0.151% 0.040% 0.049%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 4.2 of every 1,000 computers scanned in Canada
in 4Q10 (a CCM score of 4.2, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Canada over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Canada and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Canada in 4Q10, by percentage of cleaned
computers affected

40% -
35% -
30% -
25%
20% -
15% -
10% -
> B Canad
anada

O% B T T T T T T T T T 1 )

7>

% Sx g % 6,/., X *F% OB %
Y % % G
S Sy 0 N
7 X 7
¢, % %
2, 8 e
S, ¢ 1,
% % 9,
% % %
Q & %
%, S ®
%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Canada in 4Q10 was Adware, which affected
35.6 percent of all cleaned computers, down from 41.0 percent in 3Q10.

¢ The second most common category in Canada in 4Q10 was Misc. Trojans,
which affected 35.3 percent of all cleaned computers, up from 29.0 percent in

3Q10.

¢ The third most common category in Canada in 4Q10 was Misc. Potentially
Unwanted Software, which affected 26.3 percent of all cleaned computers,
down from 26.1 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Canada in 4Q10.

1 JS/Pornpop 15.2%
2  Win32/ClickPotato 12.6%
3 Win32/Zwangi 11.0%
4  Win32/Hotbar 7.4%
5 Java/CVE-2009-3867 5.9%
6 Java/CVE-2008-5353 5.8%
7 Win32/Renos 5.3%
8  ASX/Wimad 5.1%
9  Win32/FakeSpypro 4.1%
10  Win32/Hiloti 4.0%

¢ The most common threat family in Canada in 4Q10 was JS/Pornpop, which
affected 15.2 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

¢ The second most common threat family in Canada in 4Q10 was
Win32/ClickPotato, which affected 12.6 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

¢ The third most common threat family in Canada in 4Q10 was Win32/Zwangi,
which affected 11.0 percent of cleaned computers. Win32/Zwangi is a pro-
gram that runs as a service in the background and modifies Web browser set-
tings to visit a particular website.

¢ The fourth most common threat family in Canada in 4Q10 was
Win32/Hotbar, which affected 7.4 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



Chile

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Chile in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Chile and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

12.9 12.9 14.9 12.5

Phishing sites per

1000 hosts 0.78 0.47

Malware hosting
sites per 1000 0.33 0.30
hosts

Percentage of sites
hosting drive-by 0.195% 0.084% 0.069%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 12.5 of every 1,000 computers scanned in Chile
in 4Q10 (a CCM score of 12.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Chile over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Chile and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Chile in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Chile in 4Q10 was Worms, which affected
36.7 percent of all cleaned computers, down from 40.1 percent in 3Q10.

¢ The second most common category in Chile in 4Q10 was Misc. Potentially
Unwanted Software, which affected 28.7 percent of all cleaned computers,
down from 28.7 percent in 3Q10.

¢ The third most common category in Chile in 4Q10 was Backdoors, which
affected 21.9 percent of all cleaned computers, up from 19.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Chile in 4Q10.
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Win32/Autorun 13.1%
Win32/Taterf 11.4%
Win32/IRChot 11.1%
Win32/Rimecud 9.4%
Sdbot 8.8%
Win32/Frethog 6.7%
Win32/Conficker 5.9%
Win32/Zwangi 5.2%
JS/Pormpop 5.1%
Win32/Vobfus 5.0%

The most common threat family in Chile in 4Q10 was Win32/Autorun, which
affected 13.1 percent of cleaned computers. Win32/Autorun is a family of
worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Chile in 4Q10 was Win32/Taterf,
which affected 11.4 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The third most common threat family in Chile in 4Q10 was Win32/IRCbot,
which affected 11.1 percent of cleaned computers. Win32/IRCbot is a large

family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The fourth most common threat family in Chile in 4Q10 was
Win32/Rimecud, which affected 9.4 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



China

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in China in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in China and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

8.1 5.5 4.5 29

Phishing sites per

1000 hosts Ly o,

Malware hosting
sites per 1000 16.51 40.28
hosts

Percentage of sites
hosting drive-by 0.667% 0.243% 0.214%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 2.9 of every 1,000 computers scanned in China
in 4Q10 (a CCM score of 2.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for China over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in China and worldwide
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Threat Categories

Malware and potentially unwanted software categories in China in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in China in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 48.1 percent of all cleaned computers, up
from 44.1 percent in 3Q10.

¢ The second most common category in China in 4Q10 was Misc. Trojans,
which affected 35.2 percent of all cleaned computers, up from 34.3 percent in

3Q10.

¢ The third most common category in China in 4Q10 was Trojan Downloaders
& Droppers, which affected 20.9 percent of all cleaned computers, down
from 26.3 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in China in 4Q10.
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Win32/BaiduSobar 15.3%
JS/CVE-2010-0806 12.4%
JS/ShellCode 11.5%
Win32/Sogou 10.9%
Win32/Conficker 6.9%
Win32/Jpgiframe 6.4%
Win32/0bfuscator 6.3%
Win32/Startpage 5.7%
Newyx 5.6%
Orsam 5.5%

The most common threat family in China in 4Q10 was Win32/BaiduSobar,
which affected 15.3 percent of cleaned computers. Win32/BaiduSobar is a
Chinese-language Web browser toolbar that delivers pop-up and contextual
advertisements, blocks certain other advertisements, and changes the Internet
Explorer search page.

The second most common threat family in China in 4Q10 was JS/CVE-2010-
0806, which affected 12.4 percent of cleaned computers. JS/CVE-2010-0806
is a detection for malicious JavaScript that attempts to exploit the vulnerability
addressed by Microsoft Security Bulletin MS10-018.

The third most common threat family in China in 4Q10 was JS/ShellCode,
which affected 11.5 percent of cleaned computers. JS/ShellCode is a generic
detection for JavaScript-enabled objects that contain exploit code and may ex-
hibit suspicious behavior. Malicious websites and malformed PDF documents
may contain JavaScript that attempts to execute code without the affected us-
er's consent.

The fourth most common threat family in China in 4Q10 was Win32/Sogou,
which affected 10.9 percent of cleaned computers. Win32/Sogou is a Chinese-
language browser toolbar that may display popup advertisements and may
download and install additional components without user consent.



Colombia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Colombia in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Colombia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

16.0 13.5 12.6 10.0

Phishing sites per

1000 hosts v L)

Malware hosting
sites per 1000 0.28 0.52
hosts

Percentage of sites
hosting drive-by 0.248% 0.081% 0.083%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 10.0 of every 1,000 computers scanned in Co-
lombia in 4Q10 (a CCM score of 10.0, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Colombia over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Colombia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Colombia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Colombia in 4Q10 was Worms, which affected
40.8 percent of all cleaned computers, down from 46.0 percent in 3Q10.

¢ The second most common category in Colombia in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 39.0 percent of all cleaned computers,
down from 40.5 percent in 3Q10.

¢ The third most common category in Colombia in 4Q10 was Misc. Trojans,
which affected 26.3 percent of all cleaned computers, up from 24.2 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Colombia in 4Q10.
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Win32/Autorun 23.9%
Win32/Rimecud 14.1%
Win32/Conficker 9.9%
Win32/IRChot 9.1%
Win32/Silly_P2P 8.4%
Win32/Taterf 7.8%
Nusump 7.4%
JS/Pormpop 7.1%
Win32/Keygen 7.0%
Win32/VBInject 6.8%

The most common threat family in Colombia in 4Q10 was Win32/Autorun,
which affected 23.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Colombia in 4Q10 was
Win32/Rimecud, which affected 14.1 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Colombia in 4Q10 was
Win32/Conficker, which affected 9.9 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Colombia in 4Q10 was
Win32/IRCbot, which affected 9.1 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.



Costa Rica

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Costa Rica in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Costa Rica
and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

16.4 12.6 11.9 13.2

Phishing sites per

1000 hosts e e

Malware hosting
sites per 1000 0.91 0.91
hosts

Percentage of sites
hosting drive-by 0.014% 0.060%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 13.2 of every 1,000 computers scanned in Costa
Rica in 4Q10 (a CCM score of 13.2, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Costa Rica over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Costa Rica and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Costa Rica in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Costa Rica in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 26.4 percent of all cleaned computers, down
from 50.5 percent in 3Q10.

¢ The second most common category in Costa Rica in 4Q10 was Worms, which
affected 26.2 percent of all cleaned computers, down from 36.5 percent in
3Q10.

¢ The third most common category in Costa Rica in 4Q10 was Adware, which
affected 21.6 percent of all cleaned computers, down from 23.9 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Costa Rica in 4Q10.
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JS/Pormpop 13.3%
Win32/Autorun 11.3%
Win32/Conficker 10.7%
Win32/Zwangi 6.6%
Win32/Rimecud 6.1%
Win32/Hothar 3.8%
Win32/Renos 3.7%
Win32/Sality 3.6%
Win32/Taterf 3.2%
Win32/Vobfus 3.2%

The most common threat family in Costa Rica in 4Q10 was JS/Pornpop,
which affected 13.3 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in Costa Rica in 4Q10 was
Win32/Autorun, which affected 11.3 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Costa Rica in 4Q10 was
Win32/Conficker, which affected 10.7 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Costa Rica in 4Q10 was
Win32/Zwangi, which affected 6.6 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Croatia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Croatia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Croatia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

20.4 15.8 14.1 13.4

Phishing sites per

1000 hosts 0.04 0.03

Malware hosting
sites per 1000 0.11 0.15
hosts

Percentage of sites
hosting drive-by 0.207% 0.069% 0.080%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 13.4 of every 1,000 computers scanned in Croa-
tia in 4Q10 (a CCM score of 13.4, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Croatia over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Croatia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Croatia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Croatia in 4Q10 was Misc. Trojans, which af-
fected 30.4 percent of all cleaned computers, down from 32.6 percent in
3Q10.

¢ The second most common category in Croatia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 30.4 percent of all cleaned computers, up
from 28.6 percent in 3Q10.

¢ The third most common category in Croatia in 4Q10 was Worms, which af-
fected 28.1 percent of all cleaned computers, up from 25.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Croatia in 4Q10.

1  Win32/Rimecud 12.5%
2  Win32/Autorun 11.3%
3 JS/Pornpop 11.0%
4  Win32/Renos 7.2%
5  Win32/Keygen 6.7%
6 Win32/IRCbot 5.2%
7  Win32/Conficker 4.8%
8  Win32/Taterf 4.0%
9  Win32/Zwangi 3.5%
10 Win32/0bfuscator 3.5%

¢ The most common threat family in Croatia in 4Q10 was Win32/Rimecud,
which affected 12.5 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

¢ The second most common threat family in Croatia in 4Q10 was
Win32/Autorun, which affected 11.3 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

¢ The third most common threat family in Croatia in 4Q10 was JS/Pornpop,
which affected 11.0 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

¢ The fourth most common threat family in Croatia in 4Q10 was Win32/Renos,
which affected 7.2 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.



Cyprus

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Cyprus in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Cyprus and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

9.9 9.3

Phishing sites per

1000 hosts ikl

Malware hosting
sites per 1000 64.27
hosts

Percentage of sites
hosting drive-by 0.180%
downloads

0.027%

7.9

8.7

0.14

49.17
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Infection Trends (CCM)

The MSRT detected malware on 7.9 of every 1,000 computers scanned in Cyprus
in 4Q10 (a CCM score of 7.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Cyprus over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Cyprus and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Cyprus in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Cyprus in 4Q10 was Worms, which affected
35.5 percent of all cleaned computers, down from 41.9 percent in 3Q10.

¢ The second most common category in Cyprus in 4Q10 was Adware, which
affected 22.5 percent of all cleaned computers, up from 20.5 percent in 3Q10.

¢ The third most common category in Cyprus in 4Q10 was Misc. Potentially
Unwanted Software, which affected 21.6 percent of all cleaned computers, up
from 17.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Cyprus in 4Q10.
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Win32/Taterf 14.6%
Win32/Frethog 9.7%
Win32/Rimecud 8.7%
JS/Pormpop 8.2%
Win32/Autorun 7.9%
Win32/Zwangi 7.2%
Win32/ClickPotato 7.2%
Win32/Hotbar 5.8%
Win32/Conficker 5.7%
Win32/IRChot 5.1%

The most common threat family in Cyprus in 4Q10 was Win32/Taterf, which
affected 14.6 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The second most common threat family in Cyprus in 4Q10 was
Win32/Frethog, which affected 9.7 percent of cleaned computers.
Win32/Frethog is a large family of password-stealing trojans that target confi-
dential data, such as account information, from massively multiplayer online
games.

The third most common threat family in Cyprus in 4Q10 was
Win32/Rimecud, which affected 8.7 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Cyprus in 4Q10 was JS/Pornpop,
which affected 8.2 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Czech Republic

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Czech Republic
in 4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Czech Repub-
lic and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

7.1 5.5 6.2 8.0

Phishing sites per

1000 hosts k) s

Malware hosting
sites per 1000 4.60 13.36
hosts

Percentage of sites
hosting drive-by 0.248% 0.127% 0.107%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 8.0 of every 1,000 computers scanned in Czech
Republic in 4Q10 (a CCM score of 8.0, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Czech Republic over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Czech Republic and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Czech Republic in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Czech Republic in 4Q10 was Backdoors,
which affected 27.4 percent of all cleaned computers, down from 31.9 per-
cent in 3Q10.

¢ The second most common category in Czech Republic in 4Q10 was Misc. Po-
tentially Unwanted Software, which affected 26.6 percent of all cleaned com-
puters, down from 29.8 percent in 3Q10.

¢ The third most common category in Czech Republic in 4Q10 was Misc. Tro-
jans, which affected 24.2 percent of all cleaned computers, up from 21.4 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Czech Republic in 4Q10.
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Win32/IRChot 24.3%
JS/Pornpop 11.4%
Win32/Keygen 7.6%
Win32/Renos 5.5%
Win32/Autorun 5.4%
Win32/0bfuscator 4.3%
Win32/Slenfbot 4.3%
Win32/Rimecud 3.6%
Win32/Conficker 3.3%
Bumat 2.3%

The most common threat family in Czech Republic in 4Q10 was
Win32/IRCbot, which affected 24.3 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The second most common threat family in Czech Republic in 4Q10 was
JS/Pornpop, which affected 11.4 percent of cleaned computers. JS/Pornpop is
a generic detection for specially-crafted JavaScript-enabled objects that at-
tempt to display pop-under advertisements, usually with adult content.

The third most common threat family in Czech Republic in 4Q10 was
Win32/Keygen, which affected 7.6 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.

The fourth most common threat family in Czech Republic in 4Q10 was
Win32/Renos, which affected 5.5 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.



Denmark

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Denmark in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Denmark and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

6.0 41

10.8 9.6

Phishing sites per

1000 hosts it

Malware hosting
sites per 1000
hosts

0.41

Percentage of sites
hosting drive-by
downloads

0.140% 0.042%

4.9 3.9
9.9 8.7
0.49
0.51

0.037%
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Infection Trends (CCM)

The MSRT detected malware on 3.9 of every 1,000 computers scanned in Den-
mark in 4Q10 (a CCM score of 3.9, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Denmark over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Denmark and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Denmark in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Denmark in 4Q10 was Adware, which affected
41.4 percent of all cleaned computers, up from 32.4 percent in 3Q10.

¢ The second most common category in Denmark in 4Q10 was Misc. Trojans,
which affected 28.9 percent of all cleaned computers, down from 31.1 per-

cent in 3Q10.

¢ The third most common category in Denmark in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.9 percent of all cleaned computers, up
from 27.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Denmark in 4Q10.
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JS/Pormpop 27.8%
Win32/ClickPotato 7.9%
Win32/Renos 7.1%
Win32/Zwangi 6.8%
Win32/Keygen 5.5%
Win32/Hothar 5.1%
Java/CVE-2009-3867 4.7%
Java/CVE-2008-5353 4.1%
Win32/0bfuscator 3.6%
ASX/Wimad 3.5%

The most common threat family in Denmark in 4Q10 was JS/Pornpop, which
affected 27.8 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Denmark in 4Q10 was
Win32/ClickPotato, which affected 7.9 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Denmark in 4Q10 was
Win32/Renos, which affected 7.1 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.

The fourth most common threat family in Denmark in 4Q10 was
Win32/Zwangi, which affected 6.8 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Dominican Republic

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Dominican Re-
public in 4Q10 and previous quarters. See the Security Intelligence Report website
at http://www.microsoft.com/sir for more information about threats in Dominican

Republic and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

8.9 7.4

10.8 9.6

Phishing sites per

1000 hosts e

Malware hosting
sites per 1000
hosts

0.11

Percentage of sites
hosting drive-by
downloads

0.214% 0.041%

7.9 6.9
9.9 8.7
0.11
0.12

0.078%
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Infection Trends (CCM)

The MSRT detected malware on 6.9 of every 1,000 computers scanned in Domi-
nican Republic in 4Q10 (a CCM score of 6.9, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for Dominican
Republic over the last 6 quarters, compared to 117 other countries and regions
and to the world as a whole.

CCM infection trends in Dominican Republic and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Dominican Republic in 4Q10, by percentage
of cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Dominican Republic in 4Q10 was Worms,
which affected 44.5 percent of all cleaned computers, down from 48.6 per-
cent in 3Q10.

¢ The second most common category in Dominican Republic in 4Q10 was
Misc. Potentially Unwanted Software, which affected 37.1 percent of all
cleaned computers, up from 35.6 percent in 3Q10.

¢ The third most common category in Dominican Republic in 4Q10 was Misc.
Trojans, which affected 27.6 percent of all cleaned computers, up from 25.2
percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Dominican Republic in 4Q10.
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Win32/Autorun 24.8%
Win32/Sality 19.2%
Win32/Rimecud 16.2%
Win32/Vobfus 11.6%
Win32/IRChot 8.7%
Win32/Silly_P2P 7.9%
Win32/Taterf 7.7%
Win32/Brontok 6.3%
Win32/Hamweq 5.3%
Win32/Keygen 5.0%

The most common threat family in Dominican Republic in 4Q10 was
Win32/Autorun, which affected 24.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The second most common threat family in Dominican Republic in 4Q10 was
Win32/Sality, which affected 19.2 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The third most common threat family in Dominican Republic in 4Q10 was
Win32/Rimecud, which affected 16.2 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Dominican Republic in 4Q10 was
Win32/Vobfus, which affected 11.6 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Ecuador

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Ecuador in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Ecuador and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

17.3 12.9 12.0 8.9

Phishing sites per

1000 hosts 0.79 1.34

Malware hosting
sites per 1000 0.29 0.48
hosts

Percentage of sites
hosting drive-by 0.130% 0.115% 0.081%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 8.9 of every 1,000 computers scanned in Ecuador
in 4Q10 (a CCM score of 8.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Ecuador over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Ecuador and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Ecuador in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Ecuador in 4Q10 was Worms, which affected
40.8 percent of all cleaned computers, down from 46.8 percent in 3Q10.

¢ The second most common category in Ecuador in 4Q10 was Misc. Potentially
Unwanted Software, which affected 36.2 percent of all cleaned computers, up
from 33.5 percent in 3Q10.

¢ The third most common category in Ecuador in 4Q10 was Backdoors, which
affected 25.4 percent of all cleaned computers, up from 20.7 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Ecuador in 4Q10.
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Win32/Autorun 19.0%
Win32/IRChot 14.3%
Win32/Taterf 12.3%
Win32/Rimecud 11.0%
Win32/Vobfus 10.6%
Esfury 7.1%
Win32/Frethog 6.3%
Win32/Keygen 6.2%
Sdbot 6.1%
Win32/FlyAgent 6.0%

The most common threat family in Ecuador in 4Q10 was Win32/Autorun,
which affected 19.0 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Ecuador in 4Q10 was
Win32/IRCbot, which affected 14.3 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The third most common threat family in Ecuador in 4Q10 was Win32/Taterf,
which affected 12.3 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Ecuador in 4Q10 was
Win32/Rimecud, which affected 11.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Egypt

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Egypt in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Egypt and

around the world.

BTN ECIE
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Percentage of sites
hosting drive-by
downloads
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9.9 8.7
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Infection Trends (CCM)

The MSRT detected malware on 11.4 of every 1,000 computers scanned in Egypt
in 4Q10 (a CCM score of 11.4, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Egypt over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Egypt and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Egypt in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Egypt in 4Q10 was Worms, which affected
39.2 percent of all cleaned computers, down from 43.2 percent in 3Q10.

¢ The second most common category in Egypt in 4Q10 was Misc. Trojans,
which affected 37.0 percent of all cleaned computers, up from 35.6 percent in

3Q10.

¢ The third most common category in Egypt in 4Q10 was Viruses, which af-
fected 30.4 percent of all cleaned computers, up from 24.6 percent in 3Q10.

139



140

Threat Families

The top 10 malware and potentially unwanted software families in Egypt in 4Q10.
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Win32/Sality 32.2%
Win32/Autorun 21.6%
JS/Pornpop 8.7%
Win32/Rimecud 7.6%
Win32/Agent 7.3%
Win32/Conficker 7.2%
Win32/Keygen 7.1%
Win32/Taterf 5.3%
Win32/Virut 4.3%
Win32/Renos 4.2%

The most common threat family in Egypt in 4Q10 was Win32/Sality, which
affected 32.2 percent of cleaned computers. Win32/Sality is a family of poly-
morphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain ex-
tensions and terminates security-related processes and services.

The second most common threat family in Egypt in 4Q10 was
Win32/Autorun, which affected 21.6 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Egypt in 4Q10 was JS/Pornpop,
which affected 8.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Egypt in 4Q10 was
Win32/Rimecud, which affected 7.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



El Salvador

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in El Salvador in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in El Salvador
and around the world.

BTN ECIE

Host infection rate
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hosts
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downloads
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Infection Trends (CCM)

The MSRT detected malware on 15.2 of every 1,000 computers scanned in El Sal-
vador in 4Q10 (a CCM score of 15.2, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for El Salvador over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in El Salvador and worldwide
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Threat Categories

Malware and potentially unwanted software categories in El Salvador in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in El Salvador in 4Q10 was Worms, which af-
fected 43.1 percent of all cleaned computers, down from 52.9 percent in
3Q10.

¢ The second most common category in El Salvador in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 33.1 percent of all cleaned comput-
ers, up from 29.9 percent in 3Q10.

¢ The third most common category in El Salvador in 4Q10 was Misc. Trojans,
which affected 26.2 percent of all cleaned computers, up from 23.2 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in El Salvador in 4Q10.
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Win32/Rimecud 19.3%
Win32/Autorun 18.9%
Win32/Vobfus 13.5%
Win32/Taterf 10.6%
Win32/IRChot 10.1%
Win32/Renos 6.6%
Win32/Keygen 6.2%
Win32/Frethog 6.0%
JS/Pormpop 5.9%
Win32/Conficker 4.8%

The most common threat family in El Salvador in 4Q10 was Win32/Rimecud,
which affected 19.3 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in El Salvador in 4Q10 was
Win32/Autorun, which affected 18.9 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in El Salvador in 4Q10 was
Win32/Vobfus, which affected 13.5 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in El Salvador in 4Q10 was
Win32/Taterf, which affected 10.6 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.



Estonia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Estonia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Estonia and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.9 of every 1,000 computers scanned in Estonia
in 4Q10 (a CCM score of 5.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Estonia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Estonia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Estonia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Estonia in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 29.0 percent of all cleaned computers, down
from 33.6 percent in 3Q10.

¢ The second most common category in Estonia in 4Q10 was Adware, which
affected 28.3 percent of all cleaned computers, up from 26.0 percent in 3Q10.

¢ The third most common category in Estonia in 4Q10 was Misc. Trojans,
which affected 26.5 percent of all cleaned computers, up from 23.2 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Estonia in 4Q10.
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JS/Pornpop 14.7%
Win32/ClickPotato 7.0%
Win32/Keygen 6.8%
Win32/Renos 6.7%
Win32/Zwangi 5.7%
Win32/Conficker 5.5%
Win32/Rimecud 5.2%
Win32/IRChot 4.9%
Win32/Hothar 4.6%
Win32/Autorun 4.1%

The most common threat family in Estonia in 4Q10 was JS/Pornpop, which
affected 14.7 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Estonia in 4Q10 was
Win32/ClickPotato, which affected 7.0 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Estonia in 4Q10 was Win32/Keygen,
which affected 6.8 percent of cleaned computers. Win32/Keygen is a generic
detection for tools that generate product keys for illegally obtained versions of
various software products.

The fourth most common threat family in Estonia in 4Q10 was Win32/Renos,
which affected 6.7 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.



Finland

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Finland in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Finland and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.3 of every 1,000 computers scanned in Finland
in 4Q10 (a CCM score of 2.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Finland over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Finland and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Finland in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Finland in 4Q10 was Adware, which affected
35.5 percent of all cleaned computers, down from 36.0 percent in 3Q10.

¢ The second most common category in Finland in 4Q10 was Misc. Trojans,
which affected 27.6 percent of all cleaned computers, up from 26.9 percent in

3Q10.

¢ The third most common category in Finland in 4Q10 was Misc. Potentially
Unwanted Software, which affected 25.0 percent of all cleaned computers,
down from 26.1 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Finland in 4Q10.

© 00 N OO O &~ W N -

[
o

JS/Pornpop 21.4%
Win32/Renos 6.9%
Win32/ClickPotato 6.3%
Win32/Zwangi 5.6%
Java/CVE-2008-5353 4.6%
Java/CVE-2009-3867 4.4%
Win32/Keygen 4.1%
ASX/Wimad 4.0%
Win32/Hothar 3.9%
Win32/Bubnix 3.8%

The most common threat family in Finland in 4Q10 was JS/Pornpop, which
affected 21.4 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Finland in 4Q10 was
Win32/Renos, which affected 6.9 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.

The third most common threat family in Finland in 4Q10 was
Win32/ClickPotato, which affected 6.3 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Finland in 4Q10 was
Win32/Zwangi, which affected 5.6 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



France

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in France in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in France and
around the world.
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downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.8 of every 1,000 computers scanned in France
in 4Q10 (a CCM score of 9.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for France over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in France and worldwide
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Threat Categories

Malware and potentially unwanted software categories in France in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in France in 4Q10 was Adware, which affected
38.2 percent of all cleaned computers, up from 25.9 percent in 3Q10.

¢ The second most common category in France in 4Q10 was Misc. Potentially
Unwanted Software, which affected 36.8 percent of all cleaned computers, up
from 25.7 percent in 3Q10.

¢ The third most common category in France in 4Q10 was Misc. Trojans, which
affected 21.0 percent of all cleaned computers, down from 25.3 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in France in 4Q10.
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Win32/ClickPotato 20.8%
Win32/Zwangi 19.4%
Win32/Hotbar 10.1%
JS/Pormpop 6.9%
Win32/Autorun 6.5%
Win32/Taterf 4.6%
ASX/Wimad 4.6%
Win32/Renos 4.2%
Win32/Rimecud 3.3%
Win32/Vobfus 3.2%

The most common threat family in France in 4Q10 was Win32/ClickPotato,
which affected 20.8 percent of cleaned computers. Win32/ClickPotato is a
program that displays popup and notification-style advertisements based on
the user’s browsing habits.

The second most common threat family in France in 4Q10 was
Win32/Zwangi, which affected 19.4 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The third most common threat family in France in 4Q10 was Win32/Hotbar,
which affected 10.1 percent of cleaned computers. Win32/Hotbar is adware
that displays a dynamic toolbar and targeted pop-up ads based on its monitor-
ing of Web-browsing activity.

The fourth most common threat family in France in 4Q10 was JS/Pornpop,
which affected 6.9 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Georgia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Georgia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Georgia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

7.9 7.1 1.7 7.3

Phishing sites per

1000 hosts 14.69 5.81

Malware hosting
sites per 1000 43.58 29.92
hosts

Percentage of sites
hosting drive-by 0.675% 0.392% 0.341%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 7.3 of every 1,000 computers scanned in Georgia
in 4Q10 (a CCM score of 7.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Georgia over the last 6 quarters,

compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Georgia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Georgia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Georgia in 4Q10 was Misc. Trojans, which
affected 34.5 percent of all cleaned computers, down from 40.0 percent in

3Q10.

¢ The second most common category in Georgia in 4Q10 was Worms, which
affected 33.5 percent of all cleaned computers, down from 37.1 percent in
3Q10.

¢ The third most common category in Georgia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 33.4 percent of all cleaned computers, up
from 32.0 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Georgia in 4Q10.
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Win32/Autorun 21.4%
Win32/Rimecud 13.5%
Win32/IRChot 11.8%
Win32/Taterf 11.4%
Win32/Sality 11.2%
JS/Pornpop 10.9%
Win32/Frethog 8.2%
Jeefo 6.5%
Win32/Keygen 6.2%
Win32/Conficker 5.9%

The most common threat family in Georgia in 4Q10 was Win32/Autorun,
which affected 21.4 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Georgia in 4Q10 was
Win32/Rimecud, which affected 13.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Georgia in 4Q10 was Win32/IRCbot,
which affected 11.8 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The fourth most common threat family in Georgia in 4Q10 was Win32/Taterf,
which affected 11.4 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Germany

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Germany in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Germany and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

5.5 4.6 5.6 5.3

Phishing sites per

1000 hosts 0.44 0.43

Malware hosting
sites per 1000 1.98 4.98
hosts

Percentage of sites
hosting drive-by 0.109% 0.019% 0.026%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 5.3 of every 1,000 computers scanned in Germa-
ny in 4Q10 (a CCM score of 5.3, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Germany over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Germany and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Germany in 4Q10, by percentage of cleaned
computers affected

30% -+
25%
20% -
15% -
10% -
5% 1
0% B Germany
0 7 T T T T T T T T T 1
i 2 A& L. 8 B Worldwide
%0 % %O % %b; N, W, o U Y
R TR 20, s %/« KT S
Z- o 2, %
% % Sy
2 % &
%) A [y
Y. S ¢
% 7, %,
o4 % %
@o 0@ O/}/)
%, s o
Q/\@ .

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Germany in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 26.6 percent of all cleaned computers, down
from 31.2 percent in 3Q10.

¢ The second most common category in Germany in 4Q10 was Adware, which
affected 26.0 percent of all cleaned computers, down from 28.5 percent in
3Q10.

¢ The third most common category in Germany in 4Q10 was Misc. Trojans,
which affected 25.8 percent of all cleaned computers, up from 22.2 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Germany in 4Q10.
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JS/Pormpop 18.2%
Win32/Renos 7.6%
Win32/Zbot 6.9%
Win32/Conficker 5.2%
Win32/0bfuscator 4.8%
Win32/Keygen 4.2%
Win32/Alureon 4.1%
PossibleHostsFileHijack 3.7%
Win32/Autorun 3.5%
Win32/ClickPotato 3.4%

The most common threat family in Germany in 4Q10 was JS/Pornpop, which
affected 18.2 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Germany in 4Q10 was
Win32/Renos, which affected 7.6 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.

The third most common threat family in Germany in 4Q10 was Win32/Zbot,
which affected 6.9 percent of cleaned computers. Win32/Zbot is a family of
password stealing trojans that also contains backdoor functionality allowing
unauthorized access and control of an affected machine.

The fourth most common threat family in Germany in 4Q10 was
Win32/Conficker, which affected 5.2 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Ghana

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Ghana in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Ghana and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

2.9 1.6

Phishing sites per

1000 hosts ik

Malware hosting
sites per 1000 0.08
hosts

Percentage of sites
hosting drive-by 8.755%
downloads

1.5 1.2

9.9 8.7

0.122%
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Infection Trends (CCM)

The MSRT detected malware on 1.2 of every 1,000 computers scanned in Ghana
in 4Q10 (a CCM score of 1.2, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Ghana over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Ghana and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Ghana in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Ghana in 4Q10 was Worms, which affected
49.0 percent of all cleaned computers, down from 54.3 percent in 3Q10.

¢ The second most common category in Ghana in 4Q10 was Misc. Trojans,
which affected 40.0 percent of all cleaned computers, down from 42.1 per-
cent in 3Q10.

¢ The third most common category in Ghana in 4Q10 was Misc. Potentially
Unwanted Software, which affected 33.3 percent of all cleaned computers, up
from 30.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Ghana in 4Q10.
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Win32/Autorun 29.8%
Win32/Rimecud 26.6%
Win32/Vobfus 17.8%
Win32/Folstart 15.2%
Win32/Sality 10.5%
Win32/Mabezat 8.1%
Win32/Virut 7.9%
CplLnk 7.6%
Win32/Nugel 5.8%
Win32/Renos 5.6%

The most common threat family in Ghana in 4Q10 was Win32/Autorun,
which affected 29.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Ghana in 4Q10 was
Win32/Rimecud, which affected 26.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Ghana in 4Q10 was Win32/Vobfus,
which affected 17.8 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The fourth most common threat family in Ghana in 4Q10 was
Win32/Folstart, which affected 15.2 percent of cleaned computers.
Win32/Folstart is



Greece

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Greece in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Greece and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

18.7 15.4 17.5 14.0

Phishing sites per

1000 hosts e e

Malware hosting
sites per 1000 0.33 0.06
hosts

Percentage of sites
hosting drive-by 0.275% 0.076% 0.068%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 14.0 of every 1,000 computers scanned in Greece
in 4Q10 (a CCM score of 14.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Greece over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Greece and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Greece in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Greece in 4Q10 was Worms, which affected
27.5 percent of all cleaned computers, down from 30.9 percent in 3Q10.

¢ The second most common category in Greece in 4Q10 was Misc. Potentially
Unwanted Software, which affected 26.7 percent of all cleaned computers,
down from 26.9 percent in 3Q10.

¢ The third most common category in Greece in 4Q10 was Misc. Trojans,
which affected 25.3 percent of all cleaned computers, up from 23.4 percent in

3Q10.

171



172

Threat Families

The top 10 malware and potentially unwanted software families in Greece in 4Q10.
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JS/Pormpop 12.6%
Win32/Autorun 9.7%
Win32/Taterf 8.5%
Win32/Renos 7.0%
Win32/Keygen 6.3%
Win32/Zwangi 5.4%
Win32/Frethog 5.1%
Win32/Rimecud 4.3%
Win32/ClickPotato 4.1%
Win32/IRChot 4.1%

The most common threat family in Greece in 4Q10 was JS/Pornpop, which
affected 12.6 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Greece in 4Q10 was
Win32/Autorun, which affected 9.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Greece in 4Q10 was Win32/Taterf,
which affected 8.5 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Greece in 4Q10 was Win32/Renos,
which affected 7.0 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.



Guadeloupe

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Guadeloupe in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Guadeloupe

and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8

3.5

Phishing sites per
1000 hosts

Malware hosting
sites per 1000
hosts

Percentage of sites
hosting drive-by 0.000%
downloads

3.0 3.6 2.8
9.6 9.9 8.7
0.137%
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Guade-
loupe in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Guadeloupe over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Guadeloupe and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Guadeloupe in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Guadeloupe in 4Q10 was Worms, which af-
fected 40.9 percent of all cleaned computers, down from 43.6 percent in
3Q10.

¢ The second most common category in Guadeloupe in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 32.4 percent of all cleaned comput-
ers, up from 23.3 percent in 3Q10.

¢ The third most common category in Guadeloupe in 4Q10 was Adware, which
affected 28.7 percent of all cleaned computers, up from 22.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Guadeloupe in 4Q10.
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Win32/Vobfus 24.2%
Win32/Autorun 14.8%
Win32/ClickPotato 14.7%
Win32/Zwangi 14.2%
Win32/Brontok 8.0%
Win32/Hothar 7.9%
Win32/Taterf 7.3%
Win32/Frethog 4.4%
Win32/Renos 4.3%
JS/Pormpop 3.4%

The most common threat family in Guadeloupe in 4Q10 was Win32/Vobfus,
which affected 24.2 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Guadeloupe in 4Q10 was
Win32/Autorun, which affected 14.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Guadeloupe in 4Q10 was
Win32/ClickPotato, which affected 14.7 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Guadeloupe in 4Q10 was
Win32/Zwangi, which affected 14.2 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Guatemala

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Guatemala in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Guatemala
and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

16.1 13.3 13.2 10.2

Phishing sites per

1000 hosts et e

Malware hosting
sites per 1000 0.02 0.16
hosts

Percentage of sites
hosting drive-by 0.122% 0.143% 0.092%
downloads

177


http://www.microsoft.com/sir

Infection Trends (CCM)

The MSRT detected malware on 10.2 of every 1,000 computers scanned in Gua-
temala in 4Q10 (a CCM score of 10.2, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Guatemala over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Guatemala and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Guatemala in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Guatemala in 4Q10 was Worms, which af-
fected 40.3 percent of all cleaned computers, down from 48.6 percent in
3Q10.

¢ The second most common category in Guatemala in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 34.3 percent of all cleaned comput-
ers, up from 32.5 percent in 3Q10.

¢ The third most common category in Guatemala in 4Q10 was Misc. Trojans,
which affected 27.4 percent of all cleaned computers, up from 21.7 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Guatemala in 4Q10.
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Win32/Rimecud 19.0%
Win32/Autorun 17.7%
Win32/Taterf 13.3%
Win32/Vobfus 11.3%
Win32/IRChot 10.6%
Win32/Frethog 7.4%
Win32/Keygen 6.3%
Win32/Sality 5.4%
Win32/VBInject 5.3%
JS/Pormpop 4.8%

The most common threat family in Guatemala in 4Q10 was Win32/Rimecud,
which affected 19.0 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Guatemala in 4Q10 was
Win32/Autorun, which affected 17.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Guatemala in 4Q10 was
Win32/Taterf, which affected 13.3 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.

The fourth most common threat family in Guatemala in 4Q10 was
Win32/Vobfus, which affected 11.3 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Honduras

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Honduras in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Honduras
and around the world.

BTN ECIE

Host infection rate
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CCM Worldwide 10.8 9.6 9.9 8.7
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Malware hosting
sites per 1000 3.22 2.84
hosts

Percentage of sites
hosting drive-by 0.216% 0.058%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 11.0 of every 1,000 computers scanned in Hon-
duras in 4Q10 (a CCM score of 11.0, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Honduras over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Honduras and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Honduras in 4Q10, by percentage of cleaned
computers affected

45%
40%
35% 1
30%
25% 1
20% -
15% -
10% -
04 -
?)(f B Honduras
0 7 T T T T T T T T T 1
2, %O @,&O %, o 639% A% %, Qfo/ %% m Worldwide
P9 RN ‘900 Y gy 8 T %,
O,é) @/ ° O/& % Q
% (9/)@ 177?/ 6}
Q// o@ @@/
< (% Q)
% S, i)
3 S ¢
% 7 O/).
(o4 % 7
Y yo) %,
O/;ZI, @/&\ ?Q
%%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Honduras in 4Q10 was Worms, which affected
44.1 percent of all cleaned computers, down from 49.9 percent in 3Q10.

¢ The second most common category in Honduras in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 33.4 percent of all cleaned computers,
up from 29.1 percent in 3Q10.

¢ The third most common category in Honduras in 4Q10 was Misc. Trojans,
which affected 26.5 percent of all cleaned computers, up from 22.3 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Honduras in 4Q10.
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Win32/Vobfus 20.3%
Win32/Autorun 20.2%
Win32/Rimecud 16.6%
Win32/Taterf 9.2%
Win32/Renos 7.4%
Win32/Nugel 6.8%
Win32/Keygen 6.3%
Win32/IRChot 6.0%
Win32/Frethog 5.1%
Win32/Conficker 5.0%

The most common threat family in Honduras in 4Q10 was Win32/Vobfus,
which affected 20.3 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Honduras in 4Q10 was
Win32/Autorun, which affected 20.2 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Honduras in 4Q10 was
Win32/Rimecud, which affected 16.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Honduras in 4Q10 was
Win32/Taterf, which affected 9.2 percent of cleaned computers. Win32/Taterf
is a family of worms that spread through mapped drives to steal login and ac-
count details for popular online games.



Hong Kong

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Hong Kong in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Hong Kong

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 6.3 of every 1,000 computers scanned in Hong
Kong in 4Q10 (a CCM score of 6.3, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Hong Kong over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Hong Kong and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Hong Kong in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Hong Kong in 4Q10 was Misc. Potentially
Unwanted Software, which affected 25.1 percent of all cleaned computers,
down from 28.6 percent in 3Q10.

¢ The second most common category in Hong Kong in 4Q10 was Misc. Trojans,
which affected 22.9 percent of all cleaned computers, down from 23.7 per-
cent in 3Q10.

¢ The third most common category in Hong Kong in 4Q10 was Worms, which
affected 20.0 percent of all cleaned computers, down from 22.9 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Hong Kong in 4Q10.
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Win32/Frethog 16.5%
Win32/Taterf 9.8%
Win32/IRChot 8.4%
Win32/Autorun 8.0%
JS/Pornpop 5.4%
Win32/BaiduSobar 4.1%
Win32/Keygen 3.9%
Giframe 3.7%
Win32/Renos 3.2%
Win32/Rimecud 3.1%

The most common threat family in Hong Kong in 4Q10 was Win32/Frethog,
which affected 16.5 percent of cleaned computers. Win32/Frethog is a large
family of password-stealing trojans that target confidential data, such as ac-
count information, from massively multiplayer online games.

The second most common threat family in Hong Kong in 4Q10 was
Win32/Taterf, which affected 9.8 percent of cleaned computers. Win32/Taterf
is a family of worms that spread through mapped drives to steal login and ac-
count details for popular online games.

The third most common threat family in Hong Kong in 4Q10 was
Win32/IRCbot, which affected 8.4 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The fourth most common threat family in Hong Kong in 4Q10 was
Win32/Autorun, which affected 8.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.



Hungary

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Hungary in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Hungary and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

19.4 15.2 14.9 11.1

Phishing sites per

1000 hosts 0.48 0.74

Malware hosting
sites per 1000 1.57 2.05
hosts

Percentage of sites
hosting drive-by 0.238% 0.142% 0.099%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 11.1 of every 1,000 computers scanned in Hun-
gary in 4Q10 (a CCM score of 11.1, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Hungary over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Hungary and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Hungary in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Hungary in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 29.5 percent of all cleaned computers, down
from 30.2 percent in 3Q10.

¢ The second most common category in Hungary in 4Q10 was Misc. Trojans,
which affected 26.1 percent of all cleaned computers, down from 28.7 per-

cent in 3Q10.

¢ The third most common category in Hungary in 4Q10 was Worms, which
affected 25.3 percent of all cleaned computers, up from 24.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Hungary in 4Q10.
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JS/Pormpop 11.8%
Win32/Autorun 9.4%
Win32/Taterf 7.9%
Win32/Keygen 7.5%
HTML/lframeRef 7.3%
Win32/Renos 6.8%
Win32/Conficker 6.3%
Win32/Frethog 5.4%
Win32/0bfuscator 3.8%
Win32/Rimecud 3.4%

The most common threat family in Hungary in 4Q10 was JS/Pornpop, which
affected 11.8 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Hungary in 4Q10 was
Win32/Autorun, which affected 9.4 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Hungary in 4Q10 was Win32/Taterf,
which affected 7.9 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Hungary in 4Q10 was
Win32/Keygen, which affected 7.5 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



Iceland

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Iceland in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Iceland and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

12.5 1.7 7.1 5.9

Phishing sites per

1000 hosts e ol

Malware hosting
sites per 1000 0.14 0.12
hosts

Percentage of sites
hosting drive-by 0.198% 0.032% 0.041%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 5.9 of every 1,000 computers scanned in Iceland
in 4Q10 (a CCM score of 5.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Iceland over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Iceland and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Iceland in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Iceland in 4Q10 was Adware, which affected
31.1 percent of all cleaned computers, up from 29.3 percent in 3Q10.

¢ The second most common category in Iceland in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.9 percent of all cleaned computers, up
from 26.5 percent in 3Q10.

¢ The third most common category in Iceland in 4Q10 was Misc. Trojans,
which affected 25.4 percent of all cleaned computers, down from 25.9 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Iceland in 4Q10.
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JS/Pornpop 14.7%
Win32/ClickPotato 9.4%
Win32/Renos 7.5%
Win32/Zwangi 7.5%
Win32/Rimecud 6.4%
Win32/Hothar 5.9%
Win32/Keygen 5.0%
Win32/Autorun 4.4%
Win32/IRChot 4.0%
Win32/Conficker 2.8%

The most common threat family in Iceland in 4Q10 was JS/Pornpop, which
affected 14.7 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Iceland in 4Q10 was
Win32/ClickPotato, which affected 9.4 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Iceland in 4Q10 was Win32/Renos,
which affected 7.5 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.

The fourth most common threat family in Iceland in 4Q10 was
Win32/Zwangi, which affected 7.5 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



India

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in India in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in India and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

4.6 3.4

10.8 9.6

Phishing sites per

1000 hosts Ly

Malware hosting
sites per 1000
hosts

0.69

Percentage of sites
hosting drive-by
downloads

0.267% 0.210%

4.1 3.2
9.9 8.7
0.14
0.70

0.150%
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Infection Trends (CCM)

The MSRT detected malware on 3.2 of every 1,000 computers scanned in India in
4Q10 (a CCM score of 3.2, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for India over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in India and worldwide
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Threat Categories

Malware and potentially unwanted software categories in India in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in India in 4Q10 was Worms, which affected
42.5 percent of all cleaned computers, down from 45.4 percent in 3Q10.

¢ The second most common category in India in 4Q10 was Misc. Trojans,
which affected 33.9 percent of all cleaned computers, down from 34.5 per-
cent in 3Q10.

¢ The third most common category in India in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 33.7 percent of all cleaned computers, up
from 31.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in India in 4Q10.
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Win32/Autorun 28.4%
Win32/Rimecud 23.0%
JS/Pornpop 13.2%
Win32/Sality 11.0%
Win32/Conficker 6.8%
Win32/Nugel 6.6%
Win32/Vobfus 6.5%
Win32/Renos 6.4%
CplLnk 4.8%
Win32/ClickPotato 4.8%

The most common threat family in India in 4Q10 was Win32/Autorun, which
affected 28.4 percent of cleaned computers. Win32/Autorun is a family of
worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in India in 4Q10 was
Win32/Rimecud, which affected 23.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in India in 4Q10 was JS/Pornpop,
which affected 13.2 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in India in 4Q10 was Win32/Sality,
which affected 11.0 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Indonesia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Indonesia in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Indonesia and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

3.2 2.7

10.8 9.6

Phishing sites per

1000 hosts e

Malware hosting
sites per 1000
hosts

0.54

Percentage of sites
hosting drive-by
downloads

0.485% 0.146%

10.8 7.1
9.9 8.7
0.99
0.43

0.091%
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Infection Trends (CCM)

The MSRT detected malware on 7.1 of every 1,000 computers scanned in Indone-
sia in 4Q10 (a CCM score of 7.1, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Indonesia over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Indonesia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Indonesia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Indonesia in 4Q10 was Worms, which affected
39.2 percent of all cleaned computers, down from 51.5 percent in 3Q10.

¢ The second most common category in Indonesia in 4Q10 was Misc. Trojans,
which affected 36.5 percent of all cleaned computers, up from 30.8 percent in

3Q10.

¢ The third most common category in Indonesia in 4Q10 was Viruses, which
affected 26.2 percent of all cleaned computers, up from 20.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Indonesia in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Stuxnet 22.1%
Win32/Vobfus 18.1%
Win32/Sality 17.0%
CplLnk 16.9%
Win32/Conficker 11.2%
Win32/Autorun 10.5%
Win32/Virut 9.4%
Win32/Renos 5.8%
Cantix 5.0%
Win32/Keygen 4.9%

The most common threat family in Indonesia in 4Q10 was Win32/Stuxnet,
which affected 22.1 percent of cleaned computers. Win32/Stuxnet is a multi-
component family that spreads via removable volumes by exploiting the vul-
nerability addressed by Microsoft Security Bulletin MS10-046.

The second most common threat family in Indonesia in 4Q10 was
Win32/Vobfus, which affected 18.1 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The third most common threat family in Indonesia in 4Q10 was
Win32/Sality, which affected 17.0 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The fourth most common threat family in Indonesia in 4Q10 was CplLnk,
which affected 16.9 percent of cleaned computers. CplLnk is



lraq

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Iraq in 4Q10 and
previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Iraq and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

7.2 6.7

Phishing sites per

1000 hosts R

Malware hosting
sites per 1000 12666.67
hosts

Percentage of sites
hosting drive-by 1.948%
downloads

9.8 10.0

9.9 8.7

43666.67

2.073%
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Infection Trends (CCM)

The MSRT detected malware on 10.0 of every 1,000 computers scanned in Iraq in
4Q10 (a CCM score of 10.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Iraq over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Iraq and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Iraq in 4Q10, by percentage of cleaned
computers affected

40% -
35% -
30% -
25%
20% -
15% -
10% -
5% 1
O% B T T T T T T T T T 1 ) Iraq
n .
% Y % %, T e % % S Worldwide
KRN KX B % Q/)o %, %, % %
%, & 0, % v
/)@ Of/{' 2 6}‘
Sy (o) N
¢ g %
%) /‘6‘ \}
b . ¢,
% Q. o
GO' @) O/,’r
S % On.
(o) S. y
%, %
Q/.@ ".

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Iraq in 4Q10 was Worms, which affected 39.8
percent of all cleaned computers, up from 37.8 percent in 3Q10.

¢ The second most common category in Iraq in 4Q10 was Misc. Trojans, which
affected 35.9 percent of all cleaned computers, up from 31.5 percent in 3Q10.

¢ The third most common category in Iraq in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 27.1 percent of all cleaned computers, up
from 21.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Irag in 4Q10.
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Win32/Sality 21.2%
Win32/Autorun 18.6%
Win32/Vobfus 10.3%
JS/Pormpop 9.4%
Win32/Stuxnet 8.6%
Win32/Agent 8.4%
Win32/Taterf 7.8%
Win32/Conficker 6.9%
Win32/Rimecud 6.5%
Win32/Keygen 5.8%

The most common threat family in Iraq in 4Q10 was Win32/Sality, which
affected 21.2 percent of cleaned computers. Win32/Sality is a family of poly-
morphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain ex-
tensions and terminates security-related processes and services.

The second most common threat family in Iraq in 4Q10 was Win32/Autorun,
which affected 18.6 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The third most common threat family in Iraq in 4Q10 was Win32/Vobfus,
which affected 10.3 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The fourth most common threat family in Iraq in 4Q10 was JS/Pornpop,
which affected 9.4 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Ireland

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Ireland in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Ireland and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

7.6 6.4

10.8 9.6

Phishing sites per

1000 hosts I

Malware hosting
sites per 1000
hosts

0.69

Percentage of sites
hosting drive-by
downloads

0.134% 0.066%

7.3 6.2
9.9 8.7
1.45
2,71

0.082%
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Infection Trends (CCM)

The MSRT detected malware on 6.2 of every 1,000 computers scanned in Ireland
in 4Q10 (a CCM score of 6.2, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Ireland over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Ireland and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Ireland in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Ireland in 4Q10 was Adware, which affected
34.5 percent of all cleaned computers, down from 33.8 percent in 3Q10.

¢ The second most common category in Ireland in 4Q10 was Misc. Trojans,
which affected 31.1 percent of all cleaned computers, up from 29.4 percent in

3Q10.

¢ The third most common category in Ireland in 4Q10 was Misc. Potentially
Unwanted Software, which affected 22.6 percent of all cleaned computers, up
from 22.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Ireland in 4Q10.
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JS/Pornpop 14.8%
Win32/ClickPotato 11.1%
Win32/Zwangi 8.2%
Win32/Hotbar 7.8%
Win32/Renos 6.3%
Win32/Zbot 4.4%
Win32/FakeSpypro 4.2%
Win32/Autorun 4.0%
Win32/Winwebsec 3.7%
Java/CVE-2008-5353 3.5%

The most common threat family in Ireland in 4Q10 was JS/Pornpop, which
affected 14.8 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Ireland in 4Q10 was
Win32/ClickPotato, which affected 11.1 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Ireland in 4Q10 was Win32/Zwangi,
which affected 8.2 percent of cleaned computers. Win32/Zwangi is a program
that runs as a service in the background and modifies Web browser settings to
visit a particular website.

The fourth most common threat family in Ireland in 4Q10 was
Win32/Hotbar, which affected 7.8 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



Israel

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Israel in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Israel and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7
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Phishing sites per
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Malware hosting
sites per 1000 9.40 43.70
hosts

Percentage of sites
hosting drive-by 0.242% 0.097% 0.081%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 11.0 of every 1,000 computers scanned in Israel
in 4Q10 (a CCM score of 11.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Israel over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Israel and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Israel in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Israel in 4Q10 was Worms, which affected
29.4 percent of all cleaned computers, up from 26.2 percent in 3Q10.

¢ The second most common category in Israel in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.0 percent of all cleaned computers, up
from 24.5 percent in 3Q10.

¢ The third most common category in Israel in 4Q10 was Misc. Trojans, which
affected 26.9 percent of all cleaned computers, up from 19.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Israel in 4Q10.
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Win32/Autorun 11.4%
JS/Pormpop 10.6%
Win32/Rimecud 6.6%
Win32/Renos 6.2%
Win32/Taterf 5.6%
ASX/Wimad 5.2%
Win32/Keygen 4.9%
Win32/Frethog 4.0%
Win32/IRChot 3.9%
Win32/Brontok 3.9%

The most common threat family in Israel in 4Q10 was Win32/Autorun, which
affected 11.4 percent of cleaned computers. Win32/Autorun is a family of
worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Israel in 4Q10 was JS/Pornpop,
which affected 10.6 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The third most common threat family in Israel in 4Q10 was Win32/Rimecud,
which affected 6.6 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The fourth most common threat family in Israel in 4Q10 was Win32/Renos,
which affected 6.2 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.



Italy

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Italy in 4Q10 and
previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Italy and
around the world.
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Host infection rate
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CCM Worldwide 10.8 9.6 9.9 8.7
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Malware hosting
sites per 1000 0.51 0.25
hosts

Percentage of sites
hosting drive-by 0.173% 0.037% 0.211%
downloads

217


http://www.microsoft.com/sir

218

Infection Trends (CCM)

The MSRT detected malware on 8.9 of every 1,000 computers scanned in Italy in
4Q10 (a CCM score of 8.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Italy over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Italy and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Italy in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Italy in 4Q10 was Adware, which affected 32.7
percent of all cleaned computers, up from 29.3 percent in 3Q10.

¢ The second most common category in Italy in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.4 percent of all cleaned computers, up
from 23.9 percent in 3Q10.

¢ The third most common category in Italy in 4Q10 was Misc. Trojans, which
affected 19.9 percent of all cleaned computers, down from 23.1 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Italy in 4Q10.
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JS/Pormpop 16.1%
Win32/Hotbar 11.3%
Win32/Zwangi 9.8%
ASX/Wimad 8.5%
Win32/IRChot 6.7%
Win32/Autorun 6.5%
Win32/ClickPotato 6.1%
Win32/Conficker 6.0%
Win32/Renos 5.7%
Win32/Taterf 4.8%

The most common threat family in Italy in 4Q10 was JS/Pornpop, which af-
fected 16.1 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Italy in 4Q10 was Win32/Hotbar,
which affected 11.3 percent of cleaned computers. Win32/Hotbar is adware
that displays a dynamic toolbar and targeted pop-up ads based on its monitor-
ing of Web-browsing activity.

The third most common threat family in Italy in 4Q10 was Win32/Zwangi,
which affected 9.8 percent of cleaned computers. Win32/Zwangi is a program
that runs as a service in the background and modifies Web browser settings to
visit a particular website.

The fourth most common threat family in Italy in 4Q10 was ASX/Wimad,
which affected 8.5 percent of cleaned computers. ASX/Wimad is a detection
for malicious Windows Media files that can be used to encourage users to
download and execute arbitrary files on an affected machine.



Jamaica

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Jamaica in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Jamaica and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.5 of every 1,000 computers scanned in Jamaica
in 4Q10 (a CCM score of 2.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Jamaica over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Jamaica and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Jamaica in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Jamaica in 4Q10 was Worms, which affected
45.5 percent of all cleaned computers, down from 52.7 percent in 3Q10.

¢ The second most common category in Jamaica in 4Q10 was Misc. Potentially
Unwanted Software, which affected 35.1 percent of all cleaned computers, up
from 30.4 percent in 3Q10.

¢ The third most common category in Jamaica in 4Q10 was Misc. Trojans,
which affected 28.7 percent of all cleaned computers, up from 24.1 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Jamaica in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Autorun 25.8%
Win32/Rimecud 22.6%
Win32/Vobfus 14.1%
Win32/Hamweq 12.5%
Win32/ClickPotato 8.7%
Win32/Renos 7.9%
Win32/Zwangi 6.5%
JS/Pormpop 5.7%
Win32/VBInject 5.5%
Win32/Hotbar 5.5%

The most common threat family in Jamaica in 4Q10 was Win32/Autorun,
which affected 25.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Jamaica in 4Q10 was
Win32/Rimecud, which affected 22.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Jamaica in 4Q10 was Win32/Vobfus,
which affected 14.1 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The fourth most common threat family in Jamaica in 4Q10 was
Win32/Hamweq, which affected 12.5 percent of cleaned computers.
Win32/Hamweq is a worm that spreads through removable drives, such as
USB memory sticks. It may contain an IRC-based backdoor that enables the
computer to be controlled remotely by an attacker.



Japan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Japan in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Japan and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

5.1 44

10.8 9.6

Phishing sites per

1000 hosts L

Malware hosting
sites per 1000
hosts

0.09

Percentage of sites
hosting drive-by
downloads

0.136% 0.022%

4.6 3.3
9.9 8.7
0.04
0.09

0.032%

225


http://www.microsoft.com/sir

226

Infection Trends (CCM)

The MSRT detected malware on 3.3 of every 1,000 computers scanned in Japan in
4Q10 (a CCM score of 3.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Japan over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Japan and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Japan in 4Q10, by percentage of cleaned
computers affected

35% -
30% -
25%
20%
15% -
10% T
5% A
0% B Japan
0 T T T T T T T T T T ]
6/0/« 4% %, " %@ )}O/ 6)‘90 Q’f’o L,?/ %, " Worldude
Y
P U xS S Ty T % T,
o, % % G o, ®
(9/)@ Q/)//(' 6} LI//)/ ¢
$/¢ VN
¢ % %
%, © A
Y. ¢ @q?
D 470 9
So . % 9
& O %
Y ()
O@ 2 %
%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Japan in 4Q10 was Worms, which affected
31.0 percent of all cleaned computers, down from 36.3 percent in 3Q10.

¢ The second most common category in Japan in 4Q10 was Adware, which af-
fected 30.2 percent of all cleaned computers, up from 20.8 percent in 3Q10.

¢ The third most common category in Japan in 4Q10 was Misc. Trojans, which
affected 16.7 percent of all cleaned computers, down from 20.3 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Japan in 4Q10.
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JS/Pornpop 24.5%
Win32/Taterf 19.0%
Win32/Frethog 9.9%
Win32/Autorun 6.8%
Win32/Conficker 4.3%
ASX/Wimad 2.8%
Win32/Keygen 2.6%
Doubled 1.8%
Win32/Renos 1.8%
Win32/Bubnix 1.7%

The most common threat family in Japan in 4Q10 was JS/Pornpop, which
affected 24.5 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Japan in 4Q10 was Win32/Taterf,
which affected 19.0 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The third most common threat family in Japan in 4Q10 was Win32/Frethog,
which affected 9.9 percent of cleaned computers. Win32/Frethog is a large
family of password-stealing trojans that target confidential data, such as ac-
count information, from massively multiplayer online games.

The fourth most common threat family in Japan in 4Q10 was
Win32/Autorun, which affected 6.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.



Jordan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Jordan in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Jordan and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 8.7 of every 1,000 computers scanned in Jordan
in 4Q10 (a CCM score of 8.7, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Jordan over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Jordan and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Jordan in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Jordan in 4Q10 was Worms, which affected
46.2 percent of all cleaned computers, down from 46.8 percent in 3Q10.

¢ The second most common category in Jordan in 4Q10 was Misc. Trojans,
which affected 41.5 percent of all cleaned computers, up from 37.0 percent in

3Q10.

¢ The third most common category in Jordan in 4Q10 was Misc. Potentially
Unwanted Software, which affected 28.8 percent of all cleaned computers, up
from 25.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Jordan in 4Q10.
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Win32/Autorun 29.9%
Win32/Sality 18.6%
Win32/Agent 13.9%
Win32/Rimecud 12.6%
Win32/Conficker 11.5%
JS/Pornpop 11.1%
Win32/Mabezat 5.4%
Win32/Taterf 5.2%
Win32/Vobfus 5.0%
Malagent 4.8%

The most common threat family in Jordan in 4Q10 was Win32/Autorun,
which affected 29.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Jordan in 4Q10 was Win32/Sality,
which affected 18.6 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The third most common threat family in Jordan in 4Q10 was Win32/Agent,
which affected 13.9 percent of cleaned computers. Win32/Agent is a generic
detection for a number of trojans that may perform different malicious func-
tions. The functionality exhibited by this family is highly variable.

The fourth most common threat family in Jordan in 4Q10 was
Win32/Rimecud, which affected 12.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Kazakhstan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Kazakhstan in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Kazakhstan

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Ka-
zakhstan in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Kazakhstan over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Kazakhstan and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Kazakhstan in 4Q10, by percentage of
cleaned computers affected

40% -
35% -
30% -
25% -
20% -
15% -
10% -
5%
0% - B Kazakhstan
Y U Y S S G B % Ty G, mWordwide
o QL Q. T, B, Ny A,
O{S‘ )}b AO, O//:S‘ OO Q@ Oéo/, %/‘ @»@ LI/Q/?S’
e g O@,)/ & Y,
% %, Y
(0% N
¢ (R &y
%, s ¢
S ¢ 1,
% Q. o
o 9 K7
S, '%G %,
%, C 2
%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Kazakhstan in 4Q10 was Worms, which af-
fected 39.9 percent of all cleaned computers, down from 48.2 percent in
3Q10.

¢ The second most common category in Kazakhstan in 4Q10 was Misc. Trojans,
which affected 39.3 percent of all cleaned computers, up from 36.9 percent in
3Q10.

¢ The third most common category in Kazakhstan in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 31.3 percent of all cleaned computers,
up from 29.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Kazakhstan in 4Q10.
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CplLnk 21.4%
Win32/Autorun 20.0%
Win32/Rimecud 18.0%
Win32/Vobfus 12.0%
Meredrop 8.0%
Win32/Sality 7.5%
Win32/Stuxnet 7.4%
Win32/Keygen 6.9%
Win32/Conficker 6.4%
Win32/0bfuscator 5.2%

The most common threat family in Kazakhstan in 4Q10 was CplLnk, which
affected 21.4 percent of cleaned computers. CplLnk is

The second most common threat family in Kazakhstan in 4Q10 was
Win32/Autorun, which affected 20.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Kazakhstan in 4Q10 was
Win32/Rimecud, which affected 18.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Kazakhstan in 4Q10 was
Win32/Vobfus, which affected 12.0 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Kenya

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Kenya in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Kenya and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.5 of every 1,000 computers scanned in Kenya
in 4Q10 (a CCM score of 2.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Kenya over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Kenya and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Kenya in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Kenya in 4Q10 was Worms, which affected
42.1 percent of all cleaned computers, down from 50.5 percent in 3Q10.

¢ The second most common category in Kenya in 4Q10 was Misc. Trojans,
which affected 32.4 percent of all cleaned computers, up from 25.8 percent in

3Q10.

¢ The third most common category in Kenya in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.1 percent of all cleaned computers, up
from 23.7 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Kenya in 4Q10.
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Win32/Rimecud 28.3%
Win32/Autorun 19.8%
Win32/Sality 12.2%
Win32/Vobfus 9.9%
JS/Pornpop 6.0%
Win32/Renos 5.1%
Win32/ClickPotato 4.7%
Win32/Conficker 4.5%
Win32/Zwangi 4.4%
Win32/Taterf 4.3%

The most common threat family in Kenya in 4Q10 was Win32/Rimecud,
which affected 28.3 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Kenya in 4Q10 was
Win32/Autorun, which affected 19.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Kenya in 4Q10 was Win32/Sality,
which affected 12.2 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Kenya in 4Q10 was Win32/Vobfus,
which affected 9.9 percent of cleaned computers. Win32/Vobtfus is a family of
worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.



Korea

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Korea in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Korea and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

34.4 34.4 30.1 40.3

Phishing sites per

1000 hosts 36.31 14.77

Malware hosting
sites per 1000 154.47 408.35
hosts

Percentage of sites
hosting drive-by 0.361% 0.271% 0.377%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 40.3 of every 1,000 computers scanned in Korea
in 4Q10 (a CCM score of 40.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Korea over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Korea and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Korea in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Korea in 4Q10 was Misc. Trojans, which af-
fected 31.5 percent of all cleaned computers, down from 38.7 percent in
3Q10.

¢ The second most common category in Korea in 4Q10 was Worms, which af-
fected 19.8 percent of all cleaned computers, up from 17.1 percent in 3Q10.

¢ The third most common category in Korea in 4Q10 was Adware, which af-
fected 19.1 percent of all cleaned computers, up from 15.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Korea in 4Q10.
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Win32/0nescan 21.0%
Win32/Parite 14.4%
Win32/Nbar 12.9%
Win32/Rimecud 11.1%
Win32/Frethog 9.8%
Win32/Taterf 6.8%
Win32/Magania 6.4%
SideTab 3.7%
Win32/Virut 2.8%
Mult 2.8%

The most common threat family in Korea in 4Q10 was Win32/Onescan,
which affected 21.0 percent of cleaned computers. Win32/Onescan is a Ko-
rean-language rogue security software family distributed under the names One
Scan, Sirenl114, EnPrivacy, PC Trouble, My Vaccine, and others.

The second most common threat family in Korea in 4Q10 was Win32/Parite,
which affected 14.4 percent of cleaned computers. Win32/Parite is a family of
viruses that infect .exe and .scr executable files on the local file system and on
writeable network shares.

The third most common threat family in Korea in 4Q10 was Win32/Nbar,
which affected 12.9 percent of cleaned computers. Win32/Nbar is a program
that may display advertisements and redirect user searches to a certain web-
site. It may also download malicious or unwanted content into the system
without user consent.

The fourth most common threat family in Korea in 4Q10 was
Win32/Rimecud, which affected 11.1 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Kuwait

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Kuwait in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Kuwait and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8

13.2

Phishing sites per

1000 hosts L

Malware hosting
sites per 1000 20.67
hosts

Percentage of sites
hosting drive-by 0.341%
downloads

11.5

9.6

14.6

9.9

17.03

10.34

0.353%

12.0

8.7
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Infection Trends (CCM)

The MSRT detected malware on 12.0 of every 1,000 computers scanned in Kuwait
in 4Q10 (a CCM score of 12.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Kuwait over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Kuwait and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Kuwait in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Kuwait in 4Q10 was Misc. Trojans, which af-
fected 38.1 percent of all cleaned computers, down from 39.6 percent in
3Q10.

¢ The second most common category in Kuwait in 4Q10 was Worms, which
affected 34.0 percent of all cleaned computers, up from 33.1 percent in 3Q10.

¢ The third most common category in Kuwait in 4Q10 was Misc. Potentially
Unwanted Software, which affected 23.8 percent of all cleaned computers, up
from 19.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Kuwait in 4Q10.
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Win32/Rimecud 19.0%
Win32/Autorun 15.3%
Win32/Sality 9.4%
Win32/Agent 8.8%
Win32/Renos 5.8%
Win32/Vobfus 4.7%
Win32/Zwangi 4.7%
Win32/IRChot 4.7%
Giframe 4.4%
Win32/ClickPotato 4.4%

The most common threat family in Kuwait in 4Q10 was Win32/Rimecud,
which affected 19.0 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Kuwait in 4Q10 was
Win32/Autorun, which affected 15.3 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Kuwait in 4Q10 was Win32/Sality,
which affected 9.4 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Kuwait in 4Q10 was Win32/Agent,
which affected 8.8 percent of cleaned computers. Win32/Agent is a generic
detection for a number of trojans that may perform different malicious func-
tions. The functionality exhibited by this family is highly variable.



Latvia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Latvia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Latvia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

12.4 10.8 10.8 9.4

Phishing sites per

1000 hosts 0.44 1.01

Malware hosting
sites per 1000 31.24 27.22
hosts

Percentage of sites
hosting drive-by 0.208% 0.047% 0.057%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.4 of every 1,000 computers scanned in Latvia
in 4Q10 (a CCM score of 9.4, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Latvia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Latvia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Latvia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Latvia in 4Q10 was Misc. Trojans, which af-
fected 30.9 percent of all cleaned computers, down from 36.4 percent in
3Q10.

¢ The second most common category in Latvia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 30.6 percent of all cleaned computers, up
from 27.9 percent in 3Q10.

¢ The third most common category in Latvia in 4Q10 was Worms, which af-
fected 27.4 percent of all cleaned computers, down from 27.3 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Latvia in 4Q10.
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Win32/Autorun 13.9%
Win32/Rimecud 12.5%
JS/Pornpop 9.0%
Win32/Taterf 8.1%
Win32/Keygen 6.7%
Win32/Conficker 6.6%
Win32/Renos 6.0%
Win32/Frethog 5.4%
Win32/IRChot 4.5%
Win32/ClickPotato 3.9%

The most common threat family in Latvia in 4Q10 was Win32/Autorun,
which affected 13.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Latvia in 4Q10 was
Win32/Rimecud, which affected 12.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Latvia in 4Q10 was JS/Pornpop,
which affected 9.0 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Latvia in 4Q10 was Win32/Taterf,
which affected 8.1 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details

for popular online games.



Lebanon

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Lebanon in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Lebanon and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

6.5 5.6

Phishing sites per
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Malware hosting
sites per 1000 0.05
hosts

Percentage of sites
hosting drive-by 0.324%
downloads

4.8

8.7

0.19

0.05
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Infection Trends (CCM)

The MSRT detected malware on 4.8 of every 1,000 computers scanned in Leba-
non in 4Q10 (a CCM score of 4.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Lebanon over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Lebanon and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Lebanon in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Lebanon in 4Q10 was Worms, which affected
39.2 percent of all cleaned computers, down from 42.0 percent in 3Q10.

¢ The second most common category in Lebanon in 4Q10 was Misc. Trojans,
which affected 31.4 percent of all cleaned computers, up from 26.9 percent in

3Q10.

¢ The third most common category in Lebanon in 4Q10 was Misc. Potentially
Unwanted Software, which affected 29.5 percent of all cleaned computers, up
from 25.0 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Lebanon in 4Q10.
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Win32/Autorun 19.7%
Win32/Rimecud 16.0%
Win32/Sality 13.1%
JS/Pormpop 10.5%
Win32/Conficker 8.0%
Win32/Taterf 6.2%
Win32/FlyAgent 6.2%
Win32/Keygen 4.9%
Win32/Hamweq 4.8%
Win32/Renos 4.5%

The most common threat family in Lebanon in 4Q10 was Win32/Autorun,
which affected 19.7 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Lebanon in 4Q10 was
Win32/Rimecud, which affected 16.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Lebanon in 4Q10 was Win32/Sality,
which affected 13.1 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Lebanon in 4Q10 was JS/Pornpop,
which affected 10.5 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Libya

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Libya in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Libya and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8

4.4

Phishing sites per
1000 hosts

Malware hosting
sites per 1000
hosts

Percentage of sites
hosting drive-by 0.560%
downloads

41 4.7 4.4
9.6 9.9 8.7
32.26
64.52
0.253% 0.402%
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Infection Trends (CCM)

The MSRT detected malware on 4.4 of every 1,000 computers scanned in Libya in
4Q10 (a CCM score of 4.4, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Libya over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Libya and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Libya in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Libya in 4Q10 was Worms, which affected
37.5 percent of all cleaned computers, down from 38.1 percent in 3Q10.

¢ The second most common category in Libya in 4Q10 was Misc. Trojans,
which affected 34.8 percent of all cleaned computers, up from 27.1 percent in

3Q10.

¢ The third most common category in Libya in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 25.6 percent of all cleaned computers, up
from 20.3 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Libya in 4Q10.
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Win32/Sality 17.0%
Win32/Autorun 15.4%
Win32/Rimecud 12.9%
Win32/Taterf 9.4%
JS/Pornpop 9.2%
Win32/Agent 8.8%
Win32/Vobfus 6.6%
Win32/Conficker 5.6%
Win32/Renos 5.3%
Win32/Frethog 5.1%

The most common threat family in Libya in 4Q10 was Win32/Sality, which
affected 17.0 percent of cleaned computers. Win32/Sality is a family of poly-
morphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain ex-
tensions and terminates security-related processes and services.

The second most common threat family in Libya in 4Q10 was
Win32/Autorun, which affected 15.4 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Libya in 4Q10 was Win32/Rimecud,
which affected 12.9 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The fourth most common threat family in Libya in 4Q10 was Win32/Taterf,
which affected 9.4 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Lithuania

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Lithuania in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Lithuania and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

13.4 10.1 11.2 10.5

Phishing sites per

1000 hosts w2l =

Malware hosting
sites per 1000 1.54 1.18
hosts

Percentage of sites
hosting drive-by 0.205% 0.095% 0.074%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 10.5 of every 1,000 computers scanned in Lithu-
ania in 4Q10 (a CCM score of 10.5, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Lithuania over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Lithuania and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Lithuania in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Lithuania in 4Q10 was Misc. Trojans, which
affected 34.9 percent of all cleaned computers, up from 34.3 percent in 3Q10.

¢ The second most common category in Lithuania in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 27.1 percent of all cleaned computers,
down from 29.3 percent in 3Q10.

¢ The third most common category in Lithuania in 4Q10 was Worms, which
affected 22.3 percent of all cleaned computers, down from 26.2 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Lithuania in 4Q10.
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Win32/IRChot 12.7%
Win32/Rimecud 12.1%
Win32/Autorun 10.5%
JS/Pormpop 9.1%
Win32/Renos 6.8%
Win32/Keygen 5.7%
Win32/Conficker 4.9%
Giframe 3.8%
Win32/0bfuscator 3.8%
Killav 3.7%

The most common threat family in Lithuania in 4Q10 was Win32/IRCbot,
which affected 12.7 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The second most common threat family in Lithuania in 4Q10 was
Win32/Rimecud, which affected 12.1 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Lithuania in 4Q10 was
Win32/Autorun, which affected 10.5 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Lithuania in 4Q10 was JS/Pornpop,
which affected 9.1 percent of cleaned computers. JS/Pornpop is a generic de-

tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Luxembourg

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Luxembourg in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Luxembourg

and around the world.

BTN ECIE

Host infection rate
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CCM Worldwide
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Infection Trends (CCM)

The MSRT detected malware on 6.9 of every 1,000 computers scanned in Luxem-
bourg in 4Q10 (a CCM score of 6.9, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Luxembourg over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Luxembourg and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Luxembourg in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Luxembourg in 4Q10 was Misc. Trojans,
which affected 27.3 percent of all cleaned computers, down from 30.4 per-
cent in 3Q10.

¢ The second most common category in Luxembourg in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 24.7 percent of all cleaned comput-
ers, up from 22.7 percent in 3Q10.

¢ The third most common category in Luxembourg in 4Q10 was Adware,
which affected 23.8 percent of all cleaned computers, up from 20.0 percent in
3Q10.

267



268

Threat Families

The top 10 malware and potentially unwanted software families in Luxembourg in 4Q10.

© 00 N OO O &~ W N -

[
o

JS/Pornpop 9.9%
Win32/Zwangi 7.2%
Win32/Renos 6.1%
Win32/ClickPotato 6.0%
Win32/Autorun 5.3%
Win32/IRChot 5.0%
Win32/Hotbhar 4.8%
Win32/Sality 4.4%
ASX/Wimad 4.3%
Win32/Rimecud 3.9%

The most common threat family in Luxembourg in 4Q10 was JS/Pornpop,
which affected 9.9 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in Luxembourg in 4Q10 was
Win32/Zwangi, which affected 7.2 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The third most common threat family in Luxembourg in 4Q10 was
Win32/Renos, which affected 6.1 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.

The fourth most common threat family in Luxembourg in 4Q10 was
Win32/ClickPotato, which affected 6.0 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.



Macao S.A.R.

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Macao S.A.R. in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Macao S.A.R.

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 2.1 of every 1,000 computers scanned in Macao
S.AR.in 4Q10 (a CCM score of 2.1, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Macao S.A.R. over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Macao S.A.R. and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Macao S.A.R. in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Macao S.A.R. in 4Q10 was Misc. Potentially
Unwanted Software, which affected 26.8 percent of all cleaned computers,
down from 31.2 percent in 3Q10.

¢ The second most common category in Macao S.A.R. in 4Q10 was Misc. Tro-
jans, which affected 26.6 percent of all cleaned computers, up from 23.7 per-
cent in 3Q10.

¢ The third most common category in Macao S.A.R. in 4Q10 was Password
Stealers & Monitoring Tools, which affected 19.9 percent of all cleaned com-

puters, down from 22.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Macao S.A.R. in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Frethog 15.5%
Win32/Autorun 7.0%
Win32/Taterf 6.9%
Win32/Vundo 5.9%
JS/Pornpop 5.4%
Win32/IRChot 5.0%
Win32/BaiduSobar 4.5%
Win32/Conficker 3.9%
Win32/Zwangi 3.8%
Win32/Keygen 3.4%

The most common threat family in Macao S.A.R. in 4Q10 was
Win32/Frethog, which affected 15.5 percent of cleaned computers.
Win32/Frethog is a large family of password-stealing trojans that target confi-
dential data, such as account information, from massively multiplayer online
games.

The second most common threat family in Macao S.A.R. in 4Q10 was
Win32/Autorun, which affected 7.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Macao S.A.R. in 4Q10 was
Win32/Taterf, which affected 6.9 percent of cleaned computers. Win32/Taterf
is a family of worms that spread through mapped drives to steal login and ac-
count details for popular online games.

The fourth most common threat family in Macao S.A.R. in 4Q10 was
Win32/Vundo, which affected 5.9 percent of cleaned computers.
Win32/Vundo is a multiple-component family of programs that deliver pop-
up advertisements and may download and execute arbitrary files. Vundo is of-
ten installed as a browser helper object (BHO) without a user’s consent.



Malaysia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Malaysia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Malaysia and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.1 of every 1,000 computers scanned in Malay-

sia in 4Q10 (a CCM score of 5.1, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Malaysia over the last 6 quar-

ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Malaysia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Malaysia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Malaysia in 4Q10 was Worms, which affected
35.8 percent of all cleaned computers, down from 41.4 percent in 3Q10.

¢ The second most common category in Malaysia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.5 percent of all cleaned computers, up
from 25.4 percent in 3Q10.

¢ The third most common category in Malaysia in 4Q10 was Misc. Trojans,
which affected 24.7 percent of all cleaned computers, up from 23.0 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Malaysia in 4Q10.
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Win32/Autorun 18.9%
Win32/Rimecud 10.3%
Win32/Conficker 9.0%
JS/Pormpop 8.4%
Win32/Renos 7.1%
Win32/Hupigon 6.9%
Win32/IRChot 5.7%
Win32/Taterf 5.2%
Win32/Vobfus 4.8%
Win32/Sality 4.5%

The most common threat family in Malaysia in 4Q10 was Win32/Autorun,
which affected 18.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Malaysia in 4Q10 was
Win32/Rimecud, which affected 10.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Malaysia in 4Q10 was
Win32/Conficker, which affected 9.0 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Malaysia in 4Q10 was JS/Pornpop,
which affected 8.4 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Malta

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Malta in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Malta and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 4.3 of every 1,000 computers scanned in Malta in
4Q10 (a CCM score of 4.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Malta over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Malta and worldwide

45.0 -
40.0 -
35.0 A
30.0 A
25.0 A
20.0 A
15.0 A

10.0 A horldwﬂe
5.0 - ——9 §— —

0.0 : : : : V : Malta
3009  4Q09 1010 2010 3010  4Q10




Threat Categories

Malware and potentially unwanted software categories in Malta in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Malta in 4Q10 was Adware, which affected
34.1 percent of all cleaned computers, up from 32.6 percent in 3Q10.

¢ The second most common category in Malta in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.5 percent of all cleaned computers, up
from 25.3 percent in 3Q10.

¢ The third most common category in Malta in 4Q10 was Misc. Trojans, which
affected 24.6 percent of all cleaned computers, up from 24.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Malta in 4Q10.
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Win32/ClickPotato 14.3%
Win32/Zwangi 13.2%
JS/Pornpop 9.6%
Win32/Hotbar 1.7%
Win32/Rimecud 6.6%
Win32/Renos 6.4%
Win32/Autorun 5.3%
Win32/IRChot 4.4%
Win32/Keygen 3.2%
Win32/Conficker 3.0%

The most common threat family in Malta in 4Q10 was Win32/ClickPotato,
which affected 14.3 percent of cleaned computers. Win32/ClickPotato is a
program that displays popup and notification-style advertisements based on
the user’s browsing habits.

The second most common threat family in Malta in 4Q10 was Win32/Zwangi,
which affected 13.2 percent of cleaned computers. Win32/Zwangi is a pro-
gram that runs as a service in the background and modifies Web browser set-
tings to visit a particular website.

The third most common threat family in Malta in 4Q10 was JS/Pornpop,
which affected 9.6 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Malta in 4Q10 was Win32/Hotbar,
which affected 7.7 percent of cleaned computers. Win32/Hotbar is adware
that displays a dynamic toolbar and targeted pop-up ads based on its monitor-
ing of Web-browsing activity.



Martinique

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Martinique in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Martinique

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 3.7 of every 1,000 computers scanned in Marti-
nique in 4Q10 (a CCM score of 3.7, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Martinique over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Martinique and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Martinique in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Martinique in 4Q10 was Worms, which af-
fected 38.0 percent of all cleaned computers, down from 42.2 percent in
3Q10.

¢ The second most common category in Martinique in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 32.7 percent of all cleaned comput-
ers, up from 24.2 percent in 3Q10.

¢ The third most common category in Martinique in 4Q10 was Adware, which
affected 30.8 percent of all cleaned computers, up from 22.7 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Martinique in 4Q10.
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Win32/Vobfus 22.5%
Win32/ClickPotato 16.4%
Win32/Autorun 15.4%
Win32/Zwangi 14.9%
Win32/Hotbhar 7.9%
Win32/Brontok 6.6%
Win32/Taterf 6.1%
Win32/Renos 4.2%
ASX/Wimad 3.6%
Win32/Frethog 3.6%

The most common threat family in Martinique in 4Q10 was Win32/Vobfus,
which affected 22.5 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Martinique in 4Q10 was
Win32/ClickPotato, which affected 16.4 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Martinique in 4Q10 was
Win32/Autorun, which affected 15.4 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Martinique in 4Q10 was
Win32/Zwangi, which affected 14.9 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Mauritius

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Mauritius in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Mauritius and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 4.9 of every 1,000 computers scanned in Mauri-
tius in 4Q10 (a CCM score of 4.9, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Mauritius over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Mauritius and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Mauritius in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Mauritius in 4Q10 was Worms, which affected
32.7 percent of all cleaned computers, down from 42.0 percent in 3Q10.

¢ The second most common category in Mauritius in 4Q10 was Misc. Trojans,
which affected 29.6 percent of all cleaned computers, up from 28.5 percent in

3Q10.

¢ The third most common category in Mauritius in 4Q10 was Misc. Potentially
Unwanted Software, which affected 28.7 percent of all cleaned computers, up
from 25.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Mauritius in 4Q10.
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Win32/Rimecud 16.8%
Win32/Autorun 14.7%
Win32/ClickPotato 11.2%
JS/Pormpop 10.4%
Win32/Renos 8.3%
Win32/Zwangi 8.3%
Win32/Taterf 5.8%
Win32/Hotbar 5.8%
Win32/Vobfus 4.8%
Win32/Conficker 4.5%

The most common threat family in Mauritius in 4Q10 was Win32/Rimecud,
which affected 16.8 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Mauritius in 4Q10 was
Win32/Autorun, which affected 14.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Mauritius in 4Q10 was
Win32/ClickPotato, which affected 11.2 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Mauritius in 4Q10 was JS/Pornpop,
which affected 10.4 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display

pop-under advertisements, usually with adult content.



Mexico

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Mexico in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Mexico and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 17.4 of every 1,000 computers scanned in Mex-
ico in 4Q10 (a CCM score of 17.4, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Mexico over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Mexico and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Mexico in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Mexico in 4Q10 was Worms, which affected
40.1 percent of all cleaned computers, down from 47.3 percent in 3Q10.

¢ The second most common category in Mexico in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.5 percent of all cleaned computers, up
from 30.5 percent in 3Q10.

¢ The third most common category in Mexico in 4Q10 was Misc. Trojans,
which affected 23.0 percent of all cleaned computers, up from 22.5 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Mexico in 4Q10.
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Win32/Autorun 17.0%
Win32/IRChot 14.8%
Win32/Rimecud 13.2%
Win32/Vobfus 10.5%
JS/Pornpop 7.2%
Win32/Taterf 6.8%
Win32/Renos 6.7%
Win32/Conficker 6.4%
Win32/VBInject 5.5%
Win32/Pushbot 5.1%

The most common threat family in Mexico in 4Q10 was Win32/Autorun,
which affected 17.0 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Mexico in 4Q10 was
Win32/IRCbot, which affected 14.8 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The third most common threat family in Mexico in 4Q10 was
Win32/Rimecud, which affected 13.2 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Mexico in 4Q10 was
Win32/Vobfus, which affected 10.5 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Moldova

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Moldova in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Moldova and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

3.3 2.0 2.1 1.6

Phishing sites per

1000 hosts 0.14 0.03

Malware hosting
sites per 1000 45.70 122.02
hosts

Percentage of sites
hosting drive-by 0.269% 0.075% 0.071%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 1.6 of every 1,000 computers scanned in Moldo-
va in 4Q10 (a CCM score of 1.6, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Moldova over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Moldova and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Moldova in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Moldova in 4Q10 was Misc. Trojans, which
affected 39.2 percent of all cleaned computers, down from 41.4 percent in
3Q10.

¢ The second most common category in Moldova in 4Q10 was Misc. Potentially
Unwanted Software, which affected 32.4 percent of all cleaned computers,
down from 37.1 percent in 3Q10.

¢ The third most common category in Moldova in 4Q10 was Worms, which
affected 31.5 percent of all cleaned computers, up from 29.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Moldova in 4Q10.
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Win32/Rimecud 21.2%
Win32/Autorun 17.0%
Win32/IRChot 8.1%
Win32/Sality 6.5%
Win32/Keygen 6.4%
Win32/0bfuscator 6.2%
Win32/Taterf 6.1%
JS/Pormpop 5.6%
Win32/Conficker 5.2%
Win32/Renos 4.8%

The most common threat family in Moldova in 4Q10 was Win32/Rimecud,
which affected 21.2 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Moldova in 4Q10 was
Win32/Autorun, which affected 17.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Moldova in 4Q10 was
Win32/IRCbot, which affected 8.1 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The fourth most common threat family in Moldova in 4Q10 was
Win32/Sality, which affected 6.5 percent of cleaned computers. Win32/Sality
is a family of polymorphic file infectors that target executable files with the ex-
tensions .scr or .exe. They may execute a damaging payload that deletes files
with certain extensions and terminates security-related processes and services.



Mongolia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Mongolia in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Mongolia and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

1.7 1.1

Phishing sites per

1000 hosts CRESHY

Malware hosting
sites per 1000 148.88
hosts

Percentage of sites
hosting drive-by 0.130% 0.145%
downloads

1.3

9.9

1.0
8.7
73.03
250.00
0.131%
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Infection Trends (CCM)

The MSRT detected malware on 1.0 of every 1,000 computers scanned in Mongo-
lia in 4Q10 (a CCM score of 1.0, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Mongolia over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Mongolia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Mongolia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Mongolia in 4Q10 was Worms, which affected
47 .3 percent of all cleaned computers, up from 42.8 percent in 3Q10.

¢ The second most common category in Mongolia in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 36.9 percent of all cleaned computers,
up from 36.4 percent in 3Q10.

¢ The third most common category in Mongolia in 4Q10 was Misc. Trojans,
which affected 34.6 percent of all cleaned computers, up from 32.6 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Mongolia in 4Q10.
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Win32/Autorun 29.4%
Win32/Rimecud 21.5%
Win32/Sality 15.5%
Win32/Conficker 14.5%
Win32/Vobfus 13.1%
Win32/IRChot 13.0%
Win32/Taterf 11.0%
Win32/VB 8.6%
CplLnk 8.2%
Win32/Virut 7.7%

The most common threat family in Mongolia in 4Q10 was Win32/Autorun,
which affected 29.4 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Mongolia in 4Q10 was
Win32/Rimecud, which affected 21.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Mongolia in 4Q10 was Win32/Sality,
which affected 15.5 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Mongolia in 4Q10 was
Win32/Conficker, which affected 14.5 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Morocco

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Morocco in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Morocco and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

2.7 1.9

Phishing sites per

1000 hosts L

Malware hosting
sites per 1000 1.27
hosts

Percentage of sites
hosting drive-by 0.329% 0.174%
downloads

1.9

9.9

1.6
8.7
0.11
0.02
0.091%
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Infection Trends (CCM)

The MSRT detected malware on 1.6 of every 1,000 computers scanned in Moroc-
co in 4Q10 (a CCM score of 1.6, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Morocco over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Morocco and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Morocco in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Morocco in 4Q10 was Worms, which affected
35.3 percent of all cleaned computers, down from 37.1 percent in 3Q10.

¢ The second most common category in Morocco in 4Q10 was Misc. Potentially
Unwanted Software, which affected 26.5 percent of all cleaned computers, up
from 25.1 percent in 3Q10.

¢ The third most common category in Morocco in 4Q10 was Misc. Trojans,
which affected 24.8 percent of all cleaned computers, up from 23.3 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Morocco in 4Q10.
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Win32/Autorun 13.0%
Win32/Sality 10.6%
Win32/Taterf 10.0%
Win32/Zwangi 9.7%
Win32/Rimecud 9.4%
Win32/ClickPotato 9.0%
Win32/Frethog 7.2%
Win32/Renos 5.9%
JS/Pornpop 5.4%
Win32/IRChot 4.9%

The most common threat family in Morocco in 4Q10 was Win32/Autorun,
which affected 13.0 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Morocco in 4Q10 was
Win32/Sality, which affected 10.6 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The third most common threat family in Morocco in 4Q10 was Win32/Taterf,
which affected 10.0 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Morocco in 4Q10 was
Win32/Zwangi, which affected 9.7 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Nepal

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Nepal in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Nepal and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

23 2.0

10.8 9.6

Phishing sites per

1000 hosts )

Malware hosting
sites per 1000
hosts

0.40

Percentage of sites
hosting drive-by
downloads

0.355% 0.360%

2.0 1.8
9.9 8.7
0.88
0.62

0.286%
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Infection Trends (CCM)

The MSRT detected malware on 1.8 of every 1,000 computers scanned in Nepal
in 4Q10 (a CCM score of 1.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Nepal over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Nepal and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Nepal in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Nepal in 4Q10 was Worms, which affected
44 .8 percent of all cleaned computers, down from 48.7 percent in 3Q10.

¢ The second most common category in Nepal in 4Q10 was Misc. Trojans,
which affected 35.7 percent of all cleaned computers, up from 33.1 percent in

3Q10.

¢ The third most common category in Nepal in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.4 percent of all cleaned computers,
down from 32.0 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Nepal in 4Q10.
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Win32/Autorun 29.8%
Win32/Rimecud 23.7%
Win32/Sality 19.2%
Win32/Conficker 10.1%
JS/Pornpop 9.4%
Win32/Taterf 6.4%
Sohanad 5.7%
Win32/Renos 5.7%
Win32/Virut 5.4%
Win32/Nugel 4.4%

The most common threat family in Nepal in 4Q10 was Win32/Autorun,
which affected 29.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Nepal in 4Q10 was
Win32/Rimecud, which affected 23.7 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Nepal in 4Q10 was Win32/Sality,
which affected 19.2 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Nepal in 4Q10 was
Win32/Conficker, which affected 10.1 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Netherlands

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Netherlands in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Netherlands

and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

9.0 6.1

10.8 9.6

Phishing sites per

1000 hosts )

Malware hosting
sites per 1000
hosts

11.14

Percentage of sites
hosting drive-by
downloads

0.088% 0.029%

7.3 5.8
9.9 8.7
0.92
3.17

0.047%
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Infection Trends (CCM)

The MSRT detected malware on 5.8 of every 1,000 computers scanned in Nether-
lands in 4Q10 (a CCM score of 5.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Netherlands over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Netherlands and worldwide

45.0 -
40.0 -
35.0 A
30.0 A
25.0 A
20.0 A
15.0 A

10.0 orldwide
5.0 - ; : ; - —e

0.0 Netherlands
3Q09 4Q09 1Q10 2010 30Q10 40Q10




Threat Categories

Malware and potentially unwanted software categories in Netherlands in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Netherlands in 4Q10 was Adware, which af-
fected 34.3 percent of all cleaned computers, up from 32.3 percent in 3Q10.

¢ The second most common category in Netherlands in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 29.5 percent of all cleaned comput-
ers, down from 29.5 percent in 3Q10.

¢ The third most common category in Netherlands in 4Q10 was Misc. Trojans,
which affected 28.6 percent of all cleaned computers, up from 27.0 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Netherlands in 4Q10.
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JS/Pormpop 17.5%
Win32/ClickPotato 9.0%
Win32/Zwangi 8.6%
Win32/Renos 6.6%
Win32/Keygen 5.9%
Win32/Alureon 5.7%
ASX/Wimad 5.7%
Win32/Hotbar 5.7%
Java/CVE-2009-3867 3.2%
Win32/Autorun 3.2%

The most common threat family in Netherlands in 4Q10 was JS/Pornpop,
which affected 17.5 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in Netherlands in 4Q10 was
Win32/ClickPotato, which affected 9.0 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Netherlands in 4Q10 was
Win32/Zwangi, which affected 8.6 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in Netherlands in 4Q10 was
Win32/Renos, which affected 6.6 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.



Netherlands Antilles

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Netherlands Anti-
lles in 4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Netherlands
Antilles and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

Phishing sites per
1000 hosts

Malware hosting
sites per 1000
hosts

Percentage of sites
hosting drive-by
downloads

3.0 2.5 25 2.2
10.8 9.6 9.9 8.7
0.21 0.11

0.300%
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Infection Trends (CCM)

The MSRT detected malware on 2.2 of every 1,000 computers scanned in Nether-
lands Antilles in 4Q10 (a CCM score of 2.2, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for Netherlands
Antilles over the last 6 quarters, compared to 117 other countries and regions and
to the world as a whole.

CCM infection trends in Netherlands Antilles and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Netherlands Antilles in 4Q10, by percentage
of cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Netherlands Antilles in 4Q10 was Adware,
which affected 28.8 percent of all cleaned computers, down from 30.9 per-
cent in 3Q10.

¢ The second most common category in Netherlands Antilles in 4Q10 was
Worms, which affected 26.2 percent of all cleaned computers, down from
26.3 percent in 3Q10.

¢ The third most common category in Netherlands Antilles in 4Q10 was Misc.
Potentially Unwanted Software, which affected 23.6 percent of all cleaned
computers, down from 25.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Netherlands Antilles in 4Q10.
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Win32/Zwangi 11.1%
Win32/ClickPotato 10.3%
Win32/Hothar 8.0%
Win32/Autorun 7.4%
Win32/Vobfus 6.9%
Win32/Rimecud 6.5%
JS/Pornpop 6.5%
Win32/Renos 5.5%
Win32/Taterf 4.8%
Win32/IRChot 4.4%

The most common threat family in Netherlands Antilles in 4Q10 was
Win32/Zwangi, which affected 11.1 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The second most common threat family in Netherlands Antilles in 4Q10 was
Win32/ClickPotato, which affected 10.3 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Netherlands Antilles in 4Q10 was
Win32/Hotbar, which affected 8.0 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.

The fourth most common threat family in Netherlands Antilles in 4Q10 was
Win32/Autorun, which affected 7.4 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.



New Zealand

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in New Zealand in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in New Zealand

and around the world.

BTN ECIE

Host infection rate
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CCM Worldwide
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downloads
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Infection Trends (CCM)

The MSRT detected malware on 4.9 of every 1,000 computers scanned in New
Zealand in 4Q10 (a CCM score of 4.9, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for New Zealand over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in New Zealand and worldwide
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Threat Categories

Malware and potentially unwanted software categories in New Zealand in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in New Zealand in 4Q10 was Adware, which af-
fected 31.6 percent of all cleaned computers, up from 28.1 percent in 3Q10.

¢ The second most common category in New Zealand in 4Q10 was Misc. Tro-
jans, which affected 28.1 percent of all cleaned computers, up from 26.8 per-
cent in 3Q10.

¢ The third most common category in New Zealand in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 25.8 percent of all cleaned comput-
ers, down from 26.3 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in New Zealand in 4Q10.
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JS/Pormpop 18.7%
Win32/Autorun 6.8%
Win32/ClickPotato 6.1%
Win32/Zwangi 5.9%
Win32/Renos 5.8%
Win32/Vobfus 5.7%
ASX/Wimad 5.0%
Win32/Hotbar 4.9%
Win32/Winwebsec 4.1%
PowerRegScheduler 3.3%

The most common threat family in New Zealand in 4Q10 was JS/Pornpop,
which affected 18.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in New Zealand in 4Q10 was
Win32/Autorun, which affected 6.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in New Zealand in 4Q10 was
Win32/ClickPotato, which affected 6.1 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in New Zealand in 4Q10 was
Win32/Zwangi, which affected 5.9 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Nicaragua

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Nicaragua in

4Q10 and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Nicaragua

and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9

13.5 13.8 11.7

Phishing sites per

1000 hosts L

Malware hosting
sites per 1000 0.05
hosts

Percentage of sites
hosting drive-by
downloads

0.054%

9.1

8.7
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Infection Trends (CCM)

The MSRT detected malware on 9.1 of every 1,000 computers scanned in Nicara-
gua in 4Q10 (a CCM score of 9.1, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Nicaragua over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Nicaragua and worldwide

45.0 -
40.0 -
35.0 A
30.0 A
25.0 A
20.0 A

15.0 A ——
5.0 1

0_0 T T T T T
3Q09 4Q09 1Q10 2Q10 3Q10 4Q10

Nicaragua
1




Threat Categories

Malware and potentially unwanted software categories in Nicaragua in 4Q10, by percentage of cleaned
computers affected

45% -
40%
35% -
30% -
25%
20% -
15% -
10%
0, ]
g(f B Nicaragua
0 T T T T T T T T T T ]
. .2 L. B Worldwide
e’o, %O %o ’% @‘90,F 4% s, % Q"o/ %%
25 XA OO % Y% 4 S 0/,;(9 N
o, % Y O % ®
S Yy, ®
S %, %
% % S
(o4 )
(4) Q. ()
Y, S ¢
S, ¢ 7
&, % %
oy % %
®O 0@ O/}O
B, e o
“%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Nicaragua in 4Q10 was Worms, which affected
42.2 percent of all cleaned computers, down from 53.3 percent in 3Q10.

¢ The second most common category in Nicaragua in 4Q10 was Misc. Trojans,
which affected 38.2 percent of all cleaned computers, up from 34.4 percent in

3Q10.

¢ The third most common category in Nicaragua in 4Q10 was Misc. Potentially
Unwanted Software, which affected 37.1 percent of all cleaned computers, up
from 26.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Nicaragua in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Rimecud 31.1%
Win32/Autorun 20.6%
Win32/Vobfus 13.1%
Win32/Taterf 12.1%
Win32/Keygen 9.5%
Win32/Renos 8.1%
Win32/Conficker 6.9%
Win32/Frethog 6.2%
Win32/Silly_P2P 5.9%
Win32/FlyAgent 5.1%

The most common threat family in Nicaragua in 4Q10 was Win32/Rimecud,
which affected 31.1 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Nicaragua in 4Q10 was
Win32/Autorun, which affected 20.6 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Nicaragua in 4Q10 was
Win32/Vobfus, which affected 13.1 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in Nicaragua in 4Q10 was
Win32/Taterf, which affected 12.1 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.



Nigeria

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Nigeria in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Nigeria and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

3.5 3.2 3.7 2.8

Phishing sites per

1000 hosts ek

Malware hosting
sites per 1000 29.58 4.77
hosts

Percentage of sites
hosting drive-by 0.291%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Nigeria
in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Nigeria over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Nigeria and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Nigeria in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Nigeria in 4Q10 was Worms, which affected
55.0 percent of all cleaned computers, down from 59.2 percent in 3Q10.

¢ The second most common category in Nigeria in 4Q10 was Misc. Potentially
Unwanted Software, which affected 21.2 percent of all cleaned computers, up
from 19.3 percent in 3Q10.

¢ The third most common category in Nigeria in 4Q10 was Misc. Trojans,
which affected 20.1 percent of all cleaned computers, up from 18.8 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Nigeria in 4Q10.

Win32/Vobfus
Win32/Rimecud
Win32/Autorun
Win32/Conficker
Win32/Sality
CplLnk
Win32/Virut
Win32/Zwangi
Win32/ClickPotato
Win32/Renos
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22.6%
22.4%
18.2%
10.3%
8.8%
6.8%
6.1%
5.4%
4.4%
4.3%

¢ The most common threat family in Nigeria in 4Q10 was Win32/Vobfus,
which affected 22.6 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-

ware.

¢ The second most common threat family in Nigeria in 4Q10 was
Win32/Rimecud, which affected 22.4 percent of cleaned computers.

Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

¢ The third most common threat family in Nigeria in 4Q10 was
Win32/Autorun, which affected 18.2 percent of cleaned computers.

Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-

work or removable drives.

¢ The fourth most common threat family in Nigeria in 4Q10 was
Win32/Conficker, which affected 10.3 percent of cleaned computers.

Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important

system services and security products, and downloads arbitrary files.



Norway

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Norway in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Norway and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

6.6 4.7

10.8 9.6

Phishing sites per

1000 hosts v

Malware hosting
sites per 1000
hosts

0.34

Percentage of sites
hosting drive-by
downloads

0.185% 0.044%

5.0 3.8
9.9 8.7
0.22
0.22

0.049%
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Infection Trends (CCM)

The MSRT detected malware on 3.8 of every 1,000 computers scanned in Norway
in 4Q10 (a CCM score of 3.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Norway over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Norway and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Norway in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Norway in 4Q10 was Adware, which affected
37.0 percent of all cleaned computers, up from 30.7 percent in 3Q10.

¢ The second most common category in Norway in 4Q10 was Misc. Trojans,
which affected 28.1 percent of all cleaned computers, down from 29.4 per-

cent in 3Q10.

¢ The third most common category in Norway in 4Q10 was Misc. Potentially
Unwanted Software, which affected 25.8 percent of all cleaned computers,
down from 28.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Norway in 4Q10.
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JS/Pornpop 19.2%
Win32/ClickPotato 8.9%
Win32/Renos 8.3%
Win32/Zwangi 8.0%
Win32/Hotbhar 6.7%
Win32/FakeSpypro 4.9%
ASX/Wimad 4.5%
Win32/Keygen 4.0%
Win32/IRChot 3.9%
Java/CVE-2009-3867 3.7%

The most common threat family in Norway in 4Q10 was JS/Pornpop, which
affected 19.2 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Norway in 4Q10 was
Win32/ClickPotato, which affected 8.9 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Norway in 4Q10 was Win32/Renos,
which affected 8.3 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.

The fourth most common threat family in Norway in 4Q10 was
Win32/Zwangi, which affected 8.0 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Oman

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Oman in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Oman and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

13.2 10.0 10.3 9.0

Phishing sites per
1000 hosts 0.21 0.84

Malware hosting
sites per 1000 0.42
hosts

Percentage of sites
hosting drive-by 0.000%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.0 of every 1,000 computers scanned in Oman
in 4Q10 (a CCM score of 9.0, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Oman over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Oman and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Oman in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Oman in 4Q10 was Worms, which affected
49.1 percent of all cleaned computers, up from 45.3 percent in 3Q10.

¢ The second most common category in Oman in 4Q10 was Misc. Trojans,
which affected 34.0 percent of all cleaned computers, up from 29.8 percent in

3Q10.

¢ The third most common category in Oman in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.0 percent of all cleaned computers, up
from 22.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Oman in 4Q10.
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Win32/Autorun 23.2%
Win32/Vobfus 20.1%
Win32/Rimecud 17.6%
Win32/Sality 12.7%
Win32/Agent 11.5%
Win32/Renos 6.7%
Win32/Virut 6.3%
Win32/Mabezat 5.1%
Win32/Zwangi 4.3%
Win32/Hamweq 4.2%

The most common threat family in Oman in 4Q10 was Win32/Autorun,
which affected 23.2 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Oman in 4Q10 was
Win32/Vobfus, which affected 20.1 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The third most common threat family in Oman in 4Q10 was Win32/Rimecud,
which affected 17.6 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The fourth most common threat family in Oman in 4Q10 was Win32/Sality,
which affected 12.7 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Pakistan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Pakistan in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Pakistan and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

24 21 2.1 1.8

Phishing sites per

1000 hosts 1.54 0.28

Malware hosting
sites per 1000 3.46 1.86
hosts

Percentage of sites
hosting drive-by 0.415% 0.341% 0.335%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 1.8 of every 1,000 computers scanned in Pakistan
in 4Q10 (a CCM score of 1.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Pakistan over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Pakistan and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Pakistan in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Pakistan in 4Q10 was Worms, which affected
38.3 percent of all cleaned computers, down from 41.4 percent in 3Q10.

¢ The second most common category in Pakistan in 4Q10 was Misc. Trojans,
which affected 34.0 percent of all cleaned computers, up from 33.2 percent in

3Q10.

¢ The third most common category in Pakistan in 4Q10 was Misc. Potentially
Unwanted Software, which affected 29.9 percent of all cleaned computers, up
from 26.7 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Pakistan in 4Q10.
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Win32/Autorun 22.5%
Win32/Rimecud 16.6%
Win32/Sality 12.5%
JS/Pormpop 12.3%
Win32/Virut 11.0%
Win32/Chir 10.7%
Win32/Conficker 10.2%
Win32/Renos 7.2%
Win32/ClickPotato 6.1%
CplLnk 5.8%

The most common threat family in Pakistan in 4Q10 was Win32/Autorun,
which affected 22.5 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Pakistan in 4Q10 was
Win32/Rimecud, which affected 16.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Pakistan in 4Q10 was Win32/Sality,
which affected 12.5 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Pakistan in 4Q10 was JS/Pornpop,
which affected 12.3 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Palestinian Authority

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Palestinian Au-
thority in 4Q10 and previous quarters. See the Security Intelligence Report website
at http://www.microsoft.com/sir for more information about threats in Palestinian

Authority and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8

5.1

Phishing sites per
1000 hosts

Malware hosting
sites per 1000
hosts

Percentage of sites
hosting drive-by 1.437%
downloads

4.5 5.0 4.8
9.6 9.9 8.7
0.694% 0.678%
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Infection Trends (CCM)

The MSRT detected malware on 4.8 of every 1,000 computers scanned in Pales-
tinian Authority in 4Q10 (a CCM score of 4.8, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for Palestinian
Authority over the last 6 quarters, compared to 117 other countries and regions
and to the world as a whole.

CCM infection trends in Palestinian Authority and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Palestinian Authority in 4Q10, by percentage
of cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Palestinian Authority in 4Q10 was Worms,
which affected 42.4 percent of all cleaned computers, down from 43.4 per-
cent in 3Q10.

¢ The second most common category in Palestinian Authority in 4Q10 was
Misc. Trojans, which affected 41.4 percent of all cleaned computers, up from
37.5 percent in 3Q10.

¢ The third most common category in Palestinian Authority in 4Q10 was Misc.
Potentially Unwanted Software, which affected 26.5 percent of all cleaned
computers, up from 23.7 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Palestinian Authority in 4Q10.
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Win32/Sality 28.7%
Win32/Autorun 20.5%
Win32/Rimecud 14.3%
Win32/Taterf 10.1%
Win32/Agent 9.8%
JS/Pornpop 9.5%
Win32/Frethog 6.8%
Win32/Vobfus 6.5%
Win32/FlyAgent 6.2%
Win32/Conficker 5.7%

The most common threat family in Palestinian Authority in 4Q10 was
Win32/Sality, which affected 28.7 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The second most common threat family in Palestinian Authority in 4Q10 was
Win32/Autorun, which affected 20.5 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Palestinian Authority in 4Q10 was
Win32/Rimecud, which affected 14.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Palestinian Authority in 4Q10 was
Win32/Taterf, which affected 10.1 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.



Panama

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Panama in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Panama and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

14.5 11.5 13.6 11.7

Phishing sites per

1000 hosts 16.67 112.75

Malware hosting
sites per 1000 37.54 41.61
hosts

Percentage of sites
hosting drive-by 0.000% 0.154% 0.187%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 11.7 of every 1,000 computers scanned in Pana-
ma in 4Q10 (a CCM score of 11.7, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Panama over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Panama and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Panama in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Panama in 4Q10 was Worms, which affected
35.8 percent of all cleaned computers, down from 44.5 percent in 3Q10.

¢ The second most common category in Panama in 4Q10 was Misc. Potentially
Unwanted Software, which affected 32.4 percent of all cleaned computers, up
from 29.6 percent in 3Q10.

¢ The third most common category in Panama in 4Q10 was Misc. Trojans,
which affected 31.9 percent of all cleaned computers, up from 26.2 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Panama in 4Q10.
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Win32/Rimecud 19.8%
Win32/Autorun 16.5%
Win32/Vobfus 12.6%
Win32/Sality 10.3%
Win32/IRChot 6.8%
Win32/Conficker 6.5%
JS/Pornpop 6.2%
Win32/Zwangi 5.3%
Win32/Renos 5.1%
Win32/VBInject 4.4%

The most common threat family in Panama in 4Q10 was Win32/Rimecud,
which affected 19.8 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Panama in 4Q10 was
Win32/Autorun, which affected 16.5 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Panama in 4Q10 was Win32/Vobfus,
which affected 12.6 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The fourth most common threat family in Panama in 4Q10 was Win32/Sality,
which affected 10.3 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Paraguay

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Paraguay in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Paraguay and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

4.9 5.1

10.8 9.6

Phishing sites per

1000 hosts 0

Malware hosting
sites per 1000
hosts

4.57

Percentage of sites
hosting drive-by
downloads

0.073% 0.036%

4.9 3.4
9.9 8.7
0.15
4.11

0.119%
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Infection Trends (CCM)

The MSRT detected malware on 3.4 of every 1,000 computers scanned in Para-
guay in 4Q10 (a CCM score of 3.4, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Paraguay over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Paraguay and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Paraguay in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Paraguay in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 38.1 percent of all cleaned computers, down
from 41.8 percent in 3Q10.

¢ The second most common category in Paraguay in 4Q10 was Worms, which
affected 33.5 percent of all cleaned computers, down from 38.7 percent in

3Q10.

¢ The third most common category in Paraguay in 4Q10 was Misc. Trojans,
which affected 24.8 percent of all cleaned computers, up from 21.1 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Paraguay in 4Q10.
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Win32/Autorun 21.5%
Win32/IRChot 11.0%
Win32/Rimecud 10.0%
Win32/Keygen 8.0%
Win32/Taterf 7.9%
Win32/Silly_P2P 6.7%
JS/Pornpop 5.7%
Win32/Sality 5.4%
Win32/Conficker 4.8%
Win32/Frethog 4.4%

The most common threat family in Paraguay in 4Q10 was Win32/Autorun,
which affected 21.5 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Paraguay in 4Q10 was
Win32/IRCbot, which affected 11.0 percent of cleaned computers.
Win32/IRCbot is a large family of backdoor trojans that drops other malicious
software and connects to IRC servers to receive commands from attackers.

The third most common threat family in Paraguay in 4Q10 was
Win32/Rimecud, which affected 10.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Paraguay in 4Q10 was
Win32/Keygen, which affected 8.0 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



Peru

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Peru in 4Q10 and
previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Peru and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

16.2 19.2 16.7 13.5

Phishing sites per

1000 hosts 0.38 0.04

Malware hosting
sites per 1000 0.03 0.10
hosts

Percentage of sites
hosting drive-by 0.179% 0.089% 0.119%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 13.5 of every 1,000 computers scanned in Peru
in 4Q10 (a CCM score of 13.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Peru over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Peru and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Peru in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Peru in 4Q10 was Worms, which affected 41.1
percent of all cleaned computers, down from 53.0 percent in 3Q10.

¢ The second most common category in Peru in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.4 percent of all cleaned computers, up
from 29.1 percent in 3Q10.

¢ The third most common category in Peru in 4Q10 was Misc. Trojans, which
affected 25.4 percent of all cleaned computers, up from 23.2 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Peru in 4Q10.
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Win32/IRChot 18.4%
Win32/Autorun 17.8%
Win32/Taterf 15.6%
Win32/Rimecud 15.1%
Win32/Frethog 10.2%
Win32/Conficker 7.2%
Win32/Vobfus 6.9%
Win32/Renos 6.4%
Win32/Keygen 5.9%
JS/Pormpop 5.4%

The most common threat family in Peru in 4Q10 was Win32/IRCbot, which
affected 18.4 percent of cleaned computers. Win32/IRCbot is a large family of
backdoor trojans that drops other malicious software and connects to IRC
servers to receive commands from attackers.

The second most common threat family in Peru in 4Q10 was Win32/Autorun,
which affected 17.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The third most common threat family in Peru in 4Q10 was Win32/Taterf,
which affected 15.6 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Peru in 4Q10 was Win32/Rimecud,
which affected 15.1 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.



Philippines

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Philippines in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Philippines

and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

3.0 3.3

10.8 9.6

Phishing sites per

1000 hosts il

Malware hosting
sites per 1000
hosts

2.92

Percentage of sites
hosting drive-by
downloads

0.141% 0.055%

3.5 2.8
9.9 8.7
0.31
3.90

0.041%
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Philip-
pines in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Philippines over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Philippines and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Philippines in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Philippines in 4Q10 was Worms, which af-
fected 41.6 percent of all cleaned computers, down from 46.6 percent in
3Q10.

¢ The second most common category in Philippines in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 33.1 percent of all cleaned comput-
ers, up from 31.2 percent in 3Q10.

¢ The third most common category in Philippines in 4Q10 was Misc. Trojans,
which affected 29.5 percent of all cleaned computers, up from 27.5 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Philippines in 4Q10.
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Win32/Autorun 22.4%
Win32/Rimecud 17.3%
Win32/Conficker 12.6%
Win32/Sality 10.4%
Win32/Zwangi 7.3%
Win32/ClickPotato 6.9%
Win32/Renos 6.7%
JS/Pormpop 6.1%
Win32/Nugel 6.1%
Win32/Hotbar 6.0%

The most common threat family in Philippines in 4Q10 was Win32/Autorun,
which affected 22.4 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Philippines in 4Q10 was
Win32/Rimecud, which affected 17.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Philippines in 4Q10 was
Win32/Conficker, which affected 12.6 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Philippines in 4Q10 was
Win32/Sality, which affected 10.4 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.



Poland

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Poland in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Poland and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

23.6 21.8 22.6 17.3

Phishing sites per

1000 hosts 0.40 0.25

Malware hosting
sites per 1000 7.07 1.31
hosts

Percentage of sites
hosting drive-by 0.163% 0.088% 0.082%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 17.3 of every 1,000 computers scanned in Poland
in 4Q10 (a CCM score of 17.3, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Poland over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Poland and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Poland in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Poland in 4Q10 was Worms, which affected
40.6 percent of all cleaned computers, down from 46.2 percent in 3Q10.

¢ The second most common category in Poland in 4Q10 was Misc. Potentially
Unwanted Software, which affected 21.8 percent of all cleaned computers, up
from 19.6 percent in 3Q10.

¢ The third most common category in Poland in 4Q10 was Password Stealers &
Monitoring Tools, which affected 20.2 percent of all cleaned computers, up
from 18.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Poland in 4Q10.
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Win32/Taterf 23.9%
Win32/Frethog 15.9%
Win32/Autorun 8.8%
Win32/Rimecud 5.3%
JS/Pornpop 4.6%
Win32/Vobfus 4.0%
Win32/Renos 4.0%
Win32/Conficker 3.5%
Win32/Sality 3.5%
Win32/Keygen 3.4%

The most common threat family in Poland in 4Q10 was Win32/Taterf, which
affected 23.9 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The second most common threat family in Poland in 4Q10 was
Win32/Frethog, which affected 15.9 percent of cleaned computers.
Win32/Frethog is a large family of password-stealing trojans that target confi-
dential data, such as account information, from massively multiplayer online
games.

The third most common threat family in Poland in 4Q10 was
Win32/Autorun, which affected 8.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Poland in 4Q10 was
Win32/Rimecud, which affected 5.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Portugal

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Portugal in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Portugal and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

23.0 18.1 19.3 15.6

Phishing sites per

1000 hosts LY L)

Malware hosting
sites per 1000 0.36 0.25
hosts

Percentage of sites
hosting drive-by 0.172% 0.080% 0.078%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 15.6 of every 1,000 computers scanned in Por-
tugal in 4Q10 (a CCM score of 15.6, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Portugal over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Portugal and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Portugal in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Portugal in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 34.7 percent of all cleaned computers, up
from 27.0 percent in 3Q10.

¢ The second most common category in Portugal in 4Q10 was Worms, which
affected 24.9 percent of all cleaned computers, down from 25.5 percent in

3Q10.

¢ The third most common category in Portugal in 4Q10 was Misc. Trojans,
which affected 23.2 percent of all cleaned computers, down from 23.9 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Portugal in 4Q10.
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Win32/Autorun 13.9%
JS/Pornpop 11.7%
Win32/Vobfus 8.8%
Win32/Zwangi 6.8%
Win32/Keygen 6.7%
Win32/Bancos 6.5%
Win32/ClickPotato 5.9%
HTML/ IframeRef 5.8%
Win32/Renos 5.5%
Win32/Banload 4.3%

The most common threat family in Portugal in 4Q10 was Win32/Autorun,
which affected 13.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Portugal in 4Q10 was JS/Pornpop,

which affected 11.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display

pop-under advertisements, usually with adult content.

The third most common threat family in Portugal in 4Q10 was
Win32/Vobfus, which affected 8.8 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in Portugal in 4Q10 was
Win32/Zwangi, which affected 6.8 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Puerto Rico

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Puerto Rico in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Puerto Rico
and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 3.6 of every 1,000 computers scanned in Puerto
Rico in 4Q10 (a CCM score of 3.6, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Puerto Rico over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Puerto Rico and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Puerto Rico in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Puerto Rico in 4Q10 was Worms, which af-
fected 38.1 percent of all cleaned computers, down from 43.0 percent in
3Q10.

¢ The second most common category in Puerto Rico in 4Q10 was Misc. Tro-
jans, which affected 25.5 percent of all cleaned computers, up from 23.5 per-
cent in 3Q10.

¢ The third most common category in Puerto Rico in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 24.0 percent of all cleaned computers,
up from 22.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Puerto Rico in 4Q10.
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Win32/Vobfus 17.4%
Win32/Autorun 13.6%
Win32/Zwangi 9.0%
Win32/Rimecud 8.3%
Win32/Renos 7.8%
JS/Pornpop 6.5%
Win32/ClickPotato 6.3%
Win32/Hotbar 5.9%
Win32/Hamweq 5.2%
Win32/IRChot 4.7%

The most common threat family in Puerto Rico in 4Q10 was Win32/Vobtfus,
which affected 17.4 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Puerto Rico in 4Q10 was
Win32/Autorun, which affected 13.6 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Puerto Rico in 4Q10 was
Win32/Zwangi, which affected 9.0 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in Puerto Rico in 4Q10 was
Win32/Rimecud, which affected 8.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Qatar

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Qatar in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Qatar and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 6.4 of every 1,000 computers scanned in Qatar in
4Q10 (a CCM score of 6.4, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Qatar over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Qatar and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Qatar in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Qatar in 4Q10 was Worms, which affected
38.0 percent of all cleaned computers, down from 40.9 percent in 3Q10.

¢ The second most common category in Qatar in 4Q10 was Misc. Trojans,
which affected 30.3 percent of all cleaned computers, up from 27.4 percent in

3Q10.

¢ The third most common category in Qatar in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 24.1 percent of all cleaned computers, up
from 20.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Qatar in 4Q10.
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Win32/Rimecud 14.6%
Win32/Autorun 14.5%
Win32/ClickPotato 8.8%
Win32/Zwangi 8.0%
Win32/Conficker 7.6%
Win32/Sality 7.4%
Win32/Agent 7.0%
Win32/Taterf 6.0%
Win32/Renos 5.5%
Win32/Hotbar 5.1%

The most common threat family in Qatar in 4Q10 was Win32/Rimecud,
which affected 14.6 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Qatar in 4Q10 was
Win32/Autorun, which affected 14.5 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Qatar in 4Q10 was
Win32/ClickPotato, which affected 8.8 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Qatar in 4Q10 was Win32/Zwangi,
which affected 8.0 percent of cleaned computers. Win32/Zwangi is a program
that runs as a service in the background and modifies Web browser settings to
visit a particular website.



Romania

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Romania in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Romania and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.4 of every 1,000 computers scanned in Roma-
nia in 4Q10 (a CCM score of 5.4, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Romania over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Romania and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Romania in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Romania in 4Q10 was Misc. Trojans, which
affected 30.7 percent of all cleaned computers, down from 32.3 percent in
3Q10.

¢ The second most common category in Romania in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.1 percent of all cleaned computers,
down from 30.8 percent in 3Q10.

¢ The third most common category in Romania in 4Q10 was Worms, which
affected 24.9 percent of all cleaned computers, down from 24.6 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Romania in 4Q10.
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Win32/Autorun 10.8%
Win32/Sality 8.6%
Win32/Rimecud 8.1%
JS/Pormpop 7.8%
Win32/IRChot 7.5%
Win32/Conficker 7.3%
Win32/Keygen 6.6%
Win32/Renos 6.2%
Win32/Taterf 5.3%
Win32/Agent 4.1%

The most common threat family in Romania in 4Q10 was Win32/Autorun,
which affected 10.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Romania in 4Q10 was
Win32/Sality, which affected 8.6 percent of cleaned computers. Win32/Sality
is a family of polymorphic file infectors that target executable files with the ex-
tensions .scr or .exe. They may execute a damaging payload that deletes files
with certain extensions and terminates security-related processes and services.

The third most common threat family in Romania in 4Q10 was
Win32/Rimecud, which affected 8.1 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The fourth most common threat family in Romania in 4Q10 was JS/Pornpop,
which affected 7.8 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.



Russia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Russia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Russia and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 10.1 of every 1,000 computers scanned in Russia
in 4Q10 (a CCM score of 10.1, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Russia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Russia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Russia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Russia in 4Q10 was Misc. Trojans, which af-
fected 42.9 percent of all cleaned computers, up from 42.0 percent in 3Q10.

¢ The second most common category in Russia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 37.5 percent of all cleaned computers, up
from 35.2 percent in 3Q10.

¢ The third most common category in Russia in 4Q10 was Worms, which af-
fected 28.3 percent of all cleaned computers, down from 32.7 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Russia in 4Q10.
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Win32/Autorun 15.4%
Win32/Rimecud 10.6%
Win32/0bfuscator 9.5%
Win32/Conficker 9.4%
Win32/Keygen 8.9%
JS/Pornpop 5.4%
Bumat 5.2%
Win32/Sality 5.0%
Meredrop 4.2%
Dynamer 4.1%

The most common threat family in Russia in 4Q10 was Win32/Autorun,
which affected 15.4 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Russia in 4Q10 was
Win32/Rimecud, which affected 10.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Russia in 4Q10 was
Win32/Obfuscator, which affected 9.5 percent of cleaned computers.
Win32/Obfuscator is a generic detection for programs that have had their
purpose disguised to hinder analysis or detection by anti-virus scanners. Such
programs commonly employ a combination of methods, including encryp-
tion, compression, anti-debugging and anti-emulation techniques.

The fourth most common threat family in Russia in 4Q10 was
Win32/Conficker, which affected 9.4 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.



Saudi Arabia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Saudi Arabia in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Saudi Arabia
and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 15.8 of every 1,000 computers scanned in Saudi
Arabia in 4Q10 (a CCM score of 15.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Saudi Arabia over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Saudi Arabia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Saudi Arabia in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Saudi Arabia in 4Q10 was Misc. Trojans,
which affected 41.3 percent of all cleaned computers, up from 38.4 percent in
3Q10.

¢ The second most common category in Saudi Arabia in 4Q10 was Worms,
which affected 33.3 percent of all cleaned computers, down from 35.9 per-
cent in 3Q10.

¢ The third most common category in Saudi Arabia in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 26.2 percent of all cleaned comput-
ers, up from 22.4 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Saudi Arabia in 4Q10.
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Win32/Agent 17.0%
Win32/Autorun 13.8%
Win32/Sality 12.3%
Win32/Rimecud 9.2%
Win32/Taterf 7.7%
JS/Pornpop 5.9%
Giframe 5.5%
Win32/Conficker 5.4%
Win32/Renos 5.0%
Win32/Frethog 4.9%

The most common threat family in Saudi Arabia in 4Q10 was Win32/Agent,
which affected 17.0 percent of cleaned computers. Win32/Agent is a generic
detection for a number of trojans that may perform different malicious func-
tions. The functionality exhibited by this family is highly variable.

The second most common threat family in Saudi Arabia in 4Q10 was
Win32/Autorun, which affected 13.8 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Saudi Arabia in 4Q10 was
Win32/Sality, which affected 12.3 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The fourth most common threat family in Saudi Arabia in 4Q10 was
Win32/Rimecud, which affected 9.2 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Senegal

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Senegal in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Senegal and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 1.9 of every 1,000 computers scanned in Senegal
in 4Q10 (a CCM score of 1.9, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Senegal over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Senegal and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Senegal in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Senegal in 4Q10 was Worms, which affected
42.0 percent of all cleaned computers, down from 47.2 percent in 3Q10.

¢ The second most common category in Senegal in 4Q10 was Misc. Potentially
Unwanted Software, which affected 34.1 percent of all cleaned computers, up
from 32.9 percent in 3Q10.

¢ The third most common category in Senegal in 4Q10 was Misc. Trojans,
which affected 30.7 percent of all cleaned computers, up from 25.0 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Senegal in 4Q10.
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Win32/Autorun 23.1%
Win32/Rimecud 20.4%
Win32/Sality 12.3%
Win32/Taterf 10.2%
Win32/Vobfus 9.5%
Win32/Zwangi 7.7%
Win32/ClickPotato 7.1%
VBS/Slogod 5.2%
Win32/Mabezat 5.0%
Win32/Delf 5.0%

The most common threat family in Senegal in 4Q10 was Win32/Autorun,
which affected 23.1 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Senegal in 4Q10 was
Win32/Rimecud, which affected 20.4 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Senegal in 4Q10 was Win32/Sality,
which affected 12.3 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Senegal in 4Q10 was Win32/Taterf,
which affected 10.2 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Singapore

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Singapore in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Singapore
and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 11.0 of every 1,000 computers scanned in Singa-
pore in 4Q10 (a CCM score of 11.0, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Singapore over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Singapore and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Singapore in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Singapore in 4Q10 was Worms, which affected
34.7 percent of all cleaned computers, up from 33.1 percent in 3Q10.

¢ The second most common category in Singapore in 4Q10 was Adware, which
affected 22.3 percent of all cleaned computers, down from 22.0 percent in
3Q10.

¢ The third most common category in Singapore in 4Q10 was Misc. Trojans,
which affected 21.6 percent of all cleaned computers, up from 20.2 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Singapore in 4Q10.
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Win32/Vobfus 12.6%
Win32/Autorun 11.1%
JS/Pornpop 9.8%
Win32/Hupigon 9.0%
Win32/Rimecud 8.7%
Win32/ClickPotato 7.1%
Win32/Taterf 7.1%
Win32/Zwangi 5.6%
Win32/Hothar 4.2%
Win32/Renos 3.8%

The most common threat family in Singapore in 4Q10 was Win32/Vobfus,
which affected 12.6 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The second most common threat family in Singapore in 4Q10 was
Win32/Autorun, which affected 11.1 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Singapore in 4Q10 was JS/Pornpop,
which affected 9.8 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Singapore in 4Q10 was
Win32/Hupigon, which affected 9.0 percent of cleaned computers.
Win32/Hupigon is a family of trojans that uses a dropper to install one or
more backdoor files, and installs sometimes a password stealer or other mali-
cious programs.



Slovakia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Slovakia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Slovakia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

8.8 7.6 8.3 8.5

Phishing sites per

1000 hosts il o)

Malware hosting
sites per 1000 4.35 1.06
hosts

Percentage of sites
hosting drive-by 0.206% 0.110% 0.069%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 8.5 of every 1,000 computers scanned in Slovakia
in 4Q10 (a CCM score of 8.5, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Slovakia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Slovakia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Slovakia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Slovakia in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 29.2 percent of all cleaned computers, down
from 30.1 percent in 3Q10.

¢ The second most common category in Slovakia in 4Q10 was Misc. Trojans,
which affected 26.3 percent of all cleaned computers, down from 25.7 per-
cent in 3Q10.

¢ The third most common category in Slovakia in 4Q10 was Backdoors, which
affected 19.8 percent of all cleaned computers, down from 24.2 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Slovakia in 4Q10.
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Win32/IRChot 16.7%
Win32/Autorun 11.1%
JS/Pornpop 10.8%
Win32/Rimecud 7.3%
Win32/Taterf 7.3%
Win32/Renos 6.4%
Win32/Keygen 6.1%
Win32/Frethog 4.6%
Win32/0bfuscator 4.2%
Win32/Winwebsec 3.4%

The most common threat family in Slovakia in 4Q10 was Win32/IRCbot,
which affected 16.7 percent of cleaned computers. Win32/IRCbot is a large
family of backdoor trojans that drops other malicious software and connects
to IRC servers to receive commands from attackers.

The second most common threat family in Slovakia in 4Q10 was
Win32/Autorun, which affected 11.1 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Slovakia in 4Q10 was JS/Pornpop,
which affected 10.8 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The fourth most common threat family in Slovakia in 4Q10 was
Win32/Rimecud, which affected 7.3 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Slovenia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Slovenia in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Slovenia and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

14.8 10.0 9.8 9.1

Phishing sites per

1000 hosts 1.41 1.22

Malware hosting
sites per 1000 1.76 2.00
hosts

Percentage of sites
hosting drive-by 0.176% 0.048% 0.048%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.1 of every 1,000 computers scanned in Slovenia
in 4Q10 (a CCM score of 9.1, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Slovenia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Slovenia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Slovenia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Slovenia in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 34.4 percent of all cleaned computers, up
from 32.9 percent in 3Q10.

¢ The second most common category in Slovenia in 4Q10 was Misc. Trojans,
which affected 29.2 percent of all cleaned computers, down from 31.0 per-
cent in 3Q10.

¢ The third most common category in Slovenia in 4Q10 was Adware, which
affected 22.1 percent of all cleaned computers, down from 24.1 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Slovenia in 4Q10.
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JS/Pormpop 13.2%
Win32/Rimecud 10.4%
Win32/Autorun 9.7%
Win32/Keygen 8.7%
Win32/Renos 6.2%
Win32/IRChot 6.0%
Win32/Conficker 5.2%
Win32/0bfuscator 4.3%
Win32/Zwangi 4.2%
ASX/Wimad 4.2%

The most common threat family in Slovenia in 4Q10 was JS/Pornpop, which
affected 13.2 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Slovenia in 4Q10 was
Win32/Rimecud, which affected 10.4 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Slovenia in 4Q10 was
Win32/Autorun, which affected 9.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Slovenia in 4Q10 was
Win32/Keygen, which affected 8.7 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



South Africa

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in South Africa in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in South Africa
and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

12.8 11.9 11.8 9.8

Phishing sites per

1000 hosts v il

Malware hosting
sites per 1000 0.12 0.10
hosts

Percentage of sites
hosting drive-by 0.116% 0.056% 0.042%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 9.8 of every 1,000 computers scanned in South
Africa in 4Q10 (a CCM score of 9.8, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for South Africa over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in South Africa and worldwide
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Threat Categories

Malware and potentially unwanted software categories in South Africa in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in South Africa in 4Q10 was Worms, which af-
fected 49.5 percent of all cleaned computers, down from 53.1 percent in
3Q10.

¢ The second most common category in South Africa in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 26.7 percent of all cleaned comput-
ers, up from 25.2 percent in 3Q10.

¢ The third most common category in South Africa in 4Q10 was Misc. Trojans,
which affected 20.2 percent of all cleaned computers, down from 21.2 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in South Africa in 4Q10.
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Win32/Autorun 18.9%
Win32/Rimecud 18.6%
JS/Pornpop 11.1%
Win32/Vobfus 10.1%
Win32/Conficker 8.3%
Win32/Hamweq 5.4%
Win32/Renos 5.4%
Win32/Virut 4.6%
Win32/Mabezat 3.9%
Win32/VBlInject 3.1%

The most common threat family in South Africa in 4Q10 was
Win32/Autorun, which affected 18.9 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The second most common threat family in South Africa in 4Q10 was
Win32/Rimecud, which affected 18.6 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in South Africa in 4Q10 was
JS/Pornpop, which affected 11.1 percent of cleaned computers. JS/Pornpop is
a generic detection for specially-crafted JavaScript-enabled objects that at-
tempt to display pop-under advertisements, usually with adult content.

The fourth most common threat family in South Africa in 4Q10 was
Win32/Vobfus, which affected 10.1 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Spain

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Spain in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Spain and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

39.2 35.7 36.3 33.2

Phishing sites per

1000 hosts 0.46 0.56

Malware hosting
sites per 1000 3.01 1.83
hosts

Percentage of sites
hosting drive-by 0.200% 0.041% 0.051%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 33.2 of every 1,000 computers scanned in Spain
in 4Q10 (a CCM score of 33.2, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Spain over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Spain and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Spain in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Spain in 4Q10 was Worms, which affected
34.8 percent of all cleaned computers, down from 40.7 percent in 3Q10.

¢ The second most common category in Spain in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.1 percent of all cleaned computers, up
from 26.2 percent in 3Q10.

¢ The third most common category in Spain in 4Q10 was Misc. Trojans, which
affected 21.1 percent of all cleaned computers, up from 20.0 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Spain in 4Q10.
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Win32/Taterf 12.7%
Win32/Autorun 10.9%
Win32/Zbot 9.0%
Win32/Frethog 8.1%
Win32/Rimecud 7.2%
Win32/IRChot 5.9%
Win32/Conficker 5.8%
JS/Pormpop 5.7%
Win32/Zwangi 5.4%
Win32/Renos 4.7%

The most common threat family in Spain in 4Q10 was Win32/Taterf, which
affected 12.7 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The second most common threat family in Spain in 4Q10 was
Win32/Autorun, which affected 10.9 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Spain in 4Q10 was Win32/Zbot,
which affected 9.0 percent of cleaned computers. Win32/Zbot is a family of
password stealing trojans that also contains backdoor functionality allowing
unauthorized access and control of an affected machine.

The fourth most common threat family in Spain in 4Q10 was Win32/Frethog,
which affected 8.1 percent of cleaned computers. Win32/Frethog is a large
family of password-stealing trojans that target confidential data, such as ac-
count information, from massively multiplayer online games.



Sri Lanka

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Sri Lanka in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Sri Lanka and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

23 1.8

Phishing sites per

1000 hosts by

Malware hosting
sites per 1000 27.94
hosts

Percentage of sites
hosting drive-by 0.200% 0.066%
downloads

2.0

9.9

1.7
8.7
1.42
6.48
0.062%
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Infection Trends (CCM)

The MSRT detected malware on 1.7 of every 1,000 computers scanned in Sri Lan-
ka in 4Q10 (a CCM score of 1.7, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Sri Lanka over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Sri Lanka and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Sri Lanka in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Sri Lanka in 4Q10 was Worms, which affected
40.2 percent of all cleaned computers, down from 43.0 percent in 3Q10.

¢ The second most common category in Sri Lanka in 4Q10 was Misc. Potential-
ly Unwanted Software, which affected 34.3 percent of all cleaned computers,
up from 30.2 percent in 3Q10.

¢ The third most common category in Sri Lanka in 4Q10 was Misc. Trojans,
which affected 29.6 percent of all cleaned computers, up from 28.1 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Sri Lanka in 4Q10.
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Win32/Autorun 28.7%
Win32/Rimecud 14.5%
Win32/Sality 13.4%
JS/Pormpop 12.7%
Delicium 8.0%
Win32/Renos 7.9%
Win32/Taterf 7.8%
Win32/Nugel 7.2%
Win32/Conficker 6.1%
Win32/ClickPotato 6.0%

The most common threat family in Sri Lanka in 4Q10 was Win32/Autorun,
which affected 28.7 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Sri Lanka in 4Q10 was
Win32/Rimecud, which affected 14.5 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Sri Lanka in 4Q10 was Win32/Sality,
which affected 13.4 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Sri Lanka in 4Q10 was JS/Pornpop,
which affected 12.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display

pop-under advertisements, usually with adult content.



Sweden

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Sweden in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Sweden and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

8.0 5.2 5.9 4.4

Phishing sites per

1000 hosts v e

Malware hosting
sites per 1000 2.20 6.14
hosts

Percentage of sites
hosting drive-by 0.093% 0.033% 0.034%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 4.4 of every 1,000 computers scanned in Sweden
in 4Q10 (a CCM score of 4.4, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Sweden over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Sweden and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Sweden in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Sweden in 4Q10 was Adware, which affected
32.4 percent of all cleaned computers, down from 35.5 percent in 3Q10.

¢ The second most common category in Sweden in 4Q10 was Misc. Trojans,
which affected 29.6 percent of all cleaned computers, up from 25.6 percent in
3Q10.

¢ The third most common category in Sweden in 4Q10 was Misc. Potentially
Unwanted Software, which affected 25.3 percent of all cleaned computers, up
from 24.3 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Sweden in 4Q10.
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JS/Pormpop 17.2%
Win32/ClickPotato 8.2%
Win32/Renos 7.9%
Win32/Zwangi 6.7%
Win32/Hotbhar 4.8%
Win32/Keygen 4.6%
Win32/IRChot 4.6%
Win32/Vundo 4.5%
Java/CVE-2009-3867 4.1%
Java/CVE-2008-5353 3.7%

The most common threat family in Sweden in 4Q10 was JS/Pornpop, which
affected 17.2 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Sweden in 4Q10 was
Win32/ClickPotato, which affected 8.2 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Sweden in 4Q10 was Win32/Renos,
which affected 7.9 percent of cleaned computers. Win32/Renos is a family of
trojan downloaders that install rogue security software.

The fourth most common threat family in Sweden in 4Q10 was
Win32/Zwangi, which affected 6.7 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Switzerland

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Switzerland in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Switzerland
and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 4.1 of every 1,000 computers scanned in Switzer-
land in 4Q10 (a CCM score of 4.1, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Switzerland over the last
6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Switzerland and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Switzerland in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Switzerland in 4Q10 was Adware, which af-
fected 35.8 percent of all cleaned computers, up from 28.4 percent in 3Q10.

¢ The second most common category in Switzerland in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 27.7 percent of all cleaned comput-
ers, up from 25.5 percent in 3Q10.

¢ The third most common category in Switzerland in 4Q10 was Misc. Trojans,
which affected 27.7 percent of all cleaned computers, up from 24.7 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Switzerland in 4Q10.
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JS/Pormpop 18.2%
Win32/ClickPotato 9.9%
Win32/Zwangi 9.4%
Win32/Renos 6.3%
Win32/FakeSpypro 5.9%
Win32/Hothar 5.8%
Win32/IRChot 4.6%
ASX/Wimad 4.3%
Win32/Keygen 3.5%
Win32/Winwebsec 3.0%

The most common threat family in Switzerland in 4Q10 was JS/Pornpop,
which affected 18.2 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in Switzerland in 4Q10 was
Win32/ClickPotato, which affected 9.9 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Switzerland in 4Q10 was
Win32/Zwangi, which affected 9.4 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in Switzerland in 4Q10 was
Win32/Renos, which affected 6.3 percent of cleaned computers. Win32/Renos
is a family of trojan downloaders that install rogue security software.



Syria

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Syria in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Syria and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 5.6 of every 1,000 computers scanned in Syria in
4Q10 (a CCM score of 5.6, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Syria over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Syria and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Syria in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Syria in 4Q10 was Misc. Trojans, which af-
fected 39.4 percent of all cleaned computers, up from 33.2 percent in 3Q10.

¢ The second most common category in Syria in 4Q10 was Worms, which af-
fected 37.2 percent of all cleaned computers, up from 32.5 percent in 3Q10.

¢ The third most common category in Syria in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 30.2 percent of all cleaned computers, up
from 23.0 percent in 3Q10.

427



428

Threat Families

The top 10 malware and potentially unwanted software families in Syria in 4Q10.
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Win32/Sality 22.9%
Win32/Autorun 21.1%
Win32/Stuxnet 10.3%
Win32/Agent 9.6%
JS/Pornpop 9.2%
Win32/Rimecud 8.9%
Win32/Keygen 7.5%
Win32/Conficker 6.8%
Win32/Taterf 6.6%
CplLnk 6.0%

The most common threat family in Syria in 4Q10 was Win32/Sality, which
affected 22.9 percent of cleaned computers. Win32/Sality is a family of poly-
morphic file infectors that target executable files with the extensions .scr or
.exe. They may execute a damaging payload that deletes files with certain ex-
tensions and terminates security-related processes and services.

The second most common threat family in Syria in 4Q10 was
Win32/Autorun, which affected 21.1 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Syria in 4Q10 was Win32/Stuxnet,
which affected 10.3 percent of cleaned computers. Win32/Stuxnet is a multi-
component family that spreads via removable volumes by exploiting the vul-
nerability addressed by Microsoft Security Bulletin MS10-046.

The fourth most common threat family in Syria in 4Q10 was Win32/Agent,
which affected 9.6 percent of cleaned computers. Win32/Agent is a generic
detection for a number of trojans that may perform different malicious func-
tions. The functionality exhibited by this family is highly variable.



Taiwan

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Taiwan in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Taiwan and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 24.3 of every 1,000 computers scanned in Tai-
wan in 4Q10 (a CCM score of 24.3, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Taiwan over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.
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Threat Categories

Malware and potentially unwanted software categories in Taiwan in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Taiwan in 4Q10 was Password Stealers &
Monitoring Tools, which affected 35.2 percent of all cleaned computers, down
from 41.7 percent in 3Q10.

¢ The second most common category in Taiwan in 4Q10 was Worms, which
affected 26.5 percent of all cleaned computers, down from 34.7 percent in
3Q10.

¢ The third most common category in Taiwan in 4Q10 was Misc. Potentially
Unwanted Software, which affected 24.5 percent of all cleaned computers, up
from 20.1 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Taiwan in 4Q10.
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Win32/Frethog 28.2%
Win32/Taterf 16.2%
Win32/Autorun 12.2%
Win32/Rimecud 9.0%
Win32/Magania 6.3%
Win32/Hupigon 5.2%
Win32/Conficker 4.9%
Win32/Keygen 4.5%
Win32/IRChot 3.9%
Win32/Agent 3.7%

The most common threat family in Taiwan in 4Q10 was Win32/Frethog,
which affected 28.2 percent of cleaned computers. Win32/Frethog is a large
family of password-stealing trojans that target confidential data, such as ac-
count information, from massively multiplayer online games.

The second most common threat family in Taiwan in 4Q10 was
Win32/Taterf, which affected 16.2 percent of cleaned computers.
Win32/Taterf is a family of worms that spread through mapped drives to steal
login and account details for popular online games.

The third most common threat family in Taiwan in 4Q10 was
Win32/Autorun, which affected 12.2 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Taiwan in 4Q10 was
Win32/Rimecud, which affected 9.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Tanzania

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Tanzania in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Tanzania and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 3.1 of every 1,000 computers scanned in Tanza-
nia in 4Q10 (a CCM score of 3.1, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Tanzania over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Tanzania and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Tanzania in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Tanzania in 4Q10 was Worms, which affected
55.9 percent of all cleaned computers, down from 64.6 percent in 3Q10.

¢ The second most common category in Tanzania in 4Q10 was Misc. Trojans,
which affected 31.7 percent of all cleaned computers, up from 24.6 percent in

3Q10.

¢ The third most common category in Tanzania in 4Q10 was Misc. Potentially
Unwanted Software, which affected 23.8 percent of all cleaned computers, up
from 22.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Tanzania in 4Q10.
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Win32/Rimecud 43.1%
Win32/Autorun 20.5%
Win32/Vobfus 10.2%
Win32/Virut 6.6%
Win32/Folstart 6.3%
JS/Pornpop 5.7%
Win32/Sality 5.2%
Win32/Taterf 5.1%
Win32/Hamweq 5.1%
CplLnk 4.3%

The most common threat family in Tanzania in 4Q10 was Win32/Rimecud,
which affected 43.1 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Tanzania in 4Q10 was
Win32/Autorun, which affected 20.5 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Tanzania in 4Q10 was
Win32/Vobfus, which affected 10.2 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in Tanzania in 4Q10 was
Win32/Virut, which affected 6.6 percent of cleaned computers. Win32/Virut
is a family of file-infecting viruses that target and infect .exe and .scr files ac-
cessed on infected systems. Win32/Virut also opens a backdoor by connecting
to an IRC server.



Thailand

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Thailand in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Thailand and
around the world.
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Infection Trends (CCM)

The MSRT detected malware on 14.5 of every 1,000 computers scanned in Thail-
and in 4Q10 (a CCM score of 14.5, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Thailand over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.
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Threat Categories

Malware and potentially unwanted software categories in Thailand in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Thailand in 4Q10 was Worms, which affected
41.8 percent of all cleaned computers, down from 49.5 percent in 3Q10.

¢ The second most common category in Thailand in 4Q10 was Misc. Potentially
Unwanted Software, which affected 31.8 percent of all cleaned computers,
down from 31.9 percent in 3Q10.

¢ The third most common category in Thailand in 4Q10 was Misc. Trojans,
which affected 29.4 percent of all cleaned computers, down from 30.1 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Thailand in 4Q10.
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Win32/Autorun 19.9%
Win32/Sality 17.4%
Win32/Taterf 15.7%
Win32/Frethog 11.1%
Win32/Conficker 9.9%
Win32/Keygen 8.1%
JS/Pornpop 1.7%
Win32/Rimecud 7.2%
Win32/Agent 5.5%
Win32/FlyAgent 5.2%

The most common threat family in Thailand in 4Q10 was Win32/Autorun,
which affected 19.9 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Thailand in 4Q10 was
Win32/Sality, which affected 17.4 percent of cleaned computers.
Win32/Sality is a family of polymorphic file infectors that target executable
files with the extensions .scr or .exe. They may execute a damaging payload
that deletes files with certain extensions and terminates security-related
processes and services.

The third most common threat family in Thailand in 4Q10 was Win32/Taterf,
which affected 15.7 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.

The fourth most common threat family in Thailand in 4Q10 was
Win32/Frethog, which affected 11.1 percent of cleaned computers.
Win32/Frethog is a large family of password-stealing trojans that target confi-
dential data, such as account information, from massively multiplayer online
games.



Trinidad and Tobago

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-

crosoft security programs and services running on computers in Trinidad and To-
bago in 4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Trinidad and

Tobago and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 4.6 of every 1,000 computers scanned in Trini-
dad and Tobago in 4Q10 (a CCM score of 4.6, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for Trinidad and
Tobago over the last 6 quarters, compared to 117 other countries and regions and
to the world as a whole.

CCM infection trends in Trinidad and Tobago and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Trinidad and Tobago in 4Q10, by percentage
of cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Trinidad and Tobago in 4Q10 was Worms,
which affected 40.2 percent of all cleaned computers, down from 43.8 per-
cent in 3Q10.

¢ The second most common category in Trinidad and Tobago in 4Q10 was
Adware, which affected 31.5 percent of all cleaned computers, up from 27.7
percent in 3Q10.

¢ The third most common category in Trinidad and Tobago in 4Q10 was Misc.
Potentially Unwanted Software, which affected 29.7 percent of all cleaned
computers, up from 24.6 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Trinidad and Tobago in 4Q10.
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Win32/Autorun 19.1%
Win32/Vobfus 14.6%
Win32/ClickPotato 12.2%
Win32/Zwangi 11.1%
JS/Pornpop 9.4%
Win32/Hothar 8.7%
Win32/Hamweq 6.8%
Win32/Renos 5.6%
Win32/Rimecud 4.3%
Win32/VBlInject 3.2%

The most common threat family in Trinidad and Tobago in 4Q10 was
Win32/Autorun, which affected 19.1 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The second most common threat family in Trinidad and Tobago in 4Q10 was
Win32/Vobfus, which affected 14.6 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The third most common threat family in Trinidad and Tobago in 4Q10 was
Win32/ClickPotato, which affected 12.2 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The fourth most common threat family in Trinidad and Tobago in 4Q10 was
Win32/Zwangi, which affected 11.1 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.



Tunisia

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Tunisia in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Tunisia and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 1.6 of every 1,000 computers scanned in Tunisia
in 4Q10 (a CCM score of 1.6, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Tunisia over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Tunisia and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Tunisia in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Tunisia in 4Q10 was Worms, which affected
36.1 percent of all cleaned computers, up from 35.2 percent in 3Q10.

¢ The second most common category in Tunisia in 4Q10 was Misc. Potentially
Unwanted Software, which affected 33.7 percent of all cleaned computers, up
from 25.8 percent in 3Q10.

¢ The third most common category in Tunisia in 4Q10 was Adware, which af-
fected 24.7 percent of all cleaned computers, up from 23.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Tunisia in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Autorun 14.8%
Win32/ClickPotato 13.6%
Win32/Zwangi 13.5%
Win32/Vobfus 12.7%
Win32/Renos 9.4%
Win32/Taterf 1.7%
Win32/Mabezat 7.3%
Win32/Hotbar 7.2%
Win32/Rimecud 5.8%
Win32/Sality 5.0%

The most common threat family in Tunisia in 4Q10 was Win32/Autorun,
which affected 14.8 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Tunisia in 4Q10 was
Win32/ClickPotato, which affected 13.6 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in Tunisia in 4Q10 was Win32/Zwangi,
which affected 13.5 percent of cleaned computers. Win32/Zwangi is a pro-
gram that runs as a service in the background and modifies Web browser set-
tings to visit a particular website.

The fourth most common threat family in Tunisia in 4Q10 was
Win32/Vobfus, which affected 12.7 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.



Turkey

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Turkey in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Turkey and
around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

35.5 36.6 42.4 32.8

Phishing sites per

1000 hosts 0.42 0.27

Malware hosting
sites per 1000 3.73 3.35
hosts

Percentage of sites
hosting drive-by 0.419% 0.312% 0.231%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 32.8 of every 1,000 computers scanned in Turkey
in 4Q10 (a CCM score of 32.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Turkey over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Turkey and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Turkey in 4Q10, by percentage of cleaned
computers affected

35% -
30% -
25% -
20% -
15% -
10% -
5% 1
0% B Turkey
0 7 T T T T T T T T T 1
) . B Worldwi
% % % T % % G % % %, ondide
ISP S Q/)o Y, S % % %,
(o) Ox ° (0% 0, Q
/Q/) .. Y, &
£ //'(9 2, %
7 Q ?,
Zz Y, 8
% %
b Se ¢y
% 9
GO’ %, %)
oM
®O 0@ 7
%, % %
%%

Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Turkey in 4Q10 was Worms, which affected
33.4 percent of all cleaned computers, down from 34.2 percent in 3Q10.

¢ The second most common category in Turkey in 4Q10 was Misc. Trojans,
which affected 28.3 percent of all cleaned computers, down from 32.9 per-
cent in 3Q10.

¢ The third most common category in Turkey in 4Q10 was Misc. Potentially
Unwanted Software, which affected 26.6 percent of all cleaned computers, up
from 24.8 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Turkey in 4Q10.
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JS/Pormpop 21.8%
Win32/Sality 15.9%
Win32/Autorun 14.2%
Win32/Taterf 13.1%
Win32/Frethog 9.3%
Win32/Conficker 5.5%
Win32/Rimecud 5.1%
Win32/Keygen 4.3%
Win32/Brontok 3.5%
Win32/Renos 3.0%

The most common threat family in Turkey in 4Q10 was JS/Pornpop, which
affected 21.8 percent of cleaned computers. JS/Pornpop is a generic detection
for specially-crafted JavaScript-enabled objects that attempt to display pop-
under advertisements, usually with adult content.

The second most common threat family in Turkey in 4Q10 was Win32/Sality,
which affected 15.9 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The third most common threat family in Turkey in 4Q10 was
Win32/Autorun, which affected 14.2 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The fourth most common threat family in Turkey in 4Q10 was Win32/Taterf,
which affected 13.1 percent of cleaned computers. Win32/Taterf is a family of
worms that spread through mapped drives to steal login and account details
for popular online games.



Uganda

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Uganda in 4Q10
and previous quarters. See the Security Intelligence Report website at

http://www.microsoft.com/sir for more information about threats in Uganda and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6

Phishing sites per

1000 hosts )

Malware hosting
sites per 1000
hosts

1.83

Percentage of sites
hosting drive-by
downloads

0.420% 0.269%

4.4 2.8
9.9 8.7
0.124%
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Infection Trends (CCM)

The MSRT detected malware on 2.8 of every 1,000 computers scanned in Uganda
in 4Q10 (a CCM score of 2.8, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Uganda over the last 6 quarters,

compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Uganda and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Uganda in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Uganda in 4Q10 was Worms, which affected
49.1 percent of all cleaned computers, down from 58.7 percent in 3Q10.

¢ The second most common category in Uganda in 4Q10 was Misc. Trojans,
which affected 33.2 percent of all cleaned computers, up from 30.3 percent in

3Q10.

¢ The third most common category in Uganda in 4Q10 was Misc. Potentially
Unwanted Software, which affected 27.3 percent of all cleaned computers, up
from 24.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Uganda in 4Q10.
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Win32/Rimecud 36.5%
Win32/Autorun 20.7%
Win32/Vobfus 15.2%
Win32/Sality 10.4%
CplLnk 10.0%
JS/Pornpop 7.5%
Win32/Folstart 6.7%
Win32/Virut 6.0%
Win32/ClickPotato 4.6%
Win32/Zwangi 4.3%

The most common threat family in Uganda in 4Q10 was Win32/Rimecud,
which affected 36.5 percent of cleaned computers. Win32/Rimecud is a family
of worms with multiple components that spread via fixed and removable
drives and via instant messaging. It also contains backdoor functionality that
allows unauthorized access to an affected system.

The second most common threat family in Uganda in 4Q10 was
Win32/Autorun, which affected 20.7 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The third most common threat family in Uganda in 4Q10 was Win32/Vobfus,
which affected 15.2 percent of cleaned computers. Win32/Vobfus is a family
of worms that spreads via network drives and removable drives and down-
load/executes arbitrary files. Downloaded files may include additional mal-
ware.

The fourth most common threat family in Uganda in 4Q10 was Win32/Sality,
which affected 10.4 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.



Ukraine

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Ukraine in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Ukraine and

around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

4.0 3.6

10.8 9.6

Phishing sites per

1000 hosts e

Malware hosting
sites per 1000
hosts

14.40

Percentage of sites
hosting drive-by
downloads

0.288% 0.100%

3.3 3.1
9.9 8.7
2.20
37.38

0.094%

457


http://www.microsoft.com/sir

458

Infection Trends (CCM)

The MSRT detected malware on 3.1 of every 1,000 computers scanned in Ukraine
in 4Q10 (a CCM score of 3.1, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Ukraine over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Ukraine and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Ukraine in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Ukraine in 4Q10 was Misc. Trojans, which
affected 45.9 percent of all cleaned computers, up from 42.3 percent in 3Q10.

¢ The second most common category in Ukraine in 4Q10 was Misc. Potentially
Unwanted Software, which affected 45.0 percent of all cleaned computers, up
from 40.3 percent in 3Q10.

¢ The third most common category in Ukraine in 4Q10 was Worms, which af-
fected 30.1 percent of all cleaned computers, down from 35.6 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Ukraine in 4Q10.
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Win32/Autorun 19.7%
Win32/Rimecud 19.4%
Win32/Keygen 11.9%
Win32/0bfuscator 10.8%
Win32/Conficker 9.5%
Win32/Sality 6.8%
Bumat 6.0%
Dynamer 5.1%
Qhost 4.3%
Orsam 4.3%

The most common threat family in Ukraine in 4Q10 was Win32/Autorun,
which affected 19.7 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Ukraine in 4Q10 was
Win32/Rimecud, which affected 19.4 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in Ukraine in 4Q10 was
Win32/Keygen, which affected 11.9 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.

The fourth most common threat family in Ukraine in 4Q10 was
Win32/Obfuscator, which affected 10.8 percent of cleaned computers.
Win32/Obfuscator is a generic detection for programs that have had their
purpose disguised to hinder analysis or detection by anti-virus scanners. Such
programs commonly employ a combination of methods, including encryp-
tion, compression, anti-debugging and anti-emulation techniques.



United Arab Emirates

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in United Arab Emi-
rates in 4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in United Arab

Emirates and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide

9.5 8.4

10.8 9.6

Phishing sites per

1000 hosts e

Malware hosting
sites per 1000
hosts

0.19

Percentage of sites
hosting drive-by
downloads

1.020% 0.132%

9.0 7.5
9.9 8.7
0.10
0.18

0.119%
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Infection Trends (CCM)

The MSRT detected malware on 7.5 of every 1,000 computers scanned in United
Arab Emirates in 4Q10 (a CCM score of 7.5, compared to the 4Q10 average
worldwide CCM of 8.7). The figure below shows the CCM trend for United Arab
Emirates over the last 6 quarters, compared to 117 other countries and regions
and to the world as a whole.

CCM infection trends in United Arab Emirates and worldwide
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Threat Categories

Malware and potentially unwanted software categories in United Arab Emirates in 4Q10, by
percentage of cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in United Arab Emirates in 4Q10 was Worms,
which affected 42.4 percent of all cleaned computers, down from 43.7 per-
cent in 3Q10.

¢ The second most common category in United Arab Emirates in 4Q10 was
Misc. Trojans, which affected 28.8 percent of all cleaned computers, up from
25.9 percent in 3Q10.

¢ The third most common category in United Arab Emirates in 4Q10 was Misc.
Potentially Unwanted Software, which affected 21.5 percent of all cleaned
computers, up from 18.5 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in United Arab Emirates in 4Q10.
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Win32/Autorun 15.0%
Win32/Rimecud 13.8%
Win32/Vobfus 9.3%
Win32/Sality 8.2%
Win32/Taterf 7.4%
Win32/Renos 5.4%
Win32/Conficker 4.9%
Win32/IRChot 4.9%
Win32/Agent 4.7%
Win32/Frethog 4.6%

The most common threat family in United Arab Emirates in 4Q10 was
Win32/Autorun, which affected 15.0 percent of cleaned computers.
Win32/Autorun is a family of worms that spreads by copying itself to the
mapped drives of an infected computer. The mapped drives may include net-
work or removable drives.

The second most common threat family in United Arab Emirates in 4Q10 was
Win32/Rimecud, which affected 13.8 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.

The third most common threat family in United Arab Emirates in 4Q10 was
Win32/Vobfus, which affected 9.3 percent of cleaned computers.
Win32/Vobfus is a family of worms that spreads via network drives and re-
movable drives and download/executes arbitrary files. Downloaded files may
include additional malware.

The fourth most common threat family in United Arab Emirates in 4Q10 was
Win32/Sality, which affected 8.2 percent of cleaned computers. Win32/Sality
is a family of polymorphic file infectors that target executable files with the ex-
tensions .scr or .exe. They may execute a damaging payload that deletes files
with certain extensions and terminates security-related processes and services.



United Kingdom

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in United Kingdom
in 4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in United King-
dom and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

7.9 6.7 7.4 8.7

Phishing sites per

1000 hosts 1.52 1.46

Malware hosting
sites per 1000 2.22 1.58
hosts

Percentage of sites
hosting drive-by 0.133% 0.034% 0.049%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 8.7 of every 1,000 computers scanned in United
Kingdom in 4Q10 (a CCM score of 8.7, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for United Kingdom over
the last 6 quarters, compared to 117 other countries and regions and to the world
as a whole.

CCM infection trends in United Kingdom and worldwide
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Threat Categories

Malware and potentially unwanted software categories in United Kingdom in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in United Kingdom in 4Q10 was Adware, which
affected 38.1 percent of all cleaned computers, down from 38.2 percent in
3Q10.

¢ The second most common category in United Kingdom in 4Q10 was Misc.
Trojans, which affected 30.4 percent of all cleaned computers, down from
30.1 percent in 3Q10.

¢ The third most common category in United Kingdom in 4Q10 was Misc. Po-
tentially Unwanted Software, which affected 24.6 percent of all cleaned com-
puters, up from 23.9 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in United Kingdom in 4Q10.
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JS/Pornpop 14.7%
Win32/ClickPotato 13.4%
Win32/Zwangi 11.4%
Win32/Hotbar 11.4%
Win32/Zbot 8.6%
Win32/Renos 4.5%
Java/CVE-2008-5353 4.2%
Java/CVE-2009-3867 4.0%
Win32/FakeSpypro 3.8%
Win32/Hiloti 3.8%

The most common threat family in United Kingdom in 4Q10 was JS/Pornpop,
which affected 14.7 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in United Kingdom in 4Q10 was
Win32/ClickPotato, which affected 13.4 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in United Kingdom in 4Q10 was
Win32/Zwangi, which affected 11.4 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in United Kingdom in 4Q10 was
Win32/Hotbar, which affected 11.4 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



United States

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit
different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in United States in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in United States
and around the world.

BTN ECIE

Host infection rate
(cCcm)

CCM Worldwide 10.8 9.6 9.9 8.7

14.8 12.9 13.5 11.6

Phishing sites per

1000 hosts 0.45 0.56

Malware hosting
sites per 1000 1.27 2.38
hosts

Percentage of sites
hosting drive-by 0.122% 0.032% 0.007%
downloads
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Infection Trends (CCM)

The MSRT detected malware on 11.6 of every 1,000 computers scanned in United
States in 4Q10 (a CCM score of 11.6, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for United States over the
last 6 quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in United States and worldwide
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Threat Categories

Malware and potentially unwanted software categories in United States in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in United States in 4Q10 was Misc. Trojans,
which affected 38.6 percent of all cleaned computers, down from 43.8 per-
cent in 3Q10.

¢ The second most common category in United States in 4Q10 was Adware,
which affected 28.3 percent of all cleaned computers, up from 23.0 percent in
3Q10.

¢ The third most common category in United States in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 24.6 percent of all cleaned comput-
ers, up from 22.8 percent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in United States in 4Q10.
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JS/Pormpop 11.5%
Win32/ClickPotato 7.7%
Win32/Zwangi 7.6%
Win32/Hotbar 6.4%
Win32/Autorun 6.3%
Win32/FakeSpypro 5.4%
Win32/Renos 5.1%
Java/CVE-2008-5353 4.8%
Win32/FakePAV 4.4%
Java/CVE-2009-3867 4.2%

The most common threat family in United States in 4Q10 was JS/Pornpop,
which affected 11.5 percent of cleaned computers. JS/Pornpop is a generic de-
tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The second most common threat family in United States in 4Q10 was
Win32/ClickPotato, which affected 7.7 percent of cleaned computers.
Win32/ClickPotato is a program that displays popup and notification-style
advertisements based on the user’s browsing habits.

The third most common threat family in United States in 4Q10 was
Win32/Zwangi, which affected 7.6 percent of cleaned computers.
Win32/Zwangi is a program that runs as a service in the background and
modifies Web browser settings to visit a particular website.

The fourth most common threat family in United States in 4Q10 was
Win32/Hotbar, which affected 6.4 percent of cleaned computers.
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up
ads based on its monitoring of Web-browsing activity.



Uruguay

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Uruguay in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Uruguay and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 3.1 of every 1,000 computers scanned in Uru-
guay in 4Q10 (a CCM score of 3.1, compared to the 4Q10 average worldwide
CCM of 8.7). The figure below shows the CCM trend for Uruguay over the last 6
quarters, compared to 117 other countries and regions and to the world as a
whole.

CCM infection trends in Uruguay and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Uruguay in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Uruguay in 4Q10 was Misc. Potentially Un-
wanted Software, which affected 35.2 percent of all cleaned computers, up
from 34.1 percent in 3Q10.

¢ The second most common category in Uruguay in 4Q10 was Worms, which
affected 23.8 percent of all cleaned computers, down from 28.5 percent in
3Q10.

¢ The third most common category in Uruguay in 4Q10 was Misc. Trojans,
which affected 23.2 percent of all cleaned computers, up from 22.0 percent in
3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Uruguay in 4Q10.

© 00 N OO O &~ W N -

[
o

Win32/Autorun 12.4%
JS/Pornpop 7.4%
Win32/Conficker 7.1%
Win32/Keygen 6.8%
Win32/IRChot 6.3%
Win32/Zwangi 6.1%
Win32/Taterf 5.4%
Win/Gabpath 4.3%
Win32/Renos 4.2%
Sdbot 3.6%

The most common threat family in Uruguay in 4Q10 was Win32/Autorun,
which affected 12.4 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Uruguay in 4Q10 was JS/Pornpop,
which affected 7.4 percent of cleaned computers. JS/Pornpop is a generic de-

tection for specially-crafted JavaScript-enabled objects that attempt to display
pop-under advertisements, usually with adult content.

The third most common threat family in Uruguay in 4Q10 was
Win32/Conficker, which affected 7.1 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Uruguay in 4Q10 was
Win32/Keygen, which affected 6.8 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.



Venezuela

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Venezuela in
4Q10 and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Venezuela

and around the world.
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Infection Trends (CCM)

The MSRT detected malware on 9.7 of every 1,000 computers scanned in Venezu-
elain 4Q10 (a CCM score of 9.7, compared to the 4Q10 average worldwide CCM
of 8.7). The figure below shows the CCM trend for Venezuela over the last 6 quar-
ters, compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Venezuela and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Venezuela in 4Q10, by percentage of
cleaned computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Venezuela in 4Q10 was Worms, which af-
fected 32.0 percent of all cleaned computers, down from 50.9 percent in
3Q10.

¢ The second most common category in Venezuela in 4Q10 was Misc. Poten-
tially Unwanted Software, which affected 28.8 percent of all cleaned comput-
ers, down from 36.6 percent in 3Q10.

¢ The third most common category in Venezuela in 4Q10 was Misc. Trojans,
which affected 20.1 percent of all cleaned computers, down from 20.7 per-
cent in 3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Venezuela in 4Q10.
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Win32/Autorun 15.3%
JS/Pornpop 12.2%
Win32/Conficker 11.3%
Win32/Rimecud 7.0%
Win32/Zwangi 4.9%
Win32/Sality 4.8%
Win32/Taterf 4.5%
Win32/Keygen 4.1%
Win32/Silly_P2P 3.6%
Win32/Vobfus 3.2%

The most common threat family in Venezuela in 4Q10 was Win32/Autorun,
which affected 15.3 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Venezuela in 4Q10 was
JS/Pornpop, which affected 12.2 percent of cleaned computers. JS/Pornpop is
a generic detection for specially-crafted JavaScript-enabled objects that at-
tempt to display pop-under advertisements, usually with adult content.

The third most common threat family in Venezuela in 4Q10 was
Win32/Conficker, which affected 11.3 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The fourth most common threat family in Venezuela in 4Q10 was
Win32/Rimecud, which affected 7.0 percent of cleaned computers.
Win32/Rimecud is a family of worms with multiple components that spread
via fixed and removable drives and via instant messaging. It also contains
backdoor functionality that allows unauthorized access to an affected system.



Vietnam

The global threat landscape is evolving. Malware and potentially unwanted soft-
ware has become more regional, and different locations around the world exhibit

different threat patterns.

The statistics presented here are generated from telemetric data produced by Mi-
crosoft security programs and services running on computers in Vietnam in 4Q10
and previous quarters. See the Security Intelligence Report website at
http://www.microsoft.com/sir for more information about threats in Vietnam and

around the world.
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Infection Trends (CCM)

The MSRT detected malware on 1.6 of every 1,000 computers scanned in Vietnam
in 4Q10 (a CCM score of 1.6, compared to the 4Q10 average worldwide CCM of
8.7). The figure below shows the CCM trend for Vietnam over the last 6 quarters,
compared to 117 other countries and regions and to the world as a whole.

CCM infection trends in Vietham and worldwide
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Threat Categories

Malware and potentially unwanted software categories in Vietnam in 4Q10, by percentage of cleaned
computers affected
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Totals exceed 100 percent because some computers are affected by more than one kind of threat.

¢ The most common category in Vietnam in 4Q10 was Worms, which affected
42.7 percent of all cleaned computers, up from 41.6 percent in 3Q10.

¢ The second most common category in Vietnam in 4Q10 was Misc. Potentially
Unwanted Software, which affected 40.0 percent of all cleaned computers, up
from 32.7 percent in 3Q10.

¢ The third most common category in Vietnam in 4Q10 was Misc. Trojans,
which affected 30.2 percent of all cleaned computers, up from 28.4 percent in

3Q10.
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Threat Families

The top 10 malware and potentially unwanted software families in Vietnam in 4Q10.
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Win32/Autorun 27.3%
Win32/Conficker 18.8%
Win32/Sality 14.9%
Win32/Keygen 11.6%
Win32/VB 10.1%
Win32/Virut 7.6%
PerfectKeylogger 7.4%
Win32/Rimecud 6.2%
Win32/Renos 5.2%
Meredrop 5.0%

The most common threat family in Vietham in 4Q10 was Win32/Autorun,
which affected 27.3 percent of cleaned computers. Win32/Autorun is a family
of worms that spreads by copying itself to the mapped drives of an infected
computer. The mapped drives may include network or removable drives.

The second most common threat family in Vietnam in 4Q10 was
Win32/Conficker, which affected 18.8 percent of cleaned computers.
Win32/Conficker is a worm that spreads by exploiting a vulnerability ad-
dressed by Security Bulletin MS08-067. Some variants also spread via remov-
able drives and by exploiting weak passwords. It disables several important
system services and security products, and downloads arbitrary files.

The third most common threat family in Vietnam in 4Q10 was Win32/Sality,
which affected 14.9 percent of cleaned computers. Win32/Sality is a family of
polymorphic file infectors that target executable files with the extensions .scr
or .exe. They may execute a damaging payload that deletes files with certain
extensions and terminates security-related processes and services.

The fourth most common threat family in Vietnam in 4Q10 was
Win32/Keygen, which affected 11.6 percent of cleaned computers.
Win32/Keygen is a generic detection for tools that generate product keys for
illegally obtained versions of various software products.
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