Diagrams for applying Zero Trust principles to Azure Virtual Desktop-Reference Architecture

Reference architecture /~ Link to the article

Internet Azure
@ - L, ° Azure Virtual Desktop Control Plane Azure Virtual Desktop Management Plane
- _________________________________________________ ‘
_> .. .. I- \l : EEEE |
User 'l." ! Workspace E ...... < > ............... - ~ : E ’ i
Private Endpoint I . -
Entra ID MDC RBAC Azure e Web access : . rivate Endom : I : . . :
Monitor I | I L Smmmemes I
o Gateway I 1 Personal i . | ~-=='"= AVD Scaling i
l | | | | | : : Pool Application I Application s R4 ] o |
e Broker Il m=————— Group : Group 1Start VM on, : | ! : a ) :
o Diagnostics | 1 1StartVMon, | L | { I
Fr— G G\ N | Connect | | | r’ i : k I
Endpoints > T it : : P! S |
I | 111 I <o I
b l l I I ! Schedules |
11 1 1 [} Il 1
1 | H | e e
- H » 5 Host Pool | Host Pool i e : :
| .
|| AVDROP O <I> AVDROP | | i
Connectivity (HUB) VNET 1 1 Property Private EndpointiPrivate Endpoint roperty 1 .
Y. 4N, | T &by e a T ITvale RN PO
“““““““““““““““““““ P et " L 1 ! !
___________________________________________________ l
® ‘ ‘ i
______________________________ Bastion Subnet E -.--.--.\“ -.--.--'--'--'--'--'--'--'—!'--.--.--'-\-\
i Azure Firewall : i ‘\ !
swnet -+ [l Azure Virtual Desktop (SPOKE) VNET Azure Virtual Desktop (SPOKE) VNET =~ ~tmm - mmem e -
: : T 1 e \
5 5 Bastion i
. i Session host virtual machines (Personal) G Session host virtual machines (Pooled) G Key Vault
’ T , S : Keys

|
i |
5 i
E :
i |
- Azure Firewall § i : i 5
L Premium i B i
? @ AVD Shared Services i 5
A - g T T g XX | ®
VPN GW Subnet | ) B zone u : NSG 1

! Custom Custom :

: NSG -
N © 1 DNs DNS S B S S N1 Key Vault
{1 Serverl  Server2 : Azure . . N7
P : Secrets
. : ;’J& ................ : Compute : :
i VPNGW Gallery -~ . .
""""" Y DDoS | |
Protection VM Image ' !
“““““ N Definition | i ! i !
: | |
______ . / L File Share : File Share :
Office location @ 1 1
Image Template @ < > @ < >
Private Endpoint Private Endpoint
Azure Storage Azure Storage
' (file) (file)
w Azure Storage Services e Azure Storage Services e
Admin
On-premises datacenter

\J
| - ‘ -
& o 2
Router Admin Entra ID AD DS
Connect

Additional posters for applying Zero Trust

Zero Trust deployment plan with
Microsoft 365
aka.ms/zero-trust-m365-poster

Zero Trust deployment plan with
Microsoft Copilot for Microsoft 365
aka.ms/zero-trust-copilot-m365-poster

Apply Zero Trust principles to Azure
services
aka.ms/zero-trust-azure-services-poster
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Diagrams for applying Zero Trust principles to Azure Virtual Desktop-Logical Architecture

Logical architecture
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