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e Q&A
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NVGRE draft RFC
n://tools.ietf.org/html/draft-sridharan-virtualization-nvgre-02

ner-V v NJ—J{RIB{EDEIE
n://technet.microsoft.com/ja-jp/library/jj134230.aspx

Simple Hyper-V Network Virtualization Demo
http://gallery.technet.microsoft.com/scriptcenter/Simple-Hyper-V-Network-d3efb3b8

Simple Hyper-V Network Virtualization Script with Gateway
http://gallery.technet.microsoft.com/scriptcenter/Simple-Hyper-V-Network-6928e91b

MMS2013 How to Design and Configure Networking in VMM and HyperV
http://channel9.msdn.com/Events/MMS/2013/WS-B312 (Part 1 of 2)
http://channel9.msdn.com/Events/MMS/2013/WS-B313 (Part 2 of 2)

Hyper-V Network Virtualization Packet Flow
http://www.microsoft.com/en-us/download/details.aspx?id=34782
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. NVGRE & [ ?

o R >MiEE ( Packet) Z GRE ( Generic Routmg Encapsulation ) ZJOKJJLT
HITIHEL. P8 Network TIEHTILEUTZIARE ( GRE Packet ) TEEZITD.
BHTILARD bR Ui

e N (BTIL) DiEBIIC(E 24bit @D Virtual Subnet ID ( VSID ) & {EFE

Hyper-V Host #001 1 [ Hyper-V Host #002
'd ™
VM#01 VM#02 VM#03 VM#04 AttFNetwork \
(10.10.1.1/24) (10.10.1.2/24) (10.10.1.3/24) (10.10.1.4/24) VSID:5001 PR
N J FIFHB]EER
e T
v A VM#B VM#C VM#D4 Bt FANetwork ;1'7\ BV |\ 'j - 0 ’;'5&
(10.1| |1/24) (10.10.1.2/24) (10.10.1.3/ ) (10.10.1.4/24) VSID:6001
U Sl O S A ) B St AN [ I I R Sobthobing 0 A O S A I e T
' | Y
V [a VM#B VM#y VM#3 Ct+tHNetwork 1~1 6/ 777/ 21 5
(192.1 B.1/24 (192.168.3.2/24) (192.168.3.7 #) D2.168.3.4/24) VSID: 7001

= =0 r—
{ Iy = M
& NVAIP :
172 16 10 = E B L T W B W o B Y W LW

o VUOTLARAVF (REBILEZ 1)) THIT@UHUEAIEZITDR. KBV > (&
RIERY ND—D%aE < B LIR0) 8



. NVGRE D7 > ~

e |2 over L3

> GRE T L2 JL—LALZAHTZIUELTUED A, AU HILEEZEICEARLNEND
— {BU. GRE [FAHT@ILLTDEITTHD. Packet DIESALIEITHD/RUN

> HTIUEDA—)N—~wv R(& 42byte
> Layer3 TOHTILETHDEH. WAN HINESH

e 24 bit @ Virtual Subnet ID ( VSID )
> 1-16,777,215 ETOARE>RY KN D —THEEE I EE
> {BU. Windows Server 2012 OEFRICKD. SEHATES VSID (& 4,097 5 16,777,214 DOFH
— 16,777,215 ( FFFFFF ) (I RXAFLRFHUL TRz, [ERAT]
> Packet Capture 95¢& Flow ID ( 8bit) EDOHAENHET. 32 bit (4byte) D Key &EUTHER

e [FlowIDJ &(&?

> RILF) X 2y NDO— T TEEDEEITDHBD NVGRE BEDRE
> NVGRE $#i5 Router TaUE, HIZ MILF/IR (ECMP) NS> > ake



. BT RS> ( TechNet & D)
NVGRE

RT—ZEUT A [CBNTVDESH., FEALEDSTFIUA « RER T 10Gbps ZEE T DIREBYS 2 IRED

(CHELZ 2/ DA N>R FUAICELTLD

BIEDOHRY ND—DA> TS A NS OFvI\— RO 7 E

BN H 5 % NVGRE it/ \— RO T ZHAHIRSNBIETEHFTRLE
1/ RAKMCIDE 1L DD IP PRURATEDA. A1TVYFD WDAFIRIRS U A ZABTE

BRTHMEL

ZHENR—X: RFC 2784 HXU 2890 LEHRHR—
— NVGRE RS b RFC OH[EHERE:

Arista, Broadcom, Dell, Emulex, HP, Intel
TE2/E MAC N\w4 — EBRSRIIE VSID ¥ —F> (KD,
NIVFTF>2 DS T v IO0H. X—=FU> 0, Hlil
MHR— hkansd
NVGRE X5t/ \— R 1 J7(% IP Rewrite & [EfEE D
IND AN RZiHET S

SC2012 VMM SP1 TlERB/R— b

X http://technet.microsoft.com/ja-jp/library/jj134174.aspx
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. NVGRE /04

v NEIS

Outer Ethernet Header ( VLAN Tag oD - 18byte / VLAN Tag 72U - 14byte )

IX{E5E IX{E7T VLAN 572 Ethertype
MAC Address | MAC Address
( 48bit ) ( 48bit ) ( 32bit ) ( 16bit ) >
Outer IPv4 Header ( 20byte )
Version | IHL ToS Total ID Flags | Fragment| TTL | Protocol | Header ES=haw IX{E5E
Length Offset Ox2F Checksum | IP Address IP Address
( 4bit ) | (4bit) | (8bit) | ( 16bit) | ( 16bit) | ( 3bit) | ( 13bit) | ( 8bit) | ( 8bit) | ( 16bit) ( 32bit ) ( 32bit )
GRE Header ( 8byte) : f
Flags and Protocol Type VSID FlowID .
Version Ox6558 Ox2F = GRE
( 16bit ) ( 16bit ) ( 24bit) | ( 8bit) >
Inner Ethernet Header :
IX(E5E IX{E7T Ethertype
MAC Address | MAC Address
( 48bit ) ( 48bit ) (16bit) | *"""""""

11



II|M@

RE /J\ovw hvTF v

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S EEXLSE AT L

Filter:

Mo.

Frame 18: 212 bytes on wire (1696 bits), 212
Ethernet II, Src: Intel B8 e

Time Source Destination
17 56.1327540192.168.1.104 192.168.
18 56.1333320192.168.1.106 192.168.
19 56.1335880192.168.1.104 192.168.
20 56.1341380192.168.1.1086 192.168.

¥ (68:05:ca:l

.106
104
.106
104

-

P

BE aQaB #Emii 8

Expression... Clear Apply Save

Protocol Length Info

SMB2 201 sessionsetup Response, Unknown message Type
SMBE2 212 TreeConnect Request Tree: %,192.168.1.104IPCS
SMB2 180 TreeConnect Response

SMB2 258 IToct] Request DFS Function:0x00685, File: %

———

B e T | [ L — = P LA SR PPN

bytes captured (1696 bits) on interface 0
B ¥, Dst: Cisco @ B % (00:18:10::E R )

E Internet Protocol Version 4, Src: 10.1.2.107 (10.1.2.107), Dst: 10.1.1.143 (10.1.1.143)

version: 4
Header Tength: 20 bytes

Differentiated services Field: Ox00 (DSCP Ox00: Default;

Total Length: 198
Identification: O0x0700 (1792)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0O

Time to live: 128

Protocol: GRE (47)

Header checksum: OxdbOd [correct]
Source: 10.1.2.107 (10.1.2.107)
Destination: 10.1.1.143 ({10.1.1.143)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

W

ECMN: 0Ox00: NOT-ECT (Notr

Key: Oxlbblce7l

~

VSID
-~ (1814990)

FlowID

J

= Generic Routing Encapsulation (Transpa eTg)

Flags and version: 0x2000

ot oss ] T aANs D grnet bridging (0x6558)

erne , arc: Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)
M Trtarmnt Oeatracal Woecaoan A Crere A07 180 4 ANE AN A0 1 ANREN Net+ 107 180 1 AnNA A0 168 1 AnAN w7
0010 00 c6& 07 00 40 00 80 2f db Od 0a 01 02 6b 0a 01 I T k &
0020 01 8f 20 00 65 58 (INENEEE] 00 1d d8 b7 1c 12 el .. ..
0030 00 1d d8 b7 1c 16 08B 00 45 00 00 9c 00 af 40 00O ........ E..... @.
0040 80 06 75 8a c0 a8 01 6a c0 a8 01 68 cO 05 01 bd T PR R |
0050 14 aa 63 16 c7 7d 27 0a 50 18 01 fe 47 1le 00 00 .C..1 . P...G... v

© ¥ | The Key field contains a four octet num--

Packets: 119 Displayed: 119 Marke--- | Profile: Default

12



. NVGRE /0w NMES - 5155

Mo, Time Source Diestination Protocol Length Info ) ﬂ
77 2012-032-12 19:57:02.2798%2000 192.168.1.106 192.168.1.104 TCP 108 49157 = microsoft-ds [SYN] Seq

Frame 77: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on inter EEF: []'K-ElElhhlEE

Ethernet II, Src: Intel_ Bes® (68:05:ca: Mas™, Dst: Cisco " -
Internet Protocol version 4, Ssrc: 10.1.2.107 (10.1.2.107), Do =T10. 1N\
= Generic Routing Encapsulation (Transparent Etherps i
Flags and version: O0x2000
crotocol] Type: Transpare z oridging (0x6558)
kKey: OxaBlbblce
[ ECTHIErTie Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)
# Internet Protm:o'l version 4, src: 192.168.1.106 (192.168.1.106), Dst: 192.168.1.104 (192.168.1.104)

KB2779768 EHAHI

MNo. Time Source Destination Protocol Length Info "
17 2013-03-12 21:16:04.091083000 192.168.1.104 192.168.1.106 SMBE2 201 sessionSetup Response, Unknown
18 2013-03-12 21:16:04.091661000 192.168.1.106 192.168.1.104 SMB2

A M T T AT AT T LA S LS S S TR AR AT A4S 4 A N T —————

Key: Oxlbblcerl

Frame 18: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits)

Ethernet II, src: Intel_ =¥ (68:05:ca:Bl o @), Dst: Ciscg
Internet Protocol version 4, Src: 10.1.2.107 (10.1. 2 43}
= Generic Routing Encapsulation (Transpare er-Taging)
Flags and wersion: 0x2000 -
orotocn] Type: ansg ernet bridging (0x6558)
ETTTEr TS Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)

Internet Prntm:n'l version 4, src: 192.168.1.106 (192.168.1.1068), Dst: 192.168.1.104 (192.168.1.104)

KB2779768 ERR

13



. KB2779768 DA > ~

e KB2779768 =i EF I D&, GRE Header ( 8byte ) @ Format /' RFC Draft ZEHLICZEE

SNET

> KB2779768 (& 2012/12/15 (C Windows Update -1 MMIEFRSIN/ZEER

> [ Wnv.sys] [ Wnvapidll ] EWDT7AILAEFISNET

> KB2779768 TIEIEESNTEARE/NMNENNIZ KB (FRDMODFEFATUE

> KB2779768 TES#IHD I 71 JLDUX b — http://support.microsoft.com/kb/2791465

e KB2779768 MEAFEMHRA b EFKiE

7R A MEITTlE NVGRE @40

> icmp Type3 Codel0 ( Destination host administratively prohibited ) AYEXIEMN. BEAT]

Internet Control Message Protocol
Type: 3 (Destination unreachab]

Checksum: 0xb02a [correct]

Code: 10 (Host administratively prohibited)

e)

o NN SIRIIZRIGT DIZE. 3™ Party 23&®D NVGRE Xtikds S iEHiliiz 9 Dim5.

w9 BADI\Y FE2BERAUTHSEIEL

TLEEW

14



. KB2779768 DA >

e TechEd 2013 NA : How to Design and Configure Networking in Microsoft System
Center - Virtual Machine Manager and HyperV (Part 2 of 2) KD

Network fabric configuration
® @

« Enabling network virtualization
« WS 2012 R2 no longer requires NV filter enablement

- Configuring provider address space

« Must have static IP pool
« Must enable network virtualization on logical network for provider
addresses

¢ If mixing 2012 and 2012 R2 hosts, must have KB2779768 on 2012
hosts

kD)WY F%iE

e Windows Server 2012 R2 EBRTESHEBGE(ICH. WY =E

LTLEEEW

15



. Network Virtualization FH:EDZEIH

CustomerAddress IRAE~= >0 IP Address .
(CA) 57> bd IP Address &6,
ProviderAddress N>k > @ED#RIE IP Address .
( PA) S—~1t>A—AD IP Address &H.
VirtualSubnetID Network Virtualization (CHIFTDRE—1T A > bOESHE ( Virtual Subnet )
( VSID ) Z=Z&9 ID .
5 URFC Draft ( Ver.00 ) Tl(& [ Tenant Network ID | &FRESHNTLND,
RoutingDomainID L= >208lEE (J\Ow RIMan]ER) /R&iHZx9 ID .
( RDID ) VirtualSubnetID N&72> TV TH. RoutingDomainID H'[E—Chn(did@
ECIEER

B— Network ([E—®d F7F>b) hEHERIISD ID ELWWNRBEEREE

16



7 —377F v — ( TechNet

VM RA B/ RI—FTa2 32 WNVNICOTO) (T
FPIUg—-Z3z TR0 | HE
2 VM A wF HIROAE:
-l ¥ Intel{R) Gigabit CT Desktop Adapter #2
TCP B
REEEZ 2 - COEREEROEEREALET(O):
e Mlirrmanft S B —AEASA Tk ~
RUS—ERM : B windows Fu b0 —HEEE IS B31—
IP ﬁ?ﬁ@ﬂ: T BGOSRt AT i =
CA; e O] = Microsoft S0 —A 71 LE U oe—Ha
i Hyper-¥ {58 a]gE{RIEA M oF
VM NIC PA, g z E:&Df:& Metwarlk Ade!pter Multiplexor Prntncgl
-Laver Topology Discovery Mapper 10 Driver »
<'_|| o A - ' HE
A A=Y BllEE (LY JO/F(R)
PowerShell 4
H0i® NIC AT —4—# Microsoft Fub0—H EDUY -2 PO A TEET.
w = = =
e PowerShell TOFHEE
—— oK FroAzl
e SC2012 VMM SP1 TOH#ZER

— Software Defined Networking ( SDN )

X http://technet.microsoft.com/ja-jp/library/jj134174.aspx
17



(%] SDN ZfIE(C (1)

e Software Defined Networking (D&
> XY NDO—DDWRZTO0S A (=VIRITY) TEEITD. EVWSBE MR

> ey ND—OERTENTNZI>2 I 0L —2329F 2D TIFRL, Ry D —T2KRDOER/®
NS D4 woOIJO-ZFE—=NZT OIS LAFETER / BELTULESD EWLWDHHEM

o BAANIRERFIELTIE. mIBERR [ OpenFlow |
> {BL. SDN (FHIZTHD. OpenFlow (FEED—HRETH DAL I1—ILTIFIR0L)

e NVGRE ZFHU\TC. SC2012 VMM T IRy hJ—07%&] VI NI I7MIC]
[EZETESD] DT, NVGRE + SC2012 VMM (& SDN DFEFED—DTHD

18



(%] SDN ZfIE(C (2)

e SDN (Cl&E [A—)\—L 8] & [7RwT)\A R TR (D_fEFENHNHD

e [RWIT)INARwTBR] ORFRFIN [ OpenFlow |
> R T )INA Ry TR (F:PFREED Router / Switch (CEDELTD Network #23h XS L TWL\DIMENH D
— OpenFlow TULYD &, Network #25METH OpenFlow ZIENB3MHENH D
—> BATBICE BIF#EERDUTL—X (BELLEHIE 0S ADANER) HwE

> RlE. BEDI L BELEL

e Windows Server 2012 @ Network Virtualization (& A —/\—L - 84]

> [A—)\—L 18] T(E NVE ( Network Virtualization Endpoint ) T Network Virtualization (37 t)LA4k)
MTHN3A. EFEEE NVGRE (C Twa3 UB] MIGUTWLWBIRERL
SIS LUTULUE. ECMP O X SR Thnskeeh F Bl g8
—HMERD L3 Network (CZEDEFEMNIL hA > T]EE

> TRy TRy T8 ch~t. KX B TEAT#HE

19



NVGRE [CHF5)\TY M NDFiR

XAUZF)L (3REE)
http://www.microsoft.com/en-us/download/details.aspx?id=34782
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Blue, /' Blue,  MAC Z=F&

10.0.0.7 is at MAC;,

10.0.0.5 10.0.0.5| 10.0.0.7 10.0.0.7

10.0.0.7 &\EfELTZLY

&
Blue, MNARP U=
‘ IP 10.0.0.7 is at Blue, MAC

Hyper-V X1 Y F

(VSID 5001)

(J0O— R+ X NEEE) ‘
1. VSID 5001 (ClEB90—1)L VM
2. v ND—RIB(LES 1 —IL

Ry bIJ—OFB{EES 1 -

IP {RAB4E
RUS—iEHA
V=129

192.168.4.11

MACpa1

22



10.0.0.5 | 10.0.0.5| 10.0.0.7 | 10.0.0.7 Blue; M5iX1E

MACgz,>MACg, 10.0.0.5 > 10.0.0.7

Hyper-V Switch =4
OOB: VSID:5001

Hyper-V X1 Y F

MAC;,>MAC;, 10.0.0.5 > 10.0.0.7

VSID ACL &EH

2y NO—{FEIEES 1 —IL
IP {RAB{L
ARUS—i@m . ey
W—Fo 2D e OOB 7—4 =/&g4>—4
192.168.4.11 > J\Ow hDAMCH DT, /Oy MMIEER TSN —4
> REBIE T« )L5—& Hyper-V XA WFDREITD, J\Tw bdD
MACpas 3 (CALSNS

23



10.0.0.5 | 10.0.0.5| 10.0.0.7 | 10.0.0.7 Blue, W\32{E

MACgz,>MACg, 10.0.0.5 > 10.0.0.7

Hyper-V Switch =4
OOB: VSID:5001

Hyper-V X1 Y F
MACg,~>MAC;, 10.0.0.5 - 10.0.0.7

VSID ACL &EH

Ry bIJ—OFB{EES 1 -

IP {RAB4E
RUS—iEHA
V=129

192.168.4.11

MACpa1

24
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v NOFEAL : Bluel 'S Blue2

10.0.0.5

Hyper-V X1 Y F

VSID ACL &H

=Y hO—OREB{EES I -

IP {RAB4E
RUS—iER
W—F120

192.168.4.11

MACpa1
ARP J\4&rv NMIERY RD—2(CTJ 00— RS

10.0.0.7 &@fEULTzLY

ARP UJIT Xk : 10.0.0.7

Hyper-V X1 v FMNARPZERIX
(J0O— R+ X MERX)
1. VSID 5001 (Clm9d0—7)L VM
2. XY hNIJ—U{RE{ET—IL

OOB: VSID:5001
ARP UJIT X : 10.0.0.7

2

Y D=L EZ 12— LAY ARP UTSA

IP 10.0.0.7 is at Blue;, MAC
(VSID 5001)

10.0.0.7 10.0.0.7

P
5001

MACpn;
FP ABRSESNEEA

Hyper-V X1 Y F

VSID ACL &EH

=Y hO—OFER{EES 1L

IP {84k
RUS—iERB
IW—F1 >0

192.168.4.22

26



v NOFEAL : Bluel 'S Blue2

10.0.0.5 10.0.0.5 Blue, /' Blue,  MAC Z=F & 10.0.0.7 10.0.0.7

ﬁ VSID |

5001

Hyper-V X1 v F Hyper-V XY F

OOB: VSID:5001

VSID ACL ; 1

=Y hO—OREB{EES I - i i =Y hO—OFER{EES 1L

IP {484t IP {R*8{t
RUS—iEM RUS—iEH
V=120 =540

192.168.4.11 192.168.4.22

MACpa, MACpn;
ARP J\sry MIMEBRY hDO—2(C0 00— RFrARESNFEEA 27




v NOFEAL : Bluel 'S Blue2

10.0.0.5 | 10.0.0.5 Blue, H'Bi%f= 10.0.0.7 | 10.0.0.7

MAC,,>MAC;, 10.0.0.5 > 10.0.0.7
4L VSID |

Hyper-V X v 5001

OOB: VSID:5001 Hyper-V X1 v F
VSID ACL &F MACg;>MAC,, 10.0.0.5 > 10.0.0.7 VSID ACL &

#9 NO—OBBICE 2L Ry ND—O{RIEAL T 1 LT — * FO—ORBIGES 2

1
IP fR284C 0OB: VSID:5001 IP fR:8{E
MAC,,>MAC,, 10.0.0.5 > 10.0.0.7

RUS—EH RUS—EH
MACeai  NVGRE At2)LA4L MACea,

=5+ >0 —F+1 >
MAC,,, > MAC,,, 192.168.4.11 > 192.168.4.22 5001 MAC;;>MAC;, 10.0.0.5 > 10.0.0.7 28

Hyper-V X1 Y F

192.168.4.11 192.168.4.22




v NOFEAL : Bluel 'S Blue2

Hyper-V 21w F Hyper-V X1 wWF

VSID ACL &H

10.0.0.5 Blue, H'SH= 10.0.0\.7 10.0.0.7

MACg,>MAC,, 10.0.0.5 > 10.0.0.7

5001

OOB: VSID:5001
MAC;;>MAC;, 10.0.0.5 - 10.0.0.7

i)

Hyper-V X1 Y F

VSID ACL &EH

#2 Ro—omsicEa Ry NO— ORI T L9—

IP {RAB4E
RUS—iER
W—F120

192.168.4.11

OOB: VSID:5001
MAC;;>MAC,, 10.0.0.5 - 10.0.0.7

MACeas NVGRE HFtzJLAt, MACe:

IP {84k
RUS—iERB
IW—F1 >0

192.168.4.22

MAC,,, > MAC,,, 192.168.4.11 > 192.168.4.22 5001 MAC,,>MAC;, 10.0.0.5 > 10.0.0.7

29
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v NOFEAL : Bluel 'S Blue2

10.0.0.5

Hyper-V X1 Y F

VSID ACL &H

=Y hO—OREB{EES I -

IP {RAB4E
RUS—iER
W—F120

192.168.4.11

MAC

MACpa1
ARP J\4&rv NMIERY RD—2(CTJ 00— RS

SIAILNT DAL

ARP UJIT Xk : 10.0.0.1

Hyper-V X1 v FMNARPZERIX
(J0O— R+ X MERX)
1. VSID 5001 (Clm9d0—7)L VM
2. XY hNIJ—U{RE{ET—IL

OOB: VSID:5001
ARP UJIT Xk : 10.0.0.1

2

Y D=L EZ 12— LAY ARP UTSA

IP 10.0.0.1 is at MACpqw

10.0.1.7

P

5022

10.0.0.7

Hyper-V X1 Y F

VSID ACL &EH

=Y hO—OFER{EES 1L

MACpn;
FP ABRSESNEEA

IP {84k
RUS—iERB
IW—F1 >0

192.168.4.22

31



v SR Bluel 'S Blue2

10.0.0.5 10.0.0.5 Blue; B ZIAIKT—bEDTAD
AC A 10.0.1.7 | 10.00.7

|
4> VSID |

5022

VSID ACL & ‘
- 10.0.0.1 is at MACpqy VSID ACL A

=Y hO—OREB{EES I - i i =Y hO—OFER{EES 1L

IP {RA84E IP {RAE4E
MAC (R =i ARUS — B
e =T >0

192.168.4.11 192.168.4.22

Hyper-V X1 v F Hyper-V XY F

MACpa, MACpn;
ARP J\sry MIMEBRY hDO—2(C0 00— RFrARESNFEEA 32




)\ NOERN ¢ Bluel Hh'5S Blue2

10.0.0.5 | 10.0.0.5 Blue, HSi%(s 10.0.1.7 | 10.0.0.7

. VSID |

Hyper-V X1 wF 5022

Hyper-V X1 v F Hyper-V XY F

OOB: VSID:5001

MAC;,>MAC,,, 10.0.0.5 > 10.0.1.7

VSID ACL i&H VSID ACL i&H

#9 NO—OBBICE 2L Ry ND—O{RIEAL T 1 LT — * FO—ORBIGES 2

IP {284k : - IP {281t
LS —iF OOB: VSID:5001 A1)
=54 >0 MAC,;>MAC,.,, 10.0.0.5 > 10.0.1.7 =54 >

192.168.4.11 192.168.4.22

MAC

MACea1  NVGRE B tJUE MACea2
MAC,,; > MAC,,, 192.168.4.11 > 192.168.4.22 Biy¥q MAC.,>MAC,, 10.0.0.5 > 10.0.1.7 33




v NOFEAL : Bluel 'S Blue2

Hyper-V 21w F Hyper-V X1 wWF

VSID ACL &H

10.0.0.5 Blue, H'SH= 10.0.1\.7 10.0.0.7

MAC;;>MAC,, 10.0.0.5 > 10.0.1.7

5022

OOB: VSID:5022
MAC;,>MAC;, 10.0.0.5 > 10.0.1.7

i)

Hyper-V X1 Y F

VSID ACL &EH

#2 Ro—omsicEa Ry NO— ORI T L9—

IP {RAB4E
RUS—iER
W—F120

192.168.4.11

OOB: VSID:5022
MAC;;>MAC,, 10.0.0.5 - 10.0.1.7

MACeas NVGRE HFtzJLAt, MACe:

IP {84k
RUS—iERB
IW—F1 >0

192.168.4.22

MAC,,, > MAC,,, 192.168.4.11 > 192.168.4.22 5022 MAC,,>MAC;, 10.0.0.5 > 10.0.1.7
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. MAC 77 RL X0}

Destination Protocol Length Info
42 9.92468600192.168.250.10 10.10.1.10 SMEZ2 160 TreeConnect Request Tree: ‘\410.10.1.10%c$

43 9,9253580010.10.1.10 192.168. 250.10 SMEBE2 1318 TreeConnect Response
XExkFIL—F— MAC 7 RLX

Time Source

45 9,.9260900010.10.1.10 192.168.250.10 STATUS_FILE_{

131 1oct]l Response, Error:

4| ] |

# Frame 42: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits
= Ethernet II, Src: Hewlett-_el:cd:ef (2c:27:d7V:el:cd:ef),| Dst: Cisco_df:9f:95 (00:18:19:df:9f:95)

# Destination: Cisco_df:9f:95 (00:18:19:df:9f:95) . s — — —
Source: Hewlett-_el:cd:ef (2c:27:d7:el:cd:ef) -U-j;i?\\y I\I_:E'[X.Z;\E'fél . %’féfmj
Type: IF (0x0800)

# Transmission Control Protocol, Src Port: 54382 (54382), Dst Port: microsoft-ds (445), Seq: 998, Ack: 1221, Len: 1
F NetBIOS Session Service
+ SMBZ (Serwver Message Block Protocol wversion 2)

EETHIL—5—D MAC 77 KL X

138 TreeConnect Response
N ¢ o 210 Ioct] Request NETWORK_FILE_SYSTEM Function: [

. 192.168. 250.10 131 Toctl Response, Error: STATUS_FILE_CLOSED
.163.250.10 10.10.1.10 SMB2 234 Create Request F11E i

m | r

F Frame 29: 160 bWles on wire (1280 bits 160 bytes captured (1280 bits) on interface 0

= Ethernet II,| src: Cisco_df:9f:94 (00:18:19:df:9f:94) ] Dst: Aopen_60:e4:21 (00:01:80:60:e4:21)

F Destinatiofl: 0 = N L0 L W T 0 = e . . .

Source: Cisco_df:9f:94 (00:18:19:df:9f:94) 'U'j;]l{\y I\HZ:\L%{E :
Type: IP (0x0800)

Internet Protocol version 4, Ssrc: 192.168.250.10 (192.168.250.10), Dpst: 10.10.1.10 (10.10.1.10)

Transmission Control Protocol, Src Port: 54382 (54382), Dst Port: microsoft-ds (445), 5eq: 1070, Ack: 1293, Len:

NetBIOS Session Service

SMB2 (Server Message Block Protocol wversion 2) 35
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. MAC 77 RL X0}

Destination Protocol Length Info
42 9.92468600192.168.250.10 10.10.1.10 SMEZ2 160 TreeConnect Request Tree: ‘\410.10.1.10%c$

43 9,9253580010.10.1.10 192.168. 250.10 SMEBE2 1318 TreeConnect Response
XExkFIL—F— MAC 7 RLX

Time Source

45 9,.9260900010.10.1.10 192.168.250.10 STATUS_FILE_{

131 1oct]l Response, Error:

4| m |

Frame 42: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits
EI Ethernet II, Src: Hewlett-_el:cd:ef (2c:27:d7:el:cd:ef),| Dst: Cisco_df:9f:95 (00:18:19:df:9f:95)
Destination: Cisco_df:9f:95% (00:18:19:df:9f:95) N — 1 1°
Ssource: Hewlett-_el:cd:ef (2c:27:d7:el:cd:ef) ﬁ'fé/\b \\J I\
Type: IF (0x0800)

Transmission Control Protocol, Src Port: 54382 (54382), Dst Port: microsoft-ds (445), Seq: 998, Ack: 1221, Len: 1
NetBIOS Session Service
SMB2 (Server Message Block Protocol version 2)

ocol Length Info

EETHNIL—5—D MAC 77 KL X

B2 138 TreeConnect Response

10.1.10 192.168.250.10

SMB2 131 Toctl Response, Error: STATUS_FILE_CLOSED

Dst:

Hewlett-_el:cd:ef (2c:27:d7:el:cd:ef)

23] DE5t1r1at1r::r'| tcd: (27 dielicd: o
@ source: Cisco_df:9F:95 (00:18:19:df:9F:95) IHNDIRUE) TV ~
Type: IF (0x0800)
Internet Protocol version 4, Src: 10.10.1.10 (10.10.1.10), Dst: 192.168.250.10 (192.168.250.10)
Transmission Control Protocol, Src Port: microsoft-ds (445), Dst Port: 54382 (543B82), seq: 1221, ack: 1104, Len:
NetBIOS Session Service
SMB2 (Server Message Block Protocol wversion 2) 36

HEHEHE



7 RURXDIREE JN—F )L > L TOHE

Destination Protocol Length Info

F
=

XIE(FDGW MAC 7 KL X

.01400700192.168.2.104 192.168.1.105 54 49157 > microsoft-ds [ACK] Seqg=1l aAck=
.014443100192.168.2.104 192.168.1.105 SMB 213 Negotiate Protocol Request
.01541000192.168.1.105 192.168.2.104 SMB2 228 NegotiateProtocol Response
4| 0 |

# Frame 4: 213 bytes on wire (1704 bits), 213 bytes captu1gd_£12£ﬂ_bi;al_np ioterface O

= Ethernet II, 5rc: Microsof_b7:1c:07 (00:1d:d8:b7:1c:07) ) Dst: vmware_00:00:01 (00:50:56:00:00:01)

# Destination: vmware_00:00:01 (00:50:56:00:00:01) . e . . .

source: Microsof_b7:1c:07 (00:1d:d8:b7:1c:07) 'U'j;i(\y I\I:EZZ:E'fE . ﬁ{%{ﬂu
Type: IP (0Ox0800)

Internet Protocol vVersion 4, src: 192.168.2.104 (192.168.2.104), Dst: 192.168.1.105 (192.168.1.105)

Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1, Len: 159

NetBIOS Session Service

SMB (Server Message Block Protocol)

[, ] s Y
=] =)

BHEHEHE

7757:)\\} (_9—__\7“/7:/\/ MAC 7 I<I/Z ocol Length Info

168.2.104 192.168.1.105 TCP
L168.2.104 182.168.1.105 SMB

54 49157 > microsoft-ds [ACK] Seg=1 Ack=l win=1
213 Negotiate Protocol Request

I | b

ed (1704 bits) on interface 0
Dst: Microsof_b7:1c:06 (00:1d:d8&:b7:1c:06)

Frame 53: 2
Ethernet II,

F Source: Microsof_b7:1c:07 (00:1d:d8:b7:1c:07)
Type: IP (0x0800)

Internet Protocol version 4, Src: 192.168.2.104 (192.168.2.104), Dst: 192.168.1.105% (192.168.1.105)

Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1, Len: 159

NetBIOS Session Serwvice

SMB (Server Message Block Protocol) 37

IRy MERIE(E | 32
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. MAC 77 RL ZODIREE \—F 1L > F TS

Destination

IND.

01400700192.168.2.104 192.168.1.105
.014443100192.168.2.104 192.168.1.105
.01541000192.168.1.105 192.168.2.104

[, ] s Y
=] O =

SMB

Protocol Length Info

213 Negotiate Protocol Request
SMB2 228 NegotiateProtocol Response

54 49157 > microsoft-ds [ACK] Seqg=1l aAck=

XIE(FDGW MAC 7 KL X

14| mn

# Frame 4: 213 bytes on wire (1704 bits), 2123 bytes captu
= Ethernet II, 5rc: Microsof_b7:1c:07 (00:1d:d8:b7:1c:07)

F Destination: vmware_00:00:01 (00:50:56:00:00:01)
+ Source: Microsof_b7:1c:07 (00:1d:d&:b7:1c:07)
Type: IP (0Ox0800)

NetBIOS Session Service
SMB (Server Message Block Protocol)

BHEHEHE

Dst: Vmware 00:00:01 (00:50:56:00:00:01)

1&d.£12&4.hi:ﬁl.nn doreciace 0
/ : _00:00: :50:

Internet Protocol Version 4, Src: 192.168.2.104 (192.168.2.104),
Transmission Control Protocol, Src Port: 49157 (49157),

XETHN/\—FvILYES > MAC 7 RLX

L2, 102.168.1.105
168.2.104 192.168.1.105
.168.1.105 102,168, 2.104

SMB 213 Negotiate Protocol Request
228 NegotiateProtocol Response

Dst Port:

ocol Length Info

e EIAGRAVA D
Dst: 192.168.1.105 (192.168.1.105)

microsoft-ds (445), Seq: 1, Ack: 1, Len: 159

54 49157 > microsoft-ds [ACK] Seg=l Ack=1 win=1

2| DE5t1nat1on TiC . LT
+ Source: Microsof_b7: 1c DE (DD 1d: dB b? 1c DE)
Type: IP (0Ox0B0O)

Transmission Control Protocol, Src Port: microsoft-ds
NetBIOS Session Service
SME2 (Server Message Block Protocol version 2) ><

HEHEE

Internet Protocol Version 4, src: 192.168.1.105 (192.168.1.105%),

(445), Dst

XIS &

HFORUZE/INTY b

Dst: 192.168.2.104 (192.168.2.104)
Port: 49157 (49157), Seq: 1, Ack: 160, Len: 174

Z{E7TD MAC 77 RL ANERD

38



=745 VSID fEdiEE ( Routing )

e VSID W'E/2D VM Network TH > TH. Routing Domain ID Hh'EI—THILEER]IEE.

e Routing (HMRIBIEES 1 —ILMENM, €D Subnet @ Gateway Address (&
I New-NetVirtualizationLookupRecord ]| T&E =N /cARE MAC Address KO

{RA8 1P Address &1DFE 9,

E1EE: Windows PowerShell

wout ingloma inlD
{1 rtualSubnet 1D

JestinationPrefix :
: 0.0.0.0
: 256

Jext Hop
detric

wout ingloma inl0
i rtual Subnet 10

Jestinat ionPref ix :
: 0.0.0.0
: 246

: {82B7410B-806E-411C-8F01-4747CAITFF42 ]
: 9554512

Jexct Hop
detric

wout ingloma inlD
{1 rtualSubnet 1D

JestinationPrefix :
2 10,254 204 .2
: 2hb

Jext Hop
detric

: {82B7410B-806E-411C-8F01-4747CAX1FF42]
14132563

192.168.100.0/24

: {82B7410B-806E-411C-8F01-4747CAITFF42]
: 9bbdh17

10,254 254 .0/29

0.0.0.0/0

out i ngloma inl0
i rtualSubnet [0

lest inat ionPref ix :
: 0.0.0.0
: 756

: {33FBCA14-9770-47E5-A34C-35CERA3D170E]
0 12911665

i rtualSubnet [0

lest inat ionPref ix :

: 0.0.0.0

: {33FBCY14-9770-47E5-A3AC-35CERASDT70E ]
: 510845

192.168.2.0/24

192.168.1.0/24

Routing Domain ID
hRi2 3 BEREFR T

: Zhb

Customerbddress :
VirtualSubnet 10 :
: D0zafedecicl

MACAdd ress

Froviderbdddress :
: {33FBCA14-9770-47E5-A3AC-30CERASDT7OE]
: GATEWAY-MAMAGED

: TranslatiorMethodEncap

CustomerD
Cortext
Fule

Whihame

UseVmhACAddress -

Customerbddress :
VirtualSubnet 10 :
: 001dd8k? 104

MACAdd ress

Providerbdddress :
: {33FBCA14-9770-47E5-A3AC-30CERASDT7OE]
: GATEWAY-MAMAGED

: TranzlatiorMethodEncae

CustomerD
Cortext
Fule

Whihame

UseVmhACAddress -

Customerbddress :
VirtualSubnet 10 :
: Dalalichidn

MACAdd ress

Froviderbhddress :
: {33FBCAT4-9770-47E5-A3AC-35CERA3DT7OE]
o GATEWAY -MARAGED

: TranzlatiorMethodEncae

CustomerlD
Cortext
Fule

Wi ame

UseVhAChddress -

EEE: Windows PowerShell

0.0.0.0
4378131

10.7.1.200

False

192.188.1.103
12971865

10.7.2.101

False

192.168.2.1
H10845

169. 204,254 704

Falze

Network @ Default Gateway

Subnet @ Gateway Address
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. NVGRE & Packet Size

RAEY S > RIDBIE(E NVGRE THIT LT D5, AIBAIBZEITHIRTNE
W18 Network LIS Packet Size (& 1518byte + 42byte = 1560byte THB(F T,

% Wireshark T Packet F+TJFvZEEdTDE. L2 Frame OFREZICIEAETND
FCS ( Frame Check Sequence : 4byte ) ZF+TF v TCERVAE. FYTFviERE(S 4byteDEEMNHET,

LW, L2 Frame ZX.C EHTILUET DD TH UL Outer Frame (CH FCS iDL (ET,
JRDT. YN Network _EI(THID Packet Size (& 1564byte TI(E/RU VO ?

138 Network € 802.1q ( VLAN Tag ) DERNFFESNDIDTHNUL. =5(C 4byte H
EINENDET .

WINICEK. 1522byte ZHB X BDiHE. £ Network T Jumbo Frame ODEENNE TH D
(E35

EEDOECAIEEDSROMN? WERELTHEUE,

41



. NVGRE TD FCS D%\

Internet-Draft HVGEE February 2013

The inner Ethernet frame comprises of an
- Virtual Subnet ID (V5ID): The first 24 bits are used for V5ID |nner Ethernet header fo”owed by the |nner IP

as shown in Figure 1.

— FlowID: The last & bits of the Eey field are (optional) h d f Il d b th IP | d
FlowID, which can be u=sed to add per-flow entropy within the ea er, O Owe y e pay Oa "
zame V5ID, where the entire Key field (32-bit) i=s used for
ECHP purposes by switches or routers in the physical network

infrastructure. If a FlowlID is not generated, the FlowlID field The Inner fra me COUld be any Ethernet data

MUST kbe set to all zero.

o The protocol type field in the GRE header is set to 0x6558 frame nOt JUSt IP'

(transparent Ethernet bridging) [ETHTYPES].

fhe innes hesdece (headers of the GRE ayiead) / Note that the inner Ethernet frame's FCS is
i ittt edwilslegiiestejoglr iyl bttt not encapsulated.

g The inner Ethernet frame comprises of an inner Ethernet header I
I followed by the inner IP header, followed by the IP payload. The |
1 inner frame could be any Ethernet data frame not just IP. Hote that i

the inner Ethernet frame's FC5 1= not encapsulated. |

o Inmner VLAN tag: The inner Ethernet header of NVGRE SHOULD NOT
contain inner VLAN Tag. When an HVE performs HVGRE encapsulation, it
SHOULD remove any existing VLAN Tag before encapsulating NVGRE
headers. If a VLAN-tagged frame arrives encapsulated in HVGRE, then
the decapsulating NVE SHOULD drop the frame.

2013/02 hir ( Ver.02)

o [M>F—A—H—RvEIL—AD FCS (FHTIULETNRNWETTFRELTLZEETL]
EDFEEZTEHDECAINS. FCS M anNiRRETHTwIUEENE T,
DZFED, 1514byte @ L2 Frame AT ZJLERERDFET,
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. NVGRE T® 802.1q

Internet-Draft HVGEE February 2013

— WVirtual Subnet ID (V5ID): The first 24 kbits are used for V5ID
as shown in Figure 1.

— FlowID: The la=st B bitsz of the EKey field are (optional)
FlowID, which can be u=sed to add per-flow entropy within the
zame V5ID, where the entire Key field (32-bit) i=s used for
ECHP purposes by switches or routers in the physical network
infrastructure. If a FlowlID is not generated, the FlowlID field
MOST be set to all zero.

o The protocol type field in the GRE header is set to 0x6558
(transparent Ethernet bridging) [ETHTYPES].

The inner headers (headers of the GRE payload):

g The inner Ethernet frame comprises of an inner Ethernet header
followed by the inner IP header, followed by the IP payload. The
inner frame could be any Ethernet data frame not just IP. Hote tha
the inner Ethernet frame's FC5 i=s not encapsulated.
—————————————————————————————————
I o Inmner VLAN tag: The inner Ethernet header of NVGRE SHOULD NOT
| contain inner VLAN Tag. When an HVE performs HVEEE encapsulation, it
| SHOULD remove any existing VLAN Tag before encapsulating HVGRE
| headers. If a VLAN-tagged frame arrives encapsulated in HVGRE, then
| the decapsulating NVE SHOULD drop the frame.

2013/02 hir ( Ver.02)

e VLAN Tag OfERIEAHE],

€>T. |=K 1514byte @ L2 Frame AT ZIUEIRICIRADET,

(VLAN Tag) OD#RL\

Inner VLAN tag : The inner Ethernet header of
NVGRE SHOULD NOT contain inner VLAN Tag.
- >F— VLAN 5% NVGRE DA >F—+1 —H—Ry hbAw ST —
[CEHRNTLIES0,

When an NVE performs NVGRE encapsulation,
it SHOULD remove any existing VLAN Tag
before encapsulating NVGRE headers.

T> RRA> MT NVGRE BT E%ZE T B, NVGRE w5 —
THTIETBHIC. £TD VLAN F0%HIBRT DRETI,

If a VLAN-tagged frame arrives encapsulated
in NVGRE, then the decapsulating NVE
SHOULD drop the frame.

HU. AT EENZ VLAN A0 T — AN REE LRSS,
o) =R UIERIC. ©TDTIL— A@M%?A%T?

43



. NVGRE @ Packet Size : #z875 %

o IRABYS > FTHTILLERID Packet ZERELZEI ., H/W ATO—

KSRV KDI(C, IRIEEY > > D Network Adapter TAZO— Ri

FhE Eﬁiﬂiéﬁilf“ﬁﬂﬁhléﬁﬂ] I File Edit Wiew Go Capture Analyee  Statistice  Telephony  Tools  Internals  Help

UBEAN
E%j—j (L_ L/ -~ a_o

Microsoft Hyper-V &z -2 P315— 22070854 = 7 Microsoft Gorporation: ¥Device¥NPF_[20FB8810-23DB-45AA-SF 16_ACGI0FCID283] W _ ol x|

s =0 FAFR-T RO AT EFIRATES T, EUTEEIEI0/4T% B ol @ 8 @
A AL TG, BETEOERERLTE .

I EEXE2E8 A ¢ *»*»FLIEBEE QQa B # -

Filter: w | Expresszion. Clear Spply  Save
FOHT(E {E: _ — =
Feec A00—F r—yn Mo, |Time |S|:-L¢r|:e |Destination |Protacal | |Lereth  [Bfo :l
IF‘v-i Ohecksum Ciffload 43 4.,74053400192.168.101.104 192.168.101.105% TCP 54 BO0O1 > 49165 [ACK]

Laree Se il 0 Offlaad Version 2 (Pv4]

45 4.74730000192.168.101.104 192.168.101.105
Receive Eluffer Size 46 4.74742600192.168.101.105 192.168.101.104

send Buffer Size 47 4.74920700192.168.101.104 192.168.101.105
TGP Checkzsum Offload (IPvd)
TGP Checksum Offload (IPwE)
UDP Checksum Offload (IPwd)

UDP Checksum Offload (IPvE) 50 4.74996500192.168.101.104 192.168.101.105
FubI=0 FELA

TcP | 54 p001 > 49165 [ACK]
TCP 7144 19165 > 5001 [PSH, ACK

TCP | 54 p001 > 49165 [ACK]

TcP | 54 F001 = 49165 [ACK]

70— RBRIDIHED Packet BFR<

o B—MDHA=27T Hyper-V Host M¥PIE NIC H &SN TLVD Switch Port Z@:89 5

Packet Zi&#Ht =11/ Switch @ SPAN Port 75 Capture & 3EhtE U 3

SCR

o IEZRI DIEIE(X http 181E (80 / tcp ) C. DF bit =1 ( Don’t Fragment ) HE&ESNT

L&,
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. NVGRE & Packet Size

o IRIEX= > LT Packet ZWERIDE. B—HITRY M LEDBETHBICEENST,
Type3 / Code4 @ ICMP Packet T MTU B XDf&

(EES

IEZIRKOSNTULNBE

PAP%F 1472 (1458 + 14 ) byte Packet X TiE{EUTCL\ET,

13 Z1:159134.0/0435000 192, 108,
16 21:59:34.074801000 192.168.1.101 192.168.
17 21:59:34.283312000 192.168.1.102 192.168.1.101 TCP

L.1ulL 1YL 1ol. L
1 1
1 1
18 21:59:35.733719000 192.168.1.102 192.168.1.101 TCP
1 1
1 1

Lo 1CP

19 21:59:35.733729000 192.168.1.102 192.168.1.101
20021:59:35.733921000 192.168.1.101 192.168.1.102

. 240735000
23 21:59:36. 240784000 192.168.1.102 192.168.1.101 TCP
24 21:59:36.240792000 192.168.1.102 192.168.1.101 TCP

1

.102 HTTP

il nvgre.pcap a EEE-”
File Edit -!iew Go Capture Anabze Statistics Telephony Tools Internals Help —

Do DEXEE Ae»oT2/[EE QAR @D% % B

Filter: |ZI Expression... Clear Apply

No. Time Source Destination Protocolf Lengt! fo o

Yls/ > NTTP [ALK] S80=1 ACK=L WIf=L314UU Len=u i
ET /testdata.txt HTTP/1.1

tp > 49157 [ACK] Seg=1 Ack=263 win=131328 Len=0
TCP segment of a reassembled PDU]

TCP segment of a reassembled PDU]

estination unreachable (Fragmentation needed)

9157 > http [ACK] 5eg=263 Ack=1419 Win=129980 Len-
TCP segment of a reassembled PDU]
TCP segment of a reassembled PDU]

Internet Control Message Protocol

| = Frame 20: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits)
Ethernet II, sSrc: M'lcrosof _01:14:04 (00:15:5d:01:14:04), Dst: Microsof_01:1e:04 (00:15:5d:01:1e:04)
il i g * 68.1.101 (192.168.1.101), Dst: 192.168.1.102 (192.168.1.102)

=

a%ﬁﬁnlb\o

Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)

Checksum: Oxd4edc [correct]
MTU of next hop: 1458

Transmission Control Protocol, src Port: http (80),
Hypertext Transfer Protocol

Line-based text data: text/plain

0020 01 66 03 04 46 dc 00 00 [EME 45 00 05 dc 00 4b .T.
0030 40 00 80 06 70 b5 c0O a8 01 66 cO0 a8 01 65 00 50 @
0040 cO 05 af c7 72 17 eb 5c 4e be 50 10 02 01 2d 186

0060 4b Od 0a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a

Type:
Code:

Checksum: Oxdédc [correct]

- Internet Control Message Protocol
3 (Destination unreachable)
4 (Fragmentation needed)

s MTU of next hop: 1458
0050 00 00 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f o H

0070 20 74 65 78 74 2f 70 6c 61 69 6e Od Oa 4c 61 73

text/p'l ain.

X FCS&E%E9

Las b

Profile: Default

()| MTU of next hop (icmp.mtu}, 2 bytes Packets 283 Displayed: 283 Marked: 0 Load time: 0:00.080
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. NVGRE & Packet Size

o YPIE Network _EC Packet =R 9 D&,

{R28 Switch (RIEEIET 1 ILF—RSA/){—=?) A ICMP ZiRUTWLD EHERIENE

(EES

ICMP Packet (RN TWLRWDT. Hyper-V @

g_o

m@g

[ nvare.pcapng [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)]
Fie Edit View Go Capture Analyze Statistics Telephony Took Internals Help
EN Sy BEXEE Ae+»aTLI([EE @aa
Filter: EI Expression... Clear Apply
No. Time Source Destination Protocol§ Length
32 21:59:34,465622000 §192.168.1.101 192.168.1.102 HTTP 358
33 21:59:34, 678571000 §192.168.1.102 192.168.1.101 TCP 96
4 0:36.422047000 19 68 0 g 68 0 2 4
I 35 21:59:36.631710000 §192.168.1.101 192.168.1.102 TCP 96
I 21:59:36.631976000 192.168.1.102 192.168.1.101 TCP 1514
1
2 21:59:36.633141000 192.168.1.101 192.168.1.102 TCP 108
3 21:59:36.633142000 192.168.1.101 192.168.1.102 TCP 108

4 . FA L Ars SAATACAAA AAm asa A anm Amm asn a4 s —

e

~ TR

nfo o

e a Prm e Lesmre s - saman o mmarr e s e

ET /testdata TXT HTTP/1.1 =
tp > 49157 [ACK] Seq=1 Ack=263 win=131328 Len=0
F e = O d 2 d = 0 e F [

9157 = http [ACK] Seq=263 Ack=1419 Win=129980 Len-

segment of a reassembled PDU]

9157 > http [ACK] Seg= 400 Len=

9157 > http [AC

e

I

4 bytes captured (12112 bits)

I'=ll B, Dst: IntelCor_
L .1.1.30), pst: 10.1.1.20 (10.1.1.20)
K= (ZEROEFME) DOFEE  frims
— 1:1e:04), Dst: Microsof_01:14:04 (00:15:5d:01

(192.168.1.102),

= Y =

N &l (00:1b:21 R

Dst: 192.168.1.101 (192.168.\
(80), Dst Port: 49157 (49157), Seqg: 1, Ack: 263,

ICMP Packet (FEFEIE=NT .
Packet Size (& 1514byte X

Len: 1418

SFEE U TLVRLVRER

| source port: http (80)
l Destination port: 49157 (49157)
Ll [stream index: 1]
| sequence number: 1 (relative sequence number)
[Next sequence number: 1419 (relative seguence number)]
Acknowledgement number: 263 (relative ack number)
I Header length: 20 bytes
0000 00 1b 21 E
i EERE LTI, WIE Net 2
loo2o o1 14 20 I8 etwor dCKe
'loo3o 00 15 5d I:InHH A
. N 0040 BO 06 70 wu ww av wai ww QU Wi W ww aw v o
X FCS&5ZFE9 0050 af ¢7 72 17 eb 5c 4e be 50 10 02 01 9b bc 00 00 TN N -
- .O|— N N T 1 u |Packet5 313 Displayed: 313 Marked: 0 Load time: 0:00.062 |Proﬁle: Default
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. NVGRE O Packet Size : iBhIfER

o A—MDIRIET, UDP BEZMHER L THFTLUIZ,

e iperf.exe (CC detagram 1470byte . DF bit = 0 ® UDP > 2J 4w J%ZFRA
RIS > ERUWIIE Network ETHEERUE UTz.

SRR
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. NVGRE & Packet Size

RAEY= > D Packet .

MTU B X%

HEE /3E| ( 1466byte + 80byte %) U CEREUTWBIEGIHESR LS

SENILEES

icmp ( Path MTU Discovery ) &R, RD Packet 5

I'I

KU TS,

o PP Network £T%H 1508byte + 122byte ( NVGRE A—/\{—Aw K 42byte ) Packet %

“B{E LU TULNBE

l

=7 s

(211 W L/ (&

XU,

El 20121213 udp02.pcapng [Wireshark 1.8.2 [SVN Rev 44520 from /trunk-1.8)]

mﬁlg

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= X228 ae»aTFT2EEaan #aB®% B
Filter: IZI Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.00000000Microsof_01:1e: Broadcast ARP 42 who has 192.168.100.1037 Tell 192.14
2 0.00017900 Microsof_01:14: Microsof_0l:1e:04 ARP 42 192.168.100.103 is at 00:15:5d:01:14
3 0.00019100192.168.100.102 192.168.100.103 uDP 1512 source port: 51167 Destination port
4 0.00026200192.168.100.103 192.168.100.102 ICMP 590 Destination unreachable (Fragmentatig
5 0.01828500192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
I 6 0.01829500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
7 0.03368800192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
| 8 0.03369500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
9 0.04926800192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
| 10 0.04927500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
11 0.05074300192.168.100.102 192.168.100.103 IPv4d agmented IP protocol (proto=UDP 17
| 12 0.050?5000192.163.100.102 192.163.100.103 UDP urce port: 51167 Destination port |
o‘l — — B— — B— . e —
i . : -
Frame 4: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits) on interface 0
Ethernet II, Src: M'lcrosof 01:14:04 (00:15:5d:01:14:04), Dst: Microsof_0l1:1e:04 (00:15:5d:01:1e:04)
L St armar Geotoco = o & e 00.103 (192.168.100.103), Dst: 192.168.100.102 (192.168.100.

m

# User Datagram PFDtDCD],

Type:
Code:
Checksum:

Internet Control Message Protocol

3 (pestination unreachable)

4 (Fragmentation needed)
0x25F8 [correct]
MTU of next hop: 1458

X FCS&E%E9

s5rc Port:

#5.100.102 (192.168.100.102), Dst: 192.168.100.103 (192.168.10(
51167 (51167), Dst Port:

5001 (5001)

Il 20121213 ud ]
File

S o &

EEREEEEREE

[wi

o
o

Edit View Go Capture Analyze

X228 A

Statistics Telephony Tools

CP DTS Raan #®Emx 8

]

Internals  Help

Filter: EI Expression... Clear Apply Save

Mo, Time Source Destination Protocol §fo
1 0.00000000192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=uUDP 17, off=0, ID=
2 0.00002200 Intel_O6:da:62 Broadcast ARP 60 Wwho has 10.1.2.2507 Tell 10.1.2.101
3 0.00050800 Cisco_df:9f:95 Intel_06:da:62 ARP 60 §0.1.2.250 s at 00:18:19:df:9f:95
4 0.00072900192.168.100.102 192.168.100.103 uppP 122 Jource port: 51167 Destination port: 5001
5 0.01535800192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=uUDP 17, off=0, ID=
0 0.01538300192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
7 0.03095200192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
& 0.03097200192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
9 0.03240500192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
10 0.032416000192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
11 0.04212700192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
12 0.04214300192.168.100.102 192.163.1{}0.103 upP 122 urce port: 51167 Destination port: 5001

r e o oo oot == . - . - e

Frame 4: 122 bytes on wire (976 bits), 122
Ethernet II, Src:
Internet Protocol version 4, src:
Generic Routing Encapsulation (Transparent
Ethernet II, 5rc:
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
Data (1470 bytes)

bytes captured (976 bits) on interface 0

Ethernet bridging)

Dst Port: 5001 (5001)

Intel_06:da:62 (68:05:ca:06:da:62), Dst: Cisco_df:9f:95 (00:18:19:df:9f:95)
10.1.2.102 (10.1.2.102), Dst: 10.1.1.107 (10.1.1.107)

Microsof_01:1e:04 (00:15:5d:01:1e:04), Dst: Microsof_01:14:04 (00:15:5d:01:14:04)
192.168.100.102 (192.168.100.102), Dst: 192.168.100.103 (192.168.100.103)
51167 (51167),
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. EPE D TSTASF— 5>

o ITOLIS/RIRZET. NVGRE DEREER. WM/ v TFv—2EiwLE U,
o BRI (CAHULZ@{E(E Windows J71)LHEAE (CIFS : 445/TCP) T9Y,

.

102
192.168.1.0/24 192.168.1.0/24
Virtual Switch Virtual Switch
167 102 @
. P S —
10.1.1.0/24 U ~ 10.1.2.0/24
*MTU=1500 + MTU=1400 _ _MTU=1500 "

@ /Uy bFTTFrEMR b
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. EIE L TDTSIAS T —

HEREUTETFOTCRAARET
o IR ETITIA MIFREL

o XIS E(C MTU=1500 L' FD

]Na

A

LF &

Time Source
27 B.46055100192.168.1.102
28 B.46113200192.168.1.103
20 8.46164200192.168.1.102
30 B.46223800192.168.1.103

32 8.47225800192.168.1.102

36 8.7777300010.1.2.250

Destination

192.168.1.103
192.168.1.102
192.168.1.103
192.168.1.102

192.168.1.103

10.1.2.102

LTS,

IZ3%aE.

N2 2FTUSA LD h=n/anWEL>STY,

O

#® (VPN %

Protocol Length Info
173 Create Respons
372 Create Request

SMBE2
SMBE2
SMBZ2
SMBE2

SMEB 2

340 Create Response File:
198 Find Request File:

173 Notify Response, Error:

-~

>3

%:I:

Router H' ICMP iR 9 5E(d PA TH D, /\—Fv)L

%) N'od%

IRy ND—J LOF v TFriER A I

SMBZ2_FIND_ID_BOTH_

STATUS_PENDING

DIRECTORY_INFO Pattern: *

70 Destination unreachable (Fragmentation needed)

Frame 36: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, Src: Cisco_ab:af:71 (00:19:06:ab:af:71),
src:
Internet Control Message Protocol

Internet Protocol Version 4,

T

DsT:

10.1.2.250 (10.1.2.250),

Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)

Checksum: 0x5b%9a [correct]
MTU of next hup: 1400

: 2.102 (10.1.2.101
H Generic Rout1ng Encap5u1at1on (Transparent Ethernet brig

IntelCor_10:35:cf (68:05:ca:10:35:cf)
Dst: 10.1.2.102 (10.1.2.102)

Mo.

28
29
30
31

33

Time

LLnwn wnown

. 60127100192,
. 60130300192,

. 90629400192,

Source

5. 58969600 192.
. 39058500192,
. 39085700192,
. 39165900192,
. 59185600192,
. 59186500 192.

168.
168.
168.
168.
168.
168.

[ Y

168.
168.

.102
.103
.102
.103
.102
.102

Destination

168.
168.
168.
168.
168.
168.

192.
192.
192,
192,
192.
192.

192.
192,

168.
168.

[ Y

.103
.102

103

102

103

.103

\

ERMBE T,

[, |
T

Protocol Length Info

SMB2
SMB2
SME2
SME2
TCP

SME2

SMB2
SMB2

131 Create RespOnse, Error: STATUS V'\/IJ:O):F_\7 ja:vl‘ﬁ%%

330 Create Request File:

298 Create Response File:

156 Find Request File: SMBZ2_FIND_ID BOTH_DIRECTORY_INFO Pattern: *
1514 [TCP segment of a reassembled PDU]

500 Find Response

298 Create Response File:
131 Notify Response, Error: STATUS_PENDING

50 i

1472 [TCP Retransmission] microsoft-ds > 49163 [ACK] Seg=1691 Ack=2422



PowerShell [C&3
Network Virtualization 3=
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. PowerShell TDOEZE (1)

e PowerShell TOEZE(F., K=< DFTT4 AFvT

1. CA & PA | {RIEY=>0 MAC Address . VSID DiHAENEZEER.
Frz. FRIUEARTNZIEE

e FEAHIOY> R : New-NetVirtualizationLookupRecord
o N> RERRH :

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress

"10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01"

e RM>b: [-Rulel] Thr>XRILARZISE
v' -Rule "TranslationMethodEncap” = NVGRE
v -Rule "TranslationMethodNat” = IP Rewrite

e /N> bk : [-UseVmMACAddress $True | ZIEEEJdSD &, IP Rewrite THREYZ > D MAC Address Z{ERA]&E

52



. PowerShell TDOEE (2)

2. RoutingDomain Z1 L/T [@— RoutingDomain @ VSID & CA MXELXTZIT A b

V RLUADMBHENDEZTE
e [FHIOVY>R: New—NetVirtualizationCustomerRoute

o N> R{ERAA :

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001 }“
-VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001 }“
-VirtualSubnetID "5001" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.1.250" -Metric 255

o MRAK:{RETI>OBEKLREUT. BIZIA> & ( DestinationPrefix ) BEAI T,
£7T?d Route ( Default Route ) %= itik,

I RoutingDomainID J (& UUID X TIEE L. [E—4IE Network P TEENEELUIRVWLDSER

53



. PowerShellCDZEZ (3)

3. Hyper-V O¥)IE NIC ({RIEX-(wF) & PA DD ZEERR. F/e. PA 73\‘
BT TRy MIFEET DIHE(C(E PA @ Routing ( Default Route ) &iE

o {FAHAIY>R: New-NetVirtualizationProviderAddress
New-NetVirtualizationProviderRoute

o N> R{ERAA :

$iface = Get-NetAdapter WNVNIC

New-NetVirtualizationProviderAddress -Interfacelndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20"
-PrefixLength 24

New-NetVirtualizationProviderRoute -InterfaceIndex $iface.InterfaceIndex -DestinationPrefix "0.0.0.0/0“
-NextHop "10.1.1.1"

e RA1>b: PADYIRY Y XU(Z [ PrefixLength | TIBEI D, CIDR FERX TRUVLWEITER.
PA @ Routing ( Default Route ) Zi8E 9 D% E(E CIDR R THIDIEB(TER.
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. PowerShell CHEE (4)

4. Hyper-V O NIC (UREX1wvF) EREY>>dD MAC Address . VSID M
HASNEZEE
e FHIOY> R : Set-VMNetworkAdapter
o N> RfERAA :

$cred = Get-Credential "dob1l¥administrator"

Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter
-VirtualSubnetID 5001;

b

o RA>B  EFFICEEESIERENANERS. 5N U [ Get-Credential | O<Y> RLwW M TEWRRIBIRZEUE
& MAC Address hMigf SNz {RAB Switch O/R— b (?) (S UT. VSID ZEIDHTRAA—
= VSID ACL ?
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. PowerShell CDER (FE5)

ey EHEE: Windows PowerShell
PS Ci¥lsers¥administrator.DOB1> Get-MetVirtual izat iorlookupRecord

X EEE Windows PowerShell
P Cr¥llsers¥administ rator.DOBT> Get-MNetlirtual izat ionCustomerRoute

Customerdddress @ 192.7658.71.109
VirtualSubnet 1D 0 36312494
MACAdd ress » 001dd8b 7106
Froviderdddress @ 10.1.1.117
Customer[D : {CO3ERAT3-C106-4C41-9B20-EDF79E34EA9F |

Rout irelomainlD @ [43277961-6F08-45E6-BIBS-9AEZATF3ART0]

Context © SCYMM-MAMAGED Wirtual Subnet [D [EEREN
. Translat iorMethodErcap Dest inat ionPrefix @ 192.168.1.0/24
b3 redl] Mext Hop : 0.0.0.0
: False Metric 2 0

. 1921881 111 Rout ineDomainID  : [CE7AQUE?-A052-4461-A6D2-AE103E4CE0AT]

WirtualSubnet [0 2 36312599 VirtualSubnet [0 0 1872518

MACAdd ress : 1M dd8h?1c0e Dest inat ionFPrefix @ 192 165.102.0/24
Providerdddress @ 10.1.7.117 HextHOD » 0.0.0.0

Customer [ : [CO3ERAT3-CI1DB-4C41-9B20-EDF7IE34ELIF ] 2 0

Cortext s SCYMM-MANAGED

Fule : Translat iorMet hodEncap
Whhzme : hw3-redl?
UselmMAChddress @ False

EEE: Windows PowerShell

Customerdddress @ 192.168.1.1 : )

VirtualSubnet 1D @ 1814990 e reelfess & [plllolel
, + 005056000001 Pref ixlength 2 0

Froviderdddress @ 1.1.1.1 D . 0

Customer D : [4327796871-6F08-45ER-BIBS -9AEZ ATF3AR10] )

Context . SOVMM-MANAGED bddressState : Preferred

: Translat iorMethodEncar

FProviderbddress :

1
UselinhACAddress : :é
W | an [ : 0
AddressState : F 26
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Network Virtualization
PowerShell TOELE




. PowerShell(C K B3FFE8ERFODRRE

o £WNERA MIXWULT. PowerShell (CXKBNEZENIT DNEND D,
- PA. CA. Mac AddressODfEHEN B ZRIENY S > EHAITRTE I DNEH D,
- {RIEN S AENOEE. FEICTEMRE S DdNEHD D,

e Live Migration (CEENEMRE TE/RLVA. Migration & PowerShell (CKDBRTEENTT I
F CIRIEN = > (a8 EAT],

o VNIE/RA MZHBIEFIITDE. TOYIIE/RA MMIFHTE YL TLYZ Network Virtualization (C
B9 RRENECYEHMEESNTULEDS,
- BERE(C PowerShell (CXDBEHETENNE,
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System Center 2012
Virtual Machine Manager SP1

Network Virtualization ZHl\(C
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e FLIl. CHOIF7AILEASAI>O—RIBZ =B PBEIHLET,

Cmdlet Reference for Virtual Machine Manager in System Center 2012 SP1
URL : http://www.microsoft.com/en-au/download/details.aspx?id=6346

e GUITEHRTE CERRWEBMN D D ZmE. PowerShell TEEE TSRV ZEANRD ETERAT

3_0

e HU. PowerShell T:XEDIEE ThHDTH. Hik— ML ERBIE
WETT,

E9DC. JEEN

B DS
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. SC2012 VMM SP1 C® Network Virtualization

e SC2012 VMM SP1 sSHRh—

e VM Networks EfiI T Network 7z imiEs |
> VM Networks H'&2723 &, RoutingDomainID W& 3
> E723D VM Networks dDiFE. [E— Cloud Tdh > CTHIFREAT]
> [E—®d VM Networks (C/@9 D VMSubnet THIUL, FRET]EE

e SC2012 VMM SP1 Tl&. NVGRE DHY7R—

> CTP2 D5 IP Rewrite BEATBIEETCUE (&ULVDhH. Default A IP Rewrite )
> PowerShell Cmdlet ( New-SCVMSubnet ) m'5 IP Rewrite ZiRE I DADA T a > HMERXELE
> TechNet Document % @ 2012/12/21 R7ztsR I D E. [ In this release, you can virtualize the

IP address of a virtual machine by using Network Virtualization with Generic Routing Encapsulation
(NVGRE) J &35 Téﬂ"CMi@“

—Statie P VM-ERBRF St~ SR
11X 17T (@Y Ag/// Jj B ) Y& SEN s 7 U7 L VAIIXNITI/I A /=R
— PowerShell TEREBRRETY (BRULET)

61
X http://technet.microsoft.com/en-us/library/gg671825.aspx#BKMK_NetworkVirtualization



BiRRY/R SC2012 VMM SP1 Rvw N —U5S5E

- X
3 EIP T-IOHEH: u? 3 !:? @ Al [F= & Powershell = [
miﬁﬁw}#ﬂﬁ Hac j_JMEE1 Ty ;;E YY—Z0EM }"%ﬂ; gz B/ Iy HZ BEY-Z0EE | HE | TOG
11— QVIP =7, g ! i Jut RED L e Rﬂ?ﬁlf‘ .EF"RD - AT 3 JO0T
{ERR 1=l T 4 TFEE kg J0)F
T s < BBy bRI—4E P T (3)
4 & FyhI—b . d
IR T £ | 4Tzt ESISTELR | #TFELA | BFEEIERTELA | DIP TS~ | VIP LLTEAE -
W MAC FELA T—IL = rfrDC Switch
K83 O—F J{5oH— L Provider Address_o1 10.1.1.0/24 10.1.1.101 10.1.1.200 97 a7 0
= VIP 7L~ vt DCSwitch
B M o J :-
O IJ7 Vv - mIBRY hND— DZ PA Pool Z{ERK @
PR 3 PowerShell
bA" | = L) 2 @ B B | L Bl 57
H—EZOHER J'f Foll ¥ HFIFOHER  ARF T WM "1~'~L>'I“ H39F0ENET BE VM H-F3 VM Fulk _
= OAERS, ~ —TOFER, I—HOFER; 7-4 EFPRO
{ERE; h39aF = EEiR,
VM ¢H—ER < VM 3y hI—SE 1P T—)(3)
B FFub d R
Py £ ~ | #Fsh | ERERERTELA
& Red Cloud B <k Customer Metwork
i Customer Address Pool_01 192.168.1.0/24 a7
= VM Fyb-5 Uil Customer Address Pool_02 192.168.2.0/24 100
g = =L DCSwitch
. <L WM Switch
4 [ gATOmARE <
\Y
@ VM %z N —72JT CA Pool ZER
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BXRY7 SC2012 VMM SP1 Rv N —J5%

Gl hv3-CentOS6_template MJ0/(F4
i bl AR TRE(S) | FRER: o TAN(1) & 7ob7—4 PETH—(K) =
. R Jotw A m eI FETE- 1 N=Fv)l I3 OFER 1T
N—FITPHERL 2 (@ ottt
mm XT Hix
0S &AL 2045 MB T | O EEENTVWERAE)
H :’D'ﬂfE— F\i"rj () A — '
S TR sFnars. | || [© VM AT RS — N=Foll 72 B
7 oM 1 VM #yP7-0:  |CustomerNetwork || SE(B).. Fi—Fell 7B IO ROBAEREN ST
SQL Server QiEA 4 O B8] IP(M) e ’
QL Server "1 com 2 - EhE IP(M) - DHCP m A0 PETE- 1
) Bl @ 509 IP (369 1P F-LHS)(A | )l 2 OB
I]R"?IA :n:” f:"'-f L E—j—"jf F.?‘:f;?— = :n:l . ¥hyper—\;¥ W -*\"_‘5' }"':.“—'f] Customer Metwork
L N EFEDET S TH. P DM/ —Z22(0): & FXL—T AT LIEEE VM TR | Custamer MetworkSubnet 011 |v|
=E 2 JiAMEE [1Pv4 0 — It Pyd TR 2 2364
5 & IDEFIAA L MAS bR Static IP p PvB 7ELA: i)
EEE TRt o MAG PR 2364
A ., hva-CentO... () M H TRy b TPyt 7 KL,
RS- 12700 GB. .. ® EFH(C): - . : FELA F-bar [ CustomerAddressPool 01 (192.168.10/24) ] o=
GUFID | e e ® 2 T V=R
FPhi, AT AT v e Vi Fll DR T A IP TR AE):
< ?E?I{%‘?g;ﬂ A=(L): | ¥ hvieentas.vhd IPv4 address fram beical netwark
2 :M;; PHTE— [ {REAA 7 BB EENTS(Z) H ok 10110724
Hol9-0 7. [] MAC PFLADRT-F4>5ERMT(E) VLAN ’
TR =LA | Provider Address 01 (10.1.1.101- 10.1.1.200) 1~ o=
a CEEm IP PELAE:
: MAG FE
THTHMFERVY OK | | Fr il

- @'ﬂilu

'f}ilu\?//

N2>DF>TL— NCERE

> 7L — MNERED
BANEETE

D MAG PELA 7=l (0 1D:D&BT:1G00 - 0E1D:08 [+ | g

o=
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VMM SP1(CHITSD

smiE~Y N J—2TO& VM Rwv NI —TDRE*%
RDid:0001 j / RDid:1001 ‘ ' RDid:0001 \ /— RDid:1001 j

bluevm11 bluevm12 redvmi11 bluevm23 redvm22 redvm23

VM Fw bI—f¢ 1P T (3)
I

E L Blue Corp VM Nebwork

iy Blue Corp CA Pool_01

iy Blue Carp CA Pool_02

Bl JdLRed Corp WM ork
4z Red Corp CA Pool_
wiy Red Corp CA Pool_02
bl WM Switch —

~ ‘
\ Virtual Swi ytual Switch
2Ezy NI 52 IP T (3) ~~ k—‘—)
|
28 - Bz ErL |
= Ay DC Switch
| iliprovider Address_01 10.1.1.0/24 10.1.1.101 |/
iy DCSwitch
i VM Switch

PAlZ., E—/RX NN T3> TH. Routing Domain IDEAI TERICI7H 1 > =D,
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. M T 2w NMERRD VM 22y N — S0

e —DMD VM Rv FNIJ—=TJWR(CEHDT IRy bR UTZEE. I xRw MeEld
Routing (FJMRIER AW FHERUET .

VM 2y FI—=4E 1P 7= (3)
[ 2]

& | #T Ryt | EAEINERT LA
B < Customer Network
wiy Customer Address Pool_01 192.168.1.0/24 a7
L.‘J.icustamer Address Pool_02 192.168.2.0/24 100
ol DCSwitch
o WM Switch

e DA, YT XY bdD Gateway Address (& SC2012 VMM HBEENRIICVERL L.

ZHTIxw D Host Address 1 ] hMERRESNET

> LEEefloims | 192.168.1.1 ] [192.168.2.1 ] ' Gateway @ Address (CIaDET
> BEEIDITDE. BEAL

o IFRIEZRITIDBREICE, ETRNVE
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. EEH IR

e IRARFZRLXA 1] ZT—)LAEETEIRAN
SATALAFRT RLAEDZET, GUI

v MERD VM R N —DJDFER

R LU CHFR U,

PowerShell &6I(C35

EAT T U,

ZAi
IP 7FL-ADSEE

F—rozAf
DNS
WINS

-

B8y IP TELA Tl 04— FOVERR

IP 7L AMERE

ZOT- L TEETEY Irw s IP FRLADSEEFEELET.
IP Hxw (1) 172.16.10.0/24

BiA IP FFLA(S):
T IP FFLA(D): 172.16.10.254
FRLADEE(T): 254

172.16.10.1

[x]

Virtual Machine Manager -
EISTHHTEET.
= FETEET.
Z4—ILF 'Bgs 1P FELA (3. 172.16.10.2 A5 172.16.10.254 OEIED
b 1P PRLATEINERDE R A
OIS

Ly E1BE: C:¥ProgramData¥Microsoft¥Windows¥Start Menu¥Programs¥M...|;|£-_

BiROZa7 (140)

| A | ez

o = |FEE

€3 38 1P PRLA T—LOFEH

O FHIPFELAT-LO- FT
%) & IP FRLA T-1L0-

O VM Sy MDIERL =T
O vm 5TRy0ElR 7T

2013/05/31 11:17:31
2013/05/31 11:13:28
2013/05/31 11:13:23
2013/05/31 11:13:01

Green Corp Met Pool

Green Corp Net
GreenCorp Net

CONTOSO¥Administra--
CONTOSO¥Administra---
CONTOSO¥Administra--
CONTOSO¥Administra--

HREE:  SEL

IVUF: New-
SCStaticIPAddressPool

#EL:

BES:  2013/05/31 11:13:28

EARS:  00:00:00
S CONTOSO

WAAminictraFar

~ 9 I5- (15030)
I5— (15030)
VMSubnet (CBEMFSNTIG IP T-)L PRLASEOSNOFFLAZFHEN TSRS, EETEE
Hhe

HRECNHEE
AddressRangeStart [Cl3. EH0FFLALEAEMEREINS T TR
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BEIEE: Windows PowerShell

Windows PowerShel |
Copwright (C) 2012 Microsoft Corporation. All rights reserved.

P> C:¥lzers¥adninist rator. DOB1> Get -Met'irtual izat ionCustomerBoute

: {DOCFFFER-3424-480E-BC19-DI9E071082FA]

Fout inglomainlD

Wirtualsubnet [D ¢ 1122034 Wi rtua | Subnet 1D
UestinationPrefix @ 192, 168.10.0/24 MACAdd ress
: 0.0.0.0 Froviderdddress :
: 0 CustomerD

Cortext
Fule

Rout ingDomainlD @ {DOCFFFED-3424-480E-BC19-DISEOTT1082FA]L

MACAddress
P5 Ci¥lsers¥adninistrator . DOB1> Customer D
Cortext
Fule

Whiklame

Customer [0

B IRy MERKRD VM v N —DUDFER

YirtualSubnet [0 ¢ 7696967 Whiklame
DestinationPrefix @ 192.168.1.0/24 |l=eVmMiChdd ress -
MextHop : 0.0.0.0

Metric 2 0 Customerdddress

VirtualSubnet [0 :
: D0&R05E000000
Providerdddress @ 1.7.1.
: {DOCFFFES-3424-480E-BC19-DI9ENTT1082FA
: SCVMM-MANAGED

: Translat iorMethodEncar

G

UzeVmiChddress -

2 192.168.10.51
: 1122534
: 001dd8h 7107

10.7.1.54

: [DOCFFFES-3424-480E-BC19-DI9E071082FA]
: SCYMM-MANAGED
: Translat iorMethodEncap

: hviE-redd?

False

192.168.10.1
1122534

1.1.1.1

False

: 192.168.1.54
: TE96957T

: 007dd8k 7100
Providerdddress :

: {DOCFFFED-3424-480E-BC19-DI9E0T 1082FA]

10.7.1.55




. M T 2w NMERRD VM 2y N — SR s

o Prefix 24 LIFTOHY IR h{ERk UTcima. FRABIEERRA N RLUADEIIDT KL X
W — DA77 RURICEASNA C ExERLUE U

ey EHEE: Windows PowerShell =10
. - ' 7OFG 3
ERM37 (58)
| 2|
| &Ai | AR | BRsaEsl === | FEE
O #FIPFRLAT-MD- =T 2013/06/03 16:01:09 Purple Corp Net Pool#2 CONTOSO¥Administr--- |~
O #ZFIPFRLA T-D-- =T 2013/06/03 15:59:31  Purple Corp Net Pool#1 CONTOSO¥Administr---
& B8 1P PELVA T— IO v
W& =T F0)554 | MEnE FHLUE
I New- = . u
SCStaticiPAddresspool | = (1) B IP LA T—Jb - Purple Corp Net Pool#2
22 purple Corp Net Pool2 Name (al) Purple Corp Net Pool#2
Bt4:  2013/06/03 16:01:00 | StartingIPAddress (al) 10.10.1.130
ERES:  00:00:00 EndingIPAddress (al) 10.10.1.254
FrES: CONTOSO AccessVlan (BL) 0
¥Administrator DefaultIPGateway (L) 10.10.1.129
IPSubnet (BL) 10.10.1.128/25
MNetBIOSEnabled (L) False
w3 |4 | EEERE
FRAT SO MMEREN e B OV A FIRRTT3(S) HH(R) FrI(C) 68




. VSID [CRLT

e VSID (& VM HJxRw RZEVERK UTEERBE T, VMM (CX> CTEHEHESE (S>> LEDHT)
cNnZxE9,

e VSID 7= (GER_LMIEARET) BAFRMICIEE UVWNES. PowerShell i VM B JxRw ~
ZVERR T D EICKD,. FEDID ZEIDH TR ENTEFET,
> {FRATIY> R New-SCSubnetVLan
New-SCVMSubnet
> N> RERMF)

$vmNetwork = Get-SCVMNetwork -Name "Green Corp Network"

$subnet = New-SCSubnetVLan -Subnet "172.16.10.0/24"
New-SCVMSubnet -Name "GreenCorp Net" -VMNetwork $vmNetwork -SubnetVLan $subnet -VMSubnetID 5001

> M-1>c: [ -VMSubnetID ] TZEINDYT=L) VSID ZIEFEI D,
YeTETTRE/REEH] (& 4,097 'S 16,777,214 .
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. VSID [CRALT

I New-NetVirtualizationCustomerRoute ] Cmdlet T(Z. VSID (&
4,096 73\'5 16,777,215 O&EEFETEEDIGE CI M. [ New-SCVMSubnet ] Cmdlet Z

'fﬁj § 7— 7/ZJ_I:|\ —FBED\\ 4 097 ((_Td\DCK 9 O) C\ /I,u\j:)\"/z\gt\\a—o

+ Frame 360: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on interface 0
=gl = Ethernet II, sSrc: Ibm_5d:6a:88 (00:21:5e:5d:6a:88), Dst: Ibm_5d:35:dc (00:21:5e:5d:35:dc)
+ Internet Protocol version 4, Ssrc: 10.10.1.20 (10.10.1.20), pst: 10.10.1.10 (10.10.1.10)

-l Generic Routing Encapsulation (Transparent Ethernet bridging)

+ Flags and version:

protocol Type: Tran

|
+ ET

Key: 0x00100000

ernet 11, orc: microsof_b7:1c:06 (00:1d:d8:b7:1c:06), Dst: Microsof_b7:1c:07 (00:1d:d8:b7:1c:07)
+ Internet Protocol version 4, src: 192.168.1.10 (192.168.1.10), Dst: 192.168.1.20 (192.168.1.20)
+# Internet Control Message Protocol PSSyl

ey %ﬂ% C: ¥PrﬂgramData¥M|{mscft¥W|m:|Dws¥5tart Menu¥Programs¥M.. |_l£-
% - Pumbletwork = Get-SCWMNetwork -Mame “Green Corp Network”™

0x2000
sparent Ethernet bridging (0x6558)

i mdows¥s

I New-NetVirtualizationCustomerRoute J Cmdlet = [ New-SCVMSubnet | Cmdlet Z{EHUIES

BRUTSS
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. VSID 16,777,215

o T5—/)\Tw MUERE, SRFTALAYVE—IZMAE U TERSNS1ERR
> KB2779768 [EIRE CTH S/ icmp Type3 Codel0 ( Destination host administratively prohibited ) @
)\ w <&, VSID FFFFFF (16,777,215 ) @dDJ)\Ow hTUTE

No. Time Source Destination Protocol Length Info -I
461 1591.05489 IntelCor_10:35:cf Broadcast ARP 60 who has 10.1.2.2507 Tell 10.1.2.107
462 1591.05542 Cisco_df:9f:95 Intelcor_10:35:cf ARP 60 10.1.2.250 is at 00:18:19:df:9f:95
463 1591.05565192.168.1.106 192.168.1.104 ICMP 116 Echo (ping) request id=0x0001, Seq=1f:
464 1591.0558610.1.1.143 10.1.2.107 ICMP 186 Destination unreachable (Host adminisi -
4| i | 3
# Internet Protocol version 4, src: 10.1.1.143 (10.1.1.143), pst: 10.1.2.107 (10.1.2.107) -

£ Generic Routing Encapsulation (Transparent Ethernet bridging)

# Flags and Version: 0x2000 m
Protocol pe: Transparent Ethernet bridging (0x6558)
Key: Oxffffffoo

= Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
® Destination: 00:00:00_00:00:00 (00:00:00:00:00:00)

# Ssource: 00:00:00_00:00:00 (00:00:00:00:00:00)

Type: IF (0x0800)
G lOrernel ProToCD ersdopn A orc- 10 1 1 142 (10.1.1.143), Dst: 10.1.2.107 (10.1.2.107)
= Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 10 (Host administratively prohibited)
Checksum: 0Oxd3el [correct]
E3 erneL ProLoco] version 4, orc: 10.1.2.107 (10.1.2.107), bst: 10.1.1.143 (10.1.1.143)
= Generic Routing Encapsulation (Transparent Ethernet bridging)
+ Flags and version: 0x2000
Frotocol Type: Transparent Ethernet bridging (0x6558)
Key: 0x001lbblce L
 Ethernet II, Src: Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)
# Internet Protocol Version 4. Src: 192.168.1.106 (192.168.1.106). Dst: 192.168.1.104 (192.168.1.104) i
0020 02 6b 20 00 65 58 [EdEadEiA#ly 00 00 00 00 00 00 .k .exMPfld...... }
0030 00 00 00 OO OO OO 08 00 45 00 00 82 ff O1L QO QO  ........ E...... iR
0040 80 01 23 7e 0Oa 01 01 Bf 0a 01 02 6b 03 0a d3 el Bl kel E

0050 00 00 00 Q0 45 00 00 66 01 00 00 Q0 7f 2f 22 ge R S T /'n
0060 0Oa 01 02 6b 0a 01 01 8f 20 00 65 58 00 1b bl ce R - S i

ANTN AN Al AT 7T 4~ 173 nn A AT kT 1~ 18 N8 NN AE AN [

(] @ The Key field contains a four octet numb... | Packets: 558 Displayed: 558 Marked: 0 Load time:...

e MO TC. 1—Y—FIHARTTY,

m

Profile: Default
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. VSID 16,777,215

e ULMUIRNS., VSID 16,777,215 277 B> 9D ENAIEETT,
o BU. NIC ([CEHEMITZITDERICKEULET,

e Technet @ [ New-NetVirtualizationCustomerRoute ]| Cmdlet U T 7 L > X(CI,
[ -VirtualSubnetID | D520 E&EEH & UL T 4,096-16,777,214 &SN TULET
. ERRICIE 16,777,215 BIFS=NT LJEDOD"C\ E,%-JJ\UA\E"C‘@Z

- EIEE: Windows PowerShell ! EIEE: Windows PowerShell
S C:¥Users¥administ rator. CONTOSO> Mew-MNetVirtualizat ionLockueRecord -VirtualSubretID "187772157 -Customerbddress 1921 “¥lsers¥administ rator. CONTOSO>

B T
62.1.207 -Providertddress "10.10.1.107 -MACAddress "001DD8E71C07” -Rule "Translat iorMethodEncap”™ -WMMame “red-pc01” -Ci S C:¥lUsers¥administ rator.CONTOS0> $cred = Get-Credential “contosc¥administ rator”
S

C:¥Users¥administ rator. CONTOSO> $WNWNIC = "WhYNICT
PS C:¥lUsers¥administ rator. CONTOS0>
PS C:¥Users¥administ rator. CONTOS0> $iface = Get-Netlidapter SWNVNIC -CimSession “cluster(1”
Customerdddress @ 192.168.1.20 PS C:¥Users¥administ rator. CONTOSO> Mew-NetVirtual izat iorProviderfddress -Interfacelndex $iface. Interfacelndex -Providerd
: 16777215 ddress “10.10.1.10" -Pref ixlength 24 -CimSession “cluster0l”
D U ddeb i 1cl?
r[UVlUC[HUU[Cbb . ‘lG.‘lG.‘l.‘lG

CustomerlD : {00000000-0000-0000-0000-000000000000% Providerfddress : 10.10.1.10
Cortext : Interfacelndex : 15

Fule : Translat ionMethodErcar i 1 24

hame ! red-pcll |
lzeViMACAddress © False : Preferred
FaComeutertame @ cluster(] PSComputertlame @ clusterDl

Sezzion “cluster(1”

FS C:¥lzers¥administ rator. CONTOSO> PS Ci¥lsers¥administ rator, CONTOS0>
PS C Users¥administrator. CONTOSO> New-NetVirtualizat ionCustomerRoute -Rout inglomainlD “T111111-2222-3333-4444-0000167 PS C:¥Users¥administ rator. CONTOSO> Irwveke-Command -ComputerMame “cluster01” -Credential $ecred [
“WirtualSubret ID 167772157 -Dest inatiorPrefix "192.168.1.0/247 -NextHop "0.0.0.07 -Metric 255 -CimSession “clug >> Get-WWhetworkidapter “red-pc01” | where [$_.Machddress -eq "001008B71C077T | Set-WMNetworkidacter -VirtualSubnetID 18
777215;
by 1
B
2 {11111111-2222-3333-4444-000016777215 1
1 16777215
D192 188.1.0/24
U000
1 255
PSComeut e ridame ! cluster(?




. VSID 16,777,215

e FEERIC. SC 2012 VMM D [ New-SCVMSubnet ] Cmdlet (CHEWTHE.

Z VSIDEUTIEEI D ZENAIRET I,

ey %ﬂ% C:¥ProgramData¥Microsoft¥Windows¥Start Menu¥Programs¥M.. \_li-
: Pumbletwork = Get-SCWMNetwork -MName "Blue Corp Network” [&

16,777,215

VM #y bI—4¢ 1P T—) (4)

: Blue Corpf? Met

Commurn i cat jon

ensionMarager : Bl ol Green Corp Network

- irtuaiMachineManaz:

FHISNEFFLA: O

| L
E2%:0] | $TFuh | EEEIRERTFLA
= <L Blue Corp MNetwork
oy Blue Carp Net Pool 152.168.1.0/24 2449 5
7 Blue Corp#2 MNet Pool 192.168.2.0/24 253
Blue Corp#2 Net Pool v
g7 IP FELA T-IL0IEskR IP FELADERHER
RAETFLA: 192.168.2.2 FARRERTFLA: 253
BTFFLR: 192.168.2.254 FELADRE: 253
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. VSID 16,777,215

o J\—F V)L IR UTZ VSID 16,777,215 O VM HIJRw c&27HA1> 9B &,
J0O)\G 4 —ZEZ3J7T [ Unknown error(0x8005) | WREIT DD T, FEHNMNE

TY.

blue-sv01 @JO)NT+

FryhmA vk
NA&5L TOIF4
WE

#E

Y- AR
EERER
BT

FOA

ATEOER(V)

E=d
REE
N—FOTFHEHL

bl ZAEHUTRE(S) | SRR . 74200 |8 fur0—5 7575—(K) _
. Emtw NECEr .
ZE;D?*EIE&H e L~
e e O #RULBW(E)
H JOwE— F34F ® VM Fwho-SiaEsT (M)
o ITAPEF T VM Fu -4 |B|ue Corp Network | £5(B)...
7 com 1
il - VM HF5wk: | Blue Corp#2 Met v
. =
7 e VLAN ZE#I-T3(8)
K B pE TS LAN ID(L): =
BREQET S FH EheY IP(M)
& AR 80 1P (5390 1P T—1LH5)(A)
o ¢ IDE T2
2T AR MAC P EL-A
w blue-sv0l ENR9(Y)
B4.00 GE. 7.
o v, || @Po
AT TR I L
<& SCSI PHT45—0 esifess
055 A ® BEASvF(H)
i i SBIEZAwF(W): |Vswitchl v
A 1 o s -
hl (ZHEH.. S | v [~

ok || #tn |

E| 37

BRMZaT (17)

- | EnaEST - | Eme aE -
2013/05/31 17:12:06  blue-svD1 CONTOSO¥Administr---

Hal A

X JSi=Fol T0T0)F - KK

@ /—FvL X3 0T0NT OEE

HWEE:  ZER

a¥xF: Set-SCVirtualMachine
HEE: blue-svl

RS  2013/05/31 17:12:06
ER8: 00:00:04

FiE#: CONTOSOD
¥Administrator

~ 3 15— (12700)

I5— (12700)
IS—: EECEEMLELE.

ZAwF Vswitchl' @A+ wF Fi—FEF7E 'Ethernet Switch Port Security Settings' ZIEERRT3EIC
IS-HEELFLL: BEasIBhENET (0x80070057). Ofzth. clusterdl.contoso.com H—
Ji— LT AR T TEEEA-

Unknown error (0x3005)

HERENIRSE
A ORERAARL TS, BIFEEETL T,

47— |3 | ZERE

FRAT o IH MMERLE IR EILT O FORFRRTA(S)

$7C)
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. VSID Dkt=a

SC2012 VMM MBEHFEIDZTCICKFLTCULED. EVVDONMNHEFEYVI1—-23>2TY,

FEICTEDLTRIHBACE. 4,097 15 16,777,214 DFEE TORDHTEITS &3,
AL CTIZEE0Y,

PowerShell (C&L 3. Orchestrator ETOHBEO>Y I TOERIDSH TZiTDHE. EIDAT
ATEE/R VSID HV5 16,777,215 (F. hRS BRI LTI RE0,
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Network Virtualization
with SC2012 VMM SP1




IS

SC2012 VMM SP1

MGNT MGNT MGNT
cluster0O1 cluster02 host01
blue-sv01 red-sv01 green-sv01 blue-sv02 red-sv02 red-sv03 green-sv02
192.168.1.31 192.168.1.18 172.16.10.2 192.168.1.30 192.168.2.11 192.168.2.10 172.16.10.13
Virtual Switch Virtual Switch Virtual Switch
WNVNIC WNVNIC WNVNIC
Hyper-V Cluster
10.10.1.0/24 10.10.2.0/24
/ >55 Router >55 /
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Windows Network VirtualizationlcHlFd

IP 7RLA

=JL r==—1

aZAE
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. 7RLZENYTHE ( SC2012 VMM FIFHES)

e Network Virtualization THIFHH=NS IP 77 RL X (32 FEZE,

— Provider 7 RL-X  WNERY ND—2J FTERSND IP 7 RL A,
— Customer 7 RL- X AREXRY NDO—O L TERAESND IP 7 RL A,

o PA (IiRIEXRY ND—2UD IP J—)LHhSBEEINDYT
- BIFETIE. /RAME(C RDID BN CEIDHTCEZEMUZEI,

- &2 T, 1/RXBIC 20 RDID WMFEET DHBE. IP 7V RLX(E 20 VRLULAEET D EICIRDDT,
7 R ARET ISP ERNNETT,

- BIDHTBN/Z PA (S [ Get-NetVirtualizationProviderAddress | Cmdlet THEEERIEE T,
- IP =)L SDBEEEIDHTHEARTIN, RIS TENRTEERIETI,
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. IP 7 RLIEIDYTHE (SC2012 VMM FIFEE)

o CA (& 2 DD&EID I THEMNMFIE,

- VM Ry RDJ—=DO®D IP =)L 5DEMEIDET (J\—F )L >TI(E DHCP RE)
- VM Ry hD—=0D IP T—I)LH50OF#IEIDET (J\—F+)LYZ > Tl Static 5%7E)

e VM Rw hDJ—2D®D IP J—)LSDEMNEID JTZITDILHDAE. 2 DIFE,

- NN=FvILY AR, > T —

MSERT D E(CKDFRNEID S TZEh

- EBRBH; EIF/\—FvILYI>%F) Diga. PowerShelllCX> TEIEI D ZBTZ=Ei

o BIfF/\—FvILNYS>DBITIRE. IP 7 RLANFEN(CEIDI TSN TNDIHETE.

BIgE/L < Network VirtualizationHhVF!}

IA]HE,
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o PA (& HfHT=THRRY

s IE (CEE LT

_ BDYTETITL— NERMEHC., GUINSISERTAL

- BDZTAEER T LRI,

E (BEEEMER TV RLAZEIDZHTD) HolEe

IP 7 —)LTERE SN TCWLWDEEN S DER(CHEEDIEE

JN=Fv)L XSO~ ]|
a7 [=[= x|
LR M =Fwll 92 EHEDIEST BROFaT (67)
Ho=Fl 7L DFRVER S ROEEREN AT
Fi=Fel 7o 1D (HEE | 2]
. & I | Ay RI=h PEPA- =
H—F3IP0 2 ATl UL | &ri | R - | EsEEl T | BEE | FiEE -
AL =Tl AT L IHERS C¥GlusterStoraze¥Volume .. WM A k=4 Red Carp Metwark . — .
e & ATl AT DR WM T b [Red Gorp Net#2 ] & Ji—Fv o0ER =T 2013/05/29 17:09:59 red-pcdS CONTOSO¥Administr--- &I
FIMER T ID TEER IPvt PEL A £ O vy EBER0EESR - =T — : :
A MOSER red-pol5 1PvB FIL 2 gty . , B - 7 K w=/ L
OB 2 Abo- MAC FEL% #80 . g =] }:E L/ (- J l/; ’\ C ERIE% ‘I‘I_'_l‘
— m A3h0-b PEFR- 0 WM 4 MV TPvd P ELA -
JONTFIEN \ ?9?:&0?; Netwark TRLZ 2l Red Gorp Net#2 Pool (192.168.2.0/28) ~] oa @ virtualNetworkAdapterConfiguration 0T ﬁ I
H—
oo /i-Folb P—F T8 IF PELAE: 182.168.2.121 . - N\
wintent-01 N Pt PR HE =T Fayt5¢ hN | FULHE
-z b 10.10.10/24 avxF: Set-
VLAN 0 SCvirtualNetworkadapt | = @ By b0 75750 -
T T —ILAE Provider Address Pool (10.10.1.1 - 10.10.1.254) = erConfiguration PinIFV4AddressPool False True
(P —
IP PRLAE: 10.10.1.180 I #®2E: red-pcs IPV4Address (L) 10.10.1.120
. - Bi&:  2013/05/29 17:09:47 || [Pv4VMSubnetAddress (L) 192.168.2.121
FLA -0 [BEED MAC PELA 7)) (0E1D:DEET 1G:00 - 0E10:08 [~ . .
2 - FAR: 00:00:00 SRV a VSO e ATUTESS P00 raee roe
AG T ELA: = FiES: CONTOSO
¥Administrator
B VAN -
PA “Z157E P HE - [
IR 3 _ —
FRRA TS MM ER N e E O FIRRRTB(S) HE(R) | |Fet(C)
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. PA SRE(CEALT

o FFHIESTE CETADEMIFLATDED
- BRERTEZITD/I\—FvILYS > &EI0 RDID hESESNTULBR/IN\—FvILNY S M, R M EICFE
U7XV
— RDID H® PA DBXICFE T DiHE. €D PA i BEFNICERHE=NET,

o SAINATL—2 3212 E, PA DBESREZHDEMENEELTHZS. IP T—ILH5D
BERENEMSNDA. FRNERE(FZEMN(CRDIDTER

- YR ANZZD PA Z{EAT D)\ —F )L OMNFEEURLKIBOTEERT. PA BN T —)LISREAD
SNBDEVDSEFHDI=sD

- DS A —RIBECTEBEE LERZRSRVEVWDSRISERHNUE

e PA DFIEIF SC2012 VMM (CAEBTH UL ZANEEE
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. SC2012 VMM SP1 T DHC

e SC2012 VMM SP1 sSHRh—

e DHCP Extensions ( Filter Driver ) (CC3E3E., ft©C. Windows Server 2012 DHXTIis

e S5C2012 VMM S

Pl T—>1>

NEARFICBE#NICTM XA =)L

& oM Sy bS5

S CLUSTERO1 OM{FABAAYF ¥R —Tr— [ [= [
2 RHEAA YT S (R v F OIE
A ROy b0 21 F
Broadcom BCMS709C Met¥treme IL... BET Fiiipd]
o HEE [ Microsoft NDIS &5 7iF ]

Microsoft VMM DHCPv4 Server Switch Extension

0 mac PELANEE
00-15-50-00-6F-00 15 00-15-50-...

Microsoft Windows 40 LS04 5wk, D)L=

TER LSRR MSERE:
Microsoft System Center Virtual Machine Manager DHCP Server ~

=+t Microsoft
J—Tigie 21,11,34.995
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. SC2012 VMM SP1 T DHCP i

o ﬂi,u?//b\bd) DHCP Discover % DHCP Extensions " w2 L. SC2012 VMM &

1EE U C IP Address ZEl| D H T 31EEk C EEE ORI BLEIES
> DHCP Server @ Address (& [ 10.0.0.1 1 L ¥Wlindowsteystensz> ipcont iz /all
EFRREND '
> 1P Pool TEELZ IP Address ./ L L L. e e e e e e et bluempcez
DNS Server Address 72 &EH DHCP &S T.-?"* 1"—I'| DHS Hoqwh2 . ...
(R0 YAk RCE

> —EIRTEN/E IP Address (3.
Release / Renew UTCHBRE LU Address HY
2 DHTENIREILZN. VM Subnet @
REZAET D ER/RD IP Address R T S o
ilJ N él‘CB*l 51%*%0 - H. . . . . . . .. ... .. ...t Mcrozott Heper-V & 73 7
> iz, &8 L/Td:<7'd:i)77:’5j—)|/(c__gb\ ' o IIII 1-.D D8-B7-1C-08
WME(CIR> BT —ILh 8B I7HY1> . iy R
EVWDZFEFICKDIEDEEZEZBND,

52 1 17 | i
__[]HE:F'-.,.-E: S FoR OUID. L. L L L s 00-01-00-01-19-22-55-25-00-10-08-B7-1C




SC2012 VMM SP1 TO DHCP i

i Microsoft Corporation: ¥Device¥NPF_{55C8420E-4153-44CF-AB77-99E7D096E77F} [Wireshark I.B.?...\;‘i-
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S @ EdXSE AT LIBIF QB #MMK B

Filter: Expression... Clear Apply Save

Mo. Time Source Diestination Protocol Length Info ~
34 16.16992300.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ﬂthddEh%:]
35 16.171063010.0.0.1 192.168.1.17 DHCP 328 DHCP offer - Transaction ID Oxb2d43b7
36 16.17158600.0.0.0 255.255. 255. 255 DHCP 357 DHCP Request - Transaction ID Oxb2d43b7
37 16.172286010.0.0.1 192.168.1.17 DHCP 328 DHCP ACK - Transaction ID Oxb2d43b7

< | n | >

Frame 35: 328 bytes on wire (2624 bits), 328 bytes captured (2624 bits) on interface 0

- Ethernet II, Src: 12:34:56:78:90:ab (12:34:56:78:90:ab), Dst: Microsof_b7:1c:08 (00:1d:dB:b7:1c:08)
# Destination: Microsof_b7:1c:08 (00:1d:d8:b7:1c:08)
ri source: 12:34:56:78:90:ab (12:34:56:78:90:ab)
Type: IP (0Ox0800)
+ Internet Protocol versi
+ User Datagram Protoco
+ Bootstrap Protocol

L15rCc: 10.0.0.1 (1[}.[}.[}.11, Dst: 192.168.1.17 (192.168.1.17)
Port: bootps {6/), D rt: bootpc (68)

Network RICFEE LR
IP Address

[ F1E UX /30 MAC Address
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T
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@D IP FELATEED(S)::
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o FHY IP VRLRXEUTHEETED V7 RLAE. IP J—)LDOEBEARNDI KL X
- BENDT RLRZEETDE. 23 THRBMUET

| B | ¥Start Menu¥Pr0grams¥M...\;‘£-
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& J-Fvl DEED- =T 2013/05/22 16:52:41  blue-pctestag CONTOSO¥vmadmin
&3 589 1P PELA TS 1P PRLAZEEDYT v
EEE - Bl
M‘E'v R ~ &9 15- (13666)
J7 0 Grant-SCIPAddress Tﬁ— {15666} _
BEA: EESNEFFLAZ, PFLA T TEBEN3TELASE OMHHhET.
Bif4:  2013/05/22 17:00:01 EESNEFFLA 192.168.101.99
EEOEEETFELA: 192.168.101.101
Fifl:  00:00:00 SEGETTELA: 192.168.101.200
FiEE: CONTOSO IP PFL-Z 7=l Blue Corp TestNet Pool

EAdministrator
HRENHEE
T EEHEERDFFLAEREEL TR,

£ m

PS ol ndowsYsystems?>

o HARDIERND, SATINATL—>3>2E MU TEFHRN IP 77 KL R (FHERT
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\—FvILY>S 2 TORNEIDZT

o FRHY IP P RLADEIDHTIE. GUI ETIEFFT>TL— MNERKFDHBIEE
- BN —FrILYS S OREERRLTE, 5 IP (BRIRARE]

m FvhIO-4 FETE- 1

L]

e kel
O #RURWE)
® VM FobO-HTERT (M)

VM Fy -4 |Blue Corp Network | EE(B)...

VM #J%yk: | Blue Corp Net v|
VLAN ZE3IcT3(B)

1 ™ -

31 IP[M]_
EB0Y IP (EERY IP T—IL05)(A)
MAC PFL-A

o PowerShell ZFIHI D &(CKD. BIF/\—FvILYS 2 TERR IP SEN EhErRIHE
- fBU. BIDHTHEEER IP 7 RLR(E IP F—)LOEERDT KL
- 25T RRRFTRLR [1] (JEERD]
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FvILYS > TOFRNEIDZT

# " NTEN IP P RLRAZEIDH T/ —FvILNYS >ZZIEE
$VM_Name = "VMName"

# " ATERDHTD VM RY NDO—DOZZIEE
$VMNetwork_Name = "VM Network"

# " NTEDHTSD VM BIRY NEZIBE
$VMSubnet_Name = "VM Subnet"
#""NTEDHTS IP PRLADT—)LEEIBE
$IPPool_Name = “VM Network Pool"

# " NTHODHTD IP P RLRZIEE
$VM_IPAddress = “192.168.1.10”
#""NTEIDHTS MAC 7 RLRADT—)L&%=IETE
$MACPool_Name = "BEFED MAC 7 RL X F—)JL"
# "' NCHEATIREXANYVFEZZIETE
$vswitch_Name = “vswitch”

$VM = Get-SCVirtualMachine -Name $VM_Name

$VNICSMAC = Get-SCVirtualNetworkAdapter -VM $VM

$VNICs = $VM.VirtualNetworkAdapters

$MACPool = Get-SCMACAddressPool -Name $MACPool_Name

$IPPool = Get-SCStaticIPAddressPool -Name $IPPool_Name

$VNICSMAC = Get-SCVirtualNetworkAdapter -VM $VM

Grant-SCMACAddress -MACAddressPool $MACPool -VirtualNetworkAdapter $vNICsMAC

$MACAddr = Get-SCMACAddress | Where-Object {$_.AssignedTolID -eq $vNICsMAC.ID}

Grant-SCIPAddress -StaticIPAddressPool $IPPool -GrantToObjectType VirtualNetworkAdapter -GrantToObjectID $vNICs[0].ID -Description $VM.Name -IPAddress $VM_IPAddress




FvILYS > TOFRNEIDZT

$VirtualNetworkAdapter = Get-SCVirtualNetworkAdapter -Name $VM_Name -ID $vNICs.ID

$VMNetwork = Get-SCVMNetwork -Name $VMNetwork_Name
$VMSubnet = Get-SCVMSubnet -Name $VMSubnet_Name | where {$_.VMNetwork.ID -eq $VMNetwork.ID}

Set-SCVirtualNetworkAdapter -VirtualNetworkAdapter $VirtualNetworkAdapter -VMNetwork $VMNetwork -VMSubnet $VMSubnet -VirtualNetwork $vswitch_Name -MACAddress
$MACAddr.Address -MACAddressType Static -IPv4Address $VM_IPAddress -IPv4AddressType Static -IPv6AddressType Dynamic -NoPortClassification -
EnableVMNetworkOptimization $false
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er VirtualNetwork (72L) Vswitchl
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(¢ J—FeI T0T0)T - S8 2013/05/30 12:41:19 - CONTOSO¥Administra---
& -Fel V070 BT 2013/05/30 11:19:48  red-pc05 CONTOSO¥Administra-— |
& -Fel V0 RT 2013/05/30 11:19:07  red-pc05 CONTOSO¥Administra- -
O ww-AoBE =T 2013/05/30 11:18:50 EIE&ENfzZsT CONTOSO¥Administra- «
@ —Fv I OTORT OEE v
R R ~ € 15— (15020)
J¥»F: Set-SCvirtualMachine 15— (15020)
#BEE: red-pods {RABxw-I—4 FHT5— red-pc05 [MAC: 001DDBB71C13] 2, VMSubnet BEED IP T—ILAS
Rits:  2013/05/30 12:41:19 EDETENE CA (DAFY— FFLA) HHDEEA-
EARS: 00:00:03 EBEnARE
FTES: CONTOSO vMsubnet PELA J-ILD CA FPRLAERRERy FI-8 PET5—CEI0EThs, BEUTLTIEE.
¥Administrator
I5-0ak-(Q)

yvU- [ | BT
[ AT S M ERREN T LA 2094 FIRERRT3(S) +P2EMC)

e [ Grant-SCIPAddress ] Cmdlet (CT IP J—=)L57 RLRAZFENICTCEIDHTILEN
SDFERIDT., FEMWVETT,

94



Broadcast over NVGRE
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. NVGRE TO I O— R X RO

e Broadcast ZFIHIT D77 T U -2 3> ZFERALUTCORIEZEEM. UTFTOEREBDFTUI,
— [E—7RR b EDE— {RIENetwork(CHEHt =N TL\DIFE(E. Broadcast EHEIEE,
- EBRRBRA B LEDFZAEE. BE—{RIE Network TH Broadcast AR,
o COOFEREMNS., RI—YIE/RX ;M _EDRE—RIE Network (& NVGRE (C KD HTIULIEITH
NTCUVRUMEER T (IRFE Switch THDIRUIEE ? )

- BE—ERR b EDRIEYS 2 RBIOBETER TSNS L2 Frame Size ZHER2LIZE TS,
1518byte TUJz,

E. 8 6 [0 WS2012CD T
el Pal CAN G Y /ol fak=3= Nl U /uy A \LEREEE
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. NVGRE TO I O— R X RO

e PowerShell . 5L (F SC2012 VMM GUI SYILFFv AT —ILZEKEIT D EIC
KD, RIEE®RY kD —2_ T Broadcast B FIFHE]EET T,
— PowerShell : [ New-NetVirtualizationCustomerRoute I Cmdlet
- SC2012 VMM : ®iBRwY hDJ—2T = IP J—)LDERK

e [ 255.255.255.255/32 1 [/RAXKI7RFLXR .255/32 (ex:192.168.1.255/32) |
[ 224.0.0.0/4 1 7' VSID B{ii T —BONILFFrv ANV RLRICNYETENZFT,

e CNICKD., JI\—FVILYES > RO O— RFv X MBEMNTIEECIRADE T,

e DHCP ®JO— RFvAMEITAILY— RSA/\—TRHE=NTULERDTsH., RERY hT—
ZJWT DHCP & —/\—%Z1EH923 (BYODHCP ) C&(ETEFRE A
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. PowerShell T FE&

e PowerShell T JO— RFr XA MBEEZEEITIHE. LLTD Cmdlet Z{ERL

> {EFAIY> R New-NetVirtualizationCustomerRoute
> > RERAM

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}"
-VirtualSubnetID "5001" -DestinationPrefix "224.0.0.0/4" -NextHop "239.0.1.1" -Metric 255

Qu
7T]
o
(o]

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}"“

-VirtualSubnetID "5001" -DestinationPrefix "255.255.255.255/32" -NextHop "239.0.1.1" -Metric 255

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}“
-VirtualSubnetID "5001" -DestinationPrefix "192.168.1.255/32" -NextHop "239.0.1.1" -Metric 255

> IR1> b T -NextHop | TEIDHTIEW IILFFY AN RLUAZIBET D,
IETERIRE/REDBHE(Z 224.0.0.0/4 ( 224.0.0.1 H5 239.255.255.255)
MAC 77 RLRAEINILFF A~ MAC 7 RLRXREUTEHEBIEKRSNDZSH. SREAE
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. SC2012 VMM TO =i

@Ry 8DO—201 - [IP J—)LDERR] (CT. YILFH
LE9,

7 A7 R AT — )L ERK

> POXRY NI—T5A M2FRl U THE<BEESHDFEA (U TEERTEFEA)

> T JA)LIE T 224.0.0.1 ~ 239.255.255.255 ] D 268,435,454 77 RL XTI,

— E| DY TAKE/R VSID (216,773,118 T,

wEy hI—DE P T ()

R

T Zyh0—0 A

Ry HA e IP YTy IETE

o = | HT b
B vy Provider Nefpe=k
i Provider 8 |£ R B
— 1P PRLAOEE
i Provider 4 Ll | HRFUY-A0TR
= | Eik
palle gt

‘ BIRUERERy M-S EFEOFyFI—9 Y1 b IP S 750 FEEIRT 0. FHULWEOEERLET. 4520
BOFAAREAL—T4 >4 (CIDR) ZLeEALT. IP 73w MEEELET; (f: 192.168.1.0/24).

® ILFFvAL IP FFLA T-ILEFERRTS(M)
HU- =

T 1P PRUADEE

IP 7 FLADSEH
COT-ITEETEY TR bs IP FRLADSEREELIT.

O #ybI-5 S EERRTE(C) E2t)

FyhJ—4 HH(E): Provider Multicast Network Fykd—4 HA
IP 575w M(S): [z] VLANGY): 0 1P FRLANOZEE
ZOFyHI=4 B4 FEERTEIMAN FIL—T(H): -

B W @ gATORAL
Tokya

e ] [ | (]

IP $J3yk(I): 224.0.0.0/4

B 1P FRLA(S): [224.0.0.1

#¥T IP FFLA(D): 239.255.255.254
FELADEE(T): 268435454

FHIFH IP PELA
IP $73yFAOFFLAZENS. IOENORHCFIITS IP FFLAE 1 DFRFEREET 3L TEET.
EHO IP FRLAEET SRS’ N TENDFY. [P1-1P2 R CEETEEI S LHTEEI -

fDERBICFHITS IP PELA(R):
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. ZILFE 1 2 NED Y TR

o [F— VSID ODEHDIO—RFv | s R
AN/ RIVFEFY AR RLRIC |8
X UT. BA—n70O/\q45—-<)L
FErY AT RLAMNEIDETS N i
ﬂ_C LS c‘:b\ﬁﬁﬁf\f % x a_o D (FEEDODTC F2F-495FF77B5A58 ]
e [E— RDID Tdb>TE VSID A .
RRRDBEICE BRITO/I\A | o e
H—ILFFr 2 NTRLZNE |
DNITENTNET,

4-4535-8F2F -495FF 7 7BEABS ]

35-8F2F-495FF77BEARS ]

h-BF2F-495FFT7B5 408 ]
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EEFEDIO— R+ AN \Tw ~

il netbios_20130424.pcapne = ¢ 49382 from [ftrunk-1.8)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SEeee DEXEE Qe T L2 EE aqa | #MM x| O
quIter: |E| Expression... Clear Apply Save
Mo. Time Source Drestination Protocol Length Info -
11 15. B655490192.168.1.7 192.168.1. 8 TCP 108 microsoft-ds > 49160 [ACK] Seqg=l Ack=2 W
12 15. B655500192.168.1.7 192.168.1. 8 TCP 108 microsoft-ds = 49158 [ACK] Seg=1l Ack=2 w
13 17.9948530192.168.1. 8 192_168.1. 255 NENS 134 Name query NB BLUE-PCOZ2<00=
14 17.9952520192.168.1.8 224.0.0. 252 LLMNR 111 standard query Oxbaéf A blue-pc02
15 17.9956890192.168.1.7 192.168.1. 8 MENS 146 Name gquery response NB 192.168.1.7 OUter Frame (j: .
il m | NIVFFvT AT R
Frame 13: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface 0
Ethernet II, 5rc: Cisco_62:23:2e (44:03:a37:62:23:2e),|Dst: IPvimcast_00:01:01 (01:00:5e:00:01:01)
Internet Protocol version 4, Src: 10.10.1.19 (10.10.1§19), Dst: 239.0.1.1 (239.0.1.1)
Sl Gener 1C ROUL1ng ENCapsulacion CITanspar e ErneL priaging,
Flags and version: 0x2000 e GRE Header
Frotocol Type: Transparent Ethernet bridging (0x6558)
Kew: Oxah30f107 |I|
= Ethernet II, Src: Microsof_b7:1c:04 (00:1d:d8:b7:1c:04),]| Dst: Broadcast (ff:ff:ff:ff:.ff.ff)
Destination: Broadcast (ff:ff:ff:ff:ff:ff) Inner Frame (j:

Source: Microsof_b7:1c:04 (00:1d:d8:b7:1c:04) > “
Type: IP (0x0800) jl:l_ I\:‘\:V;( I\ ( NBNS )
Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), |Dst: 192.168.1.255 (192.168.1.255)
User Datagram Frotocol, 5rc Port: netbios-ns (137), Dst Port: netbios-ns (137)

NetBIOS MName Service

0000
0010
0020

m

T G0 Sl 82 a9 99 ECEMFFE FCNFAEDD i
e ¥ Interet Protacol Version 4 [IFIL 20 bz.rtes Packets: 34 Displayed: 34 Marked: 0 Load time: 0:00.219 Profile: Default o
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Broadcast over NVGRE




. 00— R 2 NBE RO

e SC2012 VMM ST AL EECYILFFvv AN IP J—I)L%&{ERk I D &,
[ 224.0.0.1 ] BEIDZHTHENDBEICIRNDET,

¢ 224.0.0.0/24 (& [FWAEAVUDOO-NIL7 FLA] EUTIANA ([CRDOTFHNSNTND
(RFC 1112) Jzsb. FIAULIRWC EZHEMBHULET,
- UFOLSCEEVIILFFr ANBECRUT RLRAZFEALTLENET,

-
[l 2240010.pcapng  [Wireshark 1.8.7 (SVN Rev 49382 from Mnk—l.sji_gﬂu

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
I@wu@s@mg I R2Le e+ F L (IEE Qaaan @@B% O

lFlIter: EIExpressmn... Clear Apply Save

Na. Time Source Destination Protocol Length Info o )l/_j__’]/ >0‘\jD |\j) Lb\\1§% L/t(/ \5
NILFFr AN LA E,
RIC7 FLRAZERHLUTUERDOTLD

313 123.551766192.168.1. 20 192.168.1. 255 UDP 235 Source port: fjitsuappmgr DesTinatior—

14| [ |

F Frame 313: 235 bytes on wire (1BB0O bits), 235 bytes captured (1880 bits) on interface 0
® Ethernet II, Src: IntelCor_06:da:62 (68:05:ca:06:da:62), Dst: IPvdmcast_00:00:0a (01:00:5e; 00507
= Internet Protocol version 4, src: 10.10.1.20 (10.10.1.20), Dst: 224.0.0.10 (224.0.0.10)
version: 4
Header length: 20 bytes
+ Differentiated services Field: O0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Mot ECN-Capable Transport
Total Length: 221
Identification: 0x2f00 (12032)
[+ Flags: Ox00
Fragment offset: 0
# Time to live: 128
Protocol: GRE (47)
# Header checksum: Ox1fca [correct]
source: 10.10.1.20 (10.10.1.20)
Destination: 224.0.0.10 (224.0.0.10)
[Source GeoIP: Unknown]
[Destination GeoIP: unknown]
[F Generic Routing Encapsulation (Transparent Ethernet bridging)
# Ethernet I1I, src: Microsof_b7:1c:0e (00:1d:d8:b7:1c:0e), Dst: Broadcast (ff:ff:ff:ff:ff:ff) |
T Thternet Protocol Version 4 Ssercs 192 168 1 20 19?2 168 1 20 p<t- 192 188 1 255 192 168 1 Z*557%

m
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. JO0— RE4 X MNBIEE

x/z. 224.0.0.0/24 ={ERAULZHZS. NVGRE
Time-To-Live(TTL) 1EH [ 128 ] &> TVET.

3(CH

I S

FERRSNDYILTFA

H Frame 313: 235 bytes on wire (1880 bits), 235 bytes captured (1880 bits) on interface 0
® Ethernet II, Src: IntelCor_06:da:62 (68:05:ca:06:da:62), Dst: IPvdmcast_00:00:0a (01:00:5e:00:00:0a)
= Internet Protocol Version 4, Src: 10.10.1.20 (10.10.1.20), Dst: 224.0.0.10 (224.0.0.10)

version: 4

Header Tength: 20 bytes

Total Length: 221

Identification: ox2f00 (12032)
F Flags: 0x00

amert offzaot -

Ja Time to 11ve 123

+ L
Protoco1 GRE (4?)
# Header checksum: Oxlfca [correct]
Ssource: 10.10.1.20 (10.10.1.200
Destination: 224.0.0.10 (224.0.0.10)
[source GeoIP: Unknown]
[Destination GeoIP: unknown]
# Generic Routing Encapsulation (Transparent Ethernet bridging)
# Ethernet II, Src: Microsof_b7:1c:0e (00:1d:d8:b7:1c:0e), Dst: Broadcast (ff:ff:ff.ff:ff:ff)
# Internet Protocol Version 4, Src: 192.168.1.20 (192.168.1.20), Dst: 192.168.1.255 (192.168.1.255)

F Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECM: Ox00: Not-ECT (Mot ECN-Capable Transport

querice): "Time To Live" !'= 1 for a packet sent to the Local Network Control Blo

m

-

[ A 2O0—H)LF RLURA] O TTLAEIG. @F 1] ity hESNTUNE
> 20—HILTHDIESD, BEIL—FT+ >3 T7h1Nz

H%O)/EIU\I\\\

LT Ao

o VILFFvRANPIL—FT+ TR, T&EGEE@@%E_E%UE‘TM5Z%

239.0.1.0/24 ~ 239.255.255.255/24 (Bx< 239.1
(BREXOD-T7 KL X) OXAZSENHLET,

28.0.0/24 )

17 A BD

SR
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Network Virtualization Gateway
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. Network Virtualization Gateway

o {78 Network 48 Network DiEfim

e NVGRE OAOTtzU > TR L, IR Network AD Routing Z s
> VPN Gateway 1> NAT Router & U CENME

e Gateway MULVRULE. IREE Network (3337 U7z Network & U TEINE B2 1F/RLND T,
Network Virtualization Z& X 3 LT Gateway (IFFECEERLRI>MN—F> b

Virtual Network A (10) Virtual Network B (20)

192.168.1.0/24 192.168.1.0/24

At
—E =~ @

Virtual Network C (30) Virtual Network D (40) -

INMual Networ Irua etwor L

10.1.1.0/24 172.16.0.0/16 = @

. b & & © D B B o & -
¥

VvSID =30) [N

et By RS, K
Gateway D
(VSID =40)

Datacenter Network 172.16.0.0
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. Network Virtualization Gateway & SC2012 VMM

e SC2012 VMM T® Network Virtualization T(&. Gateway (& [ Gateway Provider |
Dty N TEREND,

e [ Gateway Provider ] (& SC2012 VMM Server(CEA 1. SC2012 VMM &E#EL T,
Gateway (X U TWEREEE ( VSID {° Customer Address / Provider Address .
VM Network @ Routing Table &) %ZiX{E /% E %= =ENE
> Provider (. Gateway O 45 —hSigf
> Provider (& SC2012 VMM (CEA L. VM Subnet 7 0/\F 1 —NTHRE

e Gateway H&EUTC. EHE(C 2 Ethernet 73MRENY S > = #m /&L CH. SC2012 VMM
MS(EXEDIRIENYS >N [ Gateway ADARIENY> > ] EUTERETCETIRVA., ERAT]

> Gateway ( Software 33, Hardware E&EZ[E109) Z SC2012 VMM (CEE =B DA,
[ Gateway Provider ] H'\wE

e 31 Party WSiIEHEFE.
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. 3"d Party E=4

e IRON Networks (IH nAppliance Networks)

Gateway MNV Appliance - Microsoft Hyper-V Network Virtualization Gateway
URL : http://www.ironnetworks.com/products/NetGateway-MNV

' 9 S ——— N e
; Ter;ntl E & Tenant 2 - B % Tenant 3 - :
' ! :
-2 JETE B RN B 3
_________________ e — A IFT=eeit I el ——
Virtual Networks ﬁ
Decouple & Isolate rh—; ‘
Physical Network {}
""""""""""""""""""" *, IRON Networks Hyper-V &
C 8- 3 .
préﬁﬁie L LB L | network Vintualization &
i Se = | Gateway HA (MNV Series) Tenants
SN‘\%SR‘E \ Network Compute Storage I Workloads
UL I~ |~ |

Data Center:B Data Center:A

e F5 Networks BIG-IP LTM VE (%JE)
URL : http://download.microsoft.com/download/C/F/2/CF2F9D51-5D9E-45FE-B134-D0783220DCES8/20130315-F5.pdf
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. WNV Gateway AT

o WNV Gateway TiRHcNdiEmAINE IO—D)biEk) & [UE— MEkd
> O—AILFRY RD—2 : O—HIUL—F 1 SO TRIBR Y ND— %
> UE—bhxRY bDJ—2 VPN (IKEV2 / PPTP / L2TP ) #BEHTUE— bxRY ND—O LRERY ND—D%& ik

ol Blue Corp Network @70/{71 -
& cM VM D) -0 EMEEE ERL TUZEW
VM 7%k O #ERL(0)

2 VM FybI—H0I—F il ¥22E. BG VM e bI—4 EOOI(—Fril V3o bDHBETEET.

F-tozd O UE—+ F9MI-5(R)
20 VM FyhI—5 EDI—Fvll ¥Sid VPN RV ESsL TRy - EBE TERLSIRDET -

FOEA, VPN #— 14 FIAZ(A): | WNV Gateway -

w O3 FI-0(L)
2O VM FyPI—0 EDI—Frl T34, 20T S s—OfDFy M- SEEETERLHCBNET .

F—rozd FTIAA(G): WNY Gateway -

e Gateway (&, VM Rwv NJ—JE{[ CaKEDIGET I,
> ERIEENARECRD TVNET

e Gateway [CX T BHENE UL—F7« >0,/ VPN EE) (&, IART SC2012 VMMO S ETis
> TDzsH®D PowerShell Cmdlet HHEfRSNTULET

> [ *-SCNetworkGateway I [ *-SCVPNConnection] etc...
109



. WNV Gateway OIS : O—HILRY RD—27

e Gateway "O0—HJUIL—F—-EULTEEL. BEIL—FT 0 > 0EEEITD AN

> WNV Gateway Hh'0O0—H)UEHBIBE/SR Y D — 2 TRIERIEE
> TSANR—-KNISDRTOREZEE

o IRIERY ND—IOADJL—F«>7J7%Z WNV Gateway (CXF LT
BEORY ND—0 ) —REUTEGRT D2 ENVEEE.

sNIE I D EICKD,

> IL—FT>20JORDUICKDIAFTZIVIIL—FT4 > 00u &, FEHTSD WNV Gateway (TIKFULET,

.250
192.168.101.0/24 —

‘ .10

‘ 11

192.168.1.0/24

.10
152168110~ 5u% 4

Virtu

witch

Virtual Switch

WNVNIC

M —1
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. WNV Gateway OIEEST 1 UE— kR RDJ—2

e Gateway H' VPN DfRinEE U THE L. XImd VPN #as & iEHe. VPNIEEHT
Site-to-Site ( S2S) #EHiZiTDAT.
> WNV Gateway EVPNIZZGABIEE TH D EMMEREMARTESH. DHERY NI —D (41259 —Fwv ) #FATE
ZE(C77 0T ANE]EE
> I\ATUw RUS RTOEERIEE
e VPN OFRIEA ./ MESILAIE. EHID WNV Gateway EXFmEID VPN e (CIkFLE T,

i52.163.1.10n7 703 2
VPN b2V

10 250 192.168.1.0/24
192.168.101.0/24 Virtual Switch

Virtu witch WNVNIC

M———1
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. WNV Gateway OIEEST 1 UE— kR RDJ—2

o UE—FxRY NI—=DiFEH T FEEE (BRIFZEF—GHAE) . lBES{EAT
VPN 7’00 b )LAYSC2012 VMM >V —)UNSIETERIBET I,

n Red Corp Network O70/574 E3) " Red Corp Network 07T/{54 E3
& VPN I A > eOiEEosFaERz A NIL TKIZEW Za VPN $E558F
WM BT Rl UE—F T Ffd D) [192.168.0.210 VM BTy [ BEsEEs e R RT3 ()
B peyrg ® ROEEEREERUTEILT3(C) P PEEEAE(M): PSKOnly x
VPN i megs . VPN 5
O VPN H—){—T3F2:EI3TR u
_ H— ) —TRalCGIAS0EEERTERTI(U) ZoErTuhE(H): | SirEE |_|
. IS L EHRE(C): | DES3 B
SEERE(E): £E5(B)...
FHEA PR FELHRES(A): | SHA256128 M
PFS S —F(F): | PFS2048 |~
Diffie-Hellman #)L—7(D): | Group2 |v|
VPN FORI)L{0): TKEV2 |~
L2TP
PPTP
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. WNV Gateway Offe AT\ 1 UE— bRy KNJ—20

ey %ﬂ% (CE ¥ProgramData¥Mlcrasc:-ft¥W|ndDws¥Start Menu¥Programs¥M.. |_l_-

° WNV Gateway WO 7/R— b9 BDHEE (GREESIE.
S{tA. VPN JORIILEFEL) (&
H’ Get-SCNetworkGateway I Cmdlet (CCEUS
MNEJEET I,
o XIE]MD VPN FEDIETE"., sHEMHRF(ICHATD
EfEFTI,
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NVGRE /RA MBI & fars P4



. NVGRE 7&k.Z h&fitEs

2 EDYNIERA M ECEEEESNZ, 5T 15 x 2 BD/\—FvILYS > Z={ER
o J\—FvILVY>>F 2 B9 DE/RSD VSID (CFRE (Bt 15 Virtual Network Z={E)

e Disk I/O ZH DRV, RvY NIO—UFBEsTANY —)LTHD [ iperf.exe ]| Z#. Rwv hJ—
oafErE UTHERE

o iperf.exe ZE1T9 D/ \WF I 7 AI)LZER. HDRDATZ1—S(CTINTD
IN—=F )L > CHEIFRIICEITIT DKL D(CEHTE

o MMERXA hZEIBESKDICHAENEE. 15 D/ \—F v )LV > ET iperf.exe (CXKDE
A FEETE. €DERORA M| CPU FIHZRZ/)\ D A —<Y > AXAEZF—(CC5HA

o PIH/RR MDY NJ—2UFE(E 1Gbps ( Gigabit Ethernet x 1)

o [AZMFT iperf.exe ZEITI D/ \—FVILNYEZ > OBHEEZ 30 58/ 208,/ 10 BEEE
L. BRERENERETINZHERT D
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. NVGRE 72 NETERER « SERISIS

o WPHERA I~

> CPU : 1>7)L Xeon JOtzwvH— X6550 (2GHz : 8 177/ 16 XL W R) x 2
> XEU : 256GB (8GB x 32 : 1066MHz)
» HDD . 146GB SAS x 2 (RAID 0)

o J\—FvI)LVYZ>
> vCPU : 2 vCPU
> XEL . 4GB
> HDD : IDE64GB x 1 (EDT 1 RY)
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. NVGRE 7RX EafaitEs : (e

140000000 5
. 4.5
120000000
-4
100000000 L.
—— 15VN : {EAFE
80000000 — -10VN : {1
25 ===D5VN : {5 A&,
—— 15VN : /KX b CPU {EHAZX
60000000
-2 — .10VN :/RX I CPU A2
—==5VN :7RX & CPU {EHX
40000000 1.5
1
20000000
. 0.5
0 0
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NVGRE 7RX hEfEEER @ 53R (2)

120000 >
_ 4.5
100000
- 4
~ 3.5
80000
5 — 15VN : Packet/Sec
I/ - .10VN : Packet/Sec
60000 25 ===5VN : Packet/Sec
——15VN :/RX bk CPU X
y ! -2 .10VN : 7R~ CPU fERX
\
40000 : 1[4 “'; -==5VN :7/RX b CPU {EHZR
/ s
! J
l,' / -1
] | \
20000 "; I X \
! I~ \
h~~ 'l ./ I |‘ \\\",—~ ~d —\’“"~____:_:f’5 - 0.5
: |
\
0 ' :r' T T T T T T T T T \l L 0
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. NVGRE /KX NafER « B

FARFEZMENE O TLDRI T TE CPU FIARAZENL (U537 1)
o bjt)lzﬂ_’,%:ﬁj_('b\5/ (Tw b EERLTEL (U357 2)

e DT, FST4VIRRESETVBIN—FVILIS>OEMCIIEFET,. NVGRE T
HTIUEZITS)Ow MR ( Packets/Sec ) (CKDTRA Ml CPU &fEIMEEd D &

ZEZA5ND

e CPU Eflld&AKFT 4.71%
= CPU SRIDERE(FLESBRDOTLS ? EECHIINIBETNTNDS ?
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1ENNHEER

e 15VN =X ~FIC & VP
(32 VP) OERERZHEHUS

S~ + 32VPHh, 1VP OEF A%
Wi

/ j o J\Tvw NLIBEOEEMER &
/ \ B UftEMRZR LTS
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. NVGRE 7Kk NE7ER : 10Gb 3

2 EDYNIERA M ECEEEESNZ, 5T 15 x 2 BD/\—FvILYS > Z={ER
o J\—FvILVY>>F 2 B9 DE/RSD VSID (CFRE (Bt 15 Virtual Network Z={E)

e Disk I/O ZH DRV, RvY NIO—UFBEsTANY —)LTHD [ iperf.exe ]| Z#. Rwv hJ—
oafErE UTHERE

o ME/RR bZESLDICHAEGHEZ. 15 HD/\—F LY T iperf.exe (CKDE
mZFEETE. EDEDORA M CPU FIAERZ )\ A -V > XAEZS—(CCEHA

o PIH/RX MREADZFRY NJ—2UFE(E 10Gbps ( 10 Gigabit Ethernet x 1)

e &= VP MCPU HAXRBEIKFICEIGU. 15E VP OUUREFEEMNH SN DN EER T D
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. NVGRE 7R N&7HER - 10Gb HERIEE (1)

400000000 7

350000000 _— —

// - 5
250000000
// _ 4
200000000 —15VN : {ER®E
// 3 —15VN : 7/RX b CPU fEHEZXR
150000000
// \\ I 2
100000000
///j;/ \Qt::::j--"\\\ 1
50000000
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RA NEfREERER © 10Gb siiRiER (2)

-5
// \\ | 4
000000 —15VN : Packet/Sec
// \\ 3 ——15VN :/RX I CPU fERAZX
000000
)
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RA NEfREERER : 10Gb siRiER (3 )




. NVGRE 7R 2 NEEERER © 10Gh RERER

TR E(L 2.58 Gbps F2ETH D, FHICIIFREN HDIRIT.

o PPS DERMNSERY MI—DU&[IIETDICSREND D, 106G RIETFClERY ND—2
TEBEZAELNS L CTUVRLRILZ AEER

e CPU &fa (&) TEHEAKT 6.3% 2=

e Root VP DINREMEER T D& HFED VP (CAIBNER L TWLDINA iR
(RKKF : 76.2% )

= COEFEIE. FHIC2E NVGRE Q& T ?
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non-NVGRE vs NVGRE

o 2 EDYIERA MLEICEIEENTZ. 2 8D/ \—FvI)LYZ > ZER

e Disk I/O Z#HHDIRLY, R NI —TFEsTANY —)LThD [ iperf.exe | 7. Rxwv hJ—
O8fEE UTHER

e NVGRE ZREUCIHES., HEURWSEETENZEN/\ IO A Y2 XA ZHIE

o BRI DIRERAMVF(X, W/ F—>2E6E(C BEAYTF]

o PIH/RX MDY NJ—2UFE(E 10Gbps ( 10 Gigabit Ethernet x 1)

e & VP MDCPU EHXREEIFICEIEU. 1E VP OYIRERLEmMNAH SNDINZMERT D
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000040

200000

4000040

300000

200000

1000040

—
1 I I
-1 0 1 2 3 4 5 6 7 B 4

1 I 1
10 11 12 13 14 15

100

- 90

- 80

- 70

- 60

20

L 40

- 30

- 20

- 10

000040

300000

400000

300000

200000

100000 -

N—

Packets/ Sec ]
=\
1
v
l
- \
.ﬂ'" 1 ]
l' \
i
\
i
A
1
A
A
ﬁ  —— —— e e
| 1 1 1 1 1 1 1 1 |
-1 b 7 8 Q 10 11 12 13 14 15

100

- 90

- B0

- 70

- 60

50

- 40

- 30

- 20

- 10

non-NVGRE %15
( Packets/Sec ,/ Root-VP CPU {FHX)

NVGRE I=R1R

( Packets/Sec ,/ Root-VP CPU {fFHX)
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. LFEEGEIER © non-NVGRE vs NVGRE : B8

e NVGRE Z{FRAURWRIETI(X, 5.5Gbps BEDA)L—Twv MM LT,
NVGRE BET (4 2. 8Gbps BEDA)L—T'wv I,

e NVGRE Z{HREU/RVMRIBE LB LT, 1 Root VP ( Root VP 15) (3L C&@EH
%--btb\5;tb\ﬁﬁnutgto

o COBMRNMNRNNLRYICIRDT, RIL—Tvw MO ENSIRUN?
= cOD8fF%ZE HW AZ2O—RTEhidf......

® 1us MPI ping latency

® Up to 40/56GbE per port

® Single- and Dual-Port options available
® PCI Express 3.0 (up to 8GT/s)

® CPU offload of transport operations

® Application offload

® Precision Clock Synchronization

® HW Offloads for NWGRE and VXLAN encapsulated traffic
® End-to-end QoS and congestion control
® Hardware-based /O virtualization

® RoH3-R6
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e

Network Virtualization (I35 (CEFIIMHERETT

Private Cloud &. multi-tenant ZE U Ci%ET 272 9 DIGE(C(E. BEIOHLEED— DT

—

dinl

EREPEMIPFRH B TEEZRHL. mEN(C(EEIRD Network & UTEL. FAX

SC2012 VMM SP1 &EfHAEHED ZEICEKD,. Windows Network Virtualization OBES]
ARSI I CENTIEET I,

GUI TEIRTERVWIEE(L. PowerShell T,

RIFTTEE—XBRIWLWDDHD.

DHEIIC(E vNext MR XI5 TLNE

EIFR/N\—23 > TREEZ1TD C. vNext (TfeX T IZE0),

<9,
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Appendix A :
IP Rewrite &(3 ? (82<)
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. IP Rewrite MKk >

e S—A17> 45— IP Address &ARIE~= > IP Address @ 1 %f 1 NAT
> RAO—RE8H, —HTOEEZTHI (C. MAC Address / IP Address ZE&=FX
> DTTIULETDRVA. )y hA—/t—Aw RiE—72 0L
> TCP ATJ0O— R&ED H/W IBHLEEN T )L G BRIEE

e Network #FI ETHOFEIRXMILFICR (ECMP) NS> 206, &Y NDIJ—THZRD
s E xR E I DB < EFoIEE

o VITRAAVF (URIBILEZ1—JL) T NAT UEZ1TIA. IREYS > (&
RERY FD—D%Zze < S LR
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— S ———
i@ hv3-bluedl.pcapng [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)]

Fie Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seaee DRAXEE Aes»TFLI(EE QAR @DMx B

version: 4
Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 168
Identification: O0x005b (91)
# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (&)

m

Source: 192.168.1.101 (192.168.1.101)
Destination: 192.168.1.102 (192.168.1.102)
||= Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 3902, ack: 3942, Len: 128

Source port: 49157 (49157)
Destination port: microsoft-ds (445)
[stream index: 1]

Filter: ~ | Expression... Clear Apply
Time Source Destination Protocol Length Info &
O = = =
57 11.0550180192.168.1.101 192.168.1.102 SME?2 182 TreeConnect Regquest Tree: “192.168.1.102%test_share -
4 [ T} 3
Frame 57: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) -
| @ Ethernet II, src: Microsof_01:14:04 (00:15:5d:01:14:04), Dst: Microsof_0l:1e:04 (00:15:5d:01:1e:04) N
=

Sequence number: 3902 (relative sequence number) |
[Next sequence number: 4030 (relative sequence number)]
| Acknowledgement number: 3942 {relative ack number)

Header length: 20 bytes
Flags: Ox18 (PSH, ACK)
wWindow size wvalue: 512

r— A = P e |

0020 01 66 [T e s - VT T T -
ll0030 [EREREEGERUERGLEGG 00 00 00 7c fe 53 4d 42 40 00 .. . |.SMBE.
0040 01 00 00 OO0 00 00 03 00 01 00 00 00 00 00 00 00 ....vive evennnn E
0050 00 00 15 00 00 00 00 00 00 00 ff fe 00 OO0 00 OO  ........ ... .....

0060 00 00 01 00 00 00 00 04 00 00 00 00 00 00 00 00 ....iuvee vevvnnns

0070 00 00 00 00 00 00 00 00 00 00 09 00 00 00 48 00  ........ ......H. -
@ | Transmission Control Protocol (tcp), 20 bytes | Packets: 163 Displayed: 163 Marked: 0 Load time: 0:00.060 Profile: Default
E I il _ I i .

135



. IP Rewrite /{4

vw v T F 17 ¢ Network

— e —
ﬁ ml110g6-01_20120918.pcap [Wireshark 1.6.1 (SVN Rev 38096 from [ftrunk-1.6)

E=RRCN

Fie Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEeed DEXEEe Acer*aTFL((EE QAR #® Mk 8

Filter: |Z| Expression... Clear Apply
Mo. Time Source Destination Protocol Length Info
73 59.993050 10.1.1.20 10.1.1.30 SMEZ 182 TreeConnect Regquest Tree: “"192.168.1.102%test_share

4| ]

F Frame 73: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)
Ethernet II, src: IntelCor_El Bi:cd (00:1b:21:58 ES:cd), Dst: Intelcor_ Fiead:d3 (00:1b:21:mf pmm:d3)
= Internet Protocol Version 4, Src: 10.1.1.20 (10.1.1.20), Dst: 10.1.1.30 (10.1.1.30)
version: 4
I Header length: 20 bytes
F Differentiated Services Field: O0x00 (DSCP 0x00: Default; ECN: Ox00: MNot-ECT (Not ECN-Capable Transport))
Total Length: 168
Identification: Ox005%b (91)
F Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to liwve: 128
Protocol: TCP (&)
# Header checksum: 0Oxe3cl [correct]
Source: 10.1.1.20 (10.1.1.20)
Destination: 10.1.1.30 (10.1.1.30)
= Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 3902, ack: 3942, Len: 128
Source port: 49157 (49157)
Destination port: microsoft-ds (445)
[stream index: 2]

Sequence number: 3902 (relative sequence number)
[Next sequence number: 4030 (relative sequence number)]
Acknowledgement number: 3942 {relative ack number)

Header length: 20 bytes
Flags: Ox18 (P5H, ACK)

| wWindow size wvalue: 512
0000 00 1b 21 d3 00 1b 21 "= cd 08 00 45 00 . [P E.
0010 00 a8 00 5b 40 00 B8O 06 e3 C1 Ua 01 01 14 Qa 01 B I

e B R0 05 01 bd 91 12 65 dl 86 e5 40 a7 50 18 e

0030 [EREEEEE=Eel 00 00 00 7c fe 53 4d 42 40 00 «+ .« |.ESMBE,
0040 01 00 00 00 00 OO0 02 00 01 00 00 00 00 00 00 00 .. viuvin vennennn
IDDSD 00 00 15 00 00 00 00 00 00 00 ff fe 00 00 00 0D  ........ cuieeo...

m

@ | Transmission Control Protocol (tcp), 20 bytes | Packets: 184 Displayed: 184 Marked: 0 Load time: 0:00.000 Profile: Default
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Appendix B :
Network Virtualization @ PowerShell T3S
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. Sl (1) AR

2 eDOYNIE/RA M EICEEESINZ. 2 8DRE~Y= > T Network Virtualization Z%E3.,
NI TNIE NVGRE &
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(1) BEAXRA - 1

hv3-bluel1

MAC :
00155D011404

CA :
192.168.1.101

VSID:5001
I

hv3-blue02

MAC :
00155D011E04

CA:
192.168.1.102

VSID:5001
I

ml110g6-01
Virtual Switch

ml110g6-02
Virtual Switch

|
PA:10.1.1.20

|
PA:10.1.1.30
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=M (1) EXH - PowerShell

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop
"0.0.0.0" -Metric 255 -CimSession "mi110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop
"0.0.0.0" -Metric 255 -CimSession "mi110g6-02"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-01"
New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "m|110g6-01"

Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {
Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

b

$iface = Get-NetAdapter $WNVNIC -CimSession "ml110g6-02"
New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "m|110g6-02"

Invoke-Command -ComputerName "ml110g6-12" -Credential $cred {
Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

b
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New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
o1"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
o1"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
01"

Z « PowerShell (1)

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -CimSession "ml110g6-01"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -CimSession "mi110g6-01"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-GW" -CimSession "ml110g6-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "mi110g6-01"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mli110g6-01"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g6-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -CimSession "mi110g6-02"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -CimSession "ml110g6-02"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-GW" -CimSession "mi110g6-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "ml110g6-02"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mi110g6-02"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g6-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -CimSession "mi110g5-01"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -CimSession "ml110g5-01"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-GW" -CimSession "mi110g5-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "mIl110g5-01"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mi110g5-01"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g5-




Z « PowerShell (2)

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-02"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-02"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g5-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g5-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g5-01"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "mi110g6-01"
Invoke-Command -ComputerName "mi110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

}

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-02"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "mi110g6-02"
Invoke-Command -ComputerName "mi110g6-02" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

}

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g5-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.40" -PrefixLength 24 -CimSession "ml110g5-01"
Invoke-Command -ComputerName "mi110g5-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blueDG" | where {$_.MacAddress -eq "00155D143C02"} | Set-VMNetworkAdapter -VirtualSubnetID 5002;

}
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New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
o1"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
01"

Z « PowerShell (1)

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -CimSession "mli110g6-01"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -CimSession "ml110g6-01"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW" -CimSession "mli110g6-01"

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "mi110g6-01"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mli110g6-01"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g6-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -CimSession "ml110g6-02"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -CimSession "mi110g6-02"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW" -CimSession "ml110g6-02"

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "ml110g6-02"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mi110g6-02"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g6-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -CimSession "ml110g5-01"
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -CimSession "mi110g5-01"
-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW" -CimSession "ml110g5-01"

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -CimSession "ml110g5-01"
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -CimSession "mi110g5-01"
-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-blueDGW" -CimSession "mi110g5-



Z « PowerShell (2)

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-02"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g6-02"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g5-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession "ml110g5-01"
New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession "ml110g5-01"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "mi110g6-01"
Invoke-Command -ComputerName "mi110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

}

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-02"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "mi110g6-02"
Invoke-Command -ComputerName "mi110g6-02" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

}

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g5-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.40" -PrefixLength 24 -CimSession "ml110g5-01"
Invoke-Command -ComputerName "mi110g5-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blueDG" | where {$_.MacAddress -eq "00155D143C02"} | Set-VMNetworkAdapter -VirtualSubnetID 5002;

}
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5REY IP VP RL REIDH TS

#"" ATHN IP 7 RLRAZEIDHETS/I\—FVvILYS OR%EIEE
$VM_Name = “VM Name"

#"" ATEIDYTS VM Rv NDO—DZ%ZIETE
$VMNetwork_Name = “VM Network Name"
#"" NTEDYUTS VM HIRY hMEZEIEE
$VMSubnet_Name = “VM Subnet Name"
#"" ATEIDHTS IP 7 RLADT—IEBEIEE
$IPPool_Name = “ VM Subnet IP Pool"
#""ATEDHTS IP 7 RLAZIEE
$VM_IPAddress = “XXX.XXX.XXX.XXX"

#"" ATEIDYTHEH MAC 7 RLRAZIEE
$MACAddr = “XX:XX XX XX XX XX"

# """ NCTEATIIREAMYFR/EIBE
$vswitch_Name = “Vswitch Name"

$VM = Get-SCVirtualMachine -Name $VM_Name

$VNICsSMAC = Get-SCVirtualNetworkAdapter -VM $VM

$VNICs = $VM.VirtualNetworkAdapters

$IPPool = Get-SCStaticIPAddressPool -Name $IPPool_Name

Grant-SCIPAddress -StaticIPAddressPool $IPPool -GrantToObjectType VirtualNetworkAdapter -GrantToObjectID $vNICs[0].ID -Description $VM.Name -IPAddress
$VM_IPAddress

$VirtualNetworkAdapter = Get-SCVirtualNetworkAdapter -Name $VM_Name -ID $vNICs.ID

$VMNetwork = Get-SCVMNetwork -Name $VMNetwork_Name
$VMSubnet = Get-SCVMSubnet -Name $VMSubnet_Name | where {$_.VMNetwork.ID -eq $VMNetwork.ID}

Set-SCVirtualNetworkAdapter -VirtualNetworkAdapter $VirtualNetworkAdapter -VMNetwork $VMNetwork -VMSubnet $VMSubnet -VirtualNetwork $vswitch_Name -
MACAddress $MACAddr -MACAddressType Static -IPv4Address $VM_IPAddress -IPv4AddressType Static -IPv6AddressType Dynamic -NoPortClassification -
EnableVMNetworkOptimization $false




