
 

 

 

 

Microsoft Security 

Intelligence Report 
Volume 19 | January through June, 2015 

Worldwide Threat Assessment 
 





 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This document is for informational purposes only. MICROSOFT MAKES NO 

WARRANTIES, EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION 

IN THIS DOCUMENT. 

This document is provided òas-is.ó Information and views expressed in this 

document, including URL and other Internet website references, may change 

without notice. You bear the risk of using it.  

Copyright © 2015 Microsoft Corporation. All rights reserved. 

The names of actual companies and products mentioned herein may be the 

trademarks of their respective owners. 

  



 

ii ABOUT THIS REPORT 

 

Authors  

Charlie Anthe 

Cloud and Enterprise Security 

Patti Chrzan 

Microsoft Digital Crimes Unit 

Elia Florio 

Microsoft Malware Protection 

Center 

Chad Foster 

Bing 

Paul Henry 

Wadeware LLC 

Jeff Jones 

Corporate Communications 

Nam Ng 

Worldwide Cybersecurity & 

Data Protection 

Niall O'Sullivan 

Microsoft Digital Crimes Unit 

Daryl Pecelj 

Microsoft IT Information 

Security and Risk 

Management 

Anthony Penta 

Safety Platform 

Ina Ragragio 

Microsoft Malware Protection 

Center 

Tim Rains 

Worldwide Cybersecurity & 

Data Protection 

Paul Rebriy 

Bing 

Contributors  

Peter Cap 

Microsoft Malware Protection 

Center 

Bulent Egilmez 

Office 365 - Information 

Protection 

Tanmay  Ganacharya 

Microsoft Malware Protection 

Center 

Kathryn Gillespie 

Microsoft IT 

Jeff Glover 

Microsoft IT 

Roger Grimes 

Microsoft IT  

Satomi Hayakawa 

CSS Japan Security Response 

Team 

 

Ben Hope 

Microsoft Malware Protection 

Center 

Yurika Kakiuchi 

CSS Japan Security Response 

Team 

Jenn LeMond 

Microsoft IT 

Alisha Mark 

Corporate Communications 

Dolcita Montemayor 

Microsoft Malware Protection 

Center 

Daric Morton 

Microsoft Services 

Jeong Mun 

Microsoft Malware Protection 

Center  

Cody Nicewanner 

Operating Systems Group 

Wendi Okun 

Legal & Corporate Affairs 

Ferdinand Plazo 

Microsoft Malware Protection 

Center 

Laura A. Robinson 

Microsoft IT 

Norie Tamura 

CSS Japan Security Response 

Team 

Steve Wacker 

Wadeware LLC 

Vladimir Zubko 

Microsoft Malware Protection 

Center 

 



 

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 19, JANUARYðJUNE 2015   iii 

 

Table of contents 
About this report  .......................................................................................................................... v 

Foreword ........................................................................................................................................ vi 

Worldwide threat assessment 29 

Vulnerabilities  .............................................................................................................................. 31 

Industry-wide vulnerability disclosures ...................................................................................... 31 

Vulnerability severity ...................................................................................................................... 33 

Vulnerability complexity ................................................................................................................ 34 

Operating system, browser, and application vulnerabilities................................................ 35 

Microsoft vulnerability disclosures .............................................................................................. 37 

Guidance: Developing secure software .................................................................................... 38 

Exploits ........................................................................................................................................... 40 

Exploit families .................................................................................................................................. 42 

Exploit kits .......................................................................................................................................... 44 

Java exploits ...................................................................................................................................... 47 

Operating system exploits ............................................................................................................ 50 

Document exploits .......................................................................................................................... 52 

Adobe Flash Player exploits .......................................................................................................... 52 

Browser exploits ............................................................................................................................... 53 

Exploit detection with Internet Explorer and IExtensionValidation .................................... 55 

Exploits used in targeted attacks ................................................................................................. 56 

Malware and unwanted software  .......................................................................................... 58 

Brantall, Rotbrow, and Filcout ...................................................................................................... 60 

Malware and unwanted software worldwide .......................................................................... 60 

Microsoft and partners disrupt the Simda.AT botnet ............................................................ 68 

Threat categories............................................................................................................................. 69 

Threat families .................................................................................................................................. 74 

Home and enterprise threats ....................................................................................................... 82 

Security software use ...................................................................................................................... 87 

Advanced Threat Protection takes malware defense to the next level ............................ 94 

Guidance: Defending against malware ..................................................................................... 98 

Malicious websites ..................................................................................................................... 99 

Phishing sites .................................................................................................................................. 100 



 

iv ABOUT THIS REPORT 

 

Malware hosting sites ...................................................................................................................103 

Drive-by download sites ..............................................................................................................105 

Guidance: Protecting users from unsafe websites ................................................................108 

Mitigating risk 109 

Malware at Microsoft: Dealing with threats in the Microsoft environment  ........... 111 

Antimalware usage ......................................................................................................................... 111 

Malware detections ....................................................................................................................... 112 

Malware infections ......................................................................................................................... 115 

What IT departments can do to protect their users ............................................................. 117 

Appendixes 120 

Appendix A: Threat naming conventions  ......................................................................... 122 

Appendix B: Data sources ....................................................................................................... 124 

Appendix C: Worldwide encounter and infection rates  ............................................... 126 

Glossary ........................................................................................................................................ 131 

Threat families referenced in this report  ........................................................................... 140 

Index ............................................................................................................................................. 147 

 



 

MICROSOFT SECURITY INTELLIGENCE REPORT, VOLUME 19, JANUARYðJUNE 2015   v 

 

About this report 
The Microsoft Security Intelligence Report (SIR) focuses on software 

vulnerabilities, software vulnerability exploits, malware, and unwanted software. 

Past reports and related resources are available for download at 

www.microsoft.com/sir. We hope that readers find the data, insights, and 

guidance provided in this report useful in helping them protect their 

organizations, software, and users. 

Reporting period  

This volume of the Microsoft Security Intelligence Report focuses on the first and 

second quarters of 2015, with trend data for the last several quarters presented 

on a quarterly basis. Because vulnerability disclosures can be highly inconsistent 

from quarter to quarter and often occur disproportionately at certain times of 

the year, statistics about vulnerability disclosures are presented on a half-yearly 

basis. 

Throughout the report, half-yearly and quarterly time periods are referenced 

using the nHyy or nQyy formats, in which yy indicates the calendar year and n 

indicates the half or quarter. For example, 1H15 represents the first half of 2015 

(January 1 through June 30), and 4Q14 represents the fourth quarter of 2014 

(October 1 through December 31). To avoid confusion, please note the reporting 

period or periods being referenced when considering the statistics in this report. 

Conventions  

This report uses the Microsoft Malware Protection Center (MMPC) naming 

standard for families and variants of malware. For information about this 

standard, see òAppendix A: Threat naming conventionsó on page 122. In this 

report, any threat or group of threats that share a common unique base name is 

considered a family for the sake of presentation. This consideration includes 

threats that may not otherwise be considered families according to common 

industry practices, such as generic detections. For the purposes of this report, a 

threat is defined as a malware or unwanted software family or variant that is 

detected by the Microsoft Malware Protection Engine. 

 

http://www.microsoft.com/sir
http://www.microsoft.com/mmpc
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Foreword 
Welcome to Volume 19 of the Microsoft Security Intelligence Report (SIR). Iõve 

contributed to the SIR for almost ten years now. If I had to describe how the 

threat landscape has changed during that time using only one word, Iõd say itõs 

òcumulative.ó  

Ten years ago we reported on a range of threats that included trojans, worms, 

trojan downloaders & droppers, exploits, bots (backdoor trojans), among 

others. These types of threats were primarily motivated by a desire to disrupt 

networks, as worms did years earlier, or to seek profit.  

Fast forward ten years and we still see the same categories of threats and even 

some of the same threat families employed. During this time, attackers have had 

to evolve their tactics to get malware onto computers that have also been 

evolving with continuously elevating security levels. As vulnerabilities in 

operating systems have become harder to find and exploit, attackers have relied 

increasingly on social engineering to compromise computer systems. 

In addition to these types of attacks, we have seen more threat actors with 

different motivations emerge over the years, including hacktivists and 

practitioners of military and economic espionage. Rogue security software or 

fake antivirus software that was used to trick people into installing malware and 

disclosing credit card information to attackers has been replaced by 

ransomware that seeks to extort victims by encrypting their data. Commercial 

exploit kits now dominate the list of top exploits we see trying to compromise 

unpatched computers, which means the exploits that computers are exposed to 

on the Internet are professionally managed and constantly optimized at an 

increasingly quick rate. Targeted attacks have become common as opposed to 

the exception.  

Attackers continue to try to use the tactics that they did years ago, and have 

added to their repertoire of dirty tricks. This is why I use the word òcumulativeó to 

describe how things have changed. If I could use a second word to describe how 

they have changed I would use òaccelerated.ó The focus and pace that some 

attackers have been demonstrating recently have certainly increased over time. 
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Notice I didnõt use the word òadvanced.ó Although attackers have accumulated 

more tricks and tactics and seem to be using them in a more focused, fast-

paced way, they still focus on a relatively small number of ways to compromise 

computers, including: 

¶ Unpatched vulnerabilities 

¶ Misconfigured computers 

¶ Weak passwords 

¶ Social engineering 

The great news if you are a CISO or security professional is that youõve never 

had so much information and so many security capabilities and tools as you do 

today to defend your organizationõs data. 

Please enjoy the report. 

Tim Rains 

Chief Security Advisor 

Enterprise Cybersecurity Group 

Microsoft 
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Vulnerabilities 
Vulnerabilities, in the context of computer security, are 

weaknesses in software that could allow an attacker to 

compromise the integrity, availability, or confidentiality of the 

software. Some of the worst vulnerabilities allow attackers to 

exploit the compromised system by causing it to run malicious 

code without the userõs knowledge. 

Industry -wide vulnerability disclosures  

A disclosure, as the term is used in the Microsoft Security Intelligence Report, is 

the revelation of a software vulnerability to the public at large. Disclosures can 

come from a variety of sources, including publishers of the affected software, 

security software vendors, independent security researchers, and even malware 

creators. 

The information in this section is compiled from vulnerability disclosure data that 

is published in the National Vulnerability Database (NVD), the US governmentõs 

repository of standards-based vulnerability management data at nvd.nist.gov. 

The NVD represents all disclosures that have a published CVE (Common 

Vulnerabilities and Exposures) identifier.1  

Figure 1 illustrates the number of vulnerability disclosures across the software 

industry for each half-year period since 2H12. (See òAbout this reportó on page v 

for an explanation of the reporting period nomenclature used in this report.) 

                                                           

 
1 CVE entries are subject to ongoing revision as software vendors and security researchers publish more 

information about vulnerabilities. For this reason, the statistics presented here may differ slightly from 

comparable statistics published in previous volumes of the Microsoft Security Intelligence Report. 

http://nvd.nist.gov/
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Figure 1. Industrywide vulnerability disclosures, 2H12ð1H15 

  

¶ After increasing significantly in 2H14, vulnerability disclosures across the 

industry decreased 34.7 percent in 1H15 to just under 3,000, very close to 

the level seen a year previously in 1H14. 

¶ The large increase in disclosures in 2H14 was predominantly the result of 

work performed by the Computer Emergency Response Team (CERT) 

Coordination Center (CERT/CC) in September and October 2014 to scan 

Android applications in the Google Play Store for man-in-the-middle 

vulnerabilities using an automated tool.2 CERT/CC determined that 

thousands of Android apps fail to properly validate SSL certificates provided 

by HTTPS connections, which could allow an attacker on the same network 

as an Android device to perform a man-in-the-middle attack on the device.3 

This project resulted in the creation of almost 1400 individual CVEs affecting 

thousands of different publishers of Android apps and code libraries. With 

no comparable research projects having been undertaken in 1H15, the total 

number of disclosures returned to a more typical level, as expected. 

                                                           

 
2 Will Dormann, òFinding Android SSL Vulnerabilities with CERT Tapioca,ó Cert/CC Blog, September 3, 2014, 

www.cert.org/blogs/certcc/post.cfm?EntryID=204. 
3 CERT Coordination Center, òVulnerability Note VU#582497: Multiple Android applications fail to properly 

validate SSL certificates,ó Vulnerability Notes Database, www.kb.cert.org/vuls/id/582497. 
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Vulnerability severity  

The Common Vulnerability Scoring System (CVSS) is a standardized, platform-

independent scoring system for rating IT vulnerabilities. The CVSS base metric 

assigns a numeric value between 0 and 10 to vulnerabilities according to 

severity, with higher scores representing greater severity. (See A Complete 

Guide to the Common Vulnerability Scoring System Version 2.0 at first.org for 

more information.) 

Figure 2. Industrywide vulnerability disclosures by severity, 2H12ð1H15 

  

¶ Disclosures of medium-severity vulnerabilitiesñthose with CVSS scores 

from 4 to 7.9ñdropped by nearly half from 2H14, but remained the most 

common type of vulnerability in 1H15. A research project in 2H14 uncovered 

SSL vulnerabilities in a large number of Android apps in the Google Play 

store, explaining the rise and subsequent fall of medium-severity 

vulnerabilities. (See page 32 for more information about this project.) 

¶ By contrast, the number of disclosures of high-severity and low-severity 

vulnerabilities remained mostly stable, with both categories increasing by 

less than 2 percent from 1H14 to 2H14. High-severity vulnerabilities 

accounted for the second-highest share of vulnerability disclosures in 1H15, 

at 32.5 percent, and low-severity vulnerabilities accounted for the smallest 

share, at 10.4 percent. 
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34 VULNERABILITIES 

 

¶ As shown in Figure 3, the highest-severity vulnerabilitiesñthose scoring 9.9 

or higher on the CVSS scaleñaccounted for 7.6 percent of all vulnerabilities 

in 1H15. 

 Figure 3. Industrywide vulnerability disclosures in 1H15, by severity 

  

Vulnerability complexity  

Some vulnerabilities are easier to exploit than others, and vulnerability 

complexity is an important factor to consider in determining the magnitude of 

the threat that a vulnerability poses. A high-severity vulnerability that can only 

be exploited under very specific and rare circumstances might require less 

immediate attention than a lower-severity vulnerability that can be exploited 

more easily. 

The CVSS assigns each vulnerability a complexity ranking of Low, Medium, or 

High. (See A Complete Guide to the Common Vulnerability Scoring System 

Version 2.0 at first.org for more information about the CVSS complexity ranking 

system.) Figure 4 shows complexity trends for vulnerabilities disclosed since 

2H12. Note that Low complexity in Figure 4 indicates greater risk, just as High 

severity indicates greater risk in Figure 2. 
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Figure 4. Industrywide vulnerability disclosures by access complexity, 2H12ð1H15 

  

¶ Disclosures of low-complexity vulnerabilitiesñthose that are the easiest to 

exploitñdecreased slightly in 1H15, but accounted for the largest category 

of disclosures, at 56.3 percent of all disclosures.  

¶ Medium-complexity vulnerabilities decreased 54.9 

percent from 2H14 to 1H15 to account for 42.4 percent of 

all vulnerabilities for the period. A research project in 

2H14 uncovered SSL vulnerabilities in a large number of 

Android apps in the Google Play Store, explaining the 

increase and subsequent decrease of medium-

complexity vulnerabilities. (See page 32 for more 

information about this project.) 

¶ Disclosures of high-complexity vulnerabilities decreased slightly in 1H15, and 

accounted for 1.0 percent of all disclosures for the period. 

Operating system, browser, and appli cation vulnerabilities  

Comparing vulnerabilities that affect a computerõs operating system to 

vulnerabilities that affect other components, such as applications and utilities, 

requires a determination of whether the affected component is considered part 

of the operating system. This determination is not always simple and 

straightforward, given the componentized nature of modern operating systems. 
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Some programs (media players, for example) ship by default with some 

operating system software but can also be downloaded from the software 

vendorõs website and installed individually. Linux distributions, in particular, are 

often assembled from components developed by different teams, many of 

which provide crucial operating functions such as a graphical user interface 

(GUI) or Internet browsing. 

To facilitate analysis of operating system and browser vulnerabilities, the 

Microsoft Security Intelligence Report distinguishes among four different kinds of 

vulnerabilities: 

¶ Core operating system vulnerabilities are those with at least one operating 

system platform enumeration (ò/oó) in the NVD that do not also have any 

application platform enumerations (ò/aó).4 

¶ Operating system application vulnerabilities are those with at least one /o 

platform enumeration and at least one /a platform enumeration listed in the 

NVD, except as described in the next bullet point. 

¶ Browser vulnerabilities are those that affect components defined as part of a 

web browser, including web browsers such as Internet Explorer and Appleõs 

Safari that ship with operating systems, along with third-party browsers such 

as Mozilla Firefox and Google Chrome. 

¶ Other application vulnerabilities are those with at least one /a platform 

enumeration in the NVD that do not have any /o platform enumerations, 

except as described in the previous bullet point. 

Figure 5 shows industrywide vulnerabilities for operating systems, browsers, and 

applications since 2H12. 

                                                           

 
4 See nvd.nist.gov/cpe.cfm for information about the Common Platform Enumeration (CPE) standard for 

naming information technology systems, software, and packages. 

http://nvd.nist.gov/cpe.cfm
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Figure 5. Industrywide operating system, browser, and application vulnerabilities, 2H12ð1H15 

  

¶ Disclosures of vulnerabilities in applications other than web browsers and 

operating system applications decreased by nearly half from 2H14 to 1H15, 

but remained the most common type of vulnerability in 1H15, accounting for 

55.6 percent of all disclosures for the period. A research project in 2H14 

uncovered SSL vulnerabilities in a large number of Android apps in the 

Google Play Store, explaining the increase and subsequent decrease of 

application vulnerabilities. (See page 32 for more information about this 

project.) 

¶ Operating system application vulnerability disclosures decreased 1.5 percent 

from 2H14, and accounted for 19.7 percent of all disclosures in 1H15. 

¶ Core operating system vulnerability disclosures increased 1.7 percent from 

2H14, and accounted for 14.1 percent of all disclosures in 1H15. 

¶ Browser vulnerability disclosures increased 13.2 percent from 2H14, and 

accounted for 10.6 percent of all disclosures in 1H15. 

Microsoft v ulnerability disclosures  

Figure 6 shows trends for vulnerability disclosures affecting Microsoft products 

compared to the rest of the industry. 
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Figure 6. Vulnerability disclosures for Microsoft and non-Microsoft products, 2H12ð1H15 

  

¶ Microsoft vulnerability disclosures increased from 209 disclosures in 2H14 to 

266 in 1H15, an increase of 27.3 percent. 

Guidance: Developing secure software  

The Security Development Lifecycle (SDL) (www.microsoft.com/sdl) is a free 

software development methodology that incorporates security and privacy best 

practices throughout all phases of the development process, with the goal of 

protecting software users. Using such a methodology can help reduce the 

number and severity of vulnerabilities in software and help manage 

vulnerabilities that might be discovered after deployment.  

òLife in the Digital Crosshairs,ó at sdlstory.com, is a multimedia presentation that 

explores the genesis and development of the SDL from its origins in the 

Windows teamõs well-documented all-hands security push in the early 2000s. It 

includes interviews with several of the pivotal figures in the history of the SDL 

and Microsoftõs focus on secure software. Security professionals and anyone else 

with an interest in secure development are likely to find the site invaluable for 

putting the SDL into historical context and understanding what the future holds. 

To learn more about how the SDL is applied in the present day, see òState of 

Application Security: Immature Practices Fuel Inefficiencies, but Positive ROI Is 

Attainable - A Forrester Consulting Thought Leadership Paper Commissioned 
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by Microsoftó to learn how organizations are putting SDL techniques to work for 

them, and òSecure Software Development Trends in the Oil & Gas Sectorsó for 

an example of how the SDL has helped one critical industry. Both papers are 

available from the Microsoft Download Center (www.microsoft.com/download). 

http://go.microsoft.com/?linkid=9758989
http://aka.ms/A6offt
http://www.microsoft.com/download
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Exploits 
An exploit is a piece of code that uses software vulnerabilities 

to access information on a computer or install malware. 

Exploits target vulnerabilities in operating systems, web 

browsers, applications, or software components that are 

installed on a computer.  

In some scenarios, targeted components are add-ons that may be pre-installed 

by the computer manufacturer before the computer is sold. A user may not 

even use the vulnerable add-on or be aware that it is installed. In addition, some 

software has no facility for updating itself, so even if the software vendor 

publishes an update that fixes the vulnerability, the user may not know that the 

update is available or how to obtain it and therefore remains vulnerable to 

attack.5 

Software vulnerabilities are enumerated and documented in the 

Common Vulnerabilities and Exposures (CVE) list (cve.mitre.org), 

a standardized repository of vulnerability information. Here and 

throughout this report, exploits are labeled with the CVE 

identifier that pertains to the affected vulnerability, if applicable. 

In addition, exploits that affect vulnerabilities in Microsoft 

software are labeled with the Microsoft Security Bulletin number 

that pertains to the vulnerability, if applicable.6 

Microsoft real-time security products can detect and block 

attempts to exploit known vulnerabilities whether the computer 

is affected by the vulnerabilities or not. For example, the CVE-2010-2568 CplLnk 

vulnerability has never affected Windows 8, but if a Windows 8 user receives a 

malicious file that attempts to exploit that vulnerability, Windows Defender is 

designed to detect and block it anyway. Encounter data provides important 

information about which products and vulnerabilities are being targeted by 

                                                           

 
5 See the Microsoft Security Update Guide, Second Edition at the Microsoft Download Center 

(www.microsoft.com/download) for guidance to help protect your IT infrastructure while creating a safer, more 

secure computing and Internet environment. 
6 See technet.microsoft.com/security/bulletin to search and read Microsoft Security Bulletins. 

Encounter rate is 

the percentage of 

computers running 

Microsoft real-time 

security products 

that report a mal-

ware encounter. 

http://cve.mitre.org/
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://www.microsoft.com/en-us/download/details.aspx?id=559
http://technet.microsoft.com/security/bulletin
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attackers, and by what means. However, the statistics presented in this report 

should not be interpreted as evidence of successful exploit attempts, or of the 

relative vulnerability of computers to different exploits. 

Figure 7 shows the prevalence of different types of exploits detected by 

Microsoft antimalware products from 3Q14 to 2Q15, by encounter rate. 

Encounter rate is the percentage of computers running Microsoft real-time 

security products that report a malware encounter. For example, the encounter 

rate for Java exploit attempts in 2Q15 was 0.35 percent, meaning that 0.35 

percent of computers running Microsoft real-time security software in 2Q15 

encountered Java exploit attempts, and 99.65 percent did not. In other words, a 

computer selected at random would have had about a 0.35 percent chance of 

encountering a Java exploit attempt in 2Q15. Only computers whose users have 

opted in to provide data to Microsoft are considered when calculating 

encounter rates.7 See page 58 for more information about the encounter rate 

metric. 

Figure 7. Encounter rates for different types of exploit attempts, 3Q14ð2Q15 

  
* Figures for exploit kits, Java, and Adobe Flash Player exploits are affected by IExtensionValidation in Internet Explorer, which blocks 

many threats before they are encountered. See page 55 for more information. 

                                                           

 
7 For information about the products and services that provide data for this report, see òAppendix B: Data 

sourcesó on page 129. 
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¶ Computers that report more than one type of exploit are counted for each 

type detected. 

¶ Encounters with exploit kits decreased by more than a third between 4Q14 

and 2Q15, but remained the most commonly encountered type of exploit in 

the second half of the year, with an encounter rate more than three times as 

high as the next most common type of exploit. See òExploit kitsó on page 44 

for more information about these exploits. 

¶ The number of encounters with exploits that target 

operating systems remained mostly stable in 1H15, becoming 

the second most commonly encountered type of exploits during 

the period. See òOperating system exploitsó on page 49 for 

more information. 

¶ Encounters with Java exploits decreased each quarter, 

becoming the third most commonly encountered type of exploit 

in 1H15. See òJava exploitsó on page 47 for more information. 

¶ The òOtheró category increased from very low levels in 

1Q15 and previous periods to become the third most commonly 

encountered exploit category in 2Q15, mostly because of 

encounters involving Win32/Sdbby. Sdbby is a generic 

detection for malware that bypasses the User Account Control (UAC) 

prompt to gain administrative privileges on a computer. It was encountered 

at very low volumes in 1Q15, then became the fourth most commonly 

encountered exploit family in 2Q15. 

¶ The number of encounters involving other types of exploits remained mostly 

stable during the second half of the year, and each accounted for a small 

percentage of total exploits. 

Exploit families  

Figure 8 lists the exploit-related malware families that were detected most often 

during the first half of 2015. 

Encounters with 

exploit kits 

decreased by more 

than a third, but 

remained the most 

commonly 

encountered type 

of exploit in 2H15. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Sdbby
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Figure 8. Quarterly encounter rate trends for the exploit families most commonly detected and blocked by Microsoft real-time 

antimalware products in 1H15, shaded according to relative prevalence 

Exploit Type 3Q14 4Q14 1Q15 2Q15 

JS/Axpergle Exploit kit 0.87% 0.86% 0.85% 0.64% 

CVE-2010-2568 (CplLnk) Operating system 0.35% 0.35% 0.30% 0.23% 

JS/Fiexp Exploit kit 0.31% 0.30% 0.21% 0.05% 

Win32/Anogre Exploit kit 0.60% 0.42% 0.22% 0.04% 

JS/Neclu Exploit kit 0.11% 0.06% 0.03% 0.14% 

HTML/IframeRef Generic 0.10% 0.09% 0.07% 0.05% 

HTML/Meadgive Exploit kit 0.15% 0.08% 0.06% 0.05% 

JS/NeutrinoEK Exploit kit 0.00% 0.01% 0.07% 0.04% 

Win32/Sdbby Other ñ ñ 0.00% 0.09% 

CVE-2014-6332 Operating system ñ 0.03% 0.04% 0.05% 

Totals for individual vulnerabilities do not include exploits that were detected as part of exploit kits. 

¶ Exploit kits accounted for six of the 10 most commonly encountered exploits 

during 1H15. See òExploit kitsó on page 44 for more information about 

exploit kits. 

¶ Exploits targeting the Java Runtime Environment (JRE) have gone from 

seven of the top 10 individual exploits detected in 2H13 to none in 1H15. A 

number of changes that were made to Java and Internet Explorer over the 

past two years have made it much more difficult for attackers to take 

advantage of Java-based vulnerabilities, which is the most likely explanation 

for this significant decrease. (See òJava exploitsó on page 47 for more 

information.) 

¶ CVE-2010-2568, the most commonly targeted individual vulnerability in 

1H15, is a vulnerability in Windows Shell. Detections are often identified as 

variants in the Win32/CplLnk family, although several other malware families 

attempt to exploit the vulnerability as well. An attacker exploits CVE-2010-

2568 by creating a malformed shortcut fileñtypically distributed through 

social engineering or other methodsñthat forces a vulnerable computer to 

load a malicious file when the shortcut icon is displayed in Windows 

Explorer. The vulnerability was first discovered being used by the malware 

family Win32/Stuxnet in mid-2010, and it has since been exploited by a 

number of other families, many of which predated the disclosure of the 

vulnerability and were subsequently adapted to attempt to exploit it. 

Microsoft published Security Bulletin MS10-046 in August 2010 to address 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CplLnk
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Stuxnet
http://technet.microsoft.com/security/bulletin/MS10-046
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the issue, and Windows 8 and Windows 8.1 have never been vulnerable to 

exploits of CVE-2010-2568. 

¶ HTML/IframeRef is a generic detection for specially formed HTML inline 

frame (IFrame) tags that redirect to remote websites that contain malicious 

content. More properly considered exploit downloaders than true exploits, 

these malicious pages use a variety of techniques to exploit vulnerabilities in 

browsers and plug-ins. The only commonality is that the attacker uses an 

inline frame to deliver the exploits to users. The exact exploit delivered and 

detected by one of these inline frames might be changed frequently. 

¶ CVE-2014-6332 is a vulnerability in Windows Object Linking and Embedding 

(OLE) that can be used to launch remote attacks on a computer through 

Internet Explorer in some circumstances. Microsoft released Security Bulletin 

MS14-064 in November 2014 to address this issue. See òThe life and times of 

an exploitó on pages 3ð10 of Microsoft Security Intelligence Report, Volume 

18 (JulyðDecember 2014), available from the Microsoft Download Center, for 

more information about this vulnerability and what Microsoft has done to 

mitigate it. 

Exploit kits  

Exploit kits are collections of exploits bundled together and sold as commercial 

software or as a service. Prospective attackers buy or rent exploit kits on 

malicious hacker forums and through other illegitimate outlets. A typical kit 

comprises a collection of webpages that contain exploits for several 

vulnerabilities in popular web browsers and browser add-ons. When the 

attacker installs the kit on a malicious or compromised web server, visitors who 

donõt have the appropriate security updates installed are at risk of having their 

computers compromised through drive-by download attacks. (See page 105 for 

more information about drive-by downloads.) 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=HTML/IframeRef
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6332
http://technet.microsoft.com/security/bulletin/MS14-064
http://www.microsoft.com/download/details.aspx?id=46928
http://www.microsoft.com/download/details.aspx?id=46928
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Figure 9. How a typical exploit kit works 

 

Microsoft security products detect and block the characteristic techniques that a 

number of common exploit kits use to infect computers, along with several 

generic HTML and JavaScript exploit techniques. Figure 10 shows the prevalence 

of several top web-based exploit kits and techniques during each of the four 

most recent quarters. 
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Figure 10. Trends for the top exploit kit-related threats detected and blocked by Microsoft real-time antimalware products in 1H15 

  

¶ JS/Axpergle, a detection for the so-called Angler exploit kit, was the most 

commonly encountered exploit kit family in 1H15. The Angler kit first 

appeared in 3Q14 and rapidly increased in prominence during the second 

quarter. It is known to target a number of vulnerabilities in Silverlight (CVE-

2013-0074), Internet Explorer (CVE-2013-2551), Adobe Flash 

Player (CVE-2014-8439, CVE-2015-0311, and CVE-2015-0313, 

among others), and Java (CVE-2013-2460), although exploit kit 

authors frequently change the exploits included in their kits in an 

effort to stay ahead of software publishers and security software 

vendors. 

¶ After decreasing to low levels in 2H14, detections of the 

Nuclear exploit kit (detected as JS/Neclu) reversed course and 

began trending upward in 2015, making it the second most 

commonly encountered exploit kit in 2Q15. 

¶ Encounters involving the Sweet Orange and Fiesta 

exploit kits (detected as Win32/Anogre and JS/Fiexp, 

respectively), the second and third most commonly 

encountered exploit kits in 2H14, decreased to much lower levels in 1H15. 

Exploit kit authors update the exploits they use frequently, adding exploits for 

newly discovered vulnerabilities while dropping poorly performing ones. Figure 
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http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-0074
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-0074
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2551
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8439
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0311
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0313
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2460
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Neclu
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Anogre
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Fiexp
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11 lists some of the exploits that researchers have observed being added to a 

number of prominent exploit kits in 1H15. 

Figure 11. Newly discovered exploits observed being used by exploit kits in 1H15 

Vulnerability Exploit type Addressed by Exploit kit(s) 

CVE-2015-0310 Adobe Flash Player APSB15-02 Angler (JS/Axpergle) 

CVE-2015-0311 Adobe Flash Player APSB15-03 Angler 

CVE-2015-0313 Adobe Flash Player APSB15-04 Angler 

CVE-2015-0336 Adobe Flash Player APSB15-05 Nuclear (JS/Neclu); Angler 

CVE-2015-0359 Adobe Flash Player APSB15-06 Angler 

CVE-2015-3090 Adobe Flash Player APSB15-09 Angler 

CVE-2015-3104 Adobe Flash Player APSB15-11 Angler 

CVE-2015-3105 Adobe Flash Player APSB15-11 Magnitude (HTML/Pangimop) 

CVE-2015-3113 Adobe Flash Player APSB15-14 Magnitude 
 

Java exploits  

Figure 12 shows the prevalence of different Java exploits by quarter. 

Figure 12. Trends for the top Java exploits detected and blocked by Microsoft real-time antimalware products in 1H15 

  

0.00%

0.02%

0.04%

0.06%

0.08%

0.10%

0.12%

3Q14 4Q14 1Q15 2Q15

E
n

c
o

u
n

te
r 

ra
te

 (
p
e

rc
e

n
t 

o
f 

a
ll 

re
p
o

rt
in

g
 c

o
m

p
u

te
rs

)

CVE-2012-1723

Obfuscator

CVE-2013-0422

CVE-2012-0507

CVE-2010-0840

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0310
https://helpx.adobe.com/security/products/flash-player/apsb15-02.html
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0311
https://helpx.adobe.com/security/products/flash-player/apsb15-03.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0313
https://helpx.adobe.com/security/products/flash-player/apsb15-04.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0336
https://helpx.adobe.com/security/products/flash-player/apsb15-05.html
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Neclu
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0359
https://helpx.adobe.com/security/products/flash-player/apsb15-06.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3090
https://helpx.adobe.com/security/products/flash-player/apsb15-09.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3104
https://helpx.adobe.com/security/products/flash-player/apsb15-11.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3105
https://helpx.adobe.com/security/products/flash-player/apsb15-11.html
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=HTML/Pangimop
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3113
https://helpx.adobe.com/security/products/flash-player/apsb15-14.html
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¶ Overall, encounters with Java exploits continued to decrease significantly in 

1H15. This decrease is likely caused by several important changes in the way 

web browsers evaluate and execute Java applets: 

¶ The IExtensionValidation interface in Internet Explorer 11, released in late 

2013, provides a mechanism for security software to validate 

that a webpage is safe before allowing instantiation of ActiveX 

controls, such as the control that hosts embedded Java applets. 

If a webpage is determined to be malicious, the ActiveX controls 

are blocked from loading, and the actual Java exploit itself is 

therefore never encountered. (See òExploit detection with 

Internet Explorer and IExtensionValidationó on page 55 for more 

information.) Subsequent Internet Explorer security updates 

released in 2014 added an isolated heap mechanism and a 

deferred-free method to mitigate use-after-free bugs, which 

further hardened Internet Explorer against Java exploitation. 

¶ Beginning with Java 7 update 51, released in January 

2014, the Java Runtime Environment (JRE) requires Java applets 

running in web browsers to be digitally signed by default. 

¶ In September 2014, Microsoft published updates for versions 8 through 

11 of Internet Explorer to begin blocking out-of-date ActiveX controls, 

including controls that host older versions of the JRE in the browser. As 

explained in this section, the most commonly encountered Java exploits 

all target vulnerabilities that were addressed with security updates years 

ago, but remain present in out-of-date Java installations. When a 

webpage attempts to load one of the vulnerable versions of Java in 

Internet Explorer with the update applied, the control is blocked by 

default and the user is urged to update Java to a more secure version. 

Figure 13. Internet Explorer blocks out-of-date ActiveX controls from running 

 

¶ CVE-2012-1723, the most commonly encountered individual Java exploit in 

2Q15 and the second most common in 1Q15, is a type-confusion 

vulnerability in the Java Runtime Environment (JRE) that is exploited by 

tricking the JRE into treating one type of variable like another type. Oracle 

confirmed the existence of the vulnerability in June 2012, and addressed it 
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http://blogs.msdn.com/b/ie/archive/2014/08/06/internet-explorer-begins-blocking-out-of-date-activex-controls.aspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-1723
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the same month with its June 2012 Critical Patch Update. The vulnerability 

was observed being exploited in the wild beginning in early July 2012, and 

has been used in a number of exploit kits.  

For more information about this exploit, see the entry 

òThe rise of a new Java vulnerability - CVE-2012-1723ó 

(August 1, 2012) in the Microsoft Malware Protection 

Center (MMPC) blog at blogs.technet.com/mmpc. 

¶ Obfuscator is a generic detection for programs that have 

been modified by malware obfuscation, often in an 

attempt to avoid detection by security software. Files 

identified as Java/Obfuscator can represent exploits that 

target many different Java vulnerabilities. 

¶ CVE-2010-0840 is a JRE vulnerability that was first 

disclosed in March 2010 and addressed by Oracle with a 

security update the same month. The vulnerability was 

previously exploited by some versions of the Blackhole exploit kit (detected 

as JS/Blacole), which has been inactive in recent years. 

¶ CVE-2012-0507 allows an unsigned Java applet to gain elevated permissions 

and potentially have unrestricted access to a host system outside its 

sandbox environment. The vulnerability is a logic error that allows attackers 

to run code with the privileges of the current user, which means that an 

attacker can use it to perform reliable exploitation on other platforms that 

support the JRE, including Apple Mac OS X, Linux, VMWare, and others. 

Oracle released a security update in February 2012 to address the issue. 

¶ CVE-2013-0422 first appeared in January 2013 as a zero-day vulnerability. 

CVE-2013-0422 is a package access check vulnerability that allows an 

untrusted Java applet to access code in a trusted class, which then loads the 

attackerõs own class with elevated privileges. Oracle published a security 

update to address the vulnerability on January 13, 2013. 

For more information about CVE-2013-0422, see the entry òA technical 

analysis of a new Java vulnerability (CVE-2013-0422)ó (January 20, 2013) in 

the MMPC blog at blogs.technet.com/mmpc. 
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http://www.oracle.com/technetwork/topics/security/javacpujun2012-1515912.html
http://blogs.technet.com/b/mmpc/archive/2012/08/01/the-rise-of-a-new-java-vulnerability-cve-2012-1723.aspx
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Java/Obfuscator
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0840
http://www.oracle.com/technetwork/topics/security/javacpumar2010-083341.html
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Blacole
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Operating s ystem exploits  

Although most operating system exploits detected by Microsoft security 

products are designed to affect the platforms on which the security products 

run, malicious or infected files that affect other operating systems are sometimes 

downloaded. Figure 14 shows trends for the individual exploits most commonly 

detected and blocked or removed during each of the past four quarters. 

Figure 14. Individual operating system exploits detected and blocked by Microsoft real-time antimalware products, 3Q14ð2Q15 

  

¶ Win32/CplLnk, an exploit that targets a vulnerability in Windows Shell, 

remained the most commonly encountered operating system exploit in 

1H15. An attacker exploits the vulnerability (CVE-2010-2568) by creating a 

malformed shortcut file that forces a vulnerable computer to load a 

malicious file when the shortcut icon is displayed in Windows Explorer. 

Microsoft released Security Bulletin MS10-046 in August 2010 to address this 

issue. 

¶ CVE-2014-6332 is a vulnerability in Windows Object Linking and Embedding 

(OLE) that can be used to perform remote attacks on a computer through 

Internet Explorer in some circumstances. Microsoft released Security Bulletin 

MS14-064 in November 2014 to address this issue. See òThe life and times of 

an exploitó on pages 3ð10 of Microsoft Security Intelligence Report, Volume 

18 (JulyðDecember 2014), available from the Microsoft Download Center, for 
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more information about this vulnerability and what Microsoft has done to 

mitigate it. 

¶ Three of the five most commonly encountered operating system exploits on 

Windows computers in 1H15 actually target the Android mobile operating 

system published by Google and the Open Handset Alliance. Microsoft 

security products detect these threats when Android devices or storage 

cards are connected to computers running Windows, or when Android 

users knowingly or unknowingly download infected or malicious programs 

to their computers before transferring the software to their devices. Most 

detections that affect Android involve exploits that enable an attacker or 

other user to obtain root privileges on vulnerable Android devices. Device 

owners sometimes use such exploits intentionally to gain 

access to additional functionality (a practice often called 

rooting or jailbreaking), but these exploits can also be 

used by attackers to infect devices with malware that 

bypasses many typical security systems. 

¶ Unix/Lotoor is an exploit family that exploits 

vulnerabilities in the Android operating system to gain 

root privileges on a mobile device. Google published 

a source code update in March 2011 that addressed 

the vulnerability. 

¶ CVE-2011-1823 is sometimes called the GingerBreak 

vulnerability because of its use by a popular rooting 

application of that name. It is also used by 

AndroidOS/GingerMaster, a malicious program that can allow a remote 

attacker to gain access to the mobile device. GingerMaster might be 

bundled with clean applications, and includes an exploit for the CVE-

2011-1823 vulnerability disguised as an image file. Google published a 

source code update in May 2011 that addressed the vulnerability. 

¶ CVE-2011-3874 can also be used to gain root privileges on devices 

running some versions of Android. Google published a source code 

update in November 2011 that addressed the vulnerability. 
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Document exploits  

Document exploits are exploits that target vulnerabilities in the way a document 

editing or viewing application processes a particular file format. Figure 15 shows 

encounter rates for individual exploits. 

Figure 15. Individual document exploits detected and blocked by Microsoft real-time antimalware products, 3Q14ð2Q15 

  

¶ Most detections of exploits that affect Adobe Reader and Adobe Acrobat 

were associated with the exploit family Win32/Pdfjsc, a detection for PDF 

files containing malicious JavaScript that targets CVE-2010-0188 and other 

vulnerabilities. Adobe released Security Bulletin APSB10-07 in February 2010 

to address CVE-2010-0188. Pdfjsc and related exploits were particularly 

prevalent in eastern Europe. Pdfjsc mostly targets older Java vulnerabilities, 

so attackers may find it less useful as more computers are updated to newer 

versions of Java, which could explain the decrease in encounters over the 

past several quarters. 

Adobe Flash Player exploits  

Figure 16 shows the prevalence of different Adobe Flash Player exploits by 

quarter. 
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Figure 16. Adobe Flash Player exploits detected and blocked by Microsoft real-time antimalware products, 3Q14ð2Q15 

  

¶ Encounters involving Obfuscator variants that target Adobe Flash Player 

increased from very low levels in 1Q15 to become the largest source of Flash 

Player-related exploit encounters in 2Q15. Most of these encounters 

involved two newly discovered threats: Exploit:SWF/Obfuscator.K targets 

CVE-2014-8439, CVE-2015-0311, CVE-2015-0313, and CVE-2015-0359; 

Exploit:SWF/Obfuscator.L mainly targets CVE-2015-0336. 

¶ CVE-2014-0515, the most commonly exploited Adobe Flash Player 

vulnerability in 1Q15 and the second most common in 1H15 overall, is a 

buffer overflow vulnerability. Adobe released Security Bulletin APSB14-13 on 

April 28, 2014 to address the issue. 

¶ CVE-2015-0359, a double free vulnerability, was first disclosed in April 2015 

and became the second most commonly encountered Adobe Flash Player 

exploit in the second quarter. Adobe released Security Bulletin APSB15-06 

on April 14 to address the issue. 

¶ CVE-2014-0497 is an integer underflow vulnerability. Adobe released 

Security Bulletin APSB14-04 on February 4, 2014 to address the issue. 

Browser exploits  

Figure 17 shows the prevalence of different browser exploits by quarter. 
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http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Exploit:SWF/Obfuscator.K
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8439
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0311
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0336
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0515
http://helpx.adobe.com/security/products/flash-player/apsb14-13.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0359
https://helpx.adobe.com/security/products/flash-player/apsb15-06.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0497
http://www.adobe.com/support/security/bulletins/apsb10-14.html
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Figure 17. Browser exploits detected and blocked by Microsoft real-time antimalware products, 3Q14ð2Q15 

  

¶ Exploits targeting CVE-2013-7331, a vulnerability affecting the 

Microsoft.XMLDOM ActiveX control in Internet Explorer, accounted for the 

largest share of browser-related exploits encountered in 1H15. Exploiting this 

vulnerability allows an attacker to confirm the existence or nonexistence of 

arbitrarily specified paths and hostnames in the local environment. Microsoft 

published Security Bulletin MS14-052 in September 2014 to address the 

issue. 

¶ Exploits targeting vulnerabilities addressed by Security Bulletin MS09-002, 

published by Microsoft in February 2009, accounted for the second largest 

share of browser-related exploits encountered in 1H15. Of these, most 

targeted CVE-2009-0075, an uninitialized memory corruption vulnerability 

in Internet Explorer 7. 

¶ Encounters involving exploits targeting CVE-2013-2551, a use-after-free 

vulnerability in versions 6 through 10 of Internet Explorer, accounted for the 

largest share of browser-related exploit encounters in 2H14, then fell to 

negligible levels in 1H15 as exploit kit authors dropped them in favor of 

exploits targeting CVE-2013-7331. 
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https://technet.microsoft.com/library/security/ms14-052
https://technet.microsoft.com/library/security/ms09-002
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0075
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2551
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Exploit detection with Internet Explorer and IExtensionValidation  

IExtensionValidation is an interface introduced in Internet Explorer 11 that real-

time security software can implement to block ActiveX controls from loading on 

malicious pages. When Internet Explorer loads a webpage that includes ActiveX 

controls, if the security software has implemented IExtensionValidation, the 

browser calls the security software to scan the HTML and script content on the 

page before loading the controls themselves. If the security software determines 

that the page is malicious (for example, if it identifies the page as an exploit kit 

landing page), it can direct Internet Explorer to prevent individual controls or the 

entire page from loading. 

Figure 18. Internet Explorer 11 can block pages that contain ActiveX controls if security software determines that the page is malicious 

 

Figure 19 shows the types of ActiveX controls identified on malicious webpages 

in Internet Explorer 11 for each quarter in 2014. 
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Figure 19. ActiveX controls detected on malicious webpages through IExtensionValidation, 3Q14ð2Q15, by control type 

  

¶ Adobe Flash Player objects were the most commonly detected type of 

object hosted on malicious pages in each of the past four quarters. 

¶ After accounting for a high of 45.3 percent of object detections in 3Q14, 

detections of Java applets on malicious pages decreased to just 

0.5 percent of detections by 2Q15. A number of changes that 

have been made to Java and Internet Explorer over the past two 

years have made it much more difficult for attackers to take 

advantage of Java-based vulnerabilities, which is the most likely 

explanation for this significant decrease. (See òJava exploitsó on 

page 47 for more information.) 

¶ Silverlight, Adobe Reader, and other malicious objects 

each accounted for less than 3 percent of object detections 

each quarter. 

Exploits used in targeted attacks  

A targeted attack is an attack against the computers or networks of a specific 

group of companies or individuals. This type of attack usually attempts to gain 

access to the computer or network before trying to steal information or disrupt 

the infected computers. Figure 20 lists some of the exploits Microsoft has 

observed being used in targeted attacks in 1H15. 
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Figure 20. Some of the exploits used in targeted attacks in 1H15 

CVE Exploit type Affecting Security update 

CVE-2015-0097 Word HTA Microsoft Word MS15-022 

CVE-2015-1641 Word RTF Microsoft Word MS15-033 

CVE-2015-1701 Win32k EoP Microsoft Windows MS15-051 

CVE-2015-1769 USB vector Microsoft Windows MS15-085 

CVE-2015-1770 Word OSF Microsoft Word MS15-059 

CVE-2015-2360 Win32k EoP Microsoft Windows MS15-061 

CVE-2015-3043 Flash codec Adobe Flash Player APSB15-06 
 

See the entry òTargeted Attacks Video Seriesó (June 13, 2013) on the Microsoft 

Cyber Trust blog at blogs.microsoft.com/cybertrust for an informative series of 

videos and papers about targeted attacks, the techniques used by attackers, and 

some of the steps that organizations can take to secure their networks against 

targeted attacks. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0097
https://technet.microsoft.com/library/security/ms15-022
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1641
https://technet.microsoft.com/library/security/ms15-033
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1701
https://technet.microsoft.com/library/security/ms15-051
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?name=CVE-2015-1769
https://technet.microsoft.com/library/security/ms15-085
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1770
https://technet.microsoft.com/library/security/ms15-059
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2360
https://technet.microsoft.com/library/security/ms15-061
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-3043
https://helpx.adobe.com/security/products/flash-player/apsb15-06.html
http://blogs.microsoft.com/cybertrust/2013/06/13/targeted-attacks-video-series/
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Malware and unwanted 

software 
Most attempts by malware to infect computers are 

unsuccessful. More than three-quarters of Internet-connected 

personal computers worldwide are protected by real-time 

security software that constantly monitors the computers and 

network traffic for threats and blocks them before they can 

infect the computers, if possible. Therefore, a comprehensive 

understanding of the malware landscape requires 

consideration of infection attempts that are blocked as well as 

infections that are removed.  

Microsoft uses two different metrics to measure malware and unwanted 

software prevalence:8 

¶ Encounter rate is simply the percentage of computers running Microsoft 

real-time security products that report a malware encounter.9 For example, 

the encounter rate for the malware family JS/Bondat in Mexico in 2Q15 was 

4.2 percent. This data means that, of the computers in Mexico that were 

running Microsoft real-time security software in 2Q15, 4.2 percent reported 

encountering the Bondat family, and 95.8 percent did not. Encountering a 

threat does not mean the computer has been infected. Only computers 

whose users have opted in to provide data to Microsoft are considered 

when calculating encounter rates.10 

                                                           

 
8 Microsoft regularly reviews and refines its data collection methodology to improve its scope and accuracy. 

For this reason, the statistics presented in this volume of the Microsoft Security Intelligence Report may differ 

slightly from comparable statistics in previous volumes.  
9 Encounter rate does not include threats that are blocked by a web browser before being detected by 

antimalware software. In particular, IExtensionValidation in Internet Explorer 11 enables security software to 

block pages that contain exploits from loading. (See òExploit detection with Internet Explorer and 

IExtensionValidationó on page 55 for information about IExtensionValidation and the threats it blocks.) For this 

reason, encounter rate figures may not fully reflect all of the threats encountered by computer users. 
10 For information about the products and services that provide data for this report, see òAppendix B: Data 

sourcesó on page 129. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Bondat
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¶ Computers cleaned per mille, or CCM, is an infection rate metric that is 

defined as the number of computers cleaned for every 1,000 unique 

computers that run the Malicious Software Removal Tool (MSRT), a free tool 

distributed through Microsoft update services that removes more than 200 

highly prevalent or serious threats from computers. Because it is not a real-

time tool, the MSRT only detects and removes threats that are already 

present on the computer; it does not block infection attempts as they 

happen. 

Figure 21 illustrates the difference between these two metrics. 

Figure 21. Worldwide encounter and infection rates, 2Q14ð2Q15, by quarter 

 
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

As Figure 21 shows, and as one would expect, malware encounters are much 

more common than malware infections. On average, about 17.0 percent of 

reporting computers worldwide encountered malware over the past four 

quarters. At the same time, the MSRT removed malware from about 7.1 out of 

every 1,000 computers, or 0.71 percent. Together, encounter and infection rate 

information can help provide a broader picture of the malware landscape by 

offering different perspectives on how malware propagates and how computers 

get infected. 
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Brantall, Rotbrow, and Filcout  

Where noted, the figures in this report omit detections of Win32/Brantall, 

Win32/Rotbrow, and Win32/Filcout. These three families were involved in an 

incident in which a rogue developer with access to commercial source code 

modified the source code to serve as a stealth distribution method for malware 

without being detected by major security software vendors. When the 

modification was discovered, it resulted in a significant installed base of 

commercial software being reclassified as malicious, which had an outsized 

effect on infection rates. Microsoft believes that the unmodified infection and 

encounter figures do not create an accurate picture of the worldwide threat 

landscape over the past year and a half. As a result, totals for the Brantall, 

Filcout, and Rotbrow families have been removed from the infection and 

encounter figures presented here where appropriate, as noted. 

See òThe Sefnit saga: a timelineó on pages 57ð64 of Microsoft Security 

Intelligence Report, Volume 17 (JanuaryðJune 2014), available from the Microsoft 

Download Center, for a more in-depth explanation of the incident, along with 

detection statistics and a timeline of events. 

Malware and unwanted software worldwide  

The telemetry data generated by Microsoft security products from computers 

whose administrators or users choose to opt in to provide data to Microsoft 

includes information about the location of the computer, as determined by IP 

geolocation. This data makes it possible to compare infection and encounter 

rates, patterns, and trends in different locations around the world.11 

                                                           

 
11 For more information about this process, see the entry òDetermining the Geolocation of Systems Infected 

with Malwareó (November 15, 2011) in the Microsoft Cyber Trust Blog (blogs.microsoft.com/cybertrust). 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Brantall
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Rotbrow
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Filcout
http://www.microsoft.com/download/details.aspx?id=44937
http://www.microsoft.com/download/details.aspx?id=44937
http://blogs.microsoft.com/cybertrust/2011/11/15/determining-the-geolocation-of-systems-infected-with-malware/
http://blogs.microsoft.com/cybertrust/2011/11/15/determining-the-geolocation-of-systems-infected-with-malware/
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Figure 22. Encounter rate trends for the locations with the most computers reporting malware and unwanted 

software encounters in 1H15, by number of computers reporting 

Country/Region 3Q14 4Q14 1Q15 2Q15 

United States 15.4% 11.6% 11.0% 9.8% 

Brazil 32.9% 21.7% 20.5% 20.2% 

Russia 27.3% 24.1% 22.8% 17.7% 

India 38.2% 32.0% 34.9% 31.3% 

France 22.8% 13.0% 15.8% 13.2% 

Turkey 35.1% 27.9% 32.0% 28.1% 

China 18.1% 15.2% 13.1% 13.7% 

United Kingdom 17.2% 11.4% 12.7% 11.7% 

Mexico 30.0% 21.7% 22.6% 21.2% 

Canada 18.1% 12.5% 14.0% 12.5% 

Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Locations in Figure 22 are ordered by the number of computers reporting 

detections in 1H15. 

¶ As Figure 21 on page 59 illustrates, the worldwide encounter rate increased 

slightly in 1Q15 before decreasing again in 2Q15, and this pattern is reflected 

in several of the locations in Figure 22 as well. India, France, Turkey, the 

United Kingdom, Mexico, and Canada all had small encounter rate increases 

in the first quarter of 2015, followed by decreases to around the same level 

as 2Q14. In general, however, encounter rates remained largely stable 

through the first half of 2015 in all of these locations, without any unusually 

large increases or decreases. 

¶ The browser modifiers Win32/KipodToolsCby and Win32/CouponRuc and 

the adware family Win32/SaverExtension, the three most commonly 

encountered families worldwide in 1H15, were also the three most 

commonly encountered families in the United States, France, Turkey, the 

United Kingdom, Mexico, and Canada, and were all in the top six families 

encountered in Russia and India. See òThreat familiesó beginning on page 74 

for more information about these and other malware and unwanted 

software families. 

¶ Encounters in the United States in 1H15 were dominated by unwanted 

software, which accounted for nine of the ten most commonly encountered 

families. Of these, six were browser modifiers, including CouponRuc and 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension


 

62 MALWARE AND UNWANTED SOFTWARE 

 

KipodToolsCby, the first and third most commonly detected threat families 

in the US, respectively. 

The browser modifiers KipodToolsCby, CouponRuc, and Win32/IeEnablerCby 

were the most commonly detected families in Brazil in 1H15. Families that ranked 

unusually high in Brazil included Win32/Banload (ranked fourth in Brazil, 54th 

worldwide), which is usually used to steal login credentials for Brazilian banks, 

and the worm family JS/Proslikefan (14th in Brazil, 101st worldwide). (See 

òWin32/Banload and Banking Malwareó on page 21 of the full 

report for more information about Banload in Brazil.) 

¶ Encounters in Russia were led by Win32/Peals, a family 

of trojans, and the downloader family Win32/Ogimant, which 

has a Russian-language interface and masquerades as a 

downloader for peer-to-peer and torrent services. Detections of 

Ogimant in Russia decreased from 3.6 percent in 1Q15 to 0.75 

percent in 2Q15, but it remained the second most commonly 

detected family in Russia in 1H15, overall, behind Peals. Other 

families that were unusually common in Russia in 1H15 included 

the trojan family Win32/Radonskra (ranked ninth in Russia, 84th 

worldwide) and the generic trojan detection Win32/Peaac (10th 

in Russia, 48th worldwide). 

¶ The mix of threats encountered in India and Turkey were largely similar to 

the worldwide mix, but each location also reported significant encounters 

with a threat that appeared to be strongly targeted at a specific region. The 

worm family MSIL/Mofin (ranked 12th in India, 115th worldwide) was 

unusually common in India, where more than 85 percent of all Mofin 

encounters occurred in 1H15. And the trojan family Win32/BeeVry (11th in 

Turkey, 134th worldwide) was unusually common in Turkey, where more 

than 98 percent of all BeeVry encounters occurred in 1H15. 

¶ As is typically the case, the threat landscape in China in 1H15 was dominated 

by malware families that are much less common worldwide. Of the threats 

most commonly encountered in China, only the generic detections 

Win32/Obfuscator, INF/Autorun, and Win32/Dynamer and the trojan family 

Win32/Ramnit were also commonly encountered worldwide. All of the most 

commonly encountered families in China in 1H15 were malware families. The 

most commonly detected unwanted software family in China 

(KipodToolsCby) ranked 48th there overall. Families that were unusually 

As is typically the 

case, the threat 

landscape in China 

was dominated by 

malware families 

that are much less 

common 

worldwide. 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/IeEnablerCby
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Banload
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Proslikefan
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ogimant
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Radonskra
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peaac
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=MSIL/Mofin
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/BeeVry
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Obfuscator
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=INF/Autorun
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Dynamer
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ramnit
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prevalent in China included the virus DOS/JackTheRipper (ranked second in 

China, 119th worldwide), the downloader HTML/Adodb (fifth in China, 108th 

worldwide), and the worm ALisp/Kenilfe (seventh in China, 125th worldwide). 

¶ The downloader family W97M/Adnel was unusually prevalent in the United 

Kingdom (ranked 12th in the UK, 98th worldwide). 

¶ The rogue security software family JS/FakeCall was unusually prevalent in 

Canada (ranked 11th in Canada, 96th worldwide). 

For a different perspective on threat patterns worldwide, Figure 23 shows the 

infection and encounter rates in locations around the world in 2Q15. 

Figure 23. Encounter rates (top) and infection rates (bottom) by country/region in 2Q15 

 

 
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=DOS/JackTheRipper
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=HTML/Adodb
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=ALisp/Kenilfe
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=W97M/Adnel
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/FakeCall
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The next several figures illustrate trends for specific locations around the world 

with particularly high or low incidences of threat detection. Figure 24 and Figure 

25 show trends for the locations with the highest rates of detection as 

determined by encounter rate and CCM, respectively. 

Figure 24. Trends for the five locations with the highest encounter rates in 1H15 (100,000 reporting computers minimum) 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

Figure 25. Trends for the five locations with the highest infection rates in 1H15, by CCM (100,000 MSRT computers minimum) 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 
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¶ The locations with the highest encounter rates were Pakistan, Indonesia, 

Algeria, Bangladesh, and Nepal. 

¶ Pakistan, Indonesia, and Algeria also had the highest encounter rates in 

2H14. 

¶ As in 2H14, exploit kits were relatively rare in the locations with the 

highest encounter rates. JS/Axpergle, the most commonly encountered 

exploit kit worldwide in 1H15, ranked no higher than 34th in any of the 

locations with the highest encounter rates. 

¶ Unwanted software was highly prevalent in these 

locations, as it was worldwide in 1H15. The browser 

modifiers Win32/KipodToolsCby and 

Win32/CouponRuc and the adware family 

Win32/SaverExtension, the three most commonly 

encountered families worldwide in 1H15, were all 

among the top nine families encountered in all of the 

locations with the highest encounter rates. 

¶ Families that were unusually prevalent in Pakistan 

included Win32/Nuqel (ranked 11th in Pakistan, 34th worldwide), a 

worm, and the virus family Win32/Chir (13th in Pakistan, 69th 

worldwide). In both cases, the encounter rate for the family in Pakistan 

was more than twice as high as in any other country or region. 

¶ Families that were unusually prevalent in Indonesia included the exploit 

Win32/CplLnk (ranked fifth in Indonesia, 20th worldwide) and the virus 

family Win32/Slugin (ranked 13th in Indonesia, 92nd worldwide). 

¶ Win32/Macoute, a worm, was unusually prevalent in Algeria (ranked 

17th in Algeria, 148th worldwide). Most Macoute encounters worldwide 

took place in Algeria and several other locations in Africa, including 

Senegal, Ghana, and Tunisia. 

¶ The worm family Win32/Vercuser was unusually prevalent in Bangladesh 

(ranked 14th in Bangladesh, 102nd worldwide) and a number of nearby 

locations, including Nepal, Pakistan, and India. 

¶ The locations with the highest infection rates were Iraq, Libya, the Palestinian 

territories, Morocco, and Pakistan. 
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https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Nuqel
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Chir
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Copali
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Slugin
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Macoute
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Vercuser
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¶ The worm family VBS/Jenxcus was the most common malware family 

infecting computers in 1H15 in all of these locations except Morocco, 

where it was second. Infection rates for Jenxcus were particularly high 

across the Middle East, and low in North America and Europe. 

¶ Infections involving the backdoor family MSIL/Bladabindi, which ranked 

26th among infecting families worldwide, were particularly common in 

Iraq (where it ranked fourth), Libya (third), the Palestinian territories 

(11th), and Morocco (seventh). Like Jenxcus, Bladabindi had its greatest 

impact in the Middle East. 

¶ In Morocco, the most common infecting malware family was the worm 

family Win32/Yeltminky, which had its highest infection rate there (a 

CCM of 23.8 in Morocco in 2Q15, compared to 3.3 in Algeria, the next 

highest location). Yeltminky is a family of worms that spreads by making 

copies of itself on all available drives and creating an autorun.inf file to 

execute the copies. 

 Figure 26. Trends for locations with low encounter rates in 1H15 (100,000 reporting computers minimum) 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 
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Figure 27. Trends for locations with low infection rates in 1H15, by CCM (100,000 reporting computers minimum) 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ The Nordic countries, including Denmark, Finland, Iceland, Norway, and 

Sweden, have perennially been among the healthiest locations in the world 

with regard to malware exposure, as has Japan. In 1H15, the infection and 

encounter rates for these locations were typically about half of the 

worldwide averages. (See the blog entry series òLessons from Least Infected 

Countriesó at blogs.technet.com/b/security/p/series-

lessons-from-least-infected-countries.aspx for more 

information about locations that typically have low 

infection and encounter rates.) 

¶ All of these locations, even geographically- and 

culturally-distant Japan, had similar encounter and 

infection statistics in 1H15. Unwanted software dominated 

encounters in each location, led by browser modifiers 

Win32/KipodToolsCby, Win32/CouponRuc, and 

Win32/AlterbookSP; adware family Win32/SaverExtension; and software 

bundler Win32/InstalleRex. 

¶ Infection rates trended up significantly in all five locations in 2Q15 because 

of removals of Win32/CompromisedCert, an advertising program pre-

installed on some Lenovo laptops that installed a compromised trusted root 
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http://blogs.technet.com/b/security/p/series-lessons-from-least-infected-countries.aspx
http://blogs.technet.com/b/security/p/series-lessons-from-least-infected-countries.aspx
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
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https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
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https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CompromisedCert
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/IeEnablerCby
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consent dialogs to install software without the userõs explicit permission. See 

page 78 for more information about IeEnablerCby. 

¶ Threats that are particularly uncommon in these locations include 

Win32/Frethog, a game password stealer that is most prevalent in Asia; 

Win32/Yeltminky, a worm that is most prevalent in the Middle East; 

Win32/Gamarue, a worm that is prevalent in southeast Asia and the Middle 

East; and Win32/Ramnit, a virus that is prevalent in southern and southeast 

Asia. 

Microsoft and partners disrupt the Simda.AT botnet  

On April 12, 2015, Interpol and the Dutch National High Tech Crime Unit 

(DNHTCU) announced the disruption of Backdoor:Win32/Simda.AT, a significant 

malware threat affecting more than 770,000 devices in more than 190 countries 

and regions. 

Win32/Simda is a family of threats that can provide an attacker with backdoor 

access to and control of an infected device. They can then steal passwords and 

gather information about the device to send to the attacker. The Simda.AT 

variant first appeared in 2012, and is often downloaded to a vulnerable device 

by a drive-by download. Aside from the information-stealing behavior common 

to Simda variants, Simda.AT redirects search traffic from popular websites such 

as Bing, Google, and Facebook to its own domain, and can download other 

malware from a remote host. Simda was the 55th most commonly encountered 

malware family worldwide in 1H15, with the overwhelming majority of 

encounters involving the Simda.AT variant. 

Figure 28. Average number of Simda-infected devices connecting to the sinkhole each month, AprilðJuly, 2015 

 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Frethog
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Yeltminky
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Gamarue
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ramnit
http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Backdoor:Win32/Simda.AT
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Simda
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Interpol coordinated the operation and the DNHTCU, with the support of the 

Federal Bureau of Investigation (FBI), successfully took down Simda.ATõs active 

command and control infrastructure across four countries including the 

Netherlands, Luxembourg, Russia, and the United States. The Microsoft Malware 

Protection Center (MMPC) and the Microsoft Digital Crimes Unit (DCU) led the 

analysis of the malware threat in partnership with CDI Japan, Kaspersky Lab, and 

Trend Micro. 

The MMPC activated the Coordinated Malware Eradication (CME) platform to 

provide in-depth research, telemetry, samples, and cleaning solutions to law 

enforcement and Microsoft partners. This information helped law enforcement 

take action against Simda.AT and its infrastructure, while providing remediation 

and recovery options for infected devices around the world. 

For more information about the takedown and technical information about the 

Simda.AT backdoor, see the entry òMicrosoft partners with Interpol, industry to 

disrupt global malware attack affecting more than 770,000 PCs in past six 

monthsó (April 12, 2015) on the MMPC blog at blogs.technet.com/mmpc. 

Threat categories  

The MMPC classifies individual threats into types based on a number of factors, 

including how the threat spreads and what it is designed to do. To simplify the 

presentation of this information and make it easier to understand, the Microsoft 

Security Intelligence Report groups these types into categories based on 

similarities in function and purpose. 

http://blogs.technet.com/b/mmpc/archive/2014/01/27/industry-needs-to-work-together-to-eradicate-malware.aspx
http://blogs.technet.com/b/mmpc/archive/2015/04/12/microsoft-partners-with-interpol-industry-to-disrupt-global-malware-attack-affecting-more-than-770-000-pcs-in-past-six-months-39-simda-at-39-designed-to-divert-internet-traffic-to-disseminate-other-types-of-malware.aspx
http://blogs.technet.com/b/mmpc/archive/2015/04/12/microsoft-partners-with-interpol-industry-to-disrupt-global-malware-attack-affecting-more-than-770-000-pcs-in-past-six-months-39-simda-at-39-designed-to-divert-internet-traffic-to-disseminate-other-types-of-malware.aspx
http://blogs.technet.com/b/mmpc/archive/2015/04/12/microsoft-partners-with-interpol-industry-to-disrupt-global-malware-attack-affecting-more-than-770-000-pcs-in-past-six-months-39-simda-at-39-designed-to-divert-internet-traffic-to-disseminate-other-types-of-malware.aspx
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Figure 29. Encounter rates for significant malware categories, 3Q14ð2Q15 

 
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ The number of encounters for most categories of malware remained stable 

or decreased throughout the first half of 2015, with the exception of Trojans, 

which increased to 4.5 percent in 2Q15 after dipping slightly in the first 

quarter. Encounters with the three most commonly detected trojan families, 

Win32/Peals, Win32/Kilim, and Win32/Skeeyah, all increased significantly in 

2Q15, contributing to the overall increase, which was partly ameliorated by 

the disruption of the Win32/Ramnit family. See òThreat familiesó beginning 

on page 74 for more information about these and other malware and 

unwanted software families.  
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Figure 30. Encounter rates for unwanted software categories, 3Q14ð2Q15 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Encounters involving browser modifiers more than doubled between 1Q15 

and 2Q15 because of changes to Microsoft detection criteria for unwanted 

software. In January, Microsoft security products began 

detecting as unwanted software browser add-ons that 

limit user control over their browser in a number of ways, 

including disabling certain browser controls, limiting the 

userõs ability to choose their default search provider, and 

bypassing consent dialogs for newly installed add-ons. 

See òThreat familiesó beginning on page 74 for more 

information about this change. 

¶ Encounters involving adware increased from 2.5 percent 

in 4Q14 to 3.7 percent in 1Q15, then fell to 1.6 percent. Much of the increase 

and subsequent decrease was related to Win32/SaverExtension, a browser 

add-on that shows ads in the browser without revealing their source, and 

prevents itself from being removed normally. 
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Figure 31. SaverExtension prevents itself from being removed 

 

¶ Detections of software bundlers increased slightly in 1Q15 because of 

Win32/InstalleRex, a software bundler that installs other unwanted software 

families. 

Threat categories by location 

Significant differences exist in the types of threats that affect users in different 

parts of the world. The spread of malware can be highly dependent on 

language and socioeconomic factors as well as on the methods used for 

distribution. Some threats are spread using techniques that target people who 

speak a particular language or who use online services that are local to a specific 

geographic region. Other threats target vulnerabilities or operating system 

configurations and applications that are unequally distributed around the world. 

Figure 32 shows the relative prevalence of different categories of malware in 

several locations around the world in 2Q15. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
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Figure 32. Threat category prevalence worldwide and in the 10 locations with the most computers reporting encounters in 2Q15 
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Browser Modifiers 5.6% 9.1% 11.6% 7.0% 22.3% 14.2% 16.5% 0.6% 10.8% 13.9% 11.2% 

Trojans 4.5% 4.2% 12.6% 20.6% 17.9% 5.7% 25.9% 10.2% 4.4% 9.0% 5.1% 

Worms 2.9% 0.6% 8.8% 4.5% 31.2% 1.9% 17.2% 5.6% 0.8% 20.8% 0.6% 

Adware 1.6% 4.5% 7.0% 5.1% 8.2% 7.7% 9.6% 0.2% 4.7% 6.3% 5.3% 

Obfuscators & Injectors 1.5% 1.0% 5.3% 7.3% 8.5% 1.9% 7.7% 4.9% 1.7% 3.1% 1.6% 

Software Bundlers 1.5% 1.7% 1.5% 0.5% 5.2% 2.2% 3.5% 0.2% 2.3% 2.9% 2.5% 

Exploits 1.5% 3.4% 2.4% 1.3% 4.7% 2.5% 4.5% 1.7% 4.4% 2.9% 5.6% 

Downloaders & 

Droppers 
1.2% 2.3% 6.4% 6.6% 4.2% 2.7% 3.6% 3.2% 3.1% 2.0% 3.3% 

Viruses 1.0% 0.4% 2.2% 1.5% 8.2% 0.4% 6.6% 7.4% 0.3% 1.2% 0.4% 

Backdoors 0.6% 0.7% 1.4% 2.0% 3.5% 0.9% 3.2% 1.8% 0.9% 1.5% 0.7% 

Other Malware 0.4% 0.9% 0.3% 0.3% 1.7% 0.5% 1.4% 1.3% 0.6% 0.6% 1.5% 

Password Stealers & 

Monitoring Tools 
0.2% 0.4% 1.0% 0.8% 0.8% 0.3% 1.0% 0.5% 0.4% 0.5% 0.6% 

Ransomware 0.2% 0.6% 0.5% 0.6% 0.1% 0.7% 0.6% 0.0% 0.4% 0.8% 0.7% 

Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Within each row of Figure 32, a darker color indicates that the category is 

more prevalent in the specified location than in the others and a lighter 

color indicates that the category is less prevalent. As in Figure 22 on page 

61, the locations in the table are ordered by number of computers reporting 

detections in 1H15. 

¶ India experienced higher encounter rates for Backdoors, Browser Modifiers, 

Obfuscators & Injectors, Other Malware, Software Bundlers, Viruses, and 

Worms than the other locations in Figure 32. 

¶ Turkey had the highest encounter rate for Trojans, led by Win32/Peals and 

Win32/Kilim, and Adware, led by Win32/SaverExtension. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
http://blogs.technet.com/b/mmpc/archive/2011/10/25/get-gamed-and-rue-the-day.aspx?query=Win32/Kilim
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
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¶ Canada had the highest encounter rate for Exploits, led by JS/Axpergle, a 

detection for the Sweet Orange exploit kit. See òExploit kitsó on page 44 for 

more information. Axpergle encounters also contributed to relatively high 

encounter rates for Exploits in the United States and United Kingdom. 

¶ Russia had the highest encounter rate for Downloaders & Droppers, led by 

Win32/Ogimant. Brazil also had a high Downloaders & 

Droppers encounter rate, led by Win32/Banload. (See 

òWin32/Banload and Banking Malwareó on page 21 of the full 

report for more information about Banload in Brazil.) 

¶ Though relatively quite rare overall, ransomware was 

unusually prevalent in North America and Europe, led by 

Win32/Crowti, JS/Krypterade, and Win32/Reveton. 

¶ Mexico had a relatively high encounter rate for Worms, 

led by Win32/Bondat and VBS/Jenxcus. Computers in Mexico 

accounted for nearly a third of Bondat encounters worldwide in 

1H15. 

¶ Computers in France had a relatively high encounter 

rate for Adware, led by Win32/SaverExtension and 

Win32/EoRezo. 

¶ China had a relatively high encounter rate for Viruses, 

led by DOS/JackTheRipper. 

 See òAppendix C: Worldwide encounter and infection ratesó on page 126 for 

more information about malware around the world. Also, see òLinking 

Cybersecurity Policy and Performanceó at aka.ms/securityatlas for an in-depth 

examination of the socioeconomic factors that correlate with high infection rates 

in different parts of the world. 

Threat families  

Figure 33 and Figure 34 show trends for the top malware families that were 

detected on computers by Microsoft real-time antimalware products worldwide 

in 1H15. 
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http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
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http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/EoRezo
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=DOS/JackTheRipper
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Figure 33. Quarterly trends for the top 10 malware families encountered by Microsoft real-time antimalware products in 1H15, 

shaded according to relative encounter rate 

Rank Family Most significant category 3Q14 4Q14 1Q15 2Q15 

1 Win32/Obfuscator Obfuscators & Injectors 1.12% 1.08% 1.04% 1.08% 

2 VBS/Jenxcus Worms 1.46% 1.23% 0.92% 0.76% 

3 Win32/Gamarue Worms 0.93% 1.00% 0.83% 0.75% 

4 JS/Axpergle Exploits 0.87% 0.86% 0.85% 0.64% 

5 INF/Autorun Obfuscators & Injectors 1.01% 1.07% 0.89% 0.57% 

6 Win32/Peals Trojans ñ 0.09% 0.46% 0.70% 

7 Win32/Kilim Trojans 0.24% 0.06% 0.35% 0.71% 

8 Win32/Skeeyah Trojans ñ ñ 0.10% 0.70% 

9 Win32/Ramnit Viruses 0.47% 0.46% 0.43% 0.33% 

10 Win32/Sality Viruses 0.48% 0.47% 0.42% 0.35% 

Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

Figure 34. Encounter rate trends for a number of notable malware families in 1H15 

  

¶ Win32/Obfuscator, the most commonly encountered threat in 1H15, is a 

generic detection for programs that have been modified by malware 

obfuscation tools. These tools typically use a combination of methods, 

including encryption, compression, and anti-debugging or anti-emulation 

techniques, to alter malware programs in an effort to hinder analysis or 

detection by security products. The output is usually another program that 
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keeps the same functionality as the original program but with different code, 

data, and geometry. 

¶ Encounters involving VBS/Jenxcus declined steadily over the past four 

quarters, but it remained the second-most commonly encountered family in 

1H15. Jenxcus is a worm coded in VBScript that opens a backdoor on an 

infected computer, enabling an attacker to control it remotely. In addition to 

spreading via removable drives, Jenxcus was often transmitted 

via a fake Adobe Flash Player update from spoofed YouTube 

webpages. Encounters involving Jenxcus decreased significantly 

after the Microsoft Digital Crimes Unit launched a takedown 

operation in June of 2014 that successfully disrupted the Jenxcus 

botnet. The original owners of the botnet subsequently left the 

project, but the Jenxcus code is now being used by other 

criminal organizations.  

See òThe Microsoft DCU and the legal side of fighting malwareó 

on pages 29ð32 of Microsoft Security Intelligence Report, Volume 

17 (JanuaryðJune 2014), available from the Microsoft Download 

Center, for more information about the Microsoft takedown of 

the Jenxcus botnet. For additional technical information about 

Jenxcus, see the following entries in the MMPC blog 

(blogs.technet.com/mmpc): 

¶ MSRT February 2014 ð Jenxcus (February 11, 2014) 

¶ Microsoft Digital Crimes Unit disrupts Jenxcus and Bladabindi malware 

families (June 30, 2014) 

¶ Win32/Gamarue, the third most commonly encountered threat in 1H15, was 

especially prevalent in southeast Asia and the Middle East. Gamarue is 

commonly distributed via exploit kits and social engineering. Variants have 

been observed stealing information from the local computer and 

communicating with command-and-control (C&C) servers managed by 

attackers. For more information about Gamarue, see the following entries in 

the MMPC blog at blogs.technet.com/mmpc: 

¶ Get gamed and rue the dayé (October 25, 2011) 

¶ The strange case of Gamarue propagation (February 27, 2013) 

¶ Win32/Kilim is a family of trojans that makes money for the attacker by 

generating fake likes and shares on Facebook. Prior to 2015, Kilim 

Win32/Gamarue, 

the third most 

commonly en-

countered threat in 

1H15, was espe-

cially prevalent in 

southeast Asia and 

the Middle East. 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=VBS/Jenxcus
http://www.microsoft.com/download/details.aspx?id=44937
http://www.microsoft.com/download/details.aspx?id=44937
http://blogs.technet.com/b/mmpc/archive/2014/02/11/msrt-february-2014-jenxcus.aspx
http://blogs.technet.com/b/mmpc/archive/2014/06/30/microsoft-digital-crimes-unit-disrupts-jenxcus-and-bladabindi-malware-families.aspx
http://blogs.technet.com/b/mmpc/archive/2014/06/30/microsoft-digital-crimes-unit-disrupts-jenxcus-and-bladabindi-malware-families.aspx
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Gamarue
http://www.bing.com/
http://blogs.technet.com/b/mmpc/archive/2013/02/27/the-strange-case-of-gamarue-propagation.aspx
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Kilim
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encounters were heavily concentrated in Turkey, and were rare elsewhere. 

Since then, encounters have increased tenfold from 4Q14 levels, with most 

of the increase occurring outside Turkey.     

¶ Encounters involving two newly designated generic detections, Win32/Peals 

and Win32/Skeeyah, increased rapidly to account for a significant share of 

encounters worldwide by 2Q15. 

¶ JS/Axpergle, a detection for the Angler exploit kit, is the only exploit-related 

family in the top ten in 1H15. See òExploit familiesó on page 42 for more 

information about Axpergle and other exploit kits. 

¶ The encounter rate for Win32/Ramnit decreased from 0.52 percent in 1Q15 

to 0.40 percent in 2Q15 following its disruption in February by the European 

Cybercrime Center (EC3) with the assistance of the MMPC. For more 

information, see the entry òMicrosoft Malware Protection Center assists in 

disrupting Ramnitó (February 25, 2015) on the MMPC blog at 

blogs.technet.com/mmpc. 

¶ Families that dropped out of the list of the most commonly encountered 

malware families between 2H14 and 1H15 include the downloader families 

Win32/Tugspay and Win32/Ogimant and the exploit kit family 

Win32/Anogre. 

Figure 35 and Figure 36 show trends for the top unwanted software families that 

were detected on computers by Microsoft real-time antimalware products 

worldwide in 1H15. 

Figure 35. Quarterly trends for the top five unwanted software families encountered by Microsoft real-time 

antimalware products in 1H15, shaded according to relative encounter rate 

 Family Most Significant Category 3Q14 4Q14 1Q15 2Q15 

1 Win32/KipodToolsCby Browser Modifiers ñ ñ 3.22% 2.03% 

2 Win32/CouponRuc Browser Modifiers ñ 1.80% 2.39% 2.50% 

3 Win32/SaverExtension Adware ñ ñ 2.83% 0.83% 

4 Win32/IeEnablerCby Browser Modifiers ñ ñ 1.67% 0.11% 

5 Win32/InstalleRex Software Bundlers ñ ñ 0.00% 1.34% 
 

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Skeeyah
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ramnit
http://blogs.technet.com/b/mmpc/archive/2015/02/25/microsoft-malware-protection-center-assists-in-disrupting-ramnit.aspx
http://blogs.technet.com/b/mmpc/archive/2015/02/25/microsoft-malware-protection-center-assists-in-disrupting-ramnit.aspx
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Tugspay
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ogimant
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Anogre
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/IeEnablerCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
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Figure 36. Encounter rate trends for the top unwanted software families in 1H15  

 

¶ All of the five most commonly encountered unwanted software families in 

1H15 were first detected in 4Q14 or 1Q15. 

¶ Win32/KipodToolsCby and Win32/IeEnablerCby are browser modifiers that 

bypass user consent dialogs to install software without the userõs explicit 

permission. Microsoft security products started detecting these browser 

modifiers in January after Microsoft changed its unwanted software 

detection criteria to include attempts to bypass user consent for actions 

such as installing new browser add-ons. KipodToolsCby and IeEnablerCby 

were both encountered at high levels in 1Q15 as Microsoft security products 

detected and removed large numbers of installations from previous periods. 

Encounters subsequently decreased significantly in 2Q15, following the 

removal of these older installations. 

Figure 37. An add-on consent dialog bar from Internet Explorer 11. Add-ons that disable consent dialogs are now detected as 

unwanted software. 

 

For more information about this change and its ramifications, see the 

following entries on the MMPC blog at blogs.technet.com/mmpc: 

¶ Staying in control of your browser: New detection changes (October 17, 

2014) 

0.0%

0.5%

1.0%

1.5%

2.0%

2.5%

3.0%

3.5%

3Q14 4Q14 1Q15 2Q15

E
n

c
o

u
n

te
r 

ra
te

 (
p
e

rc
e

n
t 

o
f 

a
ll 

re
p
o

rt
in

g
 c

o
m

p
u

te
rs

)

Win32/CouponRuc

Win32/KipodToolsCby

Win32/InstalleRex

Win32/SaverExtension

Win32/IeEnablerCby

https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/IeEnablerCby
http://blogs.technet.com/b/mmpc/archive/2014/10/17/staying-in-control-of-your-browser-new-detection-changes.aspx
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¶ A timeline of consent and control (December 11, 2014) 

¶ Win32/CouponRuc is an adware program that installs a 

browser extension without user consent. It can prevent 

the user from removing it or other add-ons normally, or 

changing other browser settings. 

¶ Win32/SaverExtension is an adware program that 

displays advertisements on webpages without identifying 

itself as the source, which is a violation of Microsoftõs 

objective criteria for classifying unwanted software.12 It 

can also install additional browser extensions that the 

user cannot remove normally.  

¶ Win32/InstalleRex is a software bundler that installs 

unwanted software, including CouponRuc and 

SaverExtension. It can be installed by third-party software 

bundlers. When it installs itself, it alters its own òInstalled Onó date in 

Programs and Features to be a year older than the actual date of 

installation, so that a user who tries to remove it by looking at recently 

installed programs might have difficulty identifying it. 

Threat families by platform 

Malware does not affect all platforms equally. Some threats are spread by 

exploits that are ineffective against one or more operating system versions. 

Some threats are more common in parts of the world where specific platforms 

are more or less popular than elsewhere. In other cases, differences between 

platforms might be caused by simple random variation. 

As Figure 38 demonstrates, the threats encountered by client and server 

platforms tend to be quite different. 

                                                           

 
12 Microsoft has published the criteria that the company uses to classify programs as unwanted software at 

www.microsoft.com/security/portal/mmpc/shared/objectivecriteria.aspx. For programs that have been 

classified as unwanted software, Microsoft provides a dispute resolution process to allow for reporting of 

potential false positives and to provide software vendors with the opportunity to request investigation of a 

rating with which they do not agree. 

KipodToolsCby 

and IeEnablerCby 

are browser modi-

fiers that bypass 

user consent 

dialogs to install 

software without 

the userõs explicit 

permission. 

http://blogs.technet.com/b/mmpc/archive/2014/12/11/a-timeline-of-consent-and-control.aspx
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
https://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
http://www.microsoft.com/security/portal/mmpc/shared/objectivecriteria.aspx
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Figure 38. The malware and unwanted software families most commonly encountered on supported Windows client and server 

platforms in 2Q15 

 Client family 
Most significant 

category 
2Q15 Server family 

Most significant 

category 
2Q15 

1 Win32/CouponRuc Browser Modifiers 2.56% Win32/Peals Trojans 0.40% 

2 Win32/KipodToolsCby Browser Modifiers 2.03% Win32/KipodToolsCby Browser Modifiers 0.38% 

3 Win32/InstalleRex Software Bundlers 1.41% Win32/Crowti Ransomware 0.33% 

4 Win32/Obfuscator Obfuscators & Injectors 1.11% Win32/Conficker Worms 0.32% 

5 Win32/AlterbookSP Browser Modifiers 0.85% Win32/AlterbookSP Browser Modifiers 0.28% 

6 Win32/SaverExtension Adware 0.85% Win32/Sality Viruses 0.28% 

7 Win32/Kilim Trojans 0.71% Win32/Skeeyah Trojans 0.27% 

8 VBS/Jenxcus Worms 0.71% Win32/Obfuscator Obfuscators & Injectors 0.24% 

9 Win32/Gamarue Worms 0.71% INF/Autorun Obfuscators & Injectors 0.23% 

10 Win32/Skeeyah Trojans 0.70% JS/Axpergle Exploits 0.22% 

Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Unwanted software was encountered significantly more often on client 

platforms than on server platforms. Five of the top ten families encountered 

by client versions of Windows in 1Q15ñWin32/CouponRuc, 

Win32/KipodToolsCby, Win32/InstalleRex, Win32/AlterbookSP, and 

Win32/SaverExtensionñwere unwanted software families, compared to just 

two (KipodToolsCby and AlterbookSP) of the top ten families 

encountered on servers. The discrepancy reflects the very 

different ways servers are used to access the Internet, enforced 

by features such as Enhanced Security Configuration in Internet 

Explorer. 

¶ PHP/SimpleShell was only the 515th most prevalent 

family overall in 2Q15, but ranked 13th on server platforms. 

When installed on a compromised web server, it creates a 

webpage that an attacker can use to run shell commands on the 

server. A number of popular content management systems (CMSes) are 

written in the PHP scripting language, including WordPress, Drupal, and 

MediaWiki, and attackers often use PHP-based malware to compromise 

vulnerable servers for purposes such as sending spam and hosting exploit 

kit landing pages. 

Figure 39 and Figure 40 demonstrate how detections of the most prevalent 

malware and unwanted software families in 2Q15 ranked differently on different 

operating system/service pack combinations. 

Attackers often use 

PHP-based 

malware to 

compromise 

vulnerable servers. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Crowti
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Obfuscator
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Conficker
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/AlterbookSP
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/AlterbookSP
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Sality
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Kilim
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Skeeyah
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=VBS/Jenxcus
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Obfuscator
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Gamarue
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=INF/Autorun
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Skeeyah
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/AlterbookSP
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=PHP/SimpleShell
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Figure 39. The malware families most commonly encountered by Microsoft real-time antimalware solutions in 2Q15, and how they 

ranked in prevalence on different platforms 

Rank 

2Q15 
Family Most significant category 

Rank 

(Windows 

Vista SP2) 

Rank 

Windows 7 

SP1) 

Rank 

(Windows 8 

RTM) 

Rank 

(Windows 

8.1 RTM) 

1 Win32/Obfuscator Obfuscators & Injectors 2 2 3 1 

2 VBS/Jenxcus Worms 11 5 1 4 

3 Win32/Gamarue Worms 9 6 2 3 

4 Win32/Kilim Trojans 3 3 7 5 

5 Win32/Skeeyah Trojans 4 7 5 2 

6 Win32/Peals Trojans 1 4 6 7 

7 JS/Axpergle Exploits 82 1 340 130 

8 INF/Autorun Obfuscators & Injectors 8 8 4 6 

9 Win32/Sality Viruses 48 9 10 8 

10 Win32/Ramnit Trojans 45 13 9 9 

Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Encounters involving JS/Axpergle, a detection for the Angler exploit kit and 

the only exploit-related family in the top ten in 1H15, were almost entirely 

confined to computers running Windows 7; although Axpergle ranked first 

on that platform, it ranked 82nd on Windows Vista and ranked outside the 

top 100 on Windows 8 and Windows 8.1. The malicious webpages that 

exploit kits use to spread malware often include scripts that detect certain 

aspects of the computerõs computing environment and only present their 

exploits to computers that meet criteria specified by the attacker. The Angler 

exploit kit clearly affects Windows 7 far more than other platforms, which 

may partially be caused by the integration of Adobe Flash Player into 

Internet Explorer in Windows 8 and 8.1. The Angler exploit kit relies heavily 

on exploiting vulnerabilities in old, out-of-date versions of Flash Player, 

which must be installed as an add-on and updated separately from Internet 

Explorer in versions of Windows prior to Windows 8. Because Flash Player is 

integrated into Internet Explorer in Windows 8 and Windows 8.1, it receives 

security updates through Windows Update and Microsoft Update along with 

other operating system components, which makes it easier for users to stay 

current on security updates for the component. 

¶ Apart from Axpergle, the list of the most commonly encountered malware 

families was largely consistent from platform to platform. Win32/Peals, 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Obfuscator
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=VBS/Jenxcus
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Gamarue
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Kilim
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Skeeyah
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=INF/Autorun
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Sality
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Ramnit
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
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Win32/Skeeyah, and Win32/Obfuscator were all among the five most 

commonly encountered malware platform on each supported client 

platform. 

Figure 40. The unwanted software families most commonly encountered by Microsoft real-time antimalware solutions in 2Q15, and 

how they ranked in prevalence on different platforms 

Rank 

2Q15 
Family 

Most significant 

category 

Rank 

(Windows 

Vista SP2) 

Rank 

Windows 7 

SP1) 

Rank 

(Windows 8 

RTM) 

Rank 

(Windows 

8.1 RTM) 

1 Win32/CouponRuc Browser Modifiers 2 1 1 1 

2 Win32/KipodToolsCby Browser Modifiers 1 2 2 3 

3 Win32/InstalleRex Software Bundlers 6 4 3 2 

4 Win32/SaverExtension Adware 4 5 4 4 

5 Win32/AlterbookSP Browser Modifiers 3 3 5 5 
 

¶ Unlike malware, unwanted software delivery mechanisms typically make little 

effort to distinguish between different platforms, and as a result the list of 

the most commonly encountered unwanted software families is almost 

identical on each supported platform. 

Home and enterprise threats  

The usage patterns of home users and enterprise users tend to be very different. 

Enterprise users typically use computers to perform business functions while 

connected to a network, and may have limitations placed on their Internet and 

email usage. Home users are more likely to connect to the Internet directly or 

through a home router and to use their computers for entertainment purposes, 

such as playing games, watching videos, shopping, and communicating with 

friends. These different usage patterns mean that home users tend to be 

exposed to a different mix of computer threats than enterprise users. 

The infection telemetry data produced by Microsoft antimalware products and 

tools includes information about whether the infected computer belongs to an 

Active Directory Domain Services (AD DS) domain. Such domains are used 

almost exclusively in enterprise environments, and computers that do not 

belong to a domain are more likely to be used at home or in other non-

enterprise contexts. Comparing the threats encountered by domain-joined 

computers and non-domain computers can provide insights into the different 

ways attackers target enterprise and home users and which threats are more 

likely to succeed in each environment. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Skeeyah
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Obfuscator
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/InstalleRex
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/AlterbookSP
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Figure 41. Malware encounter rates for domain-based and non-domain computers, 3Q14ð2Q15 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

Figure 42. Malware and unwanted software encounter rates for domain-based and non-domain computers, 1H15, by category 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 

¶ Enterprise environments typically implement defense-in-depth measures, 

such as enterprise firewalls, that prevent a certain amount of malware from 

reaching usersõ computers. Consequently, enterprise computers tend to 
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encounter malware at a lower rate than consumer computers. As Figure 41 

shows, the encounter rate for consumer computers was about 2.5 times as 

high as the rate for enterprise computers in 1H15. 

¶ In addition to encountering less malware in general, computers in enterprise 

environments tend to encounter different kinds of threats than 

consumer computers, as shown in Figure 42. Non-domain 

computers encountered disproportionate amounts of unwanted 

software compared to domain-based computers, with Adware, 

Browser Modifiers, and Software Bundlers each appearing 

between three and six times as often on non-domain 

computers. Meanwhile, domain-based computers encountered 

Password Stealers & Monitoring Tools malware nearly as often 

as their non-domain counterparts, despite encountering less 

than half as much malware as non-domain computers overall.  

¶ One password stealer in particular, Win32/Dyzap, was encountered by 

domain-based computers more than four times as often as non-domain 

computers (an encounter rate of 0.12 percent on domain-based 

computers, compared to 0.03 percent on non-domain computers.) 

Dyzap steals login credentials for a long list of banking websites using 

man-in-the-browser (MITB) attacks. It is usually installed on the infected 

computer by the downloader family Win32/Upatre, which is typically 

delivered via social engineering techniques that target enterprise 

audiences (for example, spam messages that mimic business faxes or 

overnight package delivery notifications). 

 Figure 43 and Figure 44 list the top 10 malware families detected on domain-

joined and non-domain computers, respectively, in 1H15. 

Enterprise 

computers tend to 

encounter malware 

at a lower rate than 

consumer 

computers. 

http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Dyzap
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Upatre
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Figure 43. Quarterly trends for the top 10 malware and unwanted software families detected on domain-joined computers in 1H15, 

by percentage of computers encountering each family 

Family Most significant category 1Q15 2Q15 

Win32/KipodToolsCby Browser Modifiers 0.92% 0.58% 

JS/Axpergle Exploits 0.46% 0.45% 

Win32/CouponRuc Browser Modifiers 0.42% 0.38% 

Win32/Conficker Worms 0.45% 0.32% 

Win32/AlterbookSP Browser Modifiers ñ 0.70% 

VBS/Jenxcus Worms 0.34% 0.29% 

Win32/Upatre Downloaders & Droppers 0.42% 0.19% 

INF/Autorun Obfuscators & Injectors 0.38% 0.22% 

Win32/Peals Trojans 0.18% 0.41% 

Win32/SaverExtension Adware 0.47% 0.11% 
 

  
Figures do not include Brantall, Rotbrow, and Filcout. See òBrantall, Rotbrow, and Filcoutó on page 60 for more information. 
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http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/KipodToolsCby
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=JS/Axpergle
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/CouponRuc
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Conficker
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/AlterbookSP
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=VBS/Jenxcus
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Upatre
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=INF/Autorun
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/Peals
http://www.microsoft.com/security/portal/threat/encyclopedia/search.aspx?query=Win32/SaverExtension





























































































































