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Upgrading ProcessRobot

Step 1: Upgrading ProcessRobot to the latest Version

Start the upgrading process by double clicking on the “ProcessRobotServerSetup-201x.x.xxxx.exe” file
(make sure that you are running it as an administrator).

Firstly, you will be prompted to uninstall the previous ProcessRobot version.

@ ProcessRobot - Install&ware Wizard

Application Requirements
The following requirements must be processed before starting'setup.

Previous Version Uninstallation (ProcessRobot 2018.1.3.3204)

To continue, dick Mext,

< Back Cancel
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After this is done, the installation wizard will begin by setting up some requirements for ProcessRobot.

@ ProcessRobot - InstallAware Wizard

Installing ProcessRobot Reguirements
The program requirements are being configured.

Please wait while the InstallAware Wizard installs ProcessRobot
reguirements, This may take several minutes.

Status:
Shutting down applications

Click ‘Next’ to proceed with the installation.

@ ProcessRobot - InstallAware Wizard — bt

Welcome to the InstallAware Wizard for
ProcessRobot

The Installaware Wizard will install ProcessRobot on your
computer.,

processTol

WARMING: This program is protected by copyright law and
international treaties.

To continue, dick Mext.
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Accepting the terms of the license agreement is necessary to proceed.

@ ProcessRobot - InstallAware Wizard

License Agreement
Please carefully read the following license agreement.

Softomotive ProcessRobot version 2019.1
(Trial ProcessRobot & ProcessRobot)
SOFTWARE LICENSE AGREEMENT

This is a legal agreement between you (either an individual or a legal entity,
‘CUSTOMER") and Softomotive UK Ltd. ("SOFTOMOTIVE") acting directly or
indirectly through its affiliates, authorized distributors and resellers. This
Software License Agreement (the "AGREEMENT") states the terms and
conditions upon which SOFTOMOTIVE offers to license Trial ProcessRobot
(the "TRIAL EDITION") and ProcessRobot together with all related

dncumentatinn and acrcamnanvina iteme includina bt nnt limited tn the

[[] 1 accept the terms of the license agreement

Choose which components to install:

Q ProcessRobot - InstallAware Wizard — ot

Choose component(s) to install

[] server

[] contral Desk

[ process Studia

= [] Dashboard Viewer
L X 1]

[] pashboard Designer
processrobot Choose SideBot or SoloBot

(@) Mone
() SideBot

i) SoloBot

To continue, dick Mext,
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For example, in this Server installation, also include all Client Tools plus a SideBot:

@ ProcessRobot - InstallAware Wizard — ot

Choose component(s) to install

Server
Control Desk

Process Studio

». Dashboard Viewer
L2 1]

Dashboard Designer
processrohot Choose SideBot or SoloBot

() SoloBat

To continue, dick Mext.

Enter the Connection String for the existing SQL Server database to be used for ProcessRobot.
Optionally select if a second database should be used for Logs. If this option is not selected, Logs will be
stored in the same database as the other ProcessRobot data.

@ ProcessRobot - Install&ware Wizard

ProcessRobot Database connection
Give default connection string for server - database connection

Setup will create a configuration file containing the connection string

Connection string :

[[] Use a separate database for logs
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Enter the Connection String in the format:

Password=<password>; Persist Security Info=True; User ID=<dbUserName>; Initial Catalog=<dbName>;
Data Source=<serverName\SQLEXPRESS>;

Where:

<password> is the database user’s password

<dbUserName> is the database user name

<dbName> is the name of the database to be used for ProcessRobot

<serverName\SQLEXPRESS>: serverName is the name of the Server machine, and SQLEXPRESS is
the correct instance of SQL Server. By default, this should be SQLEXPRESS, but if multiple instances of
SQL Server exist on the machine, the instance may have a different name, eg SQLEXPRESSO01.

@ ProcessRobot - InstallAware Wizard

ProcessRobot Database connection
Give default connection string for server - database connection

Setup will create a configuration file containing the connection string

Connection string :
|::'ass'.-\'|:|ru:|=F‘asswcurd123; Persist Security Info=True; User ID=ProcessRobot; Initial Cat:

[[] Use a separate database for logs
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When selecting to use a separate database for Logs, a second connection must be entered.

@ ProcessRobot - Install Aware Wizard

ProcessRobot Database connection
Give default connection string for server - database connection

Setup will create a configuration file containing the connection string

Connection string :

|Pass'.-\'u:ur|:|=Pass'.-\'urd123; Persist Security Info=True; User ID=ProcessRobot; Initial Cat

lUse a separate database for logs

Logs connection string :

|Pass'.-\'u:ur|:|=Pass'.-\'urd123; Persist Security Info=True; User ID=ProcessRobot; Initial Cat

Select whether to install the Softomotive Browser Extensions for Chrome and Firefox. These are
necessary for allowing ProcessRobot to perform web automation tasks on those browsers. Both
Extensions are recommended.

@ ProcessRobot - InstallAware Wizard

Web Browser Extensions

Select the Web Browser Extensions you wish to install. Click Mext to continue.

Mozilla Firefox
- :

SOf'[OTTIOthE J Copyright © 2019 Softomotive Ltd. All rights reserved | www.softomotive.com 6



ProcessRobot Upgrade Guide @

Choose whether to create Desktop shortcuts for the Client Tools / Robot.

@ ProcessRobot - InstallAware Wizard

Add shortcuts

Setup will add shortouts to the chosen components, Click Mext to continue,

Create Desktop shortouts:
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Enter the IP address, host name or Fully Qualified Domain Name (FQDN) of the Server machine and the
port number.

The number entered should correspond to a port that is not currently in use, and which complies with
ITSEC and IANA (https://www.iana.org/assignments/service-names-port-numbers/service-names-port-

numbers.xhtml).

A quick way to see which ports are currently in use is to run the following command as an Administrator in
the Command Prompt:

netstat -a -b

As an example, this guide will use port number 6090.

@ ProcessRobot - InstallAware Wizard

ProcessRobot Server Address

Give default server address

Setup will create a configuration file containing the server's IP address and port

Address
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In cases where the ProcessRobot Server and Client machines belong to the same Active Directory
domain, the host name should suffice.

@ ProcessRobot - InstallAware Wizard

ProcessRobot Server Address

Give default server address

Setup will create a configuration file containing the server's IP address and port

Address
\PR-SERVER

Port

Note that if there are issues with the DNS, the other ProcessRobot components will not be able to
communicate with the Server using only the host name or FQDN. DNS issues can be identified by pinging
the host name or FQDN. In such cases, either the Server's IP address must be used instead, or the DNS
issues must be resolved.
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Select whether to use a Redis deployment. This guide will proceed without enabling this option.

@ ProcessRobot - InstallAware Wizard

Configure Redis

Setup will create a configuration file for Redis

When Client Tools or a Robot are installed, it is necessary to also enter the Server address and port
number previously entered in the format <server>:<port>. The <server> value can be entered in any of
the three ways described previously, for example:

. 10.1.182.106:6090 (IP address)
. PR-SERVER:6090 (host name)
. PR-SERVER.processrobot.com:6090 (FQDN)

@ ProcessRobot - InstallAware Wizard

ProcessRobot Server Address

Give default server address

Setup will create a configuration file containing the server's IP address and port

Addresses (e.g. server 1;6050;server 2:6090)
|PR-SER1-'ER:6I:I'3EI|
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Select the destination file path for the ProcessRobot installation. The default location is: C:\Program
Files\ProcessRobot.

@ ProcessRobot - InstallAware Wizard

Destination Folder
select folder where setup wil install files.

Install ProcessRobot Server and Client tools to:

“: rogram Files\ProcessRobot)) Change...

Destination Folder
Required Disk Space: 374,292 KB
Remaining Disk Space: 4,983 MB

Optionally enter a Certificate Name to use for ProcessRobot Custom Authentication. The Certificate must
already be set up on the Server machine. Setting up Certificates, as well as enabling Custom
Authentication, will be covered later in this guide.

@ ProcessRobot - Install Aware Wizard

ProcessRobot Miced Authentication Certificate
Give the name of the ProcessRobot Server certificate

Setup will create a configuration file containing the Server certificate name

Server Certificate Name:

Certificate Validation Mode:
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Once the Certificate Name has been entered, there are several Certificate Validation Modes to choose
from. For Self-Signed Certificates, choose “None”.

For Production grade deployments, the Mode will likely be different. In order to learn more about the
Certificate validation modes and decide which one fits your environment, please visit:
https://docs.microsoft.com/en-
us/dotnet/api/system.servicemodel.security.x509certificatevalidationmode?view=netframework-4.8

@ ProcessRobot - InstallAware Wizard

ProcessRobot Mixed Authentication Certificate
Give the name of the ProcessRobot Server certificate

Setup will create a configuration file containing the Server certificate name

Server Certificate Mame:

AKADDC.processrobot. demo

Certificate Validation Mode:

Mane

PeerTrust

Chain Trust

Peer Or Chain Trust

@ ProcessRobot - Install&Aware Wizard

ProcessRobot Mixed Authentication Certificate

Give the name of the ProcessRobot Server certificate

Setup will create a configuration file containing the Server certificate name

Server Certificate Name:

AKADDC . processrobot.demo

Certificate Validation Mode:

PeerTrust
Chain Trust
Peer Or Chain Trust
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Set the Program Folder name.

@ ProcessRobot - InstallAware Wizard

Select Program Folder

Select the location where you would like to create new shorteots.

Setup will add program shortouts to the Program Folder listed below, You may type
a new folder name, or accept the suggested name. Click Mext to continue.

Program Folder:

| rocessRobot

softomotive J
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At this stage, you will be prompted to override an already existing Global Settings database. Since our

purpose is to simply upgrade to the latest Version, we will select “No” in this case.

Master Key Setup

Enter a Master Key for Credentials encryption

Master Key must contain at least:
+ & characters

Override Master Key?

A Global Settings database already exists, Do you really want to override
the current Master Key? This could lead to losing your saved credentials
and passwords

[o continue, chick Lorfim.

Click “Finish” to exit the ProcessRobot installer.

@ ProcessRobot - InstallAware Wizard — o

Completing the InstallAware Wizard for
ProcessRobot

‘You have successfully completed the InstallAware Wizard for

— ProcessRobot,

processrobot

To dose this wizard, dick Finish.

< Back Cancel
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Once the installation is finished, in case the "ProcessRobot Server" service does not start, navigate to the
installation folder (usually to C:\Program Files\ProcessRobot\Server) and execute the file
ProcessRobotDatabaseUpgrader.exe. This will setup the ProcessRobot database automatically so that

the service will start.

To verify that everything went well, check if the ProcessRobot service is up and running. To do so, open
the Windows Task Manager. Under the "Services" tab, find the ProcessRobot Server service.

Allow the ProcessRobot Server to communicate through the firewall by either allowing the Port # or the

Sl Power Manages p.. Running  Automatic Local Syste...
1.*3{; Print Spoocler This service .. Running  Automatic Local Syste...
sz{;Printer Extensions and Motif... This service ... Manual Local Syste...
L‘i{;Pmblem Feports and Soluti..  This service .., Manual Local Syste...

AProcessRobot Server Ceontrols th.. Running Automatic Local Syste...
L‘:{Engram Compatibility Assi... This service ... Running  Automatic Local Syste...

Cuality Win... Manual Local Service

€k Quality Windows Audio Vid...

L

ProcessRobot.Server.exe.

Keep in mind that this procedure will have to be repeated in every machine where an upgrade is required.
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Step 2: Upgrading the Web Console

Keep in mind the prerequisites for the Web Console Installation which are the following:

If the machine is a Windows Server, then in the “Windows Features” window, go to “Add Roles and
Features Wizard” —"Features" and enable the options below:
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o Static Coment Compressin
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& |W Segunty 108 9 esiabed]
o Kapiest| haneg (resiies
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[ Caréralizad 551 Cartiicats Suppart
O Dhert: Corsilicats Mapping duthanlicaton
O Cigual dudbur bt
[ 15 Chemt Ceriifizate Magp ng Autheribcation
] Pard Doneis Restections
| UBL Buthonzaton
2 e b Pimicee Aothertennoe
s (& Apphoation Deeploprent
O MET Extenubiliby 3.5
= HET Extemsibifily 4.3

/zm

[ wsp
[ ssprET 35S
3 e ] GSHRET AN
| &
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H W EAH fken

[ S Side bnahaden
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If the machine is a Windows Client then open the “Turn Windows Features on or off’ window and enable

the features shown below:

Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

O

= [
O
O

= [

o8]

AN

OORRORNOOREO

= |
= [m]
= [m]
= =]

orROoOooodd

3

Legacy

B H

[E=]

EE
AO0EORNORONO

@ [ | Hyper-V
Internet Explorer 11

| — [=SRCIIY Internet Information Services

= (W] | FTP Server

= @ | Web Management Tools

= W | World Wide Web Services

Internet Information Services Hostable Web Core

Media Features

Microsoft Message Queue (MSMQ) Server

Microsoft Print to PDF

MultiPeint Connector

Print and Document Services

RAS Connection Manager Administration Kit (CMAK)

Remnte Differential Comnressinn AP Sunnort

FTP Extensibility
FTP Service

56 Managei Install Web management console and tools
115 Management Console

115 Management Scripts and Tools
115 Management Service

Application Development Features
MET Extensibility 3.5
MET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
CaGl
ISAP| Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
Common HTTP Features
Health and Diagnostics
Performance Features
Security
Basic Authentication
Centralized 55L Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
115 Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Authorization
Windows Authentication

Components

All these setting must already be in place, as long as you have used the Web Console already and now

you are just upgrading it.

softomotive o
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1. Run the “ProcessRobotWebConsoleSetup-201x.x.xxxx.exe” Installer to begin the upgrade
and select Re-Install Application

@ ProcessRobot WebConsole - Install&ware Wizard — ot

Welcome to the InstallAware Wizard for
ProcessRobot WebConsole

- Please choose a maintenance operation to perform:

(®) Re-Install Application

processrobot

() Uninstall

To continue, dick Mext,

< Back Cancel

2. Read the license agreement carefully

I @) ProcessRobot - InstallAware Wizard

License Agreement
Please carefully read the following license agreement.

Softomotive ProcessRobot version 2019.1
(Trial ProcessRobot & ProcessRobot)
SOFTWARE LICENSE AGREEMENT

This is a legal agreement between you (either an individual or a legal entity,
“‘CUSTOMER”) and Softomotive UK Ltd. ("SOFTOMOTIVE") acting directly or
indirectly through its affiliates, authorized distributors and resellers. This
Software License Agreement (the "AGREEMENT") states the terms and
conditions upon which SOFTOMOTIVE offers to license Trial ProcessRobot
(the "TRIAL EDITION") and ProcessRobot together with all related

dnciimentatinn and accnmnanvina iteme incliidina hut nnt limited tn the

[[] 1 accept the terms of the license agreement
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3. Enter the info of the machine that hosts the ProcessRobot Server. You can enter either it's
Host Name, FDQN, or IP address.

@ ProcessRobot WebConsole - InstallAware Wizard — ot

ProcessRobot Server Address

Give default server address

Setup will create a configuration file containing the server's IP address and port

Address

|robaserver.safb:maﬁve.dema

Port

4. Choose the installation destination

@ ProcessRobot WebConsole - Install&ware Wizard — p:4

Destination Folder

Select folder where setup will install files.

Install ProcessRobot WebConsole to:
|C: linetpubywwwroot'ProcessRobot WebConsole Change...

Destination Folder
Required Disk Space: 244,011KB
Remaining Disk Space: 37,211 MB
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5. Select the IIS Website

@ ProcessRobot WebConsole - InstallAware Wizard — ot

Create New Website

Enter the details for your new IIS website and virtual folder .

115 Wehbsite (pick an existing site, or type in & new site name):
PRocessRobot Web Console

6. Press next to begin the installation

@ ProceszRobot WebConsole - Installfware Wizard — x

Completing the InstallAware Wizard for
ProcessRobot WebConsole

- The InstallAware Wizard is now ready to configure
;t: ProcessRobot WebConsole on this computer.,
®

) - Click Mext to begin configuration
processrobot
- Click Back to change settings

- Click Cancel to exit
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FAQ

1. Do | have to go through the installation on each and every machine that was hosting a
ProcessRobot Component?

Yes.

2. Do | need to upgrade my license, when installing a new ProcessRobot Version?
ProcessRobot versions are represented as follows:

A.B.C.D like 2018.1.2.3251

In every change of A or B, you will need a new license.

In every change of C or D, you will not need a new license.

Contact Softomotive in order to be provided with your new license, if you need one.

3. Do | have to take a backup of my database upon upgrading?

Apart from your own backup schedule on the machine that hosts your database,
ProcessRobot, automatically takes a backup of your PR Database for you upon upgrade and
keeps itin “C:\ProgramData\Softomotive\ProcessRobot\Backup
Server\YourDatabase yyyy MM dd hh ss.bak”

4. Where can | find the connection string that is used upon upgrading the ProcessRobot
Server?

It is in the following directory
"C:\Program Files\ProcessRobot\Server\AppConnectionString.config"

on the machine that hosts the ProcessRobot Server.

5. Where can | find the config file that targets the ProcessRobot Server on the Client
Tools machines?

The default full path of the config file is:
"C:\Program Files\ProcessRobot\Server\AppServerAddress.config"

on the machine that hosts the ProcessRobot Server and any of the Client Tools.

6. Will all my processes be running with no issue? Are they going to be affected in any
way from the upgrade?

All your processes will run fine, and the upgrading will not affect them in any way.
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