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Introduction
This document presents results from performing assurance activities associated with the evaluation of
Microsoft Windows Server, Microsoft Windows 10 version 1909 (November 2019 Update), Microsoft
Windows Server 2019 (version 1809) Hyper-V (“Hyper-V”). This report contains sections documenting
the performance of assurance activities associated with each of the Security Functional Requirements
(SFRs) and Security Assurance Requirements (SARs) as specified in the following:


Protection Profile for Virtualization, Version 1.0, November 17, 2016 [BVPP]



Protection Profile for Virtualization Extended Package Server Virtualization, Version 1.0,
November 17, 2016 [SVEP]

This evaluation claimed the following optional SFRs:
[BVPP]: FPT_GVI_EXT.1, FCS_HTTPS_EXT.1, FCS_IPSEC_EXT.1, FCS_TLSC_EXT.2 (not
originally part of [BVPP]; added by NIAP TD0431), FCS_TLSS_EXT.2, FIA_PMG_EXT.1,
FIA_X509_EXT.1, FIA_X509_EXT.2, FPT_TUD_EXT.2, FTP_TRP.1, FPT_ML_EXT.1.
[SVEP]: N/A – none defined

1.1

Applicable Technical Decisions

The NIAP Technical Decisions referenced below apply to [BVPP] and [SVEP]. Rationale is included for
those Technical Decisions that do not apply to this evaluation.
TD0139:

Clarification of testing for FDP_RIP_EXT.2
This TD applies to the TOE and has been incorporated into the AAR.

TD0206:

Testing for Non-Existence of Disconnected Virtual Devices
This TD applies to the TOE and has been incorporated into the AAR.

TD0230:

ALC Assurance Activities for Server Virtualization and Base Virtualization PPs
This TD applies to the TOE and has been incorporated into the AAR.

TD0247:

FPT_VDP_EXT.1 Clarification for Assurance Activity
N/A – this is listed as an active TD but TD0443 explicitly states that it supersedes
TD0247.

TD0249:

Applicability of FTP_ITC_EXT.1
This TD applies to the TOE but only modifies the requirement text for FTP_ITC_EXT.1
in [BVPP]; the evaluation activities for the SFR are unchanged.

TD0250:

Hypercall Controls – FPT_HCL_EXT.1 Clarification
This TD applies to the TOE and has been incorporated into the AAR.

TD0264:

Clarification of Auditable Events for FPT_RDM_EXT.1
This TD applies to the TOE. The modification to the auditable events for this SFR are
captured in the ST and proprietary Test Report; there is no impact to the AAR.

TD0360:

AD Server configuration in FMT_MOF_EXT.1
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This TD applies to the TOE but only modifies the requirement text for
FMT_MOF_EXT.1 in [SVEP] and FIA_UAU.5 in [BVPP]; the evaluation activities for
the SFRs are unchanged.
TD0363:

Access Banner and applicability to programmatic interfaces
This TD applies to the TOE but only modifies the requirement text for FTA_TAB.1 in
[BVPP]; the evaluation activities for the SFR are unchanged.

TD0431:

Modification to Cipher Suites for TLS
This TD applies to the TOE and has been incorporated into the AAR. Relevant changes
to other evidence have been made as well.

TD0432:

Corrections to FIA_AFL_EXT.1
This TD applies to the TOE and has been incorporated into the AAR. Relevant changes
to other evidence have been made as well.

TD0443:

FPT_VDP_EXT.1 Clarification for Assurance Activity
This TD applies to the TOE and has been incorporated into the AAR.

TD0526:

Updates to Certificate Revocation (FIA_X509_EXT.1)
This TD applies to the TOE and has been incorporated into the AAR.

1.2

Evidence

[ST]

Microsoft Windows Common Criteria Evaluation Microsoft Windows Server, Microsoft
Windows 10 version 1909 (November 2019 Update) Microsoft Windows Server 2019
(version 1809) Hyper-V Security Target, Version 0.02, January 8, 2021

[CCCG]

Operational and Administrative Guidance, Microsoft Windows Server, Windows Server
2019, and Windows 10 Hyper-V (version 1909 / November 2019 Update), Version 1.0,
January 15, 2021

[Cmdlets]

Hyper-V, https://docs.microsoft.com/en-us/powershell/module/hyper-v/?view=win10-ps,
no date

[MS-IKEE]

Microsoft Internet Key Exchange Protocol Extensions, v20180912, September 2018

[MS-WPO]

Microsoft Windows Protocols Overview, v20181105, November 2018

[TLFS5]

Microsoft Hypervisor Top Level Functional Specification, Version 5.0C, July 2018

[TLFS6]

Microsoft Hypervisor Top Level Functional Specification, Version 6.0, January 2020

[Test]

Microsoft Windows 10 Hyper-V Common Criteria Test Report and Procedures for
Virtualization PP, Version 1.1, February 8, 2021

[VA]

Microsoft Windows Server Microsoft Windows 10 version 1909 (November 2019
Update) Microsoft Windows Server 2019 version 1809: Hyper-V Vulnerability Analysis
Version 1.1, January 15, 2021

1.3

Conformance Claims

Common Criteria Versions
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Common Criteria for Information Technology Security Evaluation Part 1: Introduction, Version 3.1,
Revision 4, dated: September 2012.
Common Criteria for Information Technology Security Evaluation Part 2: Security Functional
Components, Revision 4, dated: September 2012.
Common Criteria for Information Technology Security Evaluation Part 3: Security Assurance
Components, Revision 4, dated: September 2012.

Common Evaluation Methodology Versions


Common Methodology for Information Technology Security Evaluation, Evaluation Methodology,
Version 3.1, Revision 4, dated: September 2012.

Protection Profiles



[BVPP]
Protection Profile for Virtualization, Version 1.0, November 17, 2016
[SVEP]
Protection Profile for Virtualization Extended Package Server Virtualization, Version 1.0,
November 17, 2016
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Security Functional Requirement Assurance Activities
This section describes the assurance activities associated with the SFRs defined in the ST and the results
of those activities as performed by the evaluation team. The assurance activities are derived from [BVPP]
and [SVEP] and modified by applicable NIAP Technical Decisions. Assurance activities for SFRs not
claimed by the TOE have been omitted.
Evaluator notes, such as referencing whether the source material is derived from [BVPP] or [SVEP], are
highlighted in bold text, as are changes made as a result of NIAP Technical Decisions. Bold text is also
used within assurance activities to identify when they are mapped to individual SFR elements rather than
the component level.

2.1

Security Audit (FAU)

FAU_GEN.1 Audit Data Generation
2.1.1.1

TSS Assurance Activities

The evaluator shall check the TSS and ensure that it lists all of the auditable events and provides a format for
audit records. Each audit record format type shall be covered, along with a brief description of each field.

[ST] section 6.1.1 lists the standard fields in a Windows audit entry (in Table 15) as well as the securityrelevant categories for audit events. For each category, specific additional information is listed for
category-specific entries. Section 10.3 of [ST] lists the security-relevant auditable events by Event ID and
includes samples of the audit record formats.
The evaluator shall check to make sure that every audit event type mandated by the PP is described in the TSS.

Appendix B of [ST] lists all of the auditable events required by the claimed PP and EP in sections 10.1
and 10.2. All auditable events required by FAU_GEN.1 in the [BVPP] and all management functions
defined by [SVEP] are listed in these sections. The auditable events are identified by Event ID. Section
10.3 lists all security-relevant Event IDs along with the fields that are in those audit events so that the
correspondence with FAU_GEN.1.2 can be verified.

2.1.1.2

Guidance Activities

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this
PP. The evaluator shall examine the administrative guide and make a determination of which administrative
commands, including subcommands, scripts, and configuration files, are related to the configuration (including
enabling or disabling) of the mechanisms implemented in the TOE that are necessary to enforce the requirements
specified in the PP.

[CCCG] Section 7.1 identifies the auditable events by SFR. Within the auditable events table, the entries
for FMT_MOF_EXT.1 are numbered for the functions that they represent. The evaluator observed that all
functions claimed in FMT_MOF_EXT.1 are associated with at least one audit event. Where different
operations result in different events being generated, the evaluator also observed that different record
types are listed for the relevant operations.
The administrative actions and corresponding audit events are identified in Appendix A below.
The evaluator shall document the methodology or approach taken while determining which actions in the
administrative guide are security-relevant with respect to this PP.
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The evaluator examined the guidance document to determine if it lists all auditable management events.
The Security Target identifies the administrative events in FMT_MOF_EXT.1.1 and
FMT_MOF_EXT.1.2 that are security-relevant with respect to the [SV EP]. All management functions
claimed in the ST have at least one associated auditable event in [CCCG].
Section 7.1 of [CCCG] also lists the other auditable events for the [BV PP] SFRs. In all cases, the
auditable events required by the ST’s SFR claims are captured in table 7.1. Based on this information, the
evaluators can conclude that all security-relevant auditable events are present in [CCCG].

2.1.1.3

Test Activities

The evaluator shall test the TOE’s ability to correctly generate audit records by having the TOE generate audit
records for the events listed and administrative actions. For administrative actions, the evaluator shall test that
each action determined by the evaluator above to be security relevant in the context of this PP is auditable. When
verifying the test results, the evaluator shall ensure the audit records generated during testing match the format
specified in the administrative guide, and that the fields in each audit record have the proper entries.
Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms
directly.

The evaluator performed actions to generate each of the audit events listed in the ST. The evaluator then
queried the TOE and verified that each of the audit records were successfully generated.

FAU_SAR.1 Audit Review
2.1.2.1

TSS Assurance Activities

None defined.

2.1.2.2

Guidance Activities

The evaluator shall verify that the audit records provide all of the information specified in FAU_GEN.1 and that
this information is suitable for human interpretation. The evaluator shall review the operational guidance for the
procedure on how to review the audit records. The assurance activity for this requirement is performed in
conjunction with the assurance activity for FAU_GEN.1.

The evaluator observed that section 7.2 of [CCCG] lists every audit event generated by the TOE and
includes the audit message for that event as well as the details of the other fields in the audit event. The
evaluator compared the auditable events claimed for FAU_GEN.1 in [ST] and identified that for each
event, a corresponding audit event type is included in [CCCG] and the combination of the message and
field details is sufficient to show that all required events are audited and that all required information is
present.
One exception to this is FPT_HCL_EXT.1; for this SFR, [CCCG] explains that hypercall interfaces may
not be disabled for enlightened guest operating systems, so there is no situation where there will be an
‘attempt to access disabled hypercall interfaces’ for there to be an audit.
The evaluator reviewed [CCCG] and observed that the procedure for reviewing audit records is identified
in section 6.13.6 as the PowerShell Get-WinEvent cmdlet. [CCCG] Section 6.13.1 also identifies System
Center Operations Manager (SCOM) as an external repository for audit events where the Operations
Console can be used to review audit records stored remotely. Lastly, section 6.13.5 describes how to use
the Windows Event Viewer to review audit data.
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2.1.2.3

Test Activities

None defined.

FAU_STG.1 Protected Audit Trail Storage
2.1.3.1

TSS Assurance Activities

The evaluator shall ensure that the TSS describes how the audit records are protected from unauthorized
modification or deletion.

Section 6.1.3 of [ST] states that only the Local Security Authority can enter data into the audit log and
that there is no interface to modify audit records, only to view and clear them. This section then identifies
that a user must be an authorized administrator to clear the audit log, such that any user who is not is
unauthorized and therefore cannot perform the operation.
The evaluator shall ensure that the TSS describes the conditions that must be met for authorized deletion of audit
records.

Section 6.1.2 of [ST] describes the process by which an authorized administrator can define how audit
records are deleted due to lack of available storage space. This process results in the TSF automatically
deleting audit records when detected conditions occur; administrators cannot manually delete individual
audit records.
Section 6.1.3 of [ST] states that a user must be an authorized administrator to clear the audit log.
Section 6.1.2 of [ST] also states that the authorized administrator is authorized to delete audit records if
the TSF is configured such that it shuts down when the audit storage is full; in this case, the authorized
administrator must restart the system to manage the security log to ensure that sufficient space is made
available.
It is clear from this section that these activities can only be performed with sufficient authorization.

2.1.3.2

Guidance Activities

None defined.

2.1.3.3

Test Activities

Test 1: The evaluator shall access the audit trail as an unauthorized Administrator and attempt to modify and
delete the audit records. The evaluator shall verify that these attempts fail.

The evaluator attempted to delete the audit trail by an unauthorized user and confirmed that this attempt
was denied.
Test 2: The evaluator shall access the audit trail as an authorized Administrator and attempt to delete the audit
records. The evaluator shall verify that these attempts succeed. The evaluator shall verify that only the records
authorized for deletion are deleted.

The evaluator attempted to delete the audit trail by an authorized administrator and confirmed that the
records were successfully deleted.

FAU_STG_EXT.1 Off-Loading of Audit Data
Protocols used for implementing the trusted channel must be selected in FTP_ITC_EXT.1.
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2.1.4.1

TSS Assurance Activity

FAU_STG_EXT.1.1
The evaluator shall examine the TSS to ensure it describes the means by which the audit data are transferred to
the external audit server, and how the trusted channel is provided.

[ST} section 6.1.4 states “Windows event and operational logs can be stored on a remote computer using
an IPsec trusted network path.” The section refers the reader to sections 6.2.3.3 and 6.8 for details of
IPsec and the trusted channel, respectively. Section 6.2.3.3 describes the implementation of IPsec and
section 6.8 identifies the uses of IPsec which includes transfer of audit events to an external system.
FAU_STG_EXT.1.2
The evaluator shall examine the TSS to ensure it describes what happens when the local audit data store is full.

[ST] section 6.1.2 states that the authorized administrator can configure the system to overwrite events
when the local audit trail is full or to shut down instead. In the latter case, this section states that only the
authorized administrator can restart the system to log on and manage the security log. This is understood
to refer to manually deleting audit records so that the local audit trail is no longer full so that the system
can resume normal activity.

2.1.4.2

Guidance Activities

FAU_STG_EXT.1.1
Testing of the trusted channel mechanism is to be performed as specified in the assurance activities for
FTP_ITC_EXT.1. The evaluator shall also examine the operational guidance to ensure it describes how to
establish the trusted channel to the audit server, as well as describe any requirements on the audit server
(particular audit server protocol, version of the protocol required, etc.), as well as configuration of the TOE
needed to communicate with the audit server.

[CCCG] section 6.13.1 describes the use of System Center Operations Manager (SCOM) as the external
recipient of audit data from the TOE. This section includes an external link to the guidance for SCOM for
how this is configured as well as a reference to instructions for configuring the IPsec channel to secure
audit data in transit to a remote instance of SCOM.
FAU_STG_EXT.1.2
The evaluator shall also examine the operational guidance to determine that it describes the relationship between
the local audit data and the audit data that are sent to the audit log server.
For example, when an audit event is generated, is it simultaneously sent to the external server and the local store,
or is the local store used as a buffer and “cleared” periodically by sending the data to the audit server.

Section 6.13.1 of [CCCG] states that when remote logging is configured, it is configured as a pull
operation from the external server and that when data is generated by the TOE it is made available to that
system. This section states that the TOE has its own local audit storage, so it is clear from this section that
remote auditing is a supplement to the existing local audit capability and does not replace it.
Section 6.13.1 of [CCCG] warns the reader that the remote system that receives the audit data needs to be
configured to overwrite the oldest events to ensure that new events are generated when the log is full. It
references the wevtutil application for configuration of this, which is described in section 6.13.4.
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2.1.4.3

Test Activities

FAU_STG_EXT.1.1
Test 1: The evaluator shall establish a session between the TOE and the audit server according to the
configuration guidance provided. The evaluator shall then examine the traffic that passes between the audit server
and the TOE during several activities of the evaluator’s choice designed to generate audit data to be transferred to
the audit server. The evaluator shall observe that these data are not able to be viewed in the clear during this
transfer, and that they are successfully received by the audit server. The evaluator shall record the particular
software (name, version) used on the audit server during testing.

The evaluator configured the TOE to send audit records to an SCOM server. The evaluator then
confirmed the server correctly received the records and they were protected in transit by IPsec.
FAU_STG_EXT.1.2
The evaluator shall perform operations that generate audit data and verify that this data is stored locally. The
evaluator shall perform operations that generate audit data until the local storage space is exceeded and verifies
that the TOE complies with the behavior defined in the ST for FAU_STG_EXT.1.2.

The evaluator confirmed that once the local audit trail storage was exhausted that the audit records were
automatically rolled over.

2.2

Cryptographic Support (FCS)

FCS_CKM.1 Cryptographic Key Generation
2.2.1.1

TSS Assurance Activity

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies more
than one scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme.

FCS_CKM.1 specifies RSA, ECDSA, and FFC schemes. [ST] Table 19 in section 6.2.2 identifies these
keys and their usage in the following rows:







Asymmetric ECDSA Public Keys
Asymmetric ECDSA Private Keys
Asymmetric RSA Public Keys
Asymmetric RSA Private Keys
Asymmetric DSA Public Keys (understood by the evaluator to refer to FFC keys)
Asymmetric DSA Private Keys (understood by the evaluator to refer to FFC keys)

This table also identifies the key sizes for RSA and FFC as 2048 bits or 3072 bits. [ST] section 6.2.1
describes the uses of ECDSA which includes elliptic curve Diffie-Hellman (ECDH). This section also
identifies the supported elliptic curves as P-256, P-384, and P-521, which the evaluators understand in
this context as the schemes supported for ECDSA key generation. This is also consistent with the usage
for ECDSA described in Table 19 because ECDH requires ECDSA key generation to be performed.

2.2.1.2

Guidance Activities

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the
selected key generation scheme(s) and key size(s) for all uses defined in this PP.
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Section 6.2 of [CCCG] describes the management of cryptographic functions. It notes that the key
generation functions automatically meet the standards claimed in [ST] without any separate configuration.
As this section is not associated with any specific protocol, the reader can assume that it applies equally to
IPsec, TLS, and HTTPS communications.

2.2.1.3

Test Activities

Note: The following tests require the developer to provide access to a test platform that provides the evaluator
with tools that are typically not found on factory products.
Key Generation for FIPS PUB 186-4 RSA Schemes
The evaluator shall verify the implementation of RSA Key Generation by the TOE using the Key Generation test.
This test verifies the ability of the TSF to correctly produce values for the key components including the public
verification exponent e, the private prime factors p and q, the public modulus n and the calculation of the private
signature exponent d.
Key Pair generation specifies 5 ways (or methods) to generate the primes p and q. These include:



Random Primes:
 Provable primes
 Probable primes
Primes with Conditions:
 Primes p1, p2, q1, q2, p and q shall all be provable primes
 Primes p1, p2, q1, and q2 shall be provable primes and p and q shall be probable primes
 Primes p1, p2, q1, q2, p and q shall all be probable primes

To test the key generation method for the Random Provable primes method and for all the Primes with Conditions
methods, the evaluator shall seed the TSF key generation routine with sufficient data to deterministically generate
the RSA key pair. This includes the random seed(s), the public exponent of the RSA key, and the desired key
length. For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall
verify the correctness of the TSF’s implementation by comparing values generated by the TSF with those
generated from a known good implementation.
Key Generation for Elliptic Curve Cryptography (ECC)
FIPS 186-4 ECC Key Generation Test
For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall require the implementation
under test (IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved
random bit generator (RBG). To determine correctness, the evaluator shall submit the generated key pairs to the
public key verification (PKV) function of a known good implementation.
FIPS 186-4 Public Key Verification (PKV) Test
For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall generate 10 private/public key
pairs using the key generation function of a known good implementation and modify five of the public key values
so that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in response a set
of 10 PASS/FAIL values.
Key Generation for Finite-Field Cryptography (FFC)
The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FFC by
the TOE using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to
correctly produce values for the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group
generator g, and the calculation of the private key x and public key y.
The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime q and the field prime
p:
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o
o

Primes q and p shall both be provable primes
Primes q and field prime p shall both be probable primes

and two ways to generate the cryptographic group generator g:
o
o

Generator g constructed through a verifiable process
Generator g constructed through an unverifiable process.

The Key generation specifies 2 ways to generate the private key x:
o
o

len(q) bit output of RBG where 1 <=x <= q-1
len(q) + 64 bit output of RBG, followed by a mod q-1 operation where 1<= x<=q-1.

The security strength of the RBG shall be at least that of the security offered by the FFC parameter set.
To test the cryptographic and field prime generation method for the provable primes method and/or the group
generator g for a verifiable process, the evaluator shall seed the TSF parameter generation routine with sufficient
data to deterministically generate the parameter set.
For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The
evaluator shall verify the correctness of the TSF’s implementation by comparing values generated by the TSF
with those generated from a known good implementation. Verification shall also confirm
o
o
o
o

g != 0,1
q divides p-1
g^q mod p = 1
g^x mod p = y

for each FFC parameter set and key pair.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

RSA key generation: C211, C348, C1363, C1366

-

ECDSA key generation: C211, C348, C350, C1363, C1366, C1368

-

FFC key generation: C211, C1363

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_CKM.2 Cryptographic Key Establishment
2.2.2.1

TSS Assurance Activity

The evaluator shall ensure that the supported key establishment schemes correspond to the key generation
schemes identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the
TSS to verify that it identifies the usage for each scheme.

In [ST] FCS_CKM.2 specifies RSA-based, elliptic curve-based, and finite field-based key establishment
schemes. FCS_CKM.1 specifies key generation for RSA, elliptic curve cryptography, and finite field
schemes. Thus, the key establishment schemes in FCS_CKM.2 correspond to the key generation schemes
in FCS_CKM.1.
SP800-56B Key Establishment Schemes
The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSAbased key establishment schemes.
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[ST] section 6.2.1 states, “When Windows needs to establish an RSA-based shared secret key it can act
both as a sender or recipient.”
SP800-56B Key Establishment Schemes
The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance with
NIST Special Publication 800-56B, the TOE shall not reveal the particular error that occurred, either through the
contents of any outputted or logged error message or through timing variations.

[ST] section 6.2.1 Cryptographic Algorithms and Operations states “any decryption errors which occur
during key establishment are presented to the user at a highly abstracted level, such as a failure to
connect.”

2.2.2.2

Guidance Activities

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the
selected key establishment scheme(s).

Section 6.4.2 of [CCCG] describes the supported TLS ciphersuites and how they are identified in
Windows. The ciphersuites implicitly define the key establishment schemes that the TSF will use.
Sections 6.4.3 and 6.4.4 describe how the supported ciphersuites can be configured using either
PowerShell or group policy. Section 6.4.5 describes how to configure the certificate profile so that the
appropriate authentication mechanism is used for each TLS key establishment method that is chosen.
Section 6.5.2.1 of [CCCG] describes how to configure the IPsec DH groups using PowerShell. The key
establishment algorithms are implicitly chosen through DH group selection. Section 6.5.2.2 of [CCCG]
indicates that some VPN connectivity can be configured using the Windows UI, but this provides only a
limited set of configuration options which does not include key establishment algorithms.

2.2.2.3

Test Activities

The evaluator shall verify the implementation of the key establishment schemes of the supported by the TOE
using the applicable tests below.
Key Establishment Schemes
SP800-56A Key Establishment Schemes
The evaluator shall verify a TOE's implementation of SP800-56A key agreement schemes using the following
Function and Validity tests. These validation tests for each key agreement scheme verify that a TOE has
implemented the components of the key agreement scheme according to the specifications in the
Recommendation. These components include the calculation of the DLC primitives (the shared secret value Z)
and the calculation of the derived keying material (DKM) via the Key Derivation Function (KDF). If key
confirmation is supported, the evaluator shall also verify that the components of key confirmation have been
implemented correctly, using the test procedures described below. This includes the parsing of the DKM, the
generation of MACdata and the calculation of MACtag.
Function Test
The Function test verifies the ability of the TOE to implement the key agreement schemes correctly. To conduct
this test, the evaluator shall generate or obtain test vectors from a known good implementation of the TOE
supported schemes. For each supported key agreement scheme-key agreement role combination, KDF type, and,
if supported, key confirmation role- key confirmation type combination, the tester shall generate 10 sets of test
vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curve (ECC) per
10 sets of public keys. These keys are static, ephemeral or both depending on the scheme being tested.
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The evaluator shall obtain the DKM, the corresponding TOE’s public keys (static and/or ephemeral), the MAC
tag(s), and any inputs used in the KDF, such as the Other Information field OI and TOE id fields.
If the TOE does not use a KDF defined in SP 800-56A, the evaluator shall obtain only the public keys and the
hashed value of the shared secret.
The evaluator shall verify the correctness of the TSF’s implementation of a given scheme by using a known good
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or
MAC tags generated from these values.
If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC
algorithm.
Validity Test
The Validity test verifies the ability of the TOE to recognize another party’s valid and invalid key agreement
results with or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting
cryptographic functions included in the SP800-56A key agreement implementation to determine which errors the
TOE should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of
data sets including domain parameter values or NIST approved curves, the evaluator’s public keys, the TOE’s
public/private key pairs, MACTag, and any inputs used in the KDF, such as the other info and TOE id fields.
The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key
agreement results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other
information field OI, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial
(only ECC) public key validation, the evaluator will also individually inject errors in both parties’ static public
keys, both parties’ ephemeral public keys and the TOE’s static private key to assure the TOE detects errors in the
public key validation function and/or the partial key validation function (in ECC only). At least two of the test
vectors shall remain unmodified and therefore should result in valid key agreement results (they should pass).
The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding
parameters. The evaluator shall compare the TOE’s results with the results using a known good implementation
verifying that the TOE detects these errors.
SP800-56B Key Establishment Schemes
The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSAbased key establishment schemes.
If the TOE acts as a sender, the following assurance activity shall be performed to ensure the proper operation of
every TOE supported combination of RSA-based key establishment scheme:
To conduct this test, the evaluator shall generate or obtain test vectors from a known good implementation of the
TOE supported schemes. For each combination of supported key establishment scheme and its options (with or
without key confirmation if supported, for each supported key confirmation MAC function if key confirmation is
supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate
10 sets of test vectors. Each test vector shall include the RSA public key, the plaintext keying material, any
additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and the
outputted ciphertext. For each test vector, the evaluator shall perform a key establishment encryption operation on
the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the MacKey
from the test vector instead of the randomly generated MacKey used in normal operation) and ensure that the
outputted ciphertext is equivalent to the ciphertext in the test vector.
If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the proper operation
of every TOE supported combination of RSA-based key establishment scheme:
To conduct this test, the evaluator shall generate or obtain test vectors from a known good implementation of the
TOE supported schemes. For each combination of supported key establishment scheme and its options (with our
without key confirmation if supported, for each supported key confirmation MAC function if key confirmation is
supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate
10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material
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(KeyData), any additional input parameters if applicable, the MacTag in cases where key confirmation is
incorporated, and the outputted ciphertext. For each test vector, the evaluator shall perform the key establishment
decryption operation on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent
to the plaintext keying material in the test vector. In cases where key confirmation is incorporated, the evaluator
shall perform the key confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the
test vector.
SP800-56B Key Establishment Schemes
If KTS-OAEP is supported, the evaluator shall create separate contrived ciphertext values that trigger each of the
three decryption error checks described in NIST Special Publication 800-56B section 7.2.2.3, ensure that each
decryption attempt results in an error, and ensure that any outputted or logged error message is identical for each.
If KTS-KEM-KWS is supported, the evaluator shall create separate contrived ciphertext values that trigger each
of the three decryption error checks described in NIST Special Publication 80056B section 7.2.3.3, ensure that
each decryption attempt results in an error, and ensure that any outputted or logged error message is identical for
each.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

ECC key establishment: C211, C350, C1363, C1368

-

FFC key establishment: C211, C1363

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_CKM_EXT.4 Cryptographic Key Destruction
2.2.3.1

TSS Assurance Activity

The evaluator shall check to ensure the TSS lists each type of key and its origin and location in memory or
storage. The evaluator shall verify that the TSS describes when each type of key is cleared.

[ST] section 6.2.2 identifies the keys used by the TOE in Table 19 and identifies these as non-persistent
keys that originate within Windows. This section also states that RSA public keys are stored persistently,
but these are not secret keys and therefore are not required to be stored securely.
[ST] section 6.2.2 states that keys stored in volatile memory are overwritten by a single direct overwrite
consisting of zeroes, and that this occurs when the key is no longer needed, either due to session
termination or after they are no longer needed to protect sensitive data. There is no plaintext key data that
resides in non-volatile storage.

2.2.3.2

Guidance Activities

None defined.

2.2.3.3

Test Activities

For each key clearing situation the evaluator shall perform one of the following activities:


The evaluator shall use appropriate combinations of specialized operational or development
environments, development tools (debuggers, emulators, simulators, etc.), or instrumented builds
(developmental, debug, or release) to demonstrate that keys are cleared correctly, including all
intermediate copies of the key that may have been created internally by the TOE during normal
cryptographic processing.
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In cases where testing reveals that 3rd-party software modules or programming language run-time
environments do not properly overwrite keys, this fact must be documented. Likewise, it must be
documented if there is no practical way to determine whether such modules or environments destroy
keys properly.
In cases where it is impossible or impracticable to perform the above tests, the evaluator shall describe
how keys are destroyed in such cases, to include:
o Which keys are affected,
o The reasons why testing is impossible or impracticable,
o Evidence that keys are destroyed appropriately (e.g., citations to component documentation,
component developer/vendor attestation, component vendor test results),
o Aggravating and mitigating factors that may affect the timeliness or execution of key
destruction (e.g., caching, garbage collection, operating system memory management).

Note: using debug or instrumented builds of the TOE and TOE components is permitted in order to demonstrate
that the TOE takes appropriate action to destroy keys. It is expected that these builds are based on the same
source code as are release builds (of course, with instrumentation and debug-specific code added).

The evaluator caused a key to be loaded into memory and recorded its value. The evaluator then initiated
a key destruction operation and stepped through the process while observing the key in memory. The
evaluator confirmed that after the key destruction had completed, the key was completely removed from
memory.

FCS_COP.1(1) Cryptographic Operation for AES Data Encryption/Decryption
This SFR is identified as FCS_COP.1(SYM) in [ST].

2.2.4.1

TSS Assurance Activity

None defined.

2.2.4.2

Guidance Activities

None defined.

2.2.4.3

Test Activities

AES-CBC Tests
AES-CBC Known Answer Tests
There are four Known Answer Tests (KATs), described below. In all KATs, the plaintext, ciphertext, and IV
values shall be 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by
supplying the inputs to the implementer and receiving the results in response. To determine correctness, the
evaluator shall compare the resulting values to those obtained by submitting the same inputs to a known good
implementation.
KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 plaintext values and
obtain the ciphertext value that results from AES-CBC encryption of the given plaintext using a key value of all
zeros and an IV of all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other
five shall be encrypted with a 256-bit all-zeros key. 90 To test the decrypt functionality of AES-CBC, the
evaluator shall perform the same test as for encrypt, using 10 ciphertext values as input and AES-CBC
decryption.
KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 key values and
obtain the ciphertext value that results from AESCBC encryption of an all-zeros plaintext using the given key
value and an IV of all zeros. Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys. 92 To

Assurance Activities Report
14
2021-02-08
Microsoft Windows Server, Microsoft Windows 10 version 1909 (November 2019 Update), Microsoft
Windows Server 2019 (version 1809) Hyper-V

test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using an allzero ciphertext value as input and AESCBC decryption.
KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the two sets of key values
described below and obtain the ciphertext value that results from AES encryption of an all-zeros plaintext using
the given key value and an IV of all zeros. The first set of keys shall have 128 128-bit keys, and the second set
shall have 256 256-bit keys. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits be
zeros, for i in [1,N]. To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets of key
and ciphertext value pairs described below and obtain the plaintext value that results from AES-CBC decryption
of the given ciphertext using the given key and an IV of all zeros. The first set of key/ciphertext pairs shall have
128 128-bit key/ciphertext pairs, and the second set of key/ciphertext pairs shall have 256 256-bit key/ciphertext
pairs. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. The
ciphertext value in each pair shall be the value that results in an all-zeros plaintext when decrypted with its
corresponding key.
KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the set of 128 plaintext values
described below and obtain the two ciphertext values that result from AES-CBC encryption of the given plaintext
using a 128bit key value of all zeros with an IV of all zeros and using a 256-bit key value of all zeros with an IV
of all zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be ones and the rightmost 128-i
bits be zeros, for i in [1,128].
To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using
ciphertext values of the same form as the plaintext in the encrypt test as input and AES-CBC decryption.
AES-CBC Multi-Block Message Test
The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 < i <=10. The
evaluator shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the
mode to be tested, with the chosen key and IV. The ciphertext shall be compared to the result of encrypting the
same plaintext message with the same key and IV using a known good implementation.
The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block message where 1 < i
<=10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the
message, using the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result of
decrypting the same ciphertext message with the same key and IV using a known good implementation.
AES-CBC Monte Carlo Tests
The evaluator shall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these
shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shall be 128-bit blocks. For
each 3-tuple, 1000 iterations shall be run as follows: 102
# Input: PT, IV, Key
for i = 1 to 1000:
if i == 1: 105

CT[1] = AES-CBC-Encrypt(Key, IV, PT)

PT = IV
else:
CT[i] = AES-CBC-Encrypt(Key, PT)
PT = CT[i-1]
The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be
compared to the result of running 1000 iterations with the same values using a known good implementation. 111
The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT and
replacing AES-CBC-Encrypt with AES-CBC-Decrypt.
AES-CCM Tests
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The evaluator shall test the generation-encryption and decryption-verification functionality of AES-CCM for the
following input parameter and tag lengths: 114 128 bit and 256 bit keys
Two payload lengths. One payload length shall be the shortest supported payload length, greater than or equal to
zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32 bytes
(256 bits).
Two or three associated data lengths. One associated data length shall be 0, if supported. One associated data
length shall be the shortest supported payload length, greater than or equal to zero bytes. One associated data
length shall be the longest supported payload length, less than or equal to 32 bytes (256 bits). If the
implementation supports an associated data length of 216 bytes, an associated data length of 216 bytes shall be
tested.
Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested.
Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested.
To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the following four tests:
Test 1. For EACH supported key and associated data length and ANY supported payload, nonce and tag length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and
obtain the resulting ciphertext.
Test 2. For EACH supported key and payload length and ANY supported associated data, nonce and tag length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and
obtain the resulting ciphertext.
Test 3. For EACH supported key and nonce length and ANY supported associated data, payload and tag length,
the evaluator shall supply one key value and 10 associated data, payload and nonce value 3-tuples and obtain the
resulting ciphertext.
Test 4. For EACH supported key and tag length and ANY supported associated data, payload and nonce length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and
obtain the resulting ciphertext.
To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the result of
generation-encryption of the same inputs with a known good implementation.
To test the decryption-verification functionality of AES-CCM, for EACH combination of supported associated
data length, payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce,
associated data and ciphertext 3-tuples and obtain either a FAIL result or a PASS result with the decrypted
payload. The evaluator shall supply 10 tuples that should FAIL and 5 that should PASS per set of 15.
Additionally, the evaluator shall use tests from the IEEE 802.11-02/362r6 document “Proposed Test vectors for
IEEE 802.11 TGi”, dated September 10, 2002, Section 2.1 AES-CCMP Encapsulation Example and Section 2.2
Additional AES CCMP Test Vectors to further verify the IEEE 802.11-2007 implementation of AES-CCMP.
AES-GCM Test
The evaluator shall test the authenticated encrypt functionality of AES-GCM for each combination of the
following input parameter lengths:
128 bit and 256 bit keys
Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported.
The other plaintext length shall not be an integer multiple of 128 bits, if supported.
Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer
multiple of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.
Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested. 133 The evaluator
shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for each combination of
parameter lengths above and obtain the ciphertext value and tag that results from AES-GCM authenticated
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encrypt. Each supported tag length shall be tested at least once per set of 10. The IV value may be supplied by the
evaluator or the implementation being tested, as long as it is known.
The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV 5-tuples for
each combination of parameter lengths above and obtain a Pass/Fail result on authentication and the decrypted
plaintext if Pass. The set shall include five tuples that Pass and five that Fail.
The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the
implementer and receiving the results in response. To determine correctness, the evaluator shall compare the
resulting values to those obtained by submitting the same inputs to a known good implementation.
XTS-AES Test
The evaluator shall test the encrypt functionality of XTS-AES for each combination of the following input
parameter lengths:



256 bit (for AES-128) and 512 bit (for AES-256) keys
Three data unit (i.e., plaintext) lengths. One of the data unit lengths shall be a non-zero integer
multiple of 128 bits, if supported. One of the data unit lengths shall be an integer multiple of 128 bits, if
supported. The third data unit length shall be either the longest supported data unit length or 216 bits,
whichever is smaller.

using a set of 100 (key, plaintext and 128-bit random tweak value) 3-tuples and obtain the ciphertext that results
from XTS-AES encrypt.
The evaluator may supply a data unit sequence number instead of the tweak value if the implementation supports
it. The data unit sequence number is a base-10 number ranging between 0 and 255 that implementations convert
to a tweak value internally.
The evaluator shall test the decrypt functionality of XTS-AES using the same test as for encrypt, replacing
plaintext values with ciphertext values and XTSAES encrypt with XTS-AES decrypt.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

AES: C211, C346, C350, C1363, C1364, C1368

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.
AES Key Wrap (AES-KW) and Key Wrap with Padding (AES-KWP) Test
The evaluator shall test the authenticated encryption functionality of AES-KW for EACH combination of the
following input parameter lengths:



128 and 256 bit key encryption keys (KEKs)
Three plaintext lengths. One of the plaintext lengths shall be two semi-blocks (128 bits). One of the
plaintext lengths shall be three semi-blocks (192 bits). The third data unit length shall be the longest
supported plaintext length less than or equal to 64 semi-blocks (4096 bits).

using a set of 100 key and plaintext pairs and obtain the ciphertext that results from AES-KW authenticated
encryption. To determine correctness, the evaluator shall use the AES-KW authenticated-encryption function of a
known good implementation.
The evaluator shall test the authenticated-decryption functionality of AES-KW using the same test as for
authenticated-encryption, replacing plaintext values with ciphertext values and AES-KW authenticatedencryption with AES-KW authenticated-decryption.
The evaluator shall test the authenticated-encryption functionality of AESKWP using the same test as for AESKW authenticated-encryption with the following change in the three plaintext lengths:
One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits).
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One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits).
The evaluator shall test the authenticated-decryption functionality of AESKWP using the same test as for AESKWP authenticated-encryption, replacing plaintext values with ciphertext values and AES-KWP authenticatedencryption with AES-KWP authenticated-decryption.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

AES Key Wrap: C347, C1365

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_COP.1(2) Cryptographic Operation for Hashing
This SFR is identified as FCS_COP.1(HASH) in [ST].

2.2.5.1

TSS Assurance Activity

None defined.

2.2.5.2

Guidance Activities

The evaluator checks the AGD documents to determine that any configuration that is required to be done to
configure the functionality for the required hash sizes is present. The evaluator shall check that the association of
the hash function with other TSF cryptographic functions (for example, the digital signature verification function)
is documented in the TSS.

Section 5.2.4 of [CCCG] states that the TOE must be configured to use FIPS-compliant cryptography and
includes instructions for how to configure this. Section 6.2 of [ST] states that no additional configuration
is needed to for the TOE to use the claimed hash functions.

2.2.5.3

Test Activities

The TSF hashing functions can be implemented in one of two modes. The first mode is the byte-oriented mode.
In this mode the TSF only hashes messages that are an integral number of bytes in length; i.e., the length (in bits)
of the message to be hashed is divisible by 8. The second mode is the bit-oriented mode. In this mode the TSF
hashes messages of arbitrary length. As there are different tests for each mode, an indication is given in the
following sections for the bit-oriented vs. the byte-oriented testmacs.
The evaluator shall perform all of the following tests for each hash algorithm implemented by the TSF and used
to satisfy the requirements of this PP.
Assurance Activity Note: The following tests require the developer to provide access to a test platform that
provides the evaluator with tools that are typically not found on factory products.
Short Messages Test - Bit-oriented Mode
The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm.
The length of the messages range sequentially from 0 to m bits. The message text shall be pseudo-randomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct result
is produced when the messages are provided to the TSF.
Short Messages Test - Byte-oriented Mode
The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash
algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with each message being an
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integral number of bytes. The message text shall be pseudo-randomly generated. The evaluators compute the
message digest for each of the messages and ensure that the correct result is produced when the messages are
provided to the TSF.
Selected Long Messages Test - Bit-oriented Mode
The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm.
The length of the ith message is 512 + 99*i, where 1 ≤ i ≤ m. The message text shall be pseudo-randomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct result
is produced when the messages are provided to the TSF.
Selected Long Messages Test - Byte-oriented Mode
The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algorithm.
The length of the ith message is 512 + 8*99*i, where 1 ≤ i ≤ m/8. The message text shall be pseudo-randomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct result
is produced when the messages are provided to the TSF.
Pseudo-randomly Generated Messages Test
This test is for byte-oriented implementations only. The evaluators randomly generate a seed that is n bits long,
where n is the length of the message digest produced by the hash function to be tested. The evaluators then
formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of
[SHAVS]. The evaluators then ensure that the correct result is produced when the messages are provided to the
TSF.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

RSA Digital Signature: C211, C348, C349 (verification only), C350

-

ECDSA Digital Signature: C211, C348, C1363, C1366

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_COP.1(3) Cryptographic Operation for Signature Algorithms
2.2.6.1

TSS Assurance Activity

This SFR is identified as FCS_COP.1(SIGN) in [ST].
None defined.

2.2.6.2

Guidance Activities

None defined.

2.2.6.3

Test Activities

Assurance Activity Note: The following tests require the developer to provide access to a test platform that
provides the evaluator with tools that are typically not found on factory products.
ECDSA Algorithm Tests
ECDSA FIPS 186-4 Signature Generation Test
For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate
10 1024-bit long messages and obtain for each message a public key and the resulting signature values R and S.
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To determine correctness, the evaluator shall use the signature verification function of a known good
implementation.
ECDSA FIPS 186-4 Signature Verification Test
For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate
a set of 10 1024-bit message, public key and signature tuples and modify one of the values (message, public key
or signature) in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values.
RSA Signature Algorithm Tests
Signature Generation Test
The evaluator shall verify the implementation of RSA Signature Generation by the TOE using the Signature
Generation Test. To conduct this test, the evaluator shall generate or obtain 10 messages from a trusted reference
implementation for each modulus size/SHA combination supported by the TSF. The evaluator shall have the TOE
use their private key and modulus value to sign these messages.
The evaluator shall verify the correctness of the TSF’s signature using a known good implementation and the
associated public keys to verify the signatures.
Signature Verification Test
The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize another
party’s valid and invalid signatures. The evaluator shall inject errors into the test vectors produced during the
Signature Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or
signatures. The TOE attempts to verify the signatures and returns success or failure.
The evaluator shall use these test vectors to emulate the signature verification test using the corresponding
parameters and verify that the TOE detects these errors.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

SHS: C211, C1363

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_COP.1(4) Cryptographic Operation for Keyed Hash Algorithms
This SFR is identified as FCS_COP.1(HMAC) in [ST].

2.2.7.1

TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function:
key length, hash function used, block size, and output MAC length used.

In [ST] section 6.2.1 Cryptographic Algorithms and Operations, Table 15 HMAC Characteristics
identifies HMAC key length, hash function used, block size, and output MAC length used for each
algorithm.

2.2.7.2

Guidance Activities

None defined.
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2.2.7.3

Test Activities

Assurance Activity Note: The following tests require the developer to provide access to a test platform that
provides the evaluator with tools that are typically not found on factory products.
For each of the supported parameter sets, the evaluator shall compose 15 sets of test data. Each set shall consist of
a key and message data. The evaluator shall have the TSF generate HMAC tags for these sets of test data. The
resulting MAC tags shall be compared to the result of generating HMAC tags with the same key and IV using a
known good implementation.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

HMAC: C211, C350, C1363, C1368

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_ENT_EXT.1 Entropy for Virtual Machines
2.2.8.1

TSS Assurance Activity

The evaluator shall verify that the TSS describes how the TOE provides entropy to Guest VMs, and how to access
the interface to acquire entropy or random numbers.

FCS_ENT_EXT.1.1 identifies two methods the TOE uses to make entropy available to VMs: hypercall
and virtual device interfaces. [ST] section 6.2.1 states that the root partition makes entropy available to a
guest VM using the virtual TPM device, and that guest VMs can also obtain entropy via hypercall via the
RDRAND instruction.
The evaluator shall verify that the TSS describes the mechanisms for ensuring that one VM does not affect the
entropy acquired by another VM.

[ST] section 6.2.1 Cryptographic Algorithms and Operations states “Isolation between guest VMs issuing
RDRAND instructions is ensured by the hypervisor, and by the VMBus for access to the vTPM.”

2.2.8.2

Guidance Activities

None defined.

2.2.8.3

Test Activities

Test 1: The evaluator shall invoke entropy from each Guest VM. The evaluator shall verify that each VM
acquires values from the interface.

This test is performed in conjunction with FCS_ENT_EXT.1 Test 2.
Test 2: The evaluator shall invoke entropy from multiple VMs as nearly simultaneously as practicable. The
evaluator shall verify that the entropy used in one VM is not identical to that invoked from the other VMs.

The evaluator queried for entropy from 3 different VMs simultaneously and verified that the entropy
returned for each was unique.
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FCS_HTTPS_EXT.1 HTTPS Protocol
2.2.9.1

TSS Assurance Activity

The evaluator shall check the TSS to ensure that it is clear on how HTTPS uses TLS to establish an administrative
session, focusing on any client authentication required by the TLS protocol vs. security administrator
authentication which may be done at a different level of the processing stack.

[ST] section 6.2.3.1 describes the TOE’s implementation of TLS and states that it is used to implement
HTTPS. This section includes details of TLS connection setup and states that the TSF implements
HTTPS “as described in RFC 2818.”
[ST] section 6.2.5 states that the TSF implements TLS “to provide server and mutual authentication using
X.509v3 certificates, confidentiality and integrity to upper-layer protocols such as Extensible
Authentication Protocol and HTTP.” From this it is clear that the TSF has the ability to authenticate a
client at the network layer in addition to whatever application-layer user authentication is enforced.

2.2.9.2

Guidance Activities

None defined.

2.2.9.3

Test Activities

Testing for this activity is done as part of the TLS testing; this may result in additional testing if the TLS tests are
done at the TLS protocol level.

FCS_IPSEC_EXT.1 IPsec Protocol
2.2.10.1 TSS Assurance Activity
FCS_IPSEC_EXT.1.1, FCS_IPSEC_EXT.1.2
The evaluator shall examine the TSS and determine that it describes what takes place when a packet is processed
by the TOE, e.g., the algorithm used to process the packet. The TSS describes how the SPD is implemented and
the rules for processing both inbound and outbound packets in terms of the IPsec policy. The TSS describes the
rules that are available and the resulting actions available after matching a rule. The TSS describes how those
rules and actions form the SPD in terms of the BYPASS (e.g., no encryption), DISCARD (e.g., drop the packet),
and PROTECT (e.g., encrypt the packet) actions defined in RFC 4301.
As noted in section 4.4.1 of RFC 4301, the processing of entries in the SPD is non-trivial and the evaluator shall
determine that the description in the TSS is sufficient to determine which rules will be applied given the rule
structure implemented by the TOE. For example, if the TOE allows specification of ranges, conditional rules, etc.,
the evaluator shall determine that the description of rule processing (for both inbound and outbound packets) is
sufficient to determine the action that will be applied, especially in the case where two different rules may apply.
This description shall cover both the initial packets (that is, no SA is established on the interface or for that
particular packet) as well as packets that are part of an established SA.

[ST] section 6.2.3.3 provides an overview of Windows’ implementation of IPsec along with links to more
detailed online documentation. This section also describes the security policy database. The database
contains a set of rules based on firewall processing rules. The rules are based on traffic source,
destination, and transport protocol. A rule match determines whether a packet should be transmitted or
received, blocked, or protected with IPsec. The security policy database will discard a packet when no
rules in the security policy database apply to the packet.
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[ST] section 6.2.3.3 references documentation available online for details of security policy database
processing:



Windows Server, Windows Server 2019, and Microsoft Windows 10 Hyper-V Common Criteria
Operational and Administrative Guidance (version 1909) [CCCG]
[MS-WPO] section 7.5.3 (Security Policy Database Structure)

FCS_IPSEC_EXT.1.3
The evaluator checks the TSS to ensure it states that the VPN can be established to operate in tunnel mode and/or
transport mode (as identified in FCS_IPSEC_EXT.1.3).

Section 6.2.3.3 of [ST] notes that IPsec in general supports both transport and tunnel modes, consistent
with the claims made in FCS_IPSEC_EXT.1.3, but that the Remote Access Service VPN supports only
tunnel mode.
FCS_IPSEC_EXT.1.4
The evaluator shall examine the TSS to verify that the algorithms AES-CBC-128 and AES-CBC-256 are
implemented. If the ST author has selected either AESGCM-128 or AES-GCM-256 in the requirement, then the
evaluator verifies the TSS describes these as well. In addition, the evaluator ensures that the SHA-based HMAC
algorithm conforms to the algorithms specified in FCS_COP.1(4) Cryptographic Operations (for keyed-hash
message authentication).

Section 6.2.3.3 of [ST] claims that the IPsec implementation uses any of AES-CBC-128, AES-CBC-256,
AES-GCM-128, and AES-GCM-256, consistent with the claims made in FCS_IPSEC_EXT.1.4. This
section also identifies the supported SHA-based HMACs as HMAC-SHA1, HMAC-SHA-256, and
HMAC-SHA-384, all of which are claimed in FCS_COP.1(HMAC).
FCS_IPSEC_EXT.1.5
The evaluator shall examine the TSS to verify that IKEv1 and/or IKEv2 are implemented. If IKEv1 is claimed,
the evaluator shall examine the TSS to ensure that, in the description of the IPsec protocol, it states that
aggressive mode is not used for IKEv1 Phase 1 exchanges, and that only main mode is used. It may be that this is
a configurable option.

Section 6.2.3.3 of [ST] identifies that both IKEv1 and IKEv2 are supported, and that aggressive mode is
not implemented for an IKEv1 Phase 1 key exchange.
FCS_IPSEC_EXT.1.6
The evaluator shall ensure the TSS identifies the algorithms used for encrypting the IKEv1 and/or IKEv2
payload, and that the algorithms AES-CBC-128, AES-CBC-256 are specified, and if others are chosen in the
selection of the requirement, those are included in the TSS discussion.

Section 6.2.3.3 of [ST] identifies the symmetric cryptographic algorithms used for IPsec and states that
only AES-CBC-128 and AES-CBC-256 can be used to encrypt the IPsec payload.
FCS_IPSEC_EXT.1.7, FCS_IPSEC_EXT.1.8, and FCS_IPSEC_EXT.1.10
None defined.

N/A – no evaluation activities defined.
FCS_IPSEC_EXT.1.9
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The evaluator shall check to ensure that, for each DH group supported, the TSS describes the process for
generating "x" (as defined in FCS_IPSEC_EXT.1.). The evaluator shall verify that the TSS indicates that the
random number generated that meets the requirements in this PP is used, and that the length of "x" meets the
stipulations in the requirement.

Section 6.2.3.3 of [ST] describes the TOE’s use of its DRBG to generate ‘x’ where the length of ‘x’ is
dependent on the DH group used: 224 bits for group 14, 256 bits for group 19, and 384 bits for group 20.
This is consistent with the selections made in FCS_IPSEC_EXT.1.9.
FCS_IPSEC_EXT.1.11
The evaluator shall check to ensure that the DH groups specified in the requirement are listed as being supported
in the TSS. If there is more than one DH group supported, the evaluator checks to ensure the TSS describes how a
particular DH group is specified/negotiated with a peer.

Section 6.2.3.3 of [ST] states that DH groups 14, 19, 20, and 24 are supported, consistent with the claims
made in FCS_IPSEC_EXT.1.11. This section also states that if multiple groups are offered by the TOE, it
will choose whichever of those groups is offered in response by the IPsec peer.
FCS_IPSEC_EXT.1.12
The evaluator shall check that the TSS describes the potential strengths (in terms of the number of bits in the
symmetric key) of the algorithms that are allowed for the IKE and ESP exchanges. The TSS shall also describe
the checks that are done when negotiating IKEv1 Phase 2 and/or IKEv2 CHILD_SA suites to ensure that the
strength (in terms of the number of bits of key in the symmetric algorithm) of the negotiated algorithm is less than
or equal to that of the IKE SA this is protecting the negotiation.

Section 6.2.3.3 of [ST] states that the administrator must configure the VPN client to use equivalent
algorithm strengths for Phase 1/IKE_SA connections and Phase 2/CHILD_SA connections.
FCS_IPSEC_EXT.1.13
The evaluator ensures that the TSS identifies RSA and/or ECDSA as being used to perform peer authentication.
The description shall be consistent with the algorithms as specified in FCS_COP.1(2) Cryptographic Operations
(for cryptographic signature).
If pre-shared keys are chosen in the selection, the evaluator shall check to ensure that the TSS describes how preshared keys are established and used in authentication of IPsec connections. The evaluator shall check that the
operational guidance describes how pre-shared keys are to be generated and established. The description in the
TSS and the operational guidance shall also indicate how pre-shared key establishment is accomplished for TOEs
that can generate a pre-shared key as well as TOEs that simply use a pre-shared key.

Section 6.2.3.3 of [ST] identifies both 2048-bit RSA and P-256/P-384 ECDSA certificates for use as
IPsec peer authenticators, both of which are consistent with the claims made in FCS_COP.1(SIGN).
Section 6.2.3.3 of [ST] identifies that pre-shared keys are supported for peer authentication as well, but
that this is not recommended due to the potential to use weak keys. This section states that the pre-shared
key entered by the administrator is used with no further processing. It is implied from this section that the
TSF does not have the ability to generate its own pre-shared keys and that it relies entirely on
administrator input.
For pre-shared keys, section 6.5.2.1 of [CCCG] states that pre-shared keys are generated by the user or
administrator and not the TOE. Sections 6.5.2.1, 6.5.2.2, and 6.5.2.3 describe how to set up an IPsec
connection using a pre-shared key. Section 6.5.3.5 lists the restrictions on the pre-shared key’s
composition (supported lengths and character set).
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FCS_IPSEC_EXT.1.14
The assurance activities for this element are performed in conjunction with the assurance activities for the next
element.

Refer to FCS_IPSEC_EXT.1.15 below.
FCS_IPSEC_EXT.1.15
The evaluator shall ensure that the TSS describes how the TOE compares the peer’s presented identifier to the
reference identifier. This description shall include whether the certificate presented identifier is compared to the
ID payload presented identifier, which field(s) of the certificate are used as the presented identifier (DN, Common
Name, or SAN), and, if multiple fields are supported, the logical order comparison. If the ST author assigned an
additional identifier type, the TSS description shall also include a description of that type and the method by
which that type is compared to the peer’s presented certificate.

Section 6.2.3.3 of [ST] claims that the TSF will validate a peer certificate consistent with the
requirements of FIA_X509_EXT.1. For reference identifier verification, the TSF will compare the CN of
the presented certificate to the expected value for the IP address, DN, FQDN, or user FQDN. The peer
certificate only contains a single identifier; multiple simultaneous identifiers are not supported so there is
no logical order comparison. The ST does not identify any additional identifier types.

2.2.10.2 Guidance Activities
FCS_IPSEC_EXT.1.1
The evaluator shall examine the operational guidance to verify it instructs the Administrator how to construct
entries into the SPD that specify a rule for processing a packet. The description includes all three cases – a rule
that ensures packets are encrypted/decrypted, dropped, and flow through the TOE without being encrypted.

Section 6.5.1 of [CCCG] identifies the Windows Filtering Platform (WFP) as the Windows
implementation of the IPsec SPD. This section identifies a mapping between the
PROTECT/BYPASS/DISCARD rule categorizations defined in the [BV PP] and the rule types that WFP
uses to implement those functions. The subsections below 6.5.1.1 include references for how to configure
these functions using the Windows GUI, Group Policy, and PowerShell.
FCS_IPSEC_EXT.1.1
The evaluator shall determine that the description in the operational guidance is consistent with the description in
the TSS, and that the level of detail in the operational guidance is sufficient to allow the administrator to set up
the SPD in an unambiguous fashion. This includes a discussion of how ordering of rules impacts the processing
of an IP packet.

Section 6.5.1 of [CCCG] states that each of the interfaces used to define rules provide control over the
order in which the rules are executed.
FCS_IPSEC_EXT.1.2, FCS_IPSEC_EXT.1.9, FCS_IPSEC_EXT.1.10, FCS_IPSEC_EXT.1.11,
and FCS_IPSEC_EXT.1.12
None defined.

N/A – there are no guidance evaluation activities for these elements.
FCS_IPSEC_EXT.1.3
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The evaluator shall confirm that the operational guidance contains instructions on how to configure the
connection in each mode selected.

[CCCG] section 6.5.1.3 describes how to configure the TOE in both transport mode and tunnel mode.
FCS_IPSEC_EXT.1.4
The evaluator checks the operational guidance to ensure it provides instructions on how to configure the
TOE/platform to use the algorithms, and if either AES-GCM-128 or AES-GCM-256 have been selected the
guidance instructs how to use these as well.

[CCCG] section 6.5.2.1 describes how to configure VPN using PowerShell. This section links to the
cmdlets that relate to VPN configuration. Specifically, the Set-VPNConnectionIPsecConfiguration’s CipherTransformConstants flag is used to specify the supported encryption method for ESP. This section
also states the encryption methods that are allowed in the evaluated configuration.
Section 6.5.2.2 describes how to configure a VPN connection using the Windows RAS IPsec VPN client,
including the ESP algorithm used.
[CCCG] section 6.5.3 also states the allowed encryption algorithms for ESP.
FCS_IPSEC_EXT.1.5
The evaluator shall check the operational guidance to ensure it instructs the administrator how to configure the
TOE/platform to use IKEv1 and/or IKEv2 (as selected), and uses the guidance to configure the TOE/platform to
perform NAT traversal for the following test (if selected). If IKEv1 is claimed and the use of main mode requires
configuration of the TOE/platform prior to its operation, the evaluator shall check the operational guidance to
ensure that instructions for this configuration are contained within that guidance.

Section 6.5.2.1 describes how to configure VPN using PowerShell. This section links to the cmdlets that
relate to VPN configuration. Specifically, the Set-VPNConnection’s –TunnelType flag is used to specify
the supported version of IKE.
Section 6.5.2.2 describes how to configure a VPN connection using the Windows RAS IPsec VPN client,
including the IKE version used.
Section 6.5.2 of [CCCG] states that both NAT traversal (both IKEv1 and IKEv2) and use of main mode
(IKEv1 only) are automatically enabled and no configuration is possible to change this.
FCS_IPSEC_EXT.1.6
The evaluator ensures that the operational guidance describes the configuration of the mandated algorithms, as
well as any additional algorithms selected in the requirement. The guidance is then used to configure the
TOE/platform to perform the following test for each ciphersuite selected.

Section 6.5.2.1 describes how to configure VPN using PowerShell. This section links to the cmdlets that
relate to VPN configuration. Specifically, the Set-VPNConnectionIPsecConfiguration’s EncryptionMethod flag is used to specify the supported encryption method for IPsec. Section 6.5.3
identifies the supported IKE encryption algorithms consistent with those defined in [ST].
Section 6.5.2.2 describes how to configure a VPN connection using the Windows RAS IPsec VPN client.
This section states that only limited configuration options are available using this method; if direct control
over the desired IKE algorithms is desired, alternative configuration methods should be used.
FCS_IPSEC_EXT.1.7
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The evaluator shall verify that the values for SA lifetimes can be configured and that the instructions for doing so
are located in the operational guidance. If time-based limits are supported, the evaluator ensures that the
Administrator is able to configure Phase 1 SA values for 24 hours. Currently there are no values mandated for the
number of packets or number of bytes, the evaluator just ensures that this can be configured if selected in the
requirement.

Section 6.5.2 of [CCCG] says that IKEv2 SA lifetimes are always inherited from the VPN gateway. For
IKEv1 lifetimes for IPsec connections other than the RAS VPN, section 6.5.3.2 references guidance for
how to use PowerShell to configure this.
Section 6.5.2.5 of [CCCG] identifies that the SA lifetimes are inherited from the VPN gateway
configuration and includes the default values that are enforced if the gateway does not specify any values.
This is specified for both Main Mode (IKEv1 Phase 1/IKEv2 SA) and Quick Mode (IKEv1 Phase
2/IKEv2 Child SA).
FCS_IPSEC_EXT.1.8
The evaluator shall verify that the values for SA lifetimes can be configured and that the instructions for doing so
are located in the operational guidance. If time-based limits are supported, the evaluator ensures that the
Administrator is able to configure Phase 2 SA values for 8 hours. Currently there are no values mandated for the
number of packets or number of bytes, the evaluator just ensures that this can be configured if selected in the
requirement.

Refer FCS_IPSEC_EXT.1.7 above.
FCS_IPSEC_EXT.1.13
The evaluator ensures the operational guidance describes how to set up the TOE to use certificates with RSA
and/or ECDSA signatures and public keys.
In order to construct the environment and configure the TOE for the following tests, the evaluator will ensure that
the operational guidance describes how to configure the TOE to connect to a trusted CA, and ensure a valid
certificate for that CA is loaded into the TOE and marked “trusted”.

Section 6.5.3.3 describes how to configure the authentication method in PowerShell using the NewNetIpsecAuthProposal cmdlet. This section also includes guidance on how to set the expected identifier
for the peer certificate as the DN, FQDN, or IP address.
Regarding the configuration of certificates, section 6.3.2 of [CCCG] describes the TOE as being preloaded with trusted root certificates for several CAs and includes instructions for managing the trust store
if additional trusted root CAs are needed.
FCS_IPSEC_EXT.1.14
The assurance activities for this element are performed in conjunction with the assurance activities for the next
element.

Refer to FCS_IPSEC_EXT.1.15 below.
FCS_IPSEC_EXT.1.15
The evaluator shall ensure that the operational guidance includes the configuration of the reference identifier(s)
for the peer.

Section 6.5.3.3 describes how to configure the authentication method in PowerShell using the NewNetIpsecAuthProposal cmdlet, which includes how to configure the peer’s reference identifier through the
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use of the –SubjectName and –SubjectNameType parameters. This includes guidance on how to set the
expected identifier for the peer certificate as DN, FQDN, or IP address.

2.2.10.3 Test Activities
The evaluator uses the operational guidance to configure the TOE to carry out the following tests:

FCS_IPSEC_EXT.1.1
Test 1: The evaluator shall configure the SPD such that there is a rule for dropping a packet, encrypting a packet,
and allowing a packet to flow in plaintext. The selectors used in the construction of the rule shall be different such
that the evaluator can generate a packet and send packets to the gateway with the appropriate fields (fields that are
used by the rule - e.g., the IP addresses, TCP/UDP ports) in the packet header. The evaluator performs both
positive and negative test cases for each type of rule (e.g., a packet that matches the rule and another that does not
match the rule). The evaluator observes via the audit trail, and packet captures that the TOE exhibited the
expected behavior: appropriate packets were dropped, allowed to flow without modification, encrypted by the
IPsec implementation.

The evaluator configured SPD rules to block, bypass and protect certain traffic. The evaluator then
communicated with the TOE using these ports and protocols and verified that the traffic was treated
appropriately. The evaluator then queried the audit trail and verified that each event was audited.
FCS_IPSEC_EXT.1.1
Test 2: The evaluator shall devise several tests that cover a variety of scenarios for packet processing. As with
Test 1, the evaluator ensures both positive and negative test cases are constructed. These scenarios shall exercise
the range of possibilities for SPD entries and processing modes as outlined in the TSS and operational guidance.
Potential areas to cover include rules with overlapping ranges and conflicting entries, inbound and outbound
packets, and packets that establish SAs as well as packets that belong to established SAs. The evaluator shall
verify, via the audit trail and packet captures, for each scenario that the expected behavior is exhibited, and is
consistent with both the TSS and the operational guidance.

This test is performed in conjunction with FCS_IPSEC_EXT.1.1 Test 1.
FCS_IPSEC_EXT.1.2
Test 1: The evaluator shall configure the SPD such that there is a rule for dropping a packet, encrypting a packet,
and allowing a packet to flow in plaintext. The evaluator may use the SPD that was created for verification of
FCS_IPSEC_EXT.1.1. The evaluator shall construct a network packet that matches the rule to allow the packet to
flow in plaintext and send that packet. The evaluator should observe that the network packet is passed to the
proper destination interface with no modification. The evaluator shall then modify a field in the packet header;
such that it no longer matches the evaluator-created entries (there may be a “TOE/platform created” final entry
that discards packets that do not match any previous entries). The evaluator sends the packet, and observes that
the packet was dropped.

This test is performed in conjunction with FCS_IPSEC_EXT.1.1 Test 1.
FCS_IPSEC_EXT.1.3
Test 1 (conditional): If tunnel mode is selected, the evaluator uses the operational guidance to configure the
TOE/platform to operate in tunnel mode and also configures a VPN peer to operate in tunnel mode. The evaluator
configures the TOE/platform and the VPN peer to use any of the allowable cryptographic algorithms,
authentication methods, etc. to ensure an allowable SA can be negotiated. The evaluator shall then initiate a
connection from the TOE/Platform to the VPN peer. The evaluator observes (for example, in the audit trail and
the captured packets) that a successful connection was established using the tunnel mode.
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The evaluator attempted an IPsec connection to the TOE using tunnel mode and verified that the attempt
succeeded.
FCS_IPSEC_EXT.1.3
Test 2: The evaluator uses the operational guidance to configure the TOE/platform to operate in transport mode
and also configures a VPN peer to operate in transport mode. The evaluator configures the TOE/platform and the
VPN peer to use any of the allowed cryptographic algorithms, authentication methods, etc. to ensure an allowable
SA can be negotiated. The evaluator then initiates a connection from the TOE/platform to connect to the VPN
peer. The evaluator observes (for example, in the audit trail and the captured packets) that a successful connection
was established using the transport mode.

The evaluator attempted an IPsec connection to the TOE using transport mode and verified that the
attempt succeeded.
FCS_IPSEC_EXT.1.4
The evaluator shall configure the TOE/platform as indicated in the operational guidance configuring the
TOE/platform to use each of the supported algorithms, attempt to establish a connection using ESP, and verify
that the attempt succeeds.

The evaluator attempted separate IPsec connections to the TOE using each of the ESP algorithms stated in
the ST and confirmed that the connection succeeded.
FCS_IPSEC_EXT.1.5
Tests are performed in conjunction with the other IPsec evaluation activities with the exception of the activities
below:




(conditional): If the TOE claims IKEv1, the evaluator shall configure the TOE/platform as indicated in
the operational guidance (if applicable) and attempt to establish a connection using an IKEv1 Phase 1
connection in aggressive mode. This attempt should fail. The evaluator should then show that main
mode exchanges are supported.
(conditional): The evaluator shall configure the TOE/platform so that it will perform NAT traversal
processing as described in the TSS and RFC 5996, section 2.23. The evaluator shall initiate an IPsec
connection and determine that the NAT is successfully traversed.

The evaluator attempted an IPsec connection to the TOE using IKEv1 aggressive mode and confirmed the
connection was denied. The evaluator the attempted an IPsec connection to the TOE using IKEv2 with
NAT-T enabled and confirmed that the connection succeed and the NAT was traversed.
FCS_IPSEC_EXT.1.6
The evaluator shall configure the TOE/platform to use the ciphersuite under test to encrypt the IKEv1 and/or
IKEv2 payload and establish a connection with a peer device, which is configured to only accept the payload
encrypted using the indicated ciphersuite. The evaluator will confirm the algorithm was that used in the
negotiation.

The evaluator attempted separate IPsec connections using each of the algorithms in the ST for IKEv1 and
IKEv2 and confirmed that the connection succeeded.
FCS_IPSEC_EXT.1.7
When testing this functionality, the evaluator needs to ensure that both sides are configured appropriately. From
the RFC “A difference between IKEv1 and IKEv2 is that in IKEv1 SA lifetimes were negotiated. In IKEv2, each
end of the SA is responsible for enforcing its own lifetime policy on the SA and rekeying the SA when necessary.
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If the two ends have different lifetime policies, the end with the shorter lifetime will end up always being the one
to request the rekeying. If the two ends have the same lifetime policies, it is possible that both will initiate a
rekeying at the same time (which will result in redundant SAs). To reduce the probability of this happening, the
timing of rekeying requests SHOULD be jittered.”
Each of the following tests shall be performed for each version of IKE selected in the FCS_IPSEC_EXT.1.5
protocol selection:

FCS_IPSEC_EXT.1.7
Test 1 (Conditional): The evaluator shall configure a maximum lifetime in terms of the number of packets (or
bytes) allowed following the operational guidance. The evaluator shall configure a test peer with a packet/byte
lifetime that exceeds the lifetime of the TOE. The evaluator shall establish an SA between the TOE and the test
peer, and determine that once the allowed number of packets (or bytes) through this SA is exceeded, a new SA is
negotiated. The evaluator shall verify that the TOE initiates a Phase 1 negotiation.

The evaluator configured the TOE’s rekey value to be less than the value of the IPsec peer. The evaluator
then established a connection with the TOE and sent data through the channel and confirmed that when
the threshold was reached the TOE initiated a rekey.
FCS_IPSEC_EXT.1.7
Test 2 (Conditional): The evaluator shall configure a maximum lifetime of 24 hours for the Phase 1 SA following
the operational guidance. The evaluator shall configure a test peer with a lifetime that exceeds the lifetime of the
TOE. The evaluator shall establish an SA between the TOE and the test peer, maintain the Phase 1 SA for 24
hours, and determine that once 24 hours has elapsed, a new Phase 1 SA is negotiated. The evaluator shall verify
that the TOE initiates a Phase 1 negotiation.

The evaluator configured the TOE’s IKE rekey value to 24 hours and ESP to 8 hours. The evaluator then
established a connection with the TOE and confirmed that when each threshold was reached the TOE
initiated a rekey.
FCS_IPSEC_EXT.1.8
When testing this functionality, the evaluator needs to ensure that both sides are configured appropriately. From
the RFC “A difference between IKEv1 and IKEv2 is that in IKEv1 SA lifetimes were negotiated. In IKEv2, each
end of the SA is responsible for enforcing its own lifetime policy on the SA and rekeying the SA when necessary.
If the two ends have different lifetime policies, the end with the shorter lifetime will end up always being the one
to request the rekeying. If the two ends have the same lifetime policies, it is possible that both will initiate a
rekeying at the same time (which will result in redundant SAs). To reduce the probability of this happening, the
timing of rekeying requests SHOULD be jittered.”
Each of the following tests shall be performed for each version of IKE selected in the FCS_IPSEC_EXT.1.5
protocol selection:

FCS_IPSEC_EXT.1.8
Test 1 (Conditional): The evaluator shall configure a maximum lifetime in terms of the number of packets (or
bytes) allowed following the operational guidance. The evaluator shall configure a test peer with a packet/byte
lifetime that exceeds the lifetime of the TOE. The evaluator shall establish an SA between the TOE and the test
peer, and determine that once the allowed number of packets (or bytes) through this SA is exceeded, a new SA is
negotiated. The evaluator shall verify that the TOE initiates a Phase 2 negotiation.

This test is performed in conjunction with FCS_IPSEC_EXT.1.7 Test 1.
FCS_IPSEC_EXT.1.8
Test 2 (Conditional): The evaluator shall configure a maximum lifetime of 8 hours for the Phase 2 SA following
the operational guidance. The evaluator shall configure a test peer with a lifetime that exceeds the lifetime of the
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TOE. The evaluator shall establish an SA between the TOE and the test peer, maintain the Phase 1 SA for 8
hours, and determine that once 8 hours has elapsed, a new Phase 2 SA is negotiated. The evaluator shall verify
that the TOE initiates a Phase 2 negotiation.

This test is performed in conjunction with FCS_IPSEC_EXT.1.7 Test 2.
FCS_IPSEC_EXT.1.9
None defined.

N/A
FCS_IPSEC_EXT.1.10
Test 1 (conditional) If the first selection is chosen, the evaluator shall check to ensure that, for each DH group
supported, the TSS describes the process for generating each nonce. The evaluator shall verify that the TSS
indicates that the random number generated that meets the requirements in this PP is used, and that the length of
the nonces meet the stipulations in the requirement.

The evaluator verified that the TOE is capable of supporting each of the DH groups specified in the ST.
FCS_IPSEC_EXT.1.10
Test 2 (conditional) If the second selection is chosen, the evaluator shall check to ensure that, for each PRF hash
supported, the TSS describes the process for generating each nonce. The evaluator shall verify that the TSS
indicates that the random number generated that meets the requirements in this PP is used, and that the length of
the nonces meet the stipulations in the requirement.

The evaluator verified that the TOE is capable of using each of the PRF hash algorithms specified in the
ST.
FCS_IPSEC_EXT.1.11
For each supported DH group, the evaluator shall test to ensure that all supported IKE protocols can be
successfully completed using that particular DH group.

This test is performed in conjunction with FCS_IPSEC_EXT.1.6.
The evaluator simply follows the guidance to configure the TOE/platform to perform the following tests.

FCS_IPSEC_EXT.1.12
Test 1: This test shall be performed for each version of IKE supported. The evaluator shall successfully negotiate
an IPsec connection using each of the supported algorithms and hash functions identified in the requirements.

This test is performed in conjunction with FCS_IPSEC_EXT.1.4 and FCS_IPSEC_EXT.1.6.
FCS_IPSEC_EXT.1.12
Test 2: This test shall be performed for each version of IKE supported. The evaluator shall attempt to establish an
SA for ESP that selects an encryption algorithm with more strength than that being used for the IKE SA (i.e.,
symmetric algorithm with a key size larger than that being used for the IKE SA). Such attempts should fail.

The evaluator verified that the TOE required the IKE to be at least as strong as the ESP algorithm
specified and when this condition was not met the TOE rejected the connection.
FCS_IPSEC_EXT.1.12
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Test 3: This test shall be performed for each version of IKE supported. The evaluator shall attempt to establish an
IKE SA using an algorithm that is not one of the supported algorithms and hash functions identified in the
requirements. Such an attempt should fail.

The evaluator attempted a connection to the TOE using 3DEC-CBC and verified that the connection was
denied.
FCS_IPSEC_EXT.1.12
Test 4: This test shall be performed for each version of IKE supported. The evaluator shall attempt to establish an
SA for ESP (assumes the proper parameters where used to establish the IKE SA) that selects an encryption
algorithm that is not identified in FCS_IPSEC_EXT.1.4. Such an attempt should fail.

The evaluator attempted a connection with the TOE using a valid but mismatched ESP algorithm and
verified that the connection was denied.
FCS_IPSEC_EXT.1.13
For efficiency sake, the testing that is performed may be combined with the testing for FIA_X509_EXT.1,
FIA_X509_EXT.2 (for IPsec connections), and FCS_IPSEC_EXT.1.1. The following tests shall be repeated for
each peer authentication selected in the FCS_IPSEC_EXT.1.1 selection above:
Test 1: The evaluator shall configure the TOE to use a private key and associated certificate signed by a trusted
CA and shall establish an IPsec connection with the peer.

This test is performed in conjunction with FCS_IPSEC_EXT.1.6.
FCS_IPSEC_EXT.1.13
Test 2 [conditional]: The evaluator shall generate a pre-shared key off-TOE and use it, as indicated in the
operational guidance, to establish an IPsec connection with the peer.

The evaluator attempted an IPsec connection to the TOE using a pre-shared key and verified that the
connection succeeded.
FCS_IPSEC_EXT.1.14
The assurance activities for this element are performed in conjunction with the assurance activities for the next
element.

N/A
FCS_IPSEC_EXT.1.15
For each supported identifier type (excluding DNs), the evaluator shall repeat the following tests:
Test 1: For each field of the certificate supported for comparison, the evaluator shall configure the peer’s
reference identifier on the TOE (per the administrative guidance) to match the field in the peer’s presented
certificate and shall verify that the IKE authentication succeeds.

For each of the supported certificate comparisons defined in the ST, the evaluator configured the TOE to
accept that format and presented a certificate matching that format. The evaluator verified that the
connections were completed successfully.
FCS_IPSEC_EXT.1.15
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Test 2: For each field of the certificate support for comparison, the evaluator shall configure the peer’s reference
identifier on the TOE (per the administrative guidance) to not match the field in the peer’s presented certificate
and shall verify that the IKE authentication fails.

For each of the supported certificate comparisons defined in the ST, the evaluator configured the TOE to
accept that format and presented a certificate not matching that format. The evaluator verified that the
connections were rejected.
FCS_IPSEC_EXT.1.15
Test 3: (conditional) If, according to the TSS, the TOE supports both Common Name and SAN certificate fields
and uses the preferred logic outlined in the Application Note, the tests above with the Common Name field shall
be performed using peer certificates with no SAN extension. Additionally, the evaluator shall configure the peer’s
reference identifier on the TOE to not match the SAN in the peer’s presented certificate but to match the
Common Name in the peer’s presented certificate, and verify that the IKE authentication fails.

This test is performed in conjunction with FCS_IPSEC_EXT.1.15 Test 1 and Test 2.
FCS_IPSEC_EXT.1.15
Test 4: (conditional) If the TOE supports DN identifier types, the evaluator shall configure the peer’s reference
identifier on the TOE (per the administrative guidance) to match the subject DN in the peer’s presented certificate
and shall verify that the IKE authentication succeeds. To demonstrate a bit-wise comparison of the DN, the
evaluator shall change a single bit in the DN (preferably, in an Object Identifier (OID) in the DN) and verify that
the IKE authentication fails.

This test is performed in conjunction with FCS_IPSEC_EXT.1.15 Test 1 and Test 2.
FCS_IPSEC_EXT.1.15
Test 5: (conditional) If the TOE supports both IPv4 and IPv6 and supports IP address identifier types, the
evaluator must repeat test 1 and 2 with both IPv4 address identifiers and IPv6 identifiers. Additionally, the
evaluator shall verify that the TOE verifies that the IP header matches the identifiers by setting the presented
identifiers and the reference identifier with the same IP address that differs from the actual IP address of the peer
in the IP headers and verifying that the IKE authentication fails.

This test is performed in conjunction with FCS_IPSEC_EXT.1.15 Test 1 and Test 2.
FCS_IPSEC_EXT.1.15
Test 6: (conditional) If, according to the TSS, the TOE performs comparisons between the peer’s ID payload and
the peer’s certificate, the evaluator shall repeat the following test for each combination of supported identifier
types and supported certificate fields (as above). The evaluator shall configure the peer to present a different ID
payload than the field in the peer’s presented certificate and verify that the TOE fails to authenticate the IKE peer.

This test is performed in conjunction with FCS_IPSEC_EXT.1.15 Test 1 and Test 2.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation)
Documentation shall be produced—and the evaluator shall perform the activities—in accordance with
Annex D, Entropy Documentation and Assessment.

2.2.11.1 TSS Assurance Activity
None defined.
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2.2.11.2 Guidance Activities
None defined.

2.2.11.3 Test Activities
The evaluator shall also perform the following tests, depending on the standard to which the RBG conforms.
The evaluator shall perform 15 trials for the RBG implementation. If the RBG is configurable, the evaluator shall
perform 15 trials for each configuration. The evaluator shall also confirm that the operational guidance contains
appropriate instructions for configuring the RBG functionality.
If the RBG has prediction resistance enabled, each trial consists of (1) instantiate drbg, (2) generate the first block
of random bits (3) generate a second block of random bits (4) uninstantiate. The evaluator verifies that the second
block of random bits is the expected value. The evaluator shall generate eight input values for each trial. The first
is a count (0 – 14). The next three are entropy input, nonce, and personalization string for the instantiate
operation. The next two are additional input and entropy input for the first call to generate. The final two are
additional input and entropy input for the second call to generate. These values are randomly generated. “generate
one block of random bits” means to generate random bits with number of returned bits equal to the Output Block
Length (as defined in NIST SP 800-90A).
If the RBG does not have prediction resistance, each trial consists of (1) instantiate drbg, (2) generate the first
block of random bits (3) reseed, (4) generate a second block of random bits (5) uninstantiate. The evaluator
verifies that the second block of random bits is the expected value. The evaluator shall generate eight input values
for each trial. The first is a count (0 – 14). The next three are entropy input, nonce, and personalization string for
the instantiate operation. The fifth value is additional input to the first call to generate. The sixth and seventh are
additional input and entropy input to the call to re-seed. The final value is additional input to the second generate
call.
The following paragraphs contain more information on some of the input values to be generated/selected by the
evaluator.




Entropy input: the length of the entropy input value must equal the seed length.
Nonce: If a nonce is supported (CTR_DRBG with no df does not use a nonce), the nonce bit length is
one-half the seed length.
Personalization string: The length of the personalization string must be <= seed length. If the
implementation only supports one personalization string length, then the same length can be used for
both values. If more than one string length is support, the evaluator shall use personalization strings of
two different lengths. If the implementation does not use a personalization string, no value needs to be
supplied.

Additional input: the additional input bit lengths have the same defaults and restrictions as the personalization
string lengths.

Testing for this SFR is satisfied by the issuance of the following CAVP certificates:
-

DRBG: C211, C350, C1363, C1368

Multiple CAVP certificates apply because different versions of Windows were tested separately and
Windows also includes multiple cryptographic libraries that contain duplicate functions that are used for
different purposes.

FCS_TLSC_EXT.2 TLS Client Protocol
Added per TD0431: Modification to Cipher Suites for TLS.
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2.2.12.1 TSS Assurance Activity
FCS_TLSC_EXT.2.1
The evaluator shall check the description of the implementation of this protocol in the TSS to ensure that
the cipher suites supported are specified. The evaluator shall check the TSS to ensure that the cipher suites
specified include those listed for this component.

Section 6.2.3.1 of [ST] identifies the supported TLS cipher suites. The same cipher suites are supported
for both client and server use so the ST does not need to distinguish between them.
FCS_TLSC_EXT.2.2
The evaluator shall ensure that the TSS describes the client’s method of establishing all reference
identifiers from the administrator/application-configured reference identifier, including which types of
reference identifiers are supported (e.g., Common Name, DNS Name, URI Name, Service Name, or other
application-specific Subject Alternative Names) and whether IP addresses and wildcards are supported.
The evaluator shall ensure that this description identifies whether and the manner in which certificate
pinning is supported or used by the TOE.

Section 6.2.3.1 of [ST] lists the supported reference identifiers as Distinguished Name, Subject Name (i.e.
DN), and Subject Alternative Name, and that the DN and any SAN is checked against the remote
computer’s DNS name or IP address. The DNS name may be presented in the Subject Name (i.e. DN) or
SAN.
Section 6.2.3.1 of [ST] indicates that both IP addresses and wildcards are supported, and the behavior of
wildcard checking is documented.
Section 6.2.3.1 of [ST] asserts that certificate pinning is not supported.
FCS_TLSC_EXT.2.3
None defined.

N/A – no evaluation activities defined.
FCS_TLSC_EXT.2.4
The evaluator shall ensure that the TSS description required per FIA_X509_EXT.2.1 includes the use of
client-side certificates for TLS mutual authentication.

Section 6.2.3.1 of [ST] identifies that the TSF supports mutually-authenticated TLS. The TSS summary
of FIA_X509_EXT.2’s implementation in [ST] section 6.4.4 references the use of X.509 certificate
validation for TLS. It is implied that client-side certificates are supported through section 6.2.3.1’s claim
of mutual authentication.
FCS_TLSC_EXT.2.5
The evaluator shall verify that TSS describes the Supported Elliptic Curves Extension and whether the
required behavior is performed by default or may be configured.

Section 6.2.3.1 of [ST] identifies that the Supported Elliptic Curves Extension is included in the Client
Hello and that it includes all three supported elliptic curves from FCS_TLSC_EXT.2.5. This section also
states that this behavior is automatic; i.e. performed by default.
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2.2.12.2 Guidance Activities
FCS_TLSC_EXT.2.1, FCS_TLSC_EXT.2.2, FCS_TLSC_EXT.2.3, FCS_TLSC_EXT.2.4, and
FCS_TLSC_EXT.2.5
None defined.

No guidance evaluation activities for this component are defined. Note however that testing for
FCS_TLSC_EXT.2.2 requires the evaluator to configure the reference identifier validation following the
instructions in the guidance. Section 6.3.3 of [CCCG] states that no configuration is necessary to enforce
the TLS reference identifier validation function.

2.2.12.3 Test Activities
FCS_TLSC_EXT.2.1
Test 1: The evaluator shall establish a TLS connection using each of the cipher suites specified by the
requirement. This connection may be established as part of the establishment of a higher-level protocol,
e.g., as part of an EAP session. It is sufficient to observe the successful negotiation of a cipher suite to
satisfy the intent of the test; it is not necessary to examine the characteristics of the encrypted traffic in an
attempt to discern the cipher suite being used (for example, that the cryptographic algorithm is 128-bit
AES and not 256-bit AES).

The evaluator attempted a connection using each of the cipher suites defined in the ST and verified the
connection succeeded.
FCS_TLSC_EXT.2.1
Test 2: The evaluator shall attempt to establish the connection using a server with a server certificate that
contains the Server Authentication purpose in the extendedKeyUsage field and verify that a connection is
established. The evaluator will then verify that the client rejects an otherwise valid server certificate that
lacks the Server Authentication purpose in the extendedKeyUsage field and a connection is not established.
Ideally, the two certificates should be identical except for the extendedKeyUsage field.

The evaluator attempted a connection using a certificate containing the Server Authentication purpose in
the extendedKeyUsage and verified that the connection succeeded.
FCS_TLSC_EXT.2.1
Test 3: The evaluator shall send a server certificate in the TLS connection that does not match the serverselected cipher suite (for example, send a ECDSA certificate while using the
TLS_RSA_WITH_AES_128_CBC_SHA cipher suite or send a RSA certificate while using one of the
ECDSA cipher suites.) The evaluator shall verify that the TOE disconnects after receiving the server’s
Certificate handshake message.

The evaluator attempted a connection and using the cipher suite ECHDE-ECDSA-AES128-SHA and sent
an RSA certificate and verified that the TOE denied the connection.
FCS_TLSC_EXT.2.1
Test 4: The evaluator shall configure the server to select the TLS_NULL_WITH_NULL_NULL cipher
suite and verify that the client denies the connection.

The evaluator attempted a connection using TLS_NULL_WITH_NULL_NULL and verified that the
TOE rejected the connection.
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FCS_TLSC_EXT.2.1
Test 5: The evaluator shall perform the following modifications to the traffic:







Change the TLS version selected by the server in the Server Hello to a non-supported TLS version
(for example 1.3 represented by the two bytes 03 04) and verify that the client rejects the
connection.
Modify at least one byte in the server’s nonce in the Server Hello handshake message, and verify
that the client rejects the Server Key Exchange handshake message (if using a DHE or ECDHE
cipher suite) or that the server denies the client’s Finished handshake message.
Modify the server’s selected cipher suite in the Server Hello handshake message to be a cipher
suite not presented in the Client Hello handshake message. The evaluator shall verify that the
client rejects the connection after receiving the Server Hello.
(conditional): If an ECDHE or DHE cipher suite is selected, modify the signature block in the
Server’s Key Exchange handshake message, and verify that the client rejects the connection after
receiving the Server Key Exchange message.
Modify a byte in the Server Finished handshake message, and verify that the client sends a fatal
alert upon receipt and does not send any application data.
Send a garbled message from the Server after the Server has issued the ChangeCipherSpec
message and verify that the client denies the connection.

The evaluator attempted a connection using TLS version 1.5 represented by 03 06 and observed that the
TOE rejected the connection. The evaluator the attempted a connection with a modified byte in the
server’s nonce and observed that the TOE rejected the connection. The evaluator then attempted a
connection using a cipher suite not present in the Client Hello message and verified that the TOE rejected
the connection. The evaluator then attempted a connection with a modified signature block in the server’s
key exchange message and verified that the TOE rejected the connection. The evaluator then attempted a
connection with a modified byte in the server finished message and observed that the TOE did not accept
the connection. The evaluator attempted a connection by sending Application data to the TOE before
sending the Server Finished and verified that the TOE rejected the connection.
FCS_TLSC_EXT.2.2
The evaluator shall configure the reference identifier according to the AGD guidance and perform the
following tests during a TLS connection:

Note as per section 6.3.3 of [CCCG], no configuration is required for the reference identifier validation to
behave in the manner required for these tests.
FCS_TLSC_EXT.2.2
Test 1: The evaluator shall present a server certificate that does not contain an identifier in either the
Subject Alternative Name (SAN) or Common Name (CN) that matches the reference identifier. The
evaluator shall verify that the connection fails.

The evaluator attempted a connection with a certificate that contained an incorrect CN and contained no
SAN and verified that the TOE rejected the connection
FCS_TLSC_EXT.2.2
Test 2: The evaluator shall present a server certificate that contains a CN that matches the reference
identifier, contains the SAN extension, but does not contain an identifier in the SAN that matches the
reference identifier. The evaluator shall verify that the connection fails. The evaluator shall repeat this test
for each supported SAN type.
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The evaluator attempted a connection with a certificate that contained a good CN but also contains a SAN
DNS with an incorrect value in it and verified that the TOE rejected the connection.
FCS_TLSC_EXT.2.2
Test 3: The evaluator shall present a server certificate that contains a CN that matches the reference
identifier and does not contain the SAN extension. The evaluator shall verify that the connection succeeds.

The evaluator attempted a connection with a certificate that contained the correct value in the CN and no
SAN extension and verified the connection succeeded.
FCS_TLSC_EXT.2.2
Test 4: The evaluator shall present a server certificate that contains a CN that does not match the reference
identifier but does contain an identifier in the SAN that matches. The evaluator shall verify that the
connection succeeds.

The evaluator attempted a connection with a certificate that had a bad CN value but contained the correct
value in the SAN and verified that the connection was completed successfully.
FCS_TLSC_EXT.2.2
Test 5: The evaluator shall perform the following wildcard tests with each supported type of reference
identifier:
1.

The evaluator shall present a server certificate containing a wildcard that is not in the left-most label
of the presented identifier (e.g., foo.*.example.com) and verify that the connection fails.

2.

The evaluator shall present a server certificate containing a wildcard in the left-most label (e.g.,
*.example.com). The evaluator shall configure the reference identifier with a single left-most label
(e.g., foo.example.com) and verify that the connection succeeds. The evaluator shall configure the
reference identifier without a left-most label as in the certificate (e.g., example.com) and verify
that the connection fails. The evaluator shall configure the reference identifier with two left-most
labels (e.g., bar.foo.example.come) and verify that the connection fails.

The evaluator attempted a connection with a certificate containing a wildcard in the non-leftmost field
and verified that the TOE rejected the connection. The evaluator the attempted a connection with a
certificate containing a wildcard in the leftmost field and verified that the TOE accepted the connection
with a reference id value using only 1 leftmost value and rejected the connection when the reference id
contained no leftmost value or 2 leftmost values.
FCS_TLSC_EXT.2.2
Test 6: [conditional] If URI or Service name reference identifiers are supported, the evaluator shall
configure the DNS name and the service identifier. The evaluator shall present a server certificate
containing the correct DNS name and service identifier in the URIName or SRVName fields of the SAN
and verify that the connection succeeds. The evaluator shall repeat this test with the wrong service
identifier (but correct DNS name) and verify that the connection fails.

This test is not applicable because the TOE does not support URI or Service name reference identifiers.
FCS_TLSC_EXT.2.2
Test 7: [conditional] If pinned certificates are supported the evaluator shall present a certificate that does
not match the pinned certificate and verify that the connection fails.
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This test is not applicable because the TOE does not support pinned certificates.
FCS_TLSC_EXT.2.3
Test 1: The evaluator shall demonstrate that using a certificate without a valid certification path results in
the function failing. Using the administrative guidance, the evaluator shall then load a certificate or
certificates needed to validate the certificate to be used in the function, and demonstrate that the function
succeeds. The evaluator then shall delete one of the certificates, and show that the function fails.

The evaluator attempted a connection with a certificate that chained to a CA that was not trusted by the
TOE and observed that the TOE rejected the connection.
FCS_TLSC_EXT.2.4
Test 1: The evaluator shall perform the following modification to the traffic:
 Configure the server to require mutual authentication and then modify a byte in a CA field in the
Server’s Certificate Request handshake message. The modified CA field shall not be the CA used
to sign the client’s certificate. The evaluator shall verify the connection is unsuccessful.

The evaluator attempted a connection with a server requesting a CA certificate that was not in the chain
signing the client certificate and verified the connection could not be successfully completed.
FCS_TLSC_EXT.2.5
Test 1: The evaluator shall configure the server to perform an ECDHE key exchange in the TLS
connection using a non-supported curve (for example P-192) and shall verify that the TOE disconnects
after receiving the server’s Key Exchange handshake message.

The evaluator attempted a connection with an ECDHE Key exchange using secp192r1 and verified that
the TOE rejected the connection.

FCS_TLSS_EXT.2 TLS Server Protocol with Mutual Authentication
2.2.13.1 TSS Assurance Activity
FCS_TLSS_EXT.2.1
The evaluator shall check the description of the implementation of this protocol in the TSS to ensure that the
ciphersuites supported are specified. The evaluator shall check the TSS to ensure that the ciphersuites specified
are identical to those listed for this component.

Section 6.2.3.1 of [ST] identifies the supported TLS cipher suites. The same cipher suites are supported
for both client and server use so the ST does not need to distinguish between them.
FCS_TLSS_EXT.2.2
The evaluator shall verify that the TSS contains a description of the denial of old SSL and TLS versions.

Section 6.2.3.1 of [ST] states that in the evaluated configuration, SSL/TLS versions older than TLS 1.1
are rejected by the TSF.
FCS_TLSS_EXT.2.3
The evaluator shall verify that the TSS describes the key agreement parameters of the server key exchange
message.
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Section 6.2.2 of [ST] identifies the key sizes for RSA and DSA keys used for TLS as 2048 and 3072 bits,
consistent with FCS_TLSS_EXT.2.3. Section 6.2.3.1 identifies secp256r1, secp384r1, and secp521r1 as
the supported elliptic curves.
FCS_TLSS_EXT.2.4
The evaluator shall ensure that the TSS description required per FIA_X509_EXT.2.1 includes the use of clientside certificates for TLS mutual authentication.

Section 6.2.3.1 of [ST] identifies that the TSF supports mutually-authenticated TLS. The TSS summary
of FIA_X509_EXT.2’s implementation in [ST] section 6.4.4 references the use of X.509 certificate
validation for TLS. It is implied that client-side certificates are supported through section 6.2.3.1’s claim
of mutual authentication.
FCS_TLSS_EXT.2.5
The evaluator shall ensure that the TSS description required per FIA_X509_EXT.2.1 includes the use of clientside certificates for TLS mutual authentication.

Section 6.2.3.1 of [ST] identifies that the TSF supports mutually-authenticated TLS. The TSS summary
of FIA_X509_EXT.2’s implementation in [ST] section 6.4.4 references the use of X.509 certificate
validation for TLS. It is implied that client-side certificates are supported through section 6.2.3.1’s claim
of mutual authentication.
FCS_TLSS_EXT.2.6
The evaluator shall verify that the TSS describes how the DN or SAN in the certificate is compared to the
expected identifier.

Section 6.2.3.1 of [ST] describes the reference identifier validation by saying that the DNS name or IP
address of the presented certificate is compared against the Subject Alternative name or Subject Name
(i.e. DN) of the certificate.

2.2.13.2 Guidance Activities
FCS_TLSS_EXT.2.1
The evaluator shall also check the operational guidance to ensure that it contains instructions on configuring the
TOE so that TLS conforms to the description in the TSS (for instance, the set of ciphersuites advertised by the
TOE may have to be restricted to meet the requirements).

Section 5.2.4 of [CCCG] describes how to configure the TOE to enforce the use of FIPS compliant
cryptographic algorithms. Section 5.2.5 of [CCCG] defines the following additional configuration steps to
ensure the appropriate implementation of TLS:
-

Cipher suites must be configured in accordance with section 6.4 of [CCCG]. The supported
ciphersuites are listed in section 6.4.2 and the configuration methods are described in sections
6.4.3 (PowerShell) and 6.4.4 (group policy).

-

Section 6.4.1 of [CCCG] describes how to configure the TSF to enable/disable the supported TLS
versions and instructs the reader to disable TLS 1.0 in the evaluated configuration. Guidance to
disable TLS 1.0 is also included in section 5.2.5 along with other cryptography configuration
guidance.

-

SHA1 algorithms should be given lowest priority. Sections 6.4.3 and 6.4.4 of [CCCG] describe
how to set prioritization for the supported ciphersuites using PowerShell and group policy,
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respectively. Guidance to de-prioritize SHA-1 is also included in section 5.2.5 along with other
cryptography configuration guidance.
-

If RSA key establishment is used, the TSF must ensure that a minimum key length of 2048 bits is
used in accordance with section 6.4.5 of [CCCG]. This is because the TSF uses the same
algorithm strength for key establishment that is used in the RSA certificate.

The evaluator reviewed these sections and observed that they included relevant instructions for ensuring
that the TLS version, TLS cipher suites, and key strength are appropriately configured. Specifically,
sections 6.4.3 and 6.4.4 describe how to configure the ciphersuites and supported elliptic curves (for when
an ECDHE ciphersuite is negotiated), sections 6.4.3 and 6.4.4 describes how to prioritize ciphersuites,
section 6.4.5 describes how to configure the key strength for ciphersuites that use RSA as the key
establishment mechanism, and section 6.4.6 describes how to configure the key strength for ciphersuites
that use DHE as the key establishment mechanism.
FCS_TLSS_EXT.2.2
The evaluator shall verify that any configuration necessary to meet the requirement are contained in the AGD
guidance.

Section 6.4.1 of [CCCG] describes how to configure the supported TLS versions so that TLS connection
attempts from an unsupported version will be rejected.
FCS_TLSS_EXT.2.3
The evaluator shall verify that any configuration necessary to meet the requirement are contained in the AGD
guidance.

The evaluator determined that ECDHE key establishment parameters are specified by using the EnableTlsCipherSuite and Disable-TlsCipherSuite PowerShell commands as described in section 6.4.3 of
[CCCG].
The evaluator determined that RSA and FFC (DHE) key establishment parameters are determined by the
strength of the RSA certificate used for authentication (e.g. a TLS connection using a 2048-bit RSA
certificate will use 2048-bit RSA keys for key establishment). This is explicitly stated in section 6.4.7 of
[CCCG]. Section 6.4.5 of [CCCG] describes how to configure certificate templates to specify the
expected key lengths. Section 5.2.5 of [CCCG] provides instructions to use a minimum key length of
2048 bits for consistency with the evaluated configuration.
The evaluator determined that there is no separate configuration of the key establishment parameters and
that the parameters used are implied in the supported cipher suites, except for elliptic curves which are
configurable as described in section 6.4.2 of [CCCG]. Cipher suites are configurable as described in
sections 6.4.3 and 6.4.4 of [CCCG], which addresses the supported RSA and Diffie-Hellman key
strengths.
FCS_TLSS_EXT.2.4
The evaluator shall verify that the AGD guidance required per FIA_X509_EXT.2.1 includes instructions for
configuring the client-side certificates for TLS mutual authentication.

Section 6.4.7 of [CCCG] describes how to configure the TOE’s TLS server (IIS) for mutual
authentication. This section also describes how to configure user certificate auto-enrollment for clients
connected to a domain. This is the most common process for acquiring a client certificate. Section 6.3.1.2
of [CCCG] also describes how to configure a self-signed certificate to use as a client certificate for
mutually-authenticated TLS if that method is preferred.
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FCS_TLSS_EXT.2.5
The evaluator shall verify that the AGD guidance required per FIA_X509_EXT.2.1 includes instructions for
configuring the client-side certificates for TLS mutual authentication.

Section 6.3.1 of [CCCG] indicates that no additional configuration steps are needed to configure client
authentication once the device has client authentication certificates.
FCS_TLSS_EXT.2.6
If the TOE implements mutual authentication such that the DN is not compared automatically to the Domain
Name or IP address, username, or email address, then the evaluator shall ensure that the AGD guidance includes
configuration of the expected DN or the directory server for the connection.

Section 6.3.3 of [CCCG] states that the reference identifiers used for TLS include DNS name or IP
address which is compared to the DNS name in either the SAN or Subject Name, and that this behavior is
automatic.

2.2.13.3 Test Activities
FCS_TLSS_EXT.2.1
Test 1: The evaluator shall establish a TLS connection using each of the ciphersuites specified by the
requirement. This connection may be established as part of the establishment of a higher-level protocol, e.g., as
part of an EAP session. It is sufficient to observe the successful negotiation of a ciphersuite to satisfy the intent of
the test; it is not necessary to examine the characteristics of the encrypted traffic in an attempt to discern the
ciphersuite being used (for example, that the cryptographic algorithm is 128-bit AES and not 256-bit AES).

The evaluator successfully established a TLS connection using each of the cipher suites defined in the ST.
FCS_TLSS_EXT.2.1
Test 2: The evaluator shall send a Client Hello to the server with a list of ciphersuites that does not contain any of
the ciphersuites in the server’s ST and verify that the server denies the connection. Additionally, the evaluator
shall send a Client Hello to the server containing only the TLS_NULL_WITH_NULL_NULL ciphersuite and
verify that the server denies the connection.

The evaluator attempted a TLS connection using TLS_NULL_WITH_NULL_NULL and observed that
the TOE rejected the connection.
FCS_TLSS_EXT.2.1
Test 3: The evaluator shall use a client to send a key exchange message in the TLS connection that does not
match the server-selected ciphersuite (for example, send an ECDHE key exchange while using the
TLS_RSA_WITH_AES_128_CBC_SHA ciphersuite or send a RSA key exchange while using one of the
ECDSA ciphersuites.) The evaluator shall verify that the TOE disconnects after the receiving the key exchange
message.

The evaluator attempted a TLS connection using a client key exchange that did not match the key
exchange selected by the server and verified that the TOE rejected the connection.
Modified per TD0431: Modification to Cipher Suites for TLS.
FCS_TLSS_EXT.2.1
Test 4: The evaluator shall perform the following modifications to the traffic:
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Modify at a byte in the client’s nonce in the Client Hello handshake message, and verify that the server
rejects the client’s Certificate Verify handshake message (if using mutual authentication) or that the
server denies the client’s Finished handshake message.
[conditional]: If an ECDHE or DHE cipher suite is selected, modify the signature block in the
Client’s Key Exchange handshake message, and verify that the server rejects the client’s Certificate
Verify handshake message (if using mutual authentication) or that the server denies the client’s Finished
handshake message.
Modify a byte in the Client Finished handshake message, and verify that the server rejects the
connection and does not send any application data.
[conditional]: After generating a fatal alert by sending a Finished message from the client before the
client sends a ChangeCipherSpec message, send a Client Hello with the session identifier from the
previous test, and verify that the server denies the connection. This test is not required for applications
with a TLS implementation that does not support session IDs.
Send a garbled message from the client after the client has issued the ChangeCipherSpec message and
verify that the Server denies the connection.

The evaluator attempted a TLS connection with a modified client’s nonce and verified that the TOE
rejected the client’s finished message. The evaluator then attempted a TLS connection with a modified
byte in the signature block of the Clients Key Exchange message and verified that the TOE rejected the
connection. The evaluator then attempted a TLS connection with a modified byte in the Client Finished
message and verified that the TOE rejected the connection. The evaluator then attempted a TLS
connection by sending a TLS finished message before sending the ChangeCipherSpec message and
verified that the TOE rejected the connection. The evaluator then attempted a TLS connection by sending
a TLS application data packet to the TOE after the ChangeCipherSpec instead of sending the Client
Finished and verified that the TOE rejected the connection.
FCS_TLSS_EXT.2.2
The evaluator shall send a Client Hello requesting a connection for all mandatory and selected protocol
versions in the SFR (e.g. by enumeration of protocol versions in a test client) and verify that the server
denies the connection for each attempt.

The evaluator attempted a TLS connection using each of the deprecated versions of SSL/TLS that were
selected in the ST and verified that the TOE rejected connection attempts.
FCS_TLSS_EXT.2.3
If the second selection includes any choice other than “no other”, the evaluator shall attempt a connection using
an ECDHE ciphersuite and a configured curve and, using a packet analyzer, verify that the key agreement
parameters in the Key Exchange message are the ones configured. (Determining that the size matches the
expected size for the configured curve is sufficient.) The evaluator shall repeat this test for each supported NIST
Elliptic Curve and each supported Diffie-Hellman key size.

The evaluator attempted a TLS connection using each of the key exchange sizes defined in the Stand
verified that the connection succeeded.
FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 1: The evaluator shall configure the server to send a certificate request to the client and shall attempt a
connection without sending a certificate from the client. The evaluator shall verify that the connection is denied.

The evaluator attempted a TLS connection to the TOE without presenting a client certificate and verified
that the connection was denied.
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FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 2: The evaluator shall configure the server to send a certificate request to the client without the
supported_signature_algorithm used by the client’s certificate. The evaluator shall attempt a connection using the
client certificate and verify that the connection is denied.

The evaluator attempted a connection using a client certificate that was signed by an algorithm not
supported by the TOE. The evaluator verified that the TOE rejects the connection.
FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 3: The evaluator shall demonstrate that using a certificate without a valid certification path results in the
function failing. Using the administrative guidance, the evaluator shall then load a certificate or certificates
needed to validate the certificate to be used in the function, and demonstrate that the function succeeds. The
evaluator then shall delete one of the certificates, and show that the function fails.

The evaluator attempted a connection using client certificate with a valid chain and verified that the
connection succeeded. The evaluator then broke the chain by presenting the only the end certificate with
no intermediate certificates and verified that the connection was denied.
Modified per TD0431: Modification to Cipher Suites for TLS.
FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 4: If the TOE supports sending a non-empty Certificate Authorities list in its Certificate Request
message, the evaluator shall configure the client to send a certificate that does not chain to one of the
Certificate Authorities (either a Root or Intermediate CA) in the server’s Certificate Request message. The
evaluator shall verify that the attempted connection is denied. If the TOE doesn't support sending a nonempty Certificate Authorities list in its Certificate Request message, this test shall be omitted.
N/A, the TOE does not claim to utilize this

FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 5: The evaluator shall configure the client to send a certificate with the Client Authentication purpose in the
extendedKeyUsage field and verify that the server accepts the attempted connection. The evaluator shall repeat
this test without the Client Authentication purpose and shall verify that the server denies the connection. Ideally,
the two certificates should be identical except for the Client Authentication purpose.

The evaluator attempted a TLS connection using a certificate that did not contain the Client
Authentication purpose in the extendedKeyUsage and verified that the connection was denied.
FCS_TLSS_EXT.2.4 and FCS_TLSS_EXT.2.5
Test 6: The evaluator shall perform the following modifications to the traffic:



Configure the server to require mutual authentication and then modify a byte in the client’s certificate.
The evaluator shall verify that the server rejects the connection.
Configure the server to require mutual authentication and then modify a byte in the client’s Certificate
Verify handshake message. The evaluator shall verify that the server rejects the connection.

The evaluator attempted a TLS connection and performed each of the modifications specified by this test.
The evaluator verified that the TOE rejected each connection.
FCS_TLSS_EXT.2.6

Assurance Activities Report
44
2021-02-08
Microsoft Windows Server, Microsoft Windows 10 version 1909 (November 2019 Update), Microsoft
Windows Server 2019 (version 1809) Hyper-V

The evaluator shall send a client certificate with an identifier that does not match an expected identifier and verify
that the server denies the connection.

The evaluator sent a client certificate to the TOE that contained an unexpected identifier and verified that
the TOE rejected the connection.

2.3

User Data Protection (FDP)

FDP_HBI_EXT.1 Hardware-Based Isolation Mechanisms
2.3.1.1

TSS Assurance Activity

The evaluator shall ensure that the TSS provides evidence that hardware-based isolation mechanisms are used to
constrain VMs when VMs have direct access to physical devices, including an explanation of the conditions
under which the TSF invokes these protections.

[ST] section 6.3.2 Virtual Machine Manager provides an overview of the Hyper-V Virtual Machine
Manager (VMM). Section 6.3.2 explains the VMM associates a unique identifier for each guest virtual
machine, which the VMM uses to enforce access controls to physical and logical resources. A Hyper-V
administrator must explicitly grant a guest virtual machine access to removable media or a storage
volume (search “The Hyper-V administrator must explicitly provide access”). Section 6.3.3 Hardware
Support states “Windows hypervisor leverages virtualized machine instructions … to provide a virtual
execution mode”.
[ST] section 6.3 Virtualization (User Data Protection) delineates hardware mechanisms the TOE relies
upon to meet the [ST] security functional requirements. Section 6.3 warns the evaluation does not cover
advanced Hyper-V features that rely on additional hardware features (search for “may have additional
hardware requirements”).

2.3.1.2

Guidance Activities

The evaluator shall verify that the operational guidance contains instructions on how to ensure that the platformprovided, hardware-based mechanisms are enabled.

Section 6.6.11 of [CCCG] states that hardware-based isolation mechanisms are enabled by default and
that no separate configuration is necessary.

2.3.1.3

Test Activities

None defined.

FDP_PPR_EXT.1 Physical Platform Resource Controls
2.3.2.1

TSS Assurance Activity

The evaluator shall examine the TSS to determine that it describes the mechanism by which the VMM controls a
Guest VM's access to physical platform resources is described. This description shall cover all of the physical
platforms allowed in the evaluated configuration by the ST. This description shall include how the VMM
distinguishes among Guest VMs, and how each physical platform resource that is controllable (that is, listed in
the assignment statement in the first element) is identified.

FDP_PPR_EXT.1.1 specifies removable media, storage volume, network adapter, processor, and memory
as the physical platform resources that administrators can control access to. There are no physical
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platform resources beyond these that are explicitly rejected (FDP_PPR_EXT.1.2) or authorized
(FDP_PPR_EXT.1.3). Section 6.3.2 of [ST] states that the Hyper-V administrator controls guest VM
access to all physical platform resources. This section also describes the Virtual Machine Manager
(VMM) as the mechanism that controls access between the root OS partition and each guest VM.
The evaluator shall ensure that the TSS describes how the Guest VM is associated with each physical resources,
and how other Guest VMs cannot access a physical resource without being granted explicit access. For TOEs that
implement a robust interface (other than just "allow access" or "deny access"), the evaluator shall ensure that the
TSS describes the possible operations or modes of access between a Guest VMs and physical platform resources.

[ST] does not identify any operations or modes of access other than allow or deny access.
If physical resources are listed in the second element, the evaluator shall examine the TSS and operational
guidance to determine that there appears to be no way to configure those resources for access by a Guest VM.
The evaluator shall document in the evaluation report their analysis of why the controls offered to configure
access to physical resources can't be used to specify access to the resources identified in the second element (for
example, if the interface offers a drop-down list of resources to assign, and the denied resources are not included
on that list, that would be sufficient justification in the evaluation report).

FDP_PPR_EXT.1.2 specifies Hyper-V denies direct access to “all other physical platform resources.”
The evaluator checked the TSS, [CCCG], and [Cmdlets] for applicable physical platform resources. [ST]
section 6.3.2 describes access to fixed storage volumes, removable storage, and networking. Section 6.3.2
characterizes resources as either physical or logical. The section identifies virtualized and direct access to
physical resources. Sections 6.6.7.1 and 6.6.8 describe how to configure access to networking (6.5.6.1)
and fixed/removable storage (6.6.8). The table below documents the evaluator’s check of [Cmdlets] for
other physical platform resources.
The evaluator’s check accounts for guest virtual machine direct access to all identified physical platform
resources. Direct access to removable media and storage volumes is configurable as per
FDP_PPR_EXT.1.1. There is no direct access to network adapters as per [ST] section 6.3.2. Hyper-V
only provides virtualized access to memory and processors as per FDP_PPR_EXT.1.3. Guest virtual
machines only have virtualized access to host bus adapters and host video though RemoteFX Video
Adapter and Fibre Channel HBA resources. Refer also to Appendix B below.
Resource

Type

Guest Access

Notes

BIOS

Logical

Virtualized

COM port

Logical

Virtualized

DVD drive

Physical

Virtualized or
Direct

Removable media

Fibre Channel HBA

Logical

Virtualized

Connects to Virtual SAN

Floppy disk drive

Logical

Virtualized

Hard disk drive

Physical

Virtualized or
Direct

IDE controller

Logical

Virtualized

Memory

Physical

Virtualized

Network Adapter

Logical

Virtualized

Processor

Physical

Virtualized

Storage volume
Includes removable media such as USB drives

Connects to Virtual Switch
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Resource

Type

RemoteFX Video Adapter

Logical

Virtualized

Relies on RemoteFX Physical Video Adapter

RemoteFX Physical
Video Adapter

Physical

Virtualized

Virtualizes physical video adapter
Optional feature not supported by test
configuration

SCSI Controller

Logical

Virtualized

TPM

Logical

Virtualized

UEFI Firmware

Logical

Virtualized

Virtual Machine

Logical

N/A

Guest partition itself

Virtual SAN

Physical

Virtualized

Virtualizes physical host bus adapters
Optional feature not supported by test
configuration

Virtual Switch

Physical

Virtualized

Virtualizes physical network adapters

2.3.2.2

Guest Access

Notes

Guidance Activities

The evaluator shall examine the operational guidance to determine that it describes how an administrator is able
to configure access to physical platform resources for Guest VMs for each platform allowed in the evaluated
configuration according to the ST.

Section 6.6.7.1 of [CCCG] describes how to enable virtual networking so that Guest VMs can interact
with each other via the host platform’s network adapter.
Section 6.6.8 of [CCCG] describes how to add Guest VM access to a SCSI controller, DVD drive, and
hard disk drive whether local or on removable media (storage volume) through reference to Hyper-V
Manager and PowerShell operations.
The evaluator shall also determine that the operational guidance identifies those resources listed in the second and
third elements of the component and notes that access to these resources is explicitly denied/allowed,
respectively.

Section 6.6.8 of [CCCG] states that access to all physical platform resources aside from the virtualized
processor, virtualized physical memory, and virtualized TPM is denied by default.

2.3.2.3

Test Activities

Using the operational guidance, the evaluator shall perform the following tests for each physical platform
identified in the ST:
Test 1: For each physical platform resource identified in the first element, the evaluator shall configure a Guest
VM to have access to that resource and show that the Guest VM is able to successfully access that resource.

The evaluator configured a VM on the VS to have access to a Removable Media, a Storage Volume and a
Network Adapter. The evaluator then verified that the VM OS on the VM identified before was able to
recognize these items as being available to it.
Test 2: For each physical platform resource identified in the first element, the evaluator shall configure the system
such that a Guest VM does not have access to that resource and show that the Guest VM is unable to successfully
access that resource.
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The evaluator removed the VM’s access to the removable storage device, and the NIC. The evaluator then
verified that the VM on the VS did not have access to these items.
Test 3 [conditional]: For TOEs that have a robust control interface, the evaluator shall exercise each element of
the interface as described in the TSS and the operational guidance to ensure that the behavior described in the
operational guidance is exhibited.

This test is performed in conjunction with FDP_PPR_EXT.1 Test 1,2,4 and 5.
Test 4 [conditional]: If the TOE explicitly denies access to certain physical resources, the evaluator shall attempt
to access each listed (in FDP_PPR_EXT.1.2) physical resource from a Guest VM and observe that access is
denied.

The evaluator verified that the VM could not access any resources not allocated by the VS.
Test 5 [conditional]: If the TOE explicitly allows access to certain physical resources, the evaluator shall attempt
to access each listed (in FDP_PPR_EXT.1.3) physical resource from a Guest VM and observe that the access is
allowed. If the operational guidance specifies that access is allowed simultaneously by more than one Guest VM,
the evaluator shall attempt to access each resource listed from more than one Guest VM and show that access is
allowed.

The evaluator observed the configuration values allocated to the TOE, viewed the resources that were
available on the TOE, and viewed the total resources available on the virtualization host. The evaluator
then verified that the VM only observed the resources that it was granted access to.

FDP_RIP_EXT.1 Residual Information in Memory
2.3.3.1

TSS Assurance Activity

The evaluator shall ensure that the TSS documents the process used for clearing physical memory prior to
allocation to a Guest VM, providing details on when and how this is performed.

The proprietary version of [ST] covers the mechanism used for clearing physical memory.
Additionally, the evaluator shall ensure that the TSS documents the conditions under which physical memory is
not cleared prior to allocation to a Guest VM, and describes when and how the memory is cleared.

The proprietary version of [ST] covers the mechanism used for clearing physical memory.

2.3.3.2

Guidance Activities

None defined.

2.3.3.3

Test Activities

None defined.

FDP_RIP_EXT.2 Residual Information on Disk
2.3.4.1

TSS Assurance Activity

Modified per TD0139: Clarification of testing for FDP_RIP_EXT.2
The evaluator shall ensure that the TSS documents the conditions under which physical disk storage is not cleared
prior to allocation to a Guest VM.
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[ST] section 6.3.8 asserts that the Hypervisor will clear physical storage prior to its use by a guest VM.
The evaluator shall also ensure that the TSS documents the metadata used in its virtual disk files.

[ST] section 6.3.5 identifies the Virtual Hard Disk (VHD) image format specification as the method used
to encapsulate a virtual disk into a single file and references Microsoft documentation that defines this
specification.

2.3.4.2

Guidance Activities

None defined.

2.3.4.3

Test Activities

Modified per TD0139: Clarification of testing for FDP_RIP_EXT.2
On the host, the evaluator creates a file that is more than half the size of a connected physical storage
device (or multiple files whose individual sizes add up to more than half the size of the storage media). This
file (or files) shall be filled entirely with a non-zero value. Then, the file (or files) shall be released (freed for
use but not cleared). Next, the evaluator (as a VS Administrator) creates a virtual disk at least that large on
the same physical storage device and connects it to a powered-off VM. Then, from outside the Guest VM,
scan through and check that all the non-metadata (as documented in the TSS) in the file corresponding to
that virtual disk is set to zero.

The evaluator formatted a flash drive to set the baseline values. The evaluator then connected the flash
drive to each machine and executed a powershell script that wrote a byte array containing the value
(byte)1 to fines on the flash drive, until the flash drive was approximately 75% full. The evaluator then
examined the flash drive to verify that the files were present and the drive reported space used. The
evaluator then captured the contents of the flash drive using a hex editor. The evaluator then reconnected
the device to the TOE and performed a “soft” delete of the files. The evaluator then created a VHD on the
flash drive that would use ~80% of the flash drive’s space. The evaluator waited for the VHD to be
created and then examined the flash drive to verify that the VHD was created. The evaluator then
connected the flash drive to a test platform and used a hex editor to capture the raw drive bytes. The
evaluator reviewed the raw drive bytes and verified that the bytes were all set to zero rather than to the
known values that were written prior to the drive’s creation.

FDP_VMS_EXT.1 VM Separation
2.3.5.1

TSS Assurance Activity

The evaluator shall examine the TSS to verify that it documents all inter-VM communications mechanisms (as
defined above), including how the mechanisms are configured, how they are invoked, and how they are disabled.

FDP_VMS_EXT.1.1 specifies five inter-virtual machine communication mechanisms: virtual networking,
cut-and-paste, hypervisor call, inter-partition communication, and allocating a storage volume to one
partition at a time. [ST] section 6.3.5 describes the communication mechanisms.
Section 6.3.5 refers to [Cmdlets] and Hyper-V Manager tool for virtual networking communication. The
evaluator identified the following applicable cmdlets.



Add, configure, and remove a virtual network adapter (Add-VMNetworkAdapter, SetVMNetworkAdapter, and Remove-VMNetworkAdapter)
Create, add, configure, and remove a virtual switch (New-VMSwitch, Set-VMSwitch, and
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Remove-VMSwitch)
Connect and disconnect a virtual network adapter to a virtual switch (ConnectVMNetworkAdapter and Disconnect-VMNetworkAdapter)

Similarly, [ST] section 6.3.5 refers to Hyper-V Manager tool for cut-and-paste communication. Section
6.6.7.2 of [CCCG] describes the Enhanced Session Mode as a measure to share resources via cut-andpaste between Guest VMs and between the Guest VM and the host platform.
Section 6.3.5 refers to the Hypervisor TLFS for hypervisor call and inter-partition communication
mechanisms. Section 10 of [TLFS5] and [TLFS6] describes interrupt communication mechanisms.
Section 11 of [TLFS5] and [TLFS6] describes message and event communication mechanisms.
Section 6.3.3 identifies the VM Bus and HV Socket interfaces as mechanisms to facilitate
communications between partitions.
Hyper-V allows an administrator to share a host physical storage volume with virtual machines, but only
with one virtual machine at a time. This is stated in section 6.3.8 of [ST], which states that virtual
networking and exclusive access to a storage volume can be used to transfer data between guest VMs. Per
[ST] section 5.3.5, storage volume allocation can be used to share data between VMs by authorizing one
guest VM to access the storage volume, loading data onto it, and then authorizing a different guest VM to
access the same volume.
The evaluator must ensure that the ST includes the following statement attesting that there are no other ways for
data to be transferred between VMs other than those listed in FDP_VMS_EXT.1.1:
A Guest VM cannot access the data of another Guest VM, or transfer data to another Guest VM other than
through the mechanisms described in FDP_VMS_EXT.1.1 when expressly enabled by an authorized
Administrator. There are no design or implementation flaws that permit the above mechanisms to be bypassed or
defeated, or for data to be transferred through undocumented mechanisms. This claim does not apply to covert
channels or architectural side-channels.

Section 6.3.2 of [ST] contains the assertion as required (with appropriate modification made based on
NIAP TD0109).

2.3.5.2

Guidance Activities

None defined.

2.3.5.3

Test Activities

The evaluator shall perform the following tests for each documented inter-VM communications channel:
a. Create two VMs, the first with the inter-VM communications channel currently being tested enabled,
and the second with the inter-VM communications channel currently being tested disabled.
b. Test that communications cannot be passed between the VMs through the channel.
c. As an Administrator, enable inter-VM communications between the VMs on the second VM.
d. Test that communications can be passed through the inter-VM channel.
e. As an Administrator again, disable inter-VM communications between the two VMs.
f. Test that communications can no longer be passed through the channel.
FDP_VMS_EXT.1.2 is met if communication is successful in step (d) and unsuccessful in step (f).
FMT_MSA_EXT.1.1 is met if communication is unsuccessful in step (b). FMT_MSA_EXT.1.2 is met if
communication is successful in step (d). Additionally, FMT_MSA_EXT.1 requires that the evaluator verifies that
the TSS documents the inter-VM communications mechanisms as described above.
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The evaluator created two VM’s on the TOE, and configured the inter-VM communication channel to be
either enabled or disabled. The evaluator verified that when the communication channel was enabled,
communication could flow between the two VM’s and when the communication channel was disabled,
communication could not flow between the two VM’s.

FDP_VNC_EXT.1 Virtual Networking Components
2.3.6.1

TSS Assurance Activity

The evaluator must ensure that the TSS and Operational Guidance describes how to create virtualized networks
and connect VMs to each other and to physical networks.

Section 6.3.5 of [ST] states that data can be shared using virtual network adapters. It also states that these
functions are disabled by default but can be enabled by an administrator, and references [Cmdlets] and the
Hyper-V Manager tool as the mechanisms to configure this.
The evaluator identified the following applicable cmdlets for configuration of virtual networking.




Add, configure, and remove a virtual network adapter (Add-VMNetworkAdapter, SetVMNetworkAdapter, and Remove-VMNetworkAdapter)
Create, add, configure, and remove a virtual switch (New-VMSwitch, Set-VMSwitch, and
Remove-VMSwitch)
Connect and disconnect a virtual network adapter to a virtual switch (ConnectVMNetworkAdapter and Disconnect-VMNetworkAdapter)

The evaluator must ensure that the ST includes the following statement attesting that virtual network traffic is
visible only to VMs configured to be on that virtual network:
“Traffic traversing a virtual network is visible only to Guest VMs that are configured by an Administrator to be
members of that virtual network. There are no design or implementation flaws that permit the virtual networking
configuration to be bypassed or defeated, or for data to be transferred through undocumented mechanisms. This
claim does not apply to covert channels or architectural side-channels.”

Section 6.3.5 of [ST] contains the assertion as required.

2.3.6.2

Guidance Activities

The evaluator must ensure that the TSS and Operational Guidance describes how to create virtualized networks
and connect VMs to each other and to physical networks.

Section 6.6.5 of [CCCG] describes the process for enabling virtual networking through the creation of
virtual switches. This section references external Hyper-V Manager and PowerShell instructions for
configuring virtual switches and attaching Guest VMs to them. This section also states that the method for
enabling networking is the same regardless of whether the connection is between VMs or from VMs to
physical networks. The evaluator reviewed the external instructions and observed that as part of the setup
process, the virtual switch must be explicitly configured as either a private network (in which case, it is
associated with a physical NIC), an internal network, or a private network.

2.3.6.3

Test Activities

Test 1: The evaluator shall assume the role of the Administrator and attempt to configure a VM to connect to a
network component. The evaluator shall verify that the attempt is successful. The evaluator shall then assume the
role of an unprivileged user and attempt the same connection. If the attempt fails, or there is no way for an
unprivileged user to configure VM network connections, the requirement is met.
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The evaluator assumed the role of an administrator and attempted to connect a VM on the TOE to a
network component, and verified that the change occurred. The evaluator verified that the VM recognized
that a NIC was connected. The evaluator then assumed the role of an unprivileged user and attempted to
connect a VM on the TOE to a network component and verified that no change occurred.
Test 2: The evaluator shall assume the role of the Administrator and attempt to configure a VM to connect to a
physical network. The evaluator shall verify that the attempt is successful. The evaluator shall then assume the
role of an unprivileged user and make the same attempt. If the attempt fails, or there is no way for an unprivileged
user to configure VM network connections, the requirement is met.

The evaluator assumed the role of an administrator and attempted to connect a VM on the TOE to a
network component, and verified that the change occurred. The evaluator verified that the VM showed
that there was a NIC connected. The evaluator then assumed the role of an unprivileged user and
attempted to connect a VM on the TOE to a network component and verified that no change occurred,
which can be seen in FDP_VNC_EXT.1 Test 1.

2.4

Identification and Authentication (FIA)

FIA_AFL_EXT.1 Authentication Failure Handling
Modified per TD0432: Corrections to FIA_AFL_EXT.1.

2.4.1.1

TSS Assurance Activity

FIA_AFL_EXT.1.1 and FIA_AFL_EXT.1.2
None defined.

2.4.1.2

Guidance Activities

FIA_AFL_EXT.1.1 and FIA_AFL_EXT.1.2
None defined.

2.4.1.3

Test Activities

FIA_AFL_EXT.1.1
None defined.

N/A
FIA_AFL_EXT.1.2
The evaluator will set an administrator-configurable threshold for failed attempts, or note the ST-specified
assignment. The evaluator will then (per selection) repeatedly attempt to authenticate with an incorrect
password, PIN, or certificate until the number of attempts reaches the threshold. Note that the
authentication attempts and lockouts must also be logged as specified in FAU_GEN.1.

FIA_AFL_EXT.1.2
The evaluator shall perform the following tests for each credential selected in FIA_AFL_EXT.1.1:
1.

The evaluator will set an Administrator-configurable threshold n for failed attempts, or note the
ST-specified assignment.
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1.

2.

3.

The evaluator will attempt to authenticate remotely with the credential n-1 times. The
evaluator will then attempt to authenticate using a good credential and verify that
authentication is successful.
The evaluator will make n attempts to authenticate using a bad credential. The evaluator
will then attempt to authenticate using a good credential and verify that the attempt is
unsuccessful. Note that the authentication attempts and lockouts must also be logged as
specified in FAU_GEN.1.
After reaching the limit for unsuccessful authentication attempts the evaluator will
proceed as follows:
1. If the Administrator action selection in FIA_AFL_EXT.1.2 is selected, then the
evaluator will confirm by testing that following the operational guidance and
performing each action specified in the ST to re-enable the remote
Administrator’s access results in successful access (when using valid credentials
for that Administrator).
2. If the time period selection in FIA_AFL_EXT.1.2 is selected, the evaluator will
wait for just less than the time period configured and show that an
authentication attempt using valid credentials does not result in successful
access. The evaluator will then wait until just after the time period configured
and show that an authentication attempt using valid credentials results in
successful access.

The evaluator configured the account lockout threshold. The evaluator then attempted to access the
account with an incorrect password. The evaluator then repeated the attempts until the account was locked
out. The evaluator then waited until just before the account should have been re-enabled and verified that
the account was still locked out. The evaluator then waited until after the account was re-enabled and
verified that the user could log in.

FIA_PMG_EXT.1 Password Management
2.4.2.1

TSS Assurance Activity

None defined.

2.4.2.2

Guidance Activities

The evaluator shall examine the operational guidelines to determine that it provides guidance to security
administrators in the composition of strong passwords, and that it provides instructions on setting the minimum
password length.

Section 6.7 of [CCCG] describes how to manage passwords and the password policy. It includes
instructions for configuring password policies using both Group Policy and the net.exe accounts utility.
Section 6.7.1 of [CCCG] references the Password Policy Group Policy settings. Within the referenced
materials, the following settings were determined to be applicable to the claimed SFR:
-

Password must meet complexity requirements: This setting prevents the user’s password from
being the same as their account name and it also forces the password to contain at least one
character from each of the character sets claimed in FIA_PMG_EXT.1.1 (uppercase letters,
lowercase letters, numbers, special characters). The evaluators also note that disabling this setting
does not strictly prevent enforcement of the SFR as the characters claimed in the SFR may be
used in a password regardless of whether this setting is applied.

-

Minimum password length: This setting defines the minimum password length for
user/administrator passwords. [CCCG] notes that the largest value supported for this variable
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using GPOs is 14. It states that the net.exe accounts utility can be used to set the minimum length
to a larger value, consistent with the claims made in [ST]. Section 6.7.2 of [CCCG] describes the
use of the net.exe utility to configure account settings as mentioned below.
Section 6.7.2 of [CCCG] references the net.exe configuration for passwords. Within the referenced
materials, the following settings were determined to be applicable to the claimed SFR:
-

Special characters: not applicable – net.exe is not used to configure the allowed character set for
passwords and the characters claimed in FIA_PMG_EXT.1.1 are permitted by default.

-

Minimum password length: the /minpwlen parameter can be used to set the minimum password
length from anywhere between 0 (no enforced minimum) to 127 characters.

2.4.2.3

Test Activities

The evaluator shall also perform the following tests. Note that one or more of these tests may be performed with a
single test case.
Test 1: The evaluator shall compose passwords that either meet the requirements, or fail to meet the requirements,
in some way. For each password, the evaluator shall verify that the TOE supports the password. While the
evaluator is not required (nor is it feasible) to test all possible combinations of passwords, the evaluator shall
ensure that all characters, rule characteristics, and a minimum length listed in the requirement are supported, and
justify the subset of those characters chosen for testing.

The evaluator set the minimum password length to 5 and 8 characters separately and confirmed that the
TOE did not accept passwords less than each minimum length. The evaluator then confirmed that the
TOE will accept passwords equal to each minimum length. The evaluator then composed passwords using
each character specified by the ST and verified that the passwords were accepted.

FIA_UAU.5 Multiple Authentication Mechanisms
2.4.3.1

TSS Assurance Activity

If ‘username and PIN that releases an asymmetric key‘ is selected, the evaluator will examine the TSS for
guidance on supported protected storage

FIA_UAU.5.1 selects “username and PIN that releases an asymmetric key.” Section 6.4 of [ST] states
that the private key unlocked by the PIN is stored and protected by the kernel. [ST] section 6.6
summarizes the access control and integrity protections that are enforced on the kernel.

2.4.3.2

Guidance Activities

None defined.

2.4.3.3

Test Activities

If ‘username and password authentication is selected, the evaluator will configure the VS with a known username
and password and conduct the following tests:
Test 1: The evaluator will attempt to authenticate to the VS using the known username and password. The
evaluator will ensure that the authentication attempt is successful.
Test 2: The evaluator will attempt to authenticate to the VS using the known username but an incorrect password.
The evaluator will ensure that the authentication attempt is unsuccessful.
If ‘username and PIN that releases an asymmetric key‘ is selected, the evaluator will examine the TSS for
guidance on supported protected storage and will then configure the TOE or OE to establish a PIN which enables
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release of the asymmetric key from the protected storage (such as a TPM, a hardware token, or isolated execution
environment) with which the VS can interface. The evaluator will then conduct the following tests:
Test 1: The evaluator will attempt to authenticate to the VS using the known user name and PIN. The evaluator
will ensure that the authentication attempt is successful.
Test 2: The evaluator will attempt to authenticate to the VS using the known user name but an incorrect PIN. The
evaluator will ensure that the authentication attempt is unsuccessful.
If ‘X.509 certificate authentication‘ is selected, the evaluator will generate an X.509v3 certificate for an
Administrator user with the Client Authentication Enhanced Key Usage field set. The evaluator will provision the
VS for authentication with the X.509v3 certificate. The evaluator will ensure that the certificates are validated by
the VS as per FIA_X509_EXT.1.1 and then conduct the following tests:
Test 1: The evaluator will attempt to authenticate to the VS using the X.509v3 certificate. The evaluator will
ensure that the authentication attempt is successful.
Test 2: The evaluator will generate a second certificate identical to the first except for the public key and any
values derived from the public key. The evaluator will attempt to authenticate to the VS with this certificate. The
evaluator will ensure that the authentication attempt is unsuccessful.
If ‘SSH public-key credential authentication‘ is selected, the evaluator shall generate a public-private host key
pair on the TOE using RSA or ECDSA, and a second public-private key pair on a remote client. The evaluator
shall provision the VS with the client public key for authentication over SSH, and conduct the following tests:
Test 1: The evaluator will attempt to authenticate to the VS using a message signed by the client private key that
corresponds to provisioned client public key. The evaluator will ensure that the authentication attempt is
successful.
Test 2: The evaluator will generate a second client key pair and will attempt to authenticate to the VS with the
private key over SSH without first provisioning the VS to support the new key pair. The evaluator will ensure that
the authentication attempt is unsuccessful.

For each of the authentication methods defined in the ST the evaluator attempted to access the TOE using
the authentication method. The evaluator confirmed that when correct credentials were provided the user
was granted access to the TOE. The evaluator then confirmed that when incorrect credentials were
provided the user was not granted access to the TOE.

FIA_UIA_EXT.1 Administrator Identification and Authentication
2.4.4.1

TSS Assurance Activity

The evaluator shall examine the TSS to determine that it describes the logon process for each logon method
(local, remote (HTTPS, SSH, etc.)) supported for the product. This description shall contain information
pertaining to the credentials allowed/used, any protocol transactions that take place, and what constitutes a
“successful logon”.

[ST] section 6.4 states that logons are treated the same regardless of their source (e.g. interactive logon,
network interface, internal service logon) and include account name, potentially domain name, and
credentials. If a domain name is specified, directory authentication is performed, while a NULL domain
defaults to local authentication. This section identifies the supported credentials as:
-

Password
Windows Hello PIN
Physical or virtual smart card (X.509 certificates)

In all cases, section 6.4.4 of [ST] asserts that a logon banner will be displayed prior to initial
authentication, which must succeed before allowing any other TSF-mediated administrative actions.
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2.4.4.2

Guidance Activities

The evaluator shall examine the operational guidance to determine that any necessary preparatory steps (e.g.,
establishing credential material such as pre-shared keys, tunnels, certificates, etc.) to logging in are described.

[ST] identifies the following authentication mechanisms:
-

Local and directory-based authentication based on username and password

-

Username/PIN authentication

-

Directory-based X.509 certificate authentication

Section 6.7 of [CCCG] links to a reference for the behavior of local accounts, which addresses local
username/password authentication.
Section 6.1 of [CCCG] describes how to join a computer to a domain and how to create new domain
users. Once a computer is joined to a domain, a user on that computer can log on as a domain user using a
domain credential (password).
Section 6.7.3 of [CCCG] describes how to enable a Windows Hello PIN for a user. This operation
requires the user to authenticate with a password to confirm the creation of the PIN.
Section 6.7.4 of [CCCG] describes how to enable smart card authentication for systems that are joined to
a domain. This includes configuration instructions for both physical and virtual smart cards.
For each supported the login method, the evaluator shall ensure the operational guidance provides clear
instructions for successfully logging on.

[ST] identifies the following authentication mechanisms:
-

Local and directory-based authentication based on username and password

-

Username/PIN authentication

-

Directory-based X.509 certificate authentication

Section 6.7.5 of [CCCG] states that the Windows welcome screen is the mechanism used to access the
interactive logon for all authentication methods. Specifically, the ‘sign-in options’ allows the user to
specify whether a password, PIN, or certificate is used for authentication. There is no distinction between
authenticating as a local user versus a domain user aside from the need to identify the domain in which
the user account is defined as part of the username. Likewise, from a user perspective, there is no
distinction between selecting a physical or a virtual smart card to use as an authentication token.
If configuration is necessary to ensure the services provided before login are limited, the evaluator shall
determine that the operational guidance provides sufficient instruction on limiting the allowed services.

No configuration is necessary to limit the services provided before login so this activity is not applicable
to the TOE.

2.4.4.3

Test Activities

None defined.
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FIA_X509_EXT.1 X.509 Certificate Validation
2.4.5.1

TSS Assurance Activity

The evaluator shall ensure the TSS describes where the check of validity of the certificates takes place. The
evaluator ensures the TSS also provides a description of the certificate path validation algorithm.

Section 6.4.1 of [ST] states that a common system subcomponent is responsible for all X.509 validation
activities, regardless of what Windows component is requesting the validation. This subcomponent
validates certificates in accordance with RFC 5280 and in the more specific manner specified by
FIA_X509_EXT.1. Section 6.4.4 of [ST] asserts that this also includes OCSP and CRL revocation
checking services if configured.
The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when a connection
cannot be established during the validity check of a certificate used in establishing a trusted channel. If the
requirement that the administrator is able to specify the default action, then the evaluator shall ensure that the
operational guidance contains instructions on how this configuration action is performed.

[ST] section 6.4.1 says that if a certificate’s validation status cannot be determined, it is treated like a
failed validation except in the context of an HTTPS web browsing session, where the user is informed and
prompted for what action should be taken. The evaluator reviewed [CCCG] and observed that section
6.3.3.1 describes how to configure the behavior to warn the user when there is a certificate mismatch
(except in Microsoft Edge, where this is always enabled by default) and states that the user has the ability
to ignore the warning that the certificate validation failed.
In all other cases, there is no administrative ability to bypass a failed or inconclusive certificate validation.

2.4.5.2

Guidance Activities

If the requirement that the administrator is able to specify the default action, then the evaluator shall ensure that
the operational guidance contains instructions on how this configuration action is performed.

This is described in section 2.4.5.1 above.

2.4.5.3

Test Activities

Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
The tests described must be performed in conjunction with the other Certificate Services assurance activities,
including the use cases in FIA_X509_EXT.2.1. The tests for the extendedKeyUsage rules are performed in
conjunction with the uses that require those rules.
Test 1: The evaluator shall demonstrate that validating a certificate without a valid certification path
results in the function failing, for each of the following reasons, in turn:
 by establishing a certificate path in which one of the issuing certificates is not a CA certificate,
 by omitting the basicConstraints field in one of the issuing certificates,
 by setting the basicConstraints field in an issuing certificate to have CA=False,
 by omitting the CA signing bit of the key usage field in an issuing certificate, and
 by setting the path length field of a valid CA field to a value strictly less than the certificate path.
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The evaluator constructed certificates following the rules listed in the test above. The evaluator confirmed
that upon validating each certificate the TOE rejected it and no connection was made. This test was
repeated for both TLS and IPsec.
Test 2: The evaluator shall demonstrate that validating an expired certificate results in the function failing.

The evaluator presented a certificate to the TOE that was expired. The evaluator confirmed that the TOE
rejected the connection for both TLS and IPsec.
Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
Test 3: The evaluator shall test that the TOE can properly handle revoked certificates – conditional on
whether CRL, OCSP, OCSP stapling, or OCSP multi-stapling is selected; if multiple methods are selected,
and then a test is performed for each method. The evaluator has to only test one up in the trust chain
(future revisions may require to ensure the validation is done up the entire chain). The evaluator shall
ensure that a valid certificate is used, and that the validation function succeeds. The evaluator shall then
attempt the test with a certificate that will be revoked (for each method chosen in the selection) and verify
that the validation function fails.

The evaluator confirmed for both a TLS and IPsec connection that the TOE properly handled revoked and
non-revoked certificates using CRL and OCSP. When a revoked certificate was presented the connection
was denied and when a non-revoked certificate was presented the connection was allowed.
Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
Test 4: If any OCSP option is selected, the evaluator shall configure the OCSP server or use a man-in-themiddle tool to present a certificate that does not have the OCSP signing purpose and verify that validation
of the OCSP response fails. If CRL is selected, the evaluator shall configure the CA to sign a CRL with a
certificate that does not have the cRLsign key usage bit set and verify that validation of the CRL fails.

The evaluator verified that for both OCSP and CRL revocation checking, if the Revocation checkpoint
did not utilize the correct EKU’s, OCSPSign and CRLsign respectively, the TOE rejected the certificate.
Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
Test 5a: (Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall
establish a valid, trusted certificate chain consisting of an EC leaf certificate, an EC Intermediate CA
certificate not designated as a trust anchor, and an EC certificate designated as a trusted anchor, where the
elliptic curve parameters are specified as a named curve. The evaluator shall confirm that the TOE
validates the certificate chain.

The evaluator created a chain that fully utilized ECDSA key pairs and the public key’s were all in the
named-key format. The evaluator verified the TOE was able to successfully complete the connection.
Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
Test 5b: (Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall
replace the intermediate certificate in the certificate chain for Test 5a with a modified certificate, where the
modified intermediate CA has a public key information field where the EC parameters uses an explicit
format version of the Elliptic Curve parameters in the public key information field of the intermediate CA
certificate from Test 5a, and the modified Intermediate CA certificate is signed by the trusted EC root CA,
but having no other changes. The evaluator shall confirm the TOE treats the certificate as invalid.

The evaluator used the chain from the previous test, but created a new Intermediate CA, which used the
explicit key format for the certificate. The evaluator then verified that the TOE rejected the certificate
chain when it was presented.
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Modified per TD0526: Updates to Certificate Revocation (FIA_X509_EXT.1)
Test 6: DELETED

FIA_X509_EXT.2 X.509 Certificate Authentication
2.4.6.1

TSS Assurance Activity

The evaluator shall check the TSS to ensure that it describes how the TOE chooses which certificates to use, and
any necessary instructions in the administrative guidance for configuring the operating environment so that the
TOE can use the certificates.
The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when a connection
cannot be established during the validity check of a certificate used in establishing a trusted channel. If the
requirement that the administrator is able to specify the default action, then the evaluator shall ensure that the
operational guidance contains instructions on how this configuration action is performed.

Section 6.4.1 of [ST] states that each component has a repository of X.509 certificates that it can use and
will select the appropriate certificate based on criteria “such as entity name for the communication
partner, any extended key usage constraints, and cryptographic algorithms associated with the certificate.”
Section 6.3 of [CCCG] describes how X.509 certificates are stored and managed. Section 6.3.1 and
subsections describe how to load certificates onto the TOE, generate certificate signing requests, and
configure CAs. Section 6.3.2 and subsections describe how to manage the trusted root certificates in the
Certificate Store.
[ST] section 6.4.1 says that if a certificate’s validation status cannot be determined, it is treated like a
failed validation except in the context of an HTTPS web browsing session, where the user is informed and
prompted for what action should be taken. In all other cases, there is no administrative ability to bypass a
failed or inconclusive certificate validation.

2.4.6.2

Guidance Activities

If the requirement that the administrator is able to specify the default action, then the evaluator shall ensure that
the operational guidance contains instructions on how this configuration action is performed.

This is addressed in section 2.4.6.1 above.

2.4.6.3

Test Activities

The evaluator shall perform Test 1 for each function listed in FIA_X509_EXT.2.1 that requires the use of
certificates:
Test 1: The evaluator shall demonstrate that using a certificate without a valid certification path results in the
function failing. Using the administrative guidance, the evaluator shall then load a certificate or certificates
needed to validate the certificate to be used in the function, and demonstrate that the function succeeds. The
evaluator then shall delete one of the certificates, and show that the function fails.

This test is performed in conjunction with FIA_X509_EXT.1 Test 1.
Test 2: The evaluator shall demonstrate that using a valid certificate that requires certificate validation checking
to be performed in at least some part by communicating with a non-TOE IT entity. The evaluator shall then
manipulate the environment so that the TOE is unable to verify the validity of the certificate, and observe that the
action selected in FIA_X509_EXT.2.2 is performed. If the selected action is administrator-configurable, then the
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evaluator shall follow the operational guidance to determine that all supported administrator-configurable options
behave in their documented manner.

The evaluator configured the environment so the revocation checkpoint was both available and
unavailable, depending on the specific part of the test, and verified that the behavior specified by the ST
was the behavior the TOE performed.

2.5

Security Management (FMT)

FMT_MOF_EXT.1 Management of Security Functions Behavior
2.5.1.1

TSS Assurance Activity

The evaluator shall examine the TSS and Operational Guidance to ensure that it describes which security
management functions require Administrator privilege and the actions associated with each management
function.

[ST] Table 22 in section 6.5 identifies the management functions that require administrator privilege, as
well as which functions can be performed by non-administrative users.
Refer to section 2.5.1.2 below for how these functions are documented in the operational guidance.

2.5.1.2

Guidance Activities

The evaluator shall examine the Operational Guidance to ensure that it describes how the Administrator and/or
User are able to perform each management function that the ST claims the TOE supports.

The following is a list of the TOE’s supported management functions, the roles(s) that can perform them,
and how the operational guidance describes how the functions can be performed:
Function

Admin

User

Description in [CCCG]

Ability to update the
Virtualization System

Yes

No

Section 6.11 of [CCCG] references materials for how to run
Windows Update to update the TOE. Section 6.11.1 includes
instructions for configuring updates using group policy and
states this function is available to the Administrator role only.

Ability to configure
Administrator password policy
as defined in
FIA_PMG_EXT.1

Yes

No

Section 6.7 of [CCCG] references materials for how to
configure the TOE’s password policy. Sections 6.7.1 and
6.7.2 describe how to perform this function with group policy
and with net.exe, respectively. Both sections state that this
function is available to the Administrator role only.

Ability to create, configure
and delete VMs

Yes

Yes

Section 6.6.3 of [CCCG] references materials for how to
create and configure VMs. Sections 6.6.3.1 and 6.6.3.2
describe how to perform these functions with Hyper-V Quick
Create (Windows 10 Enterprise edition only) and Hyper-V
Manager/PowerShell, respectively. Section 6.6.4 of [CCCG]
references materials for how to delete VMs. Sections 6.6.4.1
and 6.6.4.2 describe how to perform this function with HyperV Manager and PowerShell, respectively. In all of these
sections, [CCCG] indicates that both the Administrator and
User can perform these functions.

Ability to set default initial
VM configurations

Yes

No

Section 6.6.6 of [CCCG] references materials for how to set
VM configurations. Specifically, it states that there is no
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Function

Admin

User

Description in [CCCG]
ability to modify the initial default settings, but that it is
possible to create VM templates that allow the user to create a
VM with a different initial configuration from the default. It is
also possible to export a VM, which can then be used as a
template to create new VMs that have that same
configuration. Sections 6.6.6.1 and 6.6.6.2 describe how to
perform these functions with Hyper-V Quick Create
(Windows 10 Enterprise edition only) and Hyper-V
Manager/PowerShell, respectively. For exporting VMs
specifically, section 6.6.6.2 references instructions for how to
use the Sysprep tool to remove system-specific details that
allow a VM to be better used as a generic template. In all of
these sections, [CCCG] indicates that only the Administrator
can perform these functions.

Ability to configure virtual
networks including VM

Yes

No

Section 6.6.5 of [CCCG] describes how to set up virtual
networking. It includes instructions for how to create a virtual
switch using either Hyper-V Manager or PowerShell. It also
includes instructions to create a virtual network as an alternate
method to perform the same function (Windows 10 Enterprise
edition only). This section states that only the Administrator
can perform the function.

Ability to configure and
manage the audit system and
audit data

Yes

No

Section 6.13 of [CCCG] describes how to manage the audit
policy. Section 6.13.2 references instructions for how to use
the Auditpol command to determine what system events are
audited. Section 6.13.3 references instructions for an
alternative method to do this using the Secpol snap-in. Section
6.13.4 includes instructions for using the Wevtutil utility to
manage various audit functions. Section 6.13.7 describes how
to use either regedit or PowerShell to configure SACLs to
audit any changes to registry keys. The top of section 6.13
states that only the Administrator can perform these functions.

Ability to configure VM
access to physical devices

Yes

Yes

Section 6.6.8 of [CCCG] describes how to use Hyper-V
Manager or PowerShell to configure the physical devices that
a VM has access to. This section states this function is only
available to an Administrator. However, section 6.6.7.2 of
[CCCG] also describes how devices can be shared with a VM
through the use of Enhanced Session Mode, which can be
enabled either through Hyper-V Manager or PowerShell, and
is available to both Administrators and Users.

Ability to configure inter-VM
data sharing

Yes

Yes

Section 6.6.7.1 of [CCCG] explains that data can be shared
through VMs using virtual networking, which is described in
section 6.6.5 and addressed in the “Ability to configure virtual
networks including VM” entry above. Section 6.6.7.2 also
describes the use of Enhanced Session Mode as another way
to share data between VMs and describes how to enable this.
Configuration of virtual networking can only be performed by
an Administrator, but Enhanced Session Mode, which can be
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Function

Admin

User

Description in [CCCG]
enabled either through Hyper-V Manager or PowerShell, is
available to both Administrators and Users.

Ability to enable/disable VM
access to Hypercall functions

Yes

No

Section 6.6.12 of [CCCG] describes that the Hypercall
interface is enabled or disabled as a consequence of whether
the VM is enlightened or not, and that it is not possible to
configure this separately.

Ability to configure
removable media policy

Yes

No

Section 6.6.8 of [CCCG] has instructions for configuring
removable media for Guest VMs using Hyper-V Manager and
PowerShell. This section states that the functionality is
available to Administrators only.

Ability to configure the
cryptographic functionality

Yes

No

Section 6.2 of [CCCG] identifies the cryptographic functions
that are configured by default and cannot be managed. Section
6.3 and its subsections contain instructions for configuring
client certificates, trusted root CAs, and certificate validation
functions using various interfaces. Section 6.4 and its
subsections contain instructions for configuring TLS
functionality using various interfaces. Section 6.5 and its
subsections contain instructions for configuring IPsec
functionality using various interfaces. For each of these
sections, it is stated at the top of the section that only the
Administrator role may perform the functions in that section.

Ability to change default
authorization factors

Yes

No

Section 6.7 of [CCCG] contains instructions for management
of the default authorization factor. This section states that this
functionality is only available to the Administrator role.

Ability to enable/disable
screen lock

Yes

No

Section 6.9 of [CCCG] describes how to configure screen lock
and inactivity timeout for both local and remote logins using
both group policy and the Windows registry. This section
states that this functionality is only available to the
Administrator role.

Ability to configure screen
lock inactivity timeout

Yes

No

See “Ability to enable/disable screen lock” above.

Ability to configure remote
connection inactivity timeout

Yes

No

See “Ability to enable/disable screen lock” above.

Ability to configure lockout
policy for unsuccessful
authentication attempts
through timeouts between
attempts, limiting number of
attempts during a time period

Yes

No

Section 6.8 of [CCCG] includes references to configuration
instructions using both group policy (6.8.1) and net.exe
(6.8.2) to configure the maximum number of authentication
failures to trigger a lockout, the duration of the lockout, and
the observation window for counting authentication failures.
Both 6.8.1 and 6.8.2 state that only the Administrator can
perform these functions.

Ability to configure
name/address of directory
server to bind with

Yes

No

Section 6.1 of [CCCG] describes how to join a computer to an
AD Domain and configure policies for domain-joined
machines. This section states that only the Administrator can
perform these functions.

Ability to configure
name/address of audit/logging

Yes

No

Section 6.13 of [CCCG] describes how to configure the
various audit functions and states that only the Administrator
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Function

Admin

User

server to which to send
audit/logging records

Description in [CCCG]
can perform these functions. Section 6.13.1 specifically
includes instructions for how to configure the TOE to
communicate with a remote instance of Microsoft SCOM for
transmission of audit records.

Ability to configure
name/address of network time
server

Yes

No

Section 6.10 of [CCCG] references instructions on how to
configure the Windows Time Service, which includes
configuration of a network time server. This section states that
only the Administrator can perform this function.

Ability to configure banner

Yes

No

Section 6.9 of [CCCG} references instructions on how to
configure the login banner using both group policy (6.9.1) and
the Windows registry (6.9.2). This section states that only the
Administrator can perform this function.

Ability to connect/disconnect
removable devices to/from a
VM

Yes

Yes

Section 6.6.7.2 of [CCCG] describes how an Administrator
can enable Enhanced Session Mode for a VM, which allows
for sharing of local resources with that VM. This section also
states that once this has been configured for a VM, a user or
administrator can use it by connecting to the VM over RDP
with the Enhanced Session Mode option enabled.

Ability to start a VM

Yes

Yes

Section 6.6.9 of [CCCG] describes how to control VMs using
Hyper-V Manager or PowerShell. This includes starting,
stopping, checkpointing, suspending, and resuming VMs. This
section states that both the Administrator and user can
perform this function.

Ability to stop/halt a VM

Yes

Yes

Refer to “Ability to start a VM” above.

Ability to checkpoint a VM

Yes

Yes

Refer to “Ability to start a VM” above.

Ability to suspend a VM

Yes

Yes

Refer to “Ability to start a VM” above.

Ability to resume a VM

Yes

Yes

Refer to “Ability to start a VM” above.

2.5.1.3

Test Activities

The evaluator shall verify that for each management function and role specified in Table 1, the defined role is
able to perform all mandatory functions as well as all optional or selection-based functions claimed in the ST.

The evaluator verified that for each of the described management functions, administrators were able to
perform the functions the ST identified as allowed and users were able to perform the functions the ST
identified as allowed. For any function that the ST identified the role was unable to perform the function
the evaluator verified that the specified role could not perform the function.
The evaluator shall verify for each claimed management function that the Operational Guidance is sufficiently
detailed to allow the function to be performed and that the function can be performed by the role(s) that are
authorized to do so.

The evaluator was able to perform each of the claimed management functions and the Operation
Guidance was sufficiently detailed to instruct how to execute the command or pointed to the appropriate
online repository for how to execute the command.
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The evaluator shall also verify for each claimed management function that if the TOE claims not to provide a
particular role with access to the function, then it is not possible to access the TOE as that role and perform that
function.

For any function that the ST identified the role was unable to perform the function the evaluator verified
that the specified role could not perform the function.

FMT_MSA_EXT.1 Default Data Sharing Configuration
2.5.2.1

TSS Assurance Activity

This requirement is met if FDP_VMS_EXT.1 is met.

2.5.2.2

Guidance Activities

This requirement is met if FDP_VMS_EXT.1 is met.

2.5.2.3

Test Activities

This requirement is met if FDP_VMS_EXT.1 is met.

FMT_SMO_EXT.1 Separation of Management and Operational Networks
2.5.3.1

TSS Assurance Activity

The evaluator shall examine the TSS to verify that it describes how management and operational networks may
be separated.

Section 6.5.1 of [ST] identifies several means to separate management and operational networks,
including physical means (separate network adapters), logical means (logical subnetting on one adapter),
and use of a trusted channel (TLS, HTTPS, or IPsec). This is consistent with the mechanisms identified in
the SFR.

2.5.3.2

Guidance Activities

The evaluator shall examine the operational guidance to verify that it details how to configure the VS with
separate Management and Operational Networks.

Section 6.6.5 of [CCCG] references instructions for configuring virtual machine networking. This section
states that the process is identical regardless of whether communications are between VMs, from VM to
internet, or from VM to physical network. This is mentioned specifically in the context of stating that the
administrator may configure separate networks for management and operations.

2.5.3.3

Test Activities

The evaluator shall configure the management network as documented. If separation is cryptographic or logical,
then the evaluator shall capture packets on the management network. If Guest network traffic is detected, the
requirement is not met.

The evaluator configured two VM’s so that they could communicate with each other using the
management network. The evaluator then sent traffic between the two VM’s while observing the traffic
on the VS and verified that no traffic of the VM, or guest, could be seen.

Assurance Activities Report
64
2021-02-08
Microsoft Windows Server, Microsoft Windows 10 version 1909 (November 2019 Update), Microsoft
Windows Server 2019 (version 1809) Hyper-V

2.6

Protection of the TSF (FPT)

FPT_DVD_EXT.1 Non-Existence of Disconnected Virtual Devices
2.6.1.1

TSS Assurance Activity

None defined.

2.6.1.2

Guidance Activities

None defined.

2.6.1.3

Test Activities

Modified per TD0206: Testing for Non-Existence of Disconnected Virtual Devices
The evaluator shall connect a device to a VM, then using a device driver running in the guest, scan the
VM's processor I/O ports to ensure that the device's ports are present. (The device's interface should be
documented in the TSS under FPT_VDP_EXT.1.) The evaluator shall remove the device from the VM and
run the scan again. This requirement is met if the device's I/O ports are no longer present.

The evaluator added a CD/DVD drive to each of the VM’s on the VS. The evaluator put a CD into the
CD/DVD drive of VM 1. The evaluator then observed that VM 1 recognized a CD was present. The
evaluator then moved the CD to the CD/DVD drive of VM 2. The evaluator then observed that VM 2
recognized a CD was present. The evaluator then removed the CD/DVD drive both VM’s. The evaluator
then verified that neither VM recognized a CD/DVD drive.

FPT_EEM_EXT.1 Execution Environment Mitigations
2.6.2.1

TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it states, for each platform listed in the ST, the execution
environment-based vulnerability mitigation mechanisms used by the TOE on that platform. The evaluator shall
ensure that the lists correspond to what is specified in FPT_EEM_EXT.1.1.

[ST] section 6.6.3 identifies the following mechanisms, consistent with the claims specified in
FPT_EEM_EXT.1.1:






2.6.2.2

Address-space randomization (search for “The Windows kernel and user-mode applications
implement Address Space Layout Randomization (ASLR)”)
Memory execution protection (search for “Collectively, this is known as Data Execution
Prevention (DEP)”)
Stack buffer overflow protection (search for “The Windows runtime also provides stack buffer
overrun protection capability”)
Heap corruption detection (search for “Windows provides a default heap allocator”)
Control flow guard (search for “Control Flow Guard prevents exploitation of memory
corruption”).

Guidance Activities

None defined.
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2.6.2.3

Test Activities

None defined.

FPT_GVI_EXT.1 Guest VM Integrity
2.6.3.1

TSS Assurance Activity

For each mechanism listed in the assignment, the evaluator shall ensure that the TSS documents the mechanism,
including how it verifies VM integrity, which set of Guest VMs it will check (all Guest VMs, only migrated VMs,
etc.), when such checks occur (before VM startup, immediately following importation/migration, on demand,
etc.), and which actions are taken if a VM fails the integrity check (or which range of actions are possible if the
action is configurable).

[ST] section 6.6.6 states that the TSF provides a Shielded VM capability through the combination of
isolation, secure boot, disk encryption, and TPM-based data protection. [ST] section 6.3.2.1 defines what
a Shielded VM is and how its integrity can be attested. Per [ST] section 6.6.4, integrity check is
performed during startup as part of the Secure Boot functionality that addresses FPT_ML_EXT.1.
[ST] also notes in the definition of this SFR that it only applies to the Windows Server versions of the
TOE; Shielded VM capability is not supported in Windows 10. As this is an optional SFR it is not
required to be implemented by all permutations of the TOE.

2.6.3.2

Guidance Activities

None defined.

2.6.3.3

Test Activities

None defined.

FPT_HAS_EXT.1 Hardware Assists
2.6.4.1

TSS Assurance Activity

The evaluator shall examine the TSS to ensure that it states, for each platform listed in the ST, the hardware
assists and memory-handling extensions used by the TOE on that platform. The evaluator shall ensure that these
lists correspond to what is specified in the applicable FPT_HAS_EXT component.

[ST] section 6.3.3 Hardware Support identifies the virtualization assists (that is, VMX machine
instructions and SLAT) and memory-handling assist (that is, SLAT) specified in FPT_HAS_EXT.1. The
assists are not restricted by platform.

2.6.4.2

Guidance Activities

None defined.

2.6.4.3

Test Activities

None defined.
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FPT_HCL_EXT.1 Hypercall Controls
2.6.5.1

TSS Assurance Activity

Modified per TD0250: Hypercall Controls – FPT_HCL_EXT.1 Clarification.
The evaluator shall examine the TSS or operational guidance to ensure it documents all Hypercall functions at
the level necessary for the evaluator to disable the functions and run tests 1 and 2, below. Documentation
must include, for each function, how to call the function, function parameters and legal values, configuration
settings for enabling/disabling the function, and conditions under which the function can be disabled. The TSS
must also specify those functions that cannot be disabled.
While there is no expectation that the evaluator will need to examine source code in order to accomplish
this Assurance Activity, the evaluator must ensure that there are no obvious or publicly known Hypercall
functions missing from the TSS.

Hyper-V provides two interfaces to hypercalls. Hyper-V provides a low-level API hypercall interface.
Operating system enlightenments provide a high-level hypercall interface.
[ST] section 6.3.1 identifies [TLFS5] and [TLFS6] as the top-level functional specifications of Hyper-V’s
low-level API hypercall interface.
Both documents provide a list of hypercalls sorted by call code (hex value) in Appendix A. For each
hypercall, the appendix includes the call code, restrictions on caller, and any required partition privilege.
Section 3.14 in each document identifies extended hypercalls for each version of Windows. The
evaluators note that [TLFS5] defines the HyExtCallQueryCapabilities (0x8001) and
HvExtCallGetBootZeroedMemory (0x8002) extended hypercalls, while [TLFS6] identifies both of these
as well as four additional hypercalls with codes 0x8003 through 0x8006.
Section 3 of [TLFS5] and [TLFS6] each describe the common features of hypercalls, such as setting input
parameters, invoking the hypercall interface, accessing output parameters, status codes, and effects (e.g.
atomicity and ordering). The 64-bit hypercall input value format is identical in both versions of the
functional specification, so there is no difference in the implementation of the hypercall based on the
version of Windows running Hyper-V (with the exception of the additional extended hypercalls listed
above). Examples of hypercalls are listed in sections 7.10 and 9.4 of both [TLFS5] and [TLFS6].
Section 4.2.2 Partition Privilege Flags in both [TLFS5] and [TLFS6] describes privileges that the
hypervisor assigns to each partition. The privileges that control which hypercalls (and synthetic MSRs) a
guest partition can access.
The low-level API hypercall interface (described by the Top-Level Functional Specification documents)
is the external interface of Hyper-V, as stated in section 6.3.1 of [ST].

Section 6.3.5 of [ST] states that developers have the ability to add support for communications between
partitions using hypercalls. The management functions listed in section 6.5 of [ST] appropriately includes
the administrator’s ability to enable/disable VM access to hypercall functions. Section 6.6.6 of [ST] states
that administrators enable the use of hypercalls by installing an enlightened operating system. Section
6.3.3 of [ST] defines an enlightened operating system as one that it is aware that it is executing in a
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virtualized environment. Table 26 of [ST] states that hypercall interfaces may not be disabled for an
enlightened guest operating system. Based on this information, it is clear that the use of hypercall
functions is enabled/disabled globally by the administrator choosing whether or not to use an enlightened
guest VM.

2.6.5.2

Guidance Activities

The evaluator shall examine the operational guidance to ensure it contains instructions for how to configure
interface functions per FPT_HCL_EXT.1.2.

Section 6.6.12 of [CCCG] documents how to configure the Hypercall interface and references [TLFS5]
and [TLFS6] for instructions on how to invoke this interface for all Hypercall functions. This section also
states that there is no configuration to enable/disable the interface; if the administrator desires a Guest
VM to have Hypercall functions available, the administrator configures that VM to have an enlightened
operating system. The ability to invoke Hypercall functions cannot be configured on a more granular
basis.

2.6.5.3

Test Activities

Modified per TD0250: Hypercall Controls – FPT_HCL_EXT.1 Clarification.
The evaluator shall perform the following tests:
1.

2.

For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator shall follow the operational
guidance to enable the function. The evaluator shall then attempt to call each function from within the VM. If
the call is allowed, then the test succeeds.
For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator shall configure the TSF to
disable the function. The evaluator shall then attempt to call the function from within the VM. If the call is
blocked, then the test succeeds.

This test is not applicable because hypercall functions are not configurable on the TOE.

FPT_ML_EXT.1 Measured Launch of Platform and VMM
2.6.6.1

TSS Assurance Activity

The evaluator shall verify that the TSS or Operational Guidance describes how integrity measurements are
performed and made available to the Management Subsystem.

FPT_ML_EXT.1.1 claims that measured components of the virtualization system include the static
executable image of the hypervisor, static executable images of the Management Subsystem, and the Boot
Configuration Database (BCD).
Section 6.6.4 of [ST] states that computers with a TPM (such as those used for the evaluated
configuration of the TOE) will perform the Secure Boot process. This process has several steps. First, the
UEFI firmware will load the Boot Manager, which is validated using a hash-based signature and public
key certificate chain. The final step in validating the boot manager is ensuring the root public key of the
embedded certificate matches a Microsoft root public key.
Once the boot manager is validated, it will attempt to load the OS Loader or OS Resume application, or to
conduct a memory self-test. Boot applications have the same integrity protections as the boot manager
and are validated in the same way. Once validation succeeds, the boot application is loaded and control is
transferred to it.
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When the OS Loader is loaded, it will validate the Windows kernel, the BitLocker drive encryption filter
driver, the Windows kernel cryptography device driver, and the Windows code integrity library module.
These are all validated in the same manner as previous.
Once these initial drivers have been loaded, the kernel can use the code integrity library module (ci.dll) to
validate the code integrity of the other components of the Management System.

2.6.6.2

Guidance Activities

The evaluator shall examine the operational guidance to verify that it documents how to access the measurements
in the Management Subsystem.

Section 6.12 of [CCCG] describes how to access the measurements of the health subsystem. Specifically,
the audit events of type 20 and 15500 identify collected integrity measurements and any actions taken in
response to an integrity check failure. This section also identifies where the measured boot logs are stored
and how to decode them for human-readable access.

2.6.6.3

Test Activities

The evaluator shall perform the following test:
Test 1: The evaluator shall start the VS, login as an Administrator, and verify that the measurements for the
specified components are viewable in the Management Subsystem.

The evaluator caused the TOE to reboot then examined the measured boot logs to verify that the logs
were generated on boot.

FPT_RDM_EXT.1 Removable Devices and Media
2.6.7.1

TSS Assurance Activity

The evaluator shall examine the TSS to ensure it describes the association between the media or devices
supported by the TOE and the actions that can occur when switching information domains.

Section 6.6.6 of [ST] states that access is restricted to any physical or virtual removable media that is
attached to the physical computer, such that a Guest VM cannot access it without explicit administrator
approval. This section also states that the TSF automatically ensures that access to the media device is
only available to a single Guest VM at a time by only permitting the assigned partition to access it.

2.6.7.2

Guidance Activities

The evaluator shall examine the operational guidance to ensure it documents how an administrator or user
configures the behavior of each media or device.

Section 6.6.8 of [CCCG] references both Hyper-V Manager and PowerShell instructions for the
configuration of a virtual device. This includes SCSI controllers, DVD drives (or optical drives more
generally), and hard disk drives (which also includes lettered drives on physically removable media such
as a USB thumb drive).

2.6.7.3

Test Activities

The evaluator shall perform the following test for each listed media or device:
Test 1: The evaluator shall configure two VMs that are members of different information domains, with the media
or device connected to one of the VMs. The evaluator shall disconnect the media or device from the VM and
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connect it to the other VM. The evaluator shall verify that the action performed is consistent with the action
assigned in the TSS.

The evaluator configured two VM’s on the TOE so that both had a CD drive but only 1 had a CD in it.
The evaluator then verified that only the VM desired had access to the CD drive. The evaluator then
moved the CD to the other VM. The evaluator then verified that only the VM desired had access to the
CD drive.

FPT_TUD_EXT.1 Trusted Updates to the Virtualization System
2.6.8.1

TSS Assurance Activity

The evaluator shall verify that the TSS describes all TSF software update mechanisms for updating the system
software.

Section 6.6.5 of [ST] identifies updates as .msu files. This section also identifies the update process
mechanisms as running Windows Update (which is enabled by default) or by manually visiting
catalog.update.microsoft.com.
Updates to the TOE either have a hash associated with them, or are signed by an authorized source. The evaluator
shall verify that the description includes either a digital signature or published hash verification of the software
before installation and that installation fails if the verification fails.

Section 6.6.5 of [ST] identifies that updates are digitally signed using an RSA SHA-1 signature for legacy
applications and an RSA SHA-256 signature for modern applications. These signatures are signed by
Microsoft which chains through a Microsoft Code Signing certificate up to the Microsoft Root CA.
The evaluator shall verify that the TSS describes the method by which the digital signature or published hash is
verified to include how the candidate updates are obtained, the processing associated with verifying the update,
and the actions that take place for both successful and unsuccessful verification.

Section 6.6.5 of [ST] states that the Code Signing certificate is validated prior to installation, including a
CRL check. If validation fails, the administrator will be notified through the event log and the installation
will abort. Successful validation results in the update being applied, unless the version numbers of the
files are lower than what is currently installed.
If digital signatures are used, the evaluator shall also ensure the definition of an authorized source is contained in
the TSS.

Microsoft signs updates with a Microsoft Code Signing certificate that chains to the Microsoft Root
Certification Authority as described in section 6.6.5 of [ST].
If the ST author indicates that a certificate-based mechanism is used for software update digital signature
verification, the evaluator shall verify that the TSS contains a description of how the certificates are contained on
the device.

[ST] section 6.6.5 states that the Code Signing certificate is protected by the storage root key on the TPM
that is part of the Operational Environment in the TOE’s evaluated configuration.
The evaluator also ensures that the TSS (or administrator guidance) describes how the certificates are
installed/updated/selected, if necessary.

It is not necessary for the administrator to install or select certificates because the operating system is preloaded with trusted Root CAs from Microsoft that are used to sign software updates.
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2.6.8.2

Guidance Activities

The evaluator also ensures that the TSS (or administrator guidance) describes how the certificates are
installed/updated/selected, if necessary.

Per section 2.6.8.1 above, it is not necessary for the administrator to install or select certificates because
the operating system is pre-loaded with trusted Root CAs from Microsoft that are used to sign software
updates.

2.6.8.3

Test Activities

Test 1: The evaluator performs the version verification activity to determine the current version of the product.
The evaluator obtains a legitimate update using procedures described in the operational guidance and verifies that
it is successfully installed on the TOE. After the update, the evaluator performs the version verification activity
again to verify the version correctly corresponds to that of the update.

The evaluator observed the current version of the product, then attempted to install a valid update, and
observed that after the updated installed the TOE showed that the update had been applied.
Test 2: The evaluator performs the version verification activity to determine the current version of the product.
The evaluator obtains or produces illegitimate updates as defined below, and attempts to install them on the TOE.
The evaluator verifies that the TOE rejects all of the illegitimate updates. The evaluator performs this test using
all of the following forms of illegitimate updates:
1) A modified version (e.g., using a hex editor) of a legitimately signed or hashed update
2) An image that has not been signed/hashed
3) An image signed with an invalid hash or invalid signature (e.g., by using a different key as
expected for creating the signature or by manual modification of a legitimate hash/signature)

The evaluator verified that the TOE rejected updates that had been modified, were unsigned, or signed
with an invalid signature.

FPT_TUD_EXT.2 Trusted Update Based on Certificates
2.6.9.1

TSS Assurance Activity

The assurance activity for this requirement is performed in conjunction with the assurance activity for
FIA_X509_EXT.1 and FIA_X509_EXT.2.

2.6.9.2

Guidance Activities

The assurance activity for this requirement is performed in conjunction with the assurance activity for
FIA_X509_EXT.1 and FIA_X509_EXT.2.

2.6.9.3

Test Activities

The assurance activity for this requirement is performed in conjunction with the assurance activity for
FIA_X509_EXT.1 and FIA_X509_EXT.2.

FPT_VDP_EXT.1 Virtual Device Parameters
2.6.10.1 TSS Assurance Activity
Modified per TD0443: FPT_VDP_EXT.1: Clarification for Assurance Activity
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The evaluator shall examine the TSS to ensure it lists all virtual devices accessible by the guest OS. The TSS,
or a separate proprietary document, must also document all virtual device interfaces at the level of I/O
ports -- including port number(s) (absolute or relative to a base), port name, and a description of legal
input values. The documentation must be sufficient to enable the evaluator to effectively run the tests in
FPT_DVD_EXT.1. The evaluator must ensure that there are no obvious or publicly known virtual I/O
ports missing from the TSS.
Assurance Activity Note:
There is no expectation that evaluators will examine source code to verify the “all” part of the Assurance
Activity.

[ST] section 6.3.2 links to [Cmdlets] for information about virtual device interfaces. It also enumerates
the following virtualized devices as being available to the guest OS:






Storage
o Hard Disk Drive – accessed with Add-VMHardDiskDrive cmdlet
o DVD Drive – accessed with Add-VMDvdDrive cmdlet
o Floppy Disk – accessed with New-VFD cmdlet
o Fiber Channel – accessed with Add-VMFibreChannelHba cmdlet
o IDE Controller – accessed with Get-VMIdeController cmdlet
o SCSI Controller – accessed with Add-VMScsiController cmdlet
Networking
o Storage Area Network – accessed with New-VMSan cmdlet
o Network Adapter – accessed with Add-VMNetworkAdapter cmdlet
o COM Port – accessed with Set-VMComPort cmdlet
Virtual TPM – accessed with Enable-VMTPM cmdlet

Documentation in [Cmdlets] for the individual cmdlets describes the individual virtual device interfaces.
The evaluator ensures that the ST includes the following statement attesting that parameters passed from a Guest
VM to virtual device interfaces are thoroughly validated, that all values outside the legal values specified in the
TSS are rejected, and that any data passed to the virtual device interfaces is unable to degrade or disrupt
the functioning of other VMs, the VMM, or the Platform:
“Parameters passed from Guest VMs to virtual device interfaces are thoroughly validated and all illegal
values (as specified in the TSS) are rejected. Additionally, parameters passed from Guest VMs to virtual
device interfaces are not able to degrade or disrupt the functioning of other VMs, the VMM, or the
Platform. Thorough testing and architectural design reviews have been conducted to ensure the accuracy
of these claims, and there are no known design or implementation flaws that bypass or defeat the security
of the virtual device interfaces.”

The required attestation is present in section 6.3.4 of [ST].

2.6.10.2 Guidance Activities
None defined.

2.6.10.3 Test Activities
None defined.
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FPT_VIV_EXT.1 VMM Isolation from VMs
2.6.11.1 TSS Assurance Activity
The evaluator ensures that the ST includes the following statement attesting that software running in a VM is not
able to degrade or disrupt the functioning of other VMs, the VMM, or the Platform:
“Software running in a VM is not able to degrade or disrupt the functioning of other VMs, the VMM, or the
Platform. There are no design or implementation flaws that bypass or defeat VM isolation.”

The required attestation is present in section 6.3.2 of [ST].

2.6.11.2 Guidance Activities
None defined.

2.6.11.3 Test Activities
None defined.

2.7

TOE Access (FTA)

FTA_TAB.1 TOE Access Banner
2.7.1.1

TSS Assurance Activity

None defined.

2.7.1.2

Guidance Activities

None defined.

2.7.1.3

Test Activities

The evaluator shall configure the TOE to display the advisory warning message “TEST TEST Warning Message
TEST TEST”. The evaluator shall then log out and confirm that the advisory message is displayed before logging
can occur.

The evaluator configured the TOE’s access banner. The evaluator then confirmed that the TOE presented
the access banner prior to authentication.

2.8

Trusted Path/Channels (FTP)

FTP_ITC_EXT.1 Trusted Channel Communications
2.8.1.1

TSS Assurance Activity

The evaluator will review the TSS to determine that it lists all trusted channels the TOE uses for remote
communications, including both the external entities and/or remote users used for the channel as well as the
protocol that is used for each.

Section 6.8 of [ST] identifies the following trusted channels and remote entities:


TLS/HTTPS: certificate enrollment, CRL checking, authentication to network resources such as
web servers (TLS/HTTPS) and directory servers (LDAP-S over TLS)
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IPsec: transfer of audit data

2.8.1.2

Guidance Activities

None defined.

2.8.1.3

Test Activities

The evaluator will configure the TOE to communicate with each external IT entity and/or type of remote user
identified in the TSS. The evaluator will monitor network traffic while the VS performs communication with each
of these destinations. The evaluator will ensure that for each session a trusted channel was established in
conformance with the protocols identified in the selection.

This test is performed in conjunction with FCS_TLSC_EXT, FCS_TLSS_EXT, FCS_IPSEC_EXT,
FTP_TRP, and FAU_STG_EXT.

FTP_TRP.1 Trusted Path
2.8.2.1

TSS Assurance Activity

The evaluator shall examine the TSS to determine that the methods of remote TOE administration are indicated,
along with how those communications are protected.

Section 6.8 of [ST] identifies IPsec as the method of remote administration.
The evaluator shall also confirm that all protocols listed in the TSS in support of TOE administration are
consistent with those specified in the requirement, and are included in the requirements in the ST.

IPsec is claimed in FTP_ITC_EXT.1 and described in appropriate detail in the TSS ([ST] section 6.2.3.3).

2.8.2.2

Guidance Activities

The evaluator shall confirm that the operational guidance contains instructions for establishing the remote
administrative sessions for each supported method.

Section 6.6.2 of [CCCG] states that Hyper-V supports three methods of remote administration:




Hyper-V Manager
Remote Desktop (RDP)
PowerShell

This section references instructions for remote management of Hyper-V hosts using all three of these
methods.

2.8.2.3

Test Activities

Test 1: The evaluators shall ensure that communications using each specified (in the operational guidance) remote
administration method is tested during the course of the evaluation, setting up the connections as described in the
operational guidance and ensuring that communication is successful.

For each of the methods of remote administration the evaluator connected to the TOE using the method of
administration and verified that the channel data was secured and protected.
Test 2: For each method of remote administration supported, the evaluator shall follow the operational guidance
to ensure that there is no available interface that can be used by a remote user to establish remote administrative
sessions without invoking the trusted path.
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The evaluator found no interface for managing the TOE outside of accessing the Hyper-V deployment
through Hyper-V Manager, Accessing the TOE with PS-Remoting, or connecting to the device using the
Remote Desktop Protocol (RDP).
Test 3: The evaluator shall ensure, for each method of remote administration, the channel data is not sent in
plaintext.

This test is performed in conjunction with FTP_TRP.1 Test 1.
Test 4: The evaluator shall ensure, for each method of remote administration, modification of the channel data is
detected by the TOE.

This test is performed in conjunction with FCS_TLSS_EXT and FCS_IPSEC_EXT testing.

FTP_UIF_EXT.1 User Interface: I/O Focus
2.8.3.1

TSS Assurance Activity

The evaluator shall ensure that the TSS lists the supported user input devices.

[ST] section 6.8.1 User Interface Trusted Path states “Hyper-V provides the human end-user with an
interface to associate the keyboard and mouse from the user’s local computer to a virtualized OS.”

2.8.3.2

Guidance Activities

The evaluator shall ensure that the operational guidance specifies how the current input focus is indicated to the
user.

Section 6.6.10 of [CCCG] describes the use of peripheral icons to indicate whether input peripherals are
active for a given virtual machine. In an environment where multiple VMs can be active (e.g. a windowed
desktop), this section shows how the ‘active’ window as designated by the OS running Hyper-V has the
peripheral device input focus.

2.8.3.3

Test Activities

For each supported input device, the evaluator shall demonstrate that the input from each device listed in the TSS
is directed to the VM that is indicated to have the input focus.

The evaluator accessed the TOE and then accessed one of the VM’s hosted by the TOE. The evaluator
observed that the TOE clearly identified if one of the VM’s had the current focus or if the VS had the
focus. The VM has focus as seen by the top banner text in black and the notepad on the VS text in gray.
The evaluator then changed the focus to the VS and the notepad on the VS now has the top banner text in
black and the VM banner text is now in gray.

FTP_UIF_EXT.2 User Interface: Identification of VM
2.8.4.1

TSS Assurance Activity

The evaluator shall ensure that the TSS describes the mechanism for identifying VMs to the user, how identities
are assigned to VMs, and how conflicts are prevented.

[ST] section 6.8.1 User Interface Trusted Path states “Virtual machines are uniquely identified by their
fully-qualified domain name in the organization’s network.”
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2.8.4.2

Guidance Activities

None defined.

2.8.4.3

Test Activities

The evaluator shall attempt to create and start at least three Guest VMs on a single display device where the
evaluator attempts to assign two of the VMs the same identifier. If the user interface displays different identifiers
for each VM, then the requirement is met. Likewise, the requirement is met if the system refuses to create or start
a VM when there is already a VM with the same identifier.

The evaluator created 2 VM’s on the VS, then exported one of the VM’s and attempted to import the VM
keeping the internal VM-ID intact and observed that the TOE would not permit the VM with an identical
internal ID to be created.
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Security Assurance Requirements
3.1

Class ASE: Security Target Evaluation

As per ASE activities defined in [CEM] plus the TSS assurance activities defined for any SFRs claimed by the
TOE.

3.2

Class ADV: Development

The information about the TOE is contained in the guidance documentation available to the end user as well as
the TOE Summary Specification (TSS) portion of the ST. The TOE developer must concur with the description of
the product that is contained in the TSS as it relates to the functional requirements. The Assurance Activities
contained in Section 5.2 should provide the ST authors with sufficient information to determine the appropriate
content for the TSS section.

3.3

Class AGD: Guidance Documents

The guidance documents will be provided with the developer’s security target. Guidance must include a
description of how the authorized user verifies that the Operational Environment can fulfill its role for the
security functionality. The documentation should be in an informal style and readable by an authorized user.
Guidance must be provided for every operational environment that the product supports as claimed in the ST.
This guidance includes
 instructions to successfully install the TOE in that environment; and
 instructions to manage the security of the TOE as a product and as a component of the larger operational
environment.
Guidance pertaining to particular security functionality is also provided; specific requirements on such guidance
are contained in the assurance activities specified with individual SFRs where applicable.

AGD_OPE.1 Operational User Guidance
Some of the contents of the operational guidance will be verified by the assurance activities in Section 5.2 and
evaluation of the TOE according to the CEM. The following additional information is also required.

3.3.1.1

AGD_OPE.1 Evaluation Activity

The operational guidance shall contain instructions for configuring the password characteristics, number of
allowed authentication attempt failures, the lockout period times for inactivity, and the notice and consent
warning that is to be provided when authenticating.

Section 6.7 of [CCCG] and its subsections describe how administrators can configure the password
characteristics, including password length, complexity settings, and maximum age. This section also
describes how to configure the maximum number of authentication failures, the lockout duration, and the
observation window for counting failures.
Section 6.9 of [CCCG] and its subsections describe how administrators can configure the logon banner,
both in terms of the caption of the dialog box that contains the banner and the text inside the dialog box.

3.3.1.2

AGD_OPE.1 Evaluation Activity

The operational guidance shall contain step-by-step instructions suitable for use by an end-user of the
Virtualization System to configure a new, out-of-the-box system into the configuration evaluated under this
Protection Profile.
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This is the same activity that is documented in section 3.3.2.2 below.

3.3.1.3

AGD_OPE.1 Evaluation Activity

The documentation shall describe the process for verifying updates to the TOE, either by checking the hash or by
verifying a digital signature. The evaluator shall verify that this process includes the following steps:
 Instructions for querying the current version of the TOE software.
 For hashes, a description of where the hash for a given update can be obtained. For digital signatures,
instructions for obtaining the certificate that will be used by the FCS_COP.1(2) mechanism to ensure
that a signed update has been received from the certificate owner. This may be supplied with the product
initially, or may be obtained by some other means.
 Instructions for obtaining the update itself. This should include instructions for making the update
accessible to the TOE (e.g., placement in a specific directory).
 Instructions for initiating the update process, as well as discerning whether the process was successful or
unsuccessful. This includes generation of the hash/digital signature.

The evaluators reviewed [CCCG] to identify guidance related to the following materials:


Instructions for querying the current version of the TOE software.

Section 6.13.4 of [CCCG] identifies how to query the current version of the TOE


For hashes, a description of where the hash for a given update can be obtained. For digital
signatures, instructions for obtaining the certificate that will be used by the FCS_COP.1(2)
mechanism to ensure that a signed update has been received from the certificate owner. This may
be supplied with the product initially, or may be obtained by some other means.

Section 6.3.2 of [CCCG] states that the OS is pre-loaded with trusted root certificates for various CAs.
This includes Microsoft certificates used to sign updates. No further configuration of this function is
necessary.


Instructions for obtaining the update itself. This should include instructions for making the update
accessible to the TOE (e.g., placement in a specific directory).

Section 6.11.3 of [CCCG] identifies the process to check whether an update is available using the Check
For Updates function.


Instructions for initiating the update process, as well as discerning whether the process was
successful or unsuccessful. This includes generation of the hash/digital signature.

Section 6.11.3 of [CCCG] identifies the process to check whether an update is available using the Check
For Updates function, which will prompt the user to install updates if any are available. Section 6.11.5 of
[CCCG] indicates an alternative method to manually install an update. Both of these sections also
describe how the user can discern whether the update attempt was successful, either through visual
inspection or through review of the audit logs. Specifically, the evaluator reviewed the list of auditable
events in section 7.2 and identified audit events 1, 2, and 3 as “initiation of update,” “successful update,”
and “failed update,” respectively.

AGD_PRE.1 Preparative Procedures
As indicated in the introduction above, there are significant expectations with respect to the documentation—
especially when configuring the operational environment to support TOE functional requirements.
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3.3.2.1

AGD_PRE.1 Evaluation Activity

The evaluator shall check to ensure that the guidance provided for the TOE adequately addresses all platforms
(that is, combination of hardware and operating system) claimed for the TOE in the ST.

Section 1.2 of [ST] identifies the TOE software as:






Microsoft Windows Server Standard edition, version 1909
Microsoft Windows Server Datacenter edition, version 1909
Microsoft Windows Server 2019 Standard edition
Microsoft Windows Server 2019 Datacenter edition
Microsoft Windows 10 Enterprise edition, version 1909 (64-bit version)

Section 4 of [CCCG] identifies these same software platforms. Throughout [CCCG], the shorthand terms
“Server Standard”, “Server Datacenter”, and “Enterprise” are used to specify which versions of the TOE
software a given function is applicable to. Through the review of [CCCG] conducted as part of addressing
the various guidance evaluation activities, the evaluator observed that all required functionality can be
performed on all supported platforms but that some platforms had alternative or additional methods to
perform a given function. For example, while all supported versions of Windows support management of
Hyper-V, specific steps must be performed for Windows 10 Enterprise edition only (“Enterprise”) to
allow for these features to be enabled, as described in section 6.6.2.1 of [CCCG].
The following hardware platforms were tested as part of the evaluated configuration per section 1.3.4 of
[ST]:




Dell PowerEdge R640
Dell PowerEdge R7425
Microsoft Surface Book 2

It is the evaluation team’s understanding that these hardware platforms were chosen as representative
examples of compatible hardware and that the TOE does not require any hardware that is unique to these
platforms in order to operate. Section 4 of [CCCG] also identified these representative platforms as being
tested.

3.3.2.2

AGD_PRE.1 Evaluation Activity

The operational guidance shall contain step-by-step instructions suitable for use by an end-user of the
Virtualization System to configure a new, out-of-the-box system into the configuration evaluated under this
Protection Profile.

The operational guidance contains step-by-step instructions suitable for use by an end-user of the
Virtualization System to configure a new, out-of-the-box system into the configuration evaluated under
this Protection Profile. Section 6.6.3 includes references to specific instructions for how an administrator
or user can create a new Guest VM using Hyper-V Quick Create (Windows 10 Enterprise only), Hyper-V
Manager (all supported versions), or PowerShell (all supported versions).

3.4

Class ALC: Life-Cycle Support

ALC_CMC.1 Labeling of the TOE Assurance Activity
Modified per TD0230: ALC Assurance Activities for Server Virtualization and Base Virtualization PPs
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The evaluator shall check the ST to ensure that it contains an identifier (such as a product name/version
number) that specifically identifies the version that meets the requirements of the ST. Further, the
evaluator shall check the AGD guidance and TOE samples received for testing to ensure that the version
number is consistent with that in the ST. If the vendor maintains a web site advertising the TOE, the
evaluator shall examine the information on the web site to ensure that the information in the ST is
sufficient to distinguish the product.

The evaluator reviewed the configuration of the TOE during testing and confirmed that the following
versions of the TOE were tested:
-

Microsoft Windows Server Datacenter edition, version 1909

-

Microsoft Windows Server 2019 Datacenter edition

-

Microsoft Windows 10 Enterprise edition, version 1909 (64-bit version)

The TOE also includes Standard edition of the two Windows Server versions, but the feature set
comparison between the two editions is equivalent with regard to the applicable PP claims.
All TOE documentation included the TOE versions being tested and all separate copies of the TOE
included mechanisms to identify the specific version of Windows being tested so that it could be
determined that the tested versions are the same as those defined in the ST.

ALC_CMS.1 TOE CM Coverage Assurance Activity
Modified per TD0230: ALC Assurance Activities for Server Virtualization and Base Virtualization PPs
The evaluator shall ensure that the developer has identified (in public-facing development guidance for
their platform) one or more development environments appropriate for use in developing applications for
the developer’s platform. For each of these development environments, the developer shall provide
information on how to configure the environment to ensure that buffer overflow protection mechanisms in
the environment(s) are invoked (e.g., compiler and linker flags). The evaluator shall ensure that this
documentation also includes an indication of whether such protections are on by default, or have to be
specifically enabled.
The evaluator shall ensure that the TSF is uniquely identified (with respect to other products from the TSF
vendor), and that documentation provided by the developer in association with the requirements in the ST
is associated with the TSF using this unique identification.

The TOE Description (section 1.4 in [ST]) uniquely identifies the TSF as ‘Hyper-V’—the hypervisor and
virtualization subsystem as well as the operating system in which it resides, the supporting operating
system services, and the applications necessary to manage, support and configure the operating system
and virtualization subsystem.

ALC_TSU_EXT.1 Timely Security Updates
3.4.3.1

ALC_TSU_EXT.1 Content and Presentation Elements

The description shall include the process for creating and deploying security updates for the TOE
software/firmware.

[ST] section 6.6.5 Windows and Application Updates describes the process of creating and signing a
security update for the TOE. The security target also describes how the TOE validates a security update
along with how a user can receive automatic updates or obtain updates manually. [ST] Section 6.9 states
the processes in section 6.6.5 apply to the operating system, firmware, and applications.
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3.4.3.2

ALC_TSU_EXT.1 Content and Presentation Elements

The description shall express the time window as the length of time, in days, between public disclosure of a
vulnerability and the public availability of security updates to the TOE.

[ST] claims timely action without identifying a specific time between public disclosure and update
availability. Rather, section 6.9 provides links to pages describing Microsoft’s Security Update Lifecycle
along with Report a Computer Security Vulnerability and Microsoft Security Response Policy and
Practices. The life cycle includes monthly security bulletins and updates.

3.4.3.3

ALC_TSU_EXT.1 Content and Presentation Elements

The description shall include the mechanisms publicly available for reporting security issues pertaining to the
TOE.

[ST] section 6.9 provides an email address and web page (HTTPS link) for reporting security issues. The
section provides a secure link (HTTPS) to Microsoft Security Response Center PGP Key and to an
S/MIME certificate for securing email communication if desired.

3.5

Class ATE: Tests

Testing is specified for functional aspects of the system as well as aspects that take advantage of design or
implementation weaknesses. The former is done through ATE_IND family, while the latter is through the
AVA_VAN family. At the assurance level specified in this PP, testing is based on advertised functionality and
interfaces with dependency on the availability of design information. One of the primary outputs of the evaluation
process is the test report as specified in the following requirements.

ATE_IND.1 Independent Testing – Sample
Testing is performed to confirm the functionality described in the TSS as well as the administrative (including
configuration and operation) documentation provided. The focus of the testing is to confirm that the requirements
specified in Section 5.1 are being met, although some additional testing is specified for SARs in Section 5.2. The
Assurance Activities identify the additional testing activities associated with these components. The evaluator
produces a test report documenting the plan for and results of testing, as well as coverage arguments focused on
the platform/TOE combinations that are claiming conformance to this PP.

The evaluator produced a test report to address the functionality required by the claimed PP and PPModule. The results of the testing are summarized at a high level in this AAR.

3.5.1.1

ATE_IND.1 Evaluation Activity

The evaluator shall prepare a test plan and report documenting the testing aspects of the system. While it is not
necessary to have one test case per test listed in an Assurance Activity, the evaluators must document in the test
plan that each applicable testing requirement in the ST is covered.

The evaluator prepared a test plan that was populated with evidence during the testing effort and
ultimately became the test report. The test report accounts for each testing requirement in the ST. The test
requirements are stated either directly with test evidence, in conjunction with another test, or N/A when
the test was not applicable to the TOE.

3.5.1.2

ATE_IND.1 Evaluation Activity

The Test Plan identifies the platforms to be tested, and for those platforms not included in the test plan but
included in the ST, the test plan provides a justification for not testing the platforms. This justification must
address the differences between the tested platforms and the untested platforms, and make an argument that the
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differences do not affect the testing to be performed. It is not sufficient to merely assert that the differences have
no affect; rationale must be provided. If all platforms claimed in the ST are tested, then no rationale is necessary.

The test plan/test report outlines the exact configuration of hardware and software for each tested
platform. All platforms are included in the test report however at times test sampling was used. For the
tests that were sampled, the evaluator recorded the platform(s) in which the test was run on. The evaluator
produced equivalency rationale for why the sampling was done and why it did not impact the results.

3.5.1.3

ATE_IND.1 Evaluation Activity

The test plan describes the composition of each platform to be tested, and any setup that is necessary beyond what
is contained in the AGD documentation. It should be noted that the evaluators are expected to follow the AGD
documentation for installation and setup of each platform either as part of a test or as a standard pre-test
condition. This may include special test drivers or tools. For each driver or tool, an argument (not just an
assertion) is provided that the driver or tool will not adversely affect the performance of the functionality by the
TOE and its platform. This also includes the configuration of cryptographic engines to be used. The cryptographic
algorithms implemented by these engines are those specified by this PP and used by the cryptographic protocols
being evaluated (IPsec, TLS/HTTPS, SSH).

The evaluator documented any configuration step that was necessary to perform a test on a test-by-test
basis. In the event that special test tool is introduced to the platform to run a test, the evaluator
documented the tool along with reasoning why it was needed and how it does not affect the platform.

3.5.1.4

ATE_IND.1 Evaluation Activity

The test plan identifies high-level test objectives as well as the test procedures to be followed to achieve those
objectives. These procedures include expected results. The test report (which could just be an annotated version
of the test plan) details the activities that took place when the test procedures were executed, and includes the
actual results of the tests. This shall be a cumulative account, so if there was a test run that resulted in a failure; a
fix installed; and then a successful re-run of the test, the report would show a “fail” and “pass” result (and the
supporting details), and not just the “pass” result.

With each test in the test report, the evaluator listed the test being run with its objective. The evaluator
then described the test steps, expected result and actual result with evidence. Each test case is coupled
with a pass/fail verdict. The test report also includes an overall verdict which was determined by the
evaluator at the conclusion of all tests.

3.6

Class AVA: Vulnerability Assessment

AVA_VAN.1 Vulnerability Survey
For the first generation of this Protection Profile, the evaluation lab is expected to survey open sources to learn
what vulnerabilities have been discovered in these types of products. In most cases, these vulnerabilities will
require sophistication beyond that of a basic attacker. Until penetration tools are created and uniformly distributed
to the evaluation labs, evaluators will not be expected to test for these vulnerabilities in the TOE. The labs will be
expected to comment on the likelihood of these vulnerabilities given the documentation provided by the vendor.
This information will be used in the development of penetration testing tools and for the development of future
PPs.

3.6.1.1

AVA_VAN.1 Evaluation Activity

As with ATE_IND the evaluator shall generate a report to document their findings with respect to this
requirement. This report could physically be part of the overall test report mentioned in ATE_IND, or a separate
document. The evaluator performs a search of public information to determine the vulnerabilities that have been
found in virtualization in general, as well as those that pertain to the particular TOE. The evaluator documents the
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sources consulted and the vulnerabilities found in the report. For each vulnerability found, the evaluator either
provides a rationale with respect to its non-applicability or the evaluator formulates a test (using the guidelines
provided in ATE_IND) to confirm the vulnerability, if suitable. Suitability is determined by assessing the attack
vector needed to take advantage of the vulnerability. For example, if the vulnerability can be detected by pressing
a key combination on boot-up, a test would be suitable at the assurance level of this PP. If exploiting the
vulnerability requires expert skills and an electron microscope, for instance, then a test would not be suitable and
an appropriate justification would be formulated.

The evaluation team applied the Vulnerability Analysis approach above to the TOE. The team
documented the analysis and results Vulnerability Analysis Report, which the team provided to the
Common Criteria Evaluation and Validation Scheme certification body.
The vulnerability analysis searches were performed on November 19, 2020 and again on January 15,
2021. While the TOE is the Hyper-V component of Microsoft Windows and related dependencies, a
variety of vulnerability searches were performed against the Windows operating system and its
components in the event that the TSF is indirectly affected by any of these findings.
All searches were performed using the National Vulnerability Database (nvd.nist.gov). The TOE
developer maintains a Security Resource Center with guidance for patching vulnerable software at
https://msrc.microsoft.com/update-guide. In all cases, the disclosed vulnerabilities were found to map to
CVEs. Additionally, all disclosed vulnerabilities were found to have security updates to address them.
The following search terms related to Windows components and features were used:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

BitLocker
Microsoft Security Event Log
Microsoft Windows Event Log Service
Microsoft Windows Get-EventLog
Microsoft Windows Local Security Authority server
Windows Access Control
Windows Access Control List
Windows ACE
Windows ACL
Windows Active Directory
Windows Active Directory Certificate Services
Windows Attribute Initialization
Windows Authentication
Windows Authentication Failure
Windows Authentication Feedback
Windows bcrypt
Windows Certificate Authority
Windows Certificate Management
Windows Certificate Services
Windows CNG
Windows crypto
Windows DAC
Windows DACL
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24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.

Windows default
Windows Discretionary Access Control
Windows Discretionary Control
Windows Dynamic Access
Windows Encryption
Windows Enlightenment
Windows Event Viewer
Windows Firewall
Windows Groups
Windows Guest
Windows Hyper-V
Windows Hypervisor
Windows Integrity Control
Windows Integrity Control Policy
Windows IPsec
Windows Logon
Windows Management
Windows ncrypt
Windows NTP
Windows Object
Windows Parent
Windows Partition
Windows Password
Windows Password Entry
Windows Password Management
Windows PKI
Windows Privilege
Windows Privileges
Windows Remote Authentication
Windows Remote Desktop
Windows Remote Management
Windows Residual Data
Windows Role Management
Windows Roles
Windows SACL
Windows Screen Lock
Windows Security Descriptor
Windows Security Management
Windows SID
Windows Smart Card
Windows Synthetic
Windows Time Service
Windows TLS
Windows User Identity
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68.
69.
70.
71.
72.
73.

Windows User Lockout
Windows Virtual Switch
Windows Virtualization
Windows VMBus
Windows x.509
Winlogon

The following searches were performed based on the full names of the OS platform versions within the
logical scope of the TOE:






Windows 10 Version 1909 (November 2019 Release)
Windows Server Version 1909 Standard Edition (November 2019 Release)
Windows Server Version 1909 Datacenter Edition (November 2019 Release)
Windows Server 2019 Standard Edition (November 2018 Update)
Windows Server 2019 Datacenter Edition (November 2018 Update)

Vulnerability searches were also conducted using the following CPEs that correspond to the OS platform
versions listed above:




cpe:/:microsoft:windows_server_2019
cpe:/:microsoft:windows_10:1909
cpe:/:microsoft:windows_server_2016:1909

Note that CPEs are not granular to the specific licensed editions of Windows (Enterprise, Standard,
Datacenter, etc.). Therefore all findings for a particular CVE are assumed to apply to all Windows
editions unless explicitly specified otherwise.
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Appendix A Auditable Events
The following table is taken from [CCCG] and identifies the auditable events for the TOE. Those that
relate specifically to “administrative actions” per the AGD Evaluation Activity for FAU_GEN.1 are
mapped to FMT_MOF_EXT.1. As FMT_MOF_EXT.1 is considered to be the full set of security-relevant
management functions (i.e. administrative actions) for the TOE, a demonstration that each of these events
is audited is sufficient for the evaluator to assert that all administrative actions are audited.
Note that for each of the audit event IDs, section 7.2 of [CCCG] identifies and describes the fields
associated with the audit records for those event types.
Requirement

Scenario(s)

FAU_GEN.1.1

Start-up and shut-down
of the audit functions

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
Security: 4608 (Startup)
Security: 1100 (Shut down)
Enable logging of startup and
shutdown events with the following
command:
auditpol /set /subcategory:”Security
State Change” /success:enable
/failure:enable

FAU_STG_E
XT.1

Failure of audit data
capture due to lack of
disk space or pre-defined
limit.

Security: 1104
As specified in the Security Target
for this evaluation, logs are
configured to overwrite when full
and will not fail due to reaching a
pre-defined limit. To disable
automatic log overwriting, set the
log’s retention mode to true with
wevtutil:

On failure of logging
function, capture record
of failure and record
upon restart of logging
function.
FCS_HTTPS_
EXT.1

Failure to establish a
HTTPS Session.
Establishment/Terminati
on of a HTTPS session.

wevtutil sl [Log Name] /rt:true
Reason for failure.

System: 36888 (Failure)

Non-TOE endpoint of
connection (IP address) for
both successes and failures.

System: 36880 (Establishment)
Microsoft-Windows-SChannelEvents/Perf: 1793 (Terminate)
Enable additional secure channel
event logging by changing the
registry key value from 1 to 4-7 (see
logging options here) in the
following registry:
HKEY_LOCAL_MACHINE\SYST
EM\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
Enable logging for MicrosoftWindows-SChannel-Events/Perf
using the following command:
wevtutil sl Microsoft-WindowsSchannel-Events/Perf /e

FCS_IPSEC_
EXT.1

Failure to establish an
IPsec SA. Establishment
/ Termination of an IPsec
SA.

Reason for failure.
Non-TOE endpoint of
connection (IP address) for
both successes and failures.

Security: 4651, 5451 (Initiation)
Security: 4655, 5452 (Termination)
Security: 4652, 4654 (Failure)
Enable IPsec events in the Security
log:
auditpol /set /subcategory:”IPsec
Main Mode” /success:enable
/failure:enable
auditpol /set /subcategory: “IPsec
Quick Mode” /success:enable
/failure:enable

FCS_RBG_E
XT.1
FCS_TLSC_E
XT.2

Failure of the
randomization process.
Failure to establish a
TLS Session.
Establishment /
Termination of a TLS
session.

System: 20

Reason for failure.
Non-TOE endpoint of
connection (IP address).

Failure: Windows Logs -> System:
36888
Establishment: Windows Logs ->
System: 36880
Terminate: Microsoft-WindowsSChannel-Events/Perf: 1793
Enable additional secure channel
event logging by changing the
registry key value from 1 to 4-7 (see
logging options here) in the
following registry:
HKEY_LOCAL_MACHINE\SYST
EM\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL
Enable logging for MicrosoftWindows-SChannel-Events/Perf
using the following command:
wevtutil sl Microsoft-WindowsSchannel-Events/Perf /e

FCS_TLSS_E
XT.2

Failure to establish a
TLS Session.

Reason for failure.

System: 36888 (Failure)
System: 36880 (Establishment)
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps

Establishment /
Termination of a TLS
session.

Non-TOE endpoint of
connection (IP address).

Microsoft-Windows-SChannelEvents/Perf: 1793 (Terminate)
Enable additional secure channel
event logging by changing the
registry key value from 1 to 4-7 (see
logging options here) in the
following registry:
HKEY_LOCAL_MACHINE\SYST
EM\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL
Enable logging for MicrosoftWindows-SChannel-Events/Perf
using the following command:
wevtutil sl Microsoft-WindowsSchannel-Events/Perf /e

FDP_PPR_EX
T.1

Successful and failed
VM connections to
physical devices where
connection is governed
by configurable policy.

VM and physical device
identifiers.
Identifier for the security
policy that was violated

Security policy
violations.

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Networking: 26074
(Success)
Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 12140 (Failure,
Policy Violation)
Applications and Services
Logs\Microsoft\Windows\WMIActivity\Operational: 5858 (Policy
Violation due to Insufficient
Privilege)
Enable logging for the Hyper-VVMMS log with both of the following
commands.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FDP_VNC_E
XT.1

Successful and failed
attempts to connect VMs
to virtual and physical
networking components.
Security policy
violations.

VM and virtual or physical
networking component
identifiers.
Identifier for the security
policy that was violated.

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 12597, 12598
(Success, Configuration)
Security: 4656 (Failure, Policy
Violation)
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Requirement

Scenario(s)

Additional Audit
Contents

Administrator
configuration of interVM communications
channels between VMs.
FIA_UIA_EX
T.1

Administrator
authentication attempts
(all use of the
identification and
authentication
mechanism).

Log Name: Event ID (Details)
Prerequisite Steps
Applications and Services
Logs\Microsoft\Windows\WMIActivity\Operational: 5858 (Policy
Violation due to Insufficient
Privilege)

Provided user identity,
origin of the attempt (e.g.,
console, remote IP
address).

Security: 4624 (Authentication
attempt, successful), 4625
(Authentication attempt, failed)
Security: 4624 (Start time)
Security: 4634 (End time)

Administrator session
start time and end time
FIA_X509_E
XT.1

Failure to validate a
certificate.

Reason for failure.

Applications and Services Logs >
Microsoft > Windows >CAPI2 >
Operational: 11

FMT_MOF_E
XT.1
(#1)

Ability to update the
Virtualization System

Setup: 1 (Initiation)
Setup: 2 (Success)
Setup: 3 (Failure)

FMT_MOF_E
XT.1
(#2)

Ability to configure
Administrator password
policy as defined in
FIA_PMG_EXT.1

Security: 4739
Enable logging for authentication
policy change events with the
following command:
auditpol /set
/subcategory:"Authentication
Policy Change" /success:enable
/failure:enable

FMT_MOF_E
XT.1
(#3)

Ability to create,
configure and delete
VMs

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Admin: 13002 (Create),
13003 (Delete)
Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170 (Configure,
adding components), 12180
(Configure, removing components)
Applications and Services
Logs\Microsoft\Windows\VHDMP:
12 (Configure, creating virtual disk),
16 (Configure, deleting virtual disk)
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#4)

Ability to set default
initial VM
configurations

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170 (Configure,
adding components), 12180
(Configure, removing components)
Applications and Services
Logs\Microsoft\Windows\VHDMP:
12 (Configure, creating virtual disk),
16 (Configure, deleting virtual disk)
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#5)

Ability to configure
virtual networks
including VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Networking: 26000, 26004,
26012, 26016, 26074
Enable logging for the Hyper-VVMMS log with both of the following
commands.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#6)

Ability to configure and
manage the audit system
and audit data

Security: 4719
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
Enable events for audit policy
changes with the following
command:
auditpol /set /subcategory:"Audit
Policy Change" /success:enable
/failure:enable

FMT_MOF_E
XT.1
(#7)

Ability to configure VM
access to physical
devices

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170, 12180
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#8)

Ability to configure
inter-VM data sharing

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Admin: 12514
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#9)

Ability to enable/disable
VM access to Hypercall
functions

N/A, as the hypercall interfaces may
not be disabled for an enlightened
guest operating system.

FMT_MOF_E
XT.1
(#10)

Ability to configure
removable media policy

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170, 12180
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
the View option for Show Analytic
and Debug Logs must be enabled.
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#11)

Ability to configure the
cryptographic
functionality

Security: 4657 (TLS)

FMT_MOF_E
XT.1
(#12)

Ability to change default
authorization factors

Security: 4657 (ObjectValueName:
ScForceOption)

Security: 5449 (IPsec)

Enable logging by configuring the
SACL for the following registry
folder for auditing. See section
6.13.7 of [CCCG].
REGISTRY\MACHINE\SOFTWA
RE\Microsoft\Windows\CurrentVer
sion\Policies\System

FMT_MOF_E
XT.1
(#13)

Ability to enable/disable
screen lock

Security: 4663

FMT_MOF_E
XT.1
(#14)

Ability to configure
screen lock inactivity
timeout

Security: 4663

FMT_MOF_E
XT.1
(#15)

Ability to configure
remote connection
inactivity timeout

Security: 4657 (ObjectValueName:
MaxIdleTime)
Enable logging by configuring the
SACL for the following registry
folder for auditing. See section
6.13.7 of [CCCG].
\REGISTRY\MACHINE\SOFTWA
RE\Microsoft\
Windows NT\Terminal Services

FMT_MOF_E
XT.1
(#16)

Ability to configure
lockout policy for
unsuccessful
authentication attempts,
specifically: timeouts
between attempts,
limiting number of

Security: 4739
Enable logging for authentication
policy change events with the
following command:
auditpol /set
/subcategory:"Authentication
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps

attempts during a time
period

Policy Change" /success:enable
/failure:enable

FMT_MOF_E
XT.1
(#17)

Ability to configure
name/address of
directory server to bind
with

System: 3260

FMT_MOF_E
XT.1
(#18)

Ability to configure
name/address of
audit/logging server to
which to send
audit/logging records

Security: 4947
Enable logging for remote event log
management with the following
command:
auditpol /set /subcategory:"
MPSSVC Rule-Level Policy
Change" /success:enable
/failure:enable

FMT_MOF_E
XT.1
(#19)

Ability to configure
name/address of network
time server

System: 37

FMT_MOF_E
XT.1
(#20)

Ability to configure
banner

Security: 4657 (ObjectValueName:
legalnoticecaption and/or
legalnoticetext)
Enable logging by configuring the
SACL for the following registry
folder for auditing. See section
6.13.7 of [CCCG].
\REGISTRY\MACHINE\SOFTWA
RE\Microsoft\Windows\CurrentVer
sion\Policies\System

FMT_MOF_E
XT.1
(#21)

Ability to
connect/disconnect
removable devices
to/from a VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170 (Connect)
Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12180
(Disconnect)
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FMT_MOF_E
XT.1
(#22)

Ability to start a VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 18500

FMT_MOF_E
XT.1
(#23)

Ability to stop/halt a VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 18502, 18516

FMT_MOF_E
XT.1
(#24)

Ability to checkpoint a
VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 18596

FMT_MOF_E
XT.1
(#25)

Ability to suspend a VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 18510

FMT_MOF_E
XT.1
(#26)

Ability to resume a VM

Applications and Services
Logs\Microsoft\Windows\Hyper-VWorker\Admin: 18518

FPT_GVI_EX
T.1

Actions taken due to
failed integrity check.

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Admin: 2014

FPT_HCL_EX
T.1

Attempts to access
disabled Hypercall
interfaces.

Interface for which access
was attempted.

N/A, as the hypercall interfaces may
not be disabled for an enlightened
guest operating system.

FPT_ML_EX
T.1

Integrity measurements
collected

Integrity measurement
values

System: 20

FPT_RDM_E
XT.1

Connection/disconnectio
n of removable media or
device to/from a VM.

VM Identifier, Removable
media/device identifier,
event description or
identifier
(connect/disconnect,
ejection/insertion, etc.)

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12170 (Connect)

Ejection/insertion of
removable media or
device from/to an
already connected VM.

Applications and Services
Logs\Microsoft\Windows\Hyper-VVMMS\Analytic: 12180
(Disconnect)
Enable logging for the Hyper-VVMMS log with both of the following
commands. Note that if retrieving
these events through Event Viewer,
the View option for Show Analytic
and Debug Logs must be enabled.
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Requirement

Scenario(s)

Additional Audit
Contents

Log Name: Event ID (Details)
Prerequisite Steps
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:false
/ca:""
wevtutil sl Microsoft-WindowsHyper-V-VMMS-Analytic /e:true /q

FPT_TUD_E
XT.1

FTP_ITC_EX
T.1

Initiation of update.

Setup: 1 (Initiation)

Failure of signature
verification.
Initiation of the trusted
channel.

Setup: 3 (Failure)
User ID and remote source
(IP Address) if feasible.

Termination of the
trusted channel.
Failures of the trusted
path functions

Security: 4651, 5451 (IPsec
Initiation)
Security: 4655, 5452 (IPsec
Termination)
Security: 4652 (Failure, Main
Mode), 4654 (Failure, Quick Mode)
System: 36880 (TLS, HTTPS
Initiation)
Microsoft-Windows-SChannelEvents/Perf: 1793 (TLS, HTTPS
Termination)
System: 36888 (TLS, HTTPS
Failure)
Enable additional secure channel
event logging by changing the
registry key value from 1 to 4-7 (see
logging options here) in the
following registry:
HKEY_LOCAL_MACHINE\SYST
EM\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL
Enable logging for MicrosoftWindows-SChannel-Events/Perf
using the following command:
wevtutil sl Microsoft-WindowsSchannel-Events/Perf /e

FTP_TRP.1

Initiation of the trusted
channel. Termination of
the trusted channel.
Failure of the trusted
channel functions.

User ID and remote source
(IP address) if feasible.

Security: 4651, 5451 (Initiation)
Security: 4655, 5452 (Termination)
Security: 4652 (Failure, Main
Mode), 4654 (Failure, Quick Mode)
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Appendix B Hyper-V Resource Cmdlets
The evaluator reviewed [Cmdlets] for physical and logical platform resources to determine what platform
resources can be made available to Guest VMs per FDP_PPR_EXT.1. The following table identifies the
relevant platform resources, whether those are physical or logical resources, and what Cmdlets can be
used to control Guest VM access to these resources over the various supported operations.
Resource

Type

Create

Configure

Associate

Retrieve

Disassociate

BIOS

Logical

N/A

Set-VMBios

N/A

Get-VMBios

N/A

COM port

Logical

N/A

Set-VMComPort

N/A

Get-VMComPort

N/A

DVD
drive

Physical

AddVMDvdDrive

SetVMDvdDrive

AddVMDvdDrive

GetVMDvdDrive

RemoveVMDvdDrive

Fibre
Channel
HBA

Logical

Add-VMFibre
ChannelHba

Set-VMFibre
ChannelHba

Add-VMFibre
ChannelHba

Get-VMFibre
ChannelHba

RemoveVMFibre
ChannelHba

Floppy
disk drive

Logical

New-VFD

Set-VMFloppy
DiskDrive

N/A

Get-VMFloppy
DiskDrive

N/A

Hard disk
drive

Physical

AddVMHardDiskDri
ve

Set-VMHard
DiskDrive

Add-VMHard
DiskDrive

Get-VMHard
DiskDrive

RemoveVMHard
DiskDrive

IDE
controller

Logical

N/A

N/A

N/A

GetVMIdeController

N/A

Memory

Physical

N/A

Set-VMMemory

N/A

Get-VMMemory

N/A

Network
Adapter

Logical

AddVMNetwork
Adapter

Set-VMNetwork
Adapter

AddVMNetwork
Adapter

Get-VMNetwork
Adapter

RemoveVMNetwork
Adapter

Processor

Physical

N/A

SetVMProcessor

N/A

GetVMProcessor

N/A

RemoteF
X Video
Adapter

Logical

EnableVMRemoteFX
PhysicalVideo
Adapter

Set-VMRemote
Fx3dVideoAdapt
er

Add-VMRemote
Fx3dVideoAdapt
er

Get-VMRemote
Fx3dVideoAdapt
er

RemoveVMRemote
Fx3dVideoAdapt
er

RemoteF
X
Physical
Video
Adapter

Physical

N/A

N/A

EnableVMRemote
FXPhysical
Video Adapter

Get-VMRemote
FXPhysical
Video Adapter

DisableVMRemote
FXPhysical
VideoAdapter

SCSI
Controller

Logical

AddVMScsiControll
er

N/A

AddVMScsiControll
er

GetVMScsiControll
er

Remove-VMScsi
Controller

TPM

Logical

N/A

N/A

Enable-VMTPM

N/A

DisableVMTPM

UEFI
Firmware

Logical

N/A

SetVMFirmware

N/A

GetVMFirmware

N/A

Virtual
Machine

Logical

New-VM

Set-VM

N/A

Get-VM

Remove-VM

Virtual
SAN

Physical

New-VMSan

Set-VMSan

Connect-VMSan

Get-VMSan

Connect-VMSan
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Resource
Virtual
Switch

Type
Physical

Create
New-VMSwitch

Configure
Set-VMSwitch

Associate
Connect-VM
NetworkAdapter

Retrieve
Get-VMSwitch

Disassociate
Disconnect-VM
NetworkAdapter
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