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Summary

Understanding and creating a mobile app strategy is al
decision-makers who aim to open up new business opportunities or to empower their employees to
be more productive with new capabilities.

Microsoft defines an end-to-end (E2E) strategy for the agile creation of mobile apps that can target
any platform (iOS, Android, or Windows), spans the requirements for consumer or employee
scenarios,offers development teams tools to improve quality and to achieve faster timeto market,
and allows for integration with existing enterprise systems.

This strategy enables:

1 No-code development for line-of-business(LoB)s peci al i st s and analysts (0c
developers, 6 as coined by Gart ner )partneassvhoneld | as |I'T
them solve problems, to create secure, singlesign-ondbased (SSObased) business apps for
mobile devices that connect to back-end enterprise systems, using visual tools that make
building and iterating faster than traditional custom software development.

1 Code-focused development of apps, which allows developers to leverage their skills in
JavaScriptlC#/C++ for a broad range of app solutions. These cover browser, containerized
web, hybrid, or native app solutions, using highly producti ve integrated development
environments (IDE9 and editors, such asVisual Studig Visual Studio Code or Xamarin Studio,
with cross-platform capabilities .

1 Back-end services development (Cloud, hybrid, or on-premises) that enables mobile
scenarios with mobile app servicescapabilities (mobile back end as a service[MBaag) and
allows developers to build their back-end APIs that can scale as required by leveraging
Microsoft Azure App ServiceMobile Apps (MBaa9, microservicesarchitectures with Azure
ServiceFabric (platform as a service [Paa3), or simply Azure Virtual Machines (infrastructure as
a service [la&]).

1 Agile team development for bug tracking, scrum boards, and task management using Visual
Studio Team Service$VSTS) owVisual Studio Team Foundatin Server(TFS) onpremises.

1 Mobile -focused developer operations (DevOps) for continuous integration, continuous
delivery and release management (to public stores, enterprise stores, or beta release
management vehicles) with a range of build tasks from first-party to third -party vendors in
the ecosystem, using VSTS or TFS. Developers and IT can enable a widange of scenarios,
such as iOS and Mac builds Android builds, Windows builds, unit testing, and real-device
testing in the cloud.

1 Beta-release management and feedback with automated deployment to mobile devices by
using Microsoft HockeyAppintegrated to VSTS/TFS builds and release pipes.

1 App health monitoring and analytics , such as crash reportingbehavioral usage, using
Microsoft HockeyApp SDK and portal for mobile apps , and Application Insights for back-end
services telemetry and analytics



1 Analyze end-user behavior and drive targeted marketing campaigns by segmenting end
users and leveraging campaigns based on mobile push notifications using Azure Mobile
Engagement

1 Manage and s ecure production apps (mobile application management[ MAM ]) and
devices (mobile device management[ MDM ]) using Microsoft Enterprise Mobility Suite
(EMS)and Microsoft Intune / Intune MAM SDKas part of EMS

Purpose

This paper outlines the end-to-end platform from Microsoft that form the critical capabilities for
organizations selecting technologies and tools for a Mobile Application Development Platform
(MADP) and Rapid Mobile Application Development (RMAD).

This paper also describes the core decision factors that organizations should consider, and it outlines
the technical capabilities available with Microsoft solutions and products.

Who should use this guide

Technical decision-makers who require a high-level overview of Microsoft solutions and technologies
for building mobile apps can benefit from this paper.

Key benefits

Readers obtain an understanding of the key components and decisions that are necessaryfor their
organizations to establish a comprehensive, mobile app development strategyfi one which enables
flexibility as target devices, scenarios and business requirements evolve.

Implementing the right strategy and development technology decisions in your enterprise can help
you to effectively build and manage mobile apps and to enable new opportunities for business-to-
consumer (B2C) scenariosThese decisionscan also empower productive employees for business-to-
employee (B2E) solutions with the business goals ofagility, quality, fast time to market, and lower
costs.



CHAPTER 1

Introduction to the
Microsoft platform for
mobile app
development

Vision

Crede an adaptable, enterprisegrade, mobile app strategy that spans your
development, IToperations, and production management.

Apps Services DevOps and Management and
development development analytics security

Figure 11 Main pillars inthe Microsoft platform for mobile app development

Building a mobile app development strategy to drive new business opportunities or to empower
productive employees means many decisions.More than simply selecting a programming language, it
means deciding whether to invest for and build apps for iOS, Android, or Windows with single-
platform languages or to take a cross platform approach. It means building a strategy that enables
the organization to adapt as the platforms and devices evolve and a strategy that delivers mobile
back-end servicesthat can scale And it means that apps are secure if the device is lost or if users or
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capabilities of the app need to be restricted . It even meansintegrating seamlessly with back-end data,
whether online or offline.

Decision-makers want a flexible, secure and enterprise-grade strategy that can evolve with their
business.Enterprise developers want to leverage and expand on their skillsii whether web/JavaScript
.NETIC#, or C++ skills and existing code base. And they want to be able to connect to back-end
systems either in the cloud or on -premises, and to deliver continuously and quicklyfi as required by
the business. IT wantsto have confidence in its secure management of apps and devices, and
marketing wants to drive effective, mobile, targeted campaigns.

Cleatly, it is not just about developing client mobile apps , which is only the tip of t he iceberg. There
are many other areas to take into account, like back-end services and a full mobile app lifecycle. These
are all enabled through Microsoft tools and services.

Introduction

An organization may see its mobile client app strate gy fulfilled by investments in websites, simple
client apps made up of web content or in fully enabled client mobile apps that make use of many of
the capabilities of the device. Indeed, many organizations take a multichannel approachto their
business nedls, by investing in multiple approaches in a complementary manner.

A mobile web presence provides a broad approach that has a simple update process across all form
factors. It is, however, limited when thinking about device capabilities (such as the ability to interact
with a barcode scanner) and therefore less capableof engaging or of employee productivity
scenarios. Mobile client apps, on the other hand, which are distributed via stores, have full device
capabilities and have engaged experiences bu require compilation and packaging for each target
platform (iOS, Android, or Windows).

Selecting to go web or mobile client app (or to choose some combination of them) means decisions

that range from an architectural point of view to considerations of ¢ ost, quality, and time to market

(and can vary from pr oj enoovingtwarld, fiis mof oalcabgutthel n t odayds f ac
construction of apps but also about how productive the development teams are, how well they can

adjust to feedback and fix issues, how IT manages apps and devicesinhe moder n obring your

d e v i BY®D enyironment, and how well marketing can engage with its audiences. Decision factors

may therefore include:

1 A developerd sr team& existing skills or ability, along with coststo retool and retrain.

1 The types of apps to be built and their business objective, such asB2E, Business to Business
(B2B) or B2C

1 Technological requirements, such as device capabilities, security, existing enterprise systems,
new capabilities (like push notification s, beacons or analytics to drive app health), user
telemetry, or marketing and engagement campaigns.

1 Community and product support capabilities, including integration with existing tools and
processes.

1 The time to market, quality, and adherence to the look and feel or user experience (UX) of the
desired target platforms.

1 Costs, skills, time and ability to drive an agile, quality -focused development process from
staging to beta to production fi the software development lifecycle (SDLC)

1 Securemobile client app delivery, management, or device management requirements.
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Microsoft tools and solutions span the multichannel approach and offer solutions that can leverage
existing skills, connect to back-end systems on-premises or in the cloud and effectively enable both IT
and marketing teams.

Apps Services DevOps and Management and
development development analytics security

Visual Studio, Azure App Service, VSTS / TFS, EMS,
.NET, Xamarin, Cordova, Azure Service Fabric, HockeyApp, Intune Apps SDK,
PowerApps Visual Studio Xamarin Test Cloud Azure Active Directory

Figure 12. Products and technologies inthe Microsoft platform for mobile app development

The Microsoft platform for mobile app development, as defined in Figure 1-2, has the following
components:

1 Apps developm ent. Developers can use clientside technologies to build client apps
themselves, using specific fameworks and patterns for a cross-platform approach. With
Microsoft technologies, d evelopers can build native (native -single -platform using languages
like Objective-C and Javawith Azure SDKsnative and cross-platform apps using Xamarin,
.NETand C#), hybrid (using Cordova) and its variants,or websites (ASPNET), depending
upon their decision factors.

Professional developers building client front ends can make use of IDEs and codezditors,
such as Visual Studio, Xamarin Studio, or Visual Studio Codeon PCs and Macsto construct
their client apps. These tools offer a RAD approach to building client mobile apps with
designers, IntelliSense, and other productivity features , such as crossplatform debugging. In
addition, a no-code, visual RAD tool called Microsoft PowerApps allows users to build
codeless mobile enterprise apps quickly and easily with connections to their back-end
enterprise systems.

1 Back-end services development . Azure App ServiceAzure Service Fabricand Azure laaS
VMs provide the foundation from MBaaSto PaaS andlaaS depending upon levels of
customization, scale, and coding. Developers can create APIs backed by connectos to
enterprise systems, SaaSand ERP/CRM systems. Developers leveragmobile services , such
as push natification, data sync online/offline , and authentication, and a data platform , which
together form a comprehensive and expansive mobile back end as a service that supports a
variety of app construction scenarios. Developers wanting to leverage a microservices
architecture can use Azure Service Fabri¢PaaS) to produce composeable APIs for scale and
performance. This all runs onAzure cloud and on-premises with Azure Stack.

1 DevOps and app analytics . Developers creating mobile back ends and client front ends can
leverage Visual Studio Team Servicegonline) or Team Foundation Servefon-premises) to
build out a comprehensive application lifecycle management (ALM) or agile team
environmentfi from source-code control and bug tracking to scrum workload tracking.
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Developers can create mobile and cloud-focused DevOps for a fast, iterative process that
covers continuous integration (Cl) delivery, continuous delivery CD, and release management
(RM). Developers can produce native builds for all platforms and can run unit tests and Ul
automation i including against emulators or real devices in the cloudfi using Xamarin Test
Cloud or partners, such asPerfecto Mobileor Sauce LabsDevelopers can also automate their
back-end code releases in Azure saging slots, from development to staging and production .

Developers creating comprehensive build tasks can automate their releases through to beta
test channels, such asHockeyApp, or deploy directly to enterprise stores or app stores or to
enterprise management products, such asintune.

HockeyApp allows the developer to easily distribute and gather exception telemetry from
their apps. As part of the beta process, HockeyAm allows developers to easily distribute their
beta versions to an internal or external audience. Additionally, by making use of HockeyApp
SDKs, developers can monitor and respond to issues in their apps through crash reports.

1 End-user insights and busine ss analytics . Azure Mobile Engagementprovides insights on
users and how they are using the app, along with a way to segment users andto create
targeted marketing campaigns based on push notifications sent to mobile devices.

1 IT management and security . Developers using Active Directory (AD) can produce apps that
support Single Sign-On (SSO) but integration with Azure App Service mobile apps back end
(MBaaS) simplifies the process to allow developers to authenticate users using Zure AD or
social authorization, such asTwitter, Facebook, or Google. Use of Azure App Service SDK also
provides developers the ability to create secure online/offline data protection over the air and
at rest, through local encryption.

Developers and IT can further manage accas to back-end APIs usingAzure APIManagement.
IT can manage apps and devices in several ways

o0 Microsoft PowerAppdeverages Azure Active Directory to ensure access control across
apps and connected services

o0 Apps deployed and managed through Intune can set policies to restrict features of
the app or to restrict the user or enforce encryption or VPN transport.

o0 Apps deployed to devices through Intune can be securely managed(for example, in
the event of loss of the device).

Microsoft therefore offers a com plete foundation for a mobile app strategy . At the same time, itis a
collection of technologies which allow you to optionally select and integrate with existing tools

and processes. The flexibility in a broad approach and the strength in the depth of capa bilities place
Microsoft in a strong position for enterprise mobile apps development.

6 CHAPTERL | MADP overview



CHAPTER 2

Developing client
mobile apps

Microsoft cross platform mobile app development tools and platforms provide a
comprehensive solution for B2C or B2B appsllowing you to share code across
all target platforms (iI0S, Android Windows, and web) and helping you to lower
your total cost of ownership (TCO.

Microsoft offers a range of developer tools for mobile client app construction that enable cross-
platform or code-sharing solutions. (Note that developers who prefer to build pure native
applications using native tools, such as Xode or Android Studio, can still continue to take advantage
of other tools and components from Microsoft for their back-end servicesor for DevOps,release
management, beta testing, and analytics).

Factors to take into account:

1 Choice of technologies and tools (Visual Studio Tools for Apache Cordovar Visual Studio with
Xamarin/C#, Xamarin Studio, or Microsoft PowerApps) can vary depending upon several
factors, as previously outlined, including developer skills, coding requirements, time to
market, UX demands, app performance and business objective (B2E or B2C, for example)

1 The development platform and technologies integrate with Azure App Servicecapabilities
(Paas and MBaaS) through client SDK and tool extensions, but this does not preclude a
developer from choosing to integrate with third -party services or other MBaa$S products.

I You can reduce TCO hy sharing the same codebase and by consolidating development teams
and skills through a cross-platform mobile development strategy when building apps across
two or more platforms (iOS, Android, and Windows), and you can achieve a faster time to
market and meet higher quality, performance, and UX requirements and standards.

Choices forcross platform mobile development

Al though i tds possible to devel op auchmadeveluping vétp p
Objective-C/Swift for iOS and/or Javafor Android) and to deliver a great user expelience, when
targeting several platforms, the costs of such an approach can be prohibitive, both in terms of time to

marketand TCOacr oss the appds | ifetime. To help -control

platform development technologies have evol ved to produce platform -specific app packages from a
shared code base.

7 CHAPTER2 | Developing client mobile apps
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For crossplatform or code -sharing solutions, Visual Studio provides a best-in-class IDE for developers
on PCs. However, developers can also leverageross-platform editors, such asVisual Studio Codeor
Xamarin Studio on a Mac. Thesetool s focus on making the developer as productive as possible, by
tightening the iterative workflow from editing with IntelliSense to debugging with cross -platform

tools and emulators.

Developers have arange of potential solutions for their cross -platform mobile apps:

1 Mobile web. Apps are built with HTML, CSS, and JavaScript to run in a mobile browserand
apps are deployed to a web host rather than appearing in platform app store s. Access to
platform APIs is limited to those that are exposed through HTMLS5. Since this approach uses
exactly the same skills and technologiesas when developing regular web apps with single-
page application (SPA approaches with a responsive design,this paper is not focusing on it.
There are many other available resources focusing on web development.

91 Hybrid using Visual Studio Tools for Apache Cordova or Visual Studio Code with
extensions for Cordova . Build hybrid HTML/JavaScript apps (leveraging web development
skills) by taking advantage of a single shared JavaScript APWhich provides full code reuse
across any device andwhich offers access to native device capabilities through Cordova
plugins. Hybrid technologies fit especially well when creating B2E and B2B appsalthough B2C
is also a possibility, depending on the Ul requirements.

With the hybrid approach, you can share components with websites and reuse web served
based aplpstedwebtagpséd appr oaches based on Cordova.

1 Native using C#and .NET with Xamarin in Visual Studio and Xamarin Studio. Build
stunning native apps that share nearly 100 percent of code across iOS, Android, and Windows
with Xamarin Platform. To increase speed of development and efficiency, developers can use
the Xamarin.Forms API to quickly build common platform -specific Ul elements, or they can
write directly to platform -specific APIs in C# for maximum control. With Xamarin Platform, C#
developers can do anything Java, ObjectiveC, and Swift developers can ddi with a single
code base. Native Xamarin apps are a great fit for B2C apps offor enterprise apps requiring
the highest levels of performance, security,and device access.

1 Native, shareable components usingC++ or C# (Portable Class Libraries PCL$). Build native
components and libraries for mobile apps for any device with C++ in Visual Studio. Create
impressive 3D graphics with OpenGL in C++ and embed components into Xamarin apps, or
reuse legacy C++ logic/code by creating cross-platform libraries that can be reu sed from
mobile apps.

1 Native games with C#/Unity . Build games with C# and Unity for all platform targets , with
Visual Studio and the power that the IDE brings to bear.

9 Visual Studio Code with extensions for React Native to create native mobile client apps.

1 Data-driven enterprise apps . Citizen developers, including line -of-business analysts and
their counterparts in IT, can produce business apps for all platforms, with Microsoft
PowerApps , using a no-code authoring tool with support for easy connections to back-end
enterprise systems and data.

Visual Studio professional and enterprise SKUs also integrate with ALM tools in VSTS or TFS.

More details on these options are highlighted in t he following sections.

8 CHAPTER2 | Developing client mobile apps



Building hybrid mobile apps based on
HTML/Javacript

Using Visual Studio Tools for Apache Cordova

Using HTML, CSS, and JavaScript, developers leverage their
skills from building websites and apps to build mobile apps ==
for iOS, Android, and Windows with Apache Cordova. Most
developers achieve nearly 1® percent code reuse while
leveraging the Cordova shared JavaScript API to access
native device options, like the camera, calendar, and other

hardware capabilities. &
A Cordova app is composed of the same HTML/&vaScript/ m CORDOVA" <
TypeScript code that can be compiled for each platform 0
(i0S, Android, and Windows). =
Developers have the freedom to select their favorite ?
JavaScriptand controls frameworks which can integrate Shared app code o
with Visual Studio. The range of advantages and tooling HTML | CSS _ (@]
enhancements with particular patterns and frameworks JavaScript | TypeScript
includes:

1 Ul controls, like the ones provided by lonic . lonic 2 is Figure 21.VSTools for Apache Cordova
built on AngularJS 2 (from Google), which leverages
TypeScript(from Microsoft). Developers get full IntelliSense and build support for TypeScript
and JavaSript-based apps.

9 Visual Studio provides powerful, cross platform development features integrated in the IDE,
such as anulators, device deployment, and debugging against emulators or tethered or
remote devices.

1 Scale to complex enterprise apps through optional TypeScriptsupport.

9 Visual Studio based on NPM acquires and installs all the necessary components(plugins and
frameworks) required to build and maintain up -to-date Cordova-based mobile client apps.

9 Visual Studio contributes heavily to the Cordova platforms and plugins, raising its quality and
robustness.

9 Visual Studio includes references to core Cordova plugins that are matched to the Cordova
platform version for the enterprise.

1 ForiOS appsdevelopment, Visual Studio integrates with a remote build agent to provide
builds, deployment, and debug.

1 Leverage Azure App ServicePlugin and JavaScript librariesto connect to back-end systems
and connectors and to leverage mobile services.

1 Interoperability and flexibility i as Visual Studio leverages regular Apache Cordova and web

technologies, your Cordova apps developed with Visual Studio can interoperate with any
third -party service or technology compatible with JavaScript consumption.

CHAPTER2 | Developing client mobile apps



Building native and cross platform apps

Using C#, .NET, and Xamarin in Visual Studio and Xamarin Studio

Developers can create stunning native apps
using C#, Xamarin, and .NET across iOS,

’

N
Il
Android, and Windows, with a single, shared ‘ '

H 1 Nati Nativ
C# code base. With this approach, developers
can:

il
f

10

Shared Ul Code

Create 100percent native user Shared
interfaces customized for each .
platform, using full -featured Android, C# app |OgIC
iOS Designers, and Windows 10
Universal Windows Platform (UWP)
Designers. Xamarinand UWP apps

are native apps, so they look and feel
like users expect.Developers can Figure 22. C# cross platform with Xamarin and .NET

design their appods . ... . «wovo-o e e ey e
the | DEds designers.

Leverage existing C# skills

<
(%2}
c
Q
W
'—'-
c
Q.
@]

Maximize code shared with PCls and Shared Projects

Build a custom native user interface for each platform using Xamarin.iOS, Xamarin.Android
and Windows 10 UWP,or use Xamarin.Formsto write single, shared user interface (based on
XAML) across those platforms.

You can installthe latest version of Xamarin from Visual Studio. Choose a Xamarin project to
start building your app , and use standard C# IntelliSense,debugging, and other powerful
features of the Visual Studio IDE.

Leverage Azure App Service SDKs to connect to baclend systemsand connectors and to
leverage mobile services.

Benefit from interoperability and flexibility. Xamarin apps can use 100percent of the
platformsdé APIls (i OS and Andr oi d)whithmaans tlaatr e
anything you can do in Objective-C, Swift, or Java an be done in C# and Visual Studio with
Xamarin.

Xamarin promisesthe industry's fastest support for new i0OS and Android APIs as they are
released to the public.

In addition, Xamarin and .NET apps can consume any thirdparty service (like standard HTTP
services based on JSON and OAuth).

CHAPTER2 | Developing client mobile apps
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Building native components using Visual Studio C++ cross-platform

Develop C++ cross-platform mobile code for Android, Windows , and s
iOS. With Visual Studio and C++, developers can: - . *
1 Develop shareable libraries and components, using C++, that
are compiled to native. C++
1 Share and reuse existing C++ code Figure2-3. C++ cross-platform

1 Embed C++ components within Xamarin cross-platform apps.

1 Migrate existing C++ libraries to target Android and Windows platforms , or use these C++
libraries to build complete Xamarin Android Native or Java Native Interface applications. You
can also develop complete Android Native-Activity applicationsii all within Visual Studio.

Building native games using Visual Studio Tools for Uni ty

Developers can build games using the Unity engine and C#:

1 Build multi-platform games. ]
Debug from Visual Studio. U n Ity
Create Unity scripts in Visual Studio.

f
f
f
f

Enhanced productivity with Visual Studio. Figure 2-4. Unity cross platform

Visual Studio Toolsfor Unity is natively supported in
Unity.

1 Get Unity and Visual Studio tools all in the Unity installer.

The Unity engine integrates into one unparalleled platform to create 2D and 3D games and interactive
content. Create once, and publish to 21 platforms, including all mobile platforms, WebGL, Mac, PC
and Linux desktop, web, or consoles.

Creating custom LoB apps quickly using Microsoft
PowerApps

Microsoft PowerApps is a tool that
allows you, without writing code, to
rapidly develop web and mobile Saas apps

mobile
apps which are connected to existing
enterprise data sources. The product enterprise services Hﬂ tablet
is built for those closest to the
business app development process business systerns PKion

today: analysts and specialists in lines
of business, as well as the IT
developers and system integrator Figure 2-5. PowerApps

partners they rely on for custom

software needs. For many teams

today, the process of developing business apps is slow and costly, and the demand for innovation far
outstrips the capacity of developers and resources.
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Microsoft PowerApps changes the economics of custom software development. PowerApps Studio is
an Office-like visual design environment that connects to a range of data sources that businesses
already rely on, from SharePoint Onling Salesforce, and Dropboxto SQLServerand even custom APIs.
Users can quickly build web- and mobile -optimized business apps that create, read, update, and
delete records in Excelspreadsheets, CRM systems, databasesnd more. PowerApps also features a
workflow automation tool that gives app cr eators the ability to trigger business processes and actions
across their connected services, such as approval workflows or syncing records between systems.

PowerApps is ideal for a range of business app development projects. App creators can quickly
modernize legacy systems by connecting to those data sources and giving them a fresh web and
mobile Ul. Other frequent projects include the delivery of mobile -optimized workflow forms, such as
site inspection apps or quote calculators, which are specific to a business process and can take
advantage of mobile features, like cameras, pen inputs, and GPS location.

With PowerApps, IT developers can move much faster thanthey can in traditional development
environments. Likewise, business specialists can directly participate in the app development process
by applying their existing skillsto manage screen layouts, colors, themesand fonts, as well as creating
dynamic interactions through Excetlike functions.

In summary, the PowerApps service

91 Is an enterprise service for rapidly developing cross platform business apps that run on the
web, iOS, Android, and Windows.

1 Integrates with enterprise systems and data connectors and levelages mobile services, such as
authentication and push notifications.

1 Contains a workflow automation feature enabling app creators to trigger business processes
across their connected services
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CHAPTER 3

Developing back-end
Services

Build intelligent back end services for mobile apps with corporatesign-on and
secure connection to onpremises resources and SaaS solutions. Create robust
apps that remain useful when there are network issues, so users can create and
modify data even when they are offline. Broadcast personalized push
notifications to millions in minutes.

Microsoft Azure (cloud) and Microsoft
Azure Stack(on-premises) provide the
perfect home for enterprise mobile
application services in the cloud where
teams can concentrate on the code that

o

2
matters without worrying about the P PaaS l_"'._-l
scalability and security of the platform. The = Virtual MISTOseees (el
platform supports the back -end services = Machines - PaaS and
. . . . . > =
required to rapidly build engaging mobile E = Azure MBaaS
i T = Service
apps for enterprise needs. 2 : Eobric Ao
Every mobile app with a cloud-hosted back 2 = )
. . .. o= Service
end enjoys the benefits of connectivity and -

O w=NNRENN llll.lllllllllllllllllllIllllllllllllllllll'
sc_a_de re_gardless of whether th_at back end SPEED OF DEPLOYMENT AND EASE OF MAINTENANCE
utilizes infrastructure as a service or
platform asa service. Figure 31 From laasS to PaaS and MBaaS

The tradeoff between laaS and PaaS comes down to customizability and control versus speed of
deployment and ease of maintenance. laaSvirtual machines (VMs) are highly customizabléi users are
responsible for everything from OS patching to middleware and run time to your application and its
data.

An important subset of PaaS optimized for mobile app development is commonly referred to as back
end as a serviceor mobile back end as a service An MBaa$S not only provides the connectivity and
scalability that comes with all cloud-based services but also supplies turnkey solutions for common
mobile development challenges, like push notifications, user authentication, and offline scenarios.

Note: Developers are not restricted to using the abstractions in an MBaasS but are free to use
API App in Azure App Serviceand microservices to build out custom mobile back ends.

A typical MBaas solution (like Azure Mobile Apgs) provides a turnkey way to add data storage, user
authentication, push notifications, social media integration, offline sync, analytics, and more. The value
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of an MBaas allows developers to forget about the infrastructure and to focus on delivering a
differentiated user experience. Therefore, Azure Mobile Apps (part of Azure App Service) provides
everything a mobile developer needs in a mobile back end for most requirements.

For more complex or customized scenarios PaaS microservice clusterslike Azure Service Fabrigcan
do a lot more of the heavy lifting for developers, automatically deploy OS patches and middleware
especially made for microservices and hyperscale even with stateful services with no latency between

data and logic.

Mobile back ends using Azure App Service

Any mobile app with a cloud-hosted back end
(whether on infrastructure or platform services)
enjoys the benefits of connectivity and
scalability. However,choosing an MBaaSfor
mobile app development results in additional
benefits. MBaasS solutions are optimized to
streamline connected app development
(connected, because in addition to supporting
popular mobile platforms , like iOS and Android,
most Baas$S solutions also work with Windows
Store and Mac OSX apps). MBaas solutions
handle the glue code associated with the most
common mobile development tas ks, such as
storing app data in the cloud, authenticating
users, sending push notifications,and more.

Azure App Serviceis a cloud platform for

N
-_—
Web apps
Create web apps that
scale with your
business

Mobile apps
Build mobile apps
for any device

7 mud 5

APl apps

Easily build and consume
APIs in the cloud

Automate business process
across Saa$S and on-premises

Figure 3-2. Azure App Service

building powerful web and mobile apps that connect to data anywhere, in the cloud or on -premises. It
includes Web Apps, APIApps, Mobile Apps, and Logic Apps.

Mobile back-end services with Azure Mobile Apps

Azure App Service Mobile Appslets you:

1 Easily add corporate sign-on to mobile apps and securely connect to on-premises resources

(SSO.

I Create robust appsthat remain useful when there are network issues, so users can create and

modify data even when they are offline .

1 Broadcast personalizedpush notifications

to millions in minutes, by enabling a push

notification service (APNS for iOS, GCM for Android, MPNS for Windows Phone and WNS for

Windows Store) in the back end.

1 Easy configuration for authentication using SSO and AD or social authentication providers,

like Facebook or Twitter.

1 Many enterprises have existingenterprise systems that can be easily connected to support
mobile apps using the Azure App ServiceSaaSand other data connectors , such as
Salesforce, Office or Dropbox, in their API or mobile apps. Similarly,since enterprises may still
want to connect directly to their enterprise systems, they have options to use Azure Stackfor
an on-premises solution. This provides all the capability of Azure in the cloud, but on -

premises.

14
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Developers can create their backends
through the Azure portal or Microsoft tools,
including quick -starts for mobile client apps,
using templates for Visual Studio or other
IDEs.Visual Studio also includes workflows to i W |

il

connect your mobile client app, with an
MBaas backend.

Azure App Serviceenables you to easily scale e LU
applications on demand with high availability —
and easy management and monitoring of
assets and infrastructure though the Azure
portal.

Figure 3-3. Azure portal with Azure Mobile Apps dashboard

Workflow and business processes with Azure App Service Logic Apps

Azure App ServiceLogic Appsallow any technical user or developer to automate business process
execution and workflow using an easy-to-use visual designer.It offers the ability to :

I Create business processes and workflows
visually, from the web.

9 Deliver integration capabilities in web,
mobile, and API apps.

9 Integrate with your SaaS and enterprise
applications through connectors lik e Office 365,
Salegorce, Google, and more.

I Automate enterprise application integration
(EA), B2B, and business processes

I Connect to on-premises data and LoB
= 2 services

Figure 3-4. Azure portal with AzureLogic Apps Designer
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Building microservices withAzure Service Fabric

Microservices enablelong-term maintainability in large, complex, and highly scalable systems by
designing applications based on many independently deployable services that allow for granular
release planning. Some examples of microservices include protocol gateways, user profiles, shpping
carts, inventory processing, purchase subsysters, payment processing, and queues and caches.

The microservices architecture is an approach to building a server or cloud application as a set of
small services,in which each runs in its own process andcommunicates via protocols, such as HTTP
and web sockets. Each microservice implements specific, endo-end domain/business capabilities
wi t hi n aBouaded Gomrtextidandis developed autonomously and deployed independently by
automated mechanisms. Rnally, each service owns its related domain data model and domain logic
sovereignty and decentralized data management and can employ different data storage technologies
(SQL, NoSQL) and different programming languages per microservice.

Microservices can £ale out independently, as compared to giant monolithic application blocks that all
scale together. This means thatjust the specific functional area that needs more processing power or
network bandwidth to support demand can be scaled, rather than unnecessarily scaling out other
areas of the application.

Architecting fine -grained microservice applications enables continuous integration and development

practices and can accelerate delivery of new functions into the application. Fine-grained

decompositionof appl i cati ons al so means running and testing i1
the contracts or interfaces, you can change any microservice implementation under the hood and add

new functionality without breaking the other microservices that depend on it.

Azure Service Fabric

Distributed computing and complex microservices deployments can be hard to manage if you do
them by yourself. Azure Service Fabrigrovides the plumbing required to create, deploy, run, and
manage microservices in an effectiveand efficient way.

Azure Service Fabnds a Microsoft Azure Service Fabric Q
distributed systems platform used

to build hyperscalable, reliable, Microservices

and easily managed applications 0gBg8a8a0,0,0,0,0,0,0,0,0,0,0,0,
for the cloud. It addresses the TR D00 0’:‘0'030:0.3.0'0.030.:.:'0
significant challenges in Service Fabric

developing and managing cloud
applications, and developers and

administrators can avoid having EFE=EE [ Voo | |
to solve complex infrastructure Hosted dlouds
Windows

problems and focus instead on L
implementing mission -critical,
demanding workloads, with the
confidence of knowing that the se
are scalable, reliabe, and Figure 3-5. Azure Service Fabric

manageable. Azure Service Fabriaepresents the next-generation middleware platform from Microsoft
for building and managing these enterprise -class, Tierl cloud scale services.

Azure

Server

Private clouds

Azure Service Fabrids a universal deployment environment, which means that you are able to deploy
any executable based on any language {ncluding .NET,Node.js, Javapr C++) or even database
runtimes (like MongoDB). Therefore, Azure Service Fabrids not limited to microservices-oriented
applications. You can also use itto host and deploy traditional applications ( web apps or services) and
enjoy many benefits related to scalability, load-balancing, and fast deployment.
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Implementing data platform services with Azure

Azure is an open ecosystem and offers a large varietyof data platforms, including relational SQL
databases, NoSQL databases, blob/files storage, cache as a servicand analytics and big data.

SQL databases usingAzure SQLDatabase

Developers building SaaS applications can useAzure SQL Databaséo provide f lexibility to support
both explosive growth and profitable business models, based on the ability to scale, have high
performance, high availability, and the peace of mind that comes with security.

1 Elastic database models and tools . An elastic database gives developers the ability to pool
resources to use among a group of databasesfor scaling, which can then be administratively
managed by submitting a script as a job, and the SQL Databaseperforms the script across the
databases.

1 High performance . High-throughput applications can take advantage of the latest version
which delivers 25 percent more premium database power.

1 Backups, replication , and high availability . Built-in replication and a Microsoft-backed SLA
at the database level provide app continuity and protection against catastrophic events,
especially when combined with, active georeplication, an ability to control when and where to
failover, and self-service restore which providesfullc ont r o | over f@aaops recovery
restoration from available data backups of up to 35 days).

1 Near-zero maintenance . Automatic software is part of the service, and built-in system
replicas help to deliver inherent data protection, database uptime, and system stability.
System replicas are automatically moved tonew computers, which are provisioned on the fly
as old ones falil.

1 Security . SQL Database offers a portfolio of security features to meet organizational or
industry-mandated compliance policies. Auditing provides developers the ability to perform
compliance-related tasks andto gain knowledge about activities. Developers and IT can
implement policies at the database level to help limit access to sensitive data with row-level
security, dynamic data masking, and transparent data encryption for Azure SQL Datalase.
(SQL Databaseis verified by key cloud auditors as part of the scope of key Azure compliance
certifications and approvals, such as HIPAA BAA, ISO/IEC 27001:2005, FedRAMP, and EU
Model Clauses).

NoSQL databasesusing Azure DocumentDB

Azure DocumentDBIis a NoSQL document database service designed from the ground up to natively
support JSON and JavaScript directly inside the database engineCoding against DocumentDB is
simple, approachable,and open, and it does not require custom encoding or extensions to JSON or
JavaScript These benefitsallow developers to:

91 Build modern, scalable, mobile , and web applications with a unique combination of robust
querying and transactional data processing. Developers can extend the power of
DocumentDB with JavaScriptbased custom query operators or user-defined functions.

1 Rapidly develop by accessing databases through CRUD, query, and JavaScript processing
over a simple RESTful HTTP interface. Developers can leverage a library of SDKs for JavaScript,
Java, Node.js, Python, and .NET.
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Storage using Azure Storage

Azure Storage is the cloud storage solution for modern applications that rely on durability, availability,
and scalability to meet the needs of their customers. It provides the flexibility and hy perscale needed
to store and retrieve large amounts of data so that, as gorage demands increase (for example,
petabytes of storage), developers can leverage 500 TB of total storage per accountand a single
subscription supports up to 50 storage accounts. Developers can make use of RES'based APIs to
access storage.

Deliver high-performance, low-latency disk support for I/O -intensive workloads running in Azure
Virtual Machines which is extremely durable and highly available (replication).

1 Azure Blob Storage (Object Storage) . Store unstructured data, such as documents and
media files.

1 Azure Table Storage for structured NoSQL data.
1 Azure Queue Storage to reliably store messages.

1 SMB-based Azure File Storage for existing or new applications.

Caching using Azure Redis Cache

Azure Redis Cachébased on the open-source Redis cache) gives developers access to a secure,
dedicated Redis cache, managed by Microsoft and accessible from any application within Azure.lt
enables applications to become more responsive, even as user load increaseshy leveraging the low-
latency, high-throughput capabilities of the Redis engine. This separate, distributed cache layer allows
the data tier to scale independently for more efficient use of compute resources in applicatio ns.

Azure Redis Cachecan be easily managed(for example, monitor ing its health and performance)
through the Azure portal.

NOTE Microsoft Azure provides additional data sources related to big data and analytics, but this
paper focuses on mobile app development. For more information on big data and analytics in Azure,
explore Azure HDInsight, Azure Data Lake, or Azure SQL Data Warehouse
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On-premisesback-end systemswith Azure Stack

Microsoft Azure Stack is a new hybrid cloud platform product that enables your organization to
deliver Azure services from your own datacenter to help you achieve more. Get the power of cloud
services, yet maintain control of your datacenter for true hybrid cloud agility. You decide where to
keep your data and applicationsfi in your own datacenter or with a hosting service provider. Easily
access public cloud resources to scale at busy times of the year, for devtest, or whenever you need
them. Microsoft builds and runs its own hyperscale datacenters and delivers that proven innovation to
your datacenter.

Microsoft Azure Stack

App innovation

Portal A a » Portal
12aS | Paas services /£ N laasS | Paas services

Microsoft Azure Stack Microsoft Azure
(on premises | hosted)

Figure 3-6. Azure Stack

Azure Stack extends the Azure vision by bringing the cloud model of computing to every datacenter.
Azure Stack is a new hybrid cloud platform product that enables organizations to deliver Azure
services from their own datacenters in a way that is consistent with Azure.

Organizations can create these Azure services from datacenter resourcessnabling developers and IT
professionals to quickly provision and scale services using the same sefservice experience found in
Azure. This all adds up to an environment in which application developers can maximize their
productivity using a owrite once, deploy to Azure or Azure Stackdapproach, because the Azure APIs
are consistent, regardless of where the resources are provisionedi Azure Stack is simply an extension
of Azure.

On-premises services for mobile apps: Azure Stack App Service

The Azure Stack App Servicés the Azure App Service brought to on-premises installations. It includes
the web, mobile, and API services Organizations can create content in Azure Stack App Service using
Azure Resource ManagefARM)templates or from the Marke tplace, just as they can in Azure.

With Azure Stackdevelopers use APIs that are identical to the ones deployed to Azure App Servicein
the cloud and create servicesbased on .NET(like ASP.NET Web API) or norMicrosoft technologies
(like Node.js) that can easily run on-premises or in the public cloud.
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Backend platform for IoT with Microsoft Azure

Azure 10T Suiteis an enterprise-grade solution that enables developers to get started quickly through
a set of extensible preconfigured solutions, which address common loT scenarios, such agsemote
monitoring and predictive maintenance. These are complete, working endto-end solutions, including
simulated devices that make use of Azure services.

With integration of Azure App Service and mobile apps, developers can connect their 10T devices to
ingest data to Azure, perform operations over that data, and expose the data and other APIs to client
mobile applications. In particular, the following Azure products are of interest in 10T scenarios:

20

1 Azure loT Hub . Developers caneasily and securely connect new devices anccan connect

existing ones, using open source device SDKs for multiple platforms, including Linuxand
Windows, to reliably (intermittent connection) and securely send commands and notifications
to connected devices and to track message delivery.

Azure Event Hubs. A highly scalable publish-subscribe service that can ingest millions of
events per second and stream them into multiple apps. This lets developers process and
analyzethe data produced by connected devices and apps andto transform and store it by
using any real-time analytics provider or with batching/storage adapters.

Azure Stream Analytics . Developers can rapidly develop and deploy low-cost solutions to
gain real-time insights from devices, sensors, infrastructure and applications, such asreal-
time remote management and monitoring , or gain insights from devices like mobile phones
and connected cars.

Azure Machine Learning . This powerful cloud-based predictive analytics service makes it
possible to quickly create and deploy predictive models as analytics solutions. It provides
tools to model predictive analytics but also provides a fully managed service to deploy
predictive models as ready-to-consume web services.Azure Machine Learning provides tools
for creating complete predictive analytics solutions in the cloud: quickly create, test,
operationalize, and manage predictive models.

Figure 37. Sample IoT services architecture in Azure
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CHAPTER I

DevOps formobile

Visual Studio Team Services, Team Foundation SeryXamarin Test Clougand
HockeyApp provide a comprehensive ecosystem for developeand IT operations
that allow your team to manage projects andto rapidly build, test, and deploy

mobile apps and backend services.

With Visual Studio and Visual Studio Team Servicesn the cloud, along with Team Foundation Sener
on-premises, development teams can productively build, test, and release for all target platforms (iOS,
Android, and Windows). Teams can manage their sourcegvia Git or TFS) andcan manage their work

through scrum and bug -tracking management.

Microsoft tools can automate the pipeline for iOS, Android, and Windows device appsfrom global
builds with VSTS to test with Xamarin Test Cloud, to deploy to mobile devices with HockeyApp, and
to provide feedback and crash analytics about the app back to the developer. Everycode commit can
trigger a build and deploy the app to test users. Crash data and user feedback with screenshots are
directly collected when running the app and fed back into work items fo r the next cycle.

The complexity of mobile app development increases steadily with new devices, new form factors, and

Build + Deploy

£

Code Repository

»

Visual Studio

Team Services
a

Xamarin Studio
Visual Studio Code

Visual Studio

L
I

— )

Automated
Testing

Xamarin Test Cloud

Analytics / Crashes

HockeyApp

Mobile App
User Beta Testing

HockeyApp

Figure 41 DevOps formobile with VSTS, Xamarin Test Cloud, and HockeyApp

new operating system versions. Android runs on more than 10,000 device models and even iOS
developers now have to consider five different device types and 10 screen resolutions when
developing universal apps for iOS, tvOS and watchOS To succeed in this environment, your project
must automate the whole lifecyclefi not only build and deployment but also management of versions
and test users,along with the collection of feedback and telemetry. In summary, VSTS offers the

following capabilities :
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VSTS/TFSource code management (based on Git or Team Foundation Version Control), agile
planning (Agile, Scrum and CMMI are supported), continuous integration, release
management, and other tools for agile teams.

VSTS/TFSnclude a powerful and growing ecosystem of first- and third -party extensions that
allow you to easily construct a continuous integration, build, test, delivery, and release
management pipeline for mobile client apps, (including options to leverage your local Mac or
remote Macs for iOS build targets).

VSTS/TF3uilds can stream directly to HockeyApp, which deploys apps to your testers. After
your app isinstalledonate st u s e r Hoskeydpp collecte usage data, crash reports, and
user feedback with screenshots and will show an alert when the next build is available. Closing
the loop, HockeyApp can automatically create work items for a new crash group or feedback
thread and keep the status in sync.

They tighten the DevOps lifecycle with delivery to release solutions, such asHockeyApp (for
testing, A/B experimentation, beta feedback management, and crash data) or to public stores.

Azure App Servicealso supports DevOps for the back end, allowing you to configure and
define slots for development, staging, and production, integrated from VSTSand allowing you
to configure, deploy, and manage mobile services across those slots, for your mobile apps.

Managing teams and projects using VSTS/TFS

With the ability to create an unlimited number of private Git and/or Team Foundation Version Control
(TFVC) repositories, VSTS and TFS provide the flexibility needed for teams all of sizes, regardlesé
whether they prefer distribut ed or centralized version control. Support for branching and pull requests
allows for modern collaboration workflows, and gated builds and code reviews enable the
enforcement of best practices.

Be agile, on your terms. Capture, prioritize, and track work with backlogs and customizable Kanban
boards. Work items link directly to code to ensure transparency, and they can be used to build rich
dashboards for easy reporting.

Key benefits include:
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Flexible version control . Use Git for distributed version control to maximize collaboration , or
use TFVC for centralized version control.

Unlimited private repos . No need to limit your development projects . VSTS/TFS provide
teams with the ability to create as many Git or TFVC repos as are needed for any project.

Modern collaboration workflows . Branches isolate risk in a development project. Pull
requests provide tools that facilitate collaboration and code reviews for changes being
merged back into the mainlin e.

Branch policies . Enforce bestpractices by requiring that all code submissions have code
reviews, and eliminate build breaks with gated build.

IDE integration . Use your favorite language and development tool. Version control supports
any language, as wel as any Git client (including Xcode). Java teams can access code and
work items through free plugins for Eclipse and IntelliJ and can run continuous integration
builds based on config files from Ant or Maven.
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9 Build integration . Create and manage build processes that automatically compile and test
your applications in the cloud, either on demand or as part of an automated continuous
integration strategy.

1 Backlogs. Quickly define, prioritize, and decompose the work for your project. Prioritization is
easy with drag-and-drop reordering , which helps you keep the most important work at the
top of your backlog.

1 Scrum planning . Scrum teams will feel right at home. Plan sprints using team-based capacity
planning, assign work by dragging-dropping, and monitor progr ess throughout the sprint
with real-time burndown charts.

1 Task boards. Run your sprint using a fit-for-purpose Taskboard, where you can watch the
work as it happens. Pivot the board by team member or story, making daily standups quick
and efficient.

1 Custom queries. Queries let you track and organize your data to fit the needs of every
project and situation. Create custom queries to look for stale work, impediments which are
blocking progress, or backlog items that need attention.

Continuous integration, deployment, and release
managementusing VSTS/TFS, Xamarin Test Clqud
and HockeyApp

Leveraging the comprehensive yet easyto- [ o0 -
use continuous integration support in VSTS v Buld 5
and TFS, developers can SeUp and A”, Build an Android app using Gradle and optionally Add
| ) _ Build start the emulator for unit tests
maintain an automated build and test T %mamam—d
. . i o - Add
server for any mobile platform, without Test s
1 1 H Package XamariniOS
needing to write hundreds of lines of DEP; R o 0% s it X om Miac 05 P

custom script code. This lets you spend o
. . . . . isual Studio Buil
more of your time building high -quality wBuild with MSBuild and set the Visual Studio version g
property

mobile apps instead of creating the
infrastructure to op erationalize them. The
completely revamped core of VSTSand
TFS is fully crossplatform and adopts a
lightweight task framework with a library of
pre-build tasks and an entire new
marketplace of extensions. For the first
time, builds can run on Windows, Linux, or
Mac machines, opening up mobile device
and server-based scenarios like never
before.

To enable better release agility, the new
Release Management(RM) capability in

VSTS/TFS allows you to seuip a continuous delivery (CD) server that streamlines tre process of

Cordova Build

E Build a hybrid app project based on the Cordova
CLI, lonic CLI, TACO CLI, or other Cordova-compliant
Cu

Cordeva Command
E Run a Cordova CLI command

+. Xcode Build
m Build an Xcode workspace on Mac OS

Grunt
ﬁ The JavaScript Task Runner

Gulp

Nodejs streaming task based build system

Figure 4-2. Sample Team Build tasks available in VSTS

publishing updates to beta and public stores, while giving you the control and visibility needed to

match your organizational needs.

Key benefits include:
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1 Continuous integratio n. Simplified task-based experience for setting up a CI server forboth
native (Android, iOS, and Windows) and cross-platform (Xamarin, Cordova, and React Native)
mobile apps, in addition to Microsoft and non -Microsoft (Node.js, Java) based server
technologies.

1 Continuous testing . Builds display integrated test results, which can be run using Grunt,
Gulp, xctool, and Gradle, among others, and which allow for automatic work item creation
when failures occur.

9 Test clouds. Build/test pipeline integrations with Xamarin Test Cloudor with partners, like
PerfectoMobile, SaucelLabs, and Keynote which allow you to run your integration and Ul
automation tests as part of your ClI builds.

1 Build agents. Leverage the cloud-hosted build machines provided by VSTS(Windows) and
MacinCloud (OS X), or configure a selfhosted build agent running on your own infrastructure
that integrate s with on-premises TFS or cloudhosted Team Services instances.

1 Continuous delivery . Automate the deployment of your mobile apps, regardless of whether
y 0 u publishing to HockeyApp (for beta), Google Play or the App Store(for production).
Continuously deploy the service side of your mobile apps using Azure deployment tasks,
along with Chef, Docker, and more.

1 Release management . Configure multiple environments for your app (QA, staging,
production), each of which can have pre- and post-approvers to help ensure that updates
arend6t unintentionally released.

1 Marketplace . The rich ecosystem of first- and third -party services extensions allovs further
customization of your Cl and CD experience.

Managing a beta release program using HockeyApp

HockeyApp provides a comprehensive solution for management of betas across your applications. All
workflows for creating and managing betas are supported.

Upload of beta builds is simple through
integration with workflows used by a
development team to pr oduce builds, from
manual local dev machine builds to integration
with ClI servers. Easily manage builds by placing
them in a central locationfi the HockeyApp
service.

HockeyApp enables direct over-the-air delivery
to testers and to internal or external beta
customer devices. Through a centralized
dashboard, accessible via the web or native
mobile apps, testers can have access to beta
apps and all available versions.

Easily keep your users updated viathe mobile
app notification of new versions or control
versions in the wild by requiring users to update to a specific version.

Figure 4-3. HockeyApp app for deployment to devices
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HockeyApp provides a rich set of management tools for users and devices. Users can log in using
existing accounts in common SSOproviders, such as Google, Facebook, Twitter, Microsoft, and Azure
Active Directory. Gain new testers via automatic recruitment and invitation via URL links or email.
Control access to apps and beta per user or via teams, with finegrained controlsfi even down to
specific versions. HockeyApp also collects user device information, helping to manage UDIDs for iOS
and to understand the device test coverage.

Operational and behavioral analytics with HockeyApp

Track application health alongside usage metrics and gplication crash analytics. Get powerful
dashboards, where you can filter for different views and levels of detailfi from segmenting data to
drilling down to an event.

Understanding real-world crash behavior is essential for mobile applications. HockeyApp integration
of fully open -source SDKs enabls highly reliable automatic crash collection of every application crash.
HockeyApp crash collection is supported natively on most major mobile platforms, iOS, Android,
Windows, Xamarin, Cordova, React Native, andthers.

The HockeyApp dashboard provides the app owner with a summary of crashes and user feedback,
including messages from users andautomatic screenshots. Itgroups the crash reports on all platforms
by similarities, as shown in Figure 44.

Figure 4-4. HockeyApp portal for mobile app analytics

Enjoy powerful crash analytics tools. Fullsymbolization support for iOS and .NETnative code, and de-
obfuscation of ProGuard on Android provides actionable human readable stack traces for all crashes.
Automatic crash grouping identifies crashes resulting from the same cause. Integration with most
major bug tracking systems allows streamlined workflows for notification and status tracking of crash
defects. Utilize the HockeyApp Mac app to view crash reports and navigate directly to the crashing
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