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Abstract: Azure AD, the Identity Management as a Service (IDaaS) cloud multi-tenant service with proven 

ability to handle billions of authentications per day, has extended its capabilities to manage consumer 

identities with a service for Business-to-Consumer (B2C): Azure AD B2C.  

Azure AD B2C is "IDaaS for Customers and Citizens” designed with Azure AD privacy, security, availability, 

and scalability for customer/citizen identity and access management (CIAM). It’s a comprehensive, cloud-

based, 100% policy driven solution where declarative policies encode the identity behaviors and experiences 

as well as the relationships of trust and authority inside a Trust Framework (TF). 

Whilst the built-in policies in Azure AD B2C leverage a dedicated TF tailored by Microsoft, i.e. the “Microsoft 

Basic Trust Framework” in which you can set up for your configuration these predefined policies, the custom 

policies give you full control, and thus allows you to author and create your own Trust Framework through 

declarative policies. They thus provide you with all the requirements of an Identity “Hub”.  

This document is intended for IT professionals, system architects, and developers who are interested in 

understanding the advanced capabilities Azure AD B2C provides with the custom policies.  
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Notice 
This document covers the custom policies1 now available for evaluation under public preview for all Azure 

Active Directory B2C (Azure AD B2C) customers. Custom policies are designed primarily for advanced 

identity pros/developers who need to address the most complex identity scenarios. 

This feature set indeed requires developers to configure the Identity Experience Framework (mostly) directly 

via XML file editing. This method of configuration is powerful but more complex. Advanced identity 

pros/developers using the Identity Experience Framework should plan to invest some time completing walk-

throughs and reading the online reference documentation beyond this series of documents.  

For most scenarios, we recommend that you use the built-in policies2 of Azure AD 2BC. Built-in policies are 

easier to set up for your configuration. You can use built-in and custom policies in the same Azure AD B2C 

tenant. 

As of this writing, custom policies are in public preview and may be substantially modified before GA. 

For information, see RELEASE NOTES FOR AZURE ACTIVE DIRECTORY B2C CUSTOM POLICY PUBLIC PREVIEW3. 

This document will be updated to reflect the changes introduced at GA time for custom policies. 

This document reflects current views and assumptions be of the date of development and is subject to 

change.  Actual and future results and trends may differ materially from any forward-looking 

statements.  Microsoft assumes no responsibility for errors or omissions in the materials.   

THIS DOCUMENT IS FOR INFORMATIONAL AND TRAINING PURPOSES ONLY AND IS PROVIDED "AS IS" 

WITHOUT WARRANTY OF ANY KIND, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED 

TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND 

NON-INFRINGEMENT. 

                                                      

1 AZURE ACTIVE DIRECTORY B2C: CUSTOM POLICIES: https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-

overview-custom 
2 AZURE ACTIVE DIRECTORY B2C: BUILT-IN POLICIES: https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-

reference-policies 
3 RELEASE NOTES FOR AZURE ACTIVE DIRECTORY B2C CUSTOM POLICY PUBLIC PREVIEW: https://docs.microsoft.com/en-us/azure/active-directory-

b2c/active-directory-b2c-developer-notes-custom 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-overview-custom
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-reference-policies
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-developer-notes-custom
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Introduction  
Azure AD B2C is a cloud identity service for your consumer-facing web and mobile applications. Azure AD 

B2C is designed to solve the identity management challenges that have emerged, as economic and 

competitive pressures drive commercial enterprises, educational institutions, and government agencies to 

shift their service delivery channels from face-to-face engagements to online web and mobile applications. 

Based on standardized protocols, Azure AD B2C is "IDaaS for Customers and Citizens” designed with Azure 

AD privacy, security, availability, and scalability for customer/citizen identity and access management (CIAM). 

The “secret sauce” of Azure AD B2C to achieve the above objectives resides in the 100% policy driven Identity 

Experience Framework that consume fit to purpose declarative policies. 

Many of the most frequently used identity use cases can be addresses using the B2C extension in the Azure 

portal as the developer control surface.  However, there some advanced features only available by writing 

custom user journeys which must be configured directly into policy XML files and uploaded to the B2C 

tenant.  Access to this incremental feature set is available as per the currently available public preview for 

custom policies. 

Note For a basic level of proficiency with the policy configuration available directly in the B2C Admin portal, 

see the introduction video BUSINESS-TO-CONSUMER IDENTITY MANAGEMENT WITH AZURE ACTIVE DIRECTORY B2C4 where all 

the relevant B2C Admin portal settings are. 

Objectives of this document 

This second document of the series of document describes the essential steps required to configure your 

B2C tenant for the use of custom policies.  By:  

• Uploading the latest version of the “Starter Pack” and the custom policies’ templates that come 

along 

• Following the steps below,  

you will have a common starting point to add your customizations and share them with others using the 

same baseline “Starter Pack” for the custom policies in Azure AD B2C. 

Non-objectives of this paper 

This series of documents is not intended as an overview document for the Azure AD offerings but rather 

focusses on this Azure AD B2C identity service, and more specifically on and more specifically on the custom 

policies that can be configured with it. 

                                                      

4 BUSINESS-TO-CONSUMER IDENTITY MANAGEMENT WITH AZURE ACTIVE DIRECTORY B2C: https://channel9.msdn.com/Events/Build/2016/P423 

https://channel9.msdn.com/Events/Build/2016/P423
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Note For more information, see the article GETTING STARTED WITH AZURE AD5. As well as the whitepapers ACTIVE 

DIRECTORY FROM THE ON-PREMISES TO THE CLOUD6 and AN OVERVIEW OF AZURE AD7 as part of the same series of documents. 

Organization of this paper 

To cover the aforementioned objectives, this document of the series is organized in the following seven 

sections: 

• FULFILLING THE PREREQUISITES FOR THE “STARTER PACK”. 

• DOWNLOADING THE “STARTER PACK”. 

• SETTING UP THE CRYPTOGRAPHIC KEYS. 

• REGISTERING IDENTITY EXPERIENCE FRAMEWORK (IEF) applications. 

• REGISTERING IDENTITY EXPERIENCE FRAMEWORK (IEF) APPLICATIONS 

• AZURE AD B2C requires you to register two extra applications that are used by the engine to sign 

up and sign in users: 

1. The Identity Experience Framework (IdentityExperienceFramework) web application. 

2. The Proxy Identity Experience Framework (ProxyIdentityExperienceFramework) native application. 

The latter should have delegated permission from the IdentityExperienceFramework application. Local 

accounts exist only in your B2C tenant. Your users sign up with a unique email address/password 

combination to access your tenant-registered applications. 

Creating the Identity Experience Framework application 

To create the Identity Experience Framework (IdentityExperienceFramework) application, proceed with the 

following steps: 

1. Navigate to the Azure portal at https://portal.azure.com. 

2. In the Azure portal, switch into the context of your Azure AD B2C tenant by clicking your email 

address or picture in the top-right corner. 

3. Open the Azure Active Directory blade (not the Azure AD B2C blade). You might need to select 

More Services to find it. 

4. Select App registrations. 

                                                      

5 GETTING STARTED WITH AZURE AD: https://docs.microsoft.com/en-us/azure/active-directory/get-started-azure-ad 
6 ACTIVE DIRECTORY FROM THE ON-PREMISES TO THE CLOUD: https://aka.ms/aadpapers 
7 AN OVERVIEW OF AZURE AD: https://aka.ms/aadpapers 

https://docs.microsoft.com/en-us/azure/active-directory/get-started-azure-ad
http://www.microsoft.com/en-us/download/details.aspx?id=36391
http://www.microsoft.com/en-us/download/details.aspx?id=36391
http://www.microsoft.com/en-us/download/details.aspx?id=36391
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5. Select New application registration : 

a. For Name, use “IdentityExperienceFramework”.  

b. For Application type, use Web app/API. 

c. For Sign-on URL, use: 

https://login.microsoftonline.com/<your_b2c_tenant>.onmicrosoft.com 

where your_b2c_tenant the name of your B2C tenant, for example: 

https://login.microsoftonline.com/litware369b2c.onmicrosoft.com 
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d. Select Create. 

6. Once it is created, select the newly created application IdentityExperienceFramework. 
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7. Select Properties. 
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8. Copy the application ID, e.g. 37577079-d70c-4da1-9aff-ce7dd396b444 in our illustration, and save 

it for later (see section § To adding the IEF application IDs to the custom policies, proceed with the 

following steps: 

1. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

2. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

3. Find the element <Item Key="client_id">facebook_clientid</Item>. 

4. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

5. Save the XML file. 

6. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 

9. Adding the IEF application IDs to the custom policies). Note down this value that will be needed 

later in this document. It will be referred as to the “YourIEFAppIDValue” value. 
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Creating the Proxy Identity Experience Framework 

application 

To create the Proxy Identity Experience Framework (ProxyIdentityExperienceFramework) application, proceed 

with the following steps: 

1. Still from the Azure Active Directory blade, select App registrations. 

2. Select New application registration : 

a. For Name, use "ProxyIdentityExperienceFramework". 

b. For Application type, use Native. 

c. For Redirect URI, use: 

https://login.microsoftonline.com/<your_b2c_tenant>.onmicrosoft.com 

where your_b2c_tenant the name of your B2C tenant, for example: 

https://login.microsoftonline.com/litware369b2c.onmicrosoft.com 

3. Select Create. 

 

4. Once it has been created, select the application ProxyIdentityExperienceFramework: 

5. Select Properties and copy the application ID, e.g. b56e4563-c95c-4d8d-aaaf-5692de9a487b in our 

illustration, and save it for later (see section § To adding the IEF application IDs to the custom policies, 

proceed with the following steps: 
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7. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

8. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

9. Find the element <Item Key="client_id">facebook_clientid</Item>. 

10. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

11. Save the XML file. 

12. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 

6. Adding the IEF application IDs to the custom policies). Note down this value that will be needed 

later in this document. It will be referred as to the “YourProxyIEFAppIDValue” value. 

7. Select Required permissions. 

a. Select Add. 

 

b. Select Select an API. 

8. Search for the name IdentityExperienceFramework. Select IdentityExperienceFramework in the 

results. 
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9. Click Select. 

 

10. Select the check box next to Access IdentityExperienceFramework, and then click Select. 

11. Select Done. 

12. Select Grant Permissions. 

 

13. Confirm by selecting Yes. 



 

  

12    Leveraging Custom Policies for your Tenant 

 

• Preparing the custom policies for your B2C tenant. 

• TESTING YOUR CUSTOM POLICIES OF THE “STARTER PACK”. 

• USING THE HTTPS://jwt.ms website 

You can also examine the claims present in the identity tokens (i.e. id_token) by using the https://jwt.ms 

website. This website indeed provides the ability to decode an id_token and show the claim present within 

that token.  

To utilize this website, you can either paste in an id_token, or set the reply URL of the application in the B2C 

tenant to https://jwt.ms. 

Registering the https://jwt.ms website on your B2C tenant 

To examine the claims in the token with the https://jwt.ms website, proceed with the followings steps: 

1. From the B2C Admin blade in the Azure portal, click Applications. 

2. Click Add at the top of the blade. A New application blade shows up. 
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3. In Name, provide an application name that will describe your application to consumers, for example 

in our illustration “jwt.ms website”. 

4. Since we’re going to configure a web-based application later in this document, toggle the Include 

web app / web API switch to Yes.  

5. In Redirect URIs, type “http://jwt.ms”, which the URL of the web application.  
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6. Click Create to register your application. 

Using Run Row 

Like before, you can test the custom policies of the “Starter Pack” right away from the Azure AD B2C blade 

of the Azure portal using Run Now.  

The only difference here is that you can directly inspect identity token by using the page at https://jwt.ms 

to which you are redirected after the policy execution and the related “identity dance”.  

This website enables you to review the claims present in token, and the decoded token and claims associated 

with the token that have been issued by an IdP. 
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To review the claims, proceed with the following steps: 

 

1. Select the jwt.ms application and click Run now to test the custom policy. A new tab opens. 

2. Continue with the sign-up or sign-in process as invited by the execution of the custom policy. 

3. After successfully authenticating, you’re redirected to https://jwt.ms which is the reply URL for the 

application. This is URL where all tokens are returned to, by the Azure AD B2C OAuth 2.0 endpoint.  

4. Inspect the decoded token and claims in https://jwt.ms.  

Token  

  

Decoded Token  
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Claims  

 

   

• Leveraging additional community content. 
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These sections provide the information details necessary to setup the “Starter Pack” for the custom policies 

in Azure AD B2C and be in a position to successfully start building and managing your own (Trust 

Framework) custom policies based on the already available features as per the currently available public 

preview. 

About the audience 

This document is intended for IT professionals, system architects, and developers who are interested in 

understanding the advanced capabilities Azure AD B2C provides with all the requirements of an Identity 

“Hub” for their advanced identity use cases. 
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Fulfilling the prerequisites for the “Starter 

Pack” 
The prerequisites for preparing your B2C tenant with the “Starter Pack” are the followings: 

• An active Azure subscription.  

Note If you don’t have any Azure subscription, you can sign up for a free account at 

https://azure.microsoft.com/free/. This will require to use a Microsoft account (e.g. xyz@outlook.com).  

If you have an Visual Studio subscription, see the article MONTHLY AZURE CREDIT FOR VISUAL STUDIO SUBSCRIBERS8. 

• Visual Studio 2017 (to build and deploy some of the tooling and sample codes) 

Note If you don’t have Visual Studio 2017, you can download Microsoft Visual Studio Community 20179 for 

free at visualstudio.com. 

• A favorite XML editor.  

Note If you need an XML editor, you can try Visual Studio Code10, a lightweight cross-platform editor. 

• An Azure AD B2C tenant (see next section § Confirming your B2C tenant below). 

Note If you don’t have an Azure B2C tenant, you can follow the instructions in the article CREATE AN AZURE 

ACTIVE DIRECTORY B2C TENANT IN THE AZURE PORTAL11 to create one.  

Additionally, we strongly encourage all developers to complete the Azure AD B2C built-in policy walkthroughs and 

configure their applications with built-in policies before proceeding. Your applications will work with both types of 

policies once you make a minor change to the policy name to invoke the custom policy. 

• A global administrative user in your B2C tenant e.g. 

admin@<your_b2c_tenant>.onmicrosoft.com where your_b2c_tenant is the name of your B2C 

tenant, for example in our illustration admin@litware369b2c.onmicrosoft.com. 

• Facebook declared as a claims provider in the B2C blade of the Azure portal (see section § 

Declaring Facebook as claims provider in your B2C tenant below). 

                                                      

8 MONTHLY AZURE CREDIT FOR VISUAL STUDIO SUBSCRIBERS: https://azure.microsoft.com/en-us/pricing/member-offers/msdn-benefits-

details/ 
9 Visual Studio Community 2017: https://www.visualstudio.com/free-developer-offers/ 
10 Visual Studio Code: https://code.visualstudio.com/ 
11 CREATE AN AZURE ACTIVE DIRECTORY B2C TENANT IN THE AZURE PORTAL: https://docs.microsoft.com/en-us/azure/active-directory-

b2c/active-directory-b2c-get-started 

https://azure.microsoft.com/free/
http://azure.microsoft.com/en-us/pricing/member-offers/msdn-benefits-details/
https://www.visualstudio.com/free-developer-offers/
https://code.visualstudio.com/
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-get-started
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-get-started
mailto:admin@contoso369b2c.onmicrosoft.com
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Confirming your B2C tenant 

To confirm that your B2C tenant is setup with the custom policies, proceed with the following steps: 

1. Open a browsing session and navigate to the Azure AD B2C blade in the Azure portal using the 

following URL: 

https://portal.azure.com/<your_b2c_tenant>.onmicrosoft.com/?Microsoft_AAD_B2CAdmin=true#blade/Mi

crosoft_AAD_B2CAdmin/TenantManagementBlade/id/<your_b2c_tenant>.onmicrosoft.com 

where your_b2c_tenant the name of your B2C tenant, for example:  

https://portal.azure.com/litware369b2c.onmicrosoft.com/?Microsoft_AAD_B2CAdmin=true#blade/Microso

ft_AAD_B2CAdmin/TenantManagementBlade/id/litware369b2c.onmicrosoft.com 

2. Sign in with administrative credentials of that tenant, for example 

philber@litware369b2c.onmicrosoft.com in our illustration for the tenant admin. 

Note You need to be a Global Administrator of the B2C tenant to be able to access the B2C features blade. 

A Global Administrator from any other tenant or a user from any tenant cannot access it. You can switch to your 

B2C tenant by using the tenant switcher in the top right corner of the Azure portal. For more information, see the 

article SWITCHING TO YOUR AZURE AD B2C TENANT12. 

3. Click Browse | Azure AD B2C. The Azure AD B2C blade opens up in the Azure portal. 

4. Make sure Identity Experience Framework - PREVIEW is enable in the blade as illustrated 

hereafter. 

Important note To access custom policy editing, you need a valid Azure subscription linked to your tenant. If 

you haven't linked your Azure AD B2C tenant to an Azure subscription13 or your Azure subscription is disabled, the 

Identity Experience Framework button won't be available. 

                                                      

12 SWITCHING TO YOUR AZURE AD B2C TENANT: https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-

navigate-to-b2c-context 
13 LINKING AN AZURE SUBSCRIPTION TO AN AZURE B2C TENANT TO PAY FOR USAGE CHARGES: https://docs.microsoft.com/en-us/azure/active-

directory-b2c/active-directory-b2c-how-to-enable-billing 

https://portal.azure.com/contoso369b2c.onmicrosoft.com/?Microsoft_AAD_B2CAdmin=true#blade/Microsoft_AAD_B2CAdmin/TenantManagementBlade/id/contoso369b2c.onmicrosoft.com
https://portal.azure.com/contoso369b2c.onmicrosoft.com/?Microsoft_AAD_B2CAdmin=true#blade/Microsoft_AAD_B2CAdmin/TenantManagementBlade/id/contoso369b2c.onmicrosoft.com
mailto:philber@litware369b2c.onmicrosoft.com
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-navigate-to-b2c-context
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-how-to-enable-billing
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Declaring Facebook as claims provider in your B2C 

tenant 

To register a Facebook application and add its details to your B2C tenant, follow and complete all the 

required instructions in the article AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH 

FACEBOOK ACCOUNTS14:  

• You will need a Facebook account to perform the described steps. If you don’t have one, you can 

get it at https://www.facebook.com/.  

• Eventually, you will need the value of both App ID and App Secret to configure Facebook as a social 

identity provider in your B2C tenant. Note down these values that will be needed later in this 

document (see section § Adding the Facebook secret below). They will be respectively referred as to 

the “YourFacebookAppIDValue” and “YourFacebookAppSecretValue” values. 

The rest of this document assumes that Facebook is properly declared in your B2C tenant.  

You can refer to the fourth document of this series of documents to see how to declare other common 

social identity providers as claims providers. 

                                                      

14 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH FACEBOOK ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app
https://www.facebook.com/
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Downloading the “Starter Pack” 
As covered throughout this series of document, custom policies are a set of XML files. These XML files need 

to be uploaded to your Azure AD B2C tenant. To help you getting started quickly, Microsoft provide a set 

of sample user journeys as part of a co-called “Starter Pack”.  

These sample user journeys provide both a set of custom policies and the required code if any to test the 

custom policies with Azure AD B2C and the Identity Experience Framework. Additional scenarios are also 

provided as part of the “Starter Pack”. 

 Microsoft is open-sourcing the “Starter Pack” for the set covered sample/user 

journeys/scenarios in Azure AD B2C on GitHub15.  

The related project has adopted the Microsoft Open Source Code of Conduct16.  

Note For more information, see the MICROSOFT CODE OF CONDUCT FAQ17 or contact 

mopencode@microsoft.com with any additional questions or comments. 

This means you can not only get the package and the related XML files and code it but also clone the Git 

repo, read, compile the code, and submit pull requests just like any other open source package you might 

find on GitHub.  

Note Because of our commitment to quality and compatibility, each pull request will be carefully evaluated 

before it is accepted.  

The next two sections explore the two possible options. 

                                                      

15 Azure Active Directory B2C Custom Policy Starter Pack: https://github.com/Azure-Samples/active-directory-b2c-custom-policy-

starterpack 
16 Microsoft Open Source Code of Conduct: https://opensource.microsoft.com/codeofconduct/ 
17 MICROSOFT OPEN SOURCE CODE OF CONDUCT FAQ: https://opensource.microsoft.com/codeofconduct/faq/ 

https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack
https://opensource.microsoft.com/codeofconduct/
https://opensource.microsoft.com/codeofconduct/faq/
mailto:mopencode@microsoft.com
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Getting the “Starter Pack” 

To get the “Starter Pack”, modify the provided custom policies, compile the code of the samples, you can 

simply download the entire source package as an archive file from the GitHub repo.  

Note If you are new to GitHub, and for a 101 tour on GitHub, see free eBook GITHUB SUCCINCTLY18. 

To get the “Starter Pack” source package, proceed with the following steps: 

1. Open a browsing session and navigate to the “Starter Pack” repo on GitHub at 

https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack. 

2. Click Clone or Download. 

                                                      

18 GITHUB SUCCINCTLY: https://www.syncfusion.com/resources/techportal/details/ebooks/GitHub_Succinctly 

https://www.syncfusion.com/resources/techportal/details/ebooks/GitHub_Succinctly
https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack
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3. Click Download ZIP. 

4. Save the active-directory-b2c-custom-policy-starterpack-master.zip file on your local machine. 

5. Unblock the downloaded active-directory-b2c-custom-policy-starterpack-master.zip file so that it 

can comply with the above execution policy and be executed in your environment.  

6. Extract the content of the active-directory-b2c-custom-policy-starterpack-master.zip file on your 

local disk, for example under the C:\Code folder in our illustration.  

A active-directory-b2c-custom-policy-starterpack folder underneath should contain the custom policies’ 

templates. 

Cloning the “Starter Pack” 

As mentioned above, the “Starter Pack” source package is stored on GitHub, which uses Git as 

a source control system.  

To access and customize the custom policies’ templates and the related associated samples, you should 

have some basic familiarity with Git19, GitHub20 and/or even Visual Studio21, but the following steps provide 

some information and links to get you started. 

Note For information on how to set up Git and GitHub, see the article Set up Git 22on the GitHub site. 

To access the source package and further contribute to it, you need to i) fork the Git repo that contains it 

and ii) clone it on your development computer.  

To fork the Git repo, proceed with the following steps: 

1. Open a browsing session and navigate to the “Starter Pack” repo on GitHub at 

https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack. 

2. Click Sign in and enter your credentials when prompted. 

3. Click Fork in the upper right corner of your browser to fork your own copy of the custom polices’ 

templates to your account, and then specify where to fork the repository if prompted.  

                                                      

19 Git: http://git-scm.com/ 
20 GitHub: https://github.com/beejones/B2CDemoTools 
21 Visual Studio: https://msdn.microsoft.com/vstudio/aa718325.aspx 
22 SET UP GIT: https://help.github.com/articles/set-up-git/ 

http://git-scm.com/
https://github.com/beejones/B2CDemoTools
https://msdn.microsoft.com/vstudio/aa718325.aspx
https://help.github.com/articles/set-up-git/
https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack
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You can then clone the fork by using the GitHub app or on the command line in the GitHub shell. To clone 

the repo in the GitHub Desktop, proceed with the following steps: 

1. Open the GitHub Desktop by double-clicking the eponym icon on your Windows 10 desktop  

2. Click File | Clone repository. An eponym dialog opens. 

3. Select the source package listed in your repositories, philber/active-directory-b2c-custom-policy-

starterpack in our illustration. 

 

4. Specify the local path, C:\Code\active-directory-b2c-custom-policy-starterpack in our illustration. 

5. Click Clone. The cloning starts. 

 

6. Once completed, the “Starter Pack” source package is available in the C:\Code folder. 
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Regardless of the chosen option, i.e. getting the package vs. cloning the package, the source package of the 

“Starter Pack” is located under the C:\Code\active-directory-b2c-custom-policy-starterpack folder. 

Important note We will refer to this as Starter-Pack folder in this document as well as in the other documents 

of the series. 

Understanding the content of the Starter-Pack 

The “Starter Pack” provides sample user journeys structured for change management. These sample user 

journeys are organized around a series of core templates, each of them allowing to achieve a specific 

scenario.  

 

As such, each core template in the “Starter Pack” comprise a set of five canonical XML files: 

SignUpOrSignIn.xml PasswordReset.xml, ProfileEdit.xml, TrustFrameworkBase.xml, and 

TrustFrameworkExtensions.xml. 
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These canonical XML files contain the smallest number of technical profiles and user journeys needed for 

the custom policy to achieve the following eponym scenarios: 

• LocalAccounts. Enables the use of local accounts only. 

• SocialAccounts. Enables the use of social (or federated) accounts only. 

• SocialAndLocalAccounts. Enables the use of local and/or social (or federated) accounts only. 

• SocialAndLocalAccountsWithMFA. Social, local, and multi-factor authentication options are 

included here. 

In addition to these core templates, a series of samples for several additional scenarios across identity 

providers, REST APIs, and user journey scenarios is also provided. The name of the folders is self-explanatory. 

 

Let’s start working with the “Starter Pack”. 
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Setting up the cryptographic keys 
A policy typically requires a number of cryptographic keys to be setup. These are required by various 

providers. For example, federation with Facebook requires a client secret for Facebook to trust Azure AD on 

behalf of the application as depicted in the article AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO 

CONSUMERS WITH FACEBOOK ACCOUNTS23. 

Note For more information, see section § Declaring Facebook as claims provider in your B2C tenant before 

in this document.  

Adding the Facebook secret 

The policy that you are provided with as part of the “Starter Pack” already references the same Facebook 

secret named B2C_1A_FacebookSecret that was created through the portal if you have followed the 

procedure outlined in the above article. 

The following XML code snippet shows that secret reference in the TrustFrameworkBase.xml custom base 

policy provided by the “Starter Pack” for the SocialAndLocalAccounts scenario/core template (see section § 

Preparing the custom policies for your B2C tenant later in this document): 

 
… 
<ClaimsProvider> 
   <!-- The following Domain element allows this profile to be used if the request comes with domain_hint  
        query string parameter, e.g. domain_hint=facebook.com  --> 
   <Domain>facebook.com</Domain> 
   <DisplayName>Facebook</DisplayName> 
   <TechnicalProfiles> 
      <TechnicalProfile Id="Facebook-OAUTH"> 
         <!-- The text in the following DisplayName element is shown to the user on the claims provider  
               selection screen. -->         
         … 
         <CryptographicKeys> 

 

          <Key Id="client_secret" StorageReferenceId="B2C_1A_FacebookSecret" /> 
 

         </CryptographicKeys> 
         …   
     </TechnicalProfile> 
   </TechnicalProfiles> 
</ClaimsProvider> 
… 
 

Note For more information, see section § Specifying a technical profile for an OAuth 2.0 claims provider in 

the sixth document of this series of documents, along with the implementation notes for the technical profile if any. 

To add the Facebook secret, proceed with the following steps: 

1. Open the Identity Experience Framework blade in your Azure AD B2C tenant settings: 

a. Navigate to the Azure AD B2C blade in the Azure portal. 

b. Sign in with administrative credentials of that tenant. 

                                                      

23 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH FACEBOOK ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-fb-app
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c. Click Browse | Azure AD B2C. The Azure AD B2C blade opens up in the Azure portal. 

d. Click Identity Experience Framework – PREVIEW. 

 

2. Select Policy Keys to view the keys available in your B2C tenant. 

3. Create the Facebook secret (B2C_1A_FacebookSecret): 

a. Select Add. 

b. For Options, use Manual. 
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c. In Name, enter “FacebookSecret”. The prefix “B2C_1A_” is added automatically. 

d. In Secret, enter your Facebook secret, i.e. the “YourFacebookAppSecretValue” value from 

developers.facebook.com (or “0” as a placeholder). This is not your Facebook App ID i.e. the 

“YourFacebookAppIDValue” value. 

Note If you already have a Facebook application secret – this should be the case if you’ve followed the 

outlined steps in order -, add it as a policy key to your B2C tenant. Otherwise, you must create the key with a 

placeholder value so that your policies pass validation. 

e. For Key usage, use Signature. 

f. Select Create and confirm creation. 

A B2C_1A_AdminClientEncryptionKeyContainer is created along with the B2C_1A_FacebookSecret. 
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Other claim providers’ secrets can be handled similarly for Amazon, GitHub, Google, LinkedIn, Microsoft 

Accounts, Twitter, or custom OpenID Connect Identity Provider. The following references are provided for 

detailed steps to integrate social identity providers with Azure AD B2C: 

Identity Provider Reference 

Amazon AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH AMAZON 

ACCOUNTS24 

GitHub AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH GITHUB 

ACCOUNTS25   

Google+ AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH GOOGLE+ 

ACCOUNTS26 

LinkedIn  AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH LINKEDIN 

ACCOUNTS27 

                                                      

24 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH AMAZON ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-amzn-app 
25 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH GITHUB ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-github-app 
26 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH GOOGLE+ ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-goog-app 
27 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH LINKEDIN ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-li-app 

 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-amzn-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-amzn-app
Azure%20Active%20Directory%20B2C:%20Provide%20sign-up%20and%20sign-in%20to%20consumers%20with%20GitHub%20accounts
Azure%20Active%20Directory%20B2C:%20Provide%20sign-up%20and%20sign-in%20to%20consumers%20with%20GitHub%20accounts
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-goog-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-goog-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-li-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-li-app
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Microsoft Accounts (MSA)  AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH MICROSOFT 

ACCOUNTS28 

Twitter AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH TWITTER ACCOUNTS 

USING AZURE AD B2C29 

Custom OpenID Connect 

identity provider 

AZURE ACTIVE DIRECTORY B2C: ADD A CUSTOM OPENID CONNECT IDENTITY PROVIDER IN BUILT-IN 

POLICIES30 

Creating additional secrets 

The custom policies’ templates of the “Starter Pack” reference additional secrets that need to be setup for 

Azure AD: 

Key containers Description 

B2C_1A_TokenSigningKeyContainer Used for signing tokens 

B2C_1A_TokenEncryptionKeyContainer Encrypt certain tokens, e.g. the refresh token, that can be decrypted by 

Azure AD B2C later. Refresh token, auth. code, etc. are sent by Azure AD 

B2C to the client and encrypted to maintain confidentiality and integrity. 

When Azure AD B2C reads the token back, it is decrypted using the same 

key container. 

The names of these containers coincide with the names on the custom policies’ templates in the “Starter 

Pack”.  

For example, B2C_1A_TokenSigningKeyContainer is declared in the AAD-Common technical profile for the 

Azure AD claims provider in the TrustFrameworkBase.xml base policy provided by the “Starter Pack” for the 

SocialAndLocalAccounts scenario/core template (see section § Preparing the custom policies for your B2C 

tenant later in this document): 

 
… 
<ClaimsProvider> 
   <DisplayName>Azure Active Directory</DisplayName> 
   <TechnicalProfiles> 
 
      <TechnicalProfile Id="AAD-Common"> 
         <DisplayName>Azure Active Directory</DisplayName> 
         <Protocol Name="Proprietary" Handler="Web.TPEngine.Providers.AzureActiveDirectoryProvider, Web.TPEngine,  
          Version=1.0.0.0, Culture=neutral, PublicKeyToken=null" /> 
  
         <CryptographicKeys> 

 

          <Key Id="issuer_secret" StorageReferenceId="B2C_1A_TokenSigningKeyContainer" /> 
 

         </CryptographicKeys> 
         …   
     </TechnicalProfile> 
   </TechnicalProfiles> 
</ClaimsProvider> 
… 

                                                      

28 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH MICROSOFT ACCOUNTS: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-msa-app 
29 AZURE ACTIVE DIRECTORY B2C: PROVIDE SIGN-UP AND SIGN-IN TO CONSUMERS WITH TWITTER ACCOUNTS USING AZURE AD B2C: 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-twitter-app 
30 AZURE ACTIVE DIRECTORY B2C: ADD A CUSTOM OPENID CONNECT IDENTITY PROVIDER IN BUILT-IN POLICIEs: https://docs.microsoft.com/en-

us/azure/active-directory-b2c/active-directory-b2c-setup-oidc-idp 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-msa-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-msa-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-twitter-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-twitter-app
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-oidc-idp
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-setup-oidc-idp
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To create the above required keys for the core templates of the “Starter Pack”, proceed with the following 

steps: 

1. Open the Identity Experience Framework blade in your Azure AD B2C tenant settings. 

2. Select Policy Keys to view the keys available in your B2C tenant. 

3. Create the key container TokenSigningKeyContainer (B2C_1A_TokenSigningKeyContainer) (if it 

does not exist): 

a. Select Add.  

b. Select Generate. 

 

c. In Name, enter “TokenSigningKeyContainer”. The prefix “B2C_1A_” is added automatically. 

d. For Key type, use RSA. 

e. For Set activation date and Set expiration date, use the defaults. These parameters are 

timestamps indicating when the key can become active and when it will expire. For this 

exercise, we will create keys without any time limits. 

f. For Key usage, use Signature. 

g. Select Create. 

4. Create the key container TokenEncryptionKeyContainer (B2C_1A_TokenEncryptionKeyContainer) 

(if it does not exist): 

a. Select Add. 

b. Select Generate. 

c. For Name, use “TokenEncryptionKeyContainer”. The prefix “B2C_1A_” is added 

automatically. 

d. For Key type, use RSA. 
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e. For Set activation date and Set expiration date, use the defaults. These parameters are 

timestamps indicating when the key can become active and when it will expire. For this 

exercise, we will create keys without any time limits. 

f. For Key usage, use Encryption. 

g. Select Create. 

 

In general, for key roll over, an administrator can create new keys and Azure AD B2C will typically use the 

appropriate keys. 

Note For more information on cryptographic key management, see section § Managing key containers in 

the third document of this series of document.  
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Registering Identity Experience 

Framework (IEF) applications 
Azure AD B2C requires you to register two extra applications that are used by the engine to sign up and 

sign in users: 

3. The Identity Experience Framework (IdentityExperienceFramework) web application. 

4. The Proxy Identity Experience Framework (ProxyIdentityExperienceFramework) native application. 

The latter should have delegated permission from the IdentityExperienceFramework application. Local 

accounts exist only in your B2C tenant. Your users sign up with a unique email address/password 

combination to access your tenant-registered applications. 

Creating the Identity Experience Framework application 

To create the Identity Experience Framework (IdentityExperienceFramework) application, proceed with the 

following steps: 

10. Navigate to the Azure portal at https://portal.azure.com. 

11. In the Azure portal, switch into the context of your Azure AD B2C tenant by clicking your email 

address or picture in the top-right corner. 

12. Open the Azure Active Directory blade (not the Azure AD B2C blade). You might need to select 

More Services to find it. 

13. Select App registrations. 

https://portal.azure.com/
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14. Select New application registration : 

a. For Name, use “IdentityExperienceFramework”.  

b. For Application type, use Web app/API. 

c. For Sign-on URL, use: 

https://login.microsoftonline.com/<your_b2c_tenant>.onmicrosoft.com 

where your_b2c_tenant the name of your B2C tenant, for example: 

https://login.microsoftonline.com/litware369b2c.onmicrosoft.com 

https://login.microsoftonline.com/contoso369b2c.onmicrosoft.com
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d. Select Create. 

15. Once it is created, select the newly created application IdentityExperienceFramework. 
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16. Select Properties. 
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17. Copy the application ID, e.g. 37577079-d70c-4da1-9aff-ce7dd396b444 in our illustration, and save 

it for later (see section § To adding the IEF application IDs to the custom policies, proceed with the 

following steps: 

13. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

14. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

15. Find the element <Item Key="client_id">facebook_clientid</Item>. 

16. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

17. Save the XML file. 

18. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 

18. Adding the IEF application IDs to the custom policies). Note down this value that will be needed 

later in this document. It will be referred as to the “YourIEFAppIDValue” value. 
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Creating the Proxy Identity Experience Framework 

application 

To create the Proxy Identity Experience Framework (ProxyIdentityExperienceFramework) application, proceed 

with the following steps: 

14. Still from the Azure Active Directory blade, select App registrations. 

15. Select New application registration : 

a. For Name, use "ProxyIdentityExperienceFramework". 

b. For Application type, use Native. 

c. For Redirect URI, use: 

https://login.microsoftonline.com/<your_b2c_tenant>.onmicrosoft.com 

where your_b2c_tenant the name of your B2C tenant, for example: 

https://login.microsoftonline.com/litware369b2c.onmicrosoft.com 

16. Select Create. 

 

17. Once it has been created, select the application ProxyIdentityExperienceFramework: 

18. Select Properties and copy the application ID, e.g. b56e4563-c95c-4d8d-aaaf-5692de9a487b in our 

illustration, and save it for later (see section § To adding the IEF application IDs to the custom policies, 

proceed with the following steps: 

https://login.microsoftonline.com/contoso369b2c.onmicrosoft.com
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19. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

20. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

21. Find the element <Item Key="client_id">facebook_clientid</Item>. 

22. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

23. Save the XML file. 

24. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 

19. Adding the IEF application IDs to the custom policies). Note down this value that will be needed 

later in this document. It will be referred as to the “YourProxyIEFAppIDValue” value. 

20. Select Required permissions. 

a. Select Add. 

 

b. Select Select an API. 

21. Search for the name IdentityExperienceFramework. Select IdentityExperienceFramework in the 

results. 
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22. Click Select. 

 

23. Select the check box next to Access IdentityExperienceFramework, and then click Select. 

24. Select Done. 

25. Select Grant Permissions. 

 

26. Confirm by selecting Yes. 
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Preparing the custom policies for your 

B2C tenant 
All the custom policies of the “Starter Pack” are located in the Starter-Pack folder with one folder per 

scenario/core template.  

Each core template contains:  

• A custom base policy file. This file is named TrustFrameworkBase.xml. Few modifications are 

required to the base. 

• A custom extensions policy file. This file is named TrustFrameworkExtensions.xml and this is where 

most configuration changes are made for the policy as the way is structured. 

• Relying party (RP) application policy files. These are task-specific files called by your application: 

sign-up or sign-in file (SignUpOrSignin.xml), profile edit file (ProfileEdit.xml), password reset file 

(PasswordReset.xml), etc. 

Note For more information, see article AZURE ACTIVE DIRECTORY B2C: CUSTOM POLICIES31 as well as the sixth 

document of this series. 

All the custom policies’ XML files conform to the TrustFrameworkPolicy_0.3.0.0.xsd XML schema file that is 

located in the same root directory of ‘Starter-Pack’.  

If your XML editor supports validation like Visual Studio Code or Visual Studio Community 2017, we strongly 

advise validating the XML files against the TrustFrameworkPolicy_0.3.0.0.xsd XML schema file. XML schema 

validation identifies errors before uploading. 

Renaming the custom policies for your B2C tenant 

To rename the custom policies to reflect your own B2C tenant, proceed with the following steps: 

1. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

The custom base policy file (TrustFrameworkBase.xml) in this folder contains content needed for 

both local and social/corporate accounts. The social content does not interfere with the steps for 

getting local accounts up and running. 

2. Open the TrustFrameworkBase.xml file using an XML editor of your choice. 

3. Find and replace the B2C tenant name from yourtenant.onmicrosoft.com to 

<your_b2C_tenant>.onmicrosoft.com where your_b2c_tenant is the name of your tenant, for 

example litware369b2c in our illustration: litware369b2c.onmicrosoft.com. 

  

                                                      

31 AZURE ACTIVE DIRECTORY B2C: CUSTOM POLICIES: https://aka.ms/aadb2ccustom 

https://docs.microsoft.com/fr-fr/azure/active-directory-b2c/active-directory-b2c-overview-custom
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In the root TrustFrameworkPolicy element, you should update the TenantId and PublicPolicyUri 

attributes. 

 
<TrustFrameworkPolicy  
   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  
   xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
   xmlns="http://schemas.microsoft.com/online/cpim/schemas/2013/06" 
   PolicySchemaVersion="0.3.0.0"  

 

  TenantId="yourtenant.onmicrosoft.com 
 

   PolicyId="B2C_1A_TrustFrameworkBase" 

 

  PublicPolicyUri="http://yourtenant.onmicrosoft.com"> 
 

   … 
 

Note The PolicyId attribute in the above XML snippet is the policy name that you see in the B2C portal and 

the name by which this custom policy file is referenced by other custom policy files. 

4. Save the XML file. 

5. Open the TrustFrameworkExtensions.xml file:  

a. Make the same two changes by replacing yourtenant.onmicrosoft.com with 

<your_b2C_tenant>.onmicrosoft.com where your_b2c_tenant is the name of your tenant, 

for example litware369b2c in our illustration: litware369b2c.onmicrosoft.com.   

b. Make the same replacement in the TenantID element for a total of three changes.  

c. Save the XML file. 

6. Open the SignUpOrSignIn.xml file:  

a. Make the same changes in three places by replacing yourtenant.onmicrosoft.com with 

<your_b2C_tenant>.onmicrosoft.com where your_b2c_tenant is the name of your tenant, 

for example litware369b2c in our illustration: litware369b2c.onmicrosoft.com.  

b. Save the XML file. 

7. Open the ProfileEdit.xml and PasswordReset.xml files:  

a. Make the same changes in three places by replacing yourtenant.onmicrosoft.com with 

<your_b2C_tenant>.onmicrosoft.com where your_b2c_tenant is the name of your tenant, 

for example litware369b2c in our illustration: litware369b2c.onmicrosoft.com.  

b. Save the XML files. 

8. Repeat Steps 1 to 8 for the XML files of the core templates/folders listed hereafter:  

LocalAccounts 

SocialAccounts (without the PasswordReset.xml file) 

SocialAndLocalAccountsWithMfa 
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Adding the application IDs to the custom policies 

Adding the application ID of your Facebook claims provider 

configuration 

As illustrated above (see section § Setting up the cryptographic keys), the secrets for the social claims provider 

like Facebook, Google, etc. can still be uploaded using the B2C Admin portal by adding the related secret.  

The custom extensions policy file of each core templates of the “Starter Pack” makes then a reference to the 

same secret.  

Once you have the Facebook secret configured (see section § Adding the Facebook secret), you can add 

“YourFacebookAppIDValue” value in the TrustFrameworkExtensions.xml file under:  

 
… 
<ClaimsProvider> 
   <DisplayName>Facebook</DisplayName> 
   <TechnicalProfiles> 
      <TechnicalProfile Id="Facebook-OAUTH"> 
         <Metadata> 

           

          <!--Replace the value of client_id in this technical profile with the Facebook app ID"-->  
            <Item Key="client_id">facebook_clientid</Item> 
  

            <Item Key="scope">email public_profile</Item> 
            <Item Key="ClaimsEndpoint">https://graph.facebook.com/me?fields=id,first_name,last_name,name,email</Item> 
          </Metadata> 
      </TechnicalProfile> 
   </TechnicalProfiles> 
</ClaimsProvider>           
… 
 

To adding the IEF application IDs to the custom policies, proceed with the following steps: 

25. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

26. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

27. Find the element <Item Key="client_id">facebook_clientid</Item>. 

28. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

29. Save the XML file. 

30. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 
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Adding the IEF application IDs to the custom policies 

To adding the IEF application IDs to the custom policies, proceed with the following steps: 

1. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

2. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

3. Find the element <TechnicalProfile Id="login-NonInteractive">. 

4. Replace both instances of ProxyIdentityExperienceFrameworkAppId with the application ID of the 

Proxy Identity Experience Framework application that you created earlier, i.e. the 

“YourProxyIEFAppIDValue” value (see section § Creating the Proxy Identity Experience Framework 

application). Here is an illustration in our configuration: 

 
… 
<TechnicalProfiles> 
   <TechnicalProfile Id="login-NonInteractive"> 
      <Metadata> 

 

         <Item Key="client_id">b56e4563-c95c-4d8d-aaaf-5692de9a487b</Item> 
 

         <Item Key="IdTokenAudience">IdentityExperienceFrameworkAppId</Item> 
       </Metadata> 
       <InputClaims> 

 

         <InputClaim ClaimTypeReferenceId="client_id" DefaultValue="b56e4563-c95c-4d8d-aaaf-5692de9a487b" /> 
 

         <InputClaim ClaimTypeReferenceId="resource_id" PartnerClaimType="resource"  
                     DefaultValue="IdentityExperienceFrameworkAppID" /> 
       </InputClaims> 
   </TechnicalProfile> 
</TechnicalProfiles> 
… 
  

5. Replace both instances of IdentityExperienceFrameworkAppId with the application ID of the Identity 

Experience Framework application that you created earlier, i.e. the “YourIEFAppIDValue” value (see 

section § Creating the Identity Experience Framework application). Here is an illustration in our 

configuration: 

 
… 
<TechnicalProfiles> 
   <TechnicalProfile Id="login-NonInteractive"> 
      <Metadata> 
         <Item Key="client_id">b56e4563-c95c-4d8d-aaaf-5692de9a487b</Item> 

 
         <Item Key="IdTokenAudience">37577079-d70c-4da1-9aff-ce7dd396b444</Item> 
 

       </Metadata> 
       <InputClaims> 
         <InputClaim ClaimTypeReferenceId="client_id" DefaultValue="b56e4563-c95c-4d8d-aaaf-5692de9a487b" /> 

 

         <InputClaim ClaimTypeReferenceId="resource_id" PartnerClaimType="resource"  
                     DefaultValue="37577079-d70c-4da1-9aff-ce7dd396b444" /> 
 

       </InputClaims> 
   </TechnicalProfile> 
</TechnicalProfiles> 
… 
  

6. Save the XML file. 
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7. Repeat Steps 1 to 8 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

LocalAccounts 

SocialAccounts 

SocialAndLocalAccountsWithMfa 

Uploading the custom policies 

To upload the prepared custom policies of the “Starter Pack”, proceed with the following steps: 

1. Open a browsing session and navigate to the B2C Admin portal at https://portal.azure.com.  

2. Sign in with administrative credentials of that tenant, for example 

admin@litware369b2c.onmicrosoft.com in our illustration for the tenant admin. 

3. Click Browse | Azure AD B2C. The Azure AD B2C blade opens up in the B2C Admin portal. 

4. Select Identity Experience Framework - PREVIEW.  

5. Click Upload Policy at the top of the blade. An eponym blade opens. 

6. In Upload Policy: 

 

a. Press the folder icon to select the TrustFrameworkBase.xml file in the 

SocialAndLocalAccounts folder in the Starter-Pack.  

https://portal.azure.com/
mailto:admin@contoso369b2c.onmicrosoft.com
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The base policy XML file must be uploaded first as the other remaining XML files of the core 

template depend on this. 

b. Leave the option to overwrite the policy if it exists unchecked to make sure you do not 

overwrite an existing policy with the same name unintentionally.  The policy id is contained 

within the <BasePolicy> segment: 

 
<BasePolicy> 
    <TenantId>litware369b2c.onmicrosoft.com</TenantId> 

 
    <PolicyId>B2C_1A_TrustFrameworkBase</PolicyId> 
 

</BasePolicy> 
 

7. Click Upload. 

8. When the policy is uploaded, the name is prepended with B2C_1A_ for “Advanced”. This is done to 

differentiate between the built-in policies created by the B2C Admin portal and the handcrafted 

custom ones. 

 

9. After the base policy is uploaded, uploaded the extensions policy XML file 

TrustFrameworkExtensions.xml. 

10. After this second file is uploaded, other relying party files can be uploaded in any order. Upload the 

SignUpOrSignIn.xml file. 

11. Upload your other policy files. 
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After upload, the five custom policies of the “Starter Pack” should be listed under All policies: 
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Testing your custom policies of the 

“Starter Pack” 

Using a code sample application 

Any application setup for B2C should work with any of the custom policies of the core templates of the 

“Starter Pack”. For that purposes, you can leverage one of the quick start tutorials provided as part of the 

Azure Code Samples to get up and running, and eventually test your custom policies for a specific template 

like the SocialAndLocalAccounts one. 

To view the available code samples, open a browsing session and navigate to 

https://azure.microsoft.com/en-us/resources/samples/?sort=0&service=active-directory-b2c. 

 

  

https://azure.microsoft.com/en-us/resources/samples/?sort=0&service=active-directory-b2c
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Getting a code sample application from the GitHub 

Amongst the various code samples already available, you can leverage for example the simple ASP.NET Core 

web app application that shows how to use a sign-up or sign-in (SUSI) policy in Azure AD B2C.  

The code sample code and the related instructions for this sample application are maintained on GitHub: 

active-directory-b2c-dotnetcore-webapp32. 

Note For more information, see the article An ASP.NET Core web app with Azure AD B2C33. 

To get the sample application, proceed with the following steps: 

1. Download the active-directory-b2c-dotnetcore-webapp-master.zip34 file from GitHub and save it to 

your computer if you haven’t done so already. 

2. Click Save and save it on your computer. 

3. Unblock the downloaded active-directory-b2c-dotnetcore-webapp-master.zip file so that it can 

comply with the above execution policy and be executed in your environment.  

4. Extract the active-directory-b2c-dotnetcore-webapp-master.zip file. 

Registering the sample application on your B2C tenant 

Note For more information, see the article AZURE ACTIVE DIRECTORY B2C: HOW TO REGISTER YOUR APPLICATION35.  

To register the sample application on your B2C tenant, proceed with the followings steps: 

1. From the B2C Admin blade in the Azure portal, click Applications. 

2. Click Add at the top of the blade. A New application blade shows up. 

                                                      

32 active-directory-b2c-dotnetcore-webapp: https://github.com/Azure-Samples/active-directory-b2c-dotnetcore-webapp 
33 An ASP.NET Core web app with Azure AD B2C: https://azure.microsoft.com/en-us/resources/samples/active-directory-b2c-

dotnetcore-webapp/ 
34 active-directory-b2c-dotnetcore-webapp-master.zip file: https://github.com/Azure-Samples/active-directory-b2c-dotnetcore-

webapp/archive/master.zip 
35 AZURE ACTIVE DIRECTORY B2C: HOW TO REGISTER YOUR APPLICATION: https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-

directory-b2c-app-registration 

https://github.com/Azure-Samples/active-directory-b2c-dotnetcore-webapp
https://github.com/Azure-Samples/active-directory-b2c-dotnetcore-webapp/archive/master.zip
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-app-registration
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3. In Name, provide an application name that will describe your application to consumers, for example 

in our configuration “b2ctestapp”. 

4. Since we’re going to configure a web-based application later in this document, toggle the Include 

web app / web API switch to Yes.  

5. In Redirect URIs, type “http://localhost:44316/signin-oidc”, which is the default value of the sample 

web application provided (see below).  Reply URLs are endpoints where Azure AD B2C will return 

any tokens your application requests.  

Note If the application top register also includes a web API that needs to be secured, you'll want to create 

(and copy) an Application Secret as well by clicking Generate key. 
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6. Click Create to register your application. 

7. Click the application that you just created and note down the application’s globally unique 

Application Client ID that you'll use later in the application’s code, e.g. 6c84237b-4fa1-47c0-a7eb-

acea059ef99e in our illustration. This value will be later referred as to the “Application Client ID” 

value. 

8. Click Keys. 

9. Click Generate key. 

10. Click Save to view the client secret and note down it. You'll use later in the application’s code. This 

value will be later referred as to the “Application Client Secret”. 

Installing Visual Studio Community 2017 

Visual Studio Community 2017 is a free, fully-featured, and extensible IDE for creating web applications and 

APIs, as well as creating modern applications for Android, iOS and Windows. As far as the latter is concerned, 

it integrates Xamarin features that complete the out-of-the-box mobile application development experience 

for Android, iOS and Windows. 
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To install Visual Studio Community 2017, proceed with the following steps: 

1. Open a browsing session and navigate to https://www.visualstudio.com/en-us/products/visual-

studio-community-vs.aspx. 

2. Click Download VS Community 2017. 

3. Click Save to download the setup file. 

4. Click Run and follow the instructions to setup the environment. 

Configuring and building the sample application  

We will configure the sample to use the relying party (RP) sign-up or sign-in custom policy of the 

SocialAndLocalAccounts core template of the “Starter Pack”. This will allow the sample WebApp-

OpenIDConnect-DotNet application to issue sign-up or sign-in requests to the Azure AD B2C service. 

The OpenID Connect middleware (Microsoft.AspNetCore.Authentication.OpenIdConnect) enables the 

sample application to seamlessly use OpenID Connect for authentication. This middleware is available as 

NuGet package36 for the Visual Studio development environment.  

To configure the sample application, proceed with the following steps: 

1. Open the solution in Visual Studio Community 2017: 

a. Click File | Open | Project/Solution 

b. Navigate to the extracted master.zip file 

2. Open the WebApp-OpenIDConnect-DotNet.sln solution file. 

3. Open the Solution Explorer if it’s not already the case. 

4. Select WebApp-OpenIDConnect-DotNet. 

                                                      

36 Microsoft.AspNetCore.Authentication.OpenIdConnect 2.1.1 NuGet package: 

https://www.nuget.org/packages/Microsoft.AspNetCore.Authentication.OpenIdConnect/ 

https://www.visualstudio.com/en-us/products/visual-studio-community-vs.aspx
https://www.visualstudio.com/en-us/products/visual-studio-community-vs.aspx
https://www.nuget.org/packages/Microsoft.AspNetCore.Authentication.OpenIdConnect/
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5. Open the appsettings.json file in the root folder of the project. 

 
{ 
  "Authentication": { 

 
    "AzureAdB2C": { 
      "ClientId": "90c0fe63-bcf2-44d5-8fb7-b8bbc0b29dc6", 
      "Tenant": "fabrikamb2c.onmicrosoft.com", 
      "SignUpSignInPolicyId": "b2c_1_susi", 
      "ResetPasswordPolicyId": "b2c_1_reset", 
      "EditProfilePolicyId": "b2c_1_edit_profile", 
      "RedirectUri": "http://localhost:44316/signin-oidc", 
      "ClientSecret" : "v0WzLXB(uITV5*Aq", 
      "ApiUrl": "https://fabrikamb2chello.azurewebsites.net/hello", 
      "ApiScopes": "https://fabrikamb2c.onmicrosoft.com/demoapi/demo.read" 
 

    } 
  }, 
  "Logging": { 
    "IncludeScopes": false, 
    "LogLevel": { 
      "Default": "Warning" 
    } 
  } 
} 
 

6. Find the app key ‘ClientId’ and replace the value with the “Application Client ID” value you copied 

from the B2C application’s blade: 6c84237b-4fa1-47c0-a7eb-acea059ef99e. 

7. Find ‘Tenant’ and replace the value with your B2C tenant name, for example in our configuration 

“litware369b2c.onmicrosoft.com”. 

8. Replace the value in the ‘SignUpSignInPolicyId’, ‘ResetPasswordPolicyId’, and ‘EditProfilePolicyId’ by 

the name of the corresponding previously uploaded custom policy (see section § To adding the IEF 

application IDs to the custom policies, proceed with the following steps: 
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31. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

32. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

33. Find the element <Item Key="client_id">facebook_clientid</Item>. 

34. Replace “facebook_client_id” in the Facebook-OAUTH technical profile with the Facebook app ID, 

i.e. the “YourFacebookAppIDValue” value (see section § Declaring Facebook as claims provider in 

your B2C tenant). Here is an illustration in our configuration: 

 
<Item Key="client_id">462526187284464</Item> 
  

35. Save the XML file. 

36. Repeat Steps 1 to 5 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

SocialAccounts 

SocialAndLocalAccountsWithMfa 

Adding the IEF application IDs to the custom policies 

To adding the IEF application IDs to the custom policies, proceed with the following steps: 

8. Navigate to the SocialAndLocalAccounts folder in Starter-Pack. 

9. Open the TrustFrameworkExtensions.xml file using an XML editor of your choice. 

10. Find the element <TechnicalProfile Id="login-NonInteractive">. 

11. Replace both instances of ProxyIdentityExperienceFrameworkAppId with the application ID of the 

Proxy Identity Experience Framework application that you created earlier, i.e. the 

“YourProxyIEFAppIDValue” value (see section § Creating the Proxy Identity Experience Framework 

application). Here is an illustration in our configuration: 

 
… 
<TechnicalProfiles> 
   <TechnicalProfile Id="login-NonInteractive"> 
      <Metadata> 

 

         <Item Key="client_id">b56e4563-c95c-4d8d-aaaf-5692de9a487b</Item> 
 

         <Item Key="IdTokenAudience">IdentityExperienceFrameworkAppId</Item> 
       </Metadata> 
       <InputClaims> 

 

         <InputClaim ClaimTypeReferenceId="client_id" DefaultValue="b56e4563-c95c-4d8d-aaaf-5692de9a487b" /> 
 

         <InputClaim ClaimTypeReferenceId="resource_id" PartnerClaimType="resource"  
                     DefaultValue="IdentityExperienceFrameworkAppID" /> 
       </InputClaims> 
   </TechnicalProfile> 
</TechnicalProfiles> 
… 
  

12. Replace both instances of IdentityExperienceFrameworkAppId with the application ID of the Identity 

Experience Framework application that you created earlier, i.e. the “YourIEFAppIDValue” value (see 

section § Creating the Identity Experience Framework application). Here is an illustration in our 

configuration: 
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… 
<TechnicalProfiles> 
   <TechnicalProfile Id="login-NonInteractive"> 
      <Metadata> 
         <Item Key="client_id">b56e4563-c95c-4d8d-aaaf-5692de9a487b</Item> 

 
         <Item Key="IdTokenAudience">37577079-d70c-4da1-9aff-ce7dd396b444</Item> 
 

       </Metadata> 
       <InputClaims> 
         <InputClaim ClaimTypeReferenceId="client_id" DefaultValue="b56e4563-c95c-4d8d-aaaf-5692de9a487b" /> 

 

         <InputClaim ClaimTypeReferenceId="resource_id" PartnerClaimType="resource"  
                     DefaultValue="37577079-d70c-4da1-9aff-ce7dd396b444" /> 
 

       </InputClaims> 
   </TechnicalProfile> 
</TechnicalProfiles> 
… 
  

13. Save the XML file. 

14. Repeat Steps 1 to 8 for the TrustFrameworkExtensions.xml file located in the core templates/folders 

listed hereafter:  

LocalAccounts 

SocialAccounts 

SocialAndLocalAccountsWithMfa 

9. Uploading the custom policies), i.e. “B2C_1A_signup_signin”, “B2C_1A_PasswordReset” , and 

“B2C_1A_ProfileEdit”. 

10. Leave "RedirectUri" as-it: “http://localhost:44316/signin-oidc”.  

11. Find the app secret ‘ClientSecret’ and replace the value with the “Application Client Secret” value 

you copied from the B2C application’s blade. 

12. Leave the other values untouched. 

 
{ 
  "Authentication": { 

 
    "AzureAdB2C": { 
      "ClientId": "6c84237b-4fa1-47c0-a7eb-acea059ef99e", 
      "Tenant": "litware369b2c.onmicrosoft.com", 
      "SignUpSignInPolicyId": "B2C_1A_signup_signin", 
      "ResetPasswordPolicyId": "B2C_1A_PasswordReset", 
      "EditProfilePolicyId": "B2C_1A_ProfileEdit", 
      "RedirectUri": "http://localhost:44316/signin-oidc", 
      "ClientSecret" : "v0WzLXB(uITV5*Aq", 
      "ApiUrl": "https://fabrikamb2chello.azurewebsites.net/hello", 
      "ApiScopes": "https://fabrikamb2c.onmicrosoft.com/demoapi/demo.read" 
 

    } 
  }, 
  "Logging": { 
    "IncludeScopes": false, 
    "LogLevel": { 
      "Default": "Warning" 
    } 
  } 
} 
 

13. Save the file. Click File | Save All. 
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Testing the policies from the sample application 

To run the sample application from Visual Studio and test the policies, proceed with the following steps: 

1. Clean the Visual Studio solution. Click Build | Clean Solution. 

2. Rebuild the Visual Studio solution. Click Build | Rebuild Solution. 

3. Run the sample application. Press F5 to run the solution. 

 

4. Click Sign in in the upper right corner. 

5. Continue with the sign-up or sign-in process as invited by the execution of the custom policy. 

6. Back to the sample app, click About to see the claims that are sent to the app by Azure AD B2C.  
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Using Run Now 

To test the custom policies of the “Starter Pack” right away from the Azure AD B2C blade of the Azure portal 

using Run Now, proceed with the following steps: 

Note Run now requires at least one application to be preregistered on the tenant. Applications must be 

registered in the B2C tenant, either by using the Applications menu selection in Azure AD B2C as per previous 

section or by using the Identity Experience Framework to invoke both built-in and custom policies. Only one 

registration per application is needed.  

For more information, see the articles CREATE AN AZURE ACTIVE DIRECTORY B2C TENANT IN THE AZURE PORTAL37 or AZURE 

ACTIVE DIRECTORY B2C: REGISTER YOUR APPLICATION38. 

1. Open the Azure AD B2C blade as before and click Identity Experience Framework - PREVIEW. 

2. Open on a relying party (RP) custom policy that you uploaded (see section § Uploading the custom 

policies), such as B2C_1A_signup_signin, to open the policy blade. 

                                                      

37 CREATE AN AZURE ACTIVE DIRECTORY B2C TENANT IN THE AZURE PORTAL: https://docs.microsoft.com/en-us/azure/active-directory-

b2c/active-directory-b2c-get-started 
38 AZURE ACTIVE DIRECTORY B2C: REGISTER YOUR APPLICATION: https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-

b2c-app-registration 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-get-started
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-app-registration
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-app-registration
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3. Select an application and click Run now to test the custom policy. A new tab opens. 

4. Continue with the sign-up or sign-in process as invited by the execution of the custom policy. You 

should be able to sign up using an email address: 

a. Sign in with the same account to confirm that you have the correct configuration.  

b. The user journey is the exact same. 

Important note A common cause of sign-in failure is an improperly configured Identity Experience 

Framework application. For more information, see section § Registering Identity Experience Framework (IEF) 

applications. 

Using the https://jwt.ms website 

You can also examine the claims present in the identity tokens (i.e. id_token) by using the https://jwt.ms 

website. This website indeed provides the ability to decode an id_token and show the claim present within 

that token.  

To utilize this website, you can either paste in an id_token, or set the reply URL of the application in the B2C 

tenant to https://jwt.ms. 

https://jwt.ms/
https://jwt.ms/
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Registering the https://jwt.ms website on your B2C tenant 

To examine the claims in the token with the https://jwt.ms website, proceed with the followings steps: 

7. From the B2C Admin blade in the Azure portal, click Applications. 

8. Click Add at the top of the blade. A New application blade shows up. 

 

9. In Name, provide an application name that will describe your application to consumers, for example 

in our illustration “jwt.ms website”. 

10. Since we’re going to configure a web-based application later in this document, toggle the Include 

web app / web API switch to Yes.  

11. In Redirect URIs, type “http://jwt.ms”, which the URL of the web application.  

https://jwt.ms/


 

  

62    Leveraging Custom Policies for your Tenant 

 

12. Click Create to register your application. 

Using Run Row 

Like before, you can test the custom policies of the “Starter Pack” right away from the Azure AD B2C blade 

of the Azure portal using Run Now.  

The only difference here is that you can directly inspect identity token by using the page at https://jwt.ms 

to which you are redirected after the policy execution and the related “identity dance”.  

This website enables you to review the claims present in token, and the decoded token and claims associated 

with the token that have been issued by an IdP. 

https://jwt.ms/
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To review the claims, proceed with the following steps: 

 

5. Select the jwt.ms application and click Run now to test the custom policy. A new tab opens. 

6. Continue with the sign-up or sign-in process as invited by the execution of the custom policy. 

7. After successfully authenticating, you’re redirected to https://jwt.ms which is the reply URL for the 

application. This is URL where all tokens are returned to, by the Azure AD B2C OAuth 2.0 endpoint.  

8. Inspect the decoded token and claims in https://jwt.ms.  

Token  

  

Decoded Token  

https://jwt.ms/
https://jwt.ms/
https://jwt.ms/
https://jwt.ms/


 

  

64    Leveraging Custom Policies for your Tenant 

   

Claims  
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Leveraging additional community 

content 
In addition to the above “Starter Pack”, its core scenarios/templates along with the related custom policies’ 

definition, one could consider the additional set of unsupported documents and samples available on the 

active-directory-b2c-advanced-policies repository at https://github.com/Azure-Samples/active-directory-

b2c-advanced-policies. You can copy or clone this content in the same way as the one outlined for the 

official “Starter Pack”. 

This content notably provides the policies and the code samples of the Wingtip Games demo of Azure AD 

B2C that is deployed at https://aka.ms/aadb2c (https://wingtipgamesb2c.azurewebsites.net/). Theses 

samples are available at https://aka.ms/aadb2cdemocode. It also provides training materials for learning 

Azure AD B2C with custom policies. This content will be referred as to an “Unsupported Community Content 

Pack” in the rest of this series of document.  

This content is indeed unsupported and may or not be current. Replies to questions about 

unsupported material have the lowest priority. This content is provided for our fans and partners for 

training, and feedback only. Community pull request are welcome. 

Same is true for the recently introduced Woodgrove Groceries demo that features both Azure AD B2C and 

Azure AD B2B for external identities.  

Note For more information, see the video WORKING WITH EXTERNAL IDENTITIES: LEARN HOW TO ENABLE PARTNERS, 

SUPPLIERS AND CUSTOMERS TO ACCESS
39. 

 

                                                      

39 WORKING WITH EXTERNAL IDENTITIES: LEARN HOW TO ENABLE PARTNERS, SUPPLIERS AND CUSTOMERS TO ACCESS: 

https://channel9.msdn.com/Events/Build/2018/BRK2424 

https://github.com/Azure-Samples/active-directory-b2c-advanced-policies
https://github.com/Azure-Samples/active-directory-b2c-advanced-policies
https://aka.ms/aadb2c
https://wingtipgamesb2c.azurewebsites.net/
https://aka.ms/aadb2cdemocode
https://channel9.msdn.com/Events/Build/2018/BRK2424
https://channel9.msdn.com/Events/Build/2018/BRK2424
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This demo is deployed at https://woodgrovegroceriesb2c.azurewebsites.net/ - the corresponding admin 

app is located at https://woodgroveb2cadmin.azurewebsites.net/ -. The custom policies and the relevant 

sample source code is available on GitHub at https://github.com/Azure-Samples/active-directory-external-

identities-woodgrove-demo. 

All of the above illustrate if needed that The Identity Experience Framework is a powerful identity engine 

with a very comprehensive feature set, that is used internally for Microsoft services like Azure AD B2C. The 

sixth document of this series tries to give you an understanding of the vast features that are made available 

thanks to the policy structure. 

However, only a subset of features will be tested, monitored, documented, and supported over time. The 

supported list will increase quickly.  

Supported feature set of custom policies with the Identity Experience Framework is available via: 

1. The inline documentation in the Identity Experience Framework tab in B2C. Click Developer 

Responsibilities, 

2. The Release notes for Azure Active Directory B2C custom policy public preview40, 

3. The Active Directory B2C official documentation page41. 

Last but least, in terms of valuable resources, we’d like to outlined the availability of the Gaining Expertise 

with Azure AD B2C42 course for developers. 

 

This self-paced course is indeed designed to take you from initial awareness of Azure AD B2C to being able 

to create complex user journeys for your consumers – who ever thy are - and leveraging the insights of their 

behavior with those journeys to determine how to deepen your organization’s relationship with those 

consumers.  

                                                      

40 RELEASE NOTES FOR AZURE ACTIVE DIRECTORY B2C CUSTOM POLICY PUBLIC PREVIEW: https://docs.microsoft.com/en-us/azure/active-directory-

b2c/active-directory-b2c-developer-notes-custom 
41 Active Directory B2C Documentation: https://aka.ms/aadb2c 
42 GAINING EXPERTISE WITH AZURE AD B2C – A COURSE FOR DEVELOPER: https://aka.ms/learnaadb2c  

https://woodgroveb2cadmin.azurewebsites.net/
https://docs.microsoft.com/en-us/azure/active-directory-b2c/active-directory-b2c-developer-notes-custom
https://aka.ms/aadb2c/
https://aka.ms/learnaadb2c
https://aka.ms/learnaadb2c
https://aka.ms/learnaadb2c
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As such, it provides an end-to-end walkthrough from creating a new B2C tenant to successfully running a 

sample web application registered on that B2C tenant. Each module within the course builds on the previous, 

and at the end you will have a working sample web application that:  

• Enables people to log in with local, social, and enterprise accounts.  

• Enables people to edit their profiles and reset their own passwords with an multifactor 

authentication (MFA) experience.  

• Has a fully customized UI.  

• Requests users to accept terms and conditions. 

This concludes this “Getting Started” guide of this series of the documents. 
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The information contained in this document represents the current view of Microsoft Corporation on the 

issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, 

it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the 

accuracy of any information presented after the date of publication. 

This white paper is for informational purposes only. Microsoft makes no warranties, express or implied, in this 

document. 

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under 

copyright, no part of this document may be reproduced, stored in, or introduced into a retrieval system, or 

transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for 

any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights 

covering subject matter in this document. Except as expressly provided in any written license agreement from 

Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, 

copyrights, or other intellectual property. 

© 2018 Microsoft Corporation. All rights reserved. 

The example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and 

events depicted herein are fictitious. No association with any real company, organization, product, domain 

name, e-mail address, logo, person, place, or event is intended or should be inferred.  

Microsoft, list Microsoft trademarks used in your white paper alphabetically are either registered trademarks or 

trademarks of Microsoft Corporation in the United States and/or other countries. 

The names of actual companies and products mentioned herein may be the trademarks of their respective 

owners.  

 


	Notice
	Introduction
	Objectives of this document
	Non-objectives of this paper
	Organization of this paper
	Creating the Identity Experience Framework application
	Creating the Proxy Identity Experience Framework application
	Registering the https://jwt.ms website on your B2C tenant
	Using Run Row

	About the audience

	Fulfilling the prerequisites for the “Starter Pack”
	Confirming your B2C tenant
	Declaring Facebook as claims provider in your B2C tenant

	Downloading the “Starter Pack”
	Getting the “Starter Pack”
	Cloning the “Starter Pack”
	Understanding the content of the Starter-Pack

	Setting up the cryptographic keys
	Adding the Facebook secret
	Creating additional secrets

	Registering Identity Experience Framework (IEF) applications
	Creating the Identity Experience Framework application
	Creating the Proxy Identity Experience Framework application

	Preparing the custom policies for your B2C tenant
	Renaming the custom policies for your B2C tenant
	Adding the application IDs to the custom policies
	Adding the application ID of your Facebook claims provider configuration
	Adding the IEF application IDs to the custom policies

	Uploading the custom policies

	Testing your custom policies of the “Starter Pack”
	Using a code sample application
	Getting a code sample application from the GitHub
	Registering the sample application on your B2C tenant
	Installing Visual Studio Community 2017

	Configuring and building the sample application
	Adding the IEF application IDs to the custom policies
	Testing the policies from the sample application
	Using Run Now

	Using the https://jwt.ms website
	Registering the https://jwt.ms website on your B2C tenant
	Using Run Row


	Leveraging additional community content

