














User Mode

Kernel Mode

\Windows\App.ini

\Users\<user>\AppData\Local\

VirtualStore\Windows\App.ini
\Windows\App.ini

Access Denied





User Mode

Kernel Mode

HKLM\Software\App

HKCU\Software\Classes\VirtualStore\

Machine\Software\App

Access Denied











ShellExecute(elevatedapp.exe) CreateProcessAsUser(elevatedapp.exe)



















SUA can recommend:

ElevateCreateProcess

ForceAdminAccess

LocalMappedObject

VirtualizeDeleteFile

VirtualizeHKCRLite

CorrectFilePaths

VirtualRegistry



Symptoms

ERROR_ELEVATION_REQUIRED

Fix description

Tries again, requesting elevation



Symptoms

Fails explicit administrator check

Fix description

Lies
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return TRUE;



Symptoms

Can’t create in Global namespace

Fix description

Creates in Local namespace



Symptoms

Can’t delete files

Fix description

Pretends to delete files



Symptoms

Can’t register COM components

Fix description

Registers them per-user



Symptoms

Registering type library fails

Fix description

Registers type library per-user
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1" 
manifestVersion="1.0">
<assemblyIdentity type="win32" processorArchitecture="*" 

version="1.0.0.0" name="MyApplication.exe"/>
<description>My totally sweet Vista application</description>
<ms_asmv2:trustInfo xmlns:ms_asmv2="urn:schemas-microsoft-

com:asm.v2">
<ms_asmv2:security>

<ms_asmv2:requestedPrivileges>

<ms_asmv2:requestedExecutionLevel level="asInvoker || 
highestAvailable || requireAdministrator"/>

</ms_asmv2:requestedPrivileges>
</ms_asmv2:security>

</ms_asmv2:trustInfo>
</assembly>









Symptoms

Requires admin

Fix description

Prompts for elevation



Symptoms

Had both admin and standard user views

Fix description

Provides most powerful token



Symptoms

Prompting unnecessarily

Fix description

No more prompt



Symptoms

Not fixed as a legacy setup

Fix description

Flags it as a legacy setup



Symptoms

Flagged as a legacy setup inappropriately

Fix description

No longer flagged as a legacy setup
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