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Module 1 
Designing IIS Web Farms 

Contents: 
Lab Answer Keys 2 
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Lab Answer Keys 
Designing IIS Web Farms 

Exercise 1: Design Hardware Platform 

Scenario #1 

You are the Enterprise Administrator for a publishing company. Your company has a website currently 
running on a single 32 bit server. A new version of the website written in asp.net 2.0 has been released 
and the number of customers and traffic on the website is rapidly increasing. Your company wants to 
capitalize on the popularity of the website and market it to a broader audience and add additional 
functionality to drive more sales.  

The end user performance on the website has been declining as traffic has increased. Additionally there 
are frequent spikes in CPU utilization that occur in conjunction with application pool recycling.  

You’ve been asked to design a web server infrastructure that will support 100 times the current traffic and 
provide high availability during planned and unplanned server outages and provide data center 
redundancy.  

Scenario #2 

Existing web farm supporting single website is going to be expanded to include an additional 2 major 
websites. The amount of traffic is expected to triple with the addition of these websites. Each website is 
expected to have large seasonal traffic spikes at different times of the year.  

The main tasks for this exercise are as follows: 

1. Review hardware options and design hardware platform 

 

Task 1: Review hardware options and design hardware platform  

• Select 64 bit platform 

Results: After this exercise, you should have reviewed hardware options and platform 
and selected 64 bit platform.  

Exercise 2: Design Web Farm Availability and Scalability 

Scenario #1 

You are the Enterprise Administrator for a publishing company. Your company has a website currently 
running on a single 32 bit server. A new version of the website written in asp.net 2.0 has been released 
and the number of customers and traffic on the website is rapidly increasing. Your company wants to 
capitalize on the popularity of the website and market it to a broader audience and add additional 
functionality to drive more sales.  

The end user performance on the website has been declining as traffic has increased. Additionally there 
are frequent spikes in CPU utilization that occur in conjunction with application pool recycling.  

You’ve been asked to design a web server infrastructure that will support 100 times the current traffic and 
provide high availability during planned and unplanned server outages and provide data center 
redundancy.  
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Scenario #2 

Existing web farm supporting single website is going to be expanded to include an additional 2 major 
websites. The amount of traffic is expected to triple with the addition of these websites. Each website is 
expected to have large seasonal traffic spikes at different times of the year. 

The main tasks for this exercise are as follows: 

1. Create a design document consisting of multiple web farms. 

 

Task 1: Create a design document consisting of multiple web farms. 

• Create a conceptual design diagram consisting of multiple web farms. 

• Evaluate Need for Web Farm 

• Design Load Balancing 

Results: After this exercise, you should have created a design diagram consisting of 
multiple web farms. Evaluated Need for Web Farm and Planned Load Balancing. 

Exercise 3: Design Web Site Availability and Scalability 

Scenario #1 

You are the Enterprise Administrator for a publishing company. Your company has a website currently 
running on a single 32 bit server. A new version of the website written in asp.net 2.0 has been released 
and the number of customers and traffic on the website is rapidly increasing. Your company wants to 
capitalize on the popularity of the website and market it to a broader audience and add additional 
functionality to drive more sales.  

The end user performance on the website has been declining as traffic has increased. Additionally there 
are frequent spikes in CPU utilization that occur in conjunction with application pool recycling.  

You’ve been asked to design a web server infrastructure that will support 100 times the current traffic and 
provide high availability during planned and unplanned server outages and provide data center 
redundancy.  

Scenario #2 

Existing web farm supporting single website is going to be expanded to include an additional 2 major 
websites. The amount of traffic is expected to triple with the addition of these websites. Each website is 
expected to have large seasonal traffic spikes at different times of the year. 

The main tasks for this exercise are as follows: 

1. Create a design document consisting of multiple web farms with all websites hosted on each 
server. 

 

Task 1: Create a design document consisting of multiple web farms with all websites 
hosted on each server. 

• Create a conceptual design diagram consisting of multiple web farms with all websites hosted on 
every server. 
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Results: After this exercise, you should have created a design diagram consisting of 
multiple web farms. Evaluated Need for Web Farm and Planned Load Balancing.  

Exercise 4: Design Website Configuration, Deployment and Consistency 

Scenario #1 

You are the Enterprise Administrator for a publishing company. Your company has a website currently 
running on a single 32 bit server. A new version of the website written in asp.net 2.0 has been released 
and the number of customers and traffic on the website is rapidly increasing. Your company wants to 
capitalize on the popularity of the website and market it to a broader audience and add additional 
functionality to drive more sales.  

The end user performance on the website has been declining as traffic has increased. Additionally there 
are frequent spikes in CPU utilization that occur in conjunction with application pool recycling.  

You’ve been asked to design a web server infrastructure that will support 100 times the current traffic and 
provide high availability during planned and unplanned server outages and provide data center 
redundancy.  

Scenario #2 
Existing web farm supporting single website is going to be expanded to include an additional 2 major 
websites. The amount of traffic is expected to triple with the addition of these websites. Each website is 
expected to have large seasonal traffic spikes at different times of the year. 

The main tasks for this exercise are as follows: 

1. Plan to automatically deploy website configuration using Xcopy deployment. 

 

Task 1: Plan to automatically deploy website configuration using Xcopy deployment. 

• Design batch files using the new Xcopy command to plan automatic deployment of website 
configuration to Windows Server 2008 with IIS installed. 

Results: After this exercise, you should have planned to automatically deploy website 
configuration using batch files and Xcopy deployment. 

Exercise 5: Design Website Content, Deployment and Consistency 

Scenario #1 

You are the Enterprise Administrator for a publishing company. Your company has a website currently 
running on a single 32 bit server. A new version of the website written in asp.net 2.0 has been released 
and the number of customers and traffic on the website is rapidly increasing. Your company wants to 
capitalize on the popularity of the website and market it to a broader audience and add additional 
functionality to drive more sales.  

The end user performance on the website has been declining as traffic has increased. Additionally there 
are frequent spikes in CPU utilization that occur in conjunction with application pool recycling.  

You’ve been asked to design a web server infrastructure that will support 100 times the current traffic and 
provide high availability during planned and unplanned server outages and provide data center 
redundancy.  
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Scenario #2 

Existing web farm supporting single website is going to be expanded to include an additional 2 major 
websites. The amount of traffic is expected to triple with the addition of these websites. Each website is 
expected to have large seasonal traffic spikes at different times of the year. 

The main tasks for this exercise are as follows: 

1. Plan to automatically deploy website content using Xcopy deployment. 

 

Task 1: Plan to automatically deploy website content using Xcopy deployment. 

• Design batch files using the new Xcopy command to plan automatic deployment of website 
content to Windows Server 2008 with IIS installed. 

Results: After this exercise, you should have planned to automatically deploy website 
content using batch files and Xcopy deployment. 

 

 



 Optimizing IIS Performance and Stability 2-1 

Module 2 
Optimizing IIS Performance and Stability 

Contents: 
Lab Answer Keys 2 
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Lab Answer Keys 
Lab: Optimizing IIS Performance and Stability 

Exercise 1: (Level 300) Design and Test Application Pools 

Scenario 

You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

The website applications consist of two written in asp.net 1.0, four written in asp.net 1.1 and two written in 
asp.net 2.0. Two of the asp.net 1.1 applications are maintained by an outside organization. These two 
applications are frequently updated and have been known to experience memory leaks from time to time 
(appropriate application pool separation). 

You want to prevent large amounts of activity on any single website from seriously degrading the 
performance of other websites (using both bandwidth throttling and Windows System Resource Manager 
– the vendor should provide a table showing what the allocated bandwidth should be per application). 
There is a different group of website administrators for each site. They are responsible for continuous 
monitoring and website updates. 

Sites Application Comments 

2 ASP.net 1.0 Each site is monitored by a different group of 
administrators. 

4 ASP.net 1.1 2 of these sites are maintained by an outside 
organization. Frequently updated and known 
to leak memory from time to time. Each site is 
monitored by a different group of 
administrators. 

2 ASP.net 2.0 Each site is monitored by a different group of 
administrators. 

 

The main tasks for this exercise are as follows: 

1. Identify the necessary Application Pools to create. 

2. Design auto deployment of Application Pools created 

 

Task 1: Identify Application Pools 

• Create the Application Pool and setting for ASP.NET 1.0 applications 

• Create the Application Pool and settings for ASP.net 1.1 applications 

• Create the Application Pool and settings for ASP.net 2.0 applications 

• Create Application Pool and settings for ASP.net 1.1 Misbehaving applications. 
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Task 2: Design Deployment of Application Pools 

• Create scripts to deploy App Pools and settings for each application pool create in Task 1. 

Results: After this exercise, you should have created a drawing showing application isolation 
and a document describing automatically deploying application isolation solution. Provide the 
results of the exercise so students will know when and if they have completed the lab exercise 
successfully. 

Exercise 2: (Level 300) Design and Test Script Maps 

Scenario 

You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

The website applications consist of two written in asp.net 1.0, four written in asp.net 1.1 and two written in 
asp.net 2.0. Two of the asp.net 1.1 applications are maintained by an outside organization. These two 
applications are frequently updated and have been known to experience memory leaks from time to time 
(appropriate application pool separation). 

You want to prevent large amounts of activity on any single website from seriously degrading the 
performance of other websites (using both bandwidth throttling and Windows System Resource Manager 
– the vendor should provide a table showing what the allocated bandwidth should be per application). 
There is a different group of website administrators for each site. They are responsible for continuous 
monitoring and website updates. Provide a description of the scenario here in normal text. The lab 
scenario is a fictitious business case and is specified in the CDS. 

The main tasks for this exercise are as follows: 

1. Identify the necessary script mappings for each type of application. 

2. Design automatic deployment of script mappings. 

 

Task 1: Identify Script Mappings 

• Identify script mappings for each application file type. 

Task 2: Design Auto Deployment of Script Mappings 

• Create scripts to automatically deploy Script Mappings for each file type. 

Results: After this exercise, you should have created a design document identifying script 
mappings as well as a document with plans for auto deployment of script mappings. Provide 
the results of the exercise so students will know when and if they have completed the lab 
exercise successfully. 

Exercise 3: (Level 250) Design and Test Bandwidth Allocation 

Scenario 

Provide a description of the scenario here in normal text. The lab scenario is a fictitious business case and 
is specified in the CDS. 
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You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

The website applications consist of two written in asp.net 1.0, four written in asp.net 1.1 and two written in 
asp.net 2.0. Two of the asp.net 1.1 applications are maintained by an outside organization. These two 
applications are frequently updated and have been known to experience memory leaks from time to time 
(appropriate application pool separation). 

You want to prevent large amounts of activity on any single website from seriously degrading the 
performance of other websites (using both bandwidth throttling and Windows System Resource Manager 
– the vendor should provide a table showing what the allocated bandwidth should be per application). 
There is a different group of website administrators for each site. They are responsible for continuous 
monitoring and website updates. 

The main tasks for this exercise are as follows: 

• Identify the necessary bandwidth allocation for each application. 

• Design automatic deployment of bandwidth allocation. 

 

Task 1: Identify Bandwidth Allocation 

• Identify bandwidth allocation per application. 

Task 2: Design Auto Deployment of Bandwidth Allocation 

• Create scripts to automatically deploy bandwidth allocation for each file application. 

Results: After this exercise, you should have created a design document identifying bandwidth 
allocation per application as well as a document with plans for auto deployment of bandwidth 
allocation. Provide the results of the exercise so students will know when and if they have 
completed the lab exercise successfully. 

Exercise 4: (Level 250) Design and Test Website Logging 

Scenario 

You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

The website applications consist of two written in asp.net 1.0, four written in asp.net 1.1 and two written in 
asp.net 2.0. Two of the asp.net 1.1 applications are maintained by an outside organization. These two 
applications are frequently updated and have been known to experience memory leaks from time to time 
(appropriate application pool separation). 

You want to prevent large amounts of activity on any single website from seriously degrading the 
performance of other websites (using both bandwidth throttling and Windows System Resource Manager 
– the vendor should provide a table showing what the allocated bandwidth should be per application). 
There is a different group of website administrators for each site. They are responsible for continuous 
monitoring and website updates. 
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You want to prevent large amounts of activity on any single website from seriously degrading the 
performance of other websites (using both bandwidth throttling and Windows System Resource Manager 
– the vendor should provide a table showing what the allocated bandwidth should be per application). 
There is a different group of website administrators for each site. They are responsible for continuous 
monitoring and website updates. Provide a description of the scenario here in normal text. The lab 
scenario is a fictitious business case and is specified in the CDS. 

The main tasks for this exercise are as follows: 

1. Identify the necessary bandwidth allocation for each application. 

2. Design automatic deployment of bandwidth allocation. 

 

Task 1: Identify Logging Options 

• Identify logging options for each Web site. 

Task 2: Design Auto Deployment of Logging Options 

• Create scripts to automatically deploy logging options for each Web site 

Results: After this exercise, you should have created a design document identifying logging 
structure as well as a document with plans for auto deployment of logging structure and fields. 
Provide the results of the exercise so students will know when and if they have completed the 
lab exercise successfully. 
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Module 3 
Designing IIS Security 

Contents: 
Lab Answer Keys 2 
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Lab Answer Keys 
Lab: Designing IIS Security 

Exercise 1: (Level 200) Design and Verify Transport Security 

Scenario 

You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

Website #1 is a commerce application where public users can purchase books. Users of this website create 
a login profile that is stored in a SQL Server database. Payment transactions occur using credit cards (SSL) 
and those transactions must be secured. Website #2 is a subscription industry research service where 
registered users can download materials with non-disclosure restrictions. Those materials are highly 
sensitive (certificate based client authentication should be required). A subset of the registered users 
regularly publish materials to the site. 

There is a group of IIS administrators who are responsible for site performance and availability. There is a 
different group of website administrators for each site. They are responsible for website activity 
monitoring and website updates. You want to prevent administrators from making any changes to 
websites other than the one they are responsible for. 

The main tasks for this exercise are as follows: 

1. Design auto deployment of SSL Certificates. 

2. Redirect websites for SSL.  

 

Task 1: Design Auto Deployment of SSL Certificates  

• Create scripts to deploy SSL Certificates to websites. 

Task 2: Redirect Websites for SSL 

• Plan to redirect websites to use SSL 

• Verify redirection of websites to port 443 

Results: After this exercise, you should have a drawing showing a conceptual design of your 
plan to deploy and redirect SSL Transport.  

Exercise 2: (Level 200) Design and Verify Authentication and Authorization 
Methods 

Scenario 
You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

Website #1 is a commerce application where public users can purchase books. Users of this website create 
a login profile that is stored in a SQL Server database. Payment transactions occur using credit cards (SSL) 
and those transactions must be secured. Website #2 is a subscription industry research service where 
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registered users can download materials with non-disclosure restrictions. Those materials are highly 
sensitive (certificate based client authentication should be required). A subset of the registered users 
regularly publish materials to the site. 

There is a group of IIS administrators who are responsible for site performance and availability. There is a 
different group of website administrators for each site. They are responsible for website activity 
monitoring and website updates. You want to prevent administrators from making any changes to 
websites other than the one they are responsible for. 

The main tasks for this exercise are as follows: 

1. Plan to deploy Client SSL Certificate 

2. Plan Access for Site #1 

3. Plan Access for Site #2 

 

Task 1: Plan to Deploy Client SSL Certificate  

• Plan deployment of Client SSL Certificate 

Task 2: Plan Access for Site #1 

• Verify forms-based authentication is enabled for site #1 in web.config file. 

Task 3: Plan Access for Site #2  

• Plan user account for authentication 

• Map client certificate to user account created 

• Redirect requests to SSL 

• Verify redirection and access to site. 

Results: After this exercise, you should have a drawing showing a conceptual design of your 
plan to deploy certificate based authentication for site #2 and initial anonymous access to site 
#1. 

Exercise 3: (Level 250) Design and Verify Delegation Administration 

Scenario 

You are the Enterprise Administrator for a publishing company. Your company has multiple websites 
running on web farms spread across two data centers. All web servers are identical in configuration and 
content, hosting all websites. 

Website #1 is a commerce application where public users can purchase books. Users of this website create 
a login profile that is stored in a SQL Server database. Payment transactions occur using credit cards (SSL) 
and those transactions must be secured. Website #2 is a subscription industry research service where 
registered users can download materials with non-disclosure restrictions. Those materials are highly 
sensitive (certificate based client authentication should be required). A subset of the registered users 
regularly publish materials to the site. 

There is a group of IIS administrators who are responsible for site performance and availability. There is a 
different group of website administrators for each site. They are responsible for website activity 
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monitoring and website updates. You want to prevent administrators from making any changes to 
websites other than the one they are responsible for. 

The main tasks for this exercise are as follows: 

1. Plan Administrative Groups 

2. Plan Permissions 

 

Task 1: Plan Administrative Groups 

• Plan administrative groups and global groups for IIS Administrators for website # 1 and 2 on the 
domain controller. 

Task 2: Plan Permissions 

• Design updated web.config files with administrative access permissions on web server. 

Results: After this exercise, you should have a conceptual document for web server and web 
site administration. 
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Module 4 
Design IIS Maintenance and UDDI 

Contents: 
Lab Answer Keys 2 
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Lab Answer Keys 
Lab: Design IIS Maintenance and UDDI 

Exercise 1: Design a Web Server Backup and Recovery Strategy 

Scenario 

Contoso has asked you to design and implement a web farm infrastructure for a distributed web farm 
based on service level agreements. It will include a backup and recovery plan. Each site will have a three 
node web farm, a SQL database, and SAN storage for the website content. 

In this exercise you will identify what servers need to be deployed to two different sites, New York and 
London, to create a distributed web farm for an e-commerce site. The two web farms will run the same 
website and web application. They are connected through a dedicated WAN link. 

All servers will be a member of the same Active Directory domain. Domain controllers already exist at 
both sites. The web farm servers will share identical configuration and content. The administrators at New 
York will be responsible for all management and updating. You will also identify what services and 
applications to install. Then, design a backup plan for both content and configuration information. 

There are no legacy or SMTP applications, so no metabase will be necessary.  

The main tasks for this exercise are as follows: 

1. Specify the servers and storage at New York and London. 

2. Create a backup strategy. 

3. Design a recovery process. 

 

Task 1: Specify the servers and storage at New York and London 

• List the servers necessary to provide the service. For each device, list the services and applications 
required. 

• The content and SQL database need to be highly available, so include a SAN installation at both 
sites. 

• Determine how to best replicate configuration and content between the two sites. 

Task 2: Specify a backup strategy 

• Now, prepare the two sites for disaster recovery. What items need to be backed up? 

• The organization would like to be able to recover either site completely should the entire 
location be lost. Prepare a backup scheme that would allow for either site to be restored 
completely.  

Task 3: Design a recovery process 

• One of the London servers has been compromised by a hacker. Create a process to restore the 
web farm member to its proper configuration. 

• Create a process to follow should the London site need to be completely recovered from bare 
metal servers. 
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Results: After this exercise, you should have architected the London and New York sites. Each 
site will contain three web farm members, a SAN, and a SQL server. The SAN will contain SQL 
data, content data, and a shared applicationhost.config. The data will replicate across a WAN 
link from New York to London. You will also have created a backup strategy for the SAN 
including off-site storage. Finally, you will have created a step-by step process for rebuilding a 
site in the case of a disaster. 

Exercise 2: Design and test web server monitoring 

Scenario 

In this exercise we will identify how to monitor our new web farm. Contoso wants to be able to collect real 
time and historical data on the web service performance. In addition, they would like to be notified of 
problems such as application pool cycling, excessive requests, and, non-functioning servers. 

The main tasks for this exercise are as follows: 

1. Identify what System Center Management Packs Contoso needs to deploy to monitor the web 
services. 

2. Create a deployment plan for monitoring the web services with System Center Operations 
Manager. 

 

Task 1: Implementing a monitoring scheme 

• List those network elements which the web farm relies upon. 

• Identify management packs which should be deployed to monitor these items. 

• Discuss what items could be included in a management console customized for web 
administrators. 

• Along with server to server connectivity, It will be important that firewalls, storage, and Active 
Directory is available. Management packs for each of these items should be deployed and 
included in the management console.  

Task 2: Create a deployment plan 

• All management of the web farm is primarily performed by the New York administrators. 
However, the organization would like to be able to monitor each site should the link between the 
two fail.  

• Create a plan to deploy System Center Operations Manager to monitor the web farm. Include 
server locations, management packs, and management consoles. 

Results: After this exercise, you should have listed the management packs that will be 
necessary for thorough monitoring of the web farm and created a plan for the deployment of 
Operations Manager. 
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Exercise 3: Design UDDI Deployment 

Scenario 

Contoso has been asked by some business partners if they utilize UDDI for service location. In addition, 
Contoso developers feel that they could benefit from the ability to locate existing services before they 
create new, overlapping ones. 

We have decided to deploy UDDI that has both an internet facing and internal. For testing purposes, 
create a second, smaller UDDI service. Deploy the enterprise UDDI service on the existing web farm. 

The main tasks for this exercise are as follows: 

1. Identify changes to the infrastructure that will be necessary to deploy UDDI. 

2. Create a deployment plan for a new UDDI infrastructure. 

 

Task 1: Identify changes to the infrastructure for UDDI 

• You have been tasked with managing the hardware and infrastructure deployment for UDDI at 
Contoso. Identify what services need to be deployed or changed. 

• For the two UDDI services (testing and enterprise), list the security groups and place the following 
roles in the appropriate place: 

• Domain Users 

• Authorized user on web server 

• Developers 

• UDDI developer 

• Network Administrator 

• One stand alone UDDI can serve as the testing UDDI. It can be internal to the network with no 
access to the internet. The UDDI service can be deployed on the existing web farm. 

Security Group Testing Server Role Testing Server Role 

Domain Users None User

Authorized Web 
users 

None User

Developers Publisher (can be user for greater control) Coordinator 

UDDI Developer Coordinator Coordinator 

Network 
Administrator 

Administrator Administrator 
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Task 2: Create a deployment plan 

• Create a plan to deploy both UDDI services in the enterprise. Identify security, network, and 
process changes.  

• Develop a process for testing, approving, and migrating UDDI objects to the enterprise UDDI 
service. 

Results: After this exercise you will have developed a UDDI deployment plan that accounts for 
security, infrastructure, and process. 

Exercise 4: Troubleshooting application pool instability 

Scenario 

A year later, a new web farm location is added in Paris. It was created using older repurposed servers. 
These servers have two processors on 32 bit hardware. Now, the web farms all contain 4 ASP.NET. 
applications. 

Although the New York and London sites are functioning as normal, the Paris site is frequently non-
responsive due to reaching virtual memory thresholds. 

The local technical specialist configured automatic recycling to occur at a 2 GB threshold on the Paris web 
servers. This has increased the availability of the sites, but server performance is suffering because the 
application pool is frequently automatically recycling. 

The main tasks for this exercise are as follows: 

1. Identify and resolve the application pool problem at the Paris site. 

 

Task 1: Identify and resolve the application pool problem. 

• The New York and London sites are running identical applications to the Paris site and 
experiencing no problems. As a result, we can conclude that the applications do not have any 
memory leaks or other flaws. 

• Although the Paris site was originally built with repurposed hardware, the problem is such that 
the organization needs to resolve the problem and is willing to invest in a solution. 

• Create a plan to resolve the application pool issue on the Paris web farm. 

• The applications and server load require the expanded memory thresholds of 64 bit hardware. 
Replace the older hardware in the Paris web farm with 64 bit servers.  

Results: After this exercise you will have identified the problem with the Paris servers and 
created a plan for resolving their performance issues. 
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Module 5 
Designing a Terminal Services Infrastructure 

Contents: 
Lab Answer Keys 2 
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Lab Answer Keys 
Lab: Designing a Terminal Services Infrastructure 

Exercise 1: Design Terminal Services RemoteApp Programs 

Scenario 

In this exercise you are the Enterprise Administrator for a company that has recently upgraded all 
desktops to the Vista operating system. Your company wants to make two lines of business applications 
available to users. The application consists of a thick client and back end database systems. There is 
typically a large amount of network communication between the thick client and the back end systems. 
You want to make these applications accessible from the users’ desktops without impacting network 
traffic on the client computer subnets. You want to avoid having users separately authenticate to these 
applications through RemoteApp and single sign-on. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario. 

2. Generate a conceptual configuration for Terminal Services RemoteApp that meets the business 
and technical requirements of the scenario. 

3. Generate a conceptual design for deploying Terminal Services RemoteApp Programs using a file 
share. 

 

Task 1: Identify and document business and technical requirements from the scenario 

• Identify and document business requirements from the scenario.  

• IdIdentify and document technical requirements from the scenario. 

Task 2: Generate a conceptual configuration for Terminal Services RemoteApp that 
meets the business and technical requirements of the scenario 

• Your company wants you to design a .p file that will be distributed to hundreds of client 
computers. 

• You You must design this conceptual configuration to meet the requirements of the scenario. Be 
sure to account for the line-of-business applications and single sign-on. 

Task 3: Generate a conceptual design for deploying Terminal Services RemoteApp 
Programs using a file share 

• Draw a network architecture that accounts for all of the teApp deployment components involved 
in deploying Terminal Services RemoteApp Programs using a file share. 

• Identify how you would configure the server that is hosting the RemoteApp programs. 

• Identify how you would add RemoteApp programs, being sure to briefly describe how you would 
configure global deployment settings. 

• Be sure to describe how TS RemoteApp Manager can be used to fulfill this task. 

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario, described a .rdp file that includes the two LOB applications, described single 
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sign-on configuration, and drawn and described a network architecture that includes a client 
computer, file share, and terminal server, and shown how the .rdp file is added to the file share 
using TS RemoteApp 

Exercise 2: Design Terminal Services Corporate Desktop 

Scenario 

In this exercise you are the Enterprise Administrator for a company that has a wide variety of desktop 
operating systems in use. There are no immediate plans to upgrade all of the desktops. Your company 
wants to make several applications available to all users that will not run on many of the existing 
operating systems. You want to make all local desktop peripheral devices and hard drives available for use 
with these applications. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario. 

2. Generate a conceptual design for deploying Terminal Services RemoteApp programs through TS 
Web Access. 

 

Task 1: Identify andTask 1: Identify and document business and technical requirements 
from the scenario 

• Identify and document business requirements from the scenario. 

• Identify and document technical requirements from the scenario. 

Task 2: Generate a conceptual design for deploying Terminal Services RemoteApp 
programs through TS Web Access 

• Draw a network architecture that accounts for all of the components involved in deploying 
Terminal Services RemoteApp Programs using TS Web Access. 

• Describe the tasks involved in deploying RemoteApp programs through TS Web Access, being 
sure to include the requirements from Task 1. 

Results: identified the business and technical requirements from the scenario, drawn and 
described a network architecture that includes a client computer, TS Web Access server, and 
Terminal Server, and described the five tasks involved in deploying RemoteApp programs 
through TS Web Access. 

Exercise 3: Design Terminal Services Gateway and Web Access 

Scenario 

In this exercise, you are the Enterprise Administrator for Contoso, a global consulting company that has a 
highly mobile workforce. This workforce is often working at customer locations behind firewalls. Many of 
the consultants also utilize internet kiosks at airports. Your company wants to make several applications 
available to all users regardless of their location and client connectivity. When they are using company 
laptop computers, you want to make all local desktop peripheral devices and hard drives available for use 
with these applications.  
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The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario. 

2. Generate a conceptual design for terminal TS Gateway and Web Access. 

 

Task 1: Identify aTask 1: Identify and document business and technical requirements 
from the scenario 

• Identify and document business requirements from the scenario. 

• Identify and document technical requirements from the scenario. 

Task 2: Generate a conceptual design for terminal TS Gateway and TS Web Access 

• RemoteApp programs have already been deployed on the terminal server, and TS Web Access 
has already been deployed across the company intranet. 

• Draw and describe a network architecture that allows users to access the TS Web Access server 
from the internet. 

Results:In this exercise, you should have identified the business and technical requirements 
from the scenario and drawn and described a network architecture that includes a TS Gateway 
server and TS Web Access server in the perimeter network, with terminal servers that host 
RemoteApp programs behind the company firewall 

Exercise 4: Design Terminal Services Gateway Policies, Connection 
Authorization Policies, and Resource Access Policies 

Scenario 
Due to a company a data breach at Contoso, the company must now design a tighter security policy that 
will affect the TS Gateway and Web Access project you recently designed. When users are using other 
means of access you want to ensure maximum security of the corporate network through web access, TS 
gateway, connections authorization policies and resource access policies. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario. 

2. Generate a detailed design document to improve security in TS Gateway and Web Access. 

 

Task 1: Identify and document business and technical requirements from the scenario 

• Identify and document business requirements from the scenario. 

• Identify and document technical requirements from the scenario. 

Task 2: Generate a detailed design document to improve security in TS Gateway and 
Web Access 

• Contoso wants you to allow access by the Human Resources user group only to the HR 
Computers computer group and also wants you to disable client device redirection. 
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• Detail how you would use Terminal Services authorization policies to improve security given the 
above guidelines. 

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario and generated a design document containing a TS connection authorization 
policy and TS resource authorization policy. The TS CAP and TS RAP should allow only the 
specific user and computer groups listed in the second task. 
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Lab: Designing a Terminal Services Infrastructure 

Exercise 1: Design highly available Terminal Services 

Scenario 

You are the Enterprise Administrator for Contoso Corporation. Contoso plans to utilize Terminal Services 
exclusively to provide desktop environments to its workforce of 1,000 users. Contoso wants to make the 
desktop environment highly available and highly scalable. You also want user’s data files and profiles to 
be highly available. You also want users to reconnect to their existing sessions in the event of a 
disconnection not accompanied by a log-off. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario 

2. Generate a cGenerate a conceptual design for IP load balancing and failover session directory 

 

Task 1: Identify and document business and technical requirements from the scenario 

• Identify and document business requirements from the scenario class="ln1">Identify and 
document technical requirements from the scenario 

Task 2: Generate a conceptual design for IP load balancing and failover session directory 

• Draw a network architecture that includes all components required in deploying Network Load 
Balancing with terminal server. 

• Describe how you will configure the NLB cluster to fulfill the business and technical requirements 
of the scenario.  

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario, drawn a network architecture that includes at least two computers, each on 
the same subnet and domain, and each only configured for TCP/IP. You should also have a 
NLB cluster configuration that includes host parameters, cluster parameters, and port rules that 
apply only to RDP traffic. 

Exercise 2: Design Group Policy for Terminal Services 

Scenario 

Contoso needs to be able to rapidly deploy configuration changes to all of the terminal servers and 
ensure configuration consistency among the terminal servers. You want to enforce specific settings for 
users during terminal services sessions, specifically that Terminal Services clients can only connect to 
network resources through TS Gateway and that each terminal services session uses the Terminal Services 
Easy Print printer driver first. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario 

2. Generate a conceptual design document for implementing group policy specific to terminal 
servers 
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Task 1: Identify and document business and technical requirements from the scenario 

• Identify and document business requirements from the scenario 

• Identify and document technical requirements from the scenario 

Task 2: Generate a conceptual design document for implementing group policy specific 
to terminal servers 

• Describe a Group Policy that configures, enables, and enforces the business and technical 
requirements of the scenario. 

• The Group Policy setting Set the TS Gateway Server Authentication Method is already configured 
to enforce Windows authentication by passwords. 

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario and described a group policy that enables and enforces the Group Policy 
settings Enable Connections Through TS Gateway and Set the TS Gateway Server Address on 
the TS Gateway server, and enables the Use Terminal Services Easy Print printer driver first 
setting on the terminal server. 

Exercise 3: Design resource management for Terminal Services 

Scenario 

In this exercise, Contoso wants to prevent large amounts of activity on a single Terminal Services session 
from seriously degrading the performance of other sessions, and also want each session to be guaranteed 
a minimum of 5 percent server performance capability. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario 

2. 2. Generate a conceptual design for server resource allocation among terminal services sessions 

 

Task 1: Identify and document business and technical requirements from the scenario 

• Identify and document business requirements from the scenario 

• Identify and document technical requirements from the scenario 

Task 2: Generate a conceptual design for server resource allocation among terminal 
services sessions 

• Process-matching criteria have already been configured for Terminal Services sessions. 

• Describe the resource-allocation policies you would create to fulfill the business and technical 
requirements of the scenario. 

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario and generated a conceptual resource-allocation policy that includes CPU 
and memory allocations that fulfill the requirements of the scenario. 
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Exercise 4: Design monitoring for Terminal Services 

Scenario 

In this exercise, Contoso wants the Terminal Services administrative staff to be notified immediately upon 
the occurrence of any situation that causes an outage or severe performance degradation of any terminal 
server, and particularly the TS Web Access servers. 

The main tasks for this exercise are as follows: 

1. Identify and document business and technical requirements from the scenario 

2. Generate a conceptual design for Terminal Services monitoring with specific monitoring 
definitions for the TS Web Access servers 

 

Task 1: Identify and analyze the requirements as they relate to TS service level and 
performance monitoring 

• Identify and document business and technical requirements from the scenario. 

• Describe how the identified requirements apply to Terminal Services monitoring. 

Task 2: Generate a conceptual design for Terminal Services monitoring with specific 
monitoring definitions for the TS Web Access servers 

• No monitoring definitions are currently in place. 

Describe the monitoring definitions you would implement to fulfill the business and technical 
requirements of the scenario. 

Results: After this exercise, you should have identified the business and technical requirements 
from the scenario and described how they apply to TS monitoring. You should also have 
generated a conceptual design for TS monitoring that includes a Service Health Check, a 
"Service Unavailable" notification, and multiple Performance Threshold alerts. 
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Lab: Design a Windows Media Infrastructure 

Exercise 1: Design Windows Media Services for Live Streaming 

Scenario 

You are the Enterprise Administrator for Contoso, a multi-national company with locations in New York, 
London, Tokyo, and Seoul. Your company wants to broadcast live quarterly company meetings from the 
New York headquarters to the entire company. Several hundred will connect via dial-up. 

The default stream averages 256 kbps. 

In this exercise you will identify and analyze the requirements as they relate to Windows Media Services 
and optional components. Then you will create a conceptual design for WMS server placement and server 
roles and supported protocols. 

The London site contains routers that will not broadcast multicast packets. 

Site  Users Comments 

New 
York 

500 Live stream source. Supports 200 dial-in clients.

London  250 No multicast capable routers. Connected to New York with a direct link. 

Tokyo 100 Connected to New York with a direct link.

Seoul 100 Connected to Tokyo via internet link.

The main tasks for this exercise are as follows: 

1. Identify the necessary servers required for each location.  

2. Identify the transport protocols used between servers and by clients 

3. Compute the bandwidth requirements between sites and within each site. 

 

Task 1: Identify server requirements. 

• Identify the servers, including OS version and software, that will need to be sourced at the New 
York site to encode and deploy a live webcast. Design for high availability. 

• Identify the server resources required in London, including OS version and software, for the most 
efficient delivery of live content. 

• Identify the server resources required in Seoul and Tokyo, including OS version and software, for 
the most efficient delivery of live content. Design for affordability, identifying servers that could 
be used for other services as well. 

• Draw the network, including connections between servers. 

Task 2: Identify Bandwidth and protocol 

• On the network map created in the previous task, identify the protocol used between each server. 

Question: How should you secure the connection between Tokyo and Seoul? 
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Answer 

• Calculate the bandwidth requirements for each link and for the cost on each local network for 
the clients to connect. 

Results: After this exercise, you should have created a drawing showing servers in the 
appropriate locations to successfully broadcast the live stream to all sites and dial up clients. 

Exercise 2: Design WMS infrastructure for on-demand content. 

Scenario 

Contoso would now like to expand their WMS infrastructure to store the company meetings and make 
them available on demand. Upon the completion of the presentation, users should be able to 
immediately connect to a WMS distribution point and start viewing the meeting. 

In this exercise we will add on-demand capabilities to the WMS installation we created in the previous 
exercise. 

The main tasks for this exercise are as follows: 

1. Identify changes to architecture for on-demand content.  

2. Specify storage requirements. 

3. Secure content. 

 

Task 1: Modifying the installation for on-demand streaming 

• Analyze the existing architecture and identify any changes necessary to provide on-demand 
streaming. 

• Determine a high performance and high availability storage solution. 

Question: How would you best secure the data both on the server and during delivery? 

Answer 

Results: After this exercise, you should have made sure that all WMS servers, including the 
London servers, are capable of play while archiving. You should have written specifications for 
a highly available storage schema and protected the content with ACLs and DRM. 

Exercise 3: Troubleshooting poor performance of on-demand content 

Scenario 

On-demand clients in the Seoul and Tokyo offices are experiencing excessive buffering and choppy 
streams, suggesting a performance problem. Whatever your recommendations were for those two offices, 
the corporation decided to employ existing 32 bit servers at both locations for all WMS services. The 
unicast and multicast services are provided from the same server. The stream is encoded at a 1 mbps 
standard. There is no apparent network congestion,  

The main tasks for this exercise are as follows: 

1. Identify ways to increase server performance  

2. Prioritize performance increase options. 
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3. Create an implementation plan. 

 

Task 1: Troubleshooting poTask 1: Troubleshooting poor performance 

• Identify how you would confirm that network capacity is definitely not the buffering issue. 

• List actions that will increase the performance of the servers in Seoul and Tokyo. 

Task 2: Implementing a solution 

• Of the items in the list, which are most likely to cost effectively resolve the buffering issue? 
Prioritize the list on this criteria. 

• Create an implementation plan for resolving the buffering problem. 

• Substituting 64 bit machines will cause the most dramatic increase, if the budget is available. 

Results: After this exercise, you will be prepared to resolve the buffering problem by 
upgrading the hardware. 

Exercise 4: Design and test monitoring of Windows Media Services. 

Scenario 

You need to implement a monitoring solution for Windows Media Services. Contoso is already using 
Microsoft Operations Manager, so will deploy the WMS management pack as well as other service packs 
to keep track of the other elements that WMS requires.  

For this Exercise, refer to the Windows Media Services Management Pack Guide (WMS_MPGuide.doc) in 
the resource CD. 

The main tasks for this exercise are as follows: 

1. Plan deployment of WMS service pack. 

2. Identify other network elements to monitor that WMS functions. 

3. Specify those objects that should be available to a WMS administrator's Operations Manager 
console. 

 

Task 1: Deploy WMS management pack 

• Looking at the network map you created in exercise 1, identify which publishing points are 
mission critical. List these as points which you need to engage the Critical Publishing Point stop 
rule. 

• Create a naming convention for the critical publishing points rules so each rule is uniquely 
named. 

Task 2: Implementing a monitoring scheme 

• List those network elements which WMS relies upon to function. 

• Identify management packs which should be deployed to monitor these items. 

• Discuss what items could be included in a management console customized for WMS 
administrators. 
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• Along with server to server connectivity, It will be important that firewalls, storage, and IIS servers 
which are advertising WMS services be available 

Results: After this exercise, you will be prepared to use Operations Manager to monitor the 
WMS deployment  
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Exercise 1: Design a Test Server Consolidation Strategy 

Scenario 

You are an enterprise administrator for an organization with large web farms, development and test beds 
for those servers. You have noticed that a large amount of physical servers are being utilized as test and 
development environments for the web farm. By consolidating those servers onto a virtualized platform, 
you want to free up the investment in physical hardware and ease the management of a testing 
environment. 

Figure 1: Production Web Farm Architecture 

In this exercise, we will analyze the requirements for a test server infrastructure and plan that architecture. 

The main tasks for this exercise are as follows: 

1. Identify the elements of the production environment that need to be reproduced in the 
virtualized test environment. 

2. Identify the required resources for a standard test environment. 
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3. Plan a test environment.  

 

Task 1: Identify the Test Environment Elements 

• Looking at the sample architecture, list each element that is required for the web farm and 
determine how to recreate it in the virtualized test environment. 

Task 2: Identify the Required Resources for a Standard Test Environment. 

• We have decided to use System Center Virtual Machine Manager to provision and manage our 
virtual environment. 

• We have determined that each virtualized server in the test environment requires 512 MB. We 
can run four virtual machines on each virtual server. We want to make 512 MB of RAM also 
available for the host OS. 

• Identify the physical servers that we will need to build our virtualized environment. Include the 
amount of RAM required for hosts. 

• Identify security groups that will have access to the test environment. Include administrators, 
support personnel, and developers. 

Task 3: Plan the Test Environment 

• Create a schematic diagram of the test environment. Include physical and virtual machines. 

• Create a process for migrating tested applications to the production environment. 

Results: After this exercise, you should have identified the required resources for a test 
environment and created a schematic design of that test environment. 

 Exercise 2: Design and Test Virtualization and Migration of Legacy Server 

Scenario 

The organization also has some legacy applications that you must continue to support. The hardware 
servers are past their supported life and are starting to fail. Examine the plausibility of migrating these 
services to a virtualized environment to ease their support requirements. 

One server, running Windows Server 2003, provides a mission critical proprietary database. The hardware 
is now over 5 years old and is no longer supported by the manufacturer. Although the server must be 
constantly available, it averages 10% utilization of its processor. The service is not supported on a later OS.  

In this exercise we will establish a legacy server virtualization environment and plan for the migration of 
the first legacy server. 

The main tasks for this exercise are as follows: 

1. Expand the VMM architecture to provide legacy server virtualization  

2. Plan for the migration of the legacy server. 

3. Plan backup and security for the virtualized legacy server. 
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Task 1: Expand the VMM architecture to provide legacy server virtualization 

• The new server will require 1 GB of RAM but consumes negligible processor time on a modern 
server. The server needs dedicated connectivity to the local (192.168.16.x) network. 

• Identify a location within the schematic that you created for lesson 1 that we can add the legacy 
server, assuming that we can expand an existing host for the RAM requirements of the legacy 
server. 

Task 2: Plan for Migration of the Legacy Server 

• We have determined that we can store the legacy database itself on a pre-existing iSCSI SAN and 
have already migrated it. The SAN is accessible on a different physical TCP/IP network We want 
to migrate the server with a minimum of downtime. 

• Create a step by step plan for using VMM to migrate the server to the virtualized environment. 
Confirm that the image is healthy and accessible before the migration. 

Task 3: Enumerate Backup and Security for the Virtualized Server 

• Although the database is backed up on the SAN, we want to also be assured that the legacy 
server OS and application can be rapidly recovered if it becomes damaged or inoperable. There is 
no internal backup tool for the application. Create a strategy for backup and recovery of the 
virtualized legacy server. 

• The original server is accessible by two groups: the LOBdev group, which has access to read and 
write on the database and can log directly in to the server, and the LOBuser group, which has 
only read access to the data. Assign rights to the virtual machine that will allow for continued 
business function. 

Results: After this exercise, you should have created a plan for the migration of a legacy line of 
business server to the virtual environment, including security and backup considerations 

Exercise 3: Design Development Environment Isolation Using Virtual Server 

Scenario 

Now that the test environment is up and running, the developers would like to utilize it for isolation 
testing of new applications. They need to be able to create scenarios dynamically. 

The main tasks for this exercise are as follows: 

1. Discuss the roles of personnel in creating and using an isolated test bed. 

2. Discuss implications to storage, resources, and software of a provisioned test bed. 

 

Task 1: Implement Provisioning for VMM. 

• The application development team are about to embark on a long term project. They will require 
extensive testing scenarios as they proceed. They believe that ultimately the application will run 
on a three server web farm, a SQL server, and a domain controller. They will also need to 
implement a perimeter firewall and users both inside the simulated environment and outside, in 
the "internet." All of these servers will run Windows Server 2008 or Windows Vista. 

• As a group, discuss what roles the administrator, support personnel, and development team will 
assume in the VMM provisioning plan. 
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Task 2: Plan for Hardware and Software. 

• As a group, discuss the storage, networking, and resource requirements. Determine what 
hardware and licenses will need to be purchased. 

Results: After this exercise, you should have identified the personnel roles required for a VMM 
provisioning scheme and planned for any additional hardware and software purchase. 
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Exercise 1: Design virtual server host configuration 

Scenario 

You are the Enterprise Administrator for Contoso Corporation, which has recently consolidated servers 
from multiple test environments into a single shared, virtual test environment. The test environment 
needs to support web servers, application servers and SQL servers, and high availability configurations. 

In this exercise you will identify and document business and technical requirements as they apply to 
virtual server host configuration. You will also generate a conceptual plan for the implementation of a 
virtual server host configuration. 

The main tasks for this exercise are as follows: 

1. Identify business and technical requirements from the scenario 

2. Generate a conceptual plan for the implementation of a virtual server host configuration 

 

Task 1: Identify business and technical requirements from the scenario 

• Identify and document business requirements from the scenario 

• Identify and document technical requirements from the scenario 

Task 2: Generate a conceptual plan for the implementation of a virtual server host 
configuration 

• Describe the methodology of sizing destination servers and indicate below what performance 
you would measure per metric and why: 

Metric Performance Measured Reason

Processor   

Memory   

Network 
I/O 

  

Disk I/O   

Describe how you would plan the implementation of virtual server environment that includes web, 
application, SQL, and Terminal Services servers. 

Results: After this exercise, you should have identified the business and technical 
requirements from the scenario and completed the table above based on the concepts 
of virtual server host configuration. You should also have described the steps involved in 
planning a virtual server environment. 



 Designing Virtualization Provisioning 9-3 

Exercise 2: Design virtual server provisioning using System Center 

Scenario 

Contoso now needs you to streamline deployment of several pre-defined virtual servers. The four virtual 
server hosts are configured with four hyper-threaded CPUs, 16 GB ram, with four network cards each. You 
want to allow for dynamic CPU resource allocation based on workloads. 

In this exercise you will identify and document business and technical requirements as they apply to 
virtual server provisioning using System Center. You will also generate a conceptual design document 
outlining virtual server provisioning using System Center. 

The main tasks for this exercise are as follows: 

1. Identify business and technical requirements from the scenario 

2. Generate a conceptual design document outlining virtual server provisioning using System 
Center 

 

Task 1: Identify business and technical requirements from the scenario 

• Identify and document business requirements from the scenario 

• Identify and document technical requirements from the scenario 

Task 2: Generate a conceptual design document outlining virtual server provisioning 
using System Center 

• Each of Contoso's departments has its own files, scripts, and virtual disks that need to be 
accounted for and each department wants its own virtual machine host. The departments are as 
follows: 

• Finance, Human Resources, Information Technology, Security 

• Draw and describe a conceptual design document to outline how the virtual machine hosts and 
virtual machine libraries will be deployed assuming that placement defaults have not yet been set  

Results: After this exercise, you should have identified the business and technical requirements 
of the scenario. You should also have outlined the concept of adding virtual machine hosts and 
virtual libraries as well as the concepts of virtual machine placement and host ratings and how 
to set placement defaults for virtual machines to Resource maximization. 
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Send Us Your Feedback 
You can search the Microsoft Knowledge Base for known issues at Microsoft Help and Support before 
submitting feedback. Search using either the course number and revision, or the course title. 

 

Note Not all training products will have a Knowledge Base article – if that is the case, please ask your 
instructor whether or not there are existing error log entries.  

 

Courseware Feedback 
Send all courseware feedback to support@mscourseware.com. We truly appreciate your time and effort. 
We review every e-mail received and forward the information on to the appropriate team. Unfortunately, 
because of volume, we are unable to provide a response but we may use your feedback to improve your 
future experience with Microsoft Learning products. 

 

Reporting Errors 
When providing feedback, include the training product name and number in the subject line of your e-
mail. When you provide comments or report bugs, please include the following: 

• Document or CD part number  

• Page number or location  

• Complete description of the error or suggested change  

Please provide any details that are necessary to help us verify the issue. 

 

Important All errors and suggestions are evaluated, but only those that are validated are added to the 
product Knowledge Base article.  

 

 

http://go.microsoft.com/fwlink/?LinkId=64183
mailto:support@mscourseware.com
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