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1 Introduction

The KuppingerCole Leadership Compass provides an overfa@ndors and their product or service

offerings in a certain market segment. This Leadership compass focuses on the market sedASBof
(Cloud Access Security BroRer€ASBs address the challenges of security and compliance around the use
of cloud services. They provide security controls that are not available through existing security devices
and provide a point of control over access to cloud services by any useroamaify device. The market

for CASBs has evolved from the first products that focussed on the discovery of cloud usage, through
network access control points to become integrated cloud security solutions. These are sometimes called
CASB+ or CASB2

KuppingerColdeadershipCompass
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Report No.70614
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1.1 Market Segment

Most organizations are now using several cloud services as well@®mises and hosted IT services.

This hybrid environment has given rise to many challenges in the areas of management, swdirity
compliance. This is becaus® use of these services is not well integrated into the normal IT and access
governance processes and technologies found within organizatiemshermore, the use of these
servicereateother risks.

Employees and associates can use their personal ckemites to perform their jobs without reference to
their employer. Lineof business managers can acquire cloud services without perfomisingssessment

or considering the impact of these on compliandée requirements for control over the processamyl
storage of personalatafrom therecent EUGDPR iene exampleof these challenges. The uncontrolled
use of cloud services also increases cyfwks; cyber adversaries may obtain unauthorized access to steal
or corrupt data held in the services, agll as to plant malware that could then infect the organization
using them.

In an ideal world, the functionality to manage access to cloud services and to control the data that they
hold would be integrated with the normal access governance and cyberityeimols used by

organizations. However, these tools were slow to develop the required capabilities, and this has led to a
market in CASBs (Cloud Access Security brokers) to plug the gap. It is notable that some of the CASBs on
the market have alreadigeen acquired by major security software vendors and are being integrated into
their toolsets.

Detect
Cloud
Procu::ment Risk Analysis Shadou_r Cloud Monitor Cloud
Process Process Remediate All Usage
Cloud

Controls

Cloud Governance

Figurel: How CASB fits into Cloud Governance

Figure 1 illustrates how CASBs fit into the overall cloud governance probesmsicfunctionalities that
CASBprovide are:

Discovery of what cloud services are being used, by whom and for what data.
Control over who can use which services and whaa dain be transferred.

Protection of data in the cloud against unauthorized access and lea@sagell as cyber
threats.
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The products which address various aspects of this provide overlapping functionality and these solutions
include:

RightsManagement that provide granular access control over access to unstructured
files.

Data Leakage Preventigrthat provide discovery and control over the sharing,
transmissionandstorage in the cloud of specific classes of data.

Secure Web Gatewayghat protect websurfing devices from infection and enforce
company policies.

CloudAccessSecurityBrokersg that provide granular access over who can access cloud
services and theunhctions that they can perform.

Discovery Control Protection |
Rights Management | Sometimes include Over individual access| Against unauthorized
rules to detect specific| to unstructured files access to files includint

kinds of data if forwarded orleaked
Data Leakage Of specific kinds of Warn, report, Against unauthorized
Prevention data stored or being | quarantine, remove storage and
transmitted data, prevent transmission of specific
transmission types of data
Secure Web Gateway Access taJRLs Over which services | Protect websurfing

(URLSs) can be accesse devicesfrom infection
and malware filtering | and enforce company

policies.
Cloud AccesSecurity | Who is accessing whic| Granular control over | Against unauthorized
Broker cloud services who can accesshich | access to specific
transactions from services, transactions
where using which anddata
device
Access Governance | Of user, roles and Over entitlements Enforcement of
entitlements. against policies and allocation of

separation of duties. | entitlements that are
against policies and
separation of duties

The distinction between these types of product and the functionalities provided by Cloud Access Security
Brokers are shown in the table. Thext generationCASB 2 or CASB+ solutions now on the market
providing several of these functions, sometimes thriouigpuilt capabilities and sometimes through
integration with other products.

There are two basic discovery and control models used by CASB+ solutions: fesedkcontrol (using
a proxy for example) and clotggrvicebased control (using cloud servicPl8). Each of these
approaches has advantages and disadvantages. The better solutions use a combination of the two.

However, the integration of CASBs with the traditional security products is not en@&BBs should

become more integrated witidentity and access technologies over time. There is already a level of
integration between most CASBs and user directories and IDaasS to identify users and feedback to enable
or disable access via these. Access to cloud services and the ahiptpad download content should
ultimately be governed through the same processes as access to other kinds of services.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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1.2 Required capabilities
The core features and functionalities that we are looking for include but are not limited to:

Discovery of cloudservices being used from within the organization

Access Contrelof access to cloud services from within the organization in a granular manner
Securing DataThe functionality provided by the product to implement security controls over
organizational dta that is held in or being moved to cloud services

These featureshouldalso be supplemented in ways that support:

Compliance functionality provided by the product to support the use of cloud services by the organization
in compliance with laws anegulations

Cyber Securityhow the productshelpthe organization to protect againsyber securityrisks from the use

of cloud services.

Specific functionality that we are looking for include:

1.2.1 Discovery of Cloud Usage

How the product helps an organiian to discover and control the use of cloud services from within and from
outside of the organization. This includes:

The approach used to discover the use of cloud services;

Whether or not the individual identities of people using the services are record

The kinds of enterprise data that the product can detect are being held in cloud services;
Risk profiles of different cloud serviges

Cloud traffic (to/from, sharing, collaboration etc.)

The functionality provided to control access to claatvices

Cloud service configuration assessment and controls

1.2.2 Access Control

How the product helps to control access to cloud services. This may be at a service by sengggvienethe
ability to prohibit or allow the use of specific cloud servicksnay also enable more finely grained access
control based on individual user identities, devideansactionsanddata. We specifically look at:

Access policies supported,;

The granularity of access controls;

Support for standards like SAMRAuth and XACML,;

Integration with organizational identity and policy stores

Integration with the access controls provided by the clsadvicegshemselves;
Adaptive authentication

Identifying user activity, such as privileged user traffic patterns.

Integration with onpremises accss governance.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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1.2.3 Securing Data in the Cloud

This includes the functionality provided by the product to implement data security controls. These may
include controls based on the classification or types of data as well as furlitfidoaliscover sensitive

data that is held in or being moved to a cloud service. Controls may be implemented through detection,
warning, quarantining, blocking, encrypting or tokenizing data. graeularity of thecontrolsis also
important, and inclue:

Cloud service models supported;

{LISOATAO Oft 2dzR aSNIWAOSa adzLIR2NISR a2dzi 27

festN
A
(Vo))

Types of data protected;

The mechanisms used to protect the dai@EBA, collaboration control, device control
etc.)

DLP and RMS capabilities antigrationg A 1 K 2 0 KSNJ SYR2NBRWY 5[t YR we
Kinds of encryption used and how keys are managed.

1.2.4 Compliance

How the product helps to support the use of cloud services by the organization in a way that is
compliance with laws and regulations, specifically:

The kinds of functionality provided by the product to support compliance;

¢KS O2YLIX AlFYyOS IINBlIFI& YR NB3IdA FGA2ya F2N 6KAOK

functionality;

The standards to which the pdact has been certified;

¢KS LINPRdAzOG Q& Y2YyAG2NAY3A YR NBLR2NIAYy3I OF LI 0AT
1.2.5 Cyber Security

This area covers how the produdtsipthe organization to protect against cyber risks. Using cloud
services increased the attack surface dgber criminals The products often provide features to mitigate
this. For example, througtontrol overwhich devices have access to specific cloud services and hence
prevent access from unregulated devices. They may also provide mechanisms to monitobebeess's
to help to identify hijacked accounts and malwaBnecificallywe consider:

The kinds of cyber risks that the product can detect and protect against;

The way in which the product protects data held in cloud services against unauthorized
access and leakage;

The extent to which the product monitors access to data held in the cloud;

Integrated malware detection and antimalware capabilities or integration saflations
from other vendors

Reporting and integration with security intelligence systems.

1.2.6 Other UniqueFeatures

We also consider any other unique features or functionality provided by the product.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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2 Leadership

Selecting a vendor of a product or service must not be only based on the comparison provided by a
KuppingerCole Leadership Compass. The Leadership Compass provides a comparison based on
standardized criteria and can heipidentify vendors thatshouldbe further evaluated. However, a

thorough selection includes a subsequent detailed analysis and a Proof of Concept pilot phase, based on
the specific criteria of the customer.

Based on ouanalysiswe created the various Leadership ratings. The Overall kglgigerating provides a
combined view of the ratings for

Product Leadership
Innovation Leadership

Market Leadership

KuppingerColdeadershipCompass
Cloud Access Security Brokers

R No.70614
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2.1 Overall Leadership
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Figure2: The Overall Leadership rating for th@oud Access Security Brokemarket segment

In the Overall Leadership rating, we fiselveralvendors in the Leaders segment.

Microsoftand Symantemow take the leadership positiorisllowing theirintegration of the products that
they acquired into fully functional CASB 2.0 solutioMicrosoft, through its acquisition of Adallophas a
strong product which has been well integrated with Microdefiterprise Mobility+ SecuritySuite
Symantec hamtegrated the cloud data protection products that were acquired and developed by Blue
Coat and released them as Symantec Cloud3XIXo.included are Oracle that acquireald?raLORI@nd
CipherCloud that was an early entrant into this marketl has anature product with a strong and still
growing user baseMcAfee acquired Skyhigh Networka early entrant in this marketvith a strong
customer basePalo Alto Networks acquired CirroSecur€015, which was later launched as Aperture
after integration into the Palo Alto Networks Security Operating Platfehith added to the Palo Alto
Networks NexiGeneration Security Platfornd. K SA NJ LJ I i F 2 NI Q& extehded in 2017 k)l 6 A f
include forward and reverse proxy CASB capabilities through its GlobalRslowgttervice.

In the Challengesegmentwe seesome of the large security vendors who have now developed or
acquired CASB products to fill a gap in their product line. TihekeleCiscahat acquired Clouldck Inc.
and has integrated their CASB productCascoCloudock. ForcepointCASB came through the acquisition
of Skyfence from Imperva in early 204/7d Proofpoint througlFireLayers in 2016

Therearen® SY R2NA Ay GKS. C2tf2¢6SNRa asS3aySyi

Overall Leaders are (in alphabetical order):

CipheCloud Oracle
McAfee Palo Alto Networks
Microsoft Symantec

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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2.2 Product Leadership

The first of the threespecific Leadership ratings is about Product Leadership. This view is mainly based on
the analysis of product/service features and the overall capabilities of the various products/services.

PRODUCT

43avan

& — MICROSOFT

CIPHERCLOU® ®- SYMANTEC

NETSKOP® ®- ORACLE

CENSORNET® -

o CENSORNE \ PALO ALTO NETWORKS
MCAFEE Q
- e Cisco =
[
PROOFPOINT® m
=
@
m
A

Figure3: ProductLeaders in theCloud Access Security Brokergrket segment

Product Leadershijs the view where we look specifically at the functional strength and completeness of
products! SNBE> ¢S FTAYR a2YS Y2NB OSYyR2NAR (KIFdG YIRS A
Support br full CASB 2.0 functionality now sets the benchnfiarknclusion inthe product leadersThere

are now many good products in this markett only a few thaprovidecompleteCASB 2.0 functionality.

These include the products fro@igherCloud Microsoft, Netskope Oracleand Symantec

Ly (KS / KFt% S¢/S9 STNIDER 4ISONUARYS 2F 322R LINRRdOGE 6K
sections because of maturity or missing some of the features found amongst the leaders.
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Product Leaders (ialphabetical order):

CipherCloud Oracle
Microsoft Symantec
Netskope

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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2.3 Innovation Leaders

Another angle we take when evaluating products/services concerns innovation. Innovation is, from our
perspective, a key capability in IT market segments. Innovation is what customers require for keeping up
with the constant evolution and emerging requirents they are facing. Innovation is not limited to
delivering a constant flow of new releases, but focuses on a custonemted upgrade approach,

ensuring compatibility with earlier versions especially at the API level adéleringleadingedge new
features whichmeetemerging customer requirements.

INNOVATION
-
m
>
o
m
A
@ SYMANTEC
CIPHERCLO
ORACLE
NETSKOPE® © o @
e MICROSOFT
@ PALO ALTO NETWORKS
2]
- ® PROOFPOINT %
=
@ CENSORNET E
FORCEPOIN® o
® Cisco )
= m
p ]

Figure4: InnovationLeaders in theCloud Access Security Brokermrket segment

When looking at Innovation Leadershipe see a different pictureThe Innovation Leadership rating
showsthe vendors as the leaders in this segment that have shthertonsistentinnovationand where
they have acquired producthese have been innovatively integrateMany of the major vendors in the
security marketplace have moved into the Cloud Access Security Broker market segment through

KuppingerCold_eadershipCompass
Cloud Access Securbyokers
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acquisition. This has promise for customers when the acquired products have beenridtyratedwith
iKS NBtS@OFryli @SyYyR2NRa 2G§KSNJ LINBRdzOGa&®

The leaders, Ciphéloud,McAfee Microsoft, Netskope Oracleand Symantedave driven this market
forward through innovatiorand integration otheir products. These includ in alphabetic order:

CipherCloud Netskope
McAfee Oracle
Microsoft Symantec

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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2.4 Market Leadership

Finally, we looked at Market Leadership, i.e. the number of customers, the partner ecosystem, the global
reach, and related factors affecting the leadership in a market. Market Leadership, from our point of view,
requiresglobalreach.

MARKET

43avan

MICROSO ®- SYMANTEC

PALO ALTO NETWORKS./’/_ MCAFEE

CISCO® @ ORACLE

PROOFPOIN®
NETSKOP® @ CIPHERCLOUD

@ CENSORNET
@ FORCEPOINT

!
43IONITIVHO

sUuppiIingercoile OVERALI

Figure5: Market Leaders in theCloud Access Security Brokerarket segment

In this segment, the leading vendors are those that have a global presence with large customer bases and
extensive partner ecosystems. These include the langii4product vendors such as Microsoft and
Symantec.

The other vendors in the challenger section have good products but do not have the same global
presence.

Market Leaders (in alphabetical order):

Cisco Oracle
McAfee Palo Alto Networks
Microsoft Symante

KuppingerColdeadershipCompass
Cloud AccesSecurity Brokers
Report No.70614
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3 Correlated View

While the Leadership charts identify leading vendors in certain categories, many customers are looking
not only for, say, a product leader, but for a vendor that is delivering a solution that is both featire

and continuously improved, which would belicated by a strong position in both the Product Leadership
ranking and the Innovation Leadership ranking. Therefore, we delo@itionalanalysis that correlates
various Leadership categories and delivers an additional level of information and insight.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
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3.1 The Market/Product Matrix

The first of these correlated vieWsoksat Product Leadership and Market Leadership.

MARKET
N O
T
pag
<
Y
YMANTE o
[ S C %
@— MICROSOFT
MCAFEENG PALO ALTO NETWORKS
ciscoe @ ORACLE

PROOFPOIN® _ _ -~

@®— CIPHERCLOUD
NETSKOPE

1INHVIN

CENSORNE®
FORCEPOIN®

FRUpPINgercole PRODUCT

Figure6: The Market/Product Matrix. Vendors below the line have a weakaarket position than expected according to their product maturity.
+SYR2NE 06205 (GKS tAyS FNB 22Nl 2F G20SNIISNF2NXYSNERE sKSYy O2YLIF NRY:
In this comparison, it becomes clear which vendors are better positioned ianalysis of Product

Leadership compared to their position in the Market Leadership analysis. Vendors above the line are sort of
G2OSNLISNF2NYVAYy3Ie Ay GKS YINySdGoe LG O02YSa a y2 a
vendors below the tie frequently are innovative but focused on specific regions.

The matrix shows a picture that is typical &olvingmarket segments, with a rather broad distribution of

the various players across the quadrants and a weak correlation between Mazadership and Product
Leadership.

In the upper right box, we find Microsefracle and Symantec. These vendors are leading in both the
product and market ratings.

KuppingerColdeadershipCompass
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Below these, we fin€ipherCloudind Netskopewhichareproduct leadesd dzii y 24 Ay GKS al
segment.

On the other hand, in theenter top box, we se€isco McAfeeand Palo Alto networkBaving a significant
market share while not being counted amongst the Product Leaders.

In the center of the graphic, we find (in alphabetical orge€ensoNet, Forcepoint and Proofpoint These all
have respectable positions in both the Product Leadership and Market Leadership ratings and thus are
interestingalternativesto the leading vendors.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
Report No.70614



sKuppingercole

ANALYSTS

3.2 The Product/Innovation Matrix

The secondiew shows how Product Leadership and Innovation Leadership are correlated. It is not surprising
that there is a pretty good correlation between the two views with few exceptions. This distribution and
correlationaretypical formostmarkets with a signifant number of established vendors plus some smaller
players

TECHNOLOGY

MICROSOFT

/[ CIPHERCLOUD

& SYMANTEC
s

SH3Av3AT

”
” e -
P ORACLE
- {?\IETSKOPE
CENSORNET®
rorcepoIN? - '\_ MCAFEE
”
-
% cisco-e PALO ALTO NETWOR
(@)
8 PROOFPOIN®
?Kuppirrgglggalg INNOVATION

Figure7: The Product/Innovation Matrix. Vendors below the line are more innovative, vendors above the line are, compared to the
current Product Leadershipositioning, less innovative.

This chart shows a quite interesting pictwvéh a spread of innovation angroduct capabilities.

CipherClougMicrosoft, Netskope Oracleand Symanteare both technology and innovation leaders and so
are in the topright-handquadrant.

McAfee has shown significant innovatibat is not a product leader and so is in tlight-handcenter
quadrant.
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¢ KS NBYLI A ypoditts @$dy iR theehte®of the chartincluding CensorNetCisco Forcepoint
Palo Alto Networksand Proofpoint
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3.3 The Innovation/Market Matrix

The third matrix shows how Innovation Leadership and Market Leadership are related. Some vendors might
perform well in the market without being Innovation Leaders. This might impose @ tils&ir future

position in the market, depending on how thegprove their Innovation Leadership position. On the other
hand, vendors which are highly innovative have a good chance for improving their market position but might
also fail, especially in the case of smaller vendors.

BIG

S3aNO

MICROSOFT
e SYMANTEC

PALO ALTO NETWO R-K¥S
CIsCoe®

PROOFPOIN® - -

”
”

Z & CIPHERCLOUD
-7 NETSKOPE

1IMHVIN

CENSORNE®
FORCEPOIN®

~cuppingereore INNOVATION

Figure8: The Innovation/Market Matrix

Vendors above the line are performing well in the market compared to their relative position in the
Innovation Leadership rating, while vendors below the line shmased on their ability to innovate, the
biggest potential foimproving their market position.

Again, as in the Product/Market Matrix, the vendors are widely distributed, shoavilygveakcorrelation
between the market presence and the level of innovation they provide.
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McAfee,Microsoft, Oracle and Symanteare found in thetop righthand quadrant having both an excellent
position in the market and presenting innovative capabilities to their custom@iscoand Palo Alto
Networksarein the center top showing a strong market position but a lower level of innovation.

CipherClouand Netskopeare bothinnovative butdo not have the sammarket shareasthe large vendors

The remainingendors surveyed fall into theenter of the chart: CensorNetForcepointand Proofpoint
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4 Products and Vendors at a glance

This section provides an overview of the various products we aasized within this KuppingerCole
Leadership Compass @toud Access Security Brokekside from the rating overview, we provide additional
comparisons that put Product Leadership, Innawati_eadership, and Market Leadership in relation to each
other. These allow identifying, for instance, highly innovative but specialized vendors or local players that
provide strong product features but do not have a global presence and large custoneeydias

4.1 Ratings at a glance

Based on our evaluation, a comparative overview of the ratings of all the products covered in this document
is shown inTable 1.

Product Security Functionality  Integration Interoperability  Usability
CensorNet Positive Positive Strongpositive  Strongpositive  Strong positive
CipherCloud Strong positive Strong positive Strong positive Strong positive  Positive
Cisco Positive Positive Stong positive Positive Strong positive
Forcepoint Positive Strong positive Srong positive Positive Strongpositive
McAfee Strong positive Strong positive Positive Strong positive  Strong positive
Microsoft Strong positive Strong positive Strongpositive Strong positive  Strong positive
Netskope StrongPositive Strongpositive Strong positive Positive Positive
Oracle Strong positive Strong positive Srong positive Positive Strong positive
PaloAlto Networks Positive StrongPositive Strong positive Strong positive  Strong positive
Proofpoint Positive Positive Positive Positive Positive
Symantec Strong positive Strong positive Srong positive Strong positive  Strong positive

Tablel: Comparative overview of the ratings for the product capabilities
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In addition, we provide ifable2 an overview whicllso contains four additional ratings for the vendor,
going beyond the product view provided in the previous section. While the rating for Financial Strength
applies to the vendor, the other ratings apply to the product.

Vendor Innovativeness Market Positon Financial Strength Ecosystem
CensorNet Positive Neutral Positive Neutral
CipherCloud Positive Strong positive Neutral Positive

Cisco Positive Strong positive Strong positive Strong positive
Forcepoint Neutral Positive Neutral Weak

McAfee StrongPositive StrongPositive Positive StrongPositive
Microsoft Positive Strong positive Strong positive Strong positive
Netskope Positive Strong positive Neutral Positive
Oracle Positive Positive Strong positive Strong positive
PaloAlto Networks Positive Positive Strong positive Strong positive
Proofpoint Positive Strong positive Strong positive Positive
Symantec Strong positive Strong positive Strong positive Strong positive

Table2: Comparativeoverview of the ratings for vendors

Table NB |j dzA NB &

az2vs
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SELX FylFGdA2Y NBIF NRAY

In Innovativeness, this rating is applied if vendors provide noneery few of the more advanced features
we have been looking for in that analysis, like support for meitancy, shopping cart approaches for
requesting access, and others.

These ratings are applied for Market Position in the case of vendors which have a itegyVisibility
outside of regional markets like France or Germany or even within these maddsetslly the number of
existing customers is also limited in these cases.

In Financial Strength, this rating applies in case of a lack of information about financial strength or for

vendors with a very limited customéase butA a

Ff a2

orasSR 2y

az2vys

20 KSNJ C

the vendor is in a critical fimeial situation; however, the potential for massive investments for quick growth

LILIS I NA&

G2 0S5

disappear from the market.

fAYAGSRD® hy

iKS
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Finally, a critical rating regardingdsystem applies to vendors which have opa very limitegecosystem
with respect to numbers and regional presence. That might be company policy, to protect their own
consulting and system integration business. However, our strong belief is that grad$uacessful market

entry of companies into a market segment relies on strong partnerships.
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5 Product/service evaluation

CKAA aSOGA2y O2ydGlrAya | ljdzAOl NraGAy3a F2NJ SOSNE L
Leadership Compass document. For many ofpiteelucts there are additional KuppingerCole Product
Reports and Executive Views available, providing moreilddtanformation.
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5.1 CensorNet

CensorNet has its headquarters in Basingstoke, UK with offices in Austin, US; Copenhagen,, Bedmark
Munich, Germany. CensorNet provides a range of solutions to help with the challenges of managing cloud
applications in amicreasingly mobile work environmentCloud Application Security (CAS) from CensorNet
provides a single point from which to discovanalye and manage cloud services across multiple networks
and devices.

Strengths Challenges
Discovery of use throughline inspection of Limitedbut growing customer base
network traffic agents and API connectors Small partner ecosystem, but some large
Strong cybeisecurity capabilities protect partners onglobalscale
against malware and other cyber risks; Low penetration in the North American
Cloud Gateway can be installed on a virtual markets;
machine or physical server and is available a: Depends uporencryptionfunctionality
a cloud service provided by cloud service to protect data at
Control of access to cloud services based on rest in theservice

enterprise identityand policies
Integration with ADS.
Widerange of SaaS covered out of the box

Table3:/ Sya2NbSiQa YlI22N adNBy3idkKa yR OKIFfftSyasa
The key features provided llyis solution are:

/| £2dzR ! LILX AOFGA2Y {SOdNARGeé A& TFdzZfeée AydiSaNIGSR
includes Email Security, Web Secuydiyd Multi-Factor Authentication. USS provides a single web
interface for central policy configuration and managent, as well as data visualization and reporting.
Policies securaccess tsanctioned cloud services such as Salesforce, OfficaB8Boxdown to

individual featuresnd actions within applications. It is possible to block generic actions across all
applications or groups dadpplicationsas well as based on content.

Central keyword lists can be applied and used for-Biyie scanning of inbound and outbound email,
web content, social media posts, and also in files uploaded to cloud storage appsifigm@udpbox,

Box, Google Drive, MS OneDrive and SharePoint).

Protects against malware and other cloud threats using multiple security layers and a combination of
technologies DeepnspectionallowsSSL encrypted traffio be scanned for malware.

Securiy Positive CENSORNET
Functionality Positive

Integration StrongPositive

Interoperability Strong Positive

Usability StrongPositive

Tabled:/ Sy a2 NbSGQa whk dAy3

CensorNeproducts provide a good range of
control over access to cloud services with a
growing number of customers in Europe. The
challenge is for this success to be repeated in
the USA.
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CipherCloudhas its US headquarters in San Jose CA with offices worldwide. CipherCloud was founded in 2010 with a
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focus on enabling enterprises in a wide range of private and public sectors to secure their data and adopt the use of

cloud services with confidence ardmpliance. The specific solutions covered by this rejsdCipherCloud CAS$B

Platformwhich was launched in April 2018

Strengths

AnyApp connector enables customers to protect
their own applications with Cipher Cloud CASB+
Encryption provides full end to end data
protectionwith a native key management
solution in addition towith full support for HSM;
Providednline adaptiveaccess control to data
basedon various contextual attributes like User,
Groups, Device Profile, @t

In use by customers to achieve compliance with
wide range of data security standards
Widerange ofenterpriseSaaS covered out of the
box

Integration with leading IDaaslutions.

Challenges

The integration with some Saa$S services depen:
upon the undocumented and unsupported data
structures in the network traffic. However,
CipherCloudioesuse documented APIs where
available.

Potential customer base may be eroded by
functionality built intoSaaS services.
CipherCloudlaimsthe opposite is the case.

Table5: CipherCloud's major strengths and challenges

The key features provided by the CipherCloud GA3&form are:

AnyAppallows customers to integrate the data protection capabilities for their own custom eloud

based applications

Datatokenization, encryption, and key management with the flexibility to address a mix of security
requirements. It includes data protectionath loss prevention, native device management, secure
offline data access, automated PIl anonymization, and HSM suypport

+AAAOATfAGE F2N GKS 2NBIFIYATFGiA2yQa Of 2dzR dzal 3§

on the risk of each cloud séce being used;

Protection to identify and stop threats that are being shared through cloasked services.

This includes capabilities such as adaptive access control, user ancbehttyioranalytics;

Offers access controls durimgithentication base@n attributes like user, groups, location, device,.etc
Enables compliant use of cloud applications against a range of current and pending global privacy and
compliance regulations including PCI, PIIAAIRGDPR, and others

Integration with enterprise tools like DLP, EMM, SIEM, IDP, etc. lewariging investments.

Security Strong Positive
Functionality StrongPositive
Integration StrongPositive
Interoperability Strong Positive
Usability Positive

Table6Y / ALKSNJ f 2dzRQ&a wl GAy3

CipherClougrovides a strong solution for securing
data held in SaaS services and for controlling acces
to that data. It has numerous examples of custome
that have used its products to achieve compliance
with a range of laws and regulations.
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5.3 CiscoCloudlock®

Ciscds a is the worldwide technology company founded in 198#&c®& Gloud securityortfolio is

comprised ofCiscaCloudlockCASBvhich was aguired in 2016together with CiscoUmbrella,which

provides security fomternet access at the DNS layand CiscaSteathwatchthat helpsto identify threat
activity in public cloud infrastructur€iscoCloudlock and Email Security provide visibility and protection for
SaaS apps, including cloud emadihis report coverthe CiscoCloudlockplatform.

Strengths Challenges
App risk rating based dargeamount of Depends upon integration with external IDaaS
communitysourceddata; implement enforcement of user access controls
Integrated DLP engine witlangeof standard Detection depends upon Cloud service APls
policies out of the box which may lead to delay in enforcement
Detection of abnormal usdsehaviorto enhance Dependencyn other vendors for identity
threat detection managment tools (IDaaS);
Widerange of Saa&pps overed out of the box Integration with Access Governance systems.

Integration with otherCiscgproducts
Cisc®2 & & (i NEeyhartkeK Ay

Table7: CiscoCloudock's major strengths and challenges

The key features provided by the CloudLock Platform are:

TheCiscaCloudlock Apps Firewall discovers cloud apps connected via OAthid to
corporateenvironment andorovides a crowesourced Community Trust Rating for individual
apps, as well as the ability to ban or whitelist them based on risk profile and access scope
Cloud Data Loss Prevention (DLP) continuously monitors cloud environments to detect and
secure sasitive informationusingout-of-the-box policies as well asistompolicies.

Automated response actions can remediate risk in the event of a policy violation, including
end-user notifications, encryption, transfer of ownership, quarantine, and more.
Cros-platform User and Entity Behaviour Analytics (UEBA) for SaaS, PaaS, and IDaaS
environments leverages machine learning algorithms to detect anomalies. Cloudlock can also
detect activities outside of whitelisted countries and detect activities that crestantes at
impossible speeds.

Security Positive cisco
Functionality Positive

Integration Strong Bsitive

Interoperability Positive

Usability StrongPositive

Table8: CiscoCloud2 01 Q& wl G Ay 3

CiscoCloudlockCASB platform integrates with

other Ciscaproducts andSecure Wb Gateway

technologies to defend against cybireats

and implement security control across-on

premises and cloud environments. It provides

an APJdbased approach to cloud security that issgdo deploy and simple to manage.
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5.4 Forcepoint

Forcepointwas formed in 2016 as a result of the combination of the Raytheon Cyber Products, Websense
and Stonesoft organizations. In 20R@rcepointacquired the Skyfenc€ASB product and business from
Imperva.

ForcepointCASB Application Security Suite includes Cloud Governance and Cloud Audit and Protection.
These provide functions that discover cloud service usage, data loss prevention, user activity monitoring anc
cyber threat prevention.

Strengths Challenges
Part of a comprehensive suite of products Late into the market for CASBs
Both irtline and offline deployment options Very smalpartner ecosystem;
Provides some cloud identity governance Integration with Access Governance systems.
capabilities;

Auditing of cloud privileged user activity;
Integrated dateclassification and DLP
integration.

Table9: Forcepoint'smajor strengths and challenges

The key features provided higese solutions are:

ForcepointCASB extends traditional cloud app discovery information by providing details on
risk factors that are unique to the organization. These include visibility into dormant
accounts, orphaned accounts and external accounts pinasent a variety of security risks.

LG rfa2 o0SYyOKYIFNJl&a G4KS 2NBHIFIYyATFGA2y Qa Of 2dzR | LJ
practices and regulatory requirements, to identify security and compliance gaps.

Monitors and controls uploadinglownloading and sharing of sensitive data. It includes
inbuilt DLP capabilities and integrates using ICAP with existing enterprise DLP.

Realtime activity monitoring of users and analytics including privileged users

Establishes detailebehavioralprofiles based on the normal usage patterns for each user,
department anddevice. Anomalous access can be configured to alert, block or require two
factor authentication in realime.

It is also possible to block or restrict access from unmanaged endBMdD)

Security Positive o .
Functionality StrongPositive '
Integration Strong Positive

Interoperability Positive

Usability StrongPositive

Table10:C 2 NO S [Ratihg/ i Q&

ForcepointCASB Application Security Suite
provides visibility and control over access to
both sanctioned and unsanctioned apps from
both managed and unmanaged devices. It
includes integrated DLP technology and
integrates with bothon-premiseuser
directories and aange of identity providers.

KuppingerColdeadershipCompass
Cloud Access Security Brokers
Report No.70614



zKuUppingercoie

ANALYSTS

5.5 McAfee® MVISIONCloud

McAfee, from its foundation in 1987, has a long history in the world of egbeurity. Acquired by Intel in
2010, it was spun back out, becoming McAfee LLC, in ApriMifii headquarters in Santa@@a CAUSA In
January 2018 McAfee closed its acquisitio®kyhigh Networks The Skyigh CASB is now sold as the
McAfee®MVISIONCloudintegrated with other McAfee products.

Strengths Challenges
Comprehensive functionality Dependence upon external IAM systems.
Integration withexisting deployed Full integration with other McAfee products
complementary solutions. Adminstrator documentation is only available in
Innovative encryption capabilities a verylimited set of languages

Proven Compliance capabilities

Tablell:a O! ¥ $h&dRstrengths and challenges
The key features provided cAfee®MVISIONCloudare:

Providesvisibility into data, context, and useehavioracross all cloud services, users, aedices Enables
reaktime actions to enforce policig&uch as collaboration control, device control ecjoss all cloud
servicego applyconsistent data protectionA registry of cloud services include€kud Trust Rating for
each service based on a 2ptint risk assessmenitielps to remediate security threats bgntrollingrisky
userbehaviorand correctingnisconfigurations

The platform provides a unifigablicy engine that covers data at rest andransit which can leverage
policy templatesimport existing policies or create new oné3ut of the box policy templates cover a wide
range ofregulatory compliance needs.

Encryption of cloud data (in motion or at rest) using multgreryption schemas, supporting

customer keys (BYOK).

Cloud service configuration management.

Privacy guard leveragesirreversible, oneway process to tokenized dataolding key data on premises
Uses machine learning to identify patterns indicativenaflicious activity and data exfiltration. Forces
adaptiveauthenticationbased on policiethrough integration with IAM solutions.

Detects malwarehrough know signatures, sandbox@sd behaviorindicative ofdata exfiltration or
ransomware.

Integrationg integrates with existing deployed

hardware and technology solutioiscluding:

firewalls, proxies, IAM, DLP, SIEM and key

MCAFEE

management.
Security Strong Positive
Functionality StrongPositive
Integration Positive
Interoperability StrongPositive
Usability StrongPositive

Tablel2a O! F &&itya
TheMcAfee®MVISIONCloudtogether with the other McAfee productsrovides a comprehensive set of
functionalities to ensure the secure and compliant use of cloud services.
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5.6 Microsoft

Microsoft Cloud App Security is based on the Adalleloud Access Security Broker which was acquired in

2015. This has now been fuihtegrated with other Microsoft products and forms part of Microsoft
Enterprise Mobility + Securisuite. Recently added new featurgsludecloud conditional accesgpp
control through a reverse proxy and deep integration with Microsoft Information Protection.

Strengths Challenges

In use bymanyMicrosoft customers;

Native integration with MicrosofEnterprise
Mobility + Securitysuite;

Conditional access capabilities for any app both
on-premisesand in the cloud

Automated information protection capabilities to
apply labels and EDRMS across cloudand
premises

Does not provide encryption/tokenization of
structured data held in cloud applications such a
CRM applications.

Gaining traction in organizatiswhere useof
Microsoft technology is limited.

While well integrated with Microsoft Active
Directory there is a lack of integration with other
Access Governance systems.

Out of the box integration with a wide range of
cloud applications;
Simplifiedlicensing ¢ onelicense covers all.

Tablel3: Microsoft's major strengths and challenges

The key capabilities that Microsoft Cloud Apgcurityprovides are as follows:

Discover It enables the organization tdiscover the clou@dppsbeing used frontheir cloud
environmentand evaluates the risk of these apps based on more than 70 parameters;
Protectc it provides granular control over data and use through builbr custom policies

for data sharing and data loss prevention;

Control access to cloud apps based on conditions and session context, including user identity,
device, and location;

Camplianceg it factors compliance with regulations into the risk assessment score for each
app, and helps to control and protect sensitive files through policies and governance;

Threat detections it exploitsMicrosoft threat intelligence and researchittentify emerging threats and

user behavioralanalytics to detect MICRGSOET
anomalies It includes templates to

detect ransomware attacks and integrate

with SIEM solutions

Security Strong Positive
Functionality Strong Positive
Integration StrongPositive
Interoperability StrongPositive
Usability Strong Positive
Tableldy aAONR&2F0Qa wk dAy3

Microsoft Cloud App Securijtas part of

Microsoft Enterprise Mobility + Securisyite, provides a weltounded and complete CASB 2 solutitin.
enables the user organization to customizeud usage andt®2 y 4t N2 f dza SNR Q | ©C
protect data inthe cloud
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5.7 Netskope

Netskope, which was founded in 2012, has its headqusiitet.os Altos CA USA and offices in the UK,
Australig andIndia. This report coverdletskopeSecurityCloudwhich usespatentedtechnologycalled
bSiGai2LIS tishidrided toFarget and control activities acrdssth SaaS anthaScloud servies
as well asvebsites.

Strengths Challenges
Enables granular control over unsanctioned but Netskope has achieved market peraion
permitted cloud services; in the US but still needs wontinue togrow
Inline and API based visibility and controls; in the rest of the world:

Stronginbuilt data leak prevention capabilities
fine grained control over social media use;
Detect and control laaS misconfiguration;
Visibility and control ofloud usage vimmanaged
and unmanaged deges

Netskope is not yet profitable
Integration with Access Governance systems.

Tablel5: Netskope'smajor strengths and challenges

The key features provided by this solution are that it enables organizations to:

Discover SaaS, laaS, and web use details and assess risk. Netskope Cloud XD uses big data

analytics to identify usage iextreme definitiorg (XD) across all SaaS, laaS, and web.

Secure access to sanctioned cloud services such as Office 365, Box, aaldas{Sy

enable unsanctioned, businet=d cloud services without the need to block them.

Govern cloud and web use for usersqaremises, molbe, and remoteusingsecurity and

access policies in context (ebmsed orservice, activity, device).

Encrypt both structured and unstructured data in sanctioned services usirg5EShcryption and the

use of onpremises HSM.

Prevent data leakage from SaasS, laaS, and web with accuracy and precision. Supports more than 1,000
types, more than 3,000 data identifiers, proximity analysis, fingerprinting, exact match, OCGRhensd

Protect against malicious websitaad blockinfected files. Identify anomalous udeehaviorthat could
indicate compromised credentials, privileged account abasd data exfiltration.

Coverage of every deployment architecture offered in the maikeiudinglog-based discovery,
introspection,inline as a reverse proxy, inline as a forward proxjin@with or without agents or mobile

prOfIIeS' NETSKOPE

Discovery

Security StrongPositive

Functionality StrongPositive

Integration Strong Positive

Interoperability Positive R e Contre
Usability Positive

TableleYy bSiGai2LSqQa wkiAy3

NetskopeSecurity Clougrovides a best of

breed DLP solution that is applicable to

protecting data in the context of cloud o pey
servies.
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5.8 Oracle

Oracle is a major IT software and hardware vendor. In September 2016 Oracle signed an agreement to
acquire Palerra. Oracle has investéghsficantly in Oracle CASB Cloud Service, which was formerly called
Palerra LORIC, by adding DLP and malware scanning, forward and reverse proxy deployment topologies, in
O2ye2dzyOliA2y SAGK aGNRy3 SOCUSANI GA2Y SAGK hNI Of SC

Strengths Challenges
Support for Oracle Public Cloud including Oracle Integrateswith cloud directories but nobn
Cloud Infrastructure, Oracle HCM Cloud, ERP premises user stores such as Microsoft Active
Cloud, CX cloyd Directory,
Covers laaS including AWS and Azure as well a: Documentation only in English with no localized
OCI and Rackspace; versions.

Autonomous threat detection and remediation
using ML & UEBA,;

Integrated IRM capabilities plus advanced DLP
including OCR support

Tablel7: Oracle's major strengths and challenges

hN} Of SQa /f2dzR ! 00Saa {SOdaNARG& . NB{SNIo6/!{.0 [ ¢t2
cloud-based infrastructure, platforms&ndapplications across vendors. Specifically, for customers adopting
Oracle Cloud Infrastructure (OCI), Oracle CASB provides visibility, threat protection, data security and
compliance for their OCI deploymentl.providescapabilities covering visibilitgpmpliance, data

protection, andthreat prevention, across the full landscape of enterprise Cloud Sen@exle CASB is also
available as an epremises solution for customers of Oracle ClateCustomer:

Oracle CASB has several important capabilielsiding:

Broad support for laaS/Custom Apps as well as ®@h% java micro agent for code level

monitoring of custom apps

Detects OCI components misconfiguratamd ncludes Smart Policies based on security expertise
are automatically turned on fagach customer to ensure consistent security

User profiling andhreat detection based on Machine Learning ensures accurate detection with low
false positives;

Inbuilt Information Rights Managemeahd DLRapabilities for unstructured data;

ORACLE

Security Strong Positive
Functionality Strong Positive
Integration Strong Positive
Interoperability Positive

Usability Strong Positive

Tablel8Y h NI Ot SQa wl GAy3

Oracle CASB Cloud Senigchkely to be attractive to
Odza 12 YSNE dza A y 3 providies@t S ¢
unique approach to the governance and security o
cloud usage. It also forms part of a wider suite of
security products from Oracle and these products
provide a powerful combiation when used together.
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5.9 Palo Alto Networks Inc.

Palo Alto Networkénc.isa security companyvith a mission to heljprganizations worldwide prevent cyber
breaches Palo Alto Networks acquired CirroSecure in 2015, which was later launched as Apégure
integration into the Palo Alto Networks Security Operating Platfmmch added to the Palo Alto Networks
NextGeneration Security Platfornrt. K SA NJ LJ I G F 2 N Qa extehdgd in 2017 tdlindludd A G A S
forward and reverse proxy CASB capabgithrough its GlobalProtectoud service. Palo Alto recently

acquired Evidenio andRedLockor CloudSecurity Postur&anagement

Strengths Challenges

Provides visibility intalata andend-useractivity Does notyet provide inbuilt
detects riskybehaviors encryption'tokenizationof structured data held
Monitors and controlsnovementof data to in cloud applications
external and cloud servicgs Does notyet include UEBA analytics for threat
Integrates with othePalo Alto Networks detection.
products to provide extended security Full ntegration of the recently acquired
capabilities. products.

Tableldy tlFf2 1fGd2 bSiég2Nla&Q YI22N aiNBy3adka FyR OKFffSy3asSa

The key features provided ligese productsare:

Visibilityg for Shadow I'Palo AltoNetworksGlobalProtectloud serviceand NextGeneration

Firewall providénline capabilitiesto detect, monitor and report onaccess t@nd risk ofa range of
externalcloud servicesand applications. Apertureextends these capabilities via SaaS provider APIs
to provide visibilityand enforcementcross all user, folder and file activity for sanctioctuzlidapps.
Policy violations within existing data are proactively found no matter how old the data or share may
be.

Classification and contrelAperture inspects documents ftwundreds of predefined and custom

data patterns includingredit card numbers, SSH kegad Social Security numberg\perture

provides the capability to define granular, contextare policy and enforce control to quarantine
users and data as soon asigskoccurs. Thereverse poxy provides control over access to sanctioned
SaaS appgom unmanaged devices withotlie need for access via a portal.

Threat preventionr WildFire integrated with Aperture provides threat preventimnblock known
malware and identify and block unknown malware. This prevents threats from spreadmngh the
sanctioned SaasS applications, controlling a potential insertion point for malware.

Security Positive PALO ALTO NETWORKS
Functionality StrongPositive
Integration StrongPositive
Interoperability StrongPositive
Usability StrongPositive
Table2oy tFf2 !1fG2 bSig2NlaQ wt

Overallt £ 2 1 fd2 bSig2N]
combination provide a powerful approach to
control access taloudapplications They
have a strong roadmap to deliver
enhancements and integration of recently
acquired products
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5.10 Proofpoint.

Proofpoint isa security and compliance compatiat was founded b¥ric Hahn, former CTO of Netscape,
founded the company in 2002. The company went public in April 2b1iate 2016 Proofpointicquired
FireLayersan Israeli company wita CASB producis well as acquiring a CASB fireLayers product was
intendedto enrich and benefit from th®roofpoint Nexus platformThe report covers th@roofpointCloud
App Security Broker (PCASB)

Strengths Challenges
Peoplecentric protection for sanctioned cloud Providedess functionalityn Shadow IT
apps governancehan the market leaders;
Includesaccess governance capabilities; Does not providénbuilt encryption/tokenization
Riskbasedaccess contrahnd analytics of structured data held in cloud applications suct
Threat aware data security; as CRM applications
Third party application control, Does not provideontrol over onrpremise apps

Policybasedresponse actions.

Table21: ProofpointQ dajor strengths and challenges

The key features provided hlgis productare:

Visibility¢ providespeople-centreduvisibility into cloud access and data handlirithis makes it possible to
see privilegednd very attacke@ccounts and theicloud activity. It also identifiefles in SaaS thathared
broadly may beviolating DLP rules, their owners and who is accessing.thigpnovides risk assessments of
unsarctioned apps in use with the capability to control access.

Data security it sharesDLP classifications with other Proofpoint produci€nable unified policies. These
classifiers cover a wide range of compliance nedeglicies can be created émcrypt, mask or quarantine
data. Usercentricactivity monitoring revealactivity on compromised or orphad accounts.PCASB can
also automate the control dhird-party add-on apps that pose a significant risk to data security.

Threat preventiory PGASBcombinescrosschannelthreat intelligencethat spans email, social media,
mobile devices, cloud apps and netwevkh userspecificrisk indicatordo analye userbehaviorand

detect anomalies in SaaS appsbrings together contextual data about the user d®havioranalytics to
pinpoint suspicious activity Policy templates make it possible dpplyrisk-basedauthentication or reduce
privilegeswhen needed. It also integrates with existidgntity management solutions using SAML.

Security Positive PROOFPOINT
Functionality Positive
Integration Positive
Interoperability Positive
Usability Positive

Table22:t NR 2 T LRathg/ (i Q&

This product provides a unique=oplecentric

approach to control over SaaS app use.

However the functionality provided is not as

richas the market leader®cussed on Shadow

IT Governanceln combination with other

Proofpointproducts it provides a useful approach to SaaS secuauity urther integration with other
Proofpoint products is on thebpadmap.
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5.11 Symantec

Symantec isn USsoftware company headquartered in Mountain View, California that specializes in IT
security software and sengs. This report covers Symantec CloudSOC which integrates with other Symantec
products to provide @omprehensiveCASB 2.6olution.

Strengths Challenges
Broad and deep coverage of a wide range of Explaining the dfierent kinds of integration
cloud Apps including G Suite; LINE JARSR o0& a{SOdzaNBft S
Inbuilt ContentlQDLPuses machine learning; While integrated with identity management
Malware protection based on Symantec Threat systems there is little integration with Access
Intelligence and technologies; Governance systems.

User account protection through adaptive
authentication and UBA;

Powerful features enabled through integration
with other Symantec products

Table2dY { &Yl yi{iS0Qa Ythalgngdsa i NSy3dKa | yR
The key features provided by Symantec CloudSOC are:

Visibility- Shadow IT analysis for both-metwork and offnetwork users viantelligentintegration with
SymanteSecure Web Gateway

Risk analysis UserBehaviourAnalytics (UBA) leverages machine learning to automatically maintain
individualized ThreaBcore based on user activity.

Adaptive authenticatiorg risk analysis can also trigger the requirement for multifactor authentication before the
user can proceed.

Data Security it provides data governance, DLP, malware scanning and encryption-tinmedir cloud

application traffic. This is based on machine learr@iagisted ContentlQ for native CASB data governance and
DLP capabilities, plus the option to fuihtegrate with Symantec DLP for Cloud.

Information Centric Encryption: The ability to have security follow the data; intelligently encrypt data based on
data classificatiomules andrequire enddevices to authenticate to view the data.

Tokenization/Earyption ¢ Fieldlevel and filelevel tokenization and encryption, without impactifighctionality

of the cloud app.

Reporting and incident respons€loudSOC collects granular data on transactiuitts advanced

visualization, filtering and search femesto enable quick analysis of this data, along with extensive

reporting options.

Security Strong Positive SYMANTEC
Functionality StrongPositive
Integration Strong Positive
Interoperability StrongPositive
Usability Strong Positive

Table24ay {eYlyisS0Qa wlkiAy3

Symantec CloudSOC provides comprehensive
CASR.Ofunctionality throughintelligent
integration with other Symantec products
including Web Security, Malware Protection, DL
Endpoint Protectiorand User Authentication.
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6 Vendors and Market Segments to watch

Besides the vendors covered in this KuppingerCole Leadership ComphesadoudAccessSecurity Brokers
market segmentthere are several other vendors which either declined participation in this KuppingerCole
Leadership Compass, have only a slight apanlith the topic of thislocumentor are not (yet) mature

enough to be considered in this document.
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6.1 Bitglass

Bitglasswvas founded in 2013 and has its headquarters in Campbell CA, with offices in the Netherlands,
Australia, Singaporand. NJ T A f @ CAG3traaQa /1 {. A& RStAOBSNBR
cloud. It provides a comprehensive solution thatdeges both proxies and cloud service native APIs to
control access to the cloud services and to protect the data held in these services. The solution includes
inbuilt DLP and data encryption. It currently has a limited but growing customer base aaddiasvely

small partner ecosystem, but these include some large partnegsgbobalscale.

6.2 Centraya

Centraya is the European Cloud Access Security Bpob@uced by e3 AG a Swiss company with offices in
Zurich and Frankfurt in GermanyCentraya protects organization datadloudbasedCRM, HR or any other
application against unauthorized access or data theft. It provides data privacy for Salesforce, SAP Hybris,
ServiceNow, Microsoft Dynamics CRivid SugarCRM.

It is a central gatewagecurity solution that runs opremiseunder full control of the customer. For

example: when an employee creates a hew account entry in a cloud CRM solution, Centraya identifies the
content, encrypts it and stores it in encrypted form in the cloud. Tlyawization defines what needs to be
protected using a policy. Whemployeeneeds to access the data again: the central security gateway
detects the request, decrypts the content and presents it in plain text to the user without the need for user
interaction.

6.3 CybeArk and Vaultive

In March 2018 CyberArk announced the acquisition of certain assets of privatly Vaultive, Inc., a cloud
security provider.Vaultivehad previoushprovided a stateless networkayer software encryption proxghat
was mentoned in the previous version of this report.

Building upon the Vaultive technology, Cyberpidkns todeliver greater visibility and control over privileged
business users, and Softwaaea-Service (SaaS), Infrastructtasa-Service (laaS) and Platfoim-a-Service
(PaaS) administrators.

6.4 FireMon 40doud

In October 201& FireMon, a Network Security Policy Management company, acquired Forty@&ldud
Infrastructure Security Broker (CISB) 40Clhith is now offered by FireMon

CISBs aran emerging type of solution that takes the concept of CASB and applies it to laaS (instead of Saas
While CASBs are concerned with providing visildlity access control over the use of SaaS services CISBs are
focussed on the network security issues that surround the use of laaS (Infrastructure as a Service). CISBs
provide the following kinds of functionality:

Network securityg many public laaS offeryjs provide a partial set of network security
features. The CISB provides software components (e.g. gateways, agents) that can be
installed on the cloud platform (and/or at the enterprise network) adnplemensthe
basic cloud network security elements.
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Abstractiong a CISB provides an abstraction layer that unifies multiple laaS platforms under a
single policy system. This enables implementation ofa single policy that can be enforced
on all laaS platforms (public, private and hybrid}t e used ly the organization.

Automation and Orchestratiog¢ K S /ehs{ires@hathe network security policy (that
encompasses firewall rules, identihased access rules, encryption policies) are enforced on
all laaS platformsised by the organization.

6.5 Fortinet FortiCASB

Fortinet is a cybersecurity company founded in 2000 with headquarters in Sunnyvale CA in the USA.
FortiCASEs a Cloud Access Security Broker (CASB) with Cloud Security Posture Management (CSPM)
capabilities. The product exploits the APIs provided by cloud services to provide:

Visibility into the resource usage of laaS together with and control over the servic

O2Yy FAIAdzNI GA2Yy D Lid LISNF2N¥Ya LEF{ O2yFTAIAdzNI GA2Y
laaS deployment on AWS, Azueied GCP. It identifies risks associated with the insecure

provisioning and configuration of cloud resources. Using the information gathered it

generates compliance reports that list gaps from regulation requirements of supported

reports.

Visibility and conil of over access to SaaS applications and stored data. It connects directly

G2 GKS {FF{ LINRPGARSNI G2 | O0O0S&aa RIGF YR FAfSa :
are validated against data leakage policies and scanned for threats. Existing iidarora
GREFEGE Fd NBaidé Aa +FHftaz alOlyySR (2 SyadiNB Al YS:

6.6 NextLabs®

NextLabs® has its USA headquarters in San Mateo, CA with offices worldwide. Although it does not have a
pure CASB product that fits into this analysis, its productsigecfunctionality that is very relevant to

protecting data in the cloud. These products include those in its Data Centric Security Suite: NextLabs
Control Center, NextLabs Rights Management, and NextLabs Entitlement Management.

This suite of products pwides strongpolicy-drivendata-centriccontrol that covers information wherever it

is stored or processed; including data held and processed in the cloud. Given this focus, the suite does not
LINE OARS aLISOAFTFAO Fdzy Ol A 2 yéshripipdde ding riskr&tifigS Or(sericdsK ThR 2 4
NextLab§products are based around the XACML standardmndidecontrol through policy enforcement

points which enable the movement of and access to data to be controlled wherever it resides. This is
swpplemented by digital rights management functionality that encrypts data so that, even if there is

unauthorized access the information cannot be decrypted.
6.7 Nexus

The Identity and security company Nexus Group was founded in 1984.its haadquarters irHagersten,
Sweden Nexuf2fédcusison supporting organizations to connect people, services and things in a secure way
with the Smart ID platformThe Nexus Hybrid Access Gatevgas softwarebased authentication and

federation product used to enablesure access to digital servioceao matter where those services or users

are located. IOy LINR PARS aSOdzNBE I 00Saa (2 |y 2Zpddlonaddnl G A
add-on 2FA service to a different online portal.
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This can be used iveemployees secure and remote access to central enterprise resources, phased
systemsas well azloud services. The solution is ataotablefor user authentication in online banking, e
commerce and government serviceslt is eI DASompatible and can connect to the respective nodes. By
implementing the identity federation functionalitysers are enabled to log on once to securely reach all
resources connected to the Nexus Hybrid Access Gateway.

Its main objectives are to enforceganizational access policies@dgudbasedservicesare accessed. It
supports open standards such as SAML and Oaariizhe upcoming version Open ID Connghtch
ensures that users are provisioned as soon as they access a cloud applicatlsosutports a wide range
of multi-factor authentication methodérom OTP to PKI based o factors

6.8 Salesforce Shield

The SalesforcBElatform is extensively used by organizations to improve the service that they give to their
customers. Therefore the platform storesmanykinds ofdatathat are subject to privacy laws and other
regulations, for example in the financial services indusiiiyese requirements include the need for
monitoring,control over accessauditingand encryption The data within theSalesforcélatform is heldin a
structureddatabase and previouslythe useis of tenant applications havéadno control over the encryption
of the data. CASBs have been the main tool that allowegantsto exercise control over the encryption of
their dataheld within the Salesforce platform

In July 2015, Salesforce launched Satesf&hield, a set of Salesfofelatform services that include Field
Audit Trail, Platform Encrypticand Event Monitoringwith Transaction SecurityThis enables orgamiions
with compliance or governance requirements, and businesses in regulated industries to build tmdted
compliantcloud apps. The key functionality provideg Salesforce Shieidcludes:

PlatformEncryptiongallows customerso natively encrypt d& at rest while maintaining
application functionality. In addition, customers can manage the lifecycle of their encryption
keys while protectinghe keys from unauthorized access. It also provides a Bring Your Own
Key (BYOK) service with a variety dias for managing tenant secrefgr sourcing,

generating anananaging key material

Event Monitoring gives customers visibility into Salesforce apps, so that they can see what
data users are accessing, from what IP address, and what actions are beingegérding

that data. It also includes Transaction Securitlfich allowsreal time enforcement of
policiesrelating to access and consumption of Salesforce services.

Field Audit Trail gives customers the ability to go back in time and see theasthtealue of
their data on any date, at any time for up to 10 years.

As Saas services extend the functionality provided by their platforms this could erode the potential custome
base for CASB products.

6.9 SkyFormation

SkyFormatiomffers a solution that prodest Yy & h LIS NI {/ Al 2{ yhad déliv@ngeibudvigbility and

threat detectionby leveraginghe organizatio® existingSIEM/SOCIt claimdo exploitexisting SIEM/SOC
andsystems such as DLP, IAM, endpoint management, and threat intelligenoedocloud servicesThis

allows the detection ofhreats by delivering security information and detection rulesioK S 2 NB I y A T |
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cloud services and shadow ITtleir SIEM. It provides connectors for a wide range$®daS and laaS cloud
services.
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7 Methodology

KuppingerCole Leadership Compass is a tool which provides an overview of a partioaldeiflsegment
and identifies the leaders in that market segment. It is the compass which assists you in identifying the
vendors and products/services in a particular market segment which you should consider for product
decisions.

It should be noted thait is inadequate to pick vendors based only on the information provided within this
report.

Customers must always define their specific requirements and analyze in greater detail what they need. Thic
NEBLER2 NI R2SayQi LINRJARS layeddoNd DspeciicSuystBrhetiskehafid. This 2aN] L
be done only based on a more thorough and comprehensive analysis of customer requirements and a more
detailed mapping of these requirements to product features, i.e. a complete assessment.
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7.1 Types of Ledership
We look at four types of leaders:

Product Leaders: Product Leaders identify the lea@itige products in the particular market segment.
These products deliver to a large extent what we expect from products in that market segment. They are
mature.

Market Leaders: Market Leaders are verslwhich have a large, global customer base and a strong
partner network to support their customers. A lack in global presence or breadth of partners can prevent
a vendor from becoming a Market Leader.

Innovation Leadrs: Innovation Leaders are those vendors which are driving innovation in the market
segment. They provide several of the most innovative and upcoming features we hope to see in the
market segment.

Overall Leaders: Overall Leaders are identified basedomm#ined rating, looking at the strength of
products, the market presence, and the innovation of vendors. Overall Leaders might have slight
weaknesses in some areas but become an Overall Leader by being above average in all areas.

For every area, we disijuish between three levels of products:

Leaders: This identifies the Leaders as defined above. Leaders are products which are exceptionally stro
in particular areas.

Challengers: This level identifies products which are not yet Leaders but have spesifgths which
might make them Leaders. Typically, these products are also mature and might be dedgaghen
looking at specific use cases and customer requirements.

Followers: This group contains products which lag belmrsbme areas, such as having a limited feature

set or only a regional presence. The best of these products might have specific strengths, making them a
good or everthe bestchoice for specific use cases and customer requirements but are of limitedimalue
other situations.

Our rating is based on a broad range of input and long experience in that market segment. Input consists of
experience from KuppingerCole advisory projects, feedback from customers using the products, product
documentation, and a quéisnnaire sent out before creating the KuppingerCole Leadership Comgsags|l
asother sources.
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7.2 Product rating

KuppingerCole as an analyst company regularly does evaluations of products/services and vendors. The
results are, among other types of publications and services, published in the KuppingerCole Leadership
Compass Reports, KuppingerCole Executive Viewsjrig@p@ole Product Reports, and KuppingerCole
Vendor Reports. KuppingerCole uses a standardized rating to provide a quick oa#mwigvperception of

the products or vendors. Providing a quick overview of the KuppingerCole rating of products requires an
approach combining clarity, accuracy, and completeness of information at a glance.

KuppingerCole uses the following categories to rate products:

i1 Security i Interoperability
1 Functionality 1 Usability
1 Integration

Securityg security is measured by the degree of security within the product. Information Security is a key
element and requirement in the KuppingerCole IT Model (#70129 Scenario Understanding IT Service and
Security Managemett Thus, providing a mature approatchsecurity and having a wedefined internal
security concept are key factors when evaluating products. Shortcomings such as having no or only a very
coarsegrained, internal authorization concept are understood as weaknesses in security. Known security
vulnerabilities and hacks are also understood as weaknesses. The rating then is based on the severity of
such issues and the way a vendor deals with them.

Functionalityq this is measured in relation to three factors. One is what the vendor promiseditede

The second is the status of the industry. The third factor is what KuppingerCole would expect the industry
to deliver to meet customer requirementfn mature market segments, the status of the industry and
KuppingerCole expectations usually areudly the same. In emerging markets, they might differ
significantly, with no single vendor meeting the expectations of KuppingerCole, thus leading to relatively
low ratings for all products in that market segment. Not providing what customers can expegerage

from vendors in a market segment usually leads to a degradation of the rating, unless the product
provides other features or uses another approach which appears to provide customer benefits.

Integrationt integration is measured by the degree imigh the vendor has integrated the individual
technologies or products in their portfolio. Thus, when we use the term integration, we are referring to
the extentto which products interoperate with themselves. This detail can be uncovered by looking at
what an administrator is required to do in the deployment, operation, managenamd discontinuation

of the product. The degree of integration is then directly related to how much overhead this process
requires. For example: if each product maintains its @@hof names and passwords for every person
involved, it is not well integrated. And if products use different databases or different administration tools
with inconsistent user interfaces, they are not well integrated. On the other hand, if a singleamaime
password can allow the admin to deal with all aspects of the product suite, then a better level of
integration has been achieved.

Interoperabilityt A Yy § SN2 LISNI 6 At AdGe | faz2 OFly KFE@S Ylye YSIy,.
refertotheabilie 2 F | LINRPRdzOG (G2 ¢62NJ] 6AGK 20KSNJ gSYR2NA
context, it means the degree to which the vendor has integrated the individual products or technologies

L http://www.kuppingercole.com/report/mksecnario_understandingiam06102011
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with other products or standards that are important outsidetloé product family. Extensibility is part of

this and measured by the degree to which a vendor allows its technologies and products to be extended
for the purposes of its constituents. We think Extensibility is so important that it is given equal status so
as toensureits importance and understanding by both the vendor and the customer. As we move
forward, just providing good documentation is inadequate. We are moving to an era when acceptable
extensibility will require programmatic access through a sletumented and secure set of APIs. Refer to
the Open API Economy Document (#70352 Advisory Note: The Open API E¢doiomgre information
about the nature and state of extensibility and interoperability.

Usabilityt usabilityrefers to the degree in which the vendor enables the accessibility to its technologies
and products to its constituencies. This typically addresses two aspects of usgthiétend user view

and the administrator view. Sometimes just good documentat@am create adequate accessibility.
However, we have strong expectatiomgerallregardingwell-integrateduser interfaces and a high degree
of consistency across user interfaces of a product or different products of a vendor. We also expect
vendors to follev common, established approaches to user interface design.

We focus on security, functionality, integration, interoperability, and usability for the following key
reasons:

Increased People ParticipatiorHuman patrticipation in systems at any level is tighkst area of cost
and potential breakdown for any IT endeavor.

Lack of Security, Functionality, Integration, Interoperability, and Usablliack of excellence in any of
these areas will only result in increased human participation in deploying andaimaig IT systems.

Increased ldentity and Security Exposure to Failurereased People Participation and Lack of
Security, Functionality, Integration, Interoperability, and Usability not only significantly increasts,
but inevitably leadto mistakes and breakdowns. This will create openings for attack and failure.

Thus, when KuppingerCole evaluates a set of technologies or products from a given vendor, the degree of
product Security, Functionality, Integration, Interoperability, and Usability iwtie vendor has provided

are of the highest importance. This is because lack of excellence in any or all areas will lead to inevitable
identity and security breakdowns and weak infrastructure.

2 http://www.kuppingercole.com/report/cb_apieconomy16122011
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7.3 Vendor rating

For vendors, additional ratings are usedpast of the vendor evaluation. The specific areas we rate for
vendors are

1 Innovativeness

1 Market position

i Financial strength
i Ecosystem

Innovativenesg; this is measured as the capability to drive innovation in a direction which aligns with the
KuppingerColenderstanding of the market segment(s) the vendor is in. Innovation has no value by itself
but needs to provide clear benefits to the customer. However, being innovative is an important factor for
trust in vendors, because innovative vendors are mordyliteeremain leadingedge. An important

element of this dimension of the KuppingerCole ratings is the support of standardization initiatives if
applicable. Driving innovation without standardization frequently leads to-ilodcenarios. Thus, active
participation in standardization initiatives adds to the positive rating of innovativeness.

Market position ¢ measures the position the vendor has in the market or the relevant market segments.

This is an average ratimyer all markets in which a vendor is agt, e.g. being weak in one segment
R2SayQid tSIFIR (G2 F @GSNEB t2¢ 20SNIrff NIGAYy3Id ¢KAA
Financial strengtt S @Sy 6 KAT S YdzLILAY3ISNI 2t S R2SayQi O2yaiR:e
strength isan important factor for customers when making decisions. In general, publicly available

financial information is an important factor therein. Companies which are vetitnamced are in general

more likely to become an acquisition target, with massiveiriskf 2 NJ 4 KS SESOdziAz2y 2F
roadmap.

Ecosystent this dimension looks at the ecosystem of the vendor. It focuses mainly on the partner base
2F I @GSYR2NIFYyR GKS FLINERIOK (KS @SyR2NJ Gl 1Sa G2
environments.

Again, please note that in KuppingerCole Leadership Compass documents, most of these ratings apply to
the specific product and market segment covered in the analysis, not to the overall rating of the vendor.
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7.4 Rating scale for products and vendors

Forvendors and product feature areas, we uskeyond the Leadership rating in the various categogies
a separate rating with five different levels. These levels are

Strong positive  Outstanding support for the feature area, e.g. product functionality, ostautding

Positive

Neutral

Weak

Critical

position of the company, e.qg. for financial stability.

Strong support for a feature area or strong position of the company, but with some
minor gaps or shortcomings. E.g. for security, this can indicate some gapsgandine
control ofadministrative entitlements. E.g. for market reach, it can indicate the global
reach of a partner network, but a rather small number of partners.

Acceptable support for feature areas or acceptable position of the company, but with
several requiremets we set for these areas not being met. E.g. for functionality, this

Oy AYyRAOIFIGS GKIG &a2YS 2F G4KS YIF 22N FSI i

others are well served. For company ratings, it can indj@tg aregionatonly
presence.

Belowaverage capabilities in the product ratings or significant challenges in the
company ratings, such as very small partner ecosystem.

Major weaknesses in various areas. This rating most commonly applies to company
ratings for market posibn or financial strength, indicating that vendors are very small
and have a very low number of customers.
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In addition to the ratings for our standard categories such as Product Leadership and Innovation
Leadership, we add a spidgraphfor every vendor we rate, looking at specific capabilities for the market
segment researched in the respective Leadership Compass. FGASBB Leadership Compass look at

the following areas:

Shadow Cloud

Data Security

Access Control

Compliance

Cyber Security

Features and functionality provided to discovketuse of cloud
services from within the organization

The functionality provided by the product to implement data
security controls. These include functionality to discover sensitive
data that is held in or being moved to a cloud serviantfls

may be implemented through detection, warning, quarantining,
blocking, encrypting or tokenizing data

The functionality provided by the product to control access to

cloud services. This may be at a service by servicedewahg

the ability to prohibit or allow the use of specific cloud services.
They may also enable more finely grained access control based on
individual user identities, devices or transactions.

The functionality provided by the product to support theeuof
cloud services in a way that is compliant with laws and
regulations

Feature and functions to help to protect agaiegber security
risks. Forexamplecontrol over which devices have access to
specific cloud services. It may also provide mechanisms to
monitor accesdehaviorso help to identify hijacked accounts
and malware.

The spidegraphsadd an extra level of information by showing the areas wheoglucts are stronger or
weaker. Some products show gaps in certigaswhile being strong in other areas. These might be a
good fit if only specific features are required. Other solutions deliver strong capabilities across all areas,
thus commonly beig a better fit for strategic decisions @loud Access Security Brokers
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