Shielded Virtual Machine
Attestation Process

Who has access to the data?
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Fabric:

Component Parts

To ensure Hyper-V hosts
are healthy, multiple com-
ponents including hard-
ware security features are
used to measure the code
and state from the
moment the machine is
powered on.
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2 Microsoft

based Security to ensure that only
allowed binaries can be run on the
system since the moment the
machine is started.

uses hardware security technology to
create an area that is isolated from
kernel and applications preventing
external attacks.

The Trusted Platform Module (TPM) is an international standard for a
secure crypto-processor. Windows Server 2016 Hyper-V enables a virtual
TPM device for VMs so that they can take advantage of features such as:
BitLocker. The virtual TPM does not require a physical TPM to be present.

implement a Guarded fabric by
providing health attestation for the
Hyper-V hosts and key protection for
the key material that is required to run
Shielded VMs.




