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1 Version History
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2 Introduction

2.1 Background

Evaluation information:

Document identifier

MS‐W11‐I‐003 Version 1.0 Microsoft Windows,
Microsoft Windows Server
and Azure version 22H2
Assurance Activity Report

Date of issue 2023‐09‐01
Evaluation period 2023‐02‐03 // 2023‐09‐01
Reception of the TOE 2023‐04‐24

Product ‐ TOE

Windows Operating Systems ﴾OS﴿:
• Microsoft Windows 11 Enterprise Edition
• Microsoft Windows 11 version 22H2 Pro edition
• Microsoft Windows 11 version 22H2 Education edition
• Microsoft Windows 11 version 22H2 IoT Enterprise edition
• Microsoft Windows 10 Pro edition
• Microsoft Windows 10 Enterprise edition ﴾64‐bit version﴿
• Microsoft Windows Server 2022 Standard Edition
• Microsoft Windows Server 2022 Datacenter Edition
• Microsoft Windows Server Datacenter: Azure Edition
• Microsoft Azure Stack HCIv2 version 22H2
• Microsoft Azure Stack Hub ﴾Microsoft Windows
Server Core Datacenter﴿
• Microsoft Azure Stack Edge ﴾Microsoft Windows
Server Core Datacenter﴿
TOE Builds:
• Microsoft Windows 11 build 10.0.22621.1 ﴾also
known as version 22H2﴿
• Microsoft Windows 10 build 10.0.19045.2006 ﴾also
known as version 22H2﴿
• Microsoft Windows Server 2022 10.0.20348.587
• Microsoft Windows Server Datacenter: Azure
Edition build 10.0.20348.1006
• Microsoft Azure Stack HCIv2 version 10.0.20349.1129
• Microsoft Azure Stack Hub and Edge
build 10.0.17784.1068
TOE Updates:
Windows 11, Windows 10, Windows Server,
and Azure Stack: all critical updates as of
June 1, 2023
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Offer number 74445
Package number 2023‐08
Testing procedure PECS002_03 & PECS018_01
Certification Body Centro Criptológico Nacional ‐ CCN

Developer
Microsoft Corporation
Microsoft Way, Redmond,
WA 98052, United States of America

Sponsor
Microsoft Corporration
Microsoft Way, Redmond,
WA 98052, United States of America

Laboratory

DEKRA Testing and Certification S.A.U
Avenida de los Pirineos, 7
Nave 9A
28703, San Sebastián de los Reyes ﴾Madrid﴿

Author or authors
Santiago Gómez Muñoz ‐ SGM
Manuel Mancera Jiménez ‐ MMJ
Javier Vázquez Moreno ‐ JVM

Evaluation Level In conformance with [GPOSPP421]

Laboratory equipment
Nº8287
Nº8185
CTC‐1847‐W

Security Target Microsoft Windows, Windows Server and Azure
Stack Security Target, version 0.04, July 3, 2023

Report template FCS210_00 GPOSPP_CC‐AAR

2.2 Scope

This document includes the results of the evaluation activities performed by DEKRA Testing
and Certification in the Common Criteria evaluation of the following operating systems:

• Microsoft Windows 11 version 22H2 Enterprise edition
• Microsoft Windows 11 version 22H2 Pro edition
• Microsoft Windows 11 version 22H2 Education edition
• Microsoft Windows 11 version 22H2 IoT Enterprise edition
• Microsoft Windows 10 version 22H2 Pro edition
• Microsoft Windows 10 version 22H2 Enterprise edition
• MicrosoftWindows Server 2022 Standard edition ﴾With December 13, 2022 cumulative
update﴿

• Microsoft Windows Server 2022 Datacenter edition ﴾With December 13, 2022 cumula‐
tive update﴿

• Microsoft Windows Server Datacenter: Azure Edition ﴾December 2022 virtual machine
image from Azure Marketplace﴿
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• Microsoft Azure Stack HCIv2 version 22H2
• Microsoft Azure Stack Hub
• Microsoft Azure Stack Edge

The TOE build tested are the following:

• Microsoft Windows 11 build 10.0.22621.1 ﴾also known as version 22H2﴿
• Microsoft Windows 10 build 10.0.19045.2006 ﴾also known as version 22H2﴿
• Microsoft Windows Server 2022 10.0.20348.587
• Microsoft Windows Server Datacenter: Azure Edition build 10.0.20348.1006
• Microsoft Azure Stack HCIv2 version 10.0.20349.1129
• Microsoft Azure Stack Hub and Edge build 10.0.17784.1068

The hardware platforms used during the evaluation are listed below:

• Microsoft Surface Laptop 5
• Microsoft Surface Pro 9
• Microsoft Surface Pro 9 5G ﴾Qualcomm﴿
• Surface Studio 2+
• Microsoft Surface Laptop Go 2
• Microsoft Surface Go 3
• Microsoft Surface Laptop Studio
• Microsoft Surface Laptop 4 ﴾AMD﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿
• Dell Latitude 7420
• Dell Latitude 9520
• HP EliteBook 840 G10
• Lenovo ThinkPad Z13 ﴾AMD﴿
• Panasonic CF‐33
• Panasonic FZ‐55 Toughbook
• Zebra L10ax / RTL 10C1
• Zebra ET80Z Tablet
• Microsoft Windows Server 2022 Hyper‐V
• Microsoft Windows Server 2019 Hyper‐V
• Dell PowerEdge R640
• Dell PowerEdge R6625
• Dell PowerEdge R760xp
• Dell PowerEdge R840
• HPE Edgeline EL8000 / ProLiant e910 Server Blade
• Voyager Klaas Telecom

Note: For the sake of a better readability the following platforms:

• Microsoft Windows Server 2019 Hyper‐V
• Microsoft Windows Server 2022 Hyper‐V

has been referenced to:
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• Microsoft Windows Hyper‐V Server 2019
• Microsoft Windows Hyper‐V Server 2022

This naming convention has been used hereinafter.
The [SERIES] methodology has been applied for this evaluation, the Reference TOEs have
been selected according to the information included in section 6. Selection of the Refer‐
ences TOEs of [DAR&TRR] document.
The following list summarizes the combination between hardware platforms and operating
system editions used for the testing:

• Reference TOEs:

– Microsoft Surface Laptop 5 with Windows 11 version 22H2 Enterprise edition
﴾build 10.0.22621.1﴿

– Microsoft Surface Pro 9 with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

– Dell PowerEdge R6625withWindows Server 2022 Datacenter edition ﴾21H2, build
10.0.20348.587﴿

– Microsoft Windows Server 2022 Hyper‐V with Windows Server Azure Datacenter
edition ﴾21H2, build 10.0.20348.1006﴿

– Dell PowerEdge R6625 with Windows Server Datacenter edition ﴾21H2, build
10.0.20348.1006﴿

– Dell PowerEdge R6625with Azure Stack HCIv2 version 22H2 ﴾build 10.0.20349.1129﴿
– Dell PowerEdge R6625 with Azure Stack Hub ﴾build 10.0.17784.1068﴿
– Dell PowerEdge R6625 with Azure Stack Edge ﴾build 10.0.17784.1068﴿

• Supplementary TOEs:

– Panasonic CF‐33 with Windows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

– Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
– Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

– Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

– Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾21H2, build
10.0.20348.587﴿

– Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
– Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
– HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

– Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
– Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2
﴾build 10.0.20349.1129﴿
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– Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edi‐
tion ﴾21H2, build 10.0.20348.587

– Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

– Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

– Microsoft Surface Laptop Go 2 with Windows 11 version 22H2 Education edition
﴾build 10.0.22621.1﴿

– Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build
10.0.22621.1﴿

– Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edi‐
tion ﴾build 10.0.19045.2006﴿

– Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition
﴾build 10.0.19045.2006﴿

– Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition
﴾build 10.0.22621.1﴿

– Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

– Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
– HP 840 G10 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
– Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

As described in section 7. Testing Reuse Rational ﴾TRR﴿ of [DAR&TRR], the following test‐
ing strategy has been followed:

• The reference TOEs cover all the build versions ﴾at least one platform per each build
has been selected﴿.

• The reference TOEs cover the most complete edition ﴾Enterprise and Datacenter edi‐
tions have been selected﴿.

As it is concluded in the DAR analysis included in section 5. Differential analysis report
﴾DAR﴿ of [DAR&TRR] document, the security functionalities offered by the TOE and intended
to be evaluated are the same independently of the type of edition.
Therefore, and due to this selecion, it can be guarantee that the testing results obtained for
the reference TOEs can be resued for the rest of the additional platforms.
As to the hardware platform where the TOE is installed, for most of the evaluated function‐
alities ﴾e.g. security audit, access control rules﴿ it is not relevant. Hence, this implies it is not
expected to have different results between different hardware platforms.
However, there are some requirements in which the architecture of the hardware compo‐
nents used may be relevant ﴾for instance, memory randomization requirement or binaries
compiled with buffer overflow protection﴿. Due to this, additional platforms will be used to
expand the testing coverage and provide and individual analysis of the obtained results ﴾it
is detailed in this documnt when applicable﴿
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The following information is included for each SFR:

1. Description of the assurance activity, considering any modification issued by NIAP
Technical Decisions.

2. Documentation review activity for both TSS and guidance including the corresponding
verdict if applicable.

3. Testing activity. Composed of setup, procedure for its execution, obtained results
﴾expected results are specified in the assurance activity description﴿ and verdict. All
this information is provided for all test cases.
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3 Samples Identification

Since the TOE is an operating system, which is purely software, there is no physical samples
identified and tracked into the DEKRA internal system.

Control number Description Model Serial Number Reception date
NA NA NA NA NA
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4 Evaluation basis

The basis for this evaluation effort is as follows:

CC Version

Common Criteria for Information Technology
Security Evaluation.
Version: 3.1 Release 5
Date: April 2017
Part 1: Introduction and general model
CC ref: CCMB‐2017‐04‐001
Part 2: Security functional requirements
CC ref: CCMB‐2017‐04‐002
Part3: Security assurance requirements
CC ref: CCMB‐2017‐04‐003

Methodology version

Common Criteria for Information Technology
Security Evaluation.
Version: 3.1 Release 5
Date: April 2017
CC ref: CCMB‐2017‐04‐004

Evaluation level In conformance with [GPOSPP421]

Protection profile

NIAP ‐ Protection Profile for General Purpose Operating
Systems,
Version: 4.2.1, April 22, 2019 and NIAP Technical
Decisions ﴾TDs﴿.
NIAP ‐ PP Module for Wireless Local Area Network
﴾WLAN﴿
Clients, Version 1.0, March 31, 2022.
NIAP ‐ PP Module for Virtual Private Network ﴾VPN﴿
Clients, Version 2.4,
March 31, 2022 NIAP ‐ PP Module for Bluetooth
Version 1.0, April 15, 2023

CCRA Supporting documents None

JIL interpretations
[JIL10] Joint Interpretation Library.
Evaluation methodology for product series
Version 1.0. April 2017

Additional interpretations None
Other regulations None
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5 References

[CC31p1]

Common Criteria for Information Technology Security
Evaluation.
Part 1: Introduction and general model.
Version 3.1, Revision 5

[CC31p2]

Common Criteria for Information Technology Security
Evaluation.
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Version 3.1, Revision 5

[CC31p3]

Common Criteria for Information Technology Security
Evaluation.
Part 3: Security Assurance Components.
Version 3.1, Revision 5
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Common Criteria for Information Technology Security
Evaluation.
Evaluation Methodology.
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[SERIES] Evaluation methodology for product series, version 1.0, April 2017
[MS‐W11‐22H2‐I‐000] Evidences list

[GPOSPP421]
NIAP ‐ Protection Profile for General Purpose Operating
Systems, Versions: 4.2.1, April 22, 2019 [GPOSPP421] and NIAP
Technical Decisions ﴾TDs﴿

[GPOSPP‐VR10]
National Information Assurance Partnership Common Criteria
Evaluation and Validation Scheme ﴾CCEVS‐VR‐PP‐0047﴿, 01 May
2019 Version 1.0

[GPOSPP42‐ANER] Extended Component Definitions for GPOSPP v.4.2

[PPMWLAN10]

NIAP ‐ General Purpose Operating Systems Protection
Profile/Mobile Device Fundamentals Protection Profile
Extended Package Wireless Local Area Network ﴾WLAN﴿
Clients, Version 1.0, February 08, 2016

[PPMWLAN10‐VR10]
National Information Assurance Partnership Common Criteria
Evaluation and validation Scheme ﴾CCEVS‐VR‐PP‐0036﴿, 17
August 2017 Version 1.0.

[PPMVPN24] NIAP ‐ PP Module for Virtual Private Network ﴾VPN﴿ Clients,
Version 2.4, March 31, 2022

[PPMVPN24SD]
Supporting Document Mandatory Technical Document PP‐
Module for Virtual Private Network ﴾VPN﴿ Clients, Version 2.4,
March 31, 2022

[VPN‐PPCONF13]
PP‐Configuration for General Purpose Operating Systems and
Virtual Private Network ﴾VPN﴿ Clients, March 21, 2022, version
1.3
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[PPMBT10] NIAP ‐ PP Module for Bluetooth,
Version 1.0, April 15, 2021

[PPMBT10SD]
Supporting Document Mandatory Technical Document PP‐
Module for Bluetooth, Version 1.0,
April 15, 2021

[PECS002_03] Procedimiento de Proteccion
[PECS018_01] Procedimiento de Evaluacion Common Criteria

The evaluation evidences are listed in section 108 Evidence List.
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6 Competences, guarantees and general conditions

DEKRA Testing and Certification S.A.U. is a testing laboratory accredited by the National Ac‐
creditation Body ﴾ENAC ‐ Entidad Nacional de Acreditación﴿, to perform the tests indicated
in the Certificate No. 51/LE 1399.
In order to assure the traceability to other national and international laboratories, DEKRA
Testing and Certification S.A.U. has a calibration and maintenance program for its measure‐
ment equipment.
DEKRA Testing and Certification S.A.U. guarantees the reliability of the data presented in
this report, which is the result of the measurements and the tests performed to the item
under test on the date and under the conditions stated on the report and, it is based on the
knowledge and technical facilities available at DEKRA Testing and Certification at the time
of performance of the test.
DEKRA Testing and Certification S.A.U. is liable to the client for the maintenance of the
confidentiality of all information related to the item under test and the results of the test.
The results presented in this Test Report apply only to the particular item under test estab‐
lished in this document.
IMPORTANT: No parts of this report may be reproduced or quoted out of context, in any
form or by any means, except in full, without the previous written permission of DEKRA
Testing and Certification S.A.U.

1﴿ This report is only referred to the item that has undergone the test.
2﴿ This report does not constitute or imply on its own an approval of the product by the
Certification Bodies or competent Authorities.

3﴿ This document is only valid if complete; no partial reproduction can be made without
previous written permission of DEKRA Testing and Certification S.A.U.

4﴿ This test report cannot be used partially or in full for publicity and/or promotional pur‐
poses without previous written permission of DEKRA Testing and Certification S.A.U.
and the Accreditation Bodies.
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7 TOE Configuration

The operational guidance [OPE_230714] gives proper steps to carry out the installation and
configuration of the TOE and its environment that is consistent with [ST004].
The evaluator has installed and configured the TOE and its environment according to the
[OPE_230714] documentation.
The TOE configuration is consistent with the information provided in the security target
[ST004].
Therefore, the TOE configuration used to execute the independent test plan is consistent
with the evaluated configuration according to the security target [ST004].

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

37



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE8 TEST ENVIRONMENT DEFINITION

8 Test environment definition

8.1 Evaluation approach

The evaluation approach performed is as follows:

• Canonical platforms: Canonical platforms are the reference TOEs. They were selected
by applying the following criteria: One canonical platform will be set for each build ver‐
sion of the TOEs ﴾i.e 10.0.22621.1, 10.0.19045.2006 , 10.0.20348.587, 10.0.20348.1006…﴿
and it covers themost complete edition ﴾Enterprise and Datacenter editions have been
selected﴿. Therefore, eight canonical platforms were configured. The complete testing
coverage was performed over these platforms. The selected canonical platforms were
the following:

– Microsoft Surface Laptop 5 with Windows 11 version 22H2 Enterprise edition
﴾build 10.0.22621.1﴿

– Microsoft Surface Pro 9 with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

– Dell PowerEdge R6625withWindows Server 2022 Datacenter edition ﴾21H2, build
10.0.20348.587﴿

– Microsoft Windows Server 2022 Hyper‐V with Windows Server Azure Datacenter
edition ﴾21H2, build 10.0.20348.1006﴿

– Dell PowerEdge R6625 with Windows Server Datacenter edition ﴾21H2, build
10.0.20348.1006﴿

– Dell PowerEdge R6625with Azure Stack HCIv2 version 22H2 ﴾build 10.0.20349.1129﴿
– Dell PowerEdge R6625 with Azure Stack Hub ﴾build 10.0.17784.1068﴿
– Dell PowerEdge R6625 with Azure Stack Edge ﴾build 10.0.17784.1068﴿

• Supplementary platforms: These supplementary platforms had been tested to expand
the testing coverage of the previous platforms.

– Panasonic CF‐33 with Windows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

– Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
– Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

– Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

– Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾21H2, build
10.0.20348.587﴿

– Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
– Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
– HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

– Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
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– Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2
﴾build 10.0.20349.1129﴿

– Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edi‐
tion ﴾21H2, build 10.0.20348.587

– Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

– Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

– Microsoft Surface Laptop Go 2 with Windows 11 version 22H2 Education edition
﴾build 10.0.22621.1﴿

– Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build
10.0.22621.1﴿

– Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edi‐
tion ﴾build 10.0.19045.2006﴿

– Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition
﴾build 10.0.19045.2006﴿

– Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition
﴾build 10.0.22621.1﴿

– Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

– Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
– HP 840 G10 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
– Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

8.1.1 Testing strategy

Not all the activities included in this report have been carried out at DEKRA Testing and
Certification laboratory facilities. Some of the tests included in this report have been per‐
formed at the vendor facilities, since access to internal tools and private debug symbols are
required.
The following SFRs have been tested by the evaluator at the vendor premises: FCS_CKM_
EXT.4, FCS_RBG_EXT.1, FIA_UAU.5 ﴾smart card authentication﴿, FPT_ASLR_EXT.1, FPT_SBOP_
EXT.1 and FPT_TST_EXT.1.
The on‐site testing has allowed the access to critical parts of the source code, access to
debugging capabilities and to vendor certificates and propietary test tools for the functional
testing of the above mentioned SFRs. These capabilities could only be available for the
evaluator on the vendor’s premises.
The canonical platforms were fully tested, therefore, the evaluator had a complete coverage
for each version of the TOE.
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A sampling strategy was used for the supplementary platforms to gain confidence about
the results obtained for the canonical platforms and to widen the testing coverage.
As detailed in the above section, the selection of the reference TOEs meets the following
criteria:

• The reference TOEs cover all the build versions ﴾at least one platform per each build
has been selected﴿.

• The reference TOEs cover the most complete edition ﴾Enterprise and Datacenter edi‐
tions have been selected﴿.

The security functionalities offered by the TOE and intended to be evaluated are the same
independently of the type of edition.
Therefore, and due to this selection, it can be guarantee that the testing results obtained
for the reference TOEs can be reused for the rest of the additional platforms.
As to the hardware platform where the TOE is installed, for most of the evaluated function‐
alities ﴾e.g. security audit, access control rules﴿, the hardware platform in which the TOE was
installed was not relevant. Hence, this implies that it is not expected to have different results
between different hardware platforms.
However, there are some requirements in which the architecture or the hardware compo‐
nents used may be relevant ﴾for instance memory randomization requirement or binaries
compiled with buffer overflow protection﴿. Due to this, additional platforms will be used to
expand the testing coverage and provides an individual analysis of obtained results.
Summarizing, the testing strategy followed was:

• Canonical platforms: Complete testing.
• Supplementary platforms: Complete testing for hardware‐relevant requirements and
sampling for the rest of requirements.

Using the above approach, the testing had a complete coverage since at least one plat‐
form was completely tested for each combination of operating system edition and all the
hardware‐relevant requirements were tested in all platforms.

NOTE: WLAN Extended package is not applicable for Windows Server/Azure op‐
erating system editions.
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9 FAU_GEN.1.1

The assurance activity for the FAU_GEN.1.1 requirement is stated as follows:

The evaluator will check the administrative guide and ensure that it lists all of the
auditable events. The evaluator will check to make sure that every audit event
type selected in the ST is included.
The evaluator will test the OS’s ability to correctly generate audit records by
having the TOE generate audit records for the events listed in the ST. This should
include all instance types of an event specified. When verifying the test results,
the evaluator will ensure the audit records generated during testing match the
format specified in the administrative guide, and that the fields in each audit
record have the proper entries.

9.1 Documentation Review Activity

9.1.1 Findings

The Security Target document, defines in its section 5.1.1.1 Audit Data Generation﴾FAU_
GEN.1﴿, the following auditable events:
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In addition, the Operational Guidance document, includes in its section 5.1 Audit Events
by scenario a table with all the auditable events generated by the TOE.
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The content of this table matches with the selection performed by the vendor in the Security
Target document, as it can be seen in the image above.
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9.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that every au‐
ditable event type selected in the Security Target document is included in theOperational
Guidance document.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to this activity.

9.2 Test Activity

There are quite a few auditable events. To make a better coverage, the evaluator has di‐
vided this test activity into different subtests. For each of these subtests, the evaluator has
developed a script to obtain the selected audit events.
The auditable events defined in the Security Target document are the following, including
the eventID defined in the Operational Guidance document:

1. Start‐up and shutdown of the audit functions ﴾4608, 1100﴿
2. Authentication events ﴾4624, 4625﴿
3. Use of privileged/special rights events ﴾4656, 4670﴿
4. Privilege or role escalation events ﴾4673, 4674﴿
5. File and object events ﴾4656﴿
6. User and Group management events ﴾4720, 4725, 4726, 4731, 4732, 4733, 4734, 4735,
4738﴿

7. Audit and log data access events ﴾4673﴿
8. Cryptographic verification of software ﴾2, 3﴿
9. Attempted application invocation with arguments ﴾3077, 3038, 8020, 8022﴿
10. System reboot, restart and shutdown events ﴾1100, 4608﴿
11. Kernel module loading and unloading events ﴾3004, 3038﴿
12. Administrator or root‐level access events ﴾4624, 4625﴿
13. Lock and unlock a user account ﴾4740,4767﴿
14. Audit events from the WLAN Client EP ﴾covered in FAU_GEN.1/WLAN requirement﴿

The table below, shows the coverage between the auditable events and the subtests divi‐
sion performed by the evaluator. All the auditable events selected in the Security Target
document are covered:

9.2.1 Test 1 - Startup, Shutdown and Authentication events

The correct generation of the startup and shutdown of the audit functions, system reboot,
restart and shutdown, authentication and administrator access events will be tested in this
test case.
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Scripts/Events 1 2 3 4 5 6 7 8 9 10 11 12 13
Test 1 ‐ Startup, shutdown and authentication events 3 3 3 3

Test 2 ‐ Privileges or role escalation and audit and log data access events 3 3

Test 3 ‐ User and Group management events 3

Test 4 ‐ Use of privileged rights and File and object events 3 3

Test 5 ‐ Cryptographic verification of software events 3

Test 6 ‐ Attempted application invocation events 3

Test 7 ‐ Kernel module loading events 3

Test 8 ‐ Lock and unlock a user account 3

9.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with administrator rights shall exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts Test1_Setup.ps1 and Test1_Startup&Shutdown&Logon.ps1 shall be available.

9.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
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• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.1.4 Verdict
As the result above states, the audit events related to the startup and shutdown of the
audit functions, system events like reboot, restart and shutdown and successful and failed
authentication events have been correctly generated and they include all the information
defined in the Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

9.2.2 Test 2 - Privileges or role escalation and audit and log data access events

Generation of audit and log data access and privileges elevation events will be tested in this
test case.

9.2.2.1 Setup
The applicable setup for this test is the same as the one defined in the previous test case.
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9.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.2.4 Verdict
As the result above states, the audit events related to the privileged events and audit data
access events have been correctly generated and they include all the information defined
in the Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 2 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 2.

9.2.3 Test 3 - User and group management events

Generation of user and group management audit events will be tested in this test case.

9.2.3.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A user account with user name userFAU shall not exist.
• A local group with name groupFAU shall not exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script Test3_Users&Groups.ps1 shall be available.

9.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.3.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.3.4 Verdict
As the result above states, the audit events related to user and group management events
have been correctly generated and they include all the information defined in the Security
Target document.
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Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 3 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 3.

9.2.4 Test 4 - Use of privileged rights and file and object events

Generation of privileged rights and file and object audit events will be tested in this test
case.

9.2.4.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A user account with user name userFAU shall exist. This user shall belong to the default
Users group.

• A file in path C:\TEMP\file.txt shall not exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script Test4_Fileobject&AdminRoot.ps1 shall be available.

9.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿
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• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.4.4 Verdict
As the result above states, the audit events related to file and object events have been
correctly generated and they include all the information defined in the Security Target
document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 4 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 4.

9.2.5 Test 5 - Cryptographic verification of software events

Generation of audit events related to cryptographic verification of software will be tested in
this test case.
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9.2.5.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• SignTool, a command line tool that provides the ability to sign files and verify signa‐
tures in files. It is distributed with theWindows 10 Software Development Kit (SDK).

• A hexadecimal editor ﴾e.g. HxD﴿.
• A valid update file must be downloaded in the tested platform. To do this, the evalu‐
ator shall carry out the following steps:

– Open Microsoft Edge and go to the following URL: Windows Update Catalog

• In the search box type ‘Windows 10 22H2’, ‘Windows 11 22H2’, ‘Windows Server 21H2’,
‘Azure Stack HCI’, ‘Azure Stack Hub’ and ‘Azure Stack Edge’ a list of available updates
will be shown.

– Choose one update from the list, and ensure that the selected update is valid to
the architecture of the platform which is being tested.

• Finally, click the Download button. Choose the folder where the update will be stored
and wait until the download has finished. The downloaded file shall have the .msu
extension ﴾Microsoft Update Standalone Package﴿.

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts Test5_Setup.ps1 and Test5_CryptographicVerificationEvents.ps1 shall be avail‐
able.

9.2.5.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿
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• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.5.4 Verdict
As the result above states, the audit events related to the cryptographic verification of soft‐
ware have been correctly generated and they include all the information defined in the
Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 5 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 5.
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9.2.6 Test 6 - Program initiation events

Generation of audit events related to the success or failure initiation programs due to soft‐
ware restriction policies will be tested in this test case.

9.2.6.1 Setup
The applicable setup is different depending on the operating system and the edition in‐
stalled in the evaluated platform.
The evaluator shall configure Applocker. The following conditions must be fulfilled to per‐
form this part of the test:

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Application Identity Service must be running. The evaluator has developed a script to
automate the start of the service and set it to start on Windows boot. The content of
the script is the following:

• AppLocker shall not have any defined rules in section Packaged app Rules.
• For Windows Server, TestConsolev10.exe and TestConsolev11.exe and Test6_
ProgramInitiationEvents_AppLocker_GetLog_Server.ps1 shall be available.

• Scripts Test6_ProgramInitiationEvents_AppLocker_Setup.ps1 and Test6_Program Initia‐
tionEvents_AppLocker_GetLog.ps1 shall be available.

9.2.6.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
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• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.6.4 Verdict
As the result above states, the audit events related to the program initiation events have
been correctly generated and they include all the information defined in the Security Target
document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 6 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 6.
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9.2.7 Test 7 - Kernel module loading events

Generation of kernel module loading events will be tested in this test case.

9.2.7.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A hexadecimal editor ﴾e.g. HxD﴿
• AWinPE USB for all the architectures must be available.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts Test7_KernelModuleLoading events_Step1.ps1 and \ Test7_KernelModule
LoadingEvents_Step2.ps1 shall be available.

9.2.7.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

9.2.7.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
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• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.7.4 Verdict
As the result above states, the audit events related to the kernel module loading and un‐
loading events have been correctly generated and they include all the information defined
in the Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 7 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 7.

9.2.8 Test 8 - Lock and unlock user accounts

Generation of events related to lock and unlock user account will be tested in this test case.

9.2.8.1 Setup
The applicable setup for this test is the same as the one defined for FIA_AFL.1.

9.2.8.2 Procedure
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This test is done at the same time as FIA_AFL.1.

9.2.8.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

9.2.8.4 Verdict
As the result above states, the audit events related to the lock and unlock user account
events have been correctly generated and they include all the information defined in the
Security Target document.
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Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 8 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 8.

9.3 Final Verdict

Due to documentation review activity and all subtests have assigned a PASS verdict, the
evaluator considers that the requirements established in the assurance activity are properly
fulfilled. Therefore, the PASS verdict is assigned to FAU_GEN.1.1.
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10 FAU_GEN.1.2

The assurance activity for the FAU_GEN.1.2 requirement is stated as follows:

The evaluator will check the administrative guide and ensure that it provides a
format for audit records. Each audit record format type must be covered, along
with a brief description of each field. The evaluator will ensure that the fields
contains the information required.
The evaluator shall test the OS’s ability to correctly generate audit records by
having the TOE generate audit records for the events listed in the ST. The eval‐
uator will ensure the audit records generated during testing match the format
specified in the administrative guide, and that the fields in each audit record
provide the required information.

10.1 Documentation Review Activity

10.1.1 Findings

The evaluator has reviewed the Operational Guidance document. This document includes
in its section 5.1 Audit Events by scenario a table with all the auditable events. The content
of this table matches with the selection performed by the vendor in the Security Target
document.
For example, the following image shows some of the auditable events defined in the Oper‐
ational Guidance document:

The Security Target document also states the minimum information that each audit record
should include. These fields are the following:

• Date and time of the event.
• Type of the event.
• Subject identity.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

63



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 10 FAU_GEN.1.2

• Outcome ﴾success or failure﴿ of the event.

In addition, the Operational Guidance document also provides information related the
main fields for each auditable event. This information includes the name of these fields and
a brief description for each one. For example, the following image shows the main required
fields for the auditable event 2 ﴾Package was successfully changed to the Installed state﴿.

10.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that the format
of every auditable event is described, including at least the fields defined in the Security
Target document ﴾date and time, type of the event, subject identity and outcome﴿.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

10.2 Test Activity

This test is done at the same time as FAU_GEN.1.1.

10.2.1 Test

10.2.1.1 Setup
The applicable setup for this test is the same as the one defined for FAU_GEN.1.1.

10.2.1.2 Procedure
This test is done at the same time as FAU_GEN.1.1.
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10.2.1.3 Results
Results for this test are included in FAU_GEN.1.1.

10.2.1.4 Verdict
As it is can be appreciated in the obtained results section of FAU_GEN.1.1 requirement, all
the audit events generated by the TOE match with the format described in the operational
guidance and include, at least, the fields listed in the Security Target document.
Therefore, the PASS verdict is assigned to the test activity.

10.3 Final Verdict

Since this requirement has been tested alongside the FAU_GEN.1.1 requirement, where all
activities have been assigned a PASS verdict, the evaluator considers that the requirements
established in the assurance activity are properly fulfilled. Therefore, the PASS verdict is
assigned to this FAU_GEN.1.2 requirement.
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11 FCS_CKM.1.1(1)

The assurance activity for the FCS_CKM.1.1﴾1﴿ requirement is stated as follows:

The evaluator will ensure that the TSS identifies the key sizes supported by the
OS. If the ST specifies more than one scheme, the evaluator will examine the TSS
to verify that it identifies the usage for each scheme.
The evaluator will verify that the AGD guidance instructs the administrator how
to configure the OS to use the selected key generation scheme﴾s﴿ and key size﴾s﴿
for all uses defined in this PP.
Evaluation Activity Note: The following tests may require the vendor to furnish
a developer environment and developer tools that are typically not available to
end‐users of the OS.
Key Generation for FIPS PUB 186‐4 RSA Schemes
The evaluator will verify the implementation of RSA Key Generation by the OS
using the Key Generation test. This test verifies the ability of the TSF to cor‐
rectly produce values for the key components including the public verification
exponent e, the private prime factors p and q, the public modulus n and the
calculation of the private signature exponent d. Key Pair generation specifies 5
ways ﴾or methods﴿ to generate the primes p and q. These include:

1. Random Primes:
• Provable primes
• Probable primes

2. Primes with Conditions:
• Primes p1, p2, q1,q2, p and q shall all be provable primes
• Primes p1, p2, q1, and q2 shall be provable primes and p and q shall
be probable primes

• Primes p1, p2, q1,q2, p and q shall all be probable primes

To test the key generation method for the Random Provable primes method
and for all the Primes with Conditions methods, the evaluator must seed the TSF
key generation routine with sufficient data to deterministically generate the RSA
key pair. This includes the random seed﴾s﴿, the public exponent of the RSA key,
and the desired key length. For each key length supported, the evaluator shall
have the TSF generate 25 key pairs. The evaluator will verify the correctness of
the TSF’s implementation by comparing values generated by the TSF with those
generated from a known good implementation.
If possible, the Random Probable primes method should also be verified against
a known good implementation as described above. Otherwise, the evaluator
will have the TSF generate 10 keys pairs for each supported key length nlen and
verify:
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• n = p·q,
• p and q are probably prime according to Miller‐Rabin tests,
• GCD﴾p‐1,e﴿ = 1,
• GCD﴾q‐1,e﴿ = 1,
• 216 ≤ e ≤ 2256 and e is an odd integer,
• |p‐q| > 2nlen/2‐100,
• p ≥ 2nlen/2‐1/2,
• q ≥ 2nlen/2‐1/2,
• 2﴾nlen/2﴿ < d < LCM﴾p‐1,q‐1﴿,
• e*d = 1 mod LCM﴾p‐1,q‐1﴿.

Key Generation for Elliptic Curve Cryptography ﴾ECC﴿
FIPS 186‐4 ECC Key Generation Test
For each supported NIST curve, i.e., P‐256, P‐384 and P‐521, the evaluator will
require the implementation under test ﴾IUT﴿ to generate 10 private/public key
pairs. The private key shall be generated using an approved random bit genera‐
tor ﴾RBG﴿. To determine correctness, the evaluator will submit the generated key
pairs to the public key verification ﴾PKV﴿ function of a known good implementa‐
tion.
FIPS 186‐4 Public Key Verification ﴾PKV﴿ Test
For each supported NIST curve, i.e., P‐256, P‐384 and P‐521, the evaluator will
generate 10 private/public key pairs using the key generation function of a
known good implementation and modify five of the public key values so that
they are incorrect, leaving five values unchanged ﴾i.e., correct﴿. The evaluator
will obtain in response a set of 10 PASS/FAIL values.
Key Generation for Finite‐Field Cryptography ﴾FFC﴿
The evaluator will verify the implementation of the Parameters Generation and
the Key Generation for FFC by the TOE using the Parameter Generation and Key
Generation test. This test verifies the ability of the TSF to correctly produce values
for the field prime p, the cryptographic prime q ﴾dividing p‐1﴿, the cryptographic
group generator g, and the calculation of the private key x and public key y.
The Parameter generation specifies 2 ways ﴾or methods﴿ to generate the crypto‐
graphic prime q and the field prime p:

• Cryptographic and Field Primes:
– Primes q and p shall both be provable primes
– Primes q and field prime p shall both be probable primes

and two ways to generate the cryptographic group generator g:

• Cryptographic Group Generator:
– Generator g constructed through a verifiable process
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– Generator g constructed through an unverifiable process

The Key generation specifies 2 ways to generate the private key x:

• Private Key:
– len﴾q﴿ bit output of RBG where 1 ≤ x ≤ q‐1
– len﴾q﴿ + 64 bit output of RBG, followed by a mod q‐1 operation where
1 ≤ x ≤ q‐1

The security strength of the RBG must be at least that of the security offered
by the FFC parameter set. To test the cryptographic and field prime generation
method for the provable primes method and/or the group generator g for a ver‐
ifiable process, the evaluator must seed the TSF parameter generation routine
with sufficient data to deterministically generate the parameter set. For each key
length supported, the evaluator shall have the TSF generate 25 parameter sets
and key pairs. The evaluator shall verify the correctness of the TSF’s implemen‐
tation by comparing values generated by the TSF with those generated from a
known good implementation. Verification must also confirm:

• g != 0,1
• q divides p‐1
• gq mod p = 1
• gx mod p = y

for each FFC parameter set and key pair.

11.1 Documentation Review Activity

11.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided in
the TSS, section 6.2.2 Cryptographic Algorithm Validation.
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11.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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11.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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11.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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11.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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11.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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The Operational Guidance document, states that for the evaluated version the following
security policy needs to be applied ﴾Section 3.2.5﴿:

• Local Policies \ Security Options\System cryptography: Use FIPS 140 compliant crypto‐
graphic algorithms, including encryption, hashing and signing algorithm.

After applying this policy, only FIPS certified algorithms can be used, including the key gen‐
eration algorithms defined in the table above.
As part of the testing activity described below, the correctness of the cryptographic func‐
tionality has been demonstrated against the BOTAN tool. However, ffdhe groups are not
available in BOTAN, and the laboratory has verified the implementation against the CAVP
tool. Below, the CAVP certificates granted for this functionality are listed ﴾extracted from
the tables above﴿

11.1.1.6 Windows 11 version 22H2 (CAVP Cert. #A4008)
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11.1.1.7 Windows 10 version 22H2 (CAVP Cert. #A3795)
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11.1.1.8 Windows Server 2022 and Windows Server Datacenter: Azure Edition (CAVP
Cert. #A3810)
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11.1.1.9 Windows Server Azure Stack HCIv2 version 22H2 (CAVP Cert. #A3783)

11.1.1.10 Azure Stack Hub and Azure Stack Edge (CAVP Cert. #A3789)
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11.1.2 Verdict

The evaluator considers that the TSS identifies the key sizes supported by each of the OS
for every algorithm through its NIST certificates. Moreover, all the key generation algo‐
rithms ﴾whose purpose is to be used as part of digital signatures processes﴿ follow the same
standard ﴾FIPS 186‐4﴿.
The Operational Guidance document, defines the FIPS security policy to be applied. Once
this policy is applied, only the approved key generation method described above can be
used. No further configuration is needed to generate keys following the Appendix B.1, B.3
and B.4 of the FIPS‐PUB 186‐4 standard.
Hence, the PASS verdict is assigned to the documentation review activity.

11.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following key generation method:

1. RSA scheme for key sizes of 2048‐bit or greater ﴾according to TSS section 2048 and
3072 bits﴿.

2. ECDSA scheme using NIST curves P‐256, P‐384 and P‐521
3. FFC scheme for key sizes of 2048‐bit or greater ﴾according to TSS section: MODP‐2048,
MODP‐3072, MODP‐4096, ffdhe2048, ffdhe3072, ffdhe4096 and ffdhe6144 groups﴿.

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
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during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
key generation algorithms, the following types of test are performed:

• For RSA:
– Generated Data Test ﴾GDT﴿. The main goal for these tests is verify the imple‐
mentation of the RSA key generation operation. For this test, it is expected
that the TOE generate RSA key pairs based on the provided key length and
public exponent and return the value p, q, n, d, and e. Then, these values are
verified using the known good implementation.

• For ECDSA:
– Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the
implementation of the ECDSA key generation and key verification operations.
For the key generation, it is expected that the TOE generates a key pair based
on the approved provided curve. This information is later verified using the
known good implementation. For key verification, it is expected that the TOE
verify the correctness of a set of given key pairs based on an approved curve.

• For FFC:
– Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the
implementation of the FFC key generation and key verification operations.
For the key generation, it is expected that the TOE generates a key pair based
on the provided safe prime group. This information is later verified using the
known good implementation.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

• Note: Since the ffdhe groups are not available in BOTAN, the laboratory has
demonstrated the correctness of the cryptographic algorithm implementation
by using CAVP as a reference implementation instead of BOTAN.
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11.2.1 Test (Key Generation for FIPS PUB 186-4 RSA Schemes)

11.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

11.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

11.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

11.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the test activity demonstrate that the TOE provides a valid im‐
plementation for the evaluated cryptographic algorithm, since it has been compared against
a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test RSA KeyGen activity.

11.2.2 Test (Key Generation for Elliptic Curve Cryptography (ECC))

11.2.2.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
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– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

11.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

11.2.2.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

11.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that
the test results obtained during the test activity demonstrate that the TOE provides a well
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test Key Generation for Elliptic Curve Cryp‐
tography ﴾ECC﴿ activity.

11.2.3 Test (Key Generation for Finite-Field Cryptography (FFC))

11.2.3.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.
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11.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

11.2.3.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

11.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the test activity demonstrate that the TOE provides a well imple‐
mentation for the evaluated cryptographic algorithm, since it has been compared against a
well‐known implementation ﴾BOTAN﴿ as a reference implementation.
For ffdhe groups, which are not available in BOTAN, the laboratory has followed the same ap‐
proach but using the CAVP implementation as a reference instead of BOTAN. The evaluator
has verified that the responses generated by the TOE are the same as the ones expected by
the CAVP tool. Additionally, the associated CAVP certificates ﴾listed in the tables included
within the Documentation Review Activity section﴿ have been granted demonstrating the
correctness of the algorithm implementation.
Therefore, the PASS verdict is assigned to the Test Key Generation for Finite‐Field Cryptog‐
raphy ﴾FFC﴿ activity.

11.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_CKM.1.1 requirement.
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12 FCS_CKM.2.1(1)

The assurance activity for the FCS_CKM.2.1﴾1﴿ requirement is stated as follows:

The evaluator will ensure that the supported key establishment schemes corre‐
spond to the key generation schemes identified in FCS_CKM.1.1. If the ST spec‐
ifies more than one scheme, the evaluator will examine the TSS to verify that it
identifies the usage for each scheme.
The evaluator will verify that the AGD guidance instructs the administrator how
to configure the OS to use the selected key establishment scheme﴾s﴿.
Evaluation Activity Note: The following tests require the developer to provide
access to a test platform that provides the evaluator with tools that are typically
not found on factory products.
Key Establishment Schemes
The evaluator will verify the implementation of the key establishment schemes
supported by the OS using the applicable tests below.
SP800‐56A Key Establishment Schemes
The evaluator will verify the OS’s implementation of SP800‐56A key agreement
schemes using the following Function and Validity tests. These validation tests
for each key agreement scheme verify that the OS has implemented the compo‐
nents of the key agreement scheme according to the specifications in the Recom‐
mendation. These components include the calculation of the discrete logarithm
cryptography ﴾DLC﴿ primitives ﴾the shared secret value Z﴿ and the calculation of
the derived keying material ﴾DKM﴿ via the Key Derivation Function ﴾KDF﴿. If key
confirmation is supported, the evaluator will also verify that the components of
key confirmation have been implemented correctly, using the test procedures
described below. This includes the parsing of the DKM, the generation of MAC
data and the calculation of MAC tag.
Function Test
The Function test verifies the ability of the OS to implement the key agreement
schemes correctly. To conduct this test the evaluator will generate or obtain test
vectors from a known good implementation of the OS’s supported schemes. For
each supported key agreement scheme‐key agreement role combination, KDF
type, and, if supported, key confirmation role‐ key confirmation type combina‐
tion, the tester shall generate 10 sets of test vectors. The data set consists of
the NIST approved curve ﴾ECC﴿ per 10 sets of public keys. These keys are static,
ephemeral or both depending on the scheme being tested.
The evaluator will obtain the DKM, the corresponding OS’s public keys ﴾static
and/or ephemeral﴿, the MAC tag﴾s﴿, and any inputs used in the KDF, such as the
Other Information field OI and OS id fields.
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If the OS does not use a KDF defined in SP 800‐56A, the evaluator will obtain
only the public keys and the hashed value of the shared secret.
The evaluator will verify the correctness of the TSF’s implementation of a given
scheme by using a known good implementation to calculate the shared secret
value, derive the keying material DKM, and compare hashes or MAC tags gener‐
ated from these values.
If key confirmation is supported, the OS shall perform the above for each imple‐
mented approved MAC algorithm.
Validity Test
The Validity test verifies the ability of the OS to recognize another party’s valid
and invalid key agreement results with or without key confirmation. To conduct
this test, the evaluator will obtain a list of the supporting cryptographic functions
included in the SP800‐56A key agreement implementation to determine which
errors the OS should be able to recognize. The evaluator generates a set of 30
test vectors consisting of data sets including domain parameter values or NIST
approved curves, the evaluator’s public keys, the OS’s public/private key pairs,
MAC tag, and any inputs used in the KDF, such as the other info and OS id fields.
The evaluator will inject an error in some of the test vectors to test that the OS
recognizes invalid key agreement results caused by the following fields being
incorrect: the shared secret value Z, the DKM, the other information field OI, the
data to beMAC’d, or the generatedMAC tag. If the OS contains the full or partial
﴾only ECC﴿ public key validation, the evaluator will also individually inject errors
in both parties’ static public keys, both parties’ ephemeral public keys and the
OS’s static private key to assure the OS detects errors in the public key validation
function and/or the partial key validation function ﴾in ECC only﴿. At least two of
the test vectors shall remain unmodified and therefore should result in valid key
agreement results ﴾they should pass﴿.
The OS shall use these modified test vectors to emulate the key agreement
scheme using the corresponding parameters. The evaluator will compare the
OS’s results with the results using a known good implementation verifying that
the OS detects these errors.
SP800‐56B Key Establishment Schemes
The evaluator will verify that the TSS describes whether the OS acts as a sender,
a recipient, or both for RSA‐based key establishment schemes.
If the OS acts as a sender, the following assurance activity shall be performed to
ensure the proper operation of every OS supported combination of RSA‐based
key establishment scheme:
To conduct this test the evaluator will generate or obtain test vectors from a known
good implementation of the OS’s supported schemes. For each combination of sup‐
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ported key establishment scheme and its options (with or without key confirmation
if supported, for each supported key confirmation MAC function if key confirma‐
tion is supported, and for each supported mask generation function if KTS‐OAEP
is supported), the tester shall generate 10 sets of test vectors. Each test vector shall
include the RSA public key, the plaintext keying material, any additional input
parameters if applicable, the MAC key and MAC tag if key confirmation is incor‐
porated, and the outputted ciphertext. For each test vector, the evaluator shall
perform a key establishment encryption operation on the OS with the same inputs
(in cases where key confirmation is incorporated, the test shall use the MAC key
from the test vector instead of the randomly generated MAC key used in normal
operation) and ensure that the outputted ciphertext is equivalent to the ciphertext
in the test vector.

If the OS acts as a receiver, the following evaluation activities shall be performed
to ensure the proper operation of every OS supported combination of RSA‐
based key establishment scheme:
To conduct this test the evaluator will generate or obtain test vectors from a known
good implementation of the OS’s supported schemes. For each combination of
supported key establishment scheme and its options (with our without key con‐
firmation if supported, for each supported key confirmation MAC function if key
confirmation is supported, and for each supported mask generation function if
KTS‐OAEP is supported), the tester shall generate 10 sets of test vectors. Each test
vector shall include the RSA private key, the plaintext keying material, any addi‐
tional input parameters if applicable, the MAC tag in cases where key confirmation
is incorporated, and the outputted ciphertext. For each test vector, the evaluator
will perform the key establishment decryption operation on the OS and ensure
that the outputted plaintext keying material is equivalent to the plaintext keying
material in the test vector. In cases where key confirmation is incorporated, the
evaluator will perform the key confirmation steps and ensure that the outputted
MAC tag is equivalent to the MAC tag in the test vector.

The evaluator will ensure that the TSS describes how the OS handles decryp‐
tion errors. In accordance with NIST Special Publication 800‐56B, the OS must
not reveal the particular error that occurred, either through the contents of any
outputted or logged error message or through timing variations. If KTS‐OAEP
is supported, the evaluator will create separate contrived ciphertext values that
trigger each of the three decryption error checks described in NIST Special Pub‐
lication 800‐56B section 7.2.2.3, ensure that each decryption attempt results in
an error, and ensure that any outputted or logged error message is identical
for each. If KTS‐KEM‐KWS is supported, the evaluator will create separate con‐
trived ciphertext values that trigger each of the three decryption error checks
described in NIST Special Publication 800‐56B section 7.2.3.3, ensure that each
decryption attempt results in an error, and ensure that any outputted or logged
error message is identical for each.
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12.1 Documentation Review Activity

12.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10
versions, Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge.
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12.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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12.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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12.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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12.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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12.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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The vendor has specified the NIST CAVP certificates, where it is defined the key establish‐
ment scheme met for the fulfilment of the Special Publication 800‐56A.
The TSS distinguishes between three key establishment schemes: Diffie‐Hellamand, the el‐
liptic curve Diffie‐Hellman ﴾both used as part of TLS and IKE protocols﴿ and the RSA‐based
which is used for establishing a shared secret key ﴾the TOE can act both as a sender or
recipient﴿.
In addition, for the RSA‐based key establishment scheme ﴾SP 800‐56B﴿ the TSS states that,
any decryption errors which occur during key establishment are presented to the user at a
highly abstracted level.
The Operational Guidance document, states that for the evaluated version the following
security policy needs to be applied ﴾Section 3.2.5﴿:

• Local Policies \ Security Options\System cryptography: Use FIPS 140 compliant crypto‐
graphic algorithms, including encryption, hashing and signing algorithm.

After applying this policy, only FIPS certified algorithms can be used, including the key agree‐
ment algorithms defined in the above table. In addition, the vendor has included the fol‐
lowing wording, specifying that no further configuration is needed:

Windows performs RSA‐based key establishment that meet NIST SP 800‐56B, no
configuration is necessary.

Windows performs elliptic curve‐based key schemes that meet NIST SP 800‐56A,
no configuration is necessary.

As to the Diffie‐Hellman, the TSS also includes the key establishment using group 14 as
required per IPSec connections. The TOE satisfies the fulfilment of the key establishment
scheme Diffie‐Hellman group 14 as specified in the Security Target document. A complete
explanation is provided with more detail in the FCS_IPSEC_EXT.1.8 requirement.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

100



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 12 FCS_CKM.2.1(1)

Moreover, and as part of the testing activity described below, the correctness of the Diffie‐
Hellman cryptographic functionality has been demonstrated against the BOTAN tool. How‐
ever, key establishment schemes using ffdhe groups are not available in BOTAN, and the
laboratory has verified the implementation against the CAVP tool. Below, the CAVP certifi‐
cates granted for this functionality are listed ﴾extracted from the tables above﴿

12.1.1.6 Windows 11 version 22H2 (CAVP Cert. #A4008)
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12.1.1.7 Windows 10 version 22H2 (CAVP Cert. #A3795)
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12.1.1.8 Windows Server 2022 and Windows Server Datacenter: Azure Edition (CAVP
Cert. #A3810)
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12.1.1.9 Windows Server Azure Stack HCIv2 version 22H2 (CAVP Cert. #A3783)
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12.1.2 Verdict

The evaluator considers that the TSS identifies all the key agreement schemes and its algo‐
rithms involved according to the SP‐800‐56A and SP‐800‐56B standards.
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The AGD guidance defines the FIPS security policy to be applied. Once this policy is applied,
only the key agreement schemes described above can be used. No more configuration is
needed for using the supported key agreement schemes.
Hence, the PASS verdict is assigned to the documentation review activity.

12.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following key agreement methods:

1. ECDSA scheme based on NIST Special Publication 800‐56A.
2. FFC scheme based on NIST Special Publication 800‐56A.
3. RSA scheme using PKCS1‐v1_5 as specified in RFC 8017, version 2.2.
4. Diffie‐Hellman group 14 ﴾demonstrated in FCS_IPSEC_EXT.1.8 requirement, and there‐
fore, no covered in this test description﴿.

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
ECC and FFC key agreement algorithms, the following types of test are performed:

• Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the im‐
plementation of the key agreement method. For this test, it is expected that the
TOE generates a key pair and using its generated public key, and the server public
key including as an input, calculate the shared secret ﴾dkm﴿. Then, the same pro‐
cedure shall be repeated in the known good implementation and the obtained
shared secret is compared against the one generated by the TOE. This test are
done for each type of scheme, key size or curve, and role ﴾initiator or responder﴿.

• Validation Test. The main goal for these tests is to verify whether the implemen‐
tation is able to identify when a key agreement is valid or not based on a set of
inputs. For this test, it is expected that the TOE determine the validity of a key
agreement based on the inputs received ﴾a complete key pair, the server public
key and the calculated shared secret﴿. The shared secret shall be recomputed
and compared with the given one, determining if the agreement has been done
properly or not.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
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with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

Finally for RSA scheme using PKCS1‐v1_5, it has been directly tested against BOTAN. Given
that the TOE can act as sender and recipient, both sides have been tested. The followed test
procedure is described in Test 3 section below.

12.2.1 Test 1 (KAS-ECC)

12.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

12.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

12.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

12.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the test activity demonstrate that the TOE provides a well imple‐
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mentation for the evaluated cryptographic algorithm, since it has been compared against a
well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test 1 activity.

12.2.2 Test 2 (KAS-FFC)

12.2.2.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

12.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

12.2.2.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

12.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the test activity demonstrate that the TOE provides a well imple‐
mentation for the evaluated cryptographic algorithm, since it has been compared against a
well‐known implementation ﴾BOTAN﴿ as a reference implementation.
For the key establishment schemes using ffdhe groups, which are not available in BOTAN,
the laboratory has followed the same approach but using the CAVP implementation as a
reference instead of BOTAN. The evaluator has verified that the responses generated by the
TOE are the same as the ones expected by the CAVP tool. Additionally, the associated CAVP
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certificates ﴾listed in the tables included within the Documentation Review Activity section﴿
have been granted demonstrating the correctness of the algorithm implementation.
Therefore, the PASS verdict is assigned to the Test 2 activity.

12.2.3 Test 3 (KAS-RSA)

12.2.3.1 Setup
Based on the information provided in the TSS, it is assumed that neither the key confirmation
nor the KTS‐OAEP nor additional input parameters are supported. So, the testing is carried
out only considering the RSA key pair ﴾private and public key﴿, plaintext and ciphertext.
Plaintext for the tests has been obtained from generate_inputs . py a script that uses Botan to
generate a set of random input vectors:
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Based on this configuration the following input vectors are generated ﴾10 vectors of 2048
bits length, only the first 5 are shown although all of them are used for this evaluation﴿:

The following environment is required to perform the test in addition to the TOE:
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• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.
The Lab has developed two different applications for the Windows side: RSA_ENC.cpp, which
receives a set of plaintext as input and generates a set of ciphertext; and RSA_DEC.cpp, which
receives a set of ciphertext as input and decrypts them to obtain the set of plaintext. These
applications have been developed based on the cryptographic APIs provided by the OS to
test the RSA‐based key establishment scheme conforming to the special publication 800‐
56B testing and using the scheme PKCS1‐v1_5.
The Lab has developed two different scripts for the Linux side in order to perform the Botan
verification: rsa_encrypt . py, which receives the public key, and one plaintext in a binary file as
input and generates one ciphertext in a binary file as output; rsa_decrypt . py, which receives the
private key, one ciphertext in a binary file as input and generates one ciphertext in a binary
file as output.
The test approach is described as follows:
RSA_ENC.cpp receives the generated vectors by the Botan tool as input ﴾plaintext﴿ and encrypts
them using a valid key pair ﴾public and private key﴿. As result of this execution RSA_ENC.cpp
generates a set of ciphertext. On the other hand, the evaluator executes Botan Tool to
generate a new set of ciphertext using the same set of plaintext and key pair.
Once the two different set of ciphertext have been generated, they are swapped in order to
perform the decrypt operation. It means that RSA_DEC.cpp receives the set of ciphertext gen‐
erated by Botan Tool and Botan Tool receives the set of ciphertext generated by RSA_ENC.cpp.
Both of these executions generate a set of plaintext, which are equal to each other and equal
to the ones generated by Botan in the first step.
The following screenshots will show the source code used by the executable in the windows
side:

• The RSA_DEC.cpp source code, where the main function is BCryptDecrypt:
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• The main function in RSA_ENC.cpp source code, which it is called BCryptEncrypt:
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The following screenshots will show the source code used by the Botan Tool used in the
Linux side:

• The main function in rsa_decrypt . py, which it is called decryption_rsa:

• The main function in rsa_encrypt . py, which it is called encryption_rsa:

12.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

12.2.3.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

12.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the test activity demonstrate that the TOE provides a well imple‐
mentation for the evaluated cryptographic algorithm, since it has been compared against a
well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test 3 activity.
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12.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM.2.1.
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13 FCS_CKM_EXT.4

The assurance activity for the FCS_CKM_EXT.4 requirement is stated as follows:

TSS
The evaluator examines the TSS to ensure it describes how the keys are man‐
aged in volatile memory. This description includes details of how each identified
key is introduced into volatile memory ﴾e.g. by derivation from user input, or by
unwrapping a wrapped key stored in non‐volatile memory﴿ and how they are
overwritten.
The evaluator will check to ensure the TSS lists each type of key that is stored in
in non‐volatile memory, and identifies how the TOE interacts with the underlying
platform to manage keys ﴾e.g., store, retrieve, destroy﴿. The description includes
details on the method of how the TOE interacts with the platform, including an
identification and description of the interfaces it uses to manage keys ﴾e.g., file
system APIs, platform key store APIs﴿.
If the ST makes use of the open assignment and fills in the type of pattern that is
used, the evaluator examines the TSS to ensure it describes how that pattern is
obtained and used. The evaluator shall verify that the pattern does not contain
any CSPs.
The evaluator will check that the TSS identifies any configurations or circum‐
stances that may not strictly conform to the key destruction requirement.
If the selection “destruction of all key encrypting keys protecting target key ac‐
cording to FCS_CKM_EXT.4.1, where none of the KEKs protecting the target key
are derived” is included the evaluator shall examine the TOE’s keychain in the
TSS and identify each instance when a key is destroyed by this method. In each
instance the evaluator shall verify all keys capable of decrypting the target key
are destroyed in accordance with a specified key destruction method in FCS_
CKM_EXT.4.1 The evaluator shall verify that all of the keys capable of decrypting
the target key are not able to be derived to reestablish the keychain after their
destruction.
Operational Guidance
There are a variety of concerns that may prevent or delay key destruction in some
cases. The evaluator will check that the guidance documentation identifies con‐
figurations or circumstances that may not strictly conform to the key destruction
requirement, and that this description is consistent with the relevant parts of the
TSS and any other relevant Required Supplementary Information. The evalua‐
tor will check that the guidance documentation provides guidance on situations
where key destruction may be delayed at the physical layer and how such situa‐
tions can be avoided or mitigated if possible.
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Some examples of what is expected to be in the documentation are provided
here.
When the TOE does not have full access to the physical memory, it is possible
that the storage may be implementing wear‐leveling and garbage collection.
This may create additional copies of the key that are logically inaccessible but
persist physically. In this case, to mitigate this the drive should support the TRIM
command and implements garbage collection to destroy these persistent copies
when not actively engaged in other tasks.
Drive vendors implement garbage collection in a variety of different ways, as
such there is a variable amount of time until data is truly removed from these
solutions. There is a risk that data may persist for a longer amount of time if it is
contained in a block with other data not ready for erasure. To reduce this risk, the
operating system and file system of the OE should support TRIM, instructing the
non‐volatile memory to erase copies via garbage collection upon their deletion.
If a RAID array is being used, only set‐ups that support TRIM are utilized. If the
drive is connected via PCI‐Express, the operating system supports TRIM over that
channel.
The drive should be healthy and contains minimal corrupted data and should
be end‐of‐lifed before a significant amount of damage to drive health occurs,
this minimizes the risk that small amounts of potentially recoverable data may
remain in damaged areas of the drive.

• Test 1: Applied to each key held as in volatile memory and subject to de‐
struction by overwrite by the TOE ﴾whether or not the value is subsequently
encrypted for storage in volatile or non‐volatile memory﴿. In the case where
the only selection made for the destruction method key was removal of
power, then this test is unnecessary. The evaluator will:
1. Record the value of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the
key from Step #1.

3. Cause the TOE to clear the key.
4. Cause the TOE to stop the execution but not exit.
5. Cause the TOE to dump the entire memory of the TOE into a binary file.
6. Search the content of the binary file created in Step #5 for instances of
the known key value from Step #1.

Steps 1‐6 ensure that the complete key does not exist anywhere in volatile
memory. If a copy is found, then the test fails.

• Test 2: Applied to each key help in non‐volatile memory and subject to
destruction by the TOE. The evaluator will use special tools ﴾as needed﴿,
provided by the TOE developer if necessary, to ensure the tests function as
intended.
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1. Identify the purpose of the key and what access should fail when it is
deleted. ﴾e.g. the data encryption key being deleted would cause data
decryption to fail.﴿

2. Cause the TOE to clear the key.
3. Have the TOE attempt the functionality that the cleared key would be
necessary for.

The test succeeds if step 3 fails.

Tests 3 and 4 do not apply for the selection instructing the underlying plat‐
form to destroy the representation of the key, as the TOE has no visibility into
the inner workings and completely relies on the underlying platform.

• Test 3: The following tests are used to determine the TOE is able to request
the platform to overwrite the key with a TOE supplied pattern.
Applied to each key held in non‐volatile memory and subject to destruction
by overwrite by the TOE. The evaluator will use a tool that provides a logical
view of the media ﴾e.g., MBR file system﴿:
1. Record the value of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the
key from Step #1.

3. Cause the TOE to clear the key.
4. Search the logical view that the key was stored in for instances of the
known key value from Step #1. If a copy is found, then the test fails.

• Test 4: Applied to each key held as non‐volatile memory and subject to de‐
struction by overwrite by the TOE. The evaluator will use a tool that provides
a logical view of the media:
1. Record the logical storage location of the key in the TOE subject to
clearing.

2. Cause the TOE to perform a normal cryptographic processing with the
key from Step #1.

3. Cause the TOE to clear the key.
4. Read the logical storage location in Step #1 of non‐volatile memory to
ensure the appropriate pattern is utilized.

The test succeeds if correct pattern is used to overwrite the key in the mem‐
ory location. If the pattern is not found the test fails.
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13.1 Documentation Review Activity

13.1.1 Findings

According to the SFR definition, only the key destruction method for volatile memory is
selected. The evaluator has reviewed the information provided in TSS, section 6.2.2 Cryp‐
tographic Algorithm Validation. This section includes the zeroization method for volatile
memory. It is carried out using the RtlSecureZeroMemory function which overwrites with
zeros the memory space indicated ﴾the source code of this function is provided below﴿. The
TSS also states that:

Windows overwrites each intermediate storage area for plaintext key/critical cryp‐
tographic security parameter (i.e., any storage, such as memory buffers for the key
or plaintext password which was typed by the user, that is included in the path of
such data).

[…]
The following table describes the keys and secrets used for networking and data
protection; when these ephemeral keys or secrets are no longer needed for a net‐
work session, due to either normal end of the session or abnormal termination, or
after protecting sensitive data using DPAPI, they are deleted as described above
and in section 5.1.2.4. Note that the administrative guidance precludes hibernat‐
ing the computer and so these keys are not persisted into volatile storage.

[…]

Key Description

Symmetric encryption/decryption
keys

Keys used for AES ﴾FIPS 197﴿
encryption/decryption for IPsec ESP,
TLS, Wi‐Fi.

HMAC keys
Keys used for HMAC‐SHA1, HMAC‐SHA256,
HMAC‐SHA384, and HMAC‐SHA512
﴾FIPS 198‐1﴿ as part of IPsec.

Asymmetric ECDSA Public Keys

Keys used for the verification of ECDSA
digital signatures using the P‐256
, P‐384, and P‐521 curves ﴾FIPS 186‐4﴿ for TLS,
IPsec traffic, and
peer authentication.

Asymmetric ECDSA Private Keys

Keys used for the calculation of ECDSA
digital signatures using the P‐256
, P‐384, and P‐521 curves ﴾FIPS 186‐4﴿ for TLS,
IPsec traffic and
peer authentication.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

138



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 13 FCS_CKM_EXT.4

Key Description

Asymmetric RSA Public Keys
Keys used for the verification of RSA
digital signatures ﴾FIPS 186‐4﴿
for IPsec, TLS, Wi‐Fi and signed product updates.

Asymmetric RSA Private Keys

Keys used for the calculation
of RSA digital signatures ﴾FIPS 186‐4﴿
for IPsec, TLS, and Wi‐Fi as well
as TPM‐based health attestations.
The key size can be 2048 or 3072 bits.

Asymmetric DSA Private Keys

Keys used for the calculation of DSA
digital signatures ﴾FIPS 186‐4﴿
for IPsec and TLS. The key size
can be 2048 or 3072 bits.

Asymmetric DSA Public Keys

Keys used for the verification
of DSA digital signatures ﴾FIPS 186‐4﴿
for IPsec and TLS. The key size
can be 2048 or 3072 bits.

DH Private and Public values

Private and public
values using MODP‐2048,
MODP‐3072, MODP‐
4096 for Diffie‐Hellman key establishment
for IKE with only MODP‐
2048; and ffdhe2048, ffdhe3072, ffdhe4096,
ffdhe6144 Diffie‐
Hellman key establishment for TLS.

ECDH Private and Public values
Private and public values using the P‐256,
P‐384, and P‐521 curves in EC Diffie‐Hellman
key establishment for TLS and IKE.

DPAPI HMAC [Text intentionally left blank]
DPAPI master secret 512‐bit random value used by DPAPI.

DPAPI master AES key 256‐bit encryption key that
protects the DPAPI master secret.

DPAPI AES key 256‐bit encryption key used by DPAPI.

DRBG seed [Text intentionally left blank] seed for the main DRBG,
zeroized during reseeding.

These keys are generated when they are needed using an approved RNG algorithm ﴾accord‐
ing to SP 800‐90﴿ as part of the generation process.
In addition, neither the TSS nor the operational guidance identify any configuration or cir‐
cumstances that do not strictly conform to the key destruction requirement.
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13.1.2 Verdict

The evaluator considers that the TSS identifies for all volatile keys involved in the cryp‐
tographic processes under evaluation ﴾networking and DPAPI﴿, when are generated, the
purpose of its usage and how are zeroized when they are no longer needed using the
RtlSecureZeroMemory internal function. This information is in the TSS sections 6.2.1 Cryp‐
tographic Algorithms and Operations, 6.2.2 Cryptographic Algorithm Validation and
6.2.4 Protecting Data with DPAPI.
Moreover, neither the TSS nor the Operational Guidance document, identify any configu‐
ration or circumstances that do not strictly conform to the key destruction requirement.
Due to this, the evaluator considers that the information provided in the TSS is enough and
the requirements established in the assurance activity section are fulfilled. Hence, the PASS
verdict is assigned to the documentation review activity.

13.2 Test Activity

13.2.1 Test 1

13.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A Web Server supporting TLS 1.2 connections is available ﴾IIS﴿.
• A Web Client is available on the TOE ﴾e.g. Internet Explorer﴿.
• A Kernel debugging environment is configured.

13.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

13.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

13.2.1.4 Verdict
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After performing several tests, to confirm that the volatile keys defined by the vendor in the
table 28 of the Security Target document are zeroized, the evaluator considers that the
behaviour described by the vendor matches with the one obtained as result of the testing.
Therefore, the evaluator assumes that the vendor position is valid for all keys listed.
Due to this, the evaluator considers that the result obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

13.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM_EXT.4.1 requirement.
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14 FCS_COP.1.1(1)

The assurance activity for the FCS_COP.1.1﴾3﴿ requirement is stated as follows:

The evaluator will perform the following activities based on the selections in the
ST.
The following tests require the developer to provide access to a test application
that provides the evaluator with tools that are typically not found in the produc‐
tion application.
he evaluator will verify that the AGD documents contains instructions required
to configure the OS to use the required modes and key sizes. The evaluator
will execute all instructions as specified to configure the OS to the appropriate
state. The evaluator will perform all of the following tests for each algorithm
implemented by the OS and used to satisfy the requirements of this PP:
AES‐CBC Known Answer Tests
There are four Known Answer Tests ﴾KATs﴿, described below. In all KATs, the
plaintext, ciphertext, and IV values shall be 128‐bit blocks. The results from each
testmay either be obtained by the evaluator directly or by supplying the inputs to
the implementer and receiving the results in response. To determine correctness,
the evaluator will compare the resulting values to those obtained by submitting
the same inputs to a known good implementation.

• KAT‐1. To test the encrypt functionality of AES‐CBC, the evaluator will sup‐
ply a set of 10 plaintext values and obtain the ciphertext value that results
from AES‐CBC encryption of the given plaintext using a key value of all ze‐
ros and an IV of all zeros. Five plaintext values shall be encrypted with a
128‐bit all‐zeros key, and the other five shall be encrypted with a 256‐bit
all‐ zeros key. To test the decrypt functionality of AES‐CBC, the evaluator
will perform the same test as for encrypt, using 10 ciphertext values as input
and AES‐CBC decryption.

• KAT‐2. To test the encrypt functionality of AES‐CBC, the evaluator will sup‐
ply a set of 10 key values and obtain the ciphertext value that results from
AES‐CBC encryption of an all‐zeros plaintext using the given key value and
an IV of all zeros. Five of the keys shall be 128‐bit keys, and the other five
shall be 256‐bit keys. To test the decrypt functionality of AES‐CBC, the eval‐
uator will perform the same test as for encrypt, using an all‐zero ciphertext
value as input and AES‐CBC decryption.

• KAT‐3. To test the encrypt functionality of AES‐CBC, the evaluator will sup‐
ply the two sets of key values described below and obtain the ciphertext
value that results from AES encryption of an all‐zeros plaintext using the
given key value and an IV of all zeros. The first set of keys shall have 128
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128‐bit keys, and the second set shall have 256 256‐bit keys. Key i in each
set shall have the leftmost i bits be ones and the rightmost N‐i bits be zeros,
for i in [1,N]. To test the decrypt functionality of AES‐CBC, the evaluator will
supply the two sets of key and ciphertext value pairs described below and
obtain the plaintext value that results from AES‐CBC decryption of the given
ciphertext using the given key and an IV of all zeros. The first set of key/ci‐
phertext pairs shall have 128 128‐bit key/ciphertext pairs, and the second
set of key/ciphertext pairs shall have 256 256‐bit key/ciphertext pairs. Key i
in each set shall have the leftmost i bits be ones and the rightmost N‐i bits
be zeros, for i in [1,N]. The ciphertext value in each pair shall be the value
that results in an all‐zeros plaintext when decrypted with its corresponding
key.

• KAT‐4. To test the encrypt functionality of AES‐CBC, the evaluator will sup‐
ply the set of 128 plaintext values described below and obtain the two ci‐
phertext values that result from AES‐CBC encryption of the given plaintext
using a 128‐bit key value of all zeros with an IV of all zeros and using a 256‐
bit key value of all zeros with an IV of all zeros, respectively. Plaintext value i
in each set shall have the leftmost i bits be ones and the rightmost 128‐i bits
be zeros, for i in [1,128]. To test the decrypt functionality of AES‐CBC, the
evaluator will perform the same test as for encrypt, using ciphertext values
of the same form as the plaintext in the encrypt test as input and AES‐CBC
decryption.

AES‐CBC Multi‐Block Message Test The evaluator will test the encrypt func‐
tionality by encrypting an i‐block message where 1 < i ≤ 10. The evaluator will
choose a key, an IV and plaintext message of length i blocks and encrypt the
message, using the mode to be tested, with the chosen key and IV. The cipher‐
text shall be compared to the result of encrypting the same plaintext message
with the same key and IV using a known good implementation. The evaluator
will also test the decrypt functionality for each mode by decrypting an i‐block
message where 1 < i ≤10. The evaluator will choose a key, an IV and a cipher‐
text message of length i blocks and decrypt the message, using the mode to be
tested, with the chosen key and IV. The plaintext shall be compared to the result
of decrypting the same ciphertext message with the same key and IV using a
known good implementation.
AES‐CCM Tests The evaluator will test the generation‐encryption and
decryption‐verification functionality of AES‐CCM for the following input
parameter and tag lengths:

• 128 bit and 256 bit keys
• Two payload lengths. One payload length shall be the shortest supported
payload length, greater than or equal to zero bytes. The other payload
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length shall be the longest supported payload length, less than or equal to
32 bytes ﴾256 bits﴿.

• Two or three associated data lengths . One associated data length shall be
0, if supported. One associated data length shall be the shortest supported
payload length, greater than or equal to zero bytes. One associated data
length shall be the longest supported payload length, less than or equal
to 32 bytes ﴾256 bits﴿. If the implementation supports an associated data
length of 2 16 bytes, an associated data length of 216 bytes shall be tested.

• Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclu‐
sive, shall be tested.

• Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes
shall be tested.

To test the generation‐encryption functionality of AES‐CCM, the evaluator will
perform the following four tests:

• Test 1: For EACH supported key and associated data length and ANY sup‐
ported payload, nonce and tag length, the evaluator will supply one key
value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

• Test 2: For EACH supported key and payload length and ANY supported
associated data, nonce and tag length, the evaluator will supply one key
value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

• Test 3: For EACH supported key and nonce length and ANY supported
associated data, payload and tag length, the evaluator will supply one key
value and 10 associated data, payload and nonce value 3‐tuples and obtain
the resulting ciphertext.

• Test 4: For EACH supported key and tag length and ANY supported asso‐
ciated data, payload and nonce length, the evaluator will supply one key
value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

To determine correctness in each of the above tests, the evaluator will compare
the ciphertext with the result of generation‐encryption of the same inputs with
a known good implementation.
To test the decryption‐verification functionality of AES‐CCM, for EACH combi‐
nation of supported associated data length, payload length, nonce length and
tag length, the evaluator shall supply a key value and 15 nonce, associated data
and ciphertext 3‐tuples and obtain either a FAIL result or a PASS result with the
decrypted payload. The evaluator will supply 10 tuples that should FAIL and 5
that should PASS per set of 15.
Additionally, the evaluator will use tests from the IEEE 802.11‐02/362r6 docu‐
ment “Proposed Test vectors for IEEE 802.11 TGi”, dated September 10, 2002, Sec‐
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tion 2.1 AESCCMP Encapsulation Example and Section 2.2 Additional AES CCMP
Test Vectors to further verify the IEEE 802.11‐2007 implementation of AES‐CCMP.
AES‐GCM Test The evaluator will test the authenticated encrypt functionality of
AES‐GCM for each combination of the following input parameter lengths:

• 128 bit and 256 bit keys
• Two plaintext lengths. One of the plaintext lengths shall be a non‐zero
integer multiple of 128 bits, if supported. The other plaintext length shall
not be an integer multiple of 128 bits, if supported.

• Three AAD lengths. One AAD length shall be 0, if supported . One AAD
length shall be a non‐zero integer multiple of 128 bits, if supported. One
AAD length shall not be an integer multiple of 128 bits, if supported.

• Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV
lengths tested.

The evaluator will test the encrypt functionality using a set of 10 key, plaintext,
AAD, and IV tuples for each combination of parameter lengths above and obtain
the ciphertext value and tag that results from AES‐GCM authenticated encrypt.
Each supported tag length shall be tested at least once per set of 10. The IV
value may be supplied by the evaluator or the implementation being tested, as
long as it is known.
The evaluator will test the decrypt functionality using a set of 10 key, ciphertext,
tag, AAD, and IV 5‐tuples for each combination of parameter lengths above and
obtain a Pass/Fail result on authentication and the decrypted plaintext if Pass.
The set shall include five tuples that Pass and five that Fail.
The results from each test may either be obtained by the evaluator directly or by
supplying the inputs to the implementer and receiving the results in response. To
determine correctness, the evaluator will compare the resulting values to those
obtained by submitting the same inputs to a known good implementation.
XTS‐AES Test The evaluator will test the encrypt functionality of XTS‐AES for
each combination of the following input parameter lengths:

• 256 bit ﴾for AES‐128﴿ and 512 bit ﴾for AES‐256﴿ keys
• Three data unit ﴾i.e., plaintext﴿ lengths. One of the data unit lengths shall
be a nonzero integer multiple of 128 bits, if supported. One of the data
unit lengths shall be an integer multiple of 128 bits, if supported. The third
data unit length shall be either the longest supported data unit length or
216 bits, whichever is smaller

using a set of 100 ﴾key, plaintext and 128‐bit random tweak value﴿ 3‐tuples and
obtain the ciphertext that results from XTS‐AES encrypt.
The evaluator may supply a data unit sequence number instead of the tweak
value if the implementation supports it. The data unit sequence number is a
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base‐10 number ranging between 0 and 255 that implementations convert to a
tweak value internally.
The evaluator will test the decrypt functionality of XTS‐AES using the same test
as for encrypt, replacing plaintext values with ciphertext values and XTS‐AES
encrypt with XTSAES decrypt.
AES Key Wrap ﴾AES‐KW﴿ and Key Wrap with Padding ﴾AES‐KWP﴿ Test
The evaluator will test the authenticated encryption functionality of AES‐KW forE‐
ACH combination of the following input parameter lengths:

• 128 and 256 bit key encryption keys ﴾KEKs﴿
• Three plaintext lengths. One of the plaintext lengths shall be two semi‐
blocks ﴾128 bits﴿. One of the plaintext lengths shall be three semi‐blocks
﴾192 bits﴿. The third data unit length shall be the longest supported plain‐
text length less than or equal to 64 semi‐blocks ﴾4096 bits﴿.

using a set of 100 key and plaintext pairs and obtain the ciphertext that results
from AES‐KW authenticated encryption. To determine correctness, the evalu‐
ator will use the AES‐KW authenticated‐encryption function of a known good
implementation.
The evaluator will test the authenticated‐decryption functionality of AES‐KW
using the same test as for authenticated‐encryption, replacing plaintext values
with ciphertext values and AES‐KW authenticated‐encryption with AES‐KW
authenticated‐decryption.
The evaluator will test the authenticated‐encryption functionality of AES‐KWP
using the same test as for AES‐KW authenticated‐encryption with the following
change in the three plaintext lengths:

• One plaintext length shall be one octet. One plaintext length shall be 20
octets ﴾160 bits﴿.

• One plaintext length shall be the longest supported plaintext length less
than or equal to 512 octets ﴾4096 bits﴿.

The evaluator will test the authenticated‐decryption functionality of AES‐KWP
using the same test as for AES‐KWP authenticated‐encryption, replacing plain‐
text values with ciphertext values and AES‐KWP authenticated‐encryption with
AES‐KWP authenticated‐decryption.
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14.1 Documentation Review Activity

14.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10
versions, Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge.
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14.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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14.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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14.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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14.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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14.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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The Operational Guidance document, states that for the evaluated version the following
security policy needs to be applied ﴾Section 3.2.5﴿:

• Local Policies \ Security Options\System cryptography: Use FIPS 140 compliant crypto‐
graphic algorithms, including encryption, hashing and signing algorithm.

After applying this policy, only FIPS certified algorithms can be used, including the AES
algorithms defined in the tables above.
The TOE satisfies the fulfilment of the cryptographic algorithms, AES‐XTS, AES‐CBC, AES‐
GCM, AES‐CCMP, AES Key Wrap (KW), AES‐CCM, AES‐CCMP‐256 and AES‐GCMP‐256 as
specified in the Security Target document. A complete explanation is provided with more
detail in the FCS_CKM.1/WLAN requirement.

14.1.2 Verdict

The assurance activity does not require any documentation information. Nevertheless, the
evaluator has provided information about the Signature algorithms supported by the OS.
Hence, the PASS verdict is assigned to the documentation review activity.

14.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following AES modes:

1. AES‐CBC
2. AES‐GCM
3. AES‐XTS
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4. AES‐KW
5. AES‐CCM
6. AES‐CCMP ﴾according to IEEE 802.11ac‐2013 is composed of CTR with CBC‐MAC﴿
7. AES‐GCMP ﴾according to IEEE 802.11ac‐2013 is composed of GCM with GMAC﴿

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
symmetric algorithms, the following types of test are performed:

• Algorithm Functional Test ﴾AFT﴿: The main goal for these tests is verify the im‐
plementation of the normal ‘encrypt’ or ‘decrypt’ operation. AFTs cause the im‐
plementation to exercise normal operations on a single block, multiple blocks,
or partial blocks. In some cases random data is used, in others, static, predeter‐
mined tests are provided. AFTs of block cipher are designed to verify that the
logical components of the cipher are operating correctly.

• Monte Carlo Test ﴾MCT﴿. These tests exercise the implementation strenuous cir‐
cumstances. The implementation must process the test vectors according to the
correct algorithm and mode. MCTs can help detect potential memory leaks over
time, and problems in allocation of resources, addressing variables, error han‐
dling and generally improper behavior in response to random inputs.

• Counter Mode Test. Counter tests are specifically for counter modes ﴾AES‐CTR,
used as part of AES‐CCMP﴿ and require an implementation to exercise their
counter mechanism. The test vectors include a long message for encryption or
decryption and back‐compute the IVs used by the implementation. These IVs
are then verified for uniqueness and an increasing ﴾or decreasing﴿ nature. The
implementation processes these tests as normal algorithm functional tests.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.
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14.2.1 Test 1

14.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

14.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

14.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

14.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that
the test results obtained during the test activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the test activity.

14.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_COP.1.1﴾SYM﴿ requirement.
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15 FCS_COP.1.1(2)

The assurance activity for the FCS_COP.1.1﴾2﴿ requirement is stated as follows:

The evaluator will check that the association of the hash function with other ap‐
plication cryptographic functions ﴾for example, the digital signature verification
function﴿ is documented in the TSS.
The TSF hashing functions can be implemented in one of two modes. The first
mode is the byte‐oriented mode. In this mode the TSF only hashes messages
that are an integral number of bytes in length; i.e., the length ﴾in bits﴿ of the
message to be hashed is divisible by 8. The second mode is the bit‐oriented
mode. In this mode the TSF hashes messages of arbitrary length. As there are
different tests for each mode, an indication is given in the following sections for
the bit‐oriented vs. the byte‐oriented testmacs. The evaluator will perform all of
the following tests for each hash algorithm implemented by the TSF and used
to satisfy the requirements of this PP.
The following tests require the developer to provide access to a test application
that provides the evaluator with tools that are typically not found in the produc‐
tion application.

• Test 1: Short Messages Test ﴾Bit oriented Mode﴿ ‐ The evaluator will gener‐
ate an input set consisting of m+1 messages, where m is the block length
of the hash algorithm. The length of the messages range sequentially from
0 to m bits. The message text shall be pseudorandomly generated. The
evaluator will compute the message digest for each of the messages and
ensure that the correct result is produced when the messages are provided
to the TSF.

• Test 2: Short Messages Test ﴾Byte oriented Mode﴿ ‐ The evaluator will gen‐
erate an input set consisting of m/8+1 messages, where m is the block
length of the hash algorithm. The length of the messages range sequen‐
tially from 0 to m/8 bytes, with each message being an integral number of
bytes. The message text shall be pseudorandomly generated. The evalua‐
tor will compute the message digest for each of the messages and ensure
that the correct result is produced when the messages are provided to the
TSF.

• Test 3: Selected Long Messages Test ﴾Bit oriented Mode﴿ ‐ The evaluator
will generate an input set consisting of m messages, where m is the block
length of the hash algorithm. The length of the ith message is 512 + 99*i,
where 1 ≤ i ≤ m. The message text shall be pseudorandomly generated.
The evaluator will compute the message digest for each of the messages
and ensure that the correct result is produced when the messages are pro‐
vided to the TSF.
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• Test 4: Selected Long Messages Test ﴾Byte oriented Mode﴿ ‐ The evaluator
will generate an input set consisting of m/8 messages, where m is the block
length of the hash algorithm. The length of the ith message is 512 + 899i,
where 1≤ i ≤ m/8. The message text shall be pseudorandomly generated.
The evaluator will compute the message digest for each of the messages
and ensure that the correct result is produced when the messages are pro‐
vided to the TSF.

• Test 5: Pseudorandomly Generated Messages Test ‐ This test is for byte‐
oriented implementations only. The evaluator will randomly generate a
seed that is n bits long, where n is the length of the message digest pro‐
duced by the hash function to be tested. The evaluator will then formulate
a set of 100 messages and associated digests by following the algorithm
provided in Figure 1 of [SHAVS]. The evaluator will then ensure that the
correct result is produced when the messages are provided to the TSF.

15.1 Documentation Review Activity

15.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10
versions, Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge.
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15.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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15.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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15.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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15.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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15.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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In addition, in the same TSS section, the vendor has provided the following wordings re‐
garding the usage of the hashing functions:

An important feature of CNG is its native implementation of the Suite B algo‐
rithms, including algorithms for AES ﴾128, 192, 256 key sizes﴿, the SHA‐1 and
SHA‐2 family ﴾SHA‐256, SHA‐384 and SHA‐512﴿ of hashing algorithms, elliptic
curve Diffie Hellman ﴾ECDH﴿, and elliptical curve DSA ﴾ECDSA﴿ over the NIST‐
standard prime curves P‐256, P‐384, and P‐521.
Protocols such as the Internet Key Exchange ﴾IKE﴿, and Transport Layer Security
﴾TLS﴿, make use of elliptic curve Diffie‐Hellman ﴾ECDH﴿ included in Suite B as well
as hashing functions.
[…]
Hashing is used by other FIPS Approved algorithms implemented in Windows
﴾the hashedmessage authentication code, RSA, EC DSA signature services, Diffie‐
Hellman and elliptic curve Diffie‐Hellman key agreement, and random bit gen‐
eration﴿.

As part of the testing activity described below, the correctness of the cryptographic func‐
tionality has been demonstrated against the BOTAN tool. However, SHA‐1 is not available
in BOTAN, and the laboratory has verified the implementation against the CAVP tool. Be‐
low, the CAVP certificates granted for this functionality are listed ﴾extracted from the tables
above﴿

15.1.1.6 Windows 11 version 22H2 (CAVP Cert. #A4008)
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15.1.1.7 Windows 10 version 22H2 (CAVP Cert. #A3795)
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15.1.1.8 Windows Server 2022 and Windows Server Datacenter: Azure Edition (CAVP
Cert. #A3810)
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15.1.1.9 Windows Server Azure Stack HCIv2 version 22H2 (CAVP Cert. #A3783)

15.1.1.10 Azure Stack Hub and Azure Stack Edge (CAVP Cert. #A3789)
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15.1.2 Verdict

The evaluator considers that the TSS identifies the key hashing algorithms supported by
each OS version as well as how these hashing algorithms are used with other cryptographic
functions.
Hence, the PASS verdict is assigned to the documentation review activity.

15.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following SHA algorithms:

1. SHA‐1
2. SHA‐256
3. SHA‐384
4. SHA‐512

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
hashing algorithms, the following types of test are performed:

• Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the imple‐
mentation of the hash operation. AFTs cause the implementation under test to
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exercise normal operations on a single block, multiple blocks, or partial blocks.
In all cases, random data is used. The functional tests are designed to verify that
the logical components of the hash function ﴾block chunking, block padding etc.﴿
are operating correctly.

• Monte Carlo Test ﴾MCT﴿. These tests exercise the implementation under stenuous
circumstances. The implementation must process the test vectors according to
the correct algorithm and mode. MCTs can help detect potential memory leaks
over time, and problems in allocation of resources, addressing variables, error
handling, and generally improper behavior in response to random inputs. Each
MCT processes 100 pseudorandom tests.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

• Note: Since SHA‐1 is not available in BOTAN, the laboratory has demonstrated
the correctness of the cryptographic algorithm implementation by using CAVP
as a reference implementation instead of BOTAN.

15.2.1 Test 1

15.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

15.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

15.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

15.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that
the test results obtained during the test activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
For SHA‐1 algorithm, which is not available in BOTAN, the laboratory has followed the same
approach but using the CAVP implementation as a reference instead of BOTAN. The evalua‐
tor has verified that the responses generated by the TOE are the same as the ones expected
by the CAVP tool. Additionally, the associated CAVP certificates ﴾listed in the tables included
within the Documentation Review Activity section﴿ have been granted demonstrating the
correctness of the algorithm implementation.
Therefore, the PASS verdict is assigned to the test activity.

15.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_COP.1.1﴾HASH﴿ requirement.
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16 FCS_COP.1.1(3)

The assurance activity for the FCS_COP.1.1﴾3﴿ requirement is stated as follows:

The evaluator will perform the following activities based on the selections in the
ST.
The following tests require the developer to provide access to a test application
that provides the evaluator with tools that are typically not found in the produc‐
tion application.
ECDSA Algorithm Tests

• Test 1: ECDSA FIPS 186‐4 Signature Generation Test. For each supported
NIST curve ﴾i.e., P‐256, P‐384 and P‐521﴿ and SHA function pair, the evalua‐
tor will generate 10 1024‐bit long messages and obtain for each message a
public key and the resulting signature values R and S. To determine correct‐
ness, the evaluator will use the signature verification function of a known
good implementation.

• Test 2: ECDSA FIPS 186‐4 Signature Verification Test. For each supported
NIST curve ﴾i.e., P‐256, P‐384 and P‐521﴿ and SHA function pair, the evalu‐
ator will generate a set of 10 1024‐bit message, public key and signature
tuples and modify one of the values ﴾message, public key or signature﴿ in
five of the 10 tuples. The evaluator will verify that 5 responses indicate
success and 5 responses indicate failure.

RSA Signature Algorithm Tests

• Test 1: Signature Generation Test. The evaluator will verify the implementa‐
tion of RSA Signature Generation by the OS using the Signature Generation
Test. To conduct this test the evaluator must generate or obtain 10 mes‐
sages from a trusted reference implementation for each modulus size/SHA
combination supported by the TSF. The evaluator will have the OS use its
private key and modulus value to sign these messages. The evaluator will
verify the correctness of the TSF’s signature using a known good implemen‐
tation and the associated public keys to verify the signatures.

• Test 2: Signature Verification Test. The evaluator will perform the Signa‐
ture Verification test to verify the ability of the OS to recognize another
party’s valid and invalid signatures. The evaluator will inject errors into the
test vectors produced during the Signature Verification Test by introducing
errors in some of the public keys, e, messages, IR format, and/or signatures.
The evaluator will verify that the OS returns failure when validating each
signature.
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16.1 Documentation Review Activity

16.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10
versions, Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge.
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16.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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16.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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16.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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16.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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16.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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16.1.2 Verdict

The assurance activity does not require any documentation information. Nevertheless, the
evaluator has provided information about the Signature algorithms supported by the OS.
Hence, the PASS verdict is assigned to the documentation review activity.

16.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following digital signature algorithms:

1. RSA Digital signature generation
2. RSA Digital signature verification
3. ECDSA Digital signature generation
4. ECDSA Digital signature verification

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
digital signature algorithms, the following types of test are performed:

• For ECDSA:
– Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the
implementation of the signature generation and signature verification oper‐
ation. For the signature generation, it is expected that the TOE generates
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valid signatures based on the provided message and the signature is then
validated using the implementation reference by giving the communicated
curve, public key and signature. For the signature verification, it is expected
that the TOE verifies the validity of the given signatures together with the
public key and message ﴾or detect the error﴿. These tests are performed for
each combination of curves and hashes.

• For RSA:
– Generated Data Test ﴾GDT﴿. The main goal for these tests is verify the imple‐
mentation of the signature generation and signature verification operation.
For the signature generation, it is expected that the TOE generate a key pair
and a sign a provided message and the signature is then validated using the
implementation reference by giving the public key and signature. For the
signature verification, it is expected that the TOE verifies the validity of the
given signatures together with the public key and message and return the
outcome as a result of the operation ﴾it could be pass or failed depending
of the type of inputs﴿. These tests are performed for each combination of
modulus size and hashes.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

16.2.1 Test 1 Signature generation

16.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:
– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.
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16.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

16.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

16.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test 1 activity.

16.2.2 Test 2 Signature verification

16.2.2.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– BOTAN Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

16.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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16.2.2.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

16.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
Therefore, the PASS verdict is assigned to the Test 2 activity.

16.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_COP.1.1﴾SIGN﴿ requirement.
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17 FCS_COP.1.1(4)

The assurance activity for the FCS_COP.1.1﴾4﴿ requirement is stated as follows:

The evaluator will perform the following activities based on the selections in the
ST.
For each of the supported parameter sets, the evaluator will compose 15 sets
of test data. Each set shall consist of a key and message data. The evaluator
will have the OS generate HMAC tags for these sets of test data. The resulting
MAC tags shall be compared against the result of generating HMAC tags with
the same key and IV using a known‐good implementation.

17.1 Documentation Review Activity

17.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10
versions, Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge.
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17.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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17.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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17.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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17.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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17.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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As part of the testing activity described below, the correctness of the cryptographic func‐
tionality has been demonstrated against the BOTAN tool. However, HMAC‐SHA‐1 is not
available in BOTAN, and the laboratory has verified the implementation against the CAVP
tool. Below, the CAVP certificates granted for this functionality are listed ﴾extracted from
the tables above﴿

17.1.1.6 Windows 11 version 22H2 (CAVP Cert. #A4008)
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17.1.1.7 Windows 10 version 22H2 (CAVP Cert. #A3795)

17.1.1.8 Windows Server 2022 and Windows Server Datacenter: Azure Edition (CAVP
Cert. #A3810)
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17.1.1.9 Windows Server Azure Stack HCIv2 version 22H2 (CAVP Cert. #A3783)

17.1.1.10 Azure Stack Hub and Azure Stack Edge (CAVP Cert. #A3789)
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17.1.2 Verdict

The assurance activity does not require any documentation information. Nevertheless, the
evaluator has provided information about the HMAC algorithms supported by the OS.
Hence, the PASS verdict is assigned to the documentation review activity.

17.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following SHA algorithms:

1. HMAC‐SHA‐1
2. HMAC‐SHA‐256
3. HMAC‐SHA‐384
4. HMAC‐SHA‐512

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
HMAC algorithms, the following types of test are performed:

• Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the im‐
plementation of the MAC operation. The TOE processes all of HMAC by running
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the randomly chosen key and message data through the HMAC algorithm and
generating the corresponding HMAC tags.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

• Note: Since HMAC‐SHA‐1 is not available in BOTAN, the laboratory has demon‐
strated the correctness of the cryptographic algorithm implementation by using
CAVP as a reference implementation instead of BOTAN.

17.2.1 Test 1

17.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04
– Botan Tool is installed with CCN policy in evaluator machine;
– Test vectors are located in evaluator machine.

For the installation of the Botan Tool with CCN policy 2.15.2 all the steps defined in the
Botan‐CCN_Manual_Implementador_v1 document have been followed.

17.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

17.2.1.3 Results
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

17.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that
the test results obtained during the test activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithms, since they have been compared
against a well‐known implementation ﴾BOTAN﴿ as a reference implementation.
For HMAC‐SHA‐1 algorithm, which is not available in BOTAN, the laboratory has followed
the same approach but using the CAVP implementation as a reference instead of BOTAN.
The evaluator has verified that the responses generated by the TOE are the same as the
ones expected by the CAVP tool. Additionally, the associated CAVP certificates ﴾listed in
the tables included within the Documentation Review Activity section﴿ have been granted
demonstrating the correctness of the algorithm implementation.
Therefore, the PASS verdict is assigned to the test activity.

17.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_COP.1.1﴾HMAC﴿ requirement.
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18 FCS_DTLS_EXT.1.1

The assurance activity for the FCS_DTLS_EXT.1.1 requirement is stated as follows:

Test 1: The evaluator will attempt to establish a connection with a DTLS server,
observe the traffic with a packet analyzer, and verify that the connection suc‐
ceeds and that the traffic is identified as DTLS.
Other tests are performed in conjunction with the Assurance Activity listed for
FCS_TLSC_EXT.1.

18.1 Documentation Review activity

18.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

18.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

18.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a DTLS server:

a. W10DtlsServerAutomator.ps1, a Powershell script which automatically configures
the DTLS server prior each test case execution ﴾choosing between DTLS 1.0 or
DTLS 1.2﴿. This script allows the evaluator execute test cases using the software
WebServer.exe

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution ﴾choosing between DTLS 1.0 or DTLS
1.2 and setting the IP address of the DTLS server﴿. This script allows the evaluator
execute test cases using the softwareWebClient.exe.

Both WebClient.exe and WebServer.exe are written in C++ and use the native APIs from
Windows to perform DTLS connections. The provided source code was examined to ensure
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that this claim is true. It could then be verified that the client tool follows the guidelines
exposed in the “Creating a Secure Connection Using Schannel” document from MSDN.
Specifically, the key elements of a secure connection implementation using the system li‐
braries were identified, and they are shown next. The fact that native functionality is being
used is already hinted from the imported headers:
#include <tchar .h>
#include <stdio .h>
#include <stdlib .h>
#include <windows.h>
#include <winsock .h>
#include <wincrypt .h>
#include <wintrust .h>
#include <schannel .h>

#define SECURITY_WIN32
#include <security .h>
#include <sspi .h>

Especially interesting is the presence of schannel and sspi. The creation of a Schannel cre‐
dential structure is also important, since it defines the protocol that will be used to establish
the secure connection.
//
// Build Schannel credential structure . Currently , this sample only
// specif ies the protocol to be used (and optionally the cert i f icate ,
// of course ) . Real applications may wish to specify other parameters
// as well .
//

ZeroMemory﴾&SchannelCred , sizeof ﴾SchannelCred﴿ ﴿ ;

SchannelCred .dwVersion = SCHANNEL_CRED_VERSION;
i f ﴾pCertContext ﴿
{

SchannelCred . cCreds = 1;
SchannelCred .paCred = &pCertContext ;

}

SchannelCred . grbitEnabledProtocols = dwProtocol ;

This is later used to create an SSPI credentials handle, which is in turn used to initialize the
security context with the corresponding method from the API:
// Create an SSPI credential .
//

Status = g_pSSPI−>AcquireCredentialsHandleA﴾
NULL, // Name of principal
UNISP_NAME_A, // Name of package
SECPKG_CRED_OUTBOUND, // Flags indicating use
NULL, // Pointer to logon ID
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&SchannelCred , // Package speci f ic data
NULL, // Pointer to GetKey( ) func
NULL, // Value to pass to GetKey( )
phCreds , // (out ) Cred Handle
&tsExpiry ﴿ ; // (out ) Lifetime ( optional )

i f ﴾ Status != SEC_E_OK﴿
{

printf ﴾ "**** Error 0x%x returned by AcquireCredentialsHandle\n" , Status ﴿ ;
goto cleanup ;

}

else
{

scRet = g_pSSPI−>InitializeSecurityContextA ﴾
phCreds ,
NULL,
pszServerName,
dwSSPIFlags ,
0 ,
SECURITY_NATIVE_DREP,
NULL,
0 ,
phContext ,
&OutBuffer ,
&dwSSPIOutFlags ,
&tsExpiry ﴿ ;

}

printf ﴾ "SSPIFlags = %x\n" , dwSSPIFlags﴿ ;
printf ﴾ "SSPIOutFlags = %x\n" , dwSSPIOutFlags﴿ ;

i f ﴾ scRet != SEC_I_CONTINUE_NEEDED﴿
{

printf ﴾ "**** Error %d returned by InitializeSecurityContext ﴾1﴿ \n" , scRet ﴿ ;
return scRet ;

}

The other critical part of the DTLS connection procedure is the certificate validation per‐
formed by the client which, as it could also be observed, uses the native functionality from
wincrypt provided by the CertVerifyCertificateChainPolicy method.
//
// Validate cert i f i cate chain .
//

ZeroMemory﴾&polHttps , sizeof ﴾HTTPSPolicyCallbackData﴿ ﴿ ;
polHttps . cbStruct = sizeof ﴾HTTPSPolicyCallbackData﴿ ;
polHttps .dwAuthType = AUTHTYPE_SERVER;
polHttps . fdwChecks = dwCertFlags ;
polHttps .pwszServerName = pwszServerName;

memset﴾&PolicyPara , 0 , sizeof ﴾ PolicyPara ﴿ ﴿ ;
PolicyPara . cbSize = sizeof ﴾ PolicyPara ﴿ ;
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PolicyPara . pvExtraPolicyPara = &polHttps ;

memset﴾&PolicyStatus , 0 , sizeof ﴾ PolicyStatus ﴿ ﴿ ;
PolicyStatus . cbSize = sizeof ﴾ PolicyStatus ﴿ ;

i f ﴾ ! CertVerifyCertificateChainPolicy ﴾
CERT_CHAIN_POLICY_SSL,
pChainContext ,
&PolicyPara ,
&PolicyStatus ﴿ ﴿

{
Status = GetLastError ﴾ ﴿ ;
printf ﴾ "Error 0x%x returned by CertVerifyCertificateChainPolicy ! \n" , Status ﴿ ;
goto cleanup ;

}

If an error is obtained in this step, the client aborts the connection ﴾which in this case, since
DTLS uses the UDP protocol, means that it just stops all communication with the server﴿.
// Attempt to validate server cert i f i cate .
Status = VerifyServerCertificate ﴾pRemoteCertContext ,

pszServerName,
0﴿ ;

i f ﴾ Status ﴿
{

// The server cert i f i cate did not validate correctly . At this
// point , we cannot t e l l i f we are connecting to the correct
// server , or i f we are connecting to a "man in the middle"
// attack server .

// I t i s therefore best i f we abort the connection .

printf ﴾ "**** Error authenticating HTTPS server credentials ! \n" , Status ﴿ ;
printf ﴾ "Terminating connection with server . \n" ﴿ ;

i f ﴾ ! fContinueAfterError ﴿
{

goto cleanup ;
}

}

The Process Monitor tool was additionally used to check that the system libraries in charge
of performing secure communications ﴾e.g. schannel.dll﴿ were loaded by WebClient.exe be‐
fore performing network connections, effectively using the mechanism from the operating
system.
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Regarding the specific tests performed, some of them require modification of outgoing
server messages in the DTLS connection. Unless otherwise noted, the test cases included in
WebServer.exe were leveraged to perform those tests without the need of a MITM tool.

18.2.1 Test 1

In this test the evaluator will establish a connection to a DTLS Server and check that the
connection succeeds and is identified as DTLS.

18.2.1.1 Setup
The following certificates shall be used to perform the assurance activities listed on the
Protection Profile:

• CN = EE Test Root CA
• CN = test.epoche.es

The certificates listed form a valid certification path. The server certificate is available in pfx
format and the root certificate is available in pem format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Windows Server Standard Edition﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

213



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 18 FCS_DTLS_EXT.1.1

• Server Machine, IP = 50.50.50.277
• Client Machine, IP = 50.50.50.155

Server machine shall contain the PowerShell script W10DtlsServerAutomator.ps1 as well as
theWebServer.exe tool also mentioned before.
Client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the Web‐
Client.exe tool mentioned in the introduction to this section.
Moreover, the client machine shall have the secure configuration enabled, according to
the section 3.2 Operational prerequisites of the Operational Guidance document. The
Wireshark network analyzer shall be installed on the client machine.
The approach to this test is going to be divided in two parts: ‐ First part: test related to dtls
1.0 ‐ Second part: test related to dtls 1.2
The first part of this test is not applicable to Windows 11 platforms due to dlts 1.0 not being
supported on those platforms

18.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

18.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

18.2.1.4 Verdict
From the results of the previous test, the evaluator considers that the results obtained from
the test activity demonstrate the fulfilment of the Test 1 requirements established in the
assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

18.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_DTLS_EXT.1.1.
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19 FCS_DTLS_EXT.1.2

The assurance activity for the FCS_DTLS_EXT.1.2 requirement is stated as follows:

The evaluator will perform the assurance activities listed for FCS_TLSC_EXT.1.

19.1 Documentation Review activity

19.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

19.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

19.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a DTLS server:

a. W10DtlsServerAutomator.ps1, a Powershell script which automatically configures
the DTLS server prior each test case execution ﴾choosing between DTLS 1.0 or
DTLS 1.2﴿. This script allows the evaluator execute test cases using the software
WebServer.exe

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution ﴾choosing between DTLS 1.0 or DTLS
1.2 and setting the IP address of the DTLS server﴿. This script allows the evaluator
execute test cases using the softwareWebClient.exe.

The documentation for FCS_DTLS_EXT.1.1 includes information about their suitability for this eval‐
uation.

19.2.1 Test 1 - FCS_TLSC_EXT.1.1 for DTLS

19.2.1.1 Setup
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The following certificates shall be used to perform the assurance activities listed on the
Protection Profile:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The server certificate is available in pfx
format and the root certificate is available in pem format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Windows Server Standard Edition﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Server machine shall contain the PowerShell script W10DtlsServerAutomator.ps1 as well as
theWebServer.exe tool also mentioned before.
Client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the Web‐
Client.exe tool mentioned in the introduction to this section.
Moreover, the client machine shall have the secure configuration enabled, according to
the section 3.2 Operational prerequisites of the Operational Guidance document. The
Wireshark network analyzer shall be installed on the client machine.
The approach to this test is going to be divided in two parts: ‐ First part: test related to dtls
1.0 ‐ Second part: test related to dtls 1.2
The first part of this test is not applicable to Windows 11 platforms due to dlts 1.0 not being
supported on those platforms

19.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

19.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

19.2.2 Test 2 - FCS_TLSC_EXT.1.1 for DTLS

19.2.2.1 Setup
The setup is identical to the one defined for Test 1.

19.2.2.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

19.2.3 Test 3 - FCS_TLSC_EXT.1.1 for DTLS

19.2.3.1 Setup
The setup is identical to the one defined for Test 1.
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19.2.3.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.3.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

19.2.4 Test 4 - FCS_TLSC_EXT.1.1 for DTLS

19.2.4.1 Setup
The setup is identical to the one defined for Test 1.

19.2.4.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.4.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.4.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

19.2.5 Test 5.1 - FCS_TLSC_EXT.1.1 for DTLS

19.2.5.1 Setup
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The setup is identical to the one defined for Test 1.

19.2.5.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.5.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.5.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.1 activity.

19.2.6 Test 5.2 - FCS_TLSC_EXT.1.1 for DTLS

19.2.6.1 Setup
The setup is identical to the one defined for Test 1, although the IPs for this test are
10.10.10.30 for the client machine and 20.20.20.40 for the server machine.

19.2.6.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.6.4 Verdict
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According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.2 activity.

19.2.7 Test 5.3 - FCS_TLSC_EXT.1.1 for DTLS

19.2.7.1 Setup
The setup is identical to the one defined for Test 1.

19.2.7.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.7.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.7.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.3 activity.

19.2.8 Test 5.4 - FCS_TLSC_EXT.1.1 for DTLS

19.2.8.1 Setup
The setup is identical to the one defined for Test 1.

19.2.8.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.8.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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19.2.8.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.4 activity.

19.2.9 Test 5.5 - FCS_TLSC_EXT.1.1 for DTLS

19.2.9.1 Setup
The setup is identical to the one defined for Test 1, but the IP addresses are 10.10.10.30 for
the client and 10.10.10.40 for the server.

19.2.9.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.9.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.9.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.5 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.5 activity.

19.2.10 Test 5.6 - FCS_TLSC_EXT.1.1 for DTLS

19.2.10.1 Setup
The setup is identical to the one defined for Test 1, but the IP addresses are 10.10.10.30 for
the client and 10.10.10.40 for the server.

19.2.10.2 Procedure
The procedure is identical to the one defined for Test 1.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

221



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 19 FCS_DTLS_EXT.1.2

19.2.10.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.10.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.6 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.6 activity.

19.2.11 Test 1 - FCS_TLSC_EXT.1.2 for DTLS

19.2.11.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed by W10Client
Automator.ps1, shall be used to perform the assurance activities listed on the Protection
Profile:

• CN = EE Test Root CA
• CN = invalid.epoche.es

The listed certificates form a valid certification path. The server certificate is available in pfx
format and the root certificate is available in pem format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Windows Server Standard Edition﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Server machine shall contain the PowerShell script W10DtlsServerAutomator.ps1 as well as
theWebServer.exe tool also mentioned before.
Client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the Web‐
Client.exe tool mentioned in the introduction to this section.
Moreover, the client machine shall have the secure configuration enabled, according to
the section 3.2 Operational prerequisites of the Operational Guidance. The Wireshark
network analyzer shall be installed on the client machine.
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19.2.11.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

19.2.11.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.11.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

19.2.12 Test 2 - FCS_TLSC_EXT.1.2 for DTLS

19.2.12.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = test.epoche.es

19.2.12.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.12.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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19.2.12.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

19.2.13 Test 3 - FCS_TLSC_EXT.1.2 for DTLS

19.2.13.1 Setup
The setup is identical to the one defined for Test 2.

19.2.13.2 Procedure
The procedure is identical to the one defined for Test 2.

19.2.13.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.13.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

19.2.14 Test 4 - FCS_TLSC_EXT.1.2 for DTLS

19.2.14.1 Setup
The setup is identical to the one defined for Test 1.

19.2.14.2 Procedure
The procedure is identical to the one defined for Test 1.
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19.2.14.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.14.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

19.2.15 Test 5.1 - FCS_TLSC_EXT.1.2 for DTLS

19.2.15.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = foo.*.test.epoche.es

19.2.15.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.15.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.15.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.1 activity.
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19.2.16 Test 5.2 - FCS_TLSC_EXT.1.2 for DTLS

19.2.16.1 Setup
The setup is identical to the one defined for Test 2.

19.2.16.2 Procedure
The procedure is identical to the one defined for Test 2.

19.2.16.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.16.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.2 activity.

19.2.17 Test 5.3 - FCS_TLSC_EXT.1.2 for DTLS

19.2.17.1 Setup
The setup is identical to the one defined for Test 2.

19.2.17.2 Procedure
The procedure is identical to the one defined for Test 2.

19.2.17.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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19.2.17.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.3 activity.

19.2.18 Test 1 - FCS_TLSC_EXT.1.3 for DTLS

19.2.18.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed by W10Client
Automator.ps1, shall be used to perform the assurance activities listed on the Protection
Profile:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Windows Server Standard Edition﴿
• Client Machine ﴾Platforms listed in the ST﴿

The three machines are in the same network with the following configuration:

• Server Machine ﴾Windows﴿, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Windows Server machine shall contain the PowerShell script W10DtlsServerAutomator.ps1
as well as theWebServer.exe tool also mentioned before.
Debian server shall have Python installed and the folder ca generated by ee‐tls‐tool.
Client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the Web‐
Client.exe tool mentioned in the introduction to this section.
Moreover, the client machine shall have the secure configuration enabled, according to
the section 3.2 Operational prerequisites of the Operational Guidance. The Wireshark
network analyzer shall be installed on the client machine.

19.2.18.2 Procedure

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

227



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 19 FCS_DTLS_EXT.1.2

The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

19.2.18.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.18.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

19.2.19 Test 2 - FCS_TLSC_EXT.1.3 for DTLS

19.2.19.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:For the
next part, t

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾revoked﴿

The listed certificates form a valid certification path. All certificates are available in pem format
as well as pfx.

19.2.19.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.19.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.19.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

19.2.20 Test 3 - FCS_TLSC_EXT.1.3 for DTLS

19.2.20.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾expired certificate﴿

The listed certificates form a valid certification path. All certificates are available in pem format
as well as pfx.

19.2.20.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.20.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.20.4 Verdict
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According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

19.2.21 Test 4 - FCS_TLSC_EXT.1.3 for DTLS

19.2.21.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

19.2.21.2 Procedure
The procedure is identical to the one defined for Test 1.

19.2.21.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

19.2.21.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

19.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_DTLS_EXT.1.2.
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20 FCS_RBG_EXT.1.1

The assurance activity for the FCS_RBG_EXT.1.1 requirement is stated as follows:

The evaluator will perform the following tests:
The evaluator will perform 15 trials for the RNG implementation. If the RNG
is configurable, the evaluator will perform 15 trials for each configuration. The
evaluator will also confirm that the operational guidance contains appropriate
instructions for configuring the RNG functionality.
If the RNG has prediction resistance enabled, each trial consists of ﴾1﴿ instantiate
DRBG, ﴾2﴿ generate the first block of random bits ﴾3﴿ generate a second block
of random bits ﴾4﴿ uninstantiate. The evaluator verifies that the second block
of random bits is the expected value. The evaluator will generate eight input
values for each trial. The first is a count ﴾0 ‐ 14﴿. The next three are entropy
input, nonce, and personalization string for the instantiate operation. The next
two are additional input and entropy input for the first call to generate. The final
two are additional input and entropy input for the second call to generate. These
values are randomly generated. “generate one block of random bits” means to
generate random bits with number of returned bits equal to the Output Block
Length ﴾as defined in NIST SP 800‐90A﴿.
If the RNG does not have prediction resistance, each trial consists of ﴾1﴿ instan‐
tiate DRBG, ﴾2﴿ generate the first block of random bits ﴾3﴿ reseed, ﴾4﴿ generate
a second block of random bits ﴾5﴿ uninstantiate. The evaluator verifies that the
second block of random bits is the expected value. The evaluator will generate
eight input values for each trial. The first is a count ﴾0 ‐ 14﴿. The next three are en‐
tropy input, nonce, and personalization string for the instantiate operation. The
fifth value is additional input to the first call to generate. The sixth and seventh
are additional input and entropy input to the call to reseed. The final value is
additional input to the second generate call.
The following list contains more information on some of the input values to be
generated/selected by the evaluator.

• Entropy input: The length of the entropy input value must equal the seed
length.

• Nonce: If a nonce is supported ﴾CTR_DRBG with no Derivation Function
does not use a nonce﴿, the nonce bit length is one‐half the seed length.

• Personalization string: The length of the personalization string must be
less than or equal to seed length. If the implementation only supports one
personalization string length, then the same length can be used for both
values. If more than one string length is support, the evaluator will use
personalization strings of two different lengths. If the implementation does
not use a personalization string, no value needs to be supplied.
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• Additional input: The additional input bit lengths have the same defaults
and restrictions as the personalization string lengths.

20.1 Documentation Review Activity

20.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided
in the TSS, section 6.2.2 Cryptographic Algorithm Validation. This section includes the
following tables of the cryptographic algorithms supported by Windows 11, Windows 10,
Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure
Stack Edge.
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20.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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20.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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20.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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20.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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20.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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The Operational Guidance document, states that for the evaluated version the following
security policy needs to be applied ﴾Section 3.2.5﴿:

• Local Policies \ Security Options\System cryptography: Use FIPS 140 compliant crypto‐
graphic algorithms, including encryption, hashing and signing algorithm

After applying this policy, only FIPS certified algorithm can be used, including random num‐
ber generation algorithms defined in the above table. The vendor has also included the
following wording:

Windows 10 automatically generate random bits according to SP‐800‐90A, no
configuration is necessary.

As part of the testing activity described below, the correctness of the cryptographic function‐
ality has been demonstrated against the BOTAN tool. However, CTR‐DRBG is not available
in BOTAN, and the laboratory has verified the implementation against the CAVP tool. Be‐
low, the CAVP certificates granted for this functionality are listed ﴾extracted from the tables
above﴿

20.1.1.6 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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20.1.1.7 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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20.1.1.8 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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20.1.1.9 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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20.1.1.10 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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20.1.2 Verdict

The evaluator considers that the Operational Guidance document, defines how the FIPS
security policy should be applied. Once this policy is enabled, only the approved random
number generation algorithm described above can be used. No further configurations are
needed to generate random bit according to NIST Special Publication 800‐90A.
In addition, the evaluator has provided information about the Random number generation
algorithm ﴾CTR_DRBG﴿ supported by the OS. The RNG implementation is the same ﴾CTR_
DRBG﴿ which is conforming to NIST Special Publication 800‐90A.
Hence, the PASS verdict is assigned to the documentation review activity.

20.2 Test Activity

Based on the SFR instantiation included in the security target, the vendor has selected the
following DRBG algorithms:

1. CTR‐DRBG

In addition to the Common Criteria evaluation, the laboratory has also performed the CAVP
validation for these and other algorithms. The general procedure that has been followed
during the evaluation in order to demonstrate the correctness of the cryptographic func‐
tionality is as follows:

1. The laboratory has used the same test vectors used as part of the CAVP validation. For
random number generator algorithm, the following types of test are performed:

• Algorithm Functional Test ﴾AFT﴿. The main goal for these tests is verify the imple‐
mentation of the random number generator functions ﴾instantiation, generation
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and reseed﴿. It is expected that the TOE instantiate a DRBG using the provided
input ﴾entropy input, nonce, personalization string and additional input﴿ and gen‐
erate a random bitstring. The reseed process is also verified, if applicable.

2. The laboratory has exercised the cryptographic functionalities of the TOE by invoking
the appropriate API in order to resolve the test vectors. The result of this step is a .json
file which includes the associated response generated by the TOE per each test vector.

3. The laboratory has created a testing tool in order to exercise the BOTAN implemen‐
tation for the target cryptographic algorithms. This tool receives the initial .json file
with the test vectors as well as the .json file obtained as a result of the step 2. After
parsing the information, the testing tool invokes the BOTAN implementation for the
tested algorithm and resolve each test vector. After that, the testing tool compares
both results ﴾BOTAN vs TOE﴿ in order to determine whether the cryptographic algo‐
rithms is properly implemented or not. The results of the testing tool is an individual
outcome for each test vector ﴾PASS or FAIL﴿ and a overall outcome ﴾PASS is all the test
vectors passed or FAIL if any of them failed﴿.

• Note: Since CTR‐DRBG is not available in BOTAN, the laboratory has demon‐
strated the correctness of the cryptographic algorithm implementation by using
CAVP as a reference implementation instead of BOTAN.

20.2.1 Test 1

20.2.1.1 Setup
The following environment is required to perform the test in addition to the TOE:

• A computer with:

– Operating System: Ubuntu 20.04

– Test vectors are located in evaluator machine.

20.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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20.2.2 Results

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

20.2.2.1 Verdict
According to the results presented in the previous section, the evaluator considers that
the test results obtained during the test activity demonstrate that the TOE provides a valid
implementation for the evaluated cryptographic algorithm, since they have been compared
against a well‐known implementation as a reference implementation.
Since CTR‐DRBG algorithm is not available in BOTAN, the laboratory has followed the same
approach but using the CAVP implementation as a reference instead of BOTAN. The evalua‐
tor has verified that the responses generated by the TOE are the same as the ones expected
by the CAVP tool. Additionally, the associated CAVP certificates ﴾listed in the tables included
within the Documentation Review Activity section﴿ have been granted demonstrating the
correctness of the algorithm implementation.
Therefore, the PASS verdict is assigned to the test activity.

20.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_RBG_EXT.1.1 requirement.
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21 FCS_RBG_EXT.1.2

The assurance activity for the FCS_RBG_EXT.1.2 requirement is stated as follows:

Documentation shall be produced ‐ and the evaluator will perform the activities
‐ in accordance with Appendix E ‐ Entropy Documentation and Assessment and
the Clarification to the Entropy Documentation and Assessment Annex.
In the future, specific statistical testing ﴾in line with NIST SP 800‐90B﴿ will be
required to verify the entropy estimates.

21.1 Documentation Review Activity

21.1.1 Findings

The vendor has provided the following documentation regarding the entropy:

• RNG Design.
• Entropy Validation.
• Security Target.

The information provided in these documents describes with the expected level of detail how
the entropy source is generated based on different entropy pools such as Interrupt timings
or TPM, the available API functions that can process this entropy for a random number
generation ﴾CTR_DRBG﴿, etc. In short, the life‐cycle of the entropy is specified.
In addition, the Security Target document, includes more information about how the en‐
tropy source is health‐tested before use, as shown in the following statement provided in
the section 6.2.1 Cryptographic Algorithms and Operations:

[..] Windows has different entropy sources (deterministic and nondeterministic)
which produce entropy data that is used for random numbers generation. In par‐
ticular, this entropy data together with other data (such as the nonce) seed the
DRBG algorithm. The entropy pool is populated using the following values:

• An initial entropy value from a seed file provided to the Windows OS Loader
at boot time (512 bits of entropy).

• A calculated value based on the high‐resolution CPU cycle counter which
fires after every 1024 interrupts (a continuous source providing 16384 bits of
entropy).

• Random values gathered periodically from the Trusted Platform Module
(TPM), (320 bits of entropy on boot, Text intentionally left blank).

• Random values gathered periodically by calling the RDRANDCPU instruction,
(256 bits of entropy, Text intentionally left blank).
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The entropy data is obtained from the entropy sources in a raw format and is
health‐tested before using it as input for the DRBG. Text intentionally left blank.

Moreover, the vendor has also provided the following document: Entropy Validation onWin‐
dows 10, Windows 11, Windows Server, Azure Stack HCI, Hub and Edge for GP OS Evaluation.
This document contains information about the statistical tests performed on the entropy
sources taking into account all platforms under evaluation, the statistical tests results are
shown in the following tables:
Images has been intentionally eliminated for this public version.

21.1.2 Verdict

The evaluator considers that the RNG Design document describes in detail how the life‐
cycle of the entropy used by the OS works. In addition, the information provided in the
Security Target document, at TSS section 6.2.1 Cryptographic Algorithms and Opera‐
tions, about how the entropy source is health‐tested before using it comparing the gener‐
ated entropy blocks between them, is clear. The evaluator has also checked the statistical
tests results provided in the Entropy Validation document, verifying that at least all the
platforms and the operating systems under evaluation have been considered.
Due to this, the evaluator considers that the information provided in all these documents is
enough for the fulfilment of the content requirement established in the Appendix E ‐ Entropy
Documentation and Assessment of the Protection Profile.
Hence, the PASS verdict is assigned to the documentation review activity.

21.2 Test Activity

The assurance activity does not require any testing activities. Therefore, the PASS verdict is
assigned.

21.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_RBG_EXT.1.2 requirement.
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22 FCS_STO_EXT.1.1

The assurance activity for the FCS_STO_EXT.1.1 requirement is stated as follows:

The evaluator will check the TSS to ensure that it lists all persistent sensitive data
for which the OS provides a storage capability. For each of these items, the
evaluator will confirm that the TSS lists for what purpose it can be used, and
how it is stored. The evaluator will confirm that cryptographic operations used
to protect the data occur as specified in FCS_COP.1﴾1﴿.
The evaluator will also consult the developer documentation to verify that an
interface exists for applications to securely store credentials.

22.1 Documentation Review Activity

22.1.1 Findings

The evaluator has reviewed the section 6.2.4. Protecting Data with DPAPI of the Security
Target document. This section states that Windows provides the Data Protection API, CNG
DPAPI, which can be used to protect any persistent data which the developer deems to be
sensitive.
DPAPI uses the AES‐CBC algorithm to encrypt and decrypt the sensitive information. Once
the sensitive information has been encrypted, it is stored in a directory which is part of the
user’s profile.
DPAPI provides two functions to encrypt ﴾CryptProtectData function﴿ and decrypt ﴾CryptUn‐
protectData function﴿ data. This section of the TSS also includes a link to the Microsoft
Developer Network ﴾MSDN﴿ where detailed information about the usage of these API func‐
tions is provided. The following images, which have been obtained from theMSDN website,
describe the syntax of these API functions:
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CryptProtectData:
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CryptUnprotectData:

22.1.2 Verdict

The evaluator considers that the TSS provides enough information related to the method
used for sensitive data protection. The vendor states that any persistent data which the
developer deems to be sensitive can be protected using DPAPI. After protecting the data,
the information is stored in a directory inside the user’s profile.
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The vendor has also identified the available interfaces for data protection ﴾CryptProtectData
and CryptUnprotectData﴿, as well as the cryptographic algorithm used, AES‐256‐CBC, which
is one of the selected in the FCS_COP.1﴾SYM﴿ requirement.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

22.2 Test Activity

The assurance activity does not require any testing activities. However the evaluator has
carried out a test to verify the API functionality.

22.2.1 Test 1

22.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A C++ compiler or an IDE with a C++ compiler ﴾e.g. Microsoft Visual Studio 2022﴿

22.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

22.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

22.2.1.4 Verdict
As it can be appreciated in the obtained results, the evaluator has been able to encrypt and
decrypt data using the functions provided by DPAPI.
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The evaluator considers that the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

22.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_STO_EXT.1.
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23 FCS_TLSC_EXT.1.1

The assurance activity for the FCS_TLSC_EXT.1.1 requirement is stated as follows:

The evaluator will check the description of the implementation of this protocol
in the TSS to ensure that the cipher suites supported are specified. The evaluator
will check the TSS to ensure that the cipher suites specified include those listed
for this component. The evaluator will also check the operational guidance to
ensure that it contains instructions on configuring the OS so that TLS conforms
to the description in the TSS.
The evaluator will also perform the following tests:
Test 1: The evaluator will establish a TLS connection using each of the cipher
suites specified by the requirement. This connection may be established as part
of the establishment of a higher‐level protocol, e.g., as part of an EAP session.
It is sufficient to observe the successful negotiation of a cipher suite to satisfy
the intent of the test; it is not necessary to examine the characteristics of the en‐
crypted traffic in an attempt to discern the cipher suite being used ﴾for example,
that the cryptographic algorithm is 128‐bit AES and not 256‐bit AES﴿.
Test 2: The evaluator will attempt to establish the connection using a server
with a server certificate that contains the Server Authentication purpose in the
extendedKeyUsage field and verify that a connection is established. The eval‐
uator will then verify that the client rejects an otherwise valid server certificate
that lacks the Server Authentication purpose in the extendedKeyUsage field and
a connection is not established. Ideally, the two certificates should be identical
except for the extendedKeyUsage field.
Test 3: The evaluator will send a server certificate in the TLS connection that
does not match the server‐selected cipher suite ﴾for example, send a ECDSA cer‐
tificate while using the TLS_RSA_WITH_AES_128_CBC_SHA cipher suite or send
a RSA certificate while using one of the ECDSA cipher suites.﴿ The evaluator will
verify that the OS disconnects after receiving the server’s Certificate handshake
message.
Test 4: The evaluator will configure the server to select the TLS_NULL_WITH_
NULL_NULL cipher suite and verify that the client denies the connection.
Test 5: The evaluator will perform the following modifications to the traffic:

• Test 5.1: Change the TLS version selected by the server in the Server Hello
to a non‐supported TLS version ﴾for example 1.3 represented by the two
bytes 03 04﴿ and verify that the client rejects the connection.

• Test 5.2: Modify at least one byte in the server’s nonce in the Server Hello
handshake message, and verify that the client rejects the Server Key Ex‐

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

261



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 23 FCS_TLSC_EXT.1.1

change handshake message ﴾if using a DHE or ECDHE cipher suite﴿ or that
the server denies the client’s Finished handshake message.

• Test 5.3: Modify the server’s selected cipher suite in the Server Hello hand‐
shake message to be a cipher suite not presented in the Client Hello hand‐
shake message. The evaluator will verify that the client rejects the connec‐
tion after receiving the Server Hello.

• Test 5.4: If an ECDHE or DHE ciphersuite is selected, modify the signature
block in the Server’s Key Exchange handshake message, and verify that the
client rejects the connection after receiving the Server Key Exchange mes‐
sage.

• Test 5.5: Modify a byte in the Server Finished handshake message, and
verify that the client sends a fatal alert upon receipt and does not send any
application data.

• Test 5.6: Send a garbled message from the Server after the Server has is‐
sued the Change Cipher Spec message and verify that the client denies the
connection.

23.1 Documentation Review activity

23.1.1 Findings

Section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS of the TSS, in the Security Target document,
provides a website where the different cipher suites supported by the Schannel library are
described.

• TLS_RSA_WITH_AES_128_CBC_SHA as defined in RFC 5246,
• TLS_RSA_WITH_AES_256_CBC_SHA as defined in RFC 5246,
• TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5246,
• TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246,
• TLS_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5288,
• TLS_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288,
• TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5288,
• TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5288,
• TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5289,
• TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289,
• TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289,
• TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289,
• TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5289,
• TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289,
• TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289,
• TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289.
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These cipher suites match with the selected ones in the requirement definition. The cipher
suites listed above are a subset of the ones implemented in the Schannel library, as it can
be checked in the previous URL.
Moreover, section 4.3Managing Transport Layer Security ﴾TLS﴿ of theOperational Guid‐
ance document describes how to configure these TLS cipher suites. The information can be
found in the following MSDN link:

• MSDN Link 1

Selection of TLS cipher suites in the TLS handshake process is performed according to the
order defined which can be configured as described in the link listed above.

23.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.

23.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Using TlsClientTest tool, the evaluator is able to identify the main cause when the SSL con‐
nection fails. Also, testing with web browser, while providing less failure output, allow the
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evaluator to validate the obtained findings in scenarios closer to the real ones a TOE user
may encounter.
TlsCientTest tool was developed in C# using the System.Net. Security classes from .NET Frame‐
work to perform SSL connections, closely based on an example from Microsoft’s MSDN. It
effectively uses the authentication mechanism from the OS, which is the target of the eval‐
uation.
Special care was taken to verify this claim, so several checks were performed for confirmation
after the tool was developed. First, some code snippets are shown for reference.
Importing the security libraries:
using System;
using System. Collections ;
using System.Net ;
using System.Net . Security ;
using System.Net . Sockets ;
using System. Security . Authentication ;
using System. Text ;
using System. Security .Cryptography . X509Certificates ;
using System. IO ;

Establishing the TLS 1.2 connection, importing client certificates in the process ﴾if there are
any﴿:
SslStream sslStream = new SslStream﴾

client .GetStream﴾ ﴿ ,
false ,
new RemoteCertificateValidationCallback ﴾ ValidateServerCertificate ﴿ ,
null

﴿ ;

// Load available cert i f i cates in store , including cl ient cert i f i cates
X509CertificateCollection certCollection = new X509CertificateCollection ﴾ ﴿ ;
X509Store store = new X509Store﴾StoreLocation . CurrentUser ﴿ ;
store .Open﴾OpenFlags .ReadOnly﴿ ;
foreach ﴾ X509Certificate cert in store . Certif icates ﴿
{

certCollection .Add﴾ cert ﴿ ;
}
store . Close ﴾ ﴿ ;

// The server name must match the name on the server cert i f i cate .
try
{

sslStream . AuthenticateAsClient ﴾serverName, certCollection , SslProtocols . Tls12 ,
checkCertificateRevocation ﴿ ;

}
catch ﴾Exception e﴿
{

Console .WriteLine ﴾ "Exception : {0}\ r \n" , e .Message﴿ ;
i f ﴾e . InnerException != null ﴿
{
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Console .WriteLine ﴾ "Inner exception : {0} " , e . InnerException .Message﴿ ;
}
Console .WriteLine ﴾ "Authentication failed− closing the connection . \ r \n" ﴿ ;
cl ient . Close ﴾ ﴿ ;
return ;

}

Rejecting the connection if certificate validation fails, printing failure output:
// The following method is invoked by the RemoteCertificateValidationDelegate .
public static bool ValidateServerCertificate ﴾

object sender ,
X509Certificate certif icate ,
X509Chain chain ,
SslPolicyErrors sslPolicyErrors ﴿

{
i f ﴾ sslPolicyErrors == SslPolicyErrors .None﴿

return true ;

Console .WriteLine ﴾ "Certif icate error : {0} \n" , sslPolicyErrors ﴿ ;
foreach ﴾X509ChainStatus status in chain . ChainStatus ﴿
{

Console .WriteLine ﴾ "Chain status : {0} " , status . StatusInformation ﴿ ;
}

// Do not allow this cl ient to communicate with unauthenticated servers .
return false ;

}

Process Monitor from Windows Sysinternals is used to verify that the Operating System
shared libraries related to TLS and cryptography are being used when performing a connec‐
tion with this tool.
First, the tool’s launch is observed, where the different DLLs needed are loaded. Among
them we can find libraries such as cryptbase.dll and bcryptprimitives.dll.
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During the TCP connection it can be observed how other key DLLs are leveraged. Some of
them are crypt32.dll, secur32.dll, schannel.dll and bcrypt.dll.

Moreover, by enabling Schannel event logging as indicated by the vendor, the evaluator can
observe in theWindows Event Viewer that the connections are performed via Schannel.
W10ClientAutomator.ps1 has been developed to automatically configure the TOE ﴾i.e. cer‐
tificates installation, validation or revocation﴿ for each test case. After executing the script,
a menu is prompted in order to select which requirement is going to be tested.
After choosing the requirement, the script automatically set the configuration on TOE using
auxiliary functions to install, remove or revoke the certificates required to perform each test
cases.
Finally, each requirement has a function in which all the test defined in the Assurance Activity
are executed.

23.2.1 Test 1

23.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:
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• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

23.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

23.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfillment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

23.2.2 Test 2

23.2.2.1 Setup
The setup is identical to the one defined for Test 1.
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23.2.2.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfillment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

23.2.3 Test 3

23.2.3.1 Setup
The setup is identical to the one defined for Test 1, but the IP address for the server is
50.50.50.220.

23.2.3.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
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ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

23.2.4 Test 4

23.2.4.1 Setup
The setup is identical to the one defined for Test 1.

23.2.4.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.4.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfillment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

23.2.5 Test 5.1

23.2.5.1 Setup
The setup is identical to the one defined for Test 1 but the IP address for the server is
50.50.50.220.

23.2.5.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.5.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.5.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.1 activity.

23.2.6 Test 5.2

23.2.6.1 Setup
The setup is identical to the one defined for Test 1.

23.2.6.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.6.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.2 activity.

23.2.7 Test 5.3

23.2.7.1 Setup
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The setup is identical to the one defined for Test 1.

23.2.7.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.7.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.7.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.3 activity.

23.2.8 Test 5.4

23.2.8.1 Setup
The setup is identical to the one defined for Test 1, but IP addresses for this test are
50.50.50.100 for the server and 50.50.50.227 for the client.

23.2.8.2 Procedure
The procedure is identical to the one defined for Test 1.

23.2.8.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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23.2.8.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.4 activity.

23.2.9 Test 5.5

23.2.9.1 Setup
The setup is identical to the one defined for Test 1, but IP addresses for this test are
50.50.50.100 for the server and 50.50.50.227 for the client.

23.2.9.2 Procedure
The setup is identical to the one defined for Test 1.

23.2.9.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.9.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.5 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.5 activity.

23.2.10 Test 5.6

23.2.10.1 Setup
The setup is identical to the one defined for Test 1, but IP addresses for this test are
50.50.50.100 for the server and 50.50.50.227 for the client.

23.2.10.2 Procedure
The setup is identical to the one defined for Test 1.
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23.2.10.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

23.2.10.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.6 activity demonstrate the fulfillment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.6 activity.

23.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.1.1.
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24 FCS_TLSC_EXT.1.2

The assurance activity for the FCS_TLSC_EXT.1.2 requirement is stated as follows:

The evaluator will ensure that the TSS describes the client’s method of establish‐
ing all reference identifiers from the application‐configured reference identifier,
includingwhich types of reference identifiers are supported ﴾e.g. CommonName,
DNS Name, URI Name, Service Name, or other application‐specific Subject Al‐
ternative Names﴿ and whether IP addresses and wildcards are supported. The
evaluator will ensure that this description identifies whether and the manner in
which certificate pinning is supported or used by the OS. The evaluator will verify
that the AGD guidance includes instructions for setting the reference identifier
to be used for the purposes of certificate validation in TLS.
The evaluator will configure the reference identifier according to the AGD guid‐
ance and perform the following tests during a TLS connection:
Test 1: The evaluator will present a server certificate that does not contain an
identifier in either the Subject Alternative Name ﴾SAN﴿ or Common Name ﴾CN﴿
that matches the reference identifier. The evaluator will verify that the connec‐
tion fails.
Test 2: The evaluator will present a server certificate that contains a CN that
matches the reference identifier,contains the SAN extension, but does not con‐
tain an identifier in the SAN that matches the reference identifier. The evaluator
shall verify that the connection fails. The evaluator will repeat this test for each
supported SAN type.
Test 3 [conditional]: If the TOE does not mandate the presence of the SAN ex‐
tension, the evaluator shall present a server certificate that contains a CN that
matches the reference identifier and does not contain the SAN extension. The
evaluator shall verify that the connection succeeds. If the TOE does mandate the
presence of the SAN extension, this Test shall be omitted.
Test 4: The evaluator will present a server certificate that contains a CN that does
not match the reference identifier but does contain an identifier in the SAN that
matches. The evaluator will verify that the connection succeeds.
Test 5: The evaluator will perform the following wildcard tests with each sup‐
ported type of reference identifier:

• Test 5.1: The evaluator will present a server certificate containing a
wildcard that is not in the left‐most label of the presented identifier
﴾e.g. foo.*.example.com﴿ and verify that the connection fails.

• Test 5.2: The evaluator will present a server certificate containing a wild‐
card in the left‐most label but not preceding the public suffix ﴾e.g. *.exam‐
ple.com﴿. The evaluator will configure the reference identifier with a sin‐
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gle left‐most label ﴾e.g. foo.example.com﴿ and verify that the connection
succeeds. The evaluator will configure the reference identifier without a
left‐most label as in the certificate ﴾e.g. example.com﴿ and verify that the
connection fails. The evaluator will configure the reference identifier with
two left‐most labels ﴾e.g. bar.foo.example.com﴿ and verify that the connec‐
tion fails.

• Test 5.3: The evaluator will present a server certificate containing a
wildcard in the left‐most label immediately preceding the public suffix
﴾e.g. *.com﴿. The evaluator will configure the reference identifier with a
single left‐most label ﴾e.g. foo.com﴿ and verify that the connection fails.
The evaluator will configure the reference identifier with two left‐most
labels ﴾e.g. bar.foo.com﴿ and verify that the connection fails.

Test 6: [conditional] If URI or Service name reference identifiers are supported,
the evaluator will configure the DNS name and the service identifier. The evalua‐
tor will present a server certificate containing the correct DNS name and service
identifier in the URIName or SRVName fields of the SAN and verify that the
connection succeeds. The evaluator will repeat this test with the wrong service
identifier ﴾but correct DNS name﴿ and verify that the connection fails.
Test 7: [conditional] If pinned certificates are supported the evaluator will
present a certificate that does not match the pinned certificate and verify that
the connection fails.

24.1 Documentation Review activity

24.1.1 Findings

Section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS of the TSS in the Security Target document
includes the following statements:

“The reference identifier in Windows for TLS is the DNS name or IP address of the
remote server, which is compared against the DNS name as presented identifier
in the Subject Alternative Name ﴾SAN﴿ or the Subject Name of the certificate.
There is no configuration of the reference identifier.
A certificate that uses a wildcard in the leftmost portion of the resource identifier
﴾i.e., *. contoso .com﴿ can be accepted for authentication, otherwise the certificate will
be deemed invalid. Windows does not provide a general‐purpose capability to
“pin” TLS certificates.”

The same information is provided in section 4.3 Managing Transport Layer Security ﴾TLS﴿
of the Operational Guidance document. Both documents state that there is no configura‐
tion of the reference identifier, and the reference identifier is taken as the DNS name or the
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IP address of the remote server. It is also stated that DNS names are supported as SAN type
and as Common Name in the certificate´s Subject Name field. 3 Also, it is indicated that IP
addresses and wildcards are supported. Finally, it is also specified that Windows does not
provide the capability to pin TLS certificates.

24.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.

24.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

24.2.1 Test 1

24.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:
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• CN = EE Test Root CA
• CN = invalid.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

24.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

24.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.1.4 Verdict
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According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

24.2.2 Test 2

24.2.2.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

24.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

24.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

24.2.3 Test 3

24.2.3.1 Setup
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The setup is identical to the one defined for Test 2.

24.2.3.2 Procedure
The procedure is identical to the one defined for Test 2.

24.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

24.2.4 Test 4

24.2.4.1 Setup
The setup is identical to the one defined for Test 1.

24.2.4.2 Procedure
The procedure is identical to the one defined for Test 1.

24.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.4.4 Verdict
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According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

24.2.5 Test 5.1

24.2.5.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = foo.*.test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

24.2.5.2 Procedure
The procedure is identical to the one defined for Test 1.

24.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.5.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.1 activity.

24.2.6 Test 5.2

24.2.6.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:
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• CN = EE Test Root CA
• CN = *.test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

24.2.6.2 Procedure
The procedure is identical to the one defined for Test 1.

24.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.6.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.2 activity.

24.2.7 Test 5.3

24.2.7.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = *.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

24.2.7.2 Procedure
The procedure is identical to the one defined for Test 1.
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24.2.7.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

24.2.7.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5.3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5.3 activity.

24.2.8 Test 6

This test is a conditional test and as stated in the section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS
of the Security Target:

”The reference identifier in Windows for TLS is the DNS name or IP address of the
remote server, which is compared against the DNS name as presented identifier
in the Subject Alternative Name ﴾SAN﴿ or the Subject Name of the certificate.
There is no configuration of the reference identifier.”

Therefore, this test not applicable in this evaluation since the condition is not met.

24.2.9 Test 7

This test is a conditional test and as stated in the section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS
of the Security Target:

“A certificate that uses a wildcard in the leftmost portion of the resource identifier
﴾i.e., *.contoso.com ﴿ can be accepted for authentication, otherwise the certificate
will be deemed invalid. Windows does not provide a general‐purpose capability
to “pin” TLS certificates.”

Therefore, this test not applicable in this evaluation since the condition is not met.
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24.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.1.2.
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25 FCS_TLSC_EXT.1.3

The assurance activity for the FCS_TLSC_EXT.1.3 requirement is stated as follows:

The evaluator will use TLS as a function to verify that the validation rules in FIA_
X509_EXT.1.1 are adhered to and shall perform the following additional test:
Test 1: The evaluator will demonstrate that a peer using a certificate without a
valid certification path results in an authenticate failure. Using the administrative
guidance, the evaluator will then load the trusted CA certificate﴾s﴿ needed to
validate the peer’s certificate, and demonstrate that the connection succeeds.
The evaluator then shall delete one of the CA certificates, and show that the
connection fails.
Test 2: The evaluator will demonstrate that a peer using a certificate which has
been revoked results in an authentication failure.
Test 3: The evaluator will demonstrate that a peer using a certificate which has
passed its expiration date results in an authentication failure.
Test 4: the evaluator will demonstrate that a peer using a certificate which does
not have a valid identifier shall result in an authentication failure.

25.1 Documentation Review activity

25.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

25.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

25.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.
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2. Software acting as a client from the TOE
b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

25.2.1 Test 1

25.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and \ installed by
W10ClientAutomator.ps1, shall be used to perform the assurance activities listed on
the Protection Profile:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

These two machines are in the same network with the following configuration:
• Server Machine, IP = 50.50.50.227
• Client Machine, IP = 50.50.50.155

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
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Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

25.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

25.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

25.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

25.2.2 Test 2

25.2.2.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾revoked﴿

The listed certificates form a valid certification path. All certificates are available in pem format
as well as pfx.

25.2.2.2 Procedure
The procedure is identical to the one defined for Test 1.
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25.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

25.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

25.2.3 Test 3

25.2.3.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾expired certificate﴿

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.

25.2.3.2 Procedure
The procedure is identical to the one defined for Test 1.

25.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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25.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

25.2.4 Test 4

25.2.4.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificates used for the connection are different than the ones used for Test 1:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.

25.2.4.2 Procedure
The procedure is identical to the one defined for Test 1.

25.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

25.2.4.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.
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25.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.1.3.
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26 FCS_TLSC_EXT.2.1

The assurance activity for the FCS_TLSC_EXT.2.1 requirement is stated as follows:
The evaluator will verify that TSS describes support for the Supported Groups
Extension and whether the required behavior is performed by default or may be
configured. If the TSS indicates that support for the Supported Groups Exten‐
sion must be configured to meet the requirement, the evaluator will verify that
AGD guidance includes configuration instructions for the Supported Groups Ex‐
tension.
The evaluator will also perform the following test:
The evaluator will configure a server to perform ECDHE key exchange using each
of the TOE’s supported curves and shall verify that the TOE successfully connects
to the server.

26.1 Documentation Review activity

26.1.1 Findings

Section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS of the Security Target document states that
Windows automatically includes the Elliptic Curve Extension as part of the Client Hello mes‐
sage. The elliptic curves supported by default are secp256r1 and secp384r1. The elliptic
curve secp521r1 is disabled by default, but it can be enabled by following the Operational
Guidance.
Concretely, section 4.3.6 Configuring with group policy of the Operational Guidance
indicates that the Local Policy Editor can be used to configure the curves in the Elliptic
Curve Extension by editing the ECC Curve Order list, enabling and ordering the desired
cipher suites.

26.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.

26.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:
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1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

26.2.1 Test 1

26.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed by \
W10ClientAutomator.ps1, shall be used to perform the assurance activities listed on
the Protection Profile:

• CN = dekra‐test.es

or

• CN = test.epoche.es

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

These two machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.210
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Server machine contains the openssl software, a test suite for TLS and X509. It can be
configured as TLS server. In addition, the Wireshark network analyzer is installed on the
server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

26.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

26.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

26.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

26.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.2.1.
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27 FCS_TLSC_EXT.3.1

The assurance activity for the FCS_TLSC_EXT.3.1 requirement is stated as follows:

The evaluator will verify that TSS describes the signature_algorithm extension
and whether the required behavior is performed by default or may be configured.
If the TSS indicates that the signature_algorithm extension must be configured
to meet the requirement, the evaluator will verify that AGD guidance includes
configuration of the signature_algorithm extension.
The evaluator will also perform the following test:
The evaluator will configure the server to send a certificate in the TLS connec‐
tion that is not supported according to the Client’s HashAlgorithm enumeration
within the signature_algorithms extension ﴾for example, send a certificate with a
SHA‐1 signature﴿. The evaluator will verify that the OS disconnects after receiv‐
ing the server’s Certificate handshake message.

27.1 Documentation Review activity

27.1.1 Findings

Section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS of the Security Target document states that
Windows uses the following signature algorithms by default in the “Client Hello” message:

• SHA256
• SHA384
• SHA512

It is also stated that this list of accepted algorithms can be modified by editing a registry key.
Section 4.3.8 Managing signature algorithms and key length with the Windows reg‐
istry of the Operational Guidance document provides the concrete key where the status
and order of these algorithms can be modified, which is:

• HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control \ \Cryptography \Con‐
figuration \Local \SSL \00010003

Therefore, this allows the user to set up the evaluated configuration by disabling SHA1 for
TLS connections.

27.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
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ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.

27.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

27.2.1 Test 1

27.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:

• CN = EE Test Root CA
• CN = test.epoche.es
• CN = EE Client
• CN = MyNewCert

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿
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These two machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.210

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

27.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

27.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

27.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

27.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.3.1.
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28 FCS_TLSC_EXT.4.1

The assurance activity for the FCS_TLSC_EXT.4.1 requirement is stated as follows:

The evaluator will ensure that the TSS description required per FIA_X509_EXT.2.1
includes the use of client‐side certificates for TLS mutual authentication.
The evaluator will verify that the AGD guidance required per FIA_X509_EXT.2.1
includes instructions for configuring the client‐side certificates for TLS mutual
authentication.
The evaluator will also perform the following test:

• Test 1: The evaluator shall establish a connection to a peer server that is not
configured for mutual authentication ﴾i.e. does not send Server’s Certificate
Request ﴾type 13﴿ message﴿. The evaluator observes the negotiation of
a TLS channel and confirms that the TOE did not send Client’s Certificate
message ﴾type 11﴿ during handshake.

• Test 2: The evaluator shall establish a connection to a peer server with a
shared trusted root that is configured for mutual authentication ﴾i.e. it sends
Server’s Certificate Request ﴾type 13﴿ message﴿. The evaluator observes
negotiation of a TLS channel and confirms that the TOE responds with a
non‐empty client’s Certificate message ﴾type 11﴿ and Certificate Verify ﴾type
15﴿ message.

28.1 Documentation Review activity

28.1.1 Findings

Section 6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS of the Security Target document states that:

“The TOE implements TLS to enable a trusted network path that is used for client
and server authentication, as well as HTTPS”

Also, section 4.2.1 Client certificates and Certificate Authorities of the Operational
Guidance document includes the indicated steps needed to import a certificate, valid for
client certificates.

28.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.
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28.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

28.2.1 Test 1

28.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed by \
W10ClientAutomator.ps1, shall be used to perform the assurance activities listed on
the Protection Profile:

• CN = EE Test Root CA
• CN = test.epoche.es

The listed certificates form a valid certification path. The root certificate is available in pem
format.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

These two machines are in the same network with the following configuration:
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• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.210

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

28.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

28.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

28.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

28.2.2 Test 2

28.2.2.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed by \
W10ClientAutomator.ps1, shall be used to perform the assurance activities listed on
the Protection Profile:
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• CN = EE Test Root CA
• CN = test.epoche.es
• CN = EE Client ﴾client certificate with friendly name “EE Client Certificate”﴿

The listed certificates form a valid certification path. The root certificate is available in pem
format, the client certificate in pfx format, and the other one will be sent by the server.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 9 Stretch﴿
• Client Machine ﴾Platforms listed in the ST﴿

These two machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.210

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

28.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

28.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

28.2.2.4 Verdict
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According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

28.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FCS_TLSC_EXT.4.1.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

300



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 29 FDP_ACF_EXT.1.1

29 FDP_ACF_EXT.1.1

The assurance activity for the FDP_ACF_EXT.1.1 requirement is stated as follows:

The evaluator will confirm that the TSS comprehensively describes the access
control policy enforced by the OS. The description must include the rules by
which accesses to particular files and directories are determined for particular
users. The evaluator will inspect the TSS to ensure that it describes the access
control rules in such detail that given any possible scenario between a user and
a file governed by the OS the access control decision is unambiguous.
The evaluator will create two new standard user accounts on the system and
conduct the following tests:

• Test 1: The evaluator will authenticate to the system as the first user and
create a file within that user’s home directory. The evaluator will then log off
the system and log in as the second user. The evaluator will then attempt
to read the file created in the first user’s home directory. The evaluator will
ensure that the read attempt is denied.

• Test 2: The evaluator will authenticate to the system as the first user and
create a file within that user’s home directory. The evaluator will then log off
the system and log in as the second user. The evaluator will then attempt
to modify the file created in the first user’s home directory. The evaluator
will ensure that the modification is denied.

• Test 3: The evaluator will authenticate to the system as the first user and
create a file within that user’s user directory. The evaluator will then log off
the system and log in as the second user. The evaluator will then attempt
to delete the file created in the first user’s home directory. The evaluator
will ensure that the deletion is denied.

• Test 4: The evaluator will authenticate to the system as the first user. The
evaluator will attempt to create a file in the second user’s home directory.
The evaluator will ensure that the creation of the file is denied.

• Test 5: The evaluator will authenticate to the system as the first user and
attempt to modify the file created in the first user’s home directory. The
evaluator will ensure that the modification of the file is accepted.

• Test 6: The evaluator will authenticate to the system as the first user and
attempt to delete the file created in the first user’s directory. The evaluator
will ensure that the deletion of the file is accepted.
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29.1 Documentation Review Activity

29.1.1 Findings

The evaluator has reviewed the section 6.3.1. Discretionary Access Control of the Security
Target document, which is related to the access control policy and how these policies are
applied to files and folders in the operating system.
This section is composed by the following main subsections:

• 6.3.1.1 Subject DAC Attributes
• 6.3.1.2 Object DAC Attributes
• 6.3.1.3 DAC Enforcement Algorithm
• 6.3.1.4 Default DAC Protection

The first and second subsections include a brief description about the security attributes for
a subject and for an object.
The third one includes a step‐by‐step description about the algorithm used to determine
whether a user has access to one file or not. This section also includes information regarding
the kind of permissions that are checked at each step of the algorithm.
The fourth one includes information about the default access rules assigned to all new ob‐
jects. This section also includes information about how the inheritance rules work.
Finally, the following subsections are also included in the 6.3.1. Discretionary Access Con‐
trol section.

• 6.3.1.5 DAC Management
• 6.3.1.6 Reference Mediation

In these subsections it is described the functions thatmanages the DACL and how the system
obtains a handle for the objects.

29.1.2 Verdict

The evaluator has reviewed the information provided in the TSS section 6.3.1. Discretionary
Access Control and considers that the access control policies enforced by the operating
system are properly described. This description contains enough information to allow the
evaluator determine how the access control policies are applied to folders and files in the
operating system, allowing or denying the access.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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29.2 Test Activity

Throughout the following tests, attempts to create, read, write and delete a test file will be
performed using different users and permissions.

29.2.1 Test 1, Test 2, Test 3, Test 4, Test 5 and Test 6

29.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• User accounts with user names userFDP1 and userFDP2 shall not exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FDP_ACF_EXT.ps1 shall be available.

29.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

29.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿
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• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

29.2.1.4 Verdict
As it can be observed in the above section, the obtained behaviours match with the ones
described in the assurance activity section. Due to this, the evaluator considers that the
results obtained from the test activity demonstrate the fulfilment of the Test 1, Test 2, Test
3, Test4, Test 5 and Test 6 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1, Test 2, Test 3, Test 4, Test 5 and Test 6.

29.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FDP_ACF_EXT.1.1.
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30 FIA_AFL.1.1

The assurance activity for the FIA_AFL.1.1 requirement is stated as follows:

The evaluator will set an administrator‐configurable threshold for failed at‐
tempts, or note the ST‐specified assignment. The evaluator will then ﴾per
selection﴿ repeatedly attempt to authenticate with an incorrect password, PIN,
or certificate until the number of attempts reaches the threshold. Note that the
authentication attempts and lockouts must also be logged as specified in FAU_
GEN.1.

30.1 Documentation Review Activity

30.1.1 Findings

The related assurance activity does not define any action for this requirement.

30.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

30.2 Test Activity

The assurance activity states that a threshold for failed authentication attempts shall be
configured by the OS administrator. After that, the evaluator will then repeatedly attempt
to authenticate with an incorrect password until the threshold is reached.
This test is done at the same time as FIA_AFL1.2 requirement.

30.2.1 Test

30.2.1.1 Setup
The applicable setup for this test is covered in the Test Activity section for FIA_AFL.1.2 re‐
quirement.

30.2.1.2 Procedure
This test is done at the same time as FIA_AFL1.2.
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30.2.1.3 Results
The results for this test are included in the Test Activity section for FIA_AFL.1.2 requirement.

30.2.1.4 Verdict
The verdict for this test is assigned in the Test Activity section for FIA_AFL.1.2 requirement.

30.3 Final Verdict

The final verdict for this requirement is assigned in Test Activity section for the FIA_AFL.1.2
requirement.
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31 FIA_AFL.1.2

The assurance activity for the FIA_AFL.1.2 requirement is stated as follows:

Test 1: The evaluator will attempt to authenticate repeatedly to the system with
a known bad password. Once the defined number of failed authentication at‐
tempts has been reached the evaluator will ensure that the account that was
being used for testing has had the actions detailed in the assignment list above
applied to it. The evaluator will ensure that an event has been logged to the
security event log detailing that the account has had these actions applied.
Test 2: The evaluator will attempt to authenticate repeatedly to the system with
a known bad certificate. Once the defined number of failed authentication at‐
tempts has been reached the evaluator will ensure that the account that was
being used for testing has had the actions detailed in the assignment list above
applied to it. The evaluator will ensure that an event has been logged to the
security event log detailing that the account has had these actions applied.
Test 3: The evaluator will attempt to authenticate repeatedly to the system us‐
ing both a bad password and a bad certificate. Once the defined number of
failed authentication attempts has been reached the evaluator will ensure that
the account that was being used for testing has had the actions detailed in the
assignment list above applied to it. The evaluator will ensure that an event has
been logged to the security event log detailing that the account has had these
actions applied.

31.1 Documentation Review Activity

31.1.1 Findings

The related assurance activity does not define any action for this requirement.

31.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

31.2 Test Activity

During this test, the evaluator will attempt to authenticate repeatedly to the system with a
known bad password. Once the threshold for failed authentication attempts limit is reached,
the evaluator will ensure that the account is locked. In addition, the audit events will be
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analysed to demonstrate the fulfilment of the requirement FAU_GEN.1 related with lock and
unlock of user accounts.

31.2.1 Test 1

31.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A user account with user name userFIA shall not exist.
• An administrator account shall be available.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts FIA_AFL_1_2_Setup.ps1 and FIA_AFL_1_2_Audit.ps1 shall be available.
• Additionally, for OE‐protected storage, Windows 10 andWindows 11 can authenticate
users with a Windows Hello PIN which is backed by a TPM. The evaluated platforms
with a valid TPM must be configured with Windows Hello PIN authentication too.

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions, the computer shall be domain‐joined and the domain user ‘stan‐
dard’ shall be created. These platforms does not support Windows Hello PIN.

31.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

31.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
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• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

31.2.1.4 Verdict
The evaluator has performed invalid authentication attempts using a known bad password
or PIN until the configured threshold has been reached. Once the user account has been
locked, the evaluator has unlocked this account using a user account with administrator
rights.
As the above images state, the user account has been locked successfully after the con‐
figured threshold is reached. Additionally, both invalid authentication attempts and the
account lockout events have been audited as specified in FAU_GEN.1.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

31.2.2 Test 2 & Test 3

31.2.2.1 Setup
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These tests are not applicable in this evaluation due to the selection made for the SFR defi‐
nition in the final version of the Security Target document.

31.2.2.2 Procedure
These tests are not applicable in this evaluation due to the selection made for the SFR defi‐
nition in the final version of the Security Target document.

31.2.2.3 Results
These tests are not applicable in this evaluation due to the selection made for the SFR defi‐
nition in the final version of the Security Target document.

31.2.2.4 Verdict
These tests are not applicable in this evaluation due to the selection made for the SFR defi‐
nition in the final version of the Security Target document.

31.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_AFL.1.1 and FIA_AFL.1.2.
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32 FIA_UAU.5.1

The assurance activity for the FIA_UAU.5.1 requirement is stated as follows:

If user name and password authentication is selected, the evaluator will configure
the OS with a known user name and password and conduct the following tests:

• Test 1: The evaluator will attempt to authenticate to the OS using the
known user name and password. The evaluator will ensure that the au‐
thentication attempt is successful.

• Test 2: The evaluator will attempt to authenticate to the OS using the
known user name but an incorrect password. The evaluator will ensure
that the authentication attempt is unsuccessful.

If user name and PIN that releases an asymmetric key is selected, the evaluator
will examine the TSS for guidance on supported protected storage and will then
configure the TOE or OE to establish a PIN which enables release of the asymmet‐
ric key from the protected storage ﴾such as a TPM, a hardware token, or isolated
execution environment﴿ with which the OS can interface. The evaluator will then
conduct the following tests:

• Test 1: The evaluator will attempt to authenticate to the OS using the
known user name and PIN. The evaluator will ensure that the authentica‐
tion attempt is successful.

• Test 2: The evaluator will attempt to authenticate to the OS using the
known user name but an incorrect PIN. The evaluator will ensure that the
authentication attempt is unsuccessful.

If X.509 certificate authentication is selected, the evaluator will generate an
X.509v3 certificate for a user with the Client Authentication Enhanced Key Usage
field set. The evaluator will provision the OS for authentication with the X.509v3
certificate. The evaluator will ensure that the certificates are validated by the OS
as per FIA_X509_EXT.1.1 and then conduct the following tests:

• Test 1: The evaluator will attempt to authenticate to the OS using the
X.509v3 certificate. The evaluator will ensure that the authentication at‐
tempt is successful.

• Test 2: The evaluator will generate a second certificate identical to the first
except for the public key and any values derived from the public key. The
evaluator will attempt to authenticate to the OS with this certificate. The
evaluator will ensure that the authentication attempt is unsuccessful.
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32.1 Documentation Review Activity

32.1.1 Findings

The Security Target document, defines the available authentication mechanisms available
in its section 5.1.4.1.2 Multiple Authentication Mechanisms ﴾FIA_UAU.5﴿.

The evaluator has reviewed the respective TSS section ﴾6.4 Identification and Authentica‐
tion﴿ of the Security Target document, where it is described which authentication mecha‐
nism is supported by each Windows OS edition. From the previous section, the following
information can be extracted:

• All Windows editions supports authentication based on username and password.
• Additionally, for OE‐protected storage, Windows 10 & Windows 11 can authenticate
users with a Windows Hello PIN which is backed by a TPM.

• For Windows 10, Windows 11, Windows Server 2022, Azure Stack Hub and Azure Stack
Edge editions, a physical/virtual smart card can be also used.

In addition, theOperational Guidance document, includes also in its section 4.8Managing
authentication methods the necessary information and supporting documentation to set
up or configure the environment for each authentication mechanism.

32.1.2 Verdict

The evaluator has reviewed the Security Target document and has reviewed each authenti‐
cation mechanism available and the information on the TSS about the supported protected
storage. Moreover, theOperational Guidance document, has been also analysed, checking
the setup and configuration procedures for each authentication mechanism.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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32.2 Test Activity

The evaluator will attempt authenticate to the OS using a known user name and the correct
password or PIN. Then the evaluator will repeat the process using a known user name but
an incorrect password or PIN. The evaluator will ensure that the authentication is successful
in the first test and fails in the second.

32.2.1 Test 1 & Test 2 - Username and password

32.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A standard user account with user name userFIA shall not exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FIA_UAU_5_1_Test1and2.ps1 shall be available.

32.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

32.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿
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• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

32.2.1.4 Verdict
The evaluator has performed an authentication attempt using a valid user name and pass‐
word that has been completed successfully. Afterwards, the evaluator has performed an‐
other authentication attempt but this time, using an invalid password, ensuring that this
authentication attempt failed.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 and Test 2 ‐ Username and password requirements
established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 2 ‐ Username and password.

32.2.2 Test 1 & Test 2 - Username and a PIN that releases an asymmetric key stored
in OE-protected storage (TPM)

32.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A standard user account with user name userFIA shall exist. This account shall belong
to default Users group.

• The platform to be tested shall count with a TPM or a virtual TPM.
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• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FIA_UAU_5_1_Test1and2_PIN.ps1 shall be available.

Note: The following procedure cannot be performed on Windows Server 21H2, Windows
Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge editions.

32.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

32.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿
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• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

32.2.2.4 Verdict
The evaluator has performed an authentication attempt using the user name and the correct
PIN and it has been completed successfully. Afterwards, the evaluator has performed other
authentication attempt, but this time using an invalid PIN. The evaluator has ensured that
the authentication attempt is invalid.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 and Test 2 ‐ Username and a PIN ﴾TPM﴿ requirements
established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 2 ‐ Username and a PIN ﴾TPM﴿.

32.2.3 Test 1 & Test 2 - Username and a PIN that releases an asymmetric key stored
in OE-protected storage (Smart Card)

32.2.3.1 Setup
To do this test, the evaluator shall have set a Public Key Infrastructure as well as access to
the PIV/CAC smart cards.
To perform this test, the evaluated platforms shall be joined to the domain controller.
This test is not applicable for Windows Server 21H2 and Azure Stack HCIv2 operating sys‐
tems.
Before the test execution, the following setup condition must be fulfilled:

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FIA_UAU_5_1_Test1and2_SC.ps1 shall be available.
• The evaluated platform must be joined to a domain. The steps required to join a
computer to a domain are described in Test 11 for FMT_MOF_EXT.1 requirement.
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Once the evaluated platform has been joined to the domain controller, the following steps
must be performed according to the authentication method used ﴾physical smart card or
virtual smart card﴿.

32.2.3.1.1 Authentication using a physical smart card
The following steps must be carried out by the evaluator in order to configure the authen‐
tication using physical smart cards:

• Login the user account that will be used and connect the smart card reader to the
computer. To check that the drivers are correctly installed go to Device Manager ﴾WIN
+ X, then press m key﴿. The information about the smart card reader and the smart
card shall be displayed here:

Note: Physical Smart card issues may arise related to the drivers for the smart
card or the smart card itself.
If this is the case, go to the device vendor website or theMicrosoft Update Catalog
to download and install the latest drivers.
For example, for aGemalto IdPrime card, the drivers can be found in theMicrosoft
Update Catalog using the device manufacture ﴾Gemalto﴿ as the query parameter:
Microsoft Update Catalog for Gemalto
The files downloaded with .cab extension must be extracted and used to install
the drivers for ‘Unknown smart card’ in Computer Managment/Device Manager.
After that, the Smart card shall be immediately available for log in on TOE.

32.2.3.1.2 Authentication using a virtual smart card
The following steps must be carried out by the evaluator to configure the authentication
using virtual smart cards:

• Open a Command Line terminal with administrator rights and type the following com‐
mand to create a virtual smart card.

tpmvscmgr.exe create /name tpmvsc /pin default /adminkey random /gen‐
erate

• This command only works in platforms with a valid TPM. The default PIN for the virtual
smart card is 123456768.
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• Enroll the certificate to the virtual smart card with the help of the Certificate Manager
tool ﴾WIN + R and then type certmgr.msc﴿.

• Then right‐click over Personal, and select All Task ‐> Request New Certificate.

• Follow the wizard, clicking the ‘Next’ button twice, on the ‘Request Certificates’ screen
select ‘TPM Virtual Smart Card Logon’ and ‘Enroll’, Enter the PIN when asked.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

318



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 32 FIA_UAU.5.1

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

319



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 32 FIA_UAU.5.1

• If the process has been completed successfully, the following screen shall be shown.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

320



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 32 FIA_UAU.5.1

• To check that the virtual smart card ready is correctly deployed, go to the Device
Manager tool ﴾WIN + X, then press m key﴿. The information about the virtual smart
card reader shall be as follows:
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• Sign out to go back the login screen.

32.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

32.2.3.3 Results
The evaluator has performed this test on all the canonical platforms ﴾except the ones not
applicable described in the setup section﴿ as defined in section 8. Test environment defi‐
nition. Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

322



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 32 FIA_UAU.5.1

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

32.2.3.4 Verdict
The evaluator has performed an authentication attempt using the correct smart card cre‐
dentials ﴾User name and PIN﴿ and it has been completed successfully. Afterwards, the evalu‐
ator has performed another authentication attempt, but this time, using an incorrect smart
card credential ﴾Invalid PIN﴿. The evaluator has ensured that the authentication attempt is
invalid.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 and Test 2 ‐ Username and a PIN ﴾Smart Card﴿ require‐
ments established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 2 ‐ Username and a PIN ﴾Smart
Card﴿.

32.2.4 Test 1 & Test 2 - X.509 Certificates

32.2.4.1 Setup
These tests are not applicable in this evaluation due to the assignment made for the SFR
definition in the final version of the Security Target document.

32.2.4.2 Procedure
These tests are not applicable in this evaluation due to the assignment made for the SFR
definition in the final version of the Security Target document.

32.2.4.3 Results
These tests are not applicable in this evaluation due to the assignment made for the SFR
definition in the final version of the Security Target document.

32.2.4.4 Verdict
These tests are not applicable in this evaluation due to the assignment made for the SFR
definition in the final version of the Security Target document.
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32.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_UAU.5.1.
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33 FIA_UAU.5.2

The assurance activity for the FIA_UAU.5.2 requirement is stated as follows:

The evaluator will ensure that the TSS describes each mechanism provided to
support user authentication and the rules describing how the authentication
mechanism﴾s﴿ provide authentication.
The evaluator will verify that configuration guidance for each authentication
mechanism is addressed in the AGD guidance.

• Test 1: For each authentication mechanism selected, the evaluator will en‐
able that mechanism and verify that it can be used to authenticate the user
at the specified authentication factor interfaces.

• Test 2: For each authentication mechanism rule, the evaluator will ensure
that the authentication mechanism﴾s﴿ behave as documented in the TSS.

33.1 Documentation Review Activity

33.1.1 Findings

The evaluator has reviewed the Security Target document, section 6.4 Identification and
Authentication, which contains the following information:

Password‐based authentication to Windows succeeds when the credential pro‐
vided by the user matches the stored protected representation of the password;
Windows Hello and smart cards both use PIN‐based authentication to unlock a
protected resource, a private key, the stored representation of the PIN is protected
by the Secure Kernel.

Password authentication can be used for interactive, service, and network logons
and to initiate the “change password” screen; the Windows Hello PIN, physical and
virtual smart cards can be used for interactive logons; and the Windows Hello PIN
is used to re‐authenticate the user when the user chooses to change their PIN.

When the authentication succeeds, the user will be logged onto their desktop, their
screen unlocked, or their authentication factors changed depending whether the
user logged onto the computer, the display was locked, or the PIN or password
was to be changed.

As it can be observed, the provided information includes a description about all the authen‐
tication mechanisms supported by the TOE. This section also contains a brief description
about the rules describing how the authentication mechanisms work as well as the results
of a successful authentication.
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Moreover, the Operational Guidance document, includes the section 4.8 Managing au‐
thentication methods, in which the configuration guidance is addressed for each authen‐
tication mechanisms supported by the TOE ﴾password, PIN and Smart Cards﴿.

33.1.2 Verdict

The evaluator has reviewed the Security Target document and has reviewed the informa‐
tion provided within section 6.4 Identification and Authentication. This section contains
enough information to allow the evaluator to understand how the authentication mecha‐
nisms work, as well as, the results of a successful authentication. Moreover, the Opera‐
tional Guidance document, also includes configuration guidance for each authentication
mechanisms supported by the TOE.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

33.2 Test Activity

The evaluator will ensure that each authentication mechanism supported by the OS authen‐
ticates the user and behaves as described in the AGD guidance.

33.2.1 Test 1

33.2.1.1 Setup
The applicable setup for this test is covered in the Test Activity section for FIA_UAU.5.1
requirement.

33.2.1.2 Procedure
This test is done at the same time as FIA_UAU.5.1.

33.2.1.3 Results
The results for this test are included in the Test Activity section for FIA_UAU.5.1 require‐
ment.

33.2.1.4 Verdict
The verdict for this test is assigned in the Test Activity section for FIA_UAU.5.1 requirement.
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33.2.2 Test 2

33.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A standard user account with user name userTest shall exist. This account shall belong
to default Users group.

33.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

33.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿
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• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

33.2.2.4 Verdict
The evaluator has managed each authentication method supported. All of them have been
properly configured as described in the Operational Guidance document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 2 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 2.

33.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FIA_UAU.5.2 requirement.
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34 FIA_X509_EXT.1.1

The assurance activity for the FIA_X509_EXT.1.1 requirement is stated as follows:

The evaluator will ensure the TSS describes where the check of validity of the
certificates takes place. The evaluator ensures the TSS also provides a description
of the certificate path validation algorithm.
The tests described must be performed in conjunction with the other certificate
services assurance activities, including the functions in FIA_X509_EXT.2.1. The
tests for the extendedKeyUsage rules are performed in conjunction with the
uses that require those rules. The evaluator will create a chain of at least four
certificates: the node certificate to be tested, two Intermediate CAs, and the
self‐signed Root CA.

• Test 1: The evaluator shall demonstrate that validating a certificate without
a valid certification path results in the function failing, for each of the follow‐
ing reasons, in turn: by establishing a certificate path in which one of the
issuing certificates is not a CA certificate, by omitting the basicConstraints
field in one of the issuing certificates, by setting the basicConstraints field in
an issuing certificate to have CA=False, by omitting the CA signing bit of the
key usage field in an issuing certificate, and by setting the path length field
of a valid CA field to a value strictly less than the certificate path. The eval‐
uator shall then establish a valid certificate path consisting of valid CA cer‐
tificates, and demonstrate that the function succeeds. The evaluator shall
then remove trust in one of the CA certificates, and show that the function
fails.

• Test 2: The evaluator will demonstrate that validating an expired certificate
results in the function failing.

• Test 3: The evaluator will test that the OS can properly handle revoked cer‐
tificates ‐ conditional on whether CRL, OCSP, OCSP stapling, or OCSP multi‐
stapling is selected; if multiple methods are selected, then a test shall be
performed for each method. The evaluator will test revocation of the node
certificate and revocation of the intermediate CA certificate ﴾i.e. the inter‐
mediate CA certificate should be revoked by the root CA﴿. If OCSP stapling
per RFC 6066 is the only supported revocation method, testing revocation
of the intermediate CA certificate is omitted. The evaluator will ensure that
a valid certificate is used, and that the validation function succeeds. The
evaluator then attempts the test with a certificate that has been revoked
﴾for each method chosen in the selection﴿ to ensure when the certificate is
no longer valid that the validation function fails.

• Test 4: If any OCSP option is selected, the evaluator shall configure the
OCSP server or use a man‐in‐the‐middle tool to present a certificate that
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does not have the OCSP signing purpose and verify that validation of the
OCSP response fails. If CRL is selected, the evaluator shall configure the CA
to sign a CRL with a certificate that does not have the cRLsign key usage bit
set and verify that validation of the CRL fails.

• Test 5: The evaluator shall modify any byte in the first eight bytes of the cer‐
tificate and demonstrate that the certificate fails to validate. ﴾The certificate
will fail to parse correctly.﴿

• Test 6: The evaluator shall modify any byte in the last byte of the certificate
and demonstrate that the certificate fails to validate. ﴾The signature on the
certificate will not validate.﴿

• Test 7: The evaluator shall modify any byte in the public key of the certifi‐
cate and demonstrate that the certificate fails to validate. ﴾The signature of
the certificate will not validate.﴿

34.1 Documentation Review activity

34.1.1 Findings

The evaluator has reviewed the section 6.4.1 X.509 Certificate Validation and Generation
of the Security Target, where it is stated that all components in the system use the same
subcomponent for performing certificate validation. More details are given on the provided
URL, where the API used to check the validity of the X509 certificates is described. Concretely,
this task is performed by Crypt32 . lib and Wincrypt . h.
This section also provides information about the certification path algorithm which, accord‐
ing to this document, follows RFC 5280 section.

34.1.2 Verdict

The evaluator considers that the evidences defined above and obtained during the docu‐
mentation review demonstrate the fulfilment of the requirement established in the assur‐
ance activity section. Therefore, the PASS verdict is assigned to the documentation review
activity.

34.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:
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a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE:

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Additionaly, to perform Test 1.d is necessary to use the following software:

3. Software to modify packets

c. Rehtse , a MITM tool developed by the evaluation laboratory in order to modify
packets on the fly.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

34.2.1 Test 1

34.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool_v2 and installed by
W10ClientAutomator.ps1, shall be used to perform the assurance activities listed on
the Protection Profile:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 11 Bullseye﴿
• Client Machine ﴾Canonical platforms listed in the ST﴿
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These two machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220, 10.10.10.12 for test 1.d
• Client Machine, IP = 50.50.50.210, 20.20.20.40 for test 1.d

Server machine contains the ee‐tls‐tool_v2 software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
The MITM machine contains the Rehtse software to modify packets.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

34.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

34.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

34.2.2 Test 2

34.2.2.1 Setup
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The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾expired certificate﴿

The listed certificates form a valid certification path. All certificates are available in pem for‐
mat.

34.2.2.2 Procedure
The procedure is identical to the one defined for Test 1.

34.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

34.2.3 Test 3

34.2.3.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1 ﴾non‐revoked﴿
• CN = EE Test Intermediate CA 1 ﴾revoked﴿
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es ﴾non‐revoked﴿
• CN = test.epoche.es ﴾revoked﴿
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The certificates listed form a valid certification path. All certificates are available in pem format
as well as pfx.
Additionally the following OCSP signing certificates are added:

• CN = ocsp.test.epoche.es ﴾signed by the root CA﴿
• CN = ocsp.test.epoche.es ﴾signed by intermediate CA 1﴿
• CN = ocsp.test.epoche.es ﴾signed by intermediate CA 2﴿

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine, CRL Server ﴾Debian 11 bullseye﴿
• Client Machine ﴾Canonical platforms listed in the ST﴿

For OCSP and OCSP stapling tests, the following machine is added:

• Web Server, OCSP Server ﴾Windows Server 2022 DataCenter﴿

These machines are in separate networks with the following configuration, one for OCSP
stapling and another one for every other test:
Regular tests:

• Server Machine/CRL Server, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.155, 50.50.50.210
• Web/OCSP Server, IP = 50.50.50.227

OCSP stapling tests have been performed in localhost.
Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS. Furthermore,
the client machine shall have the secure configuration enabled, according to the section 3.2
Operational prerequisites of the Operational Guidance.
Moreover, the following additional scripts are needed to perform the test case:

• For CRL ﴾on CRL server machine﴿:

– 1_startCRLServer_norevocation.sh: This script starts the CRL server in which there
is no revoked certificate.

– 2_startCRLServer_servercert_revocation.sh: This script starts the CRL server in
which the server certificate is revoked.

– 3_startCRLserver_intermediate1_revocation.sh: This script starts the CRL server in
which a intermediate certificate is revoked.
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• For OCSP ﴾on OCSP Server machine﴿:
– configureServer.ps1: Powershell script which shall be executed on theOCSP Server
machine. This scripts automatically modifies the revocation configuration de‐
pending on the performed test ﴾no revocation, server certificate revoked or inter‐
mediate certificate revoked﴿.

Moreover, the Web/OCSP server machine shall have the following Windows Server roles
installed:

• Internet Information Services ﴾web server﴿
• Online Responder ﴾OCSP server﴿

If they are not installed, the provided script configureWindowsServerForOCSPandOCSPSta‐
pling.ps1 automatically installs and configures the IIS role along with the correct certificates.
However, the Online Responder role requires some degree of manual configuration, indi‐
cated next.
The Online Responder role shall first be installed as follows:

• After running configureWindowsServerForOCSPandOCSPStapling.ps1 on the Windows
Server machine, open the Server Manager from the task bar.

• From the Server Manager Dashboard select “Manage” and then “Add Roles and Fea‐
tures”.

• Click next until the “Select server roles” screen.
• Inside “Active Directory Certificate Services”, select “Online Responder”.
• Click next until the installation is finished, accepting the suggested extra elements in
the process.

• Configure the Online Responder if prompted in the results screen ﴾no input is needed
to do so﴿.

Before configuring the Online Responder, the certificate revocation lists ﴾CRLs﴿ need to be
made available:

• Copy the contents from “ee‐tls‐tool/certs/X509_EXT.1.1/ca” ﴾it includes the CRLs﴿ in‐
side “C:\inetpub\wwwroot”.

• From the Server Manager Dashboard select “Tools” and then “Internet Information
Services ﴾IIS﴿ Manager”.

• On the left panel, click on “Default Web Site” below the system’s name and “Sites”.
• On the central panel, double click on “MIME Types”.
• On the right panel, click “Add…”.
• Under “File name extension”, type “.pem”.
• Under “MIME type”, type “application/pki‐crl” and click “OK”.

Read permission for the OCSP private keys needs to be granted to the “NETWORK SERVICE”
account as follows:

• Open mmc.exe ﴾e.g. by opening the start menu, typing “mmc” and then pressing en‐
ter﴿.
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• On the “File” menu, click “Add/Remove Snap‐in…”.
• In the “Available snap‐ins” panel, select “Certificates”.
• Press “Add”.
• In the “Certificates snap‐in” dialog box, select “Computer Account” and click next.
• Select “Local Computer” and press “Finish”.
• Press “OK”.
• In the console tree, open “Personal” and then “Certificates”. The three certificates with
CN = ocsp. test . epoche.es will appear inside the presented list.

• Right click on one of them and select “All tasks” and then “Manage Private Keys…”.
• In the “Security” tab presented, click “Add…”.
• Enter “NETWORK SERVICE” as the object name.
• Check that the “NETWORK SERVICE” group now appears with read access.
• Repeat the process with the two remaining OCSP signing certificates.

The Online Responder service can now be configured as shown next:

• From the Server Manager Dashboard select “Tools” and then “Online Responder Man‐
agement”.

• On the left panel, right click on “Revocation Configuration” and then click on “Add
Revocation Configuration”.

• Click “Next” on the first screen.
• On the “Name the Revocation Configuration” screen, type “EE Root CA” ﴾could be any
name﴿ and click “Next”.

• On the “Select CA Certificate Location” screen, select “Select a Certificate from the
Local certificate store” and click “Next”.

• On the “Choose CA Certificate” screen, click “Browse…” and select the root CA ﴾CN =
EE Test Root CA﴿. Then click “Next”.

• On the “Select Signing Certificate” screen, select “Manually select a signing certificate”
and click “Next”. An error might appear; it can be ignored.

• On the “Revocation Provider” screen, click “Provider…”.
• Below the “Base CRLs” list, click “Add…”.
• Type http://localhost/crl/ca_before_revocation.crl.pem and click “OK”.
• Repeat from step 2, for the intermediate certificate 1. Type “EE Intermediate CA 1” in‐
stead, select “EE Test Intermediate CA 1” and type http://localhost/intermediate1/crl/intermediate1.crl.pem.

• Repeat from step 2, for the intermediate certificate 2. Type “EE Intermediate CA 2” in‐
stead, select “EE Test Intermediate CA 2” and type http://localhost/intermediate1/intermediate2/crl/intermediate2_
before_revocation.crl.pem.

• On the left panel, select the system under “Array configuration”.
• On the centre panel, for every one of the three configurations created, click them and
then select “Assign Signing Certificate” on the right panel, selecting the corresponding
OCSP signing certificate ﴾e.g. for configuration “EE Intermediate CA 2” select the one
with CN = ocsp. test . epoche.es that was signed by “EE Test Intermediate CA 2”﴿.

• On the left panel, right click on “Array configuration” and then “Refresh Revocation
Data”.
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• Click on the top‐most element in the left panel ﴾starting with “Online Responder:”﴿.
• The centre panel should show the status of the three configurations added, and they
all should be shown as “Working”.

It is also important to configure the server machine so the delta CRL configuration is en‐
abled. This can be achieved by accessing the server properties using the IIS and checking
its corresponding option. Otherwise, OCSP communication cannot be achieved.
In the Windows Server machine, “C:\Windows\System32\drivers\etc\hosts” shall be modi‐
fied so that it contains two lines specifying the IPs for test.epoche.es and ocsp.test.epoche.es,
which will vary depending on whether the configuration for OCSP stapling is being used or
not, since it uses another network. Finally, reboot theWindows Server machine for OCSP sta‐
pling to be enabled. The script running in the client machine handles this task automatically
so there are no further actions needed in this regard.

34.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

34.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

34.2.4 Test 4

34.2.4.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:
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• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2 ﴾no cRLSign key usage bit﴿
• CN = test.epoche.es

The certificates listed form a valid certification path. All certificates are available in pem format
as well as pfx.
Additionally, the following OCSP signing certificates are added:

• CN = ocsp.test.epoche.es ﴾signed by the root CA﴿
• CN = ocsp.test.epoche.es ﴾signed by intermediate CA 1﴿
• CN = ocsp.test.epoche.es ﴾signed by intermediate CA 2﴿

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine, CRL Server ﴾Debian 11 Bullseye﴿
• Client Machine ﴾Canonical platforms listed in the ST﴿

For the OCSP test, the following machines are added:

• OCSP Server ﴾Windows Server 2022 Datacenter﴿
• MITM Machine ﴾Kali Linux﴿

These machines are in different networks depending on the test, with the following config‐
urations:
CRL configuration:

• Server Machine/CRL Server, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.155

OCSP configuration:

• Server Machine/CRL Server, IP = 10.10.10.21
• Client Machine, IP = 10.10.10.30
• OCSP Server, IP = 20.20.20.40

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS. Furthermore,
the client machine shall have the secure configuration enabled, according to the section 3.2
Operational prerequisites of the Operational Guidance.
Moreover, the following additional script is needed to perform the test case:
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• For CRL ﴾on CRL server machine﴿:

– startCRLServer_intermediate2_noCRLSignKeyUsageBit.sh: This script starts the
CRL server in which a CRL signed by a CA without cRLsign key usage bit is
provided.

TheMITMmachine shall act as a switch between the OCSP Server and the rest of the network,
which means that its IP address does not play any role. It shall contain the Rehtse tool, a
tool developed by the evaluator which is capable ofmodifying packets being routed through
the machine on the fly, according to some criteria defined by regular expressions and BPF
filters.
The Windows Server machine shall have the Online Responder role installed. To install it
and configure it, see the Setup section for Test 3.
Lastly, on the Windows Server machine, “C:\Windows\System32\drivers\etc\hosts” shall be
modified so that it contains a line with the appropriate name and IP addresses.

34.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

34.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.4.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 4 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 4 activity.

34.2.5 Test 5

34.2.5.1 Setup
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The setup is identical to the one defined for Test 1, but the IP address for the client is
50.50.50.155.

34.2.5.2 Procedure
The procedure is identical to the one defined for Test 1.

34.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.5.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 5 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 5 activity.

34.2.6 Test 6

34.2.6.1 Setup
The setup is identical to the one defined for Test 1 but the IP address for the client is
50.50.50.155.

34.2.6.2 Procedure
The procedure is identical to the one defined for Test 1.

34.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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34.2.6.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 6 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 6 activity.

34.2.7 Test 7

34.2.7.1 Setup
The setup is identical to the one defined for Test 1 but the IP address for the client is
50.50.50.155.

34.2.7.2 Procedure
The procedure is identical to the one defined for Test 1.

34.2.7.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

34.2.7.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 7 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 7 activity.

34.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FIA_X509_EXT.1.1.
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35 FIA_X509_EXT.1.2

The assurance activity for the FIA_X509_EXT.1.2 requirement is stated as follows:

The tests described must be performed in conjunction with the other certificate
services assurance activities, including the functions in FIA_X509_EXT.2.1. The
evaluator will create a chain of at least four certificates: the node certificate to
be tested, two Intermediate CAs, and the self‐signed Root CA.

• Test 1: The evaluator will construct a certificate path, such that the cer‐
tificate of the CA issuing the OS’s certificate does not contain the basic‐
Constraints extension. The validation of the certificate path fails.

• Test 2: The evaluator will construct a certificate path, such that the cer‐
tificate of the CA issuing the OS’s certificate has the CA flag in the basic‐
Constraints extension not set. The validation of the certificate path fails.

• Test 3: The evaluator will construct a certificate path, such that the cer‐
tificate of the CA issuing the OS’s certificate has the CA flag in the bas‐
icConstraints extension set to TRUE. The validation of the certificate path
succeeds.

35.1 Documentation Review activity

35.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

35.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

35.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.
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2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.

Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

35.2.1 Test 1

35.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2 ﴾no basicConstraints extension﴿
• CN = test.epoche.es

The certificates listed form a valid certification path. The root certificate is available in pem
format, the other ones will be sent by the server.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 11 Bullseye﴿
• Client Machine ﴾Canonical platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.155

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
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Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

35.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

35.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

35.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

35.2.2 Test 2

35.2.2.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2 ﴾CA flag not set in basicConstraints extension﴿
• CN = test.epoche.es

The certificates listed form a valid certification path. The root certificate is available in pem
format, the other ones will be sent by the server.

35.2.2.2 Procedure
The procedure is identical to the one defined for Test 1.
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35.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

35.2.2.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 2 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 2 activity.

35.2.3 Test 3

35.2.3.1 Setup
The setup is identical to the one defined for Test 1 ﴾IPs configuration and installed tools﴿.
The certificate used for the connection is different than the one used for Test 1:

• CN = EE Test Root CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2 ﴾ basicConstraints with CA flag set to true﴿
• CN = test.epoche.es

The certificates listed form a valid certification path. The root certificate is available in pem
format, the other ones will be sent by the server.

35.2.3.2 Procedure
The procedure is identical to the one defined for Test 1.

35.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

345



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 35 FIA_X509_EXT.1.2

35.2.3.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 3 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 3 activity.

35.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FIA_X509_EXT.1.2.
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36 FIA_X509_EXT.2.1

The assurance activity for the FIA_X509_EXT.2.1 requirement is stated as follows:

The evaluator will acquire or develop an application that uses the OS TLS mecha‐
nism with an X.509v3 certificate. The evaluator will then run the application and
ensure that the provided certificate is used to authenticate the connection.
The evaluator will repeat the activity for any other selections listed.

36.1 Documentation Review activity

36.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

36.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

36.2 Test Activity

To perform the TLS tests required by the Assurance Activities and check their correct out‐
come, different pieces of software were used:

1. Software acting as a TLS server:

a. ee‐tls‐tool, a command line tool developed by the evaluation laboratory in or‐
der to create a TLS server which is automatically configured prior each test case
execution.

2. Software acting as a client from the TOE

b. W10ClientAutomator.ps1, a Powershell script which automatically configures the
TOE as a client prior each test case execution. This script allows the evaluator
execute test cases using:
i. different web browsers that come bundled with the TOE ﴾i.e. Internet Explorer
and Microsoft Edge﴿.

ii. TlsClientTest, a command line tool developed by the evaluation laboratory.
This tool provides more information about the concrete point where SSL val‐
idation failed in case of connection error.
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Information about their suitability for this evaluation is given in the introduction to FCS_
TLSC_EXT.1.1.

36.2.1 Test 1

36.2.1.1 Setup
The following certificates, created automatically by ee‐tls‐tool and installed byW10ClientAutomator.ps1,
shall be used to perform the assurance activities listed on the Protection Profile:

• CN = EE TestRoot CA
• CN = EE Test Intermediate CA 1
• CN = EE Test Intermediate CA 2
• CN = test.epoche.es
• CN = EE Client ﴾client certificate with friendly name “EE Client Certificate”﴿

The listed certificates form a valid certification path. The root certificate is available in pem
format, the client certificate in pfx format, and the other ones will be sent by the server.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine ﴾Debian 11 Bullseye﴿
• Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 50.50.50.220
• Client Machine, IP = 50.50.50.155

Server machine contains the ee‐tls‐tool software, a test suite for TLS and X509 Common
Criteria evaluations. It acts as a TLS server configured according to each test. In addition,
theWireshark network analyzer is installed on the server machine.
The client machine shall contain the PowerShell script W10ClientAutomator.ps1 and the
TlsClientTest tool, which uses the System.Net. Security classes from .Net framework to perform
SSL connections, effectively using the authentication mechanism from the OS.
Moreover, the client machine shall have the secure configuration enabled, according to the
section 3.2 Operational prerequisites of the Operational Guidance.

36.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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36.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

36.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

36.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FIA_X509_EXT.2.1.
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37 FMT_MOF_EXT.1.1 & FMT_SMF_EXT.1.1

The assurance activity for the FMT_MOF_EXT.1 and FMT_SMF_EXT.1 requirements is stated
as follows:

FMT_MOF_EXT.1: The evaluator shall verify that the TSS describes those man‐
agement functions that are restricted to Administrators, including how the user
is prevented from performing those functions, or not able to use any interfaces
that allow access to that function.

• Test 1: For each function that is indicated as restricted to the administrator,
the evaluation shall perform the function as an administrator, as specified in
the Operational Guidance, and determine that it has the expected effect as
outlined by the Operational Guidance and the SFR. The evaluator shall then
perform the function ﴾or otherwise attempt to access the function﴿ as a non‐
administrator and observe that they are unable to invoke that functionality.

FMT_SMF_EXT.1: The evaluator will verify that every management function cap‐
tured in the ST is described in the operational guidance and that the description
contains the information required to perform themanagement duties associated
with the management function. The evaluator will test the operating system’s
ability to provide the management functions by configuring the operating sys‐
tem and testing each option selected from above. The evaluator is expected to
test these functions in all the ways in which the ST and guidance documentation
state the configuration can be managed.

37.1 Documentation Review Activity

37.1.1 Findings

The evaluator has reviewed the Security Target document to identify all the management
functions defined by the vendor. These functions are listed in the section 6.5 Security
Management of the TSS, as it can be observed in the following image extracted from the
Security Target document:
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In addition, the evaluator has also reviewed the Operational Guidance document, which
includes within its section 4. Managing evaluated features all the management functions
explained throughout the document. In addition, for each management function, it is de‐
scribed all the available methods to configure each function, as well as, the applicable roles
and Windows 10, Windows 11, Windows Server 21H2, Windows Server 2022, Azure Stack
HCIv2, Azure Stack Hub and Azure Stack Edge editions.
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For each of these management functions, the Operational Guidance document, includes
links to the OS vendor support site, where information about how to configure each of these
functions is provided.
These links also provides information about managing these functions either with a standard
user or as administrator, specifying the different steps needed for each one. Moreover,
the managements functions contains instructions for Windows 10, Windows 11, Windows
Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure Stack
Edge editions, in the cases that is needed a different management approach for each of
them.
This is an example of the information provided in the vendor website about how to pair a
bluetooth device:
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37.1.2 Verdict

The evaluator considers that all the security management functions declared in the Security
Target document are properly defined in the Operational Guidance document, providing
enough information to allow the evaluator to perform each management function.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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37.2 Test Activity

37.2.1 Test 1 - Enable/Disable Screen Lock

The screen lock will be enabled and disabled during this test case.

37.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with no administrator rights shall exist. This user shall belong to the
default Users group.

• A user account with administrator rights shall exist. This account shall belong to the
default Administrators group.

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts.

37.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
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• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.1.4 Verdict
As the above results state, the user with administrator rights andwithout administrator rights
can enable and disable the screen lock.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

37.2.2 Test 2 - Configure Screen Lock Inactivity Timeout

The screen lock inactivity timeout will be configured during this test case.

37.2.2.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.2.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.2.3.1 Windows 10 platforms:

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

356



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
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Microsoft Azure Stack Hub and
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37.2.2.3.2 Windows 11 platforms:
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37.2.2.3.3 Windows Server platforms (21H2, 2022, Hub, Edge, HCIv2):
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The same results were obtained with the user without administrator rights. As stated in the
table of the Findings section, standard users can also configure the screen lock inactivity
timeout.

37.2.2.3.4 Windows 10 platforms:

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

359



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE37 FMT_MOF_EXT.1.1 & FMT_SMF_EXT.1.1

37.2.2.3.5 Windows 11 platforms:
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37.2.2.3.6 Windows Server platforms (21H2, 2022, Hub, Edge, HCIv2):
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The evaluator has obtained the same result for both users, the screen has been blocked after
the configured inactivity time is reached.

37.2.2.4 Verdict
As the above results state, both users with administrator rights and without administrator
rights can configure the screen lock inactivity timeout.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 2 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 2.

37.2.3 Test 3 - Configure Local Audit Storage Capacity

The local audit storage capacity will be configured during this test case.

37.2.3.1 Setup
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The applicable setup for this test is the same as the defined one for Test 1.

37.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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37.2.3.4 Verdict
As the above results state, the audit storage capacity can only be modified by a user with
administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 3 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 3.

37.2.4 Test 4 - Configure Minimum Password Length

A minimum password length will be configured during this test case.

37.2.4.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿
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• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.4.4 Verdict
As the above results state, the minimum password length can only be modified by a user
with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 4 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 4.

37.2.5 Test 9 - Configure Lockout Policy for Unsuccessful Authentication Attempts
through Timeouts between Attempts, Limiting Number of Attempts During a
Time Period

The lockout policy for unsuccessful authentication will be configured during this test case.

37.2.5.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.5.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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37.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.5.4 Verdict
As the above results state, the lockout policy for unsuccessful authentication attempts can
only be modified by a user with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 9 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 9.
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37.2.6 Test 10 - Configure Host-based Firewall

The host‐based firewall will be configured during this test case.

37.2.6.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.6.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.6.4 Verdict
As the above results state, the firewall configuration can only be modified by a user with
administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 10 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 10.

37.2.7 Test 11 - Configure Name/Address of Directory Server to Bind with

The evaluator will configure the name/address of directory server to bind with and remote
management server during this test case.

37.2.7.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.
To configure a domain controller, the applicable setup for this test is described in Configur‐
ing Domain Controller and Certificate Authority (13 Apr 2017) document.
On the platforms with Windows Server and Azure editions, once these platforms are joined
to the domain, the domain controller can be configured as a remote management server.
Therefore, they can receive management settings without using a MDM server ﴾which is not
supported on those editions﴿. The procedure used to join these platforms to the domain will
be described in this test activity, whereas, the procedure to receive management settings
will be explained in detail in the test activity: Test 12 ‐ Configure name/address of remote
management server from which to receive management settings.

37.2.7.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.7.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.7.4 Verdict
As the above results state, a computer can only be joined to a domain using a user with
administrator rights. When a user without administrator rights is used, a prompt asking for
the administrator password is shown or the join to domain option does not appear.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 11 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 11.
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37.2.8 Test 12 - Configure Name/Address of Remote Management Server from Which
to Receive Management Settings

The evaluator will configure the name/address of remote management server during this
test case.

37.2.8.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.
Additionally, a MDM Server running in another machine is necessary. For this test case, a
MDM Server provided by the vendor has been used.
To enroll a device with a MDM, the evaluator has followed the applicable setup and steps
described in the links provided in section 2.4.1 Remote administration using modern
device management ﴾MDM﴿ of the Operational Guidance document.
On the platforms with Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2,
Azure Stack Hub and Azure Stack Edge editions, once these platforms are joined to the do‐
main, the domain controller can be configured as a remote management server. Therefore,
they can receive management settings without using a MDM server ﴾which is not supported
on Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions﴿. The procedure used to join these platforms to the domain it is
described in the test activity: Test 11 ‐ Configure name/address of directory server to bind
with, whereas, the procedure to receive management settings will be explained in detail in
this test activity.

37.2.8.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.8.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.8.4 Verdict
As the above results state, a computer can only be enrolled into a remote management
server using a user with administrator rights. When a user without administrator rights is
used, an insufficient privileges error message is shown.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 12 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 12.

37.2.9 Test 14 - Configure Audit Rules

The audit rules will be configured during this test case.

37.2.9.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.
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37.2.9.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.9.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.9.4 Verdict
As the above results state, the audit rules can only be configured using a user with adminis‐
trator rights.
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Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 14 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 14.

37.2.10 Test 15 - Configure Name/Address of Network Time Server

The name and address of a Network Time Server will be configured during this test case

37.2.10.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.10.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.10.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.10.4 Verdict
As the above results state, the name or address of the network time server can only be
modified by a user with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 15 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 15.

37.2.11 Test 16 - Enable/Disable Automatic Software Update

The automatic software update will be enabled and disabled during this test case.

37.2.11.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.11.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.11.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:
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• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.11.4 Verdict
As the above results state, the automatic software update can only be enabled or disabled
using a user with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 16 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 16.

37.2.12 Test 17 - Configure Wi-Fi interface

The Wi‐Fi interface will be configured during this test case.

37.2.12.1 Setup
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The applicable setup for this test is the same as the defined one for Test 1.
To perform this test, the platforms should have a Wi‐Fi interface available.

37.2.12.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.12.3 Results
The evaluator has performed this test on all the canonical platforms ﴾except the ones without
Wi‐Fi adapter﴿ as defined in section 8. Test environment definition. Additionally, the
following supplementary platforms have been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.12.4 Verdict
As the above results state, a Wi‐Fi interface can only be enabled or disabled using a user
with administrator rights.
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Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 17 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 17.

37.2.13 Test 18 - Enable/Disable Bluetooth interface

The Bluetooth interface will be enabled and disabled during this test case.

37.2.13.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.
In addition, to perform this test, the platforms should have a Bluetooth interface available.

37.2.13.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.13.3 Results
The evaluator has performed this test on all the canonical platforms ﴾except the ones without
Wi‐Fi adapter﴿ as defined in section 8. Test environment definition. Additionally, the
following supplementary platforms have been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.13.4 Verdict
As the above results state, a Bluetooth interface can only be enabled or disabled using a
user with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 18 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 18.

37.2.14 Test 19 - Enable/Disable Local Area Network interface

The Local Area Network interface will be enabled and disabled during this test case.

37.2.14.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.14.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.14.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿
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• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.14.4 Verdict
As the above results state, a Local Area Network interface can only be configured by a user
with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 19 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 19.

37.2.15 Test 19 (2) - Configure USB interfaces

The USB interfaces will be configured during this test case.

37.2.15.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.15.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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37.2.15.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.15.4 Verdict
As the above result state, the configuration of USB interfaces can only be modified by a user
with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 19 ﴾2﴿ requirements established in the assurance activity
section.
Therefore, the PASS verdict is assigned to Test 19 ﴾2﴿.
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37.2.16 Test 20 - Manage Windows Diagnostics settings

Windows Diagnostics settings will be configured during this test case.

37.2.16.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.16.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.16.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.16.4 Verdict
As the above results state, only users with administrator rights can manage the Windows
diagnostic data and choose between Basic and Full diagnostic data mode.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 20 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 20.

37.2.17 Test 20 (2) - Configure Remote Connection Inactivity Timeout

Remote connection inactivity timeout will be configured during this test case.

37.2.17.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

37.2.17.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

37.2.17.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿
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• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

37.2.17.4 Verdict
As the above results state, the remote connection inactivity timeout can only be modified
by a user with administrator rights.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 20 ﴾2﴿ requirements established in the assurance activity
section.
Therefore, the PASS verdict is assigned to Test 20 ﴾2﴿.

37.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FMT_MOF_EXT.1.1‐FMT_SMF_EXT.1.1.
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38 FPT_ACF_EXT.1.1

The assurance activity for the FPT_ACF_EXT.1.1 requirement is stated as follows:

The evaluator will confirm that the TSS specifies the locations of kernel driver‐
s/modules, security audit logs, shared libraries, system executables, and system
configuration files. Every file does not need to be individually identified, but
the system’s conventions for storing and protecting such files must be specified.
The evaluator will create an unprivileged user account. Using this account, the
evaluator will ensure that the following tests result in a negative outcome ﴾i.e.,
the action results in the OS denying the evaluator permission to complete the
action﴿:

• Test 1: The evaluator will attempt to modify all kernel drivers and modules.
• Test 2: The evaluator will attempt to modify all security audit logs gener‐
ated by the logging subsystem.

• Test 3: The evaluator will attempt to modify all shared libraries that are
used throughout the system.

• Test 4: The evaluator will attempt to modify all system executables.
• Test 5: The evaluator will attempt to modify all system configuration files.
• Test 6: The evaluator will attempt to modify any additional components
selected.

38.1 Documentation Review Activity

38.1.1 Findings

The evaluator has reviewed the section 6.6.2.Protection of OS binaries, Audit and Con‐
figuration Data of the Security Target document. This section states that kernel, device
drivers ﴾.sys files﴿, system executables ﴾.exe files﴿, and dynamically loadable libraries ﴾.dll files﴿
are stored in \%systemRoot%\system32 directory and subdirectories.
Additionally, the TSS also states that audit logs are stored in %systemRoot%\system32\winevt and
configuration files are located at %systemRoot%\system32\config.
In addition, an explanation on how the permissions are applied over these kinds of files is
given. Standard users have permissions to read and execute kernel, device drivers, system
executables and libraries, and they are not authorized to access audit logs and configura‐
tion files. However, administrator users have permissions to write and modify kernel, device
drivers, system executables and libraries, and have full control over audit logs and configu‐
ration files.
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38.1.2 Verdict

The evaluator considers that the TSS provides enough information related to where kernel,
device drivers, system executables, libraries, configuration files, and audit logs are stored in
the system and how the permissions are applied over these files.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

38.2 Test Activity

38.2.1 Test 1

The evaluator will attempt to modify all kernel drivers and modules during this test case.

38.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account without administrator rights shall be available.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts Test1_FPT_ACF_EXT_1_1.ps1, Test2_FPT_ACF_EXT_1_1.ps1, Test3_FPT_ACF_
EXT_1_1.ps1, Test4_FPT_ACF_EXT_1_1.ps1 and Test5_FPT_ACF_EXT_1_1.ps1 shall be
available.

38.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

38.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:
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• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

38.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

38.2.2 Test 2

The evaluator will attempt to modify all security audit logs during this test case.

38.2.2.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.
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38.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

38.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

38.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
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Therefore, the PASS verdict is assigned to Test 2.

38.2.3 Test 3

The evaluator will attempt to modify all shared libraries during this test case.

38.2.3.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

38.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

38.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿
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• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

38.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

38.2.4 Test 4

The evaluator will attempt to modify all system executable files during this test case.

38.2.4.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

38.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

38.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿
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• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

38.2.4.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

38.2.5 Test 5

The evaluator will attempt to modify all system configuration files during this test case.

38.2.5.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

38.2.5.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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38.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

38.2.5.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 5 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 5.

38.2.6 Test 6

The evaluator will attempt to modify additional selected components during this test case.
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38.2.6.1 Setup
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

38.2.6.2 Procedure
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

38.2.6.3 Results
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

38.2.6.4 Verdict
This test is not applicable due to the assignment made ﴾None﴿ by the vendor in the Security
Target document.

38.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_ACF_EXT.1.1.
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39 FPT_ACF_EXT.1.2

The assurance activity for the FPT_ACF_EXT.1.2 requirement is stated as follows:

The evaluator will create an unprivileged user account. Using this account, the
evaluator will ensure that the following tests result in a negative outcome ﴾i.e.,
the action results in the OS denying the evaluator permission to complete the
action﴿:

• Test 1: The evaluator will attempt to read security audit logs generated by
the auditing subsystem

• Test 2: The evaluator will attempt to read system‐wide credential reposito‐
ries

• Test 3: The evaluator will attempt to read any other object specified in the
assignment

39.1 Documentation Review Activity

39.1.1 Findings

The related assurance activity does not define any action for this requirement.

39.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

39.2 Test Activity

39.2.1 Test 1

The evaluator will attempt to read all the security audit logs during this test case.

39.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account without administrator rights shall be available.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:
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Set‐ExecutionPolicy Unrestricted ‐Force

• Scripts Test1_FPT_ACF_EXT_1_2.ps1 and Test2_FPT_ACF_EXT_1_2.ps1 shall be available.

39.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

39.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

394



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 39 FPT_ACF_EXT.1.2

39.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

39.2.2 Test 2

The evaluator will attempt to read system‐wide credential repositories during this test
case.

39.2.2.1 Setup
The applicable setup for this test is the same as the defined one for Test 1.

39.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

39.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results in all tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

39.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

39.2.3 Test 3

The evaluator will attempt to read additional selected objects during this test case.

39.2.3.1 Setup
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

39.2.3.2 Procedure
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

39.2.3.3 Results
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.

39.2.3.4 Verdict
This test is not applicable due to the assignment ﴾None﴿ made by the vendor in the Security
Target document.
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39.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_ACF_EXT.1.2.
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40 FPT_ASLR_EXT.1.1

The assurance activity for the FPT_ASLR_EXT.1.1 requirement is stated as follows:

The evaluator will select 3 executables included with the TSF. If the TSF includes
a web browser it must be selected. If the TSF includes a mail client it must be
selected. For each of these apps, the evaluator will launch the same executables
on two separate instances of the OS on identical hardware and compare all mem‐
ory mapping locations. The evaluator will ensure that no memory mappings are
placed in the same location. If the rare chance occurs that two mappings are the
same for a single executable and not the same for the other two, the evaluator
will repeat the test with that executable to verify that in the second test the map‐
pings are different. This test can also be completed on the same hardware and
rebooting between application launches.

40.1 Documentation Review Activity

40.1.1 Findings

The related assurance activity does not define any action for this requirement.

40.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

40.2 Test Activity

Three different executables included with the TSF will be launched in order to verify that no
memory mappings are placed in the same location for two different instances of the same
executable.

40.2.1 Test 1

40.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• VMMap tool ﴾a Sysinternal utility that provides the ability to analyze the physical mem‐
ory﴿ shall be available.
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The three executables, which shall be used during the test execution and included with the
TSF, are the following:

• Command Prompt ﴾cmd.exe﴿.
• Microsoft Edge ﴾MicrosoftEdge.exe﴿. For Windows Server 21H2, Windows Server 2022,
Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge editions, the Notepad ap‐
plication ﴾notepad.exe﴿ will be used instead.

• Mail App ﴾a Trusted Windows Store App, whose process name is HxOutlook.exe﴿. For
Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions, the Registry Editor application ﴾regedit.exe﴿ will be used
instead.

40.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

40.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, all the supplementary platforms have been
also tested.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

40.2.1.4 Verdict
As it can be observed in the above images in all cases the memory assigned to one process
is different. Therefore, from the results of the previous test, the evaluator considers that the
results obtained from the test activity demonstrate the fulfilment of the Test 1 requirements
established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

40.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_ASLR_EXT.1.1.
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41 FPT_SBOP_EXT.1.1

The assurance activity for the FPT_SBOP_EXT.1.1 requirement is stated as follows:

For stack‐based OSes, the evaluator will determine that the TSS contains a de‐
scription of stack‐based buffer overflow protections used by the OS. These are
referred to by a variety of terms, such as stack cookie, stack guard, and stack ca‐
naries. The TSS must include a rationale for any binaries that are not protected
in this manner. The evaluator will also perform the following test:

• Test 1: The evaluator will inventory the kernel, libraries, and application bi‐
naries to determine those that do not implement stack‐based buffer over‐
flow protections. This list should match up with the list provided in the
TSS.

For OSes that store parameters/variables separately from control flow values, the
evaluator will verify that the TSS describes what data structures control values,
parameters, and variables are stored. The evaluator will also ensure that the TSS
includes a description of the safeguards that ensure parameters and variables
do not intermix with control flow values.

41.1 Documentation Review Activity

41.1.1 Findings

The evaluator has reviewed the information provided in TSS, section 6.6.3 Protection From
Implementation Weaknesses. This section includes a list about the protections imple‐
mented by the TOE. ﴾e.g. Data Execution Prevention (DEP) or Address Space Layout Ran‐
domization (ASLR)﴿.
This TSS section states that all Windows binaries andWindows Store Applications implement
stack buffer overrun protection by being compiled with the /GS option. Moreover,Windows
Store Applications are checked if they are compiled or not with the buffer overrun protection
before ingesting them into theWindows Store.
Related to the Windows binaries files, the TSS lists the files which are not compiled with
the buffer overrun protection. Including for all of them, a rationale explaining its exclusion.
These files are the following:

• ntoskrnl.exe, ntkrla57.exe, winload.exe, winresume.exe, tcblaunch.exe, tcbloader.dll,
hvloader.exe, wintrust.dll and manageci.dll.

– These files are loaded before the stack buffer overrun protection mechanism is
operational. Therefore, these files are not compiled with this option.

– Text intentionally left blank.
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41.1.2 Verdict

The evaluator considers that the TSS provides enough information related to the stack‐base
overflow protections implemented by the TOE.
In addition, the TSS has indicated that all windows binaries and Windows Apps have been
compiled with the /GS option except four files ﴾ntoskrnl.exe, ntkrla57.exe, winload.exe, win‐
resume.exe, tcblaunch.exe, tcbloader.dll, hvloader.exe, wintrust.dll and manageci.dll.﴿. A ra‐
tionale explaining why these files have not been compiled with /GS option has been pro‐
vided.
Hence, the PASS verdict is assigned to the documentation review activity.

41.2 Test Activity

41.2.1 Test 1

41.2.1.1 Setup
To do this test, the evaluator shall have access to the BinSkim tool and the private symbols to
analyze the system binaries to find out whether they have been compiled with stack‐based
overflow protections or not.
The following tools are available to the evaluator:

• Copy‐SystemFiles.ps1: This PowerShell scripts allow the evaluator to copy all the sys‐
tem executables, drivers and libraries stored in the system folder %windir%\System32, main‐
taining its tree directory structure.

• BinSkimmer: an internal tool developed by the vendor, that allows to check the system
binaries gathered by the previous scripts, by using the BinSkim utility.

41.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

41.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, all the supplementary platforms have been
also tested.
The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

41.2.1.4 Verdict
As it can be observed the obtained results have been the same as the ones expected ac‐
cording to the TSS definition. Therefore, from the results of the previous test, the evaluator
considers that the results obtained from the test activity demonstrate the fulfilment of the
Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

41.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_SBOP_EXT.1.1.
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42 FPT_SRP_EXT.1.1

The assurance activity for the FPT_SRP_EXT.1.1 requirement is stated as follows:

For each selection specified in the ST, the evaluator will ensure that the corre‐
sponding tests result in a negative outcome ﴾i.e., the action results in the OS
denying the evaluator permission to complete the action﴿:

• Test 1: The evaluator will configure the OS to only allow code execution
from the core OS directories. The evaluator will then attempt to execute
code from a directory that is in the allowed list. The evaluator will ensure
that the code they attempted to execute has been executed.

• Test 2: The evaluator will configure the OS to only allow code execution
from the core OS directories. The evaluator will then attempt to execute
code from a directory that is not in the allowed list. The evaluator will ensure
that the code they attempted to execute has not been executed.

• Test 3: The evaluator will configure the OS to only allow code that has
been signed by the OS vendor to execute. The evaluator will then attempt
to execute code signed by the OS vendor. The evaluator will ensure that
the code they attempted to execute has been executed.

• Test 4: The evaluator will configure the OS to only allow code that has been
signed by the OS vendor to execute. The evaluator will then attempt to
execute code signed by another digital authority. The evaluator will ensure
that the code they attempted to execute has not been executed.

• Test 5: The evaluator will configure the OS to allow execution of a specific
application based on version. The evaluator will then attempt to execute
the same version of the application. The evaluator will ensure that the code
they attempted to execute has been executed.

• Test 6: The evaluator will configure the OS to allow execution of a specific
application based on version. The evaluator will then attempt to execute
an older version of the application. The evaluator will ensure that the code
they attempted to execute has not been executed.

• Test 7: The evaluator will configure the OS to allow execution based on
the hash of the application executable. The evaluator will then attempt to
execute the application with the matching hash. The evaluator will ensure
that the code they attempted to execute has been executed.

• Test 8: The evaluator will configure the OS to allow execution based on
the hash of the application executable. The evaluator will modify the ap‐
plication in such a way that the application hash is changed. The evaluator
will then attempt to execute the application with the matching hash. The
evaluator will ensure that the code they attempted to execute has not been
executed.
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42.1 Documentation Review Activity

42.1.1 Findings

The related assurance activity does not define any action for this requirement.

42.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

42.2 Test Activity

To perform the test activities described below over the Azure Stack HCIv2 edition, the fol‐
lowing setup condition must be fulfilled:

• The platform must be joined to a domain. The steps required to join this computer to
a domain are described in Test 11 for FMT_MOF_EXT.1 requirement.

Once the platform is domain‐joined, the following steps shall be performed to configure
the Software Restriction Policies through a GPO ﴾Group Policy Object﴿.

• On the domain computer, open the Group Policy Management tool ﴾WIN+R and then
type “gpmc.msc”﴿.

• Navigate through the forest and select the name of your domain controller. Right click
over it and select Create a GPO in this domain, and Link it here… option.
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• Then, a new window will appear asking for a GPO name. Type any name, e.g. Test FTP_
SRP_EXT.1, and click the OK button.

• Afterwards, on the GPO created in the previous steps, right click on it and select the
Edit option.
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• After that, the evaluator shall navigate to Computer Configuration ‐> Policies ‐> Win‐
dows Settings ‐> Security Settings ‐> Application Control Policies ‐> AppLocker and
enabling the Remove Task manager option.
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The following procedures

• These GPOs are configured the same way as described below ﴾Skipping the first step﴿.
Once the GPOs are configured, they are deployed automatically over all the Authenti‐
cated computers joined to the domain.

• In some cases, the policy is not successfully deployed. To force the correct deployment
on the remote computer, execute the following command:

gpupdate /force

• To verify on the domain‐joined computer the correct deployment of a GPO, the fol‐
lowing command can be executed:

gpresult /r
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42.2.1 Test 1 & Test 2

This test configures the OS to only allow code execution from the core OS directories. An
application will be executed, first from a directory in the whitelist, then from a directory in
the blacklist.

42.2.1.1 Setup
To execute this test, an Application Control Policy must be enabled. To do that, the evaluator
should perform these next steps:

• Open the Local Security Policy Window ﴾WIN + R, then type secpol.msc﴿
• Go to Security Settings ‐> Application Control Policies ‐> AppLocker ‐> Executable Rules.
Right‐click on it and select Create New Rule…
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• Then, click next.
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• Select Deny.
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• Select Path, and then browse and select the Desktop folder.
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• Select Yes in the warning message that will prompt.

• Restart to apply the changes.

Open the Services Window ﴾WIN + R, then type services.msc﴿ ‐ Select Application Identity,
right‐click on it and select Start ﴾this step must be performed for all test cases related with
this SFR﴿.
! [gpo_13] ﴾ . /gpos/ fpt_srp_ext .1 .1/media/test1_2 .8 .png﴿

Once this Application Control Policy is enabled, there is only a path that disallows code
execution: the Desktop Folder.
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In addition, VSCodeUserSetup‐x64‐1.78.2.exe executable will be used for the test execution.
This executables must be available in the target machine:
The VSCodeUserSetup‐x64‐1.78.2.exe executable shall be copied to the Desktop directory. An‐
other copy of the file can be placed in any other directory.

42.2.1.2 Setup

42.2.1.3 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

42.2.1.4 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

42.2.1.5 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the ful‐
filment of the Test 1 and Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 2.
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42.2.2 Test 3 & Test 4

This test configures the OS to only allow code that has been signed by the OS vendor to
execute. Two applications will be executed, the first one signed by the OS vendor and the
second one signed by another digital authority.

42.2.2.1 Setup
The two executables used in the previous test will be used again for the test execution. These
executables must be available in the target machine:

• Firefox Setup 114.0.2.exe
• VSCodeUserSetup‐x64‐1.78.2.exe

To execute this test, an Application Control Policy must be enabled. To do that, the evaluator
should perform these next steps.

• Open the Local Security Policy Window ﴾WIN + R, then type secpol.msc﴿
• Go to Security Settings ‐> Application Restriction Policies ‐> AppLocker ‐> Executable
Rules. Right‐click on it and select Create New Rule…
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• Then, click next.

• Select Deny.
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• Select Publisher, browse and select Firefox Setup 114.0.2.exe and select Publisher with
the slider as shown below:
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• Select Yes in the warning message that will prompt.
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• Restart to apply the changes.

Open the Services Window ﴾WIN + R, then type services.msc﴿ ‐ Select Application Identity,
right‐click on it and select Start.
! [gpo_13] ﴾ . /gpos/ fpt_srp_ext .1 .1/media/test1_2 .8 .png﴿

<–>
Once this Application Control Policy is enabled, only the applications signedwith the allowed
publisher will allow code execution.

42.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

42.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

42.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the ful‐
filment of the Test 3 and Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3 and Test 4.
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42.2.3 Test 5 & Test 6

This test configures the OS to only allow to execute a specific version of an application. First
the specified version will be executed and after that an older version will be attempted to
install.

42.2.3.1 Setup
These tests shall be performed using the Applocker policy described below:

• First, Applocker shall be configured to enforce the execution rules. To do that, go
to the Local Security Policy tool and go to Application Control Policies‐> Applocker.
Right‐click on it, select the Properties option and configure it as follows:
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• Application Identity Service must be running.

On Azure Stack HCIv2 platform, the service can be started with a GPO following the same
steps described at the beginning of the test activity. The GPO should be configured as
shown in the following image:
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The following executables created by the evaluator shall be available in the evaluated plat‐
forms:

• TestConsolev10.exe
• TestConsolev11.exe
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These executables files are self‐signed. Before the version‐based rule is created, the eval‐
uator shall include this self‐signed certificate into the Trusted Root Certification Authorities
Store. These are the necessary steps to do it:

• Open the Microsoft Management Console tool: ﴾WIN+R, then type mmc﴿
• Go to File ‐> Add/Remove Snap‐in… ﴾Control + M﴿ to add the Certificates snap‐in to
the viewer. To configure it, follow these steps:

– Add the Certificates Snap‐in:

– Select the checkbox: Computer account.
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– Select the checkbox: Local Computer.
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– Go to Trusted Root Certification Authorities ‐> Certificates. Then, right‐click in
Actions ‐> All tasks ‐> Import… and follow the wizard to import the test certificate.

– Browse the certificate.
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– Introduce the private key password.
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– Place it in the Trusted Root Certification Authorities
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– Finally, click Next and then Finish.
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• Additionally, check that the certificate has been correctly added to the Trusted Root
Certification Authorities store:
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On Azure Stack HCIv2 the certificate should be added following the same previous steps to
the GPO rule.

42.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

42.2.3.3 Results
The evaluator has performed this test on all the canonical platforms ﴾except the ones with Pro
ediion﴿ as defined in section 8. Test environment definition. Additionally, the following
supplementary platforms have been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

42.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the ful‐
filment of the Test 5 and Test 6 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 5 and Test 6.

42.2.4 Test 7 & Test 8

This test configures the OS to only allow code execution based on the hash of the application
executable. First, an application with a hashed which match with the one configured will be
executed. After that, the application will be modified to change the hash before being
executed.

42.2.4.1 Setup
Ahexadecimal editor ﴾e.g. HxD﴿ must be installed in order to modify the original executable
file.
To perform these tests, two executable files have been created to use during the tests exe‐
cution:

• Test7_8.exe
• Test7_8Modified.exe

The executable file ﴾Test7_8Modified.exe﴿ has beenmodified with the hexadecimal editor ﴾e.g
HxD﴿.
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Then, a new hash‐based application restriction rule is needed. To create it, the evaluator
shall perform these following steps:

• Open the Local Security Policy. ﴾WIN+r, then type secpol.msc﴿
• Go to Security Settings ‐> Application Restriction Policies ‐> AppLocker ‐> Executable
Rules. Right‐click on it and select Create New Rule…
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• Click over Next and then select Allow. Then, click on Next again. In Conditions select
File Hash.
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• Browse and select the file Test7_8.exe.
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• Click over Apply button and select Yes to the warning message when prompted.
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• Go to Security Settings ‐> Application Restriction Policies ‐> AppLocker ‐> Executable
Rules. Delete the default rule for BUILTIN\Administrators as shown below:

• Restart to apply the changes.

42.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

42.2.4.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

42.2.4.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the ful‐
filment of the Test 7 and Test 8 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 7 and Test 8.

42.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_SRP_EXT.1.1.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

440



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 43 FPT_TST_EXT.1.1

43 FPT_TST_EXT.1.1

The assurance activity for the FPT_TST_EXT.1.1 requirement is stated as follows:

The evaluator will verify that the TSS section of the ST includes a comprehen‐
sive description of the boot procedures, including a description of the entire
bootchain, for the TSF. The evaluator will ensure that the OS cryptographically
verifies each piece of software it loads in the bootchain to include bootloaders
and the kernel. Software loaded for execution directly by the platform ﴾e.g. first‐
stage bootloaders﴿ is out of scope. For each additional category of executable
code verified before execution, the evaluator will verify that the description in
the TSS describes how that software is cryptographically verified.
The evaluator will verify that the TSS contains a description of the protection
afforded to the mechanism performing the cryptographic verification.
The evaluator will perform the following tests:

• Test 1: The evaluator will perform actions to cause TSF software to load
and observe that the integrity mechanism does not flag any executables as
containing integrity errors and that the OS properly boots.

• Test 2: The evaluator will modify a TSF executable that is part of the
bootchain verified by the TSF ﴾i.e. Not the first‐stage bootloader﴿ and
attempt to boot. The evaluator will ensure that an integrity violation is
triggered and the OS does not boot ﴾Care must be taken so that the
integrity violation is determined to be the cause of the failure to load the
module, and not the fact that in such a way to invalidate the structure of
the module.﴿.

• Test 3[conditional]: If the ST author indicates that the integrity verifica‐
tion is performed using a public key in an X509 certificate, the evaluator
will verify that the boot integrity mechanism includes a certificate valida‐
tion according to FIA_X509_EXT.1 for all certificates in the chain from the
certificate used for boot integrity to a certificate in the trust store that are
not themselves in the trust store. This means that, for each X509 certificate
in this chain that is not a trust store element, the evaluator must ensure
that revocation information is available to the TOE during the bootstrap
mechanism ﴾before the TOE becomes fully operational﴿.
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43.1 Documentation Review Activity

43.1.1 Findings

The evaluator has reviewed the section 6.6.4 Windows Platform Integrity and Code In‐
tegrity of the Security Target document, which describes the different stages of the boot
process, providing information about which are the main files loaded in each step of the
boot chain.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity. The evaluator has identified four different stages during the boot process:

• First stage: Secure boot checks the file integrity of early boot components, comparing
them with the values stored in the TPM. Due to the fact that TPM is part of the external
TOE environment, this stage will not be tested during the test activity.

• Second stage: After the preliminary components have been loaded, the UEFI firmware
loads the OS Boot Manager. Once the integrity of OS BootManager has been checked,
it attempts to load one of these boot applications:

– OS Loader: winload.exe or winload.efi
– OS Resume: winresume.exe or winresume.efi (The administrative guidance states

that the hibernation is disabled, so this boot application will not be used during the
evaluation)

– A physical memory testing application: memtest.exe (The Security Target docu‐
ment states that it is considered a non‐operational mode for the evaluation).

In addition, a list with the critical loaded files during the bootchain when the win‐
load.exe is selected has been included. These files are the following:

– This text has been intentionally left blank.

• Third stage: Once the winload.exe or winload.efi file has been loaded and its integrity
has been checked, the next step in the bootchain is loading the ntoskrnl.exe file. Addi‐
tional critical drivers and libraries are loaded together with this file. The following infor‐
mation is also included regarding Code Integrity, which verifies the integrity of the ker‐
nel drivers loaded into the memory. For x64‐based computers, all kernel‐mode drivers
must be digitally signed. If during the boot process an unsigned‐driver is loaded, the
operating system will not load. In addition, for a x86‐based computer only the files
listed above must be digitally signed. If any of these files are not signed, the operating
system will not load. However, if another unsigned‐driver is detected during the boot
process, the operating system may be loaded normally.

• Fourth stage: After the critical device drivers and libraries have been loaded, the
Windows kernel continues to boot the rest of the operating system.
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The integrity validation mechanism is explained throughout this section, including informa‐
tion about how the TOE validates each piece of software using a hash based signature and
an embedded public key.
Finally, this section provides the following information regarding the ability of the operating
system to repair itself when a failure occurs during the boot process:

Should the Winload boot application be unable to validate the integrity of one
of the Windows image files, the Winload boot application does not continue to
load other Windows image files. Rather it displays an error message and fails
into a non‐operational mode. In limited circumstances the pre‐boot environment
will attempt to repair the boot environment, such as copying files from a repair
partition to repair files with integrity errors. When repair is not possible, the boot
manager will ask the user to reinstall Windows.

43.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

43.2 Test Activity

43.2.1 Test 1

The evaluator will observe that the integrity mechanism does not flag any executable with
integrity errors and that the OS properly boots.

43.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• The platform to be tested shall count with a TPM or a virtual TPM.
• The PcpTool application should be available and executed on another computer ﴾not
the TOE﴿.

• The boot measurements records need to be stored, to do that the following option
related to the boot configuration should be applied via Command Line Terminal:

bcdedit /set {globalsettings} integrityservices enable

43.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

43.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

43.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

43.2.2 Test 2

An executable file which is part of the bootchain will be modified and then an attempt to
boot the TOE will be performed.

43.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A hexadecimal editor ﴾e.g. HxD﴿ must be installed in the evaluated platforms to modify
the binary files loaded during the boot process.

• AWinPE USB for both architectures must be available.
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43.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

43.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

43.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

43.2.3 Test 3

To do this test, the evaluator shall have access to the required binaries signed by the vendor
CA.
The evaluator shall attempt to boot the TOE using an executable which has been signed with
a certificate which does not have the Code Signing purpose. After that, the evaluator shall
repeat the same procedure using an executable which has been signed with a certificate
which has the Code Signing purpose.

43.2.3.1 Setup
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To perform the test, the evaluator shall need a binary signed with a valid certificate and
without Code Signing purpose in the extendedKeyUsage field. The vendor has provided the
following binary files, which shall be used during the test execution.

• cng.sys.codesigned: This file has been signed using a certificate with Code Signing pur‐
pose in the extendedKeyUsage field as it can be shown in the following picture:

• cng.sys.serverauthsigned: This file has been signed using a certificate with Server Au‐
thentication purpose in the extendedKeyUsage field as it can be shown in the following
picture:
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• Additionally, aWinPE USB for both architectures ﴾x64 & x86﴿ must be available.

43.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

43.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:
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• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

43.2.3.4 Verdict
As the above results state, an integrity error is triggered if a binary file which has been
signed using a certificate with an extendedKeyUsage value different from Code Signing is
loaded during the boot process. Otherwise, the boot process is completed properly.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 3 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 3.

43.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TST_EXT.1.1.
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44 FPT_TUD_EXT.1.1

The assurance activity for the FPT_TUD_EXT.1.1 requirement is stated as follows:

The evaluator will check for an update using procedures described in the doc‐
umentation and verify that the OS provides a list of available updates. Testing
this capability may require installing and temporarily placing the system into a
configuration in conflict with secure configuration guidance which specifies au‐
tomatic update.
The evaluator is also to ensure that the response to this query is authentic by
using a digital signature scheme specified in FCS_COP.1﴾3﴿. The digital signature
verification may be performed as part of a network protocol as described in FTP_
ITC_EXT.1. If the signature verification is not performed as part of a trusted chan‐
nel, the evaluator shall send a query response with a bad signature and verify that
the signature verification fails. The evaluator shall then send a query response
with a good signature and verify that the signature verification is successful.

44.1 Documentation Review Activity

44.1.1 Findings

The evaluator has reviewed the section 4.12 Managing Updates of the Operational Guid‐
ance document, which describes the steps which should be followed to check for updates.

In addition, there is a link to the Windows support website with a FAQ and instructions to
keep the PC up to date. The following screenshot extracted from theOperational Guidance
document, shows this information:

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

449



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 44 FPT_TUD_EXT.1.1

On the other hand, the same section provides a different link to the vendor website where
the procedure about how to check for updates in Windows Server 21H2, Windows Server
2022, Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge editions is provided. The
following image shows the included link:

The vendor’s information about managing the update settings provided through the vendor
website is the following:
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44.1.2 Verdict

The Operational Guidance document includes in its section 4.12 Managing Updates
enough information to allow the evaluator to determine how to check for new updates for
all the operating systems evaluated.
The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.
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44.2 Test Activity

44.2.1 Test 1

The evaluator shall ensure that the OS has the ability to check for updates for the operating
system and the query is performed over a trusted channel.

44.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A network protocol analyzer ﴾e.g.Wireshark﴿.

44.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

44.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

44.2.1.4 Verdict
The evaluator has verified that the connection between the client and the update server is
performed over a trusted channel, which it has been established as described in FTP_ITC_
EXT.1 and FCS_TLSC_EXT.1.
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Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

44.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TUD_EXT.1.1.
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45 FPT_TUD_EXT.1.2

The assurance activity for the FPT_TUD_EXT.1.2 requirement is stated as follows:

For the following tests, the evaluator will initiate the download of an update
and capture the update prior to installation. The download could originate from
the vendor’s website, an enterprise‐hosted update repository, or another system
﴾e.g. network peer﴿. All supported origins for the update must be indicated in
the TSS and evaluated.

• Test 1: The evaluator will ensure that the update has a digital signature
belonging to the vendor prior to its installation. The evaluator will modify
the downloaded update in such a way that the digital signature is no longer
valid. The evaluator will then attempt to install the modified update. The
evaluator will ensure that the OS does not install the modified update.

• Test 2: The evaluator will ensure that the update has a digital signature be‐
longing to the vendor. The evaluator will then attempt to install the update
﴾or permit installation to continue﴿. The evaluator will ensure that the OS
successfully installs the update.

45.1 Documentation Review Activity

45.1.1 Findings

The evaluator has reviewed the section 6.6.5 Windows and Application Updates of the
Security Target document, which is related to how the updates are provided by the ven‐
dor.
This section states that the operating system updates are delivered through the Windows
Update capability, which is enabled by default. Additionally, this section also states that the
user can obtain update files by visiting the following vendor website:

• Windows Update Catalog

Moreover, the Security Target document, includes the following information in its section
6.6.5.2 Distributing updates, pointing again that the origin supported by the OS for system
updates is the Windows Update.
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45.1.2 Verdict

The Security Target document includes enough information in its TSS section to allow the
evaluator to know how the updates are provided by the vendor and how to obtain an update
file from the vendor website.
The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

45.2 Test Activity

45.2.1 Test 1

An attempt to install an update with a non‐valid digital signature will be performed during
this test case.

45.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• The Wincab tool provided by the OS vendor which allows the evaluator to pack and
unpack the MSU update file and extract its content.

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts.

45.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
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suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

45.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

45.2.1.4 Verdict
After analysing the obtained results, the evaluator considers that the update file can not
be installed properly, when the modified file is used and verified during the installation. In
the cases where the modified file is not used during the installation or its integrity is not
validated, the update can be applied successfully.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

45.2.2 Test 2

An installation of one update with a valid digital signature belonging to the vendor will be
performed during this test case. The update shall be installed successfully.

45.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• The original update file downloaded for Test 1 is available.
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45.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

45.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

45.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

45.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TUD_EXT.1.2.
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46 FPT_TUD_EXT.2.1

The assurance activity for the FPT_TUD_EXT.2.1 requirement is stated as follows:

The evaluator will check for updates to application software using procedures
described in the documentation and verify that the OS provides a list of available
updates. Testing this capability may require temporarily placing the system into
a configuration in conflict with secure configuration guidance which specifies
automatic update.
The evaluator is also to ensure that the response to this query is authentic by
using a digital signature scheme specified in FCS_COP.1﴾3﴿. The digital signature
verification may be performed as part of a network protocol as described in FTP_
ITC_EXT.1. If the signature verification is not performed as part of a trusted chan‐
nel, the evaluator shall send a query response with a bad signature and verify that
the signature verification fails. The evaluator shall then send a query response
with a good signature and verify that the signature verification is successful.

46.1 Documentation Review Activity

46.1.1 Findings

The evaluator has reviewed the section 4.12 Managing Updates of the Operational Guid‐
ance document, which provides information regarding how to check for application updates
in all the operating systems.
Regarding Windows and Windows 11 editions, the vendor provides the following link to the
vendor support website, in which the procedure to check for application updates through
theWindows Store is described.

The process, summarised, is the following:

• Go to Start, then open Microsoft Store. Click the Library menu in the left column. On
the next page, click the Get updates button.
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Regarding Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack
Hub and Azure Stack Edge editions, the vendor has provided the following link, describing
also the necessary steps to check for application updates. This section also includes a link
explaining the required infrastructure ﴾Windows Server Update Service﴿.
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46.1.2 Verdict

The Operational Guidance document, includes in its section 4.12 Managing Updates two
pointers to the vendor support website.
The first one, provides enough information to allow the evaluator to determine how to check
for application updates throughWindows Store in Windows 10 and Windows 11.
The second one, explains the required infrastructure needed to check for updates of ap‐
plications using Windows Server Update Service, since the Windows Store is not available
in Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions.
The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

46.2 Test Activity

46.2.1 Test 1

The evaluator shall ensure that the OS has the ability to check for application updates and
the query is performed over a trusted channel.

46.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:

• A network protocol analyzer ﴾e.g.Wireshark﴿
• ﴾Optional but recommended﴿ Microsoft Windows Store app must be configured with
a Microsoft account before checking for updates.

A different approach was taken to test this requirement in Windows Server 21H2, Windows
Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge editions, since the
Windows Store is not available for any edition of Windows Server.

46.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

46.2.1.3 Results
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The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

46.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

46.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FPT_TUD_EXT.2.1.
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47 FPT_TUD_EXT.2.2

The assurance activity for the FPT_TUD_EXT.2.2 requirement is stated as follows:

The evaluator will initiate an update to an application. This may vary depending
on the application, but it could be through the application vendor’s website, a
commercial app store, or another system. All origins supported by the OS must
be indicated in the TSS and evaluated. However, this only includes those mech‐
anisms for which the OS is providing a trusted installation and update function‐
ality. It does not include user or administrator‐driven download and installation
of arbitrary files.

• Test 1: The evaluator will ensure that the update has a digital signature
which chains to the OS vendor or another trusted root managed through
the OS. The evaluator will modify the downloaded update in such a way
that the digital signature is no longer valid. The evaluator will then attempt
to install the modified update. The evaluator will ensure that the OS does
not install the modified update.

• Test 2: The evaluator will ensure that the update has a digital signature
belonging to the OS vendor or another trusted root managed through the
OS. The evaluator will then attempt to install the update. The evaluator will
ensure that the OS successfully installs the update.

47.1 Documentation Review Activity

47.1.1 Findings

The evaluator has reviewed the section 6.6.5.1Windows Store Applications of the Security
Target document. The information provided explains how the application packages are
verified during its installation using a digital signature from the vendor with the Code Signing
usage.
The applications are contained in AppX packages following the OPC standard, whose inter‐
nal structure are explained in detail in the Security Target document within its section 10.
Appendix B: AppX Package Implementation.
In addition, the Security Target document, includes the following information in its section
6.6.5.2 Distributing updates regarding the origins supported by the operating systems for
application updates:
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Summarizing, the application updates can be distributed through the following channel:

• Windows Store: this method supported by Windows 10 and Windows 11 operating
systems, allows to get update of UWP apps previously installed from it.

• Windows Server Update Services: this method supported by Windows Server 21H2,
Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge is
used by IT administrators to distribute application updates.

47.1.2 Verdict

The evaluator has reviewed the information provided in the TSS section of the Security
Target document. This information allows the evaluator to identify the origin supported by
the TOEs for the application updates.
The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

47.2 Test Activity

47.2.1 Test 1

The evaluator will ensure that the update has a digital signature which chains to the OS
vendor or other trusted root managed by the OS. An application update shall be modified
so its digital signature is no longer valid. Therefore the evaluator will ensure that the OS
does not install the modified update.

47.2.1.1 Setup
Before the test execution, the following setup conditions must be fulfilled:
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For Windows 10 & Windows 11 operating systems:

• SignTool, a command line tool that provides the ability to sign files and verify signa‐
tures in files. It is distributed with theWindows Software Development Kit (SDK).

• A hexadecimal editor ﴾e.g. HxD﴿
• A file archiver ﴾e.g.WinRar﴿.
• AppInstallApp_1.0.0.0 and AppInstallApp_1.1.0.0 .appxbundle ﴾or .appx﴿ installer pack‐
ages provided by the vendor. These packages require the following dependency pack‐
ages:

– Microsoft.NET.Native.Framework.1.3.appx
– Microsoft.NET.Native.Runtime.1.4.appx
– Microsoft.VCLibs.x64.14.00.appx

Since these applications are not signed by a trusted certification authority, the following
steps must be executed to allow their installation:

• Enable the developer mode. To do that, go to Settings‐>Update & Security‐> For
developers in Windows 10 or Settings‐>Privacy & Security‐> For developers in Windows
11 and select the Developer mode option.

47.2.1.1.1 Windows 10 platforms:

47.2.1.1.2 Windows 11 platforms:
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ForWindows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub
and Azure Stack Edge operating systems:

• A hexadecimal editor ﴾e.g. HxD﴿
• TestConsole applications .msi packages provided by the vendor.

47.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

47.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

The evaluator has obtained the same results for all the tested platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

47.2.1.4 Verdict
The evaluator has verified for both operating systems that the application updates are not
installed if there is an integrity error in some file used during the update process.
Therefore, the evaluator considers that, the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to Test 1.

47.2.2 Test 2

The evaluator will ensure that the update has a digital signature which chains to the OS
vendor or other trusted root managed by the OS. The evaluator will ensure that the OS
successfully installs the update.

47.2.2.1 Setup
The applicable setup for this test is the same as the one defined for Test 1.

47.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

47.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿
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The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

47.2.2.4 Verdict
The evaluator has verified for both operating systems that the application updates are in‐
stalled properly if the update file has a digital signature which chains to the OS vendor.
Therefore, the evaluator considers that, the results obtained from the test activity demon‐
strate the fulfilment of the Test 2 requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to Test 2.

47.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TUD_EXT.2.2.
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48 FTA_TAB.1.1

The assurance activity for the FTA_TAB.1.1 requirement is stated as follows:

The evaluator will configure the OS, per instructions in the OS manual, to display
the advisory warning message “TEST TEST Warning Message TEST TEST”. The
evaluator will then log out and confirm that the advisory message is displayed
before logging in can occur.

48.1 Documentation Review Activity

48.1.1 Findings

The evaluator has reviewed the Operational Guidance document, which explains the nec‐
essary steps to configure the OS to display the advisory warning message. This document
includes in Section 4.10 Managing the logon banner two links to the vendor support web‐
page.
These links had been checked and the evaluator has followed the described steps to config‐
ure the OS advisory message items:

• Message title for users attempting to log on.
• Message text for users attempting to log on.

The following screenshots show the information provided through the links included in the
Operational Guidance document.
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48.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.
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48.2 Test Activity

48.2.1 Test 1

During this test, an advisory warning message will be configured and will be shown by the
OS before establishing a user session.

48.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FTA_TAB.ps1 shall be available.

48.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

48.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R840 with Azure Stack Edge ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿
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• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

48.2.1.4 Verdict
The evaluator considers that, the results obtained during the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

48.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FTA_TAB.1.1.
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49 FTP_ITC_EXT.1.1 (DTLS)

The assurance activity for the FTP_ITC_EXT.1.1 ﴾DTLS﴿ requirement is stated as follows:

The evaluator will configure the OS to communicate with another trusted IT prod‐
uct as identified in the second selection. The evaluator will monitor network traf‐
fic while the OS performs communication with each of the servers identified in
the second selection. The evaluator will ensure that for each session a trusted
channel was established in conformance with the protocols identified in the first
selection.

49.1 Documentation Review activity

49.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

49.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

49.2 Test Activity

The assurance activity states that the OS shall use DTLS 1.0 and 1.2 to support web traf‐
fic and datagram‐based application protocols. These capabilities are tested in FCS_DTLS_
EXT.1.1 and FCS_DTLS_EXT.1.2, where the toolsWebClient.exe andWebServer.exe were used,
effectively verifying that a trusted channel was established for UDP traffic with web contents.
The documentation for FCS_DTLS_EXT.1.1 includes information about the suitability of these
tools for this evaluation.

49.2.1 Test 1

49.2.1.1 Setup
The applicable setup for this test is covered in the Test Activity section for the FCS_DTLS_
EXT.1.1 requirement.

49.2.1.2 Procedure
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The procedure for this test is covered in the Test Activity section for the FCS_DTLS_EXT.1.1
requirement.

49.2.1.3 Results
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

49.2.1.4 Verdict
According to the obtained results for FCS_DTLS_EXT.1.1 and FCS_DTLS_EXT.1.2, the evaluator
considers that the requirements established in the assurance activity section for FTP_ITC_
EXT.1﴾DTLS﴿ are fulfilled. Therefore, the PASS verdict is assigned to the Test 1 activity.

49.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FTP_ITC_EXT.1.1﴾DTLS﴿.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

474



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 50 FTP_ITC_EXT.1.1 (TLS)

50 FTP_ITC_EXT.1.1 (TLS)

The assurance activity for the FTP_ITC_EXT.1.1 ﴾TLS﴿ requirement is stated as follows:

The evaluator will configure the OS to communicate with another trusted IT prod‐
uct as identified in the second selection. The evaluator will monitor network traf‐
fic while the OS performs communication with each of the servers identified in
the second selection. The evaluator will ensure that for each session a trusted
channel was established in conformance with the protocols identified in the first
selection.

50.1 Documentation Review activity

50.1.1 Findings

Assurance activity does not state any documentation review activity for this requirement.

50.1.2 Verdict

Assurance activity does not state any documentation review activity for this requirement.
Therefore, the PASS verdict is assigned to the documentation review activity.

50.2 Test Activity

50.2.1 Test 1

50.2.1.1 Setup
The certificates used for this Assurance Activity are automatically generated by the Active
Directory Certificate Services, and its configuration is explained below.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine acting as Active Directory Domain Controller, Root Certificate Author‐
ity and Web Server ﴾Windows Server 2022﴿

• Client Machine ﴾Platforms listed in the ST﴿

These machines are all in the same network with the following configuration:

• Server Machine, IP = 192.168.3.22
• Client Machine, IP = 192.168.3.16
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The client machine shall have the secure configuration enabled, according to the section
3.2 Operational prerequisites of the Operational Guidance. In addition, The Wireshark
network analyzer is installed on the client machine.
The ServerMachine shall have the following roles enabled: Active Directory Domain Services,
Active Directory Certificate Services and Web Server ﴾IIS﴿. In order to configure the Server
Machine the next steps are followed.
“Active Directory Domain Services” role needs to be installed first. It can be done following
the next steps:

• Open the Server Manager form the task bar.
• From the Server Manager Dashboard select “Manage” and then “Add Roles and Fea‐
tures”.

• Click next until the “Select server roles” screen, then select “Active Directory Domain
Services” and then click “Next”, accepting the suggested additional features.

• Click “Next” until the confirmation screen is reached, review the selections made and
click “Install”.

• When finished, click on the “Promote this server to a domain controller” option, in
blue colour together with the results.

• From the Deployment Configuration tab select “Add a new forest”. Insert your root do‐
main name into the corresponding field and click next. For this evaluation, “dekra.lab”
was introduced.
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• Select Forest and Domain functional levels. In this case, both are set to “Windows
Server 2016”. Domain Name System ﴾DNS﴿ server is selected by default. Type a pass‐
word in the DSRM password field and then click “Next”.
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• The next screen warns about DNS delegation unavailability. Click “Next”.
• Confirm the NetBIOS name ﴾“DEKRA” for this evaluation﴿, and then click “Next”.
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• The location of SYSVOL, database folders and log files are selected by default. Click
“Next”.

• Click “Next” on the “Review Options” screen.
• The system will check to ensure all prerequisites are installed on the system for several
minutes. If these tests pass, click “Install”.

After the computer restarts, an LDAP user shall be created in the Active Directory Domain
Services, following the next steps:

• Open the Server Manager from the task bar.
• Select “AD DS” form the left panel in the Server Manager Dashboard.
• Right click on the server and select “Active Directory Administrative Center”.
• Select the section <Domain Name> ﴾local﴿ ﴾Domain Name is set during the Active Directory
installation﴿.

• Double‐click on the Users folder.
• On the right panel, click “New” in the “Users” section and then click “User”.
• On the “Create User” screen, fill the fields: Full name “John Doe”, user UPN logon
“jdoe”. Introduce a valid password and select “Other password options” to avoid the
need to change it later and then click “OK”.
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• Verify the new user appears in the list of users of the domain.
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Next, Active Directory Certificate Services shall be installed and configured following the
next steps:

• Open the Server Manager form the task bar.
• From the Server Manager Dashboard select “Manage” and then “Add Roles and Fea‐
tures”.

• Click next until the “Select server roles” screen, then select “Active Directory Certificate
Services” and click “Next”, accepting the suggested additional features.

• Click “Next” until the “Select role services” screen is shown, and then check the option
“Certification Authority” and click “Next”.

• Click “Install”.
• When the installation is finished, click “Configure Active Directory Certificate Services
on the destination server”, in blue color together with the results.

• If not there already, write the name of the administrator ﴾“DEKRA/Administrator” for
this evaluation﴿ in the “Credentials” field and click “Next”.
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• On the “Role services” screen check the option “Certification Authority” and click
“Next”.

• On the “Setup Type” screen, select “Enterprise CA” and click “Next”.
• On the “CA Type” screen, select “Root CA” and click “Next”.
• On the “Private Key” screen, select “Create a new private key” and click “next”.
• On the “Cryptography for CA” screen, select SHA256 and click “Next”.
• On the “CA Name” screen, all fields are left to default. Click “Next”.
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• On the “Validity Period” screen, select 25 years and click “Next”.
• On the “CA Database” screen, the database locations are left to default. Click “Next”.
• Review the information on the “Confirmation” screen and click “Configure”.
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Once finished, reboot the ServerMachine. This automatically creates a certificate with server‐
Auth key usage, with reference identifier set to <machine name>.<domain FQDN> ﴾for this evaluation
this was “server2022.dekra.lab”﴿ and issued by the root CA just created.
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The last role that needs to be installed is “Web Server ﴾IIS﴿”. In order to do so next steps shall
be followed:

• Open the Server Manager form the task bar.
• From the Server Manager Dashboard select “Manage” and then “Add Roles and Fea‐
tures”.

• Click next until the “Select server roles” screen.
• Select “Web Server ﴾IIS﴿” and then click “Next”, accepting the suggested additional
features.

• Click “Next” until the “Select role services” screen is shown, and then leave the options
selected by default, additionally checking “Client Certificate Mapping Authentication”
under “Web Server” ‐> “Security”. Then click “Next”.

• Click “Install” and restart the machine when finished.

The IIS server shall be configured so that its contents can only be accessed authenticating
with a valid client certificate belonging to a user present in the Active Directory, concretely
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the John Doe user just created. The next steps shall be followed to configure such a sce‐
nario:

• Open the Server Manager form the task bar.
• From the Server Manager Dashboard select “Tools” and then “Internet Information
Services ﴾IIS﴿ Manager”.

• On the left panel, click on <Computer name> ﴾<NetBIOS name>\<Username>﴿, which corresponds
to “server2022 ﴾DEKRA\Administrator﴿” for this evaluation.

• In themiddle “Features View” panel, double‐click on “Authentication”. Disable “Anony‐
mous Authentication” and enable “Active Directory Client Certificate Authentication”.

• On the left panel, click on “Default Web Site”.
• On the right “Actions” panel, click “Bindings…”.
• Click “Add…” and select “https” as “Type”, and the <machine name>.<domain FQDN> certificate
﴾“server2022.dekra.lab” in this evaluation﴿ as “SSL certificate”, leaving the other options
by default. Then click “OK” and “Close”.
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• On the middle “Features View” panel, double‐click “SSL Settings”.
• Check “Require SSL” and select “Require” client certificates. Then click “Apply” on the
right panel.

The Client Machine needs to belong to the domain just created so that it can get a client
certificate for authentication. In order to do so, follow the next steps:

• Ensure the DNS of the network adapter are set to the Server Machine’s IP.
• Right click on the “Windows” icon and click “System”.
• On the displayed “About” screen, click on “Connect to work or school”.
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• On the “Microsoft Account” popup screen, select “Join this device to a local Active
Directory domain” under “Alternate actions”.

• On the “Join a domain” popup screen, introduce the FQDN of the domain that was
created ﴾“dekra.lab” for this evaluation﴿ and click next.
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• Introduce the Administrator’s username and password.
• In the “Add an account” popup screen, click “Skip”.
• A system restart is required after the successful domain join.
• For Azure Stack HCIv2 run the following command in a PowerShell terminal.

Once restarted, login as the domain user created previously ﴾“DEKRA\jdoe” for this evalua‐
tion﴿. The next steps shall be followed to request the client certificate from the certificate
authority:

• Open “mmc.exe” ﴾e.g. from WIN+R﴿.
• Click on “File” ‐> “Add/Remove Snap‐in…”.
• Select “Certificates” on the left panel and click “Add” and then “OK”.
• On the left panel, under “Certificates” right click on “Personal”, select “All Tasks” and
then “Request new Certificate…”.

• Click “Next”.
• On the “Select Certificate Enrollment Policy” screen, select “Active Directory Enrollment
Policy” and click “Next”.
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• On the “Request Certificates” screen, check “User” and click “Enroll”.

• Once finished, the presence of the client certificate can be verified in “mmc.exe” if the
“Certificates” section under “Personal” is refreshed.

• For Azure Stack HCIv2 run the following command in a PowerShell terminal in order
to perform the request of the user certificate.

50.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

50.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.Additionally, the following supplementary platforms have been
also tested:
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• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms. ﴾Windows 10, Win‐
dows 11 and Windows Server and Azure platforms.﴿
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

50.2.1.4 Verdict
According to the results presented in the previous section, the evaluator considers that the
test results obtained during the Test 1 activity demonstrate the fulfilment of the require‐
ments established in the assurance activity section. Therefore, the PASS verdict is assigned
to the Test 1 activity.

50.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to this FTP_ITC_EXT.1.1﴾TLS﴿.
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51 FTP_TRP.1.1

The assurance activity for the FTP_TRP.1.1 requirement is stated as follows:

The evaluator will examine the TSS to determine that the methods of remote
OS administration are indicated, along with how those communications are pro‐
tected. The evaluator will also confirm that all protocols listed in the TSS in
support of OS administration are consistent with those specified in the require‐
ment, and are included in the requirements in the ST. The evaluator will confirm
that the operational guidance contains instructions for establishing the remote
administrative sessions for each supported method. The evaluator will also per‐
form the following tests:

• Test 1: The evaluator will ensure that communications using each remote
administrationmethod is tested during the course of the evaluation, setting
up the connections as described in the operational guidance and ensuring
that communication is successful.

• Test 2: For each method of remote administration supported, the evalua‐
tor will follow the operational guidance to ensure that there is no available
interface that can be used by a remote user to establish a remote adminis‐
trative sessions without invoking the trusted path.

• Test 3: The evaluator will ensure, for eachmethod of remote administration,
the channel data is not sent in plaintext.

• Test 4: The evaluator will ensure, for eachmethod of remote administration,
modification of the channel data is detected by the OS.

51.1 Documentation Review Activity

51.1.1 Findings

Section 6.9 Trusted Channels of the Security Target document describes the protections
used for the TLS and HTTPS communications. Moreover, there is a pointer to the section
6.2.3.1 TLS, HTTPS, DTLS, EAP‐TLS where the description of how the communications are
protected is located.
This section also describes the offered remote access methods, which are the following:

• Remote Desktop Services.
• Connect to another computer using Remote Desktop Connection.
• PowerShell Remoting for Windows Server 21H2, Windows Server 2022, Azure Stack
HCIv2, Azure Stack Hub and Azure Stack Edge editions.
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Finally, the Operational Guidance document, includes in section 2.4 Remote Adminis‐
tration the necessary steps to establish a Remote Desktop Connection and in section 2.4.4
Remote administration using PowerShell remoting the steps to configure and secure the
PowerShell Remoting communications.

51.1.2 Verdict

The evaluator has found in the TSS the methods used for the remote access and the proto‐
cols used to protect the connection.
In addition, the evaluator has checked the Operational Guidance document, includes in‐
formation for establishing the remote administrative sessions for each supported method
listed in the Security Target document.
The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

51.2 Test Activity

51.2.1 Test 1 & Test 3

The evaluator will ensure that communications using Remote Administration methods are
successful. In addition, for each method of remote administration, the data is not sent in
plain text.

51.2.1.1 Setup
On all the platforms, except the ones with Windows Server 21H2, Windows Server 2022,
Azure Stack HCIv2, Azure Stack Hub and Azure Stack Edge editions as operating system, the
Remote Administration method is the Remote Desktop Connection. The necessary scenario
to perform the tests over this method is described in the assurance activity section and it is
composed by the following elements:

• Server Machine ﴾Windows Server 2019﴿
• Client Machine ﴾Platforms listed in the ST﴿

These machines are in the same network.
On the platforms with Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2,
Azure Stack Hub and Azure Stack Edge editions, the remote administration method is Pow‐
erShell Remoting.
For these platforms, the scenario needed to perform the tests is the following:
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• Server Machine ﴾Platforms listed in the ST﴿
• Client Machine ﴾Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2,
Azure Stack Hub and Azure Stack Edge﴿

51.2.1.1.1 Remote Desktop Administration (Windows 10 & 11)
To be able to use the Remote Administration, the following steps shall be performed in the
Server Machine.

• Go to Server Manager application, click Manage then, Add Roles and Features.
• Click on Next.
• Select Role‐based or feature‐based installation and click on Next.
• Mark the checkbox with the option: Select a server from the server pool and choose
the server with the IP of the Server Machine and click on Next.

• Select Remote Desktop Services. Press Add features and click on Next.
• Click on Next.
• Press Install.

In the client machine, the remote administration shall be allowed.

• Go to System Properties ﴾WIN + r, then type ‘sysdm.cpl’﴿.
• In the Remote tab, under the RemoteDesktop section, select the ‘Allow remote connec‐
tions to this computer’ checkbox.

51.2.1.1.2 Windows 10 platforms:
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51.2.1.1.3 Windows 11 platforms:
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To record the establishment of the remote administration connection, the Server Machine
shall have a network packet analyzer application installed ﴾e.g.Wireshark﴿.
The Client Machine shall have enabled the secure configuration according to the section 3
of the Operational Guidance. In addition, a network packet analyzer application shall be
also installed.

51.2.1.1.4 PowerShell Remoting (Windows Server & Azure)
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions, the setup scenario is the following:
To be able to use PowerShell Remoting, the following steps shall be performed in the Server
Machine.

• Open a PowerShell terminal. A certificate should be generated in the server machine
and then exported. Execute the following commands as shown in the image below:

$Cert =New‐SelfSignedCertificate ‐CertstoreLocation Cert:\LocalMachine\My
‐DnsName “<remote computer>”
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Export‐Certificate ‐Cert $Cert ‐FilePath C:\Users\administrator\cert

• Open a Command Line terminal ﴾cmd﴿, where a listener should be configured with
the certificate signature and the local server machine IP. To ensure that Powershell
does not use HTTP to connect to the computer and only uses HTTPS, the following
commands shall be executed:

Enable‐PSRemoting ‐SkipNetworkProfileCheck ‐Force

Get‐ChildItem WSMan:\Localhost\listener | Where ‐Property Keys ‐eq
“Transport=HTTP” | Remove‐Item ‐Recurse

New‐Item ‐Path WSMan:\LocalHost\Listener ‐Transport HTTPS ‐Address *
‐CertificateThumbPrint $Cert.Thumbprint –Force

• Finally, create a firewall rule by executing the command shown in the following image.
The firewall will be configured to accept the remote connections:

New‐NetFirewallRule ‐DisplayName “Windows Remote Management
﴾HTTPS‐In﴿” ‐Name “Windows Remote Management ﴾HTTPS‐In﴿” ‐Profile
Any ‐LocalPort 5986 ‐Protocol TCP
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51.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].

51.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

51.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the ful‐
filment of the Test 1 and Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 3.

51.2.2 Test 2

The evaluator will ensure that following the Operational Guidance document, there is no
available interface that can be used by a remote user to establish a remote administrative
sessions without invoking the trusted path.

51.2.2.1 Setup
The machines used to perform this test shall have enabled the secure configuration accord‐
ing to the section 3. Evaluated configuration of the Operational Guidance document.

51.2.2.2 Procedure
The procedure for this test is identically the same as previously defined for test 1 & test 3.

51.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

51.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

51.2.3 Test 4

The evaluator will ensure that any modification done to the channel data is detected by the
OS and the connection is refused.

51.2.3.1 Setup
The Remote Administration methods available are the Remote Desktop Connection and Pow‐
erShell Remoting. The necessary scenario to perform the tests described in the assurance
activities of the Protection Profile is composed by the following elements:

• Server Machine ﴾Windows Server 2022﴿
• Client Machine ﴾Platforms listed in the ST﴿
• MITM Machine ﴾Debian 9﴿

These machines are in the same network.

51.2.3.1.1 Remote Desktop Administration (Windows 10 & 11)
The applicable setup for this test is the same as the one defined for Test 1 & 3.
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51.2.3.1.2 PowerShell Remoting (Windows Server & Azure)
The applicable setup for this test is the same as the one defined for Test 1 & 3.
To perform this test, a MITM Machine shall be used. This machine shall be between the
Server Machine and the Client Machine, acting as a switch and modifying the packets that
match with certain patterns ﴾depending the remote administration method used﴿.

• Remote Desktop Connection:
{

"debuglevel " :1 ,
"patterns " : [

{
"match" : {

"bpf " : " tcp port 3389",
"regex " : " .* \ \x17\\x03\\x03.*"

} ,
"replacement " : {

"regex " : " ﴾ \ \ x17\\x03\\x03 . { 2 } ﴿ ﴾ . { 3 } ﴿ " ,
"replacement" : "$1\\x44\\x54\\x43"
}

}
]

}

• PowerShell remoting:
{

"debuglevel " :1 ,
"patterns " : [

{
"match" : {

"bpf " : " tcp port 5986",
"regex " : " .* \ \x17\\x03\\x03.*"

} ,
"replacement " : {

"regex " : " ﴾ \ \ x17\\x03\\x03 . { 2 } ﴿ ﴾ . { 3 } ﴿ " ,
"replacement" : "$1\\x44\\x54\\x43"
}

}
]
}

51.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [GPOSPP421] instructions in order to collect
the results as stipulated by the protection profile [GPOSPP421].
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51.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8. Test environment definition. Additionally, the following supplementary platforms have
been also tested:

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

51.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

51.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TRP.1.1.
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52 FAU_GEN.1/WLAN

The assurance activity for the FAU_GEN.1/WLAN requirement is stated as follows:

The evaluator shall check the operational guidance and ensure that it lists all of
the auditable events and provides a format for audit records. Each audit record
format type must be covered, along with a brief description of each field. The
evaluator shall check to make sure that every audit event type mandated by the
EP is described and that the description of the fields contains the information
required in FAU_GEN.1.2, and the additional information specified in Table 2.
The evaluator shall in particular ensure that the operational guidance is clear in
relation to the contents for failed cryptographic events. In Table 2, information
detailing the cryptographic mode of operation and a name or identifier for the
object being encrypted is required. The evaluator shall ensure that name or iden‐
tifier is sufficient to allow an administrator reviewing the audit log to determine
the context of the cryptographic operation ﴾for example, performed during a
key negotiation exchange, performed when encrypting data for transit﴿ as well
as the non‐TOE endpoint of the connection for cryptographic failures relating to
communications with other IT systems.
The evaluator shall also make a determination of the administrative actions that
are relevant in the context of this EP. The TOEmay contain functionality that is not
evaluated in the context of this EP because the functionality is not specified in an
SFR. This functionality may have administrative aspects that are described in the
operational guidance. Since such administrative actions will not be performed
in an evaluated configuration of the TOE, the evaluator shall examine the oper‐
ational guidance and make a determination of which administrative commands,
including subcommands, scripts, and configuration files, are related to the con‐
figuration ﴾including enabling or disabling﴿ of the mechanisms implemented in
the TOE that are necessary to enforce the requirements specified in the EP, which
thus form the set of “all administrative actions”. The evaluator may perform this
activity as part of the activities associated with ensuring the AGD_OPE guidance
satisfies the requirements.

• Test 1: The evaluator shall test the TOE’s ability to correctly generate audit
records by having the TOE generate audit records in accordance with the
assurance activities associated with the functional requirements in this EP.
When verifying the test results, the evaluator shall ensure the audit records
generated during testing match the format specified in the administrative
guide, and that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing
of the security mechanisms directly. For example, testing performed to ensure
that the administrative guidance provided is correct verifies that AGD_OPE.1 is
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satisfied and should address the invocation of the administrative actions that are
needed to verify the audit records are generated as expected.

52.1 Documentation Review activity

52.1.1 Findings

The Security Target document, defines in its section 5.1.1.1 Audit Data Generation﴾FAU_
GEN.1﴿ and FAU_GEN.1﴾WLAN﴿, the following auditable events:

Moreover, the evaluator has reviewed the section 5.1 Audit events by scenario of the
Operational Guidance, where it is included a table with all the events related to the WLAN
client extended package requirements implemented by the TOE. The content of this table
matches with the selection performed by the vendor in the Security Target document as it
can be seen in the image above.
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52.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that every au‐
ditable event type selected in the Security Target document is included in theOperational
Guidance document.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

52.2 Test Activity

52.2.1 Test 1

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

52.2.1.1 Setup
The necessary setup for obtaining each auditable event will be described in the Setup section
of the requirements shown in the above table.

52.2.1.2 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

52.2.1.3 Verdict
As the result above states, the related events have been correctly generated and they include
all the information defined in the Security Target document.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

506



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 52 FAU_GEN.1/WLAN

Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

52.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FAU_GEN.1/WLAN.
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53 FCS_CKM.1/WPA & FCS_CKM.2/WLAN

The assurance activity for the FCS_CKM.1/WPA&FCS_CKM.2/WLAN requirement is stated
as follows:

The evaluator shall verify that the TSS describes how the primitives defined and
implemented by this EP are used by the TOE in establishing and maintaining
secure connectivity to the wireless clients.
The TSS shall also provide a description of the developer’s method﴾s﴿ of assuring
that their implementation conforms to the cryptographic standards; this includes
not only testing done by the developing organization, but also any third‐party
testing that is performed.:

• Test 1: The evaluator shall configure the access point so the cryptoperiod
of the session key is 1 hour. The evaluator shall successfully connect the
TOE to the access point and maintain the connection for a length of time
that is greater than the configured cryptoperiod. The evaluator shall use a
packet capture tool to determine that after the configured cryptoperiod, a
re‐negotiation is initiated to establish a new session key. Finally, the eval‐
uator shall determine that the renegotiation has been successful and the
client continues communication with the access point.

• Test 2: The evaluator shall perform the following test using a packet sniffing
tool to collect frames between the TOE and a wireless LAN access point:
– Step 1: The evaluator shall configure the access point to an unused
channel and configure the WLAN sniffer to sniff only on that channel
﴾i.e., lock the sniffer on the selected channel﴿. The sniffer should also
be configured to filter on the MAC address of the TOE and/or access
point.

– Step 2: The evaluator shall configure the TOE to communicate with a
WLAN access point using IEEE 802.11‐2012 and a 256‐bit ﴾64 hex values
0‐f﴿ pre‐shared key. The pre‐shared key is only used for testing.

– Step 3: The evaluator shall start the sniffing tool, initiate a connection
between the TOE and the access point, and allow the TOE to authen‐
ticate, associate, and successfully complete the 4 way handshake with
the client.

– Step 4: The evaluator shall set a timer for 1 minute, at the end of which
the evaluator shall disconnect the TOE from the wireless network and
stop the sniffer.

– Step 5: The evaluator shall identify the 4‐way handshake frames ﴾de‐
noted EAPOL‐key in Wireshark captures﴿ and derive the PTK from the
4‐way handshake frames and pre‐shared key as specified in IEEE 802.11‐
2012.
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– Step 6: The evaluator shall select the first data frame from the captured
packets that was sent between the TOE and access point after the 4‐way
handshake successfully completed, andwithout the frame control value
0x4208 ﴾the first 2 bytes are 08 42﴿. The evaluator shall use the PTK to
decrypt the data portion of the packet as specified in IEEE 802.11‐2012,
and shall verify that the decrypted data contains ASCII‐readable text.

– Step 7: The evaluator shall repeat Step 6 for the next 2 data frames
between the TOE and access point and without frame control value
0x4208.

53.1 Documentation Review activity

53.1.1 Findings

The evaluator has reviewed the section 6.2.3.2Wireless Networking of the Security Target
document. This section states that Windows can use PRF‐384 to generate AES 128‐bit keys
or PRF‐704 to generate AES 256‐bit keys using Windows RBG. In addition to this, it states
that Windows complies with the IEE 802.11‐2012 and IEE 802.11ac‐2013 standards and is
able to interoperate with devices that implement the standard. All the evaluated platforms
count with certificates from the Wi‐Fi alliance that provides compliance for FIPS‐Approved
algorithms, like the AES‐CCMP, AES‐CCMP‐256 and AES‐GCMP‐256, as selected for the FCS_
COP.1 requirement.
The “model number” shown in the Wi‐Fi Alliance certificates is used to identify the product.
This varies from vendor to vendor based on their business. Some vendors will have different
label for product and model number while others use the same for both. Microsoft uses
either the name of the device or the name of the adapter on the device for its certified
devices.
As specified in the Wi‐Fi Test Suite Version 10.9.0, document, which is a software platform
developed by the Wi‐Fi Alliance to support certification program development and device
certification, the FIPS‐Approved algorithms: AES‐CCMP,AES‐CCMP‐256 andAES‐GCMP‐256
are thoroughly tested during the Wi‐Fi Alliance certification process.
Finally, according to section 6.2.1 Cryptographic Algorithms and Operations of the Secu‐
rity Target document, Windows shall be running in FIPS validated mode. In this mode, all
used algorithms must be FIPS approved. The evaluator has followed instructions included
in section 3.2.5 FIPS 140 Approved crip tography mode of the Operational Guidance
document for setting this mode.
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53.1.2 Verdict

The evaluator considers that the TSS provides enough information related to what primitives
are used to establishing and maintaining security in wireless connections. In addition to this,
TSS provides information about FIPS and Wi‐Fi certifications.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

53.2 Test Activity

53.2.1 Test 1

The evaluator will attempt to verify that a re‐negotiation to establish a new key exists after
a defined cryptoperiod. In this case, a cryptoperiod of 1 minute for testing purposes will be
used.

53.2.1.1 Setup
In this case, the evaluator has used the architecture defined for the Setup for Test 1 in
FMT_SMF_EXT.1/WLAN with the following elements and roles:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA23/3‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿ using aircrack suite

53.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

53.2.1.3 Results
The evaluator has performed this test in all the canonical platforms as defined in section: 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions, the wireless extended profile has not been tested because is out
of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

53.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

53.2.2 Test 2

The evaluator will attempt to capture data frames after after the 4‐way handshake has been
successfully completed. Using the PTK the evaluator will decrypt data frames in order to see
ASCII‐readable text.

53.2.2.1 Setup
In this case, an special configuration shall be configured as shown below:

• AP should be configured in WPA2 PSK mode.
• Client should connect to previously created network.
• Linux Sniffing machine with Aircrack suite installed.
• FCS_CKM_Test2.py python script shall be available.

53.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

53.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:
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• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

53.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

53.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM.1/WPA & FCS_CKM.2/WLAN.
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54 FCS_TLSC_EXT.1/WLAN

The assurance activity for the FCS_TLSC_EXT.1/WLAN requirement is stated as follows:

The evaluator shall check the description of the implementation of this protocol
in the TSS to ensure that the ciphersuites supported are specified. The evaluator
shall check the TSS to ensure that the ciphersuites specified include those listed
for this component.
The evaluator shall also check the operational guidance to ensure that it contains
instructions on configuring the TOE so that TLS conforms to the description in
the TSS.
The evaluator shall also check the operational guidance to ensure that it contains
instructions on configuring the TOE so that TLS conforms to the description in
the TSS ﴾for instance, the set of ciphersuites advertised by the TOE may have to
be restricted to meet the requirements﴿.
The evaluator shall check that the OPE guidance contains instructions for the ad‐
ministrator to configure the list of Certificate Authorities that are allowed to sign
certificates used by the authentication server that will be accepted by the TOE in
the EAP‐TLS exchange, and instructions on how to specify the algorithm suites
that will be proposed and accepted by the TOE during the EAP‐TLS exchange.
The evaluator shall write, or the ST author shall provide, an application for the
purposes of testing TLS.
The evaluator shall also perform the following tests:

• Test 1: The evaluator shall establish a TLS connection using each of the
ciphersuites specified by the requirement. This connection may be estab‐
lished as part of the establishment of a higher‐level protocol, e.g., as part
of an EAP session. It is sufficient to observe the successful negotiation of a
ciphersuite to satisfy the intent of the test; it is not necessary to examine the
characteristics of the encrypted traffic in an attempt to discern the cipher‐
suite being used ﴾for example, that the cryptographic algorithm is 128‐bit
AES and not 256‐bit AES﴿.

• Test 2: The evaluator shall attempt to establish the connection using a
server with a server certificate that contains the Server Authentication pur‐
pose in the extendedKeyUsage field and verify that a connection is estab‐
lished. The evaluator will then verify that the client rejects an otherwise
valid server certificate that lacks the Server Authentication purpose in the
extendedKeyUsage field and a connection is not established. Ideally, the
two certificates should be identical except for the extendedKeyUsage field.

• Test 3: The evaluator shall send a server certificate in the TLS connection
that does not match the server‐selected ciphersuite ﴾for example, send
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a ECDSA certificate while using the TLS_RSA_WITH_AES_128_CBC_SHA ci‐
phersuite or send a RSA certificate while using one of the ECDSA cipher‐
suites.﴿ The evaluator shall verify that the TOE disconnects after receiving
the server’s Certificate handshake message.

• Test 4: The evaluator shall configure the server to select the TLS_NULL_
WITH_NULL_NULL ciphersuite and verify that the client denies the connec‐
tion.

• Test 5: The evaluator shall perform the following modifications to the traf‐
fic:
– Change the TLS version selected by the server in the Server Hello to a
non‐ supported TLS version ﴾for example 1.3 represented by the two
bytes 03 04﴿ and verify that the client rejects the connection.

– Modify at least one byte in the server’s nonce in the Server Hello hand‐
shake message, and verify that the client rejects the Server Key Ex‐
change handshake message ﴾if using a DHE or ECDHE ciphersuite﴿ or
that the server denies the client’s Finished handshake message.

– Modify the server’s selected ciphersuite in the Server Hello handshake
message to be a ciphersuite not presented in the Client Hello hand‐
shake message. The evaluator shall verify that the client rejects the
connection after receiving the Server Hello.

– [conditional] If DHE or ECDHE cipher suites are supported, modify the
signature block in the Server’s Key Exchange handshake message and
verify that the client does not complete the handshake and no applica‐
tion data flows. This test does not apply to cipher suites using RSA key
exchange. If a TOE only supports RSA key exchange in conjuction with
TLS, then this test shall be omitted.

– Modify a byte in the Server Finished handshake message, and verify
that the client sends a fatal alert upon receipt and does not send any
application data.

– Send a garbled message from the Server after the Server has issued
the ChangeCipherSpec message and verify that the client denies the
connection.

54.1 Documentation Review activity

54.1.1 Findings

The evaluator has reviewed the section 4.3.3 Available EAP‐TLS ciphersuites of theOpera‐
tional Guidance document. This section states that Windows can use different ciphersuites
including among others those requested:

• TLS_RSA_WITH_AES_128_CBC_SHA as defined in RFC 5246
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• TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5246
• TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246
• TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289
• TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5430
Complete set of TLS cipher suites implemented can be found here: Cipher Suites in
TLS/SSL ﴾Schannel SSP﴿

These cipher suites match with the selected ones in the requirement definition. The cipher
suites listed above are a subset of the ones implemented in the Schannel library, as it can
be checked in the previous URL.
In addition, sections 4.3.4 Configuring with MDM, 4.3.5 Configuring with PowerShell
and 4.3.6 Configuring with group policy of the Operational Guidance document de‐
scribes how to configure these TLS cipher suites. In addition to this, the information can be
found in the following MSDN link included in the Operational Guidance: How to restrict
the use of certain cryptographic algorithms and protocols in Schannel.dll
Selection of TLS cipher suites in the TLS handshake process is performed according to the
order defined which can be configured as described in the links listed above.

54.1.2 Verdict

The evaluator considers that the TSS provides enough information related to what cipher
suites are available.
The Operational Guidance includes information regarding how to configure correctly the
TOE for testing purposes including ciphersuite selection and associated restrictions.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

54.2 Test Activity

54.2.1 Test 1

The evaluator will attempt to force the client to use the following ciphersuites:

• TLS_RSA_WITH_AES_128_CBC_SHA as defined in RFC 5246
• TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5246
• TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246
• TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289
• TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5430
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54.2.1.1 Setup
In this case, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode
• Windows‐EAP‐TLS profile added in the TOE.
• FCS_TLSC_EXT.1_Server.ps1

54.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

54.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

54.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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54.2.2 Test 2

The evaluator will attempt to establish a connection with a server providing a valid server
certificate containing Server Authentication Purpose. Then, the evaluator will use a valid
server certificate without Server Authentication purpose and will verify that the connection
is not established.

54.2.2.1 Setup
In this case, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• CA Template with KeyPurposeId “email replication”
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

54.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

54.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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54.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

54.2.3 Test 3

The evaluator will attempt to establish a server ciphersuite that does not match with the
server certificate by modifying packets in real time.

54.2.3.1 Setup
In this case, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿ with ADCS
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

For modifying packets, the following Rehtse configuration file will be used:
{

"debuglevel " :1 ,
"patterns " : [

{
"match" : {

"bpf " : "udp port 1812",
"regex " : " .* \ \ xc0\\x23.*"

} ,
"replacement " : {

"regex " : " \ \ xc0\\x24" ,
"replacement" : " \ \x00\\x2f"

}
}

]
}

This snippet will change default server ciphersuite from TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
﴾0xc02﴿ to TLS_RSA_WITH_AES_128_CBC_SHA ﴾0x002f﴿.

54.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].
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54.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test envionment definition.
Additionally, the following supplementary platforms have been also tested:

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

54.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

54.2.4 Test 4

The evaluator will configure the server forcing it to use TLS_NULL_WITH_NULL_NULL ciphersuite and
will verify that TOE rejects the connection.

54.2.4.1 Setup
In this case, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

For modifying packets, the following Rehtse configuration file will be used:
{

"debuglevel " :1 ,
"patterns " : [

{
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"match" : {
"bpf " : "udp port 1812",
"regex " : " .* \ \ xc0\\x23.*"

} ,
"replacement " : {

"regex " : " \ \ xc0\\x23" ,
"replacement" : " \ \x00\\x00"

}
}

]
}

54.2.4.2 Procedure
The procedure is the same as defined in Test 3.

54.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test envionment definition.
Additionally, the following supplementary platforms have been also tested:

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

54.2.4.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

54.2.5 Test 5

The evaluator will perform the following modifications by using MITM tool:
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• Change the TLS version to an unsupported version
• Modify server nonce in Server Hello
• Modify Server finished handshake
• Send a garbled message after ChangeCipherSpec Message

54.2.5.1 Setup
In this case, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿ with ADCS
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode

In order to force the server to perform traffic modifications, the evaluator will use Rehtse tool
with different configurations for each test.

54.2.5.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

54.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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54.2.5.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 5 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 5.

54.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_TLSC_EXT.1/WLAN.
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55 FCS_TLSC_EXT.2/WLAN

The assurance activity for the FCS_TLSC_EXT.2/WLAN requirement is stated as follows:

The evaluator shall verify that the TSS describes the supported Elliptic Curves
Extension and whether the required behavior is performed by default or may be
configured.
If the TSS indicates that the supported Elliptic Curves Extension must be con‐
figured to meet the requirement, the evaluator shall verify that the operational
guidance includes instructions on configuration of the supported Elliptic Curves
Extension.
The evaluator shall perform the following test:
Test 1: The evaluator shall configure a server to perform ECDHE key exchange us‐
ing each of the TOE’s supported curves and shall verify that the TOE successfully
connects to the server.

55.1 Documentation Review activity

55.1.1 Findings

The evaluator has reviewed the section 4.3.3 Available EAP‐TLS ciphersuites of the Op‐
erational Guidance document. This section states that Windows can use different Elliptic
Curves ciphersuites including among others those requested:

• secp256r1
• secp384r1
• secp521r1

Complete set of TLS cipher suites implemented can be found here: Cipher Suites in TLS/SSL
﴾Schannel SSP﴿
These cipher suites match with the selected ones in the requirement definition. The Cipher
suites listed above are a subset of the ones implemented in the Schannel library, as it can
be checked in the previous URL.

55.1.2 Verdict

The evaluator considers that the TSS provides enough information related to what Elliptic
Curves cipher suites are available.
The Operational Guidance document includes information regarding how to configure
correctly the TOE for testing purposes including ciphersuite selection and associated restric‐
tions.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

523

https://docs.microsoft.com/en-us/windows/desktop/SecAuthN/cipher-suites-in-schannel
https://docs.microsoft.com/en-us/windows/desktop/SecAuthN/cipher-suites-in-schannel


Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 55 FCS_TLSC_EXT.2/WLAN

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

55.2 Test Activity

55.2.1 Test 1

The evaluator will attempt to force the client to use the following ciphersuites:

• secp256r1
• secp384r1
• secp521r1

55.2.1.1 Setup
In this case, the general NPS architecture composed by the following elements is used:

• Windows NPS Server ﴾EAP‐TLS﴿ with Active Directory Certificate Authority
﴾ADCS﴿

• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode
• W10WLANServerAutomator.ps1
• deploy_client.ps1
• client_out_domain.ps1

55.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

55.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿
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The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

55.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

55.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_TLSC_EXT.2/WLAN.
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56 FCS_WPA_EXT.1/WLAN

The assurance activity for the FCS_WPA_EXT.1/WLAN requirement is stated as follows:

The evaluator shall examine the TSS to determine that it defines the TSF shall
support WPA3 and WPA2 security type.
The WLAN client can support connecting to networks of other security types
﴾e.g., open﴿; however, those will not be tested as part of this evaluation and FMT_
SMF.1 will ensure that the client can be configured to only connect to WPA3 and,
if selected WPA2, networks.

• Test 1: The evaluator configures the AP to allow a connection to a wireless
network with a specific SSID with the security typeWPA3. The evaluator will
attempt to connect to the network. Once the TOE is connected, the SSID
security type shall be modified and the TOE could not connect.

56.1 Documentation Review activity

56.1.1 Findings

The evaluator has reviewed the section 6.7 TOE Access of the Security Target document,
which describes that administrator can specify which Wi‐Fi networks ﴾SSID﴿ a TOE may be
connected to.
Also, the Operational Guidance document includes in its section 4.5 Managing network
connections instructions for configuring allowed Wi‐Fi networks.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity.

56.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fullfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

56.2 Test Activity

56.2.1 Test 1

The evaluator will use SSID: PSK and will block access to PSK modifying the security type into
the AP. Then, the evaluator will check that it is not possible to connect to the PSK SSID.
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56.2.1.1 Setup
In this case, the evaluator has used the general NPS architecture with the following elements
and roles:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿
• PSK profile is loaded into the client.

56.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

56.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the followings supplementary platforms have been also tested:

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

56.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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56.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_WPA_EXT.1/WLAN.
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57 FIA_PAE_EXT.1/WLAN

The assurance activity for the FIA_PAE_EXT.1/WLAN requirement is stated as follows:

The evaluator shall perform the following tests:

• Test 1: The evaluator shall demonstrate that the TOE has no access to the
test network. After successfully authenticatingwith an authentication server
through a wireless access system, the evaluator shall demonstrate that the
TOE does have access to the test network communication with the access
point.

• Test 2: The evaluator shall demonstrate that the TOE has no access to the
test network. The evaluator shall attempt to authenticate using an invalid
client certificate, such that the EAP‐TLS negotiation fails. This should result
in the TOE still being unable to access the test network.

• Test 3: The evaluator shall demonstrate that the TOE has no access to the
test network. The evaluator shall attempt to authenticate using an invalid
authentication server certificate, such that the EAP‐TLS negotiation fails.
This should result in the TOE still being unable to access the test network.

57.1 Documentation Review activity

57.1.1 Findings

The related assurance activity does not define any action for this requirement.

57.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

57.2 Test Activity

57.2.1 Test 1

The evaluator will attempt to verify that once connected, the TOE has access to the test
network.

57.2.1.1 Setup
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In this case, the evaluator has used the general NPS architecture with the following ele‐
ments:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿

57.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

57.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the followings supplementary platforms have been also tested:

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

57.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

57.2.2 Test 2

The evaluator will attempt to connect to the test network using a revoked certificate.
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57.2.2.1 Setup
In this case, the evaluator has used the general NPS architecture with the following ele‐
ments:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿

57.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

57.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.
Additionally, the followings supplementary platforms have been also tested:

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

57.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

57.2.3 Test 3

The evaluator will attempt to connect to the test network using an invalid CA server certifi‐
cate.
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57.2.3.1 Setup
In this case, the evaluator has used the general NPS architecture with the following ele‐
ments:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode
• Debian 9 ﴾sniffing machine﴿

57.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

57.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section 8.
Test environment definition.
Additionally, the followings supplementary platforms have been also tested:

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

57.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.
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57.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_PAE_EXT.1/WLAN.
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58 FIA_X509_EXT.1/WLAN

The assurance activity for the FIA_X509_EXT.1/WLAN requirement is stated as follows:

The evaluator shall examine the TSS to determine that it describes all certificate
stores implemented that contain certificates used to meet the requirements of
this EP. This description shall contain information pertaining to how certificates
are loaded into the store, and how the store is protected from unauthorized
access.
The tests described must be performed in conjunction with the other Certificate
Services assurance activities. The tests for the extendedKeyUsage rules are per‐
formed in conjunction with the uses that require those rules. The evaluator shall
create a chain of at least four certificates: the node certificate to be tested, two
Intermediate CAs, and the self‐signed Root CA.

• Test 1: The evaluator shall then load a certificate or certificates to the Trust
Anchor Database needed to validate the certificate to be used in the func‐
tion ﴾e.g. application validation﴿, and demonstrate that the function suc‐
ceeds. The evaluator then shall delete one of the certificates, and show
that the function fails.

• Test 2: The evaluator shall demonstrate that validating an expired certifi‐
cate results in the function failing.

• Test 3: The evaluator shall construct a certificate path, such that the cer‐
tificate of the CA issuing the TOE’s certificate does not contain the basic‐
Constraints extension. The validation of the certificate path fails.

• Test 4: The evaluator shall construct a certificate path, such that the cer‐
tificate of the CA issuing the TOE’s certificate has the CA flag in the basic‐
Constraints extension not set. The validation of the certificate path fails.

• Test 5: The evaluator shall modify version v3 of the certificate and demon‐
strate that the certificate fails to validate ﴾the certificate will fail to parse
correctly﴿.

• Test 6: The evaluator shall modify cA: True value of the certificate and demon‐
strate that the certificate fails to validate ﴾the signature on the certificate will
not validate﴿.

58.1 Documentation Review activity

58.1.1 Findings

The evaluator has reviewed the section 6.4.2 Certificate Storage of the Security Target,
where it is stated that each user has their own certificate store and there is a certificate store
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for computer account. Certificate store is managed by access control policy in Windows and
only authorized administrator ﴾like local administrator﴿ can add or remove entries.

58.1.2 Verdict

The related assurance activity does not define any action for this requirement. Therefore,
the PASS verdict is assigned to the documentation review activity.

58.2 Test Activity

58.2.1 Test 1

In this test, user certificates are derived from CA root certificate. The evaluator will load the
generated certificate into Certificate Store in order to probe that authentication between
client and NPS server success.

58.2.1.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode
• W10WLANClientAutomator.ps1
• W10WLANServerAutomator.ps1

58.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

58.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

58.2.2 Test 2

This test shall prove that a the connection fails when a expired certificate is used to authen‐
ticated against NPS server.

58.2.2.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode

58.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:
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• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

58.2.2.3.1 Windows 10 and 11 platforms:

58.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.
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58.2.3 Test 3

This test prove that a connection against NPS server is not established when the Certification
Authority, which issued the certificates, doesn’t contain “basicConstraints” extension.

58.2.3.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

58.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

58.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.
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58.2.4 Test 4

This test prove that a connection against NPS server is not established when the Certification
Authority’s “basicConstraints” extension, which issued the certificates, is not set.

58.2.4.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

58.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

58.2.4.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

539



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 58 FIA_X509_EXT.1/WLAN

58.2.5 Test 5

This test proves that connection is not established against NPS server when some byte of
the eight first bytes of the certificate is altered.

58.2.5.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

In addition, Rehtse tool will be used for modifying network traffic between NPS server and
TOE.

58.2.5.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.5.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

58.2.5.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 5 requirements established in the assurance activity section.
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Therefore, the PASS verdict is assigned to Test 5.

58.2.6 Test 6

This test proves that connection is not established against NPS server when some byte of
certificate signature algorithm is altered.

58.2.6.1 Setup
In this test, the evaluator will use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2/3‐Enterprise mode

In addition, Rehtse tool will be used for modifying network traffic between NPS server and
TOE.

58.2.6.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

58.2.6.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

541



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 58 FIA_X509_EXT.1/WLAN

58.2.6.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 6 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 6.

58.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_X509_EXT.1/WLAN.
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59 FIA_X509_EXT.2/WLAN

The assurance activity for the FIA_X509_EXT.2 requirement is stated as follows:

The evaluator shall check the TSS to ensure that it describes how the TOE chooses
which certificates to use, and any necessary instructions in the administrative
guidance for configuring the operating environment so that the TOE can use
the certificates. The evaluator shall examine the TSS to confirm that it describes
the behavior of the TOE when a connection cannot be established during the
validity check of a certificate used in establishing a trusted channel. The evaluator
shall verify that any distinctions between trusted channels are described. If the
requirement that the administrator is able to specify the default action, then the
evaluator shall ensure that the operational guidance contains instructions on
how this configuration action is performed.
The evaluator shall check the administrative guidance to ensure that it describes
how the TOE chooses which certificates to use, and any necessary instructions for
configuring the operating environment so that the TOE can use the certificates.
The evaluator shall perform the following test for each trusted channel:

• Test 1: The evaluator shall demonstrate using a valid certificate that re‐
quires certificate validation checking to be performed in at least some part
by communicating with a non‐TOE IT entity. The evaluator shall thenmanip‐
ulate the environment so that the TOE is unable to verify the validity of the
certificate, and observe that the action selected in FIA_X509_EXT.2.2 is per‐
formed. If the selected action is administrator‐configurable, then the eval‐
uator shall follow the operational guidance to determine that all supported
administrator‐configurable options behave in their documented manner.

59.1 Documentation Review activity

59.1.1 Findings

The evaluator has reviewed the section 6.4.1 X.509 Certificate Validation and Generation
of the Security Target document.
According to section 6.4.1 X.509 Certificate Validation and Generation and following the
Operational Guidance, all windows components user a common system subcomponent
for certificate validation a described in RFC 5280 including all applicable usage constraints
such as Client and Server Authentication.
In addition to this, regarding certificate validation procedure, if certificate validation fails,
or if TOE is not able to check the validation status for a certificate, TOE will not establish a

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

543



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 59 FIA_X509_EXT.2/WLAN

trusted network channel and will inform the user and seek their consent before establishing
secure connection.
The evaluator has reviewed the Windows Administrative Guide section 4.2.3 Certificate
validation and revocations checks and specifically section 4.2.3.2 Configuring certificate
validation for EAP‐TLS.
Administrator can configure certificate validation as described in Extensible Authentication
Protocol ﴾EAP﴿ Settings for network Access in section Smart Card or other certificate prop‐
erties configuration items: Extensible Authentication Protocol ﴾EAP﴿ Settings for Network
Access

59.1.2 Verdict

The evaluator considers that the TSS and AGD provides enough information related to which
certificates are used, determines if certificate validation is needed and the appropriate ac‐
tions related to its acceptance.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

59.2 Test Activity

59.2.1 Test 1

The evaluator will attempt to verify that when the TOE cannot verify the validity of the cer‐
tificate, it will ask the user to explicitly accept it.

59.2.1.1 Setup
In this case, the evaluator has used the general NPS architecture with the following ele‐
ments:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿

59.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
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suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

59.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

59.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

59.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_X509_EXT.2/WLAN.
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60 FIA_X509_EXT.6/X.509

The assurance activity for the FIA_X509_EXT.6/X.509 requirement is stated as follows:

The evaluator shall examine the TSS to determine that it describes all certificate
stores implemented that contain certificates used to meet the requirements of
this EP. This description shall contain information pertaining to how certificates
are loaded into the store, and how the store is protected from unauthorized
access.
The evaluator shall perform the following tests for each function in the system
that requires the use of certificates:

• Test 1: The evaluator then shall delete one of the certificates, and show
that the function fails.

• Test 2: The evaluator shall then load a certificate or certificates needed to
validate the certificate to be used in the function, and demonstrate that the
function succeeds.

60.1 Documentation Review activity

60.1.1 Findings

The evaluator has reviewed the section 6.4.2 Certificate Storage of the Security Target,
where it is stated that each user has their own certificate store and there is a certificate store
for computer account. Certificate store is managed by access control policy in Windows and
only authorized administrator ﴾like local administrator﴿ can add or remove entries.

60.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfillment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

60.2 Test Activity

60.2.1 Test 1

In this case, a user cert belongs to the domain is logged in for this test. The user cert with
no privileges should try to delete a CA imported in Cert:\LocalMachine\Root.
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60.2.1.1 Setup

• FIA_X509_EXT.6.ps1 script is available in the TOE.
• CA ca.cer is available in the TOE.

60.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

60.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

60.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

60.2.2 Test 2

In this case, a user cert belongs to the domain is logged in for this test. The user cert with
no privileges should try to import a CA ca.cer in Cert:\LocalMachine\Root.

60.2.2.1 Setup

• FIA_X509_EXT.6.ps1 script is available in the TOE.
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• CA ca.cer is available in the TOE.

60.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

60.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

60.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

60.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_X509_EXT.6/X.509.
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61 FMT_SMF.1/WLAN

The assurance activity for the FMT_SMF.1/WLAN requirement is stated as follows:

The evaluator shall check to make sure that every management function man‐
dated by the EP is described in the operational guidance and that the description
contains the information required to perform themanagement duties associated
with the management function.
The evaluator shall test the TOE’s ability to provide the management functions
by configuring the TOE and testing each option listed in the requirement above.
Note that the testing here may be accomplished in conjunction with the testing
of other requirements, such as FCS_TLSC_EXT and FTA_WSE_EXT.

61.1 Documentation Review activity

61.1.1 Findings

The evaluator has reviewed the Windows Operational Guidance document sections 4.5
Managing network connections and 4.6 Managing personal hotspots.
The evaluator has verified that every management function required is included in Adminis‐
trative Guide and it provides information about how to properly configure them.

61.1.2 Verdict

The evaluator considers that the Operational Guidance provides enough information re‐
lated to managements functions included in the EP.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

61.2 Test Activity

61.2.1 Test 1

The evaluator will attempt to verify supported management functions required by the EP as
described in the operational guidance.

61.2.1.1 Setup
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To perform tests related for this Assurance Activity, a full simulation environment for
WPA2/WPA3 Enterprise based on Microsoft Radius Server Implementation ﴾Network Policy
Server﴿ should be deployed.
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Server Machine acting as Active Directory Domain Controller, Root Certificate Author‐
ity, Web Server and Network Policy and Access Services.

• Wi‐Fi Client Machine ﴾Windows 10 and Windows 11 ﴾22H2﴿﴿
• MITM / Wi‐Fi Sniffer with two physical network interfaces and a Wi‐Fi interface.
• TP‐Link Access Point
• TLS Debian server

All devices are in different networks with the following configuration:

• Server Machine, IP = 10.10.10.40 or 20.20.20.40 in Rehtse network.
• Client Machine, IP = 10.10.10.*
• Access Point, IP = 10.10.10.1
• TLS Debian server, IP = 10.10.10.12
• Sniffer Machine, IP‐1 = 10.10.10.100 IP‐2 = 20.20.20.100

Final configuration of full environment is as follows:

61.2.1.1.1 Server Machine Configuration
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The server machine shall have at least the following roles enabled: Active Directory Domain
Services, Active Directory Certificate Services and Network Policy and Access Services. These
roles should be installed in correct order as described below.
Active Directory Domain Services and Active Directory Certificate Services
The setup can be found in FTP_ITC_EXT .1.1﴾ TLS﴿.
Network Policy and Access Services
Network Policy and Access Services shall be installed and configured following the next
steps:

• Open the Server Manager form the task bar.
• From the Server Manager Dashboard select “Manage” and then “Add Roles and Fea‐
tures”.

• Click next until the “Select server roles” screen, then select “Network Policy and Access
Services” and click “Next”, accepting the suggested additional features.

• Click next until option Network Policy and Access Services is selected:
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• Click Next until Installation is completed and the Close.
• Once installed, in Server Manager => Tools, you should click in “Network Policy
Server”use . You should select option “RADIUS server for 802.1X Wireless or Wired
Connections” and then “Configure 802.1X”.
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• Select Secure Wireless connection and click Next.
• In Specify 802.1X Switches, Click Add.
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• Complete information related to the Access Point including:

– Name
– IP ﴾10.10.10.1﴿
– Shared secret ﴾this is the password that we will use later in the AP configuration﴿
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• In Specify 802.1X Switches, click Next.
• In Configure an Authentication Method, select Microsoft: Smart Card or other certifi‐
cate.
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• Do not add any group in Specify User Groups and Click “Next”.
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• In Configure traffic controls screen, click Next.
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• And then click Finish.
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61.2.1.1.2 Access Point Configuration
Access point shall be configured in WPA2/WPA3 Enterprise Mode according to data ob‐
tained from previous configuration steps including Server IP, connection type and shared
secret.

• Network name: Radius
• Shared key: whatever ﴾configured previously in NPS in server﴿
• Radius server: 10.10.10.40 ﴾Server IP﴿
• Radius port: 1812
• Channel: 8 ﴾According to test procedures, you should choose a channel not occupied
by other Wi‐Fi networks﴿
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• Enable Second Network with WPA2/WPA3 Personal as shown below because it will be
used during testing procedures as well.

• For routing traffic using the MITM machine, an static route shall be created

61.2.1.1.3 Man in the Middle Machine Configuration
The evaluator has configured a machine with the following configuration:

• 1 Physical Ethernet interfaces
• 1 Virtual network interface
• 1 Wi‐Fi network interface ﴾Supporting Monitor Mode﴿

Software:

• Debian 9
• RehtSe: https://github.com/JmFoces/Rehtse
• Aircrack‐ng Suite: https://www.aircrack‐/ng.org/
• Wireshark: https://www.wireshark.org/

Initial script for network configuration:
#!/bin/bash

ip addr add 10.10.10.100/24 dev enp0s3
ip addr add 20.20.20.100/24 dev enp0s8

i f [ $﴾cat /proc/sys/net/ipv4/ip_forward ﴿−eq 0 ] ; then
echo "1" > /proc/sys/net/ipv4/ip_forward

IP Tables configuration script for configuring MITM and allow RehtSe to modify packets can
be seen below:
#!/bin/bash

iptables−A FORWARD−s 20.20.20.40−d 10.10.10.1−j NFQUEUE−−queue−num 0
iptables−A FORWARD−s 10.10.10.1−d 20.20.20.40−j ACCEPT

61.2.1.1.4 Windows 10 and Windows 11 Client Configuration
Firstly the client connected to LAN for joining the Domain and obtaining certificates will be
configured. Secondly, the client shall be disconnected from the LAN and has to use the
Wi‐Fi to connect to the domain using Radius services.
These steps can be found in FTP_ITC_EXT .1.1﴾ TLS﴿.

61.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

61.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

61.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

61.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FMT_SMF.1/WLAN.
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62 FPT_TST_EXT.3/WLAN

The assurance activity for the FPT_TST_EXT.3/WLAN requirement is stated as follows:

The evaluator shall examine the TSS to ensure that it details the self tests that
are run by the TSF on start‐up; this description should include an outline of
what the tests are actually doing ﴾e.g., rather than saying “memory is tested”,
a description similar to “memory is tested by writing a value to each memory
location and reading it back to ensure it is identical to what was written” shall be
used﴿. The evaluator shall ensure that the TSS makes an argument that the tests
are sufficient to demonstrate that the TSF is operating correctly.
The evaluator shall examine the TSS to ensure that it describes how to verify the
integrity of stored TSF executable code when it is loaded for execution. The eval‐
uator shall ensure that the TSS makes an argument that the tests are sufficient
to demonstrate that the integrity of stored TSF executable code has not been
compromised. The evaluator also ensures that the TSS ﴾or the operational guid‐
ance﴿ describes the actions that take place for successful ﴾e.g. hash verified﴿ and
unsuccessful ﴾e.g., hash not verified﴿ cases.
The evaluator shall ensure that the TSS ﴾or the operational guidance﴿ describes
the actions that take place for successful ﴾e.g. hash verified﴿ and unsuccessful
﴾e.g., hash not verified﴿ cases.
The evaluator shall perform the following tests:

• Test 1: The evaluator performs the integrity check on a known good TSF
executable and verifies that the check is successful.

• Test 2: The evaluator modifies the TSF executable, performs the integrity
check on the modified TSF executable and verifies that the check fails.

62.1 Documentation Review activity

62.1.1 Findings

The evaluator has reviewed the section 6.6.4 Windows Platform Integrity and Code In‐
tegrity of the Security Target document, which describes the different stages of the boot
process, providing information about which are the main files loaded in each step of the
boot chain.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity. The evaluator has identified four different stages during the boot process:

• First stage: Secure boot checks the file integrity of early boot components, comparing
them with the values stored in the TPM. Due to the fact that TPM is part of the external
TOE environment, this stage will not be tested during the test activity.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

562



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 62 FPT_TST_EXT.3/WLAN

• Second stage: After the preliminary components have been loaded, the UEFI firmware
loads the OS Boot Manager. Once the integrity of OS BootManager has been checked,
it attempts to load one of these boot applications:

– OS Loader: winload.exe or winload.efi
– OS Resume: winresume.exe or winresume.efi (The administrative guidance states

that the hibernation is disabled, so this boot application will not be used during the
evaluation)

– A physical memory testing application: memtest.exe (The Security Target docu‐
ment states that it is considered a non‐operational mode for the evaluation).

In addition, a list with the critical loaded files during the bootchain when the win‐
load.exe is selected has been included. These files are the following:

– Text intentionally left blank.

• Third stage: Once the winload.exe or winload.efi file has been loaded and its integrity
has been checked, the next step in the bootchain is loading the ntoskrnl.exe file. Addi‐
tional critical drivers and libraries are loaded together with this file. The following infor‐
mation is also included regarding Code Integrity, which verifies the integrity of the ker‐
nel drivers loaded into the memory. For x64‐based computers, all kernel‐mode drivers
must be digitally signed. If during the boot process an unsigned‐driver is loaded, the
operating system will not load. On the other hand, for a x86‐based computer only the
files listed above must be digitally signed. If any of these files are not signed, the op‐
erating system will not load. However, if another unsigned‐driver is detected during
the boot process, the operating system may be loaded normally.

• Fourth stage: After the critical device drivers and libraries have been loaded, the
Windows kernel continues to boot the rest of the operating system.

The integrity validation mechanism is explained throughout this section, including informa‐
tion about how the TOE validates each piece of software using a hash based signature and
an embedded public key as shown in the following extract:

[…]After the initial device drivers have been loaded, the Windows kernel will con‐
tinue to boot the rest of the operating system using the Code Integrity capability
(ci.dll) to measure code integrity for (1) the remaining kernel‐mode and user‐mode
programs which need to be loaded for the OS to complete its boot and (2) after
booting, CI also verifies the integrity of applications launched by the user (applica‐
tions from Microsoft are always signed by Microsoft, and third‐party applications
which may be signed by the developer) by checking the RSA signature for the bi‐
nary and SHA‐256 hashes of the binary which are compared to the catalog files
described above.
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62.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

62.2 Test Activity

62.2.1 Test 1

The evaluator will observe that the integrity mechanism does not flag any executable or
internal library with integrity errors. Boot procedure has been described and tested in the
FPT_TST_EXT.1.1 requirement of the General Purpose OS PP.

62.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• The SignTool application must be available. This application comes within the Win‐
dows 10 SDK and Windows 11 SDK.

62.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

62.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
The evaluator has obtained the same results for all the tested platforms.
For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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62.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

62.2.2 Test 2

The evaluator will modify the selected file and will try to obtain the evidence in the system
log.

62.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A hexadecimal editor ﴾e.g. HxD﴿ must be installed in the evaluated platforms to modify
the binary files loaded during the WLAN connection process.

• AWinPE USB must be available.

62.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

62.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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62.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

62.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TST_EXT.3/WLAN.
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63 FTA_WSE_EXT.1/WLAN

The assurance activity for the FTA_WSE_EXT.1/WLAN requirement is stated as follows:

The evaluator shall examine the TSS to determine that it defines SSIDs as the
attribute to specify acceptable networks.
The evaluator shall examine the operational guidance to determine that it con‐
tains guidance for configuring the list of SSID that the WLAN Client is able to
connect to.
The evaluator shall ensure that the TSS ﴾or the operational guidance﴿ describes
the actions that take place for successful ﴾e.g. hash verified﴿ and unsuccessful
﴾e.g., hash not verified﴿ cases.
The evaluator shall also perform the following test:

• Test 1: The evaluator configures the TOE to allow a connection to a wire‐
less network with a specific SSID. The evaluator also configures the test
environment such that the allowed SSID and an SSID that is not allowed
are both “visible” to the TOE. The evaluator shall demonstrate that they can
successfully establish a session with the allowed SSID. The evaluator will
then attempt to establish a session with the disallowed SSID, and observe
that the attempt fails.

63.1 Documentation Review activity

63.1.1 Findings

The evaluator has reviewed the section 6.7 TOE Access of the Security Target document,
which describes that administrator can specify which Wi‐Fi networks ﴾SSID﴿ a TOE may be
connected to.
Also, the Operational Guidance document includes in its section 4.5 Managing network
connections instructions for configuring allowed Wi‐Fi networks.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity.

63.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fullfilment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.
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63.2 Test Activity

63.2.1 Test 1

The evaluator will use two different Wi‐Fi networks with different SSID: Radius and PSK and will
block access to PSK. Then, the evaluator will check that it is not possible to connect to the
PSK SSID.

63.2.1.1 Setup
In this case, the evaluator has used the general NPS architecture with the following elements
and roles:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode
• Kali Linux ﴾sniffing machine﴿

63.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

63.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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63.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

63.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FTA_WSE_EXT.1/WLAN.
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64 FTP_ITC.1/WLAN

The assurance activity for the FTP_ITC_EXT.1/WLAN requirement is stated as follows:

The evaluator shall examine the TSS to determine that it describes the details of
the TOE connecting to an access point in terms of the cryptographic protocols
specified in the requirement, along with TOE‐specific options or procedures that
might not be reflected in the specification. The evaluator shall also confirm that
all protocols listed in the TSS are specified and included in the requirements in
the ST.
The evaluator shall confirm that the operational guidance contains instructions
for establishing the connection to the access point, and that it contains recovery
instructions should a connection be unintentionally broken.
The evaluator shall perform the following tests:

• Test 1: The evaluators shall ensure that the TOE is able to initiate commu‐
nications with an access point using the protocols specified in the require‐
ment, setting up the connections as described in the operational guidance
and ensuring that communications are successful.

• Test 2: The evaluator shall ensure, for each communication channel with
an authorized IT entity, the channel data is not sent in plaintext.

• Test 3: The evaluator shall ensure, for each communication channel with
an authorized IT entity, modification of the channel data is detected by the
TOE.

• Test 4: The evaluators shall physically interrupt the connection from the
TOE to the access point ﴾e.g., moving the TOE host out of range of the
access point, turning the access point off﴿. The evaluators shall ensure that
subsequent communications are appropriately protected, at a minimum in
the case of any attempts to automatically resume the connection or connect
to a new access point.

Further assurance activities are associated with the specific protocols.

64.1 Documentation Review activity

64.1.1 Findings

The evaluator has reviewed the sections 6.2.3.1 TLS, HTTPS, EAP‐TLS, DTLS and 6.2.3.2
Wireless Networking of the Security Target document, which describes the TLS RFCs im‐
plemented in the TOE as well as the supported ciphersuites and Wi‐Fi standards compli‐
ance.
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The TSS identifies the following cipher suites used during the evaluated configuration:

• TLS_RSA_WITH_AES_128_CBC_SHA
• TLS_RSA_WITH_AES_256_CBC_SHA
• TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5246
• TLS_RSA_WITH_AES_256_CBC_SHA256 as defined in RFC 5246
• TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289
• TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5289
• TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289

Full list of supported ciphersuites are described in the following document: Cipher Suites in
TLS/SSL ﴾Schannel SSP﴿.
In addition to this, TSS describes how the TOE natively implements IEEE 802.11‐2012 and
IEEE 802.11ac‐2013 for providing secure wireless local area networking ﴾Wi‐Fi﴿. Additionally,
in section 6.2.3.2Wireless Networking, it describes how the TOE can use PRF‐384 in WPA2
Wi‐Fi sessions and can generate AES 128‐bit keys or PRF‐704 to generate AES‐256 bit keys
both using the WIndows RBG. Key wrapping and unwrapping are performed according to
the NIST SP 800‐38F specification for securing GTK.
Moreover, theOperational Guidance document includes in its section 4.5.7 Configuring a
Wi‐Fi connection profile with theWindowsUI instructions about how to establish connec‐
tion to an access point using EAP‐TLS. In addition to this, section 4.5.6 Selecting a secure
Wi‐Fi connection with the Windows UI states that when connection is unintentionally
broken, TOE will automatically attempt to reconnect when it becomes available again.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity.

64.1.2 Verdict

The evaluator considers that, the findings obtained during the documentation review activity
demonstrate the fulfillment of the requirements established in the assurance activity section.
Hence, the PASS verdict is assigned to the documentation review activity.

64.2 Test Activity

64.2.1 Test 1

The evaluator will try to successfully establish connection with AP using the protocols spec‐
ified below.

64.2.1.1 Setup

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

571

https://docs.microsoft.com/en-us/windows/desktop/SecAuthN/cipher-suites-in-schannel
https://docs.microsoft.com/en-us/windows/desktop/SecAuthN/cipher-suites-in-schannel


Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 64 FTP_ITC.1/WLAN

The applicable setup for this test is the same as the one defined for Test 1 in
FCS_TLSC_EXT.1/WLAN.

64.2.1.2 Procedure
The evaluator shall carry out the same procedure as one defined for Test 1 in
FCS_TLSC_EXT.1/WLAN.

64.2.1.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
This test was performed in conjunction with FCS_TLSC_EXT.1/WLAN. Results can be seen in Test 1
in FCS_TLSC_EXT.1/WLAN

64.2.1.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

64.2.2 Test 2

The evaluator will review that no plaintext data is sent using authorized communication
channels.

64.2.2.1 Setup
The applicable setup for this test is the same as the one defined for Test 2 in FCS_CKM.1/WLAN.

64.2.2.2 Procedure
The evaluator shall carry out the same procedure as one defined for Test 2 in FCS_CKM.1/WLAN.
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64.2.2.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
This test was performed in conjunction with FCS_CKM.1/WLAN. Results can be seen in Test 2 in
FCS_CKM.1/WLAN.

64.2.2.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

64.2.3 Test 3

The evaluator will review that modification of the channel data is detected by the TOE.

64.2.3.1 Setup
The applicable setup for this test is the same as the one defined for for Test 5 in
FCS_TLSC_EXT.1/WLAN.

64.2.3.2 Procedure
The evaluator shall carry out the same procedure as one defined for for Test 5 in
FCS_TLSC_EXT.1/WLAN.

64.2.3.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
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For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
This test was performed in conjunction with FCS_TLSC_EXT.1/WLAN. Results can be seen in for Test
5 in FCS_TLSC_EXT.1/WLAN.

64.2.3.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

64.2.4 Test 4

The evaluator will physically disconnect the AP and will review that communications are
appropriately protected.

64.2.4.1 Setup
In this case, we are going to use the general NPS architecture composed by the following
elements:

• Windows NPS Server ﴾EAP‐TLS﴿
• Windows Client using domain user ﴾FIPS Enabled﴿
• AP WPA2‐Enterprise mode

64.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the protection profile [PPMWLAN10] instructions in order to collect
the results as stipulated by the protection profile [PPMWLAN10].

64.2.4.3 Results
The evaluator has performed this test on all the canonical platforms as defined in section
8.Test environment definition.
Additionally, the following supplementary platforms have been also tested:

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
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For Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and
Azure Stack Edge editions editions, the wireless extended profile has not been tested be‐
cause is out of the scope.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

64.2.4.4 Verdict
The evaluator considers that, the results obtained from the test activity demonstrate the
fulfilment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

64.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FTP_ITC.1/WLAN.
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65 FAU_GEN.1(VPN)

The assurance activity for the FAU_GEN.1﴾VPN﴿ requirement is stated as follows:

The evaluator shall check the operational guidance and ensure that it lists all of
the auditable events and provides a format for audit records. Each audit record
format type must be covered, along with a brief description of each field. The
evaluator shall check to make sure that every audit event type mandated by the
VPN Client PP‐Module is described and that the description of the fields contains
the information required in FAU_GEN.1.2/VPN, and the additional information
specified in the Auditable Events table of the VPN Client PP‐PP‐Module.
In particular, the evaluator shall ensure that the operational guidance is clear
in relation to the contents for failed cryptographic events. In the Auditable
Events table of the VPN Client PP‐Module, information detailing the crypto‐
graphic mode of operation and a name or identifier for the object being en‐
crypted is required. The evaluator shall ensure that name or identifier is suffi‐
cient to allow an administrator reviewing the audit log to determine the context
of the cryptographic operation ﴾for example, performed during a key negotiation
exchange, performed when encrypting data for transit﴿ as well as the non‐TOE
endpoint of the connection for cryptographic failures relating to communica‐
tions with other IT systems.
The evaluator shall also make a determination of the administrative actions that
are relevant in the context of the VPN Client PP‐Module. The TOE may contain
functionality that is not evaluated in the context of the VPN Client PP‐Module
because the functionality is not specified in an SFR. This functionality may have
administrative aspects that are described in the operational guidance. Since such
administrative actions will not be performed in an evaluated configuration of the
TOE, the evaluator shall examine the operational guidance and make a deter‐
mination of which administrative commands, including subcommands, scripts,
and configuration files, are related to the configuration ﴾including enabling or
disabling﴿ of the mechanisms implemented in the TOE that are necessary to en‐
force the requirements specified in the VPN Client PP‐ Module, which thus form
the set of “all administrative actions”. The evaluator may perform this activity as
part of the activities associated with ensuring the AGD_OPE guidance satisfies
the requirements.
For each required auditable event, the evaluator shall examine the operational
guidance to determine that it is clear to the reader where each event is generated
﴾e.g. the TSF may generate its own audit logs in one location while the platform‐
provided auditable events are generated elsewhere﴿.
Test:
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The evaluator shall test the TOE’s ability to correctly generate audit records by
having the TOE generate audit records in accordance with the EAs associated
with the functional requirements in the VPN Client PP‐Module. Additionally, the
evaluator shall test that each administrative action applicable in the context of
the VPN Client PP‐Module is auditable. When verifying the test results, the eval‐
uator shall ensure the audit records generated during testing match the format
specified in the administrative guide, and that the fields in each audit record
have the proper entries.
Note that the testing here can be accomplished in conjunction with the testing
of the security mechanisms directly. For example, testing performed to ensure
that the administrative guidance provided is correct verifies that AGD_OPE.1 is
satisfied and should address the invocation of the administrative actions that are
needed to verify the audit records are generated as expected.

65.1 Documentation Review activity

65.1.1 Findings

The Security Target document, defines in its section 5.1.1.3.1 Audit Data Generation
﴾FAU_GEN.1﴾VPN﴿﴿, the following auditable events:

The evaluator has reviewed the section 5.1.1.3 Security Audit for VPN Client Module of
the Security Target document, which determines the events to be audited for this require‐
ment, specifically in table 21.
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This document also states the minimum information that each audit record should include.
These fields are the following:

• Date and time of the event.
• Type of the event.
• Subject identity.
• Outcome ﴾success or failure﴿ of the event.
• For each audit event type, based on the auditable event definitions of the functional
components included in the PP‐Module/ST, information specified in column three of
Table 21.

In addition, the Operational Guidance document, includes in its section 5.1 Audit Events
by scenario a table with all the auditable events generated by the TOE.
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The content of this table matches with the selection performed by the vendor in the Security
Target document, as it can be seen in the image above.
Moreover, theOperational Guidance document also provides information related themain
fields for each auditable event. This information includes the auditable events, the additional
audit record contents and the event ID for each one. For example, the following image shows
the main required fields for the auditable event 4653 ﴾IPsec main mode negotation failed﴿.

65.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that every au‐
ditable event type selected in the Security Target document is included in theOperational
Guidance document. Moreover, the evaluator has also ensured that the format of every au‐
ditable event is described, including at least the fields defined in the Security Target docu‐
ment ﴾date and time, type of the event, subject identity, outcome and information of column
3﴿.
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Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to this activity.

65.2 Test Activity

For this requirement, some of the auditable events will be obtained during the test execution
of each security functional requirement.

65.2.1 Test 1

65.2.1.1 Setup
The scenario to perform the assurance Server activities according to the Protection Profile
is composed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FAU_GEN.1.ps1 is available in TOE

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Client Machine, IP = 20.20.20.50

This setup will be required to set the audit policy for the audit generation of the events listed
in table 21.
The additional setup required for obtaining each auditable event listed in Table 21 will be
described in the Setup section of the following requirements:

• FAU_SEL.1
• FCS_IPSEC_EXT.1
• FDP_RIP.2
• FCS_RBG_EXT.1
• FMT_SMF.1﴾VPN﴿
• FPT_TUD_EXT.1

All the audit events required will be obtained and described in each test defined in the
previous list. In addition, the audit events will be shown in the results section for the sake
of a better readability.

65.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

65.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

65.2.1.4 Verdict
As the result above states, the related events have been correctly generated and they include
all the information defined in the Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.
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65.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FAU_GEN.1﴾VPN﴿.
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66 FAU_SEL.1

The assurance activity for the FAU_SEL.1 requirement is stated as follows:

The evaluator shall review the administrative guidance to ensure that the guid‐
ance itemizes all event types, as well as describes all attributes that are to be
selectable in accordance with the requirement, to include those attributes listed
in the assignment. The administrative guidance shall also contain instructions on
how to set the pre‐selection, or how the VPN gateway will configure the client, as
well as explain the syntax ﴾if present﴿ for multi‐value pre‐selection. The adminis‐
trative guidance shall also identify those audit records that are always recorded,
regardless of the selection criteria currently being enforced.
The evaluator shall perform the following tests:

• Test 1: For each attribute listed in the requirement, the evaluator shall de‐
vise a test to show that selecting the attribute causes only audit events with
that attribute ﴾or those that are always recorded, as identified in the admin‐
istrative guidance﴿ to be recorded.

• Test 2 [conditional]: If the TSF supports specification of more complex au‐
dit pre‐selection criteria ﴾e.g., multiple attributes, logical expressions using
attributes﴿ then the evaluator shall devise tests showing that this capability
is correctly implemented. The evaluator shall also, in the test plan, provide
a short narrative justifying the set of tests as representative and sufficient
to exercise the capability.

66.1 Documentation Review activity

66.1.1 Findings

The evaluator has reviewed section 4.20 Managing audit policy and event logs of the
Operational and Administrative Guidance document. In these section, the events to be
audited and the relationship with the codes to obtain them are defined.

66.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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66.2 Test Activity

66.2.1 Test 1 and Test2

66.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:
The scenario to perform the assurance activities according to the Protection Profile consists
of the following elements:

• TOE ﴾Platforms listed in the ST﴿
• Script FAU_SEL.1.1.ps1 is available in TOE

66.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

66.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

The results have obtained the same output inWindows 10 platforms, Windows 11 platforms
and Windows Server platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

66.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 and Test 2 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1 and Test 2.

66.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FAU_SEL.1.
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67 FCS_CKM.1.1 (VPN)

The assurance activity for the FCS_CKM.1.1 ﴾VPN﴿ requirement is stated as follows:

TSS
The evaluator shall examine the TSS to verify that it describes how the key gen‐
eration functionality is invoked.
Operational Guidance
There are no AGD Assurance Activities for this requirement.
Test
There are no test Assurance Activities for this requirement.

67.1 Documentation Review activity

67.1.1 Findings

The evaluator has reviewed the Security Target document and the information provided in
the TSS, section 6.2.1 Cryptographic Algorithms and Operations. This section includes
the following tables of the cryptographic algorithms supported byWindows 11, Windows 10,
Windows Server 21H2, Windows Server 2022, Azure Stack HCIv2, Azure Stack Hub and Azure
Stack Edge. These tables include the CAVP certificates associated for each TOE version.

67.1.1.1 Cryptographic Algorithm Standards and Evaluation Methods for Windows 11
(version 22H2)
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67.1.1.2 Cryptographic Algorithm Standards and Evaluation Methods for Windows 10
(version 22H2)
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67.1.1.3 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server 2022 and Windows Server Datacenter: Azure Edition
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67.1.1.4 Cryptographic Algorithm Standards and Evaluation Methods for Windows
Server Azure Stack HCIv2 version 22H2
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67.1.1.5 Cryptographic Algorithm Standards and Evaluation Methods for Azure Stack
Hub and Azure Stack Edge
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The Operational Guidance document, states that for the evaluated version the following
security policy needs to be applied ﴾Section 3.2.5﴿:

• Local Policies \ Security Options\System cryptography: Use FIPS 140 compliant crypto‐
graphic algorithms, including encryption, hashing and signing algorithm.

After applying this policy, only FIPS certified algorithms can be used, including the key gen‐
eration algorithms defined in the table above.
As part of the testing activity described below, the correctness of the cryptographic func‐
tionality has been demonstrated against the BOTAN tool. However, ffdhe groups are not
available in BOTAN, and the laboratory has verified the implementation against the CAVP
tool. Below, the CAVP certificates granted for this functionality are listed ﴾extracted from
the tables above﴿

67.1.1.6 Windows 11 version 22H2 (CAVP Cert. #A4008)
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67.1.1.7 Windows 10 version 22H2(CAVP Cert. #A3795)
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67.1.1.8 Windows Server 2022 and Windows Server Datacenter: Azure Edition (CAVP
Cert. #A4009)

67.1.1.9 Windows Server Azure Stack HCIv2 version 22H2 (CAVP Cert. #A3783)
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67.1.1.10 Azure Stack Hub and Azure Stack Edge (CAVP Cert. #A3789)
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67.1.2 Verdict

The evaluator considers that the TSS identifies the key sizes supported by the OS for every
algorithm through its NIST certificates. Moreover, all the key generation algorithms ﴾whose
purpose is to be used as part of digital signatures processes﴿ follow the same standard ﴾FIPS
186‐4﴿.
The Operational Guidance document, defines the FIPS security policy to be applied. Once
this policy is applied, only the approved key generation method described above can be
used. No further configuration is needed to generate keys following the Appendix B.1, B.3
and B.4 of the FIPS‐PUB 186‐4 standard.
Hence, the PASS verdict is assigned to the documentation review activity.

67.2 Test Activity

The assurance activity does not require any testing activities for this requirement.

67.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM.1.1 ﴾VPN﴿.
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68 FCS_CKM.2.1

The assurance activity for the FCS_CKM.2.1 requirement is stated as follows:

TSS
Regardless of whether this requirement is met by the VPN client or the OS, the
evaluator will check the TSS to ensure that it lists each persistent secret ﴾creden‐
tial, secret key﴿ and private key needed to meet the requirements in the ST. For
each of these items, the evaluator will confirm that the TSS lists for what purpose
it is used, and how it is stored.
The evaluator shall review the TSS for to determine that it makes a case that,
for each item listed as being manipulated by the VPN client, it is not written
unencrypted to persistent memory, and that the item is stored by the OS.
Operational Guidance
There are no AGD Assurance Activities for this requirement.
Test
There are no test Assurance Activities for this requirement.

68.1 Documentation Review activity

68.1.1 Findings

The evaluator has reviewed the section 6.2.4. Protecting Data with DPAPI of the Secu‐
rity Target document. This section states that Windows provides the Data Protection API,
CNG DPAPI, which can be used to protect any persistent secret and private keys which the
developer deems to be sensitive.
DPAPI uses the AES‐CBC algorithm to encrypt and decrypt the sensitive information. Once
the sensitive information has been encrypted, it is stored in a directory which is part of the
user’s profile.
DPAPI provides two functions to encrypt ﴾CryptProtectData function﴿ and decrypt ﴾CryptUn‐
protectData function﴿ data. This section of the TSS also includes a link to the Microsoft
Developer Network ﴾MSDN﴿ where detailed information about the usage of these API func‐
tions is provided. The following images, which have been obtained from theMSDN website,
describe the syntax of these API functions:
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CryptProtectData:
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CryptUnprotectData:
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68.1.2 Verdict

The evaluator considers that the TSS provides enough information related to the method
used for persistent secrets and private keys storage. The vendor states that any persistent
data which the developer deems to be sensitive can be protected using DPAPI. After pro‐
tecting the data, the information is stored in a directory inside the user’s profile.
The vendor has also identified the available interfaces for data protection ﴾CryptProtectData
and CryptUnprotectData﴿, as well as the cryptographic algorithm used, AES‐256‐CBC, which
is one of the selected in the FCS_COP.1﴾SYM﴿ requirement.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

68.2 Test Activity

The assurance activity does not require any testing activities for this requirement.

68.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM.2.1.
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69 FCS_EAP_EXT.1

The assurance activity for the FCS_EAP_EXT.1 requirement is stated as follows:

The evaluator shall verify that the guidance documents describe any config‐
urable features of the EAP or TLS functionality, including instructions for con‐
figuration of the authenticators and registration processes for clients.
The evaluator shall perform the following test﴾s﴿ based on the selections chosen:

• Test 1: The evaluator shall follow AGD guidance to configure the TSF to
use the EAP method claimed. The evaluator shall follow AGD guidance to
configure the TSF to use the authentication method claimed and, for EAP‐
TTLS, register a client with the appropriate key material required for the
authentication method. The evaluator shall establish an VPN session using
a test client with a valid certificate and, for EAP‐TTLS, configured to provide
a correct value for the configured authenticator. The evaluator shall observe
the the VPN session is successful.

• Test 2 ﴾conditional for EAP‐TTLS support﴿: The evaluator shall cause the
test client with a valid certificate to send an invalid authenticator for the
claimed authentication method: For HOTP, replay the HOTP value sent pre‐
viously, For TOTP or PSK, modify a byte of the properly constructed value,
and observe that the TSF aborts the session.

• Test 3: The evaluator shall establish a new, valid certificate for a test client
using an identifier not corresponding to a registered user. For EAP‐TTLS,
the evaluator shall cause the test client using this certificate to send a cor‐
rect authenticator value for the registered user. The evaluator shall initiate a
VPN session from the test client to the TSF and observe that the TSF aborts
the session.

• Test 4: The evaluator shall follow AGD guidance to configure the TSF to
use a supported EAP method and register the user with the key material
required for a supported authentication method. The evaluator shall con‐
figure a test client to respond to an IKEv2 exchange with EAP‐request, pro‐
viding valid phase 1 handshake and valid TLS handshake, but computing
the phase 2 shared key using standard ﴾non‐EAP﴿ methods. The evaluator
shall initiate a VPN session between the test client and the TSF, and observe
that the TSF aborts the session.
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69.1 Documentation Review activity

69.1.1 Findings

TheOperational Guidance document, defines in its section 4.2.3.2 Configuring certificate
validation for EAP‐TLS, that Windows supports EAP‐TLS and how to configure it using
rasphone.exe

Moreover, section 4.3.3 Available EAP‐TLS ciphersuites shows a table with the ciphersuites
available.

69.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

69.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

69.2.1 Test 1, Test 2, Test 3 and Test 4

69.2.1.1 Setup

• The scenario to perform the assurance activities according to the Protection Profile is
composed of the following elements:

– Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
– Client Machine ﴾Platforms listed in the ST﴿
– Scripts FCS_EAP_EXT.1.1.ps1 and deploy_vpn.sh are available in TOE

Both machines are in the same network with the following configuration:

– Testing Machine, IP = 20.20.20.100
– Windows Client Machine, IP = 20.20.20.50

69.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
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suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

69.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The results have obtained the same output inWindows 10 platforms, Windows 11 platforms
and Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

69.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1, Test 2, Test 3 and Test4 requirements established in the assurance
activity section.
Therefore, the PASS verdict is assigned to Test 1, Test 2, Test 3 & Test 4.
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69.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_EAP_EXT.1
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70 FCS_IPSEC_EXT.1.1

The assurance activity for the FCS_IPSEC_EXT.1.1 requirement is stated as follows:

The evaluator shall examine the TSS and determine that it describes how the
IPsec capabilities are implemented.
If the TOE is a standalone software application, the evaluator shall ensure that
the TSS asserts that all IPsec functionality is implemented by the TSF. The eval‐
uator shall also ensure that the TSS identifies what platform functionality the
TSF relies upon to support its IPsec implementation, if any ﴾e.g. does it invoke
cryptographic primitive functions from the platform’s cryptographic library, en‐
forcement of packet routing decisions by low‐ level network drivers﴿.
If the TOE is part of a general‐purpose desktop or mobile OS, the evaluator
shall ensure that the TSS describes at a high level the architectural relationship
between the VPN client portion of the TOE and the rest of the TOE ﴾e.g. is the
VPN client an integrated part of the OS or is it a standalone executable that is
bundled into the OS package﴿. If the SPD is implemented by the underlying
platform in this case, then the TSS describes how the client interacts with the
platform to establish and populate the SPD, including the identification of the
platform’s interfaces that are used by the client.
In all cases, the evaluator shall also ensure that the TSS describes how the client
interacts with the network stack of the platforms on which it can run ﴾e.g., does
the client insert itself within the stack via kernel mods, does the client simply
invoke APIs to gain access to network services﴿.
The evaluator shall ensure that the TSS describes how the SPD is implemented
and the rules for processing both inbound and outbound packets in terms of
the IPsec policy. The TSS describes the rules that are available and the result‐
ing actions available after matching a rule. The TSS describes how the available
rules and actions form the SPD using terms defined in RFC 4301 such as BYPASS
﴾e.g., no encryption﴿, DISCARD ﴾e.g., drop the packet﴿, and PROTECT ﴾e.g., en‐
crypt the packet﴿ actions defined in RFC 4301. As noted in section 4.4.1 of RFC
4301, the processing of entries in the SPD is non‐trivial and the evaluator shall
determine that the description in the TSS is sufficient to determine which rules
will be applied given the rule structure implemented by the TOE. For example,
if the TOE allows specification of ranges, conditional rules, etc., the evaluator
shall determine that the description of rule processing ﴾for both inbound and
outbound packets﴿ is sufficient to determine the action that will be applied, es‐
pecially in the case where two different rules may apply. This description shall
cover both the initial packets ﴾that is, no SA is established on the interface or for
that particular packet﴿ as well as packets that are part of an established SA.
Operational Guidance
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The evaluator shall examine the operational guidance to verify it describes how
the SPD is created and configured. If there is an administrative interface to the
client, then the guidance describes how the administrator specifies rules for pro‐
cessing a packet. The description includes all three cases ‐ a rule that ensures
packets are encrypted/decrypted, dropped, and allowing a packet to flow in
plaintext. The evaluator shall determine that the description in the operational
guidance is consistent with the description in the TSS, and that the level of detail
in the operational guidance is sufficient to allow the administrator to set up the
SPD in an unambiguous fashion. This includes a discussion of how ordering of
rules impacts the processing of an IP packet.
If the client is configured by an external application, such as the VPN gateway,
then the operational guidance should indicate this and provide a description of
how the client is configured by the external application. The description should
contain information as to how the SPD is established and set up in an unam‐
biguous fashion. The description should also include what is configurable via
the external application, how ordering of entries may be expressed, as well as
the impacts that ordering of entries may have on the packet processing.
In either case, the evaluator ensures the description provided In the TSS is consis‐
tent with the capabilities and description provided in the operational guidance.
Test
Depending on the implementation, the evaluator may be required to use a VPN
gateway or some form of application to configure the client and platform. For
Test 2, the evaluator is required to choose an application that allows for the
configuration of the full set of capabilities of the VPN client ﴾in conjunction with
the platform﴿. For example, if the client provides a robust interface that allows
for specification of wildcards, subnets, etc., it is unacceptable for the evaluator
to choose a VPN Gateway that only allows for specifying a single fully qualified
IP addresses in the rule.
The evaluator shall perform the following tests:

• Test 1: The evaluator shall configure an SPD on the client that is capable
of the following: dropping a packet, encrypting a packet, and allowing a
packet to flow in plaintext. The selectors used in the construction of the
rule shall be different such that the evaluator can generate a packet and
send packets to the client with the appropriate fields ﴾fields that are used
by the rule ‐ e.g., the IP addresses, TCP/UDP ports﴿ in the packet header. The
evaluator performs both positive and negative test cases for each type of
rule. The evaluator observes via the audit trail, and packet captures that the
TOE exhibited the expected behavior: appropriate packets were dropped,
allowed through without modification, was encrypted by the IPsec imple‐
mentation.
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• Test 2: The evaluator shall devise several tests that cover a variety of sce‐
narios for packet processing. These scenarios must exercise the range of
possibilities for SPD entries and processing modes as outlined in the TSS
and operational guidance. Potential areas to cover include rules with over‐
lapping ranges and conflicting entries, inbound and outbound packets, and
packets that establish SAs as well as packets that belong to established SAs.
The evaluator shall verify, via the audit trail and packet captures, for each
scenario that the expected behavior is exhibited, and is consistent with both
the TSS and the operational guidance.

70.1 Documentation Review activity

70.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, how the IPSec protocol
and its capabilities are implemented by Windows. To protect IP communications, Windows
implements the IPSec protocol as defined in RFC 4301. An explanation about how the net‐
work packets are processed and the relationship between the VPN client and the platform is
provided via links to the vendor website and the respective RFCs documents. For instance,
the following link, provided in the TSS, explains the IPSec architecture implemented by Win‐
dows, as well as, a description of the protocols. In addition, the TSS includes a table of all
the RFCs used by windows for its IPSec implementation and how it is used.
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Additionally, within this section of the TSS, it is explained the way the TOE processes the
network packets through a SPD. The SPD uses the traffic source, destination and transport
protocol to determine if a packet should be transmitted or received, blocked, or protected
with IPsec, based on firewall processing rules. In order to prevent unsolicited inbound traffic,
an authorized administrator does not need to define a final catch‐all rule which will discard
a network packet when no other rules in the SPD apply because Windows will discard the
packet.
In the provided link, the available rules and actions are explained in the terms defined for
the RFC 4301:

The Operational Guidance document, defines in its section 4.4.1 Configuring IPsec fire‐
wall rules using Windows Defender Firewall with Advance Security, the way the SPD
policy is created and managed. In Windows, the SPD policy is known as WFP ﴾Windows
Filtering Platform﴿. The way WFP works, how the rules are processed and how ordering of
rules impact the processing of the packets is explained in the provided links to the vendor
website:

• WFP Operation
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• IPsec Configuration

Finally, the instructions about configuring the SPD policy are provided based on the interface
used for managing the policy ﴾using the Windows user interface, a Group Policy, PowerShell,
ora MDM﴿.

70.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that it describes
how the IPSec capabilities are implemented and how the network packets are processed.
Moreover, the Operational Guidance document includes instructions about how the SPD
policies are created and configured. The information provided is consistent with the one
provided in the TSS section of the Security Target document.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

70.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

70.2.1 Test 1, Test 2 and Test 4 (FCS_IPSEC_EXT.1.2)

Bypass and Discard

70.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with administrator rights shall exist.
• Netcat tool is available on testing machine.
• Firewall audit logs are available and enabled for all profiles in Windows Defender Fire‐
wall.

• Following scripts are available:

– setup.sh
– deploy_vpn.sh
– Send‐UdpDatagram.ps1

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:
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• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.50
• Wiindows Client Machine, IP = 20.20.20.100

70.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

70.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

70.2.1.4 Setup
Before the test execution, the following setup condition must be fulfilled:

• The TOE is configured properly and it is available;

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:
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• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

70.2.1.5 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

70.2.1.6 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

70.2.1.7 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the ful‐
fillment of the Test 1 and Test 2 requirements established in the assurance activity section.
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70.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.1.
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71 FCS_IPSEC_EXT.1.2

The assurance activity for the FCS_IPSEC_EXT.1.2 requirement is stated as follows:
If both transport mode and tunnel mode are implemented, the evaluator shall
review the operational guidance to determine how the use of a given mode is
specified.
The evaluator shall perform the following test﴾s﴿ based on the selections chosen:
• Test 1 [conditional]: If tunnel mode is selected, the evaluator uses the
operational guidance to configure the TOE to operate in tunnel mode and
also configures a VPN gateway to operate in tunnel mode. The evaluator
configures the TOE and the VPN gateway to use any of the allowable crypto‐
graphic algorithms, authentication methods, etc. to ensure an allowable SA
can be negotiated. The evaluator shall then initiate a connection from the
client to connect to the VPN GW peer. The evaluator observes ﴾for example,
in the audit trail and the captured packets﴿ that a successful connection was
established using the tunnel mode.

• Test 2 [conditional]: If transport mode is selected, the evaluator uses the
operational guidance to configure the TOE to operate in transport mode
and also configures an IPsec peer to accept IPsec connections using trans‐
port mode. The evaluator configures the TOE and the endpoint device to
use any of the allowed cryptographic algorithms, authentication methods,
etc. to ensure an allowable SA can be negotiated. The evaluator then ini‐
tiates a connection from the TOE to connect to the remote endpoint. The
evaluator observes ﴾for example, in the audit trail and the captured packets﴿
that a successful connection was established using the transport mode.

• Test 3 [conditional]: If both tunnel mode and transport mode are selected,
the evaluator shall perform both Test 1 and Test 2 above, demonstrating
that the TOE can be configured to support both modes.

• Test 4 [conditional]: If both tunnel mode and transport mode are selected,
the evaluator shall modify the testing for FCS_IPSEC_EXT.1 to include the
supported mode for SPD PROTECT entries to show that they only apply to
traffic that is transmitted or received using the indicated mode.

71.1 Documentation Review activity

71.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, that Windows imple‐
ments both RFCS 2409, Internet Key Exchange ﴾IKEv1﴿, and RFC 4306, Internet Key Exchange
version 2, ﴾IKEv2﴿. Windows IPsec supports both tunnel mode and transport mode and pro‐
vides an option for NAT transversal. The RAS VPN interface uses tunnel mode only.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

620



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 71 FCS_IPSEC_EXT.1.2

The Operational Guidance document, defines in its section 4.4.2 Configuring and using
VPN connections and the VPN client, thatWindows supports Network Address Translation
﴾NAT﴿ traversal automatically as part of the IKEv1 and IKEv2 protocols. No configuration is
needed or possible. Security association lifetime settings for IKEv2 may only be configured
on the VPN gateway. No client configuration is needed or possible in the VPN client. For
IKEv1 connections, Windows supports only main mode. It is not possible to configure IKEv1
to use aggressive mode. For IKEv1 connections, XAUTH is not supported.
IKEv1 and L2PT/IPSec does not support Tunnel Mode and IKEv2 only supports Tunnel
Mode.

71.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

71.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

71.2.1 Test 1, Test 2 & Test 3

71.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Firewall audit logs are enabled for all the profiles in Windows’s firewall.
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.2.ps1 is available in TOE
• Script deploy_vpn.sh is available in server

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50
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71.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

71.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

71.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 & Test 2 & Test 3 requirements established in the assurance activity
section.
Therefore, the PASS verdict is assigned to Test 1, Test 2 & Test 3.
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71.2.2 Test 4

This test was performed together with the tests associated for the FCS_IPSEC_EXT.1.1 re‐
quirement. The required setup, procedure, results and verdict will be described there.

71.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.2.
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72 FCS_IPSEC_EXT.1.3

The assurance activity for the FCS_IPSEC_EXT.1.3 requirement is stated as follows:

The evaluator shall check that the operational guidance provides instructions on
how to construct or acquire the SPD and uses the guidance to configure the TOE
for the following test.
Operational Guidance
The evaluator checks that the operational guidance provides instructions on how
to construct or acquire the SPD and uses the guidance to configure the TOE/‐
platform for the following test.
Test
The evaluator shall perform the following test:

• Test 1: The evaluator shall configure the SPD such that it has entries that
contain operations that DISCARD, PROTECT, and ﴾if applicable﴿ BYPASS net‐
work packets. The evaluator may use the SPD that was created for verifica‐
tion of FCS_IPSEC_EXT.1.1. The evaluator shall construct a network packet
that matches a BYPASS entry and send that packet. The evaluator should
observe that the network packet is passed to the proper destination in‐
terface with no modification. The evaluator shall then modify a field in the
packet header; such that it no longer matches the evaluator‐created entries
﴾there may be a “TOE‐created” final entry that discards packets that do not
match any previous entries﴿. The evaluator sends the packet, and observes
that the packet was not permitted to flow to any of the TOE’s interfaces.

72.1 Documentation Review activity

72.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, the way the TOE pro‐
cesses the network packets through a SPD. The SPD uses the traffic source, destination and
transport protocol to determine if a packet should be transmitted or received, blocked, or
protected with IPsec, based on firewall processing rules. In order to prevent unsolicited
inbound traffic, an authorized administrator does not need to define a final catch‐all rule
which will discard a network packet when no other rules in the SPD apply because Windows
will discard the packet.
In addition, there is a link to the vendor website where it is explained the SPD default be‐
haviour when no rules are defined:
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The Operational Guidance document, defines in its section 4.4.1 Configuring IPsec fire‐
wall rules using Windows Defender Firewall with Advance Security, the way the SPD
policy is created and managed. In Windows, the SPD policy is known as WFP ﴾Windows
Filtering Platform﴿. The way WFP works, how the rules are processed and how ordering of
rules impact the processing of the packets is explained in the provided links to the vendor
website:

• WFP Operation
• IPsec Configuration

Finally, the instructions about configuring the SPD policy are provided based on the interface
used for managing the policy ﴾using the Windows user interface, a Group Policy, PowerShell,
ora MDM﴿.

72.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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72.2 Test Activity

72.2.1 Test 1

72.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• TOE is configured properly and it is available;
• Firewall audit logs are available and enabled for all profiles in Windows Defender Fire‐
wall;

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

72.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

72.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

72.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

72.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.3.
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73 FCS_IPSEC_EXT.1.4

The assurance activity for the FCS_IPSEC_EXT.1.4 requirement is stated as follows:

The evaluator shall examine the TSS to verify that the algorithms AES‐GCM‐128
and AES‐GCM‐256 are implemented. If the ST author has selected either AES‐
CBC‐128 or AES‐CBC‐256 in the requirement, then the evaluator verifies the TSS
describes these as well. In addition, the evaluator ensures that the SHA‐based
HMAC algorithm conforms to the algorithms specified in FCS_COP.1﴾4﴿ Crypto‐
graphic Operations ﴾for keyed‐hash message authentication﴿.

The evaluator checks the operational guidance to ensure it provides instructions
on how the TOE is configured to use the algorithms selected in this component
andwhether this is performed through direct configuration, defined during initial
installation, or defined by acquiring configuration settings from an environmen‐
tal component.

• Test 1: The evaluator shall configure the TOE/platform as indicated in the
operational guidance configuring the TOE/platform to using each of the
AES‐GCM‐128, and AES‐GCM‐256 algorithms, and attempt to establish a
connection using ESP. If the ST Author has selected either AES‐CBC‐128
or AES‐CBC‐256, the TOE/platform is configured to use those algorithms
and the evaluator attempts to establish a connection using ESP for those
algorithms selected.

73.1 Documentation Review activity

73.1.1 Findings

The Security Target document, defines in its section 6.2.3.4 IPsec, that Windows 10, Win‐
dows 11 andWindows Server implements AES‐GCM‐128, AES‐GCM‐256, AES‐CBC‐128, and
AES‐CBC‐256 as encryption algorithms for the encapsulating security payload ﴾ESP﴿. How‐
ever only AES‐CBC‐128 and AES‐CBC‐256 can be used for IKEv1 and IKEv2 to protect the
encrypted payload. The resulting potential strength of the symmetric key will be 128 or 256
bits of security depending on whether the IPsec VPN client and IPsec VPN server agreed to
use a 128 or 256 AES symmetric key to protect the network traffic. Windows implements
HMAC‐SHA1, HMAC‐SHA‐256 and HMAC‐SHA‐384 as authentication algorithms for key
exchange as well as Diffie‐Hellman Groups 14, 19, and 20 . The IPsec VPN client will pro‐
pose a cryptosuite to the IPsec VPN server; if the server responds with a cryptosuite that the
client supports, the client will use the server’s proposed cryptosuite instead. If the IPsec VPN
client and server cannot agree on a cryptosuite, either side may terminate the connection
attempt.
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The Operational Guidance document, defines in its section 4.4.2.2 Configuring VPN us‐
ing PowerShell, with Set‐VpnConnectionIPsecConfiguration cmdlet may be used to specify
additional IPsec parameters, including the encryption algorithm, e.g. AES128 or AES 256. The
following article provides more information on Set‐VpnConnectionIPsecConfiguration:

• Set‐VpnConnectionIPsecConfiguration

73.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

73.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

73.2.1 Test 1

73.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.4.ps1 is available in TOE
• Script deploy_server.sh is available in Testing Machine

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

73.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].
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73.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

73.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

73.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.4.
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74 FCS_IPSEC_EXT.1.5

The assurance activity for the FCS_IPSEC_EXT.1.5 requirement is stated as follows:

The evaluator shall examine the TSS to verify that IKEv1, IKEv2, or both IKEv1 and
IKEv2 are implemented. If IKEv1 is implemented, the evaluator shall verify that
the TSS indicates whether or not XAUTH is supported, and that aggressive mode
is not used for IKEv1 Phase 1 exchanges ﴾i.e. only main mode is used﴿. It may be
that these are configurable options.
The evaluator shall check the operational guidance to ensure it instructs the ad‐
ministrator how to configure the TOE to use IKEv1, IKEv2, or both ﴾as selected﴿,
and uses the guidance to configure the TOE to perform NAT traversal for the test
below. If XAUTH is implemented, the evaluator shall verify that the operational
guidance provides instructions on how it is enabled or disabled.
If the TOE supports IKEv1, the evaluator shall verify that the operational guidance
either asserts that only main mode is used for Phase 1 exchanges, or provides
instructions for disabling aggressive mode.

• Test 1: The evaluator shall configure the TOE so that it will perform NAT
traversal processing as described in the TSS and RFC 7296, section 2.23. The
evaluator shall initiate an IPsec connection and determine that the NAT is
successfully traversed. If the TOE supports IKEv1 with or without XAUTH,
the evaluator shall verify that this test can be successfully repeated with
XAUTH enabled and disabled in the manner specified by the operational
guidance. If the TOE only supports IKEv1 with XAUTH, the evaluator shall
verify that connections not using XAUTH are unsuccessful. If the TOE only
supports IKEv1 without XAUTH, the evaluator shall verify that connections
using XAUTH are unsuccessful.

• Test 2 [conditional]: If the TOE supports IKEv1, the evaluator shall perform
any applicable operational guidance steps to disable the use of aggressive
mode and then attempt to establish a connection using an IKEv1 Phase 1
connection in aggressive mode. This attempt should fail. The evaluator
shall show that the TOE will reject a VPN gateway from initiating an IKEv1
Phase 1 connection in aggressive mode. The evaluator should then show
that main mode exchanges are supported.

74.1 Documentation Review activity

74.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, that Windows imple‐
ments both RFCS 2409, Internet Key Exchange ﴾IKEv1﴿, and RFC 4306, Internet Key Exchange
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version 2, ﴾IKEv2﴿. Windows IPsec supports both tunnel mode and transport mode and pro‐
vides an option for NAT transversal. The RAS VPN interface uses tunnel mode only. In this
section the evaluator can find a whole list of RFCs implementation on Windows. In this sec‐
tion the evaluator can find a whole list of RFC implementation on Windows. In this list there
isn’t a RFC of IKEv1 protocol which has the implementation of XAUTH.
The Operational Guidance document, defines in its section 4.4.2 Configuring and using
VPN connections and the VPN client, thatWindows supports Network Address Translation
﴾NAT﴿ traversal automatically as part of the IKEv1 and IKEv2 protocols. No configuration is
needed or possible. Client security association lifetime settings for IKEv1 and IKEv2 in tunnel
mode are configured on the VPN gateway. No client configuration is needed or possible in
the VPN client. For IKEv1 connections, Windows supports only main mode. It is not possible
to configure IKEv1 to use aggressive mode. For IKEv1 connections, XAUTH is not supported.
Also states the different ways to configure this properties through the different interfaces.

74.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

74.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

74.2.1 Test 1

74.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Scripts FCS_IPSEC_EXT.1.5.ps1 and deploy_vpn.sh are available in TOE

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50
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74.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

74.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

74.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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74.2.2 Test 2

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.5.ps1 is available in TOE

Both machines are in the same network with the following configuration:

• Server Machine, IP = 20.20.20.100
• Client Machine, IP = 20.20.20.50

74.2.2.1 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

74.2.2.2 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

74.2.2.3 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

74.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.5.
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75 FCS_IPSEC_EXT.1.6

The assurance activity for the FCS_IPSEC_EXT.1.6 requirement is stated as follows:

The evaluator shall ensure the TSS identifies the algorithms used for encrypting
the IKEv1 and/or IKEv2 payload, and that the algorithms AES‐CBC‐128, AES‐CBC‐
256 are specified, and if others are chosen in the selection of the requirement,
those are included in the TSS discussion.
The evaluator checks the operational guidance to ensure it provides instructions
on how the TOE is configured to use the algorithms selected in this component
andwhether this is performed through direct configuration, defined during initial
installation, or defined by acquiring configuration settings from an environmen‐
tal component.
The evaluator shall use the operational guidance to configure the TOE/platform
﴾or to configure the Operational Environment to have the TOE receive configu‐
ration﴿ to perform the following test for each cipher suite selected:

• Test 1: The evaluator shall configure the TOE to use the ciphersuite under
test to encrypt the IKE payload for each supported IKE version and establish
a connection with a peer device, which is configured to only accept the pay‐
load encrypted using the indicated ciphersuite. The evaluator will confirm
the algorithm was that used in the negotiation. The evaluator will confirm
that the connection is successful by confirming that data can be passed
through the connection once it is established. For example, the evaluator
may connect to a webpage on the remote network and verify that it can be
reached.

75.1 Documentation Review activity

75.1.1 Findings

The Security Target document, defines in its section 6.2.1 Cryptographic Algorithms and
operations, that the Cryptography API, Next Generation ﴾CNG﴿ API, is designed to be ex‐
tensible at many levels and agnostic to cryptographic algorithm suites. Windows uses CNG
exclusively for its own encryption needs and provides public APIs for external developers.
An important feature of CNG is its native implementation of the Suite B algorithms, includ‐
ing algorithms for AES ﴾128, 192, 256 key sizes﴿[ Note that the 192‐bit key size is not used
by Windows but is available to developers.], the SHA‐1 and SHA‐2 family ﴾SHA‐256, SHA‐
384 and SHA‐512﴿ of hashing algorithms, elliptic curve Diffie Hellman ﴾ECDH﴿, and elliptical
curve DSA ﴾ECDSA﴿ over the NIST‐standard prime curves P‐256, P‐384, and P‐521.
The Operational Guidance document, defines in its section 4.4.2.2 Configuring VPN us‐
ing PowerShell, with Set‐VpnConnectionIPsecConfiguration cmdlet may be used to specify
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additional IPsec parameters, including the encryption algorithm, e.g. AES128 or AES 256. The
following article provides more information on Set‐VpnConnectionIPsecConfiguration:

• Set‐VpnConnectionIPsecConfiguration

75.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

75.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

75.2.1 Test 1

75.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.6.ps1 is available in TOE
• Script deploy_server.sh is available in Testing Machine

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

75.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

75.2.1.3 Results
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The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2
• Dell PowerEdge R640
• Microsoft Surface Go 3
• Dell PowerEdge R640
• Zebra L10ax / RTL 10C1
• Dell Latitude 9520
• Zebra ET80A Tablet
• Voyager Klaas Telecom
• Microsoft Windows Server 2019 Hyper‐V
• Dell PowerEdge R760xp
• Surface Studio 2+

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

75.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

75.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.6.
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76 FCS_IPSEC_EXT.1.7

The assurance activity for the FCS_IPSEC_EXT.1.7 requirement is stated as follows:

TSS
There are no TSS Assurance Activities for this requirement.
Operational Guidance
The evaluator shall check the operational guidance to ensure it provides instruc‐
tions on how the TOE configures the values for SA lifetimes. In addition, the
evaluator shall check that the guidance has the option for either the Administra‐
tor or VPN Gateway to configure Phase 1 SAs if time‐based limits are supported.
Currently there are no values mandated for the number of packets or number of
bytes, the evaluator shall simply check the operational guidance to ensure that
this can be configured if selected in the requirement.
Test
When testing this functionality, the evaluator needs to ensure that both sides
are configured appropriately. From the RFC “A difference between IKEv1 and
IKEv2 is that in IKEv1 SA lifetimes were negotiated. In IKEv2, each end of the SA
is responsible for enforcing its own lifetime policy on the SA and rekeying the
SA when necessary. If the two ends have different lifetime policies, the end with
the shorter lifetime will end up always being the one to request the rekeying. If
the two ends have the same lifetime policies, it is possible that both will initiate
a rekeying at the same time ﴾which will result in redundant SAs﴿. To reduce
the probability of this happening, the timing of rekeying requests SHOULD be
jittered.” Each of the following tests shall be performed for each version of IKE
selected in the FCS_IPSEC_EXT.1.5 protocol selection:

• Test 1 [conditional]: The evaluator shall configure a maximum lifetime
in terms of the # of packets ﴾or bytes﴿ allowed following the operational
guidance. The evaluator shall establish an SA and determine that once the
allowed # of packets ﴾or bytes﴿ through this SA is exceeded, the connection
is closed.

• Test 2 [conditional]: The evaluator shall construct a test where a Phase 1
SA is established and attempted to be maintained for more than 24 hours
before it is renegotiated. The evaluator shall observe that this SA is closed
or renegotiated in 24 hours or less. If such an action requires that the TOE
be configured in a specific way, the evaluator shall implement tests demon‐
strating that the configuration capability of the TOE works as documented
in the operational guidance.

• Test 3 [conditional]: The evaluator shall perform a test similar to Test 2 for
Phase 2 SAs, except that the lifetime will be 8 hours or less instead of 24
hours or less.
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• Test 4 [conditional]: If a fixed limit for IKEv1 SAs is supported, the evaluator
shall establish an SA and observe that the connection is closed after the
fixed traffic or time value is reached.

76.1 Documentation Review activity

76.1.1 Findings

The Operational Guidance document, defines in its section 6.4.2.5 VPN client security
association lifetime, that SA lifetime settings for tunnel mode using the RAS IPsec VPN
interface for IKEv1 and IKEv2 are configured on the VPN gateway. The default values used
for lifetimes by the RAS IPsec VPN Client are shown below:

• Main Mode

– Lifetime in Seconds: 28800

• Quick Mode

– Lifetime in Seconds: 3600
– Lifetime in Packets: 2147483647
– Lifetime in Kilobytes: 250000
– Idle Duration in Seconds: 300

If the connection is broken due to network interruption, then the established SA remains in
use until the SA lifetime limits are reached.
Moreover, section 6.4.3.2 Configuring IPsec security association lifetime using Power‐
Shell states that security association ﴾SA﴿ lifetimes for IKEv1 are configured locally when
using transport mode. When using tunnel mode, SA lifetimes are configured on the VPN
gateway. To configure SA lifetimes, it can be used Windows PowerShell cmdlets or Group
Policy objects, however, cmdlets are the preferred solution for configuring IKEv1 SA lifetime,
among other parameters, for both main mode ﴾phase 1﴿ and quick mode ﴾phase 2﴿.
There are several links to the vendor website with instructions for configuring both modes:
PowerShell configuration of main mode:

• New‐NetIPsecMainModeCryptoSet

PowerShell configuration of quick mode:

• New‐NetIPsecQuickModeCryptoProposal

Group policy configuration:

• Configure Key Exchange
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76.1.2 Verdict

The evaluator has reviewed the Operational Guidance document and has ensured that it
includes instructions about how to configures the values for SA lifetimes.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

76.2 Test Activity

76.2.1 Test 1, Test 2 and Test 3

76.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with administrator rights shall exist.
• The PowerShell execution policy shall be configured to allow the execution of Power‐
Shell scripts. To do it, execute in a Powershell terminal with administrator rights the
command:

Set‐ExecutionPolicy Unrestricted ‐Force

• Script FCS_IPSEC_EXT.1.7.ps1 shall be available in the Windows Client Machine.
• deploy_vpn.sh_ shall be available in the Testing Machine.
• PSTools are available in the Windows Client Machine.
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Testing Machine 2 ﴾Windows Server 2019﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Testing Machine, IP = 20.20.20.101
• Windows Client Machine, IP = 20.20.20.50

76.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

76.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

76.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfilment of the Test 1, Test 2 and Test 3 requirements established in the assurance activity
section.
Therefore, the PASS verdict is assigned to Test 1, Test 2 and Test 3.

76.2.2 Test 4

76.2.2.1 Setup
The applicable setup for this test is the same as the one defined in the previous test cases.

76.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

76.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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76.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

76.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.7.
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77 FCS_IPSEC_EXT.1.8

The assurance activity for the FCS_IPSEC_EXT.1.8 requirement is stated as follows:

The evaluator shall check to ensure that the DH groups specified in the require‐
ment are listed as being supported in the TSS. If there is more than one DH group
supported, the evaluator checks to ensure the TSS describes how a particular DH
group is specified/negotiated with a peer.
There are no AGD Assurance Activities for this requirement.
The evaluator shall perform the following test:

• Test 1: For each supported DH group, the evaluator shall test to ensure
that all supported IKE protocols can be successfully completed using that
particular DH group.

77.1 Documentation Review activity

77.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, that Windows 10, Win‐
dows 11 andWindowes Server implement AES‐GCM‐128, AES‐GCM‐256, AES‐CBC‐128, and
AES‐CBC‐256 as encryption algorithms for the encapsulating security payload ﴾ESP﴿. How‐
ever only AES‐CBC‐128 and AES‐CBC‐256 can be used for IKEv1 and IKEv2 to protect the
encrypted payload. The resulting potential strength of the symmetric key will be 128 or 256
bits of security depending on whether the IPsec VPN client and IPsec VPN server agreed to
use a 128 or 256 AES symmetric key to protect the network traffic. Windows implements
HMAC‐SHA1, HMAC‐SHA‐256 and HMAC‐SHA‐384 as authentication algorithms for key
exchange as well as Diffie‐Hellman Groups 14, 19, 20 and 24 . The IPsec VPN client will pro‐
pose a cryptosuite to the IPsec VPN server; if the server responds with a cryptosuite that the
client supports, the client will use the server’s proposed cryptosuite instead. If the IPsec VPN
client and server cannot agree on a cryptosuite, either side may terminate the connection
attempt.

77.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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77.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

77.2.1 Test 1

77.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.8.ps is available in TOE
• Script deploy_vpn.sh is avalaible in VPN server
• Script generate_certs.sh is avalaible in VPN server
• Script FCS_IPSEC_EXT.1.8.sh is avalaible in VPN server

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

77.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

77.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
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• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

77.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

77.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.8.
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78 FCS_IPSEC_EXT.1.9

The assurance activity for the FCS_IPSEC_EXT.1.9 requirement is stated as follows:

The TSF shall generate the secret value x used in the IKE DH key exchange ﴾“x”
in g^x mod p﴿ using the random bit generator specified in FCS_RBG_EXT.1, and
having a length of at least [224,256,384] bits.

78.1 Documentation Review activity

78.1.1 Findings

The Security Target document, defines in its section 6.2.1 Cryptographic Algorithms and
Operations, that that deterministic random bit generation ﴾DRBG﴿ is implemented in accor‐
dance with NIST Special Publication 800‐90. Windows generates random bits by taking
the output of a cascade of two SP800‐90 AES‐256 counter mode based DRBGs in kernel‐
mode and four cascaded SP800‐90 AES‐256 DRBGs in user‐mode; programmatic callers can
choose to obtain either 128 or 256 bits from the RBG which is seeded from the Windows
entropy pool. Windows has different entropy sources ﴾deterministic and nondeterministic﴿
which produce entropy data that is used for random numbers generation. In particular, this
entropy data together with other data ﴾such as the nonce﴿ seed the DRBG algorithm. The
entropy pool is populated using the following values:

• An initial entropy value from a seed file provided to the Windows OS Loader at boot
time ﴾512 bits of entropy﴿.

• A calculated value based on the high‐resolution CPU cycle counter which fires after
every 1024 interrupts ﴾a continuous source providing 16384 bits of entropy﴿.

• Random values gathered periodically from the Trusted Platform Module ﴾TPM﴿, ﴾320
bits of entropy on boot, 384 bits thereafter on demand based on an OS timer﴿.

• Random values gathered periodically by calling the RDRAND CPU instruction, ﴾256
bits of entropy on demand based on an OS timer﴿.

Finally, according to section 6.2.1 Cryptographic Algorithms and Operations of the Secu‐
rity Target document, Windows shall be running in FIPS validated mode. In this mode, all
used algorithms must be FIPS approved. The evaluator has followed instructions in section
3.2.5 FIPS 140 Approved cryptography mode of the Operational Guidance document
for setting this mode.
There are no AGD Assurance Activities for this requirement.
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78.1.2 Verdict

The evaluator considers that the TSS provides enough information related to DRBG and
related to nonces length.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

78.2 Test Activity

There are no test Assurance Activities for this requirement.

78.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.9.
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79 FCS_IPSEC_EXT.1.10

The assurance activity for the FCS_IPSEC_EXT.1.10 requirement is stated as follows:

The TSF shall generate nonces used in IKE exchanges in a manner such that the
probability that a specific nonce value will be repeated during the life a specific
IPsec SA is less than 1 in 2^256.

79.1 Documentation Review activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.9.

79.2 Test Activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.9.

79.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.10.
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80 FCS_IPSEC_EXT.1.11

The assurance activity for the FCS_IPSEC_EXT.1.11 requirement is stated as follows:

The evaluator shall ensures that the TSS whether peer authentication is per‐
formed using RSA, ECDSA, or both.
If any selection with pre‐shared keys is chosen in the selection, the evaluator shall
check to ensure that the TSS describes how those selections work in conjunction
with authentication of IPsec connections.
The evaluator shall ensure that the TSS describes how the TOE compares the
peer’s presented identifier to the reference identifier. This description shall in‐
clude whether the certificate presented identifier is compared to the ID payload
presented identifier, which fields of the certificate are used as the presented
identifier ﴾DN, Common Name, or SAN﴿ and, if multiple fields are supported, the
logical order comparison. If the ST author assigned an additional identifier type,
the TSS description shall also include a description of that type and the method
by which that type is compared to the peer’s presented certificate.
The evaluator shall check that the operational guidance describes how pre‐
shared keys are to be generated and established.
The evaluator ensures the operational guidance describes how to set up the
TOE/platform to use the cryptographic algorithms RSA and/or ECDSA.
In order to construct the environment and configure the TOE/platform for the
following tests, the evaluator will ensure that the operational guidance also de‐
scribes how to configure the TOE/platform to connect to a trusted CA, and en‐
sure a valid certificate for that CA is loaded into the TOE/platform as a trusted
CA.
The evaluator shall also ensure that the operational guidance includes the con‐
figuration of the reference identifier﴾s﴿ for the peer.
For efficiency’s sake, the testing that is performed here has been combined
with the testing for FIA_X509_EXT.2.1﴾for IPsec connections﴿, FCS_IPSEC_
EXT.1.12, FCS_IPSEC_EXT.1.13 and FIA_X509_EXT.2.3. The following tests
shall be repeated for each peer authentication protocol selected in the FCS_
IPSEC_EXT.1.11 selection above:

• Test 1: The evaluator shall have the TOE generate a public‐private key pair,
and submit a CSR ﴾Certificate Signing Request﴿ to a CA ﴾trusted by both the
TOE and the peer VPN used to establish a connection﴿ for its signature. The
values for the DN ﴾Common Name, Organization, Organizational Unit, and
Country﴿ will also be passed in the request. Alternatively, the evaluator may
import to the TOE a previously generated private key and corresponding
certificate.
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• Test 2: The evaluator shall configure the TOE to use a private key and as‐
sociated certificate signed by a trusted CA and shall establish an IPsec con‐
nection with the peer.

• Test 3: The evaluator shall test that the TOE can properly handle revoked
certificates ‐ conditional on whether CRL or OCSP is selected; if both are
selected, and then a test is performed for each method. For this current
version of the PP‐Module, the evaluator has to only test one up in the trust
chain ﴾future drafts may require to ensure the validation is done up the en‐
tire chain﴿. The evaluator shall ensure that a valid certificate is used, and
that the SA is established. The evaluator then attempts the test with a cer‐
tificate that will be revoked ﴾for each method chosen in the selection﴿ to
ensure when the certificate is no longer valid that the TOE will not establish
an SA.

• Test 4 [conditional]: For each selection made, the evaluator shall verify
factors are required, as indicated in the operational guidance, to establish
an IPsec connection with the server.

For each supported identifier type ﴾excluding DNs﴿, the evaluator shall repeat
the following tests:

• Test 5: For each field of the certificate supported for comparison, the eval‐
uator shall configure the peer’s reference identifier on the TOE ﴾per the ad‐
ministrative guidance﴿ to match the field in the peer’s presented certificate
and shall verify that the IKE authentication succeeds.

• Test 6: For each field of the certificate support for comparison, the evalua‐
tor shall configure the peer’s reference identifier on the TOE ﴾per the admin‐
istrative guidance﴿ to not match the field in the peer’s presented certificate
and shall verify that the IKE authentication fails.

The following tests are conditional

• Test 7 [conditional]: If, according to the TSS, the TOE supports both Com‐
mon Name and SAN certificate fields and uses the preferred logic outlined
in the Application Note, the tests above with the Common Name field shall
be performed using peer certificates with no SAN extension. Additionally,
the evaluator shall configure the peer’s reference identifier on the TOE to
not match the SAN in the peer’s presented certificate but to match the
Common Name in the peer’s presented certificate, and verify that the IKE
authentication fails.

• Test 8 [conditional]: If the TOE supports DN identifier types, the evaluator
shall configure the peer’s reference identifier on the TOE ﴾per the adminis‐
trative guidance﴿ to match the subject DN in the peer’s presented certificate
and shall verify that the IKE authentication succeeds. To demonstrate a bit‐
wise comparison of the DN, the evaluator shall change a single bit in the
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DN ﴾preferably, in an Object Identifier ﴾OID﴿ in the DN﴿ and verify that the
IKE authentication fails. To demonstrate a comparison of DN values, the
evaluator shall change any one of the four DN values and verify that the
IKE authentication fails.

• Test 9 [conditional]: If the TOE supports both IPv4 and IPv6 and supports
IP address identifier types, the evaluator must repeat test 1 and 2 with both
IPv4 address identifiers and IPv6 identifiers. Additionally, the evaluator shall
verify that the TOE verifies that the IP header matches the identifiers by set‐
ting the presented identifiers and the reference identifier with the same IP
address that differs from the actual IP address of the peer in the IP headers
and verifying that the IKE authentication fails.

• Test 10 [conditional]: If, according to the TSS, the TOE performs compar‐
isons between the peer’s ID payload and the peer’s certificate, the evaluator
shall repeat the following test for each combination of supported identifier
types and supported certificate fields ﴾as above﴿. The evaluator shall con‐
figure the peer to present a different ID payload than the field in the peer’s
presented certificate and verify that the TOE fails to authenticate the IKE
peer.

80.1 Documentation Review activity

80.1.1 Findings

TheOperational Guidance document, defines in its section 4.4.3.5 Using pre‐shared keys,
that Windows supports the use of pre‐shared keys for IKEv1 / L2TP connections. The secret
value for the pre‐shared key must be a text‐based value manually entered in the input field
for a pre‐shared key. The secret value must match the secret value configured on the VPN
server. While the secret can be any length, it should include at least 22 characters and up to
10000 characters as determined at the discretion of the administrator. For example organi‐
zational policies can enforce the use of strong passwords containing a minimum number of
characters using at least one upper and one lower case letter, one number, and one special
character from among the following: ! @ # $ % ^ & * ﴾﴿.
The Operational Guidance document, defines in its section 4.4.3.3 Configuring authen‐
tication signature algorithms, that Windows supports the following signature algorithms
for IPsec authentication with certificates:

• RSA
• ECDSA P256
• ECDSA P384

There is a official documentation where the configuration could be consulted New‐
NetIPsecAuthProposal.
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The Operational Guidance document, details in its section 4.2 Managing X.509 certifi‐
cates, the processes for configuring the TOE platform to connect using trusted CA, and
ensuring that these CA are correctly loaded on the TOE platform.

80.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

80.2 Test Activity

80.2.1 Test 1

80.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Windows Client Machine ﴾Platforms listed in the ST﴿
• Platforms listed in the ST
• Script FCS_IPSEC_EXT.1.11.ps1 is available in TOE

80.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

80.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

80.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

80.2.2 Test 2

80.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.11.ps1 is available in TOE
• Script FCS_IPSEC_EXT.1.11.sh is available in Testing Machine
• Script FCS_IPSEC_EXT.1.11_test2.sh is available in Testing Machine
• generateCerts.sh and deploy_vpn.sh are available in Testing Machine

80.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

80.2.2.3 Results
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The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

80.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

80.2.3 Test 3

80.2.3.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.11.ps1 is available in TOE
• Script deploy_vpn.sh is available in testing machine
• Script FCS_IPSEC_EXT.1.11_test3.sh is available in testing machine

80.2.3.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

80.2.3.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

80.2.3.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

80.2.4 Test 4, 5, 6, 8, 10

80.2.4.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
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• Windows Client Machine ﴾Platforms listed in the ST﴿
• Domain test.com added to Windows Client’s host file
• Script FCS_IPSEC_EXT.1.11.ps1 is available in TOE
• Script deploy_vpn.sh is available in testing machine
• Script FCS_IPSEC_EXT.1.11_auxialiary.sh is available in testing machine

80.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

80.2.4.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

80.2.4.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 4, Test 5, Test 6, Test 8 and Test 10 requirements established in the
assurance activity section.
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Therefore, the PASS verdict is assigned to Test 4, Test 5, Test 6, Test 8 and Test 10.

80.2.5 Test 7 and Test 9

These tests are conditional and as stated in the section 6.2.3.3 IPsec of the Security Tar‐
get:

“Windows will validate certificates as described in section 6.4.1 by comparing the
Common Name of the certificate presented by the VPN gateway to the expected
values for the IP address or Fully Qualified Domain Name of the VPN gateway.”

For test 7 also, the TOE does not met the Application Note:

“Excluding the DN identifier type (which is necessarily the Subject DN in the peer
certificate), the TOE may support the identifier in either the Common Name or
Subject Alternative Name (SAN) or both.If both are supported, the preferred logic
is to compare the reference identifier to a presented SAN, and only if the peer’s cer‐
tificate does not contain a SAN, to fall back to a comparison against the Common
Name. In the future, the TOE will be required to compare the reference identifier
to the presented identifier in the SAN only, ignoring the Common Name.”

Therefore, this test not applicable in this evaluation since the condition is not met.

80.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.11.
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81 FCS_IPSEC_EXT.1.12

The assurance activity for the FCS_IPSEC_EXT.1.12 requirement is stated as follows:

The TSF shall not establish an SA if the IP address, Fully Qualified Domain Name
﴾FQDN﴿, Distinguished Name ﴾DN﴿ and no other reference identifier type con‐
tained in a certificate does not match the expected value﴾s﴿ for the entity at‐
tempting to establish a connection.

81.1 Documentation Review activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.11.

81.2 Test Activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.11.

81.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.12.
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82 FCS_IPSEC_EXT.1.13

The assurance activity for the FCS_IPSEC_EXT.1.13 requirement is stated as follows:

The TSF shall not establish an SA if the presented identifier does not match the
configured reference identifier of the peer.

82.1 Documentation Review activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.11.

82.2 Test Activity

Assurance Activities for this element are tested through Assurance Activities for FCS_IPSEC_
EXT.1.11.

82.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.13.
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83 FCS_IPSEC_EXT.1.14

The assurance activity for the FCS_IPSEC_EXT.1.14 requirement is stated as follows:

The evaluator shall check that the TSS describes the potential strengths ﴾in terms
of the number of bits in the symmetric key﴿ of the algorithms that are allowed for
the IKE and ESP exchanges. The TSS shall also describe the checks that are done
when negotiating IKEv1 Phase 2 and/or IKEv2 CHILD_SA suites to ensure that the
strength ﴾in terms of the number of bits of key in the symmetric algorithm﴿ of the
negotiated algorithm is less than or equal to that of the IKE SA this is protecting
the negotiation.
There are no AGD Assurance Activities for this requirement.
The evaluator follows the guidance to configure the TOE/platform to perform
the following tests.

• Test 1: This test shall be performed for each version of IKE supported. The
evaluator shall successfully negotiate an IPsec connection using each of the
supported algorithms and hash functions identified in the requirements.

• Test 2 [conditional]: This test shall be performed for each version of IKE
supported. The evaluator shall attempt to establish an SA for ESP that se‐
lects an encryption algorithm with more strength than that being used for
the IKE SA ﴾i.e., symmetric algorithm with a key size larger than that being
used for the IKE SA﴿. Such attempts should fail.

• Test 3: This test shall be performed for each version of IKE supported. The
evaluator shall attempt to establish an IKE SA using an algorithm that is
not one of the supported algorithms and hash functions identified in the
requirements. Such an attempt should fail.

• Test 4: This test shall be performed for each version of IKE supported. The
evaluator shall attempt to establish an SA for ESP ﴾assumes the proper pa‐
rameters where used to establish the IKE SA﴿ that selects an encryption al‐
gorithm that is not identified in FCS_IPSEC_EXT.1.4. Such an attempt should
fail.

83.1 Documentation Review activity

83.1.1 Findings

The Security Target document, defines in its section 6.2.1 Cryptographic Algorithms and
Operations, that the Cryptography API: Next Generation ﴾CNG﴿ API is designed to be exten‐
sible at many levels and agnostic to cryptographic algorithm suites. The CNG provider for
random number generation is the AES_CTR_DRBG, when Windows requires the use of a salt
it uses the Windows RBG. The encryption and decryption operations are performed by in‐

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

661



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 83 FCS_IPSEC_EXT.1.14

dependent modules, known as Cryptographic Service Providers ﴾CSPs﴿. Windows generates
symmetric keys ﴾AES keys﴿ using the FIPS Approved random number generator.
The Security Target document, defines in its section 6.2.2 Cryptographic Algorithm Val‐
idation, that CNG performs a key error detection check on each transfer of key ﴾internal
and intermediate transfers﴿. CNG prevents archiving of expired ﴾private﴿ signature keys and
destroys non‐persistent cryptographic keys. In this section the different keys used its shown
in table 32 Types of Keys Used by Windows, as shown below.
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83.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

83.2 Test Activity

83.2.1 Test 1, Test 2, Test 3 and Test 4

83.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Script FCS_IPSEC_EXT.1.14.ps1 is available in TOE
• Script deplot_vpn.sh is available in testing machine

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

83.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

83.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿ Gen3
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• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

83.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1, Test 2, Test 3 and Test 4 requirements established in the assurance
activity section.
Therefore, the PASS verdict is assigned to Test 1, Test 2, Test 3 and Test 4.

83.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_IPSEC_EXT.1.14.
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84 FDP_IFC_EXT.1(VPN)

The assurance activity for the FDP_IFC_EXT.1﴾VPN﴿ requirement is stated as follows:

The evaluator shall verify that the following is addressed by the documentation:

• The description above indicates that if a VPN client is enabled, all configu‐
rations route all IP traffic ﴾other than IP traffic required to establish the VPN
connection﴿ through the VPN client.

• The AGD guidance describes how the user and/or administrator can con‐
figure the TSF to meet this requirement.

The evaluator shall perform the following test:
Step 1 ‐The evaluator shall use the platform to enable a network connection
without using IPsec. The evaluator shall use a packet sniffing tool between the
platform and an Internet‐connected network. The evaluator shall turn on the
sniffing tool and perform actions with the device such as navigating to websites,
using provided applications, accessing other Internet resources ﴾Use Case 1﴿, ac‐
cessing another VPN client ﴾Use Case 2﴿, or accessing an IPsec‐capable network
device ﴾Use Case 3﴿. The evaluator shall verify that the sniffing tool captures the
traffic generated by these actions, turn off the sniffing tool, and save the session
data.
Step 2 ‐The evaluator shall configure an IPsec VPN client that supports the rout‐
ing specified in this requirement, and if necessary, configure the device to per‐
form the routing specified as described in the AGD guidance. The evaluator shall
turn on the sniffing tool, establish the VPN connection, and perform the same
actions with the device as performed in the first step. The evaluator shall ver‐
ify that the sniffing tool captures traffic generated by these actions, turn off the
sniffing tool, and save the session data.
Step 3 ‐ The evaluator shall examine the traffic from both step one and step two
to verify that all IP traffic, aside from and after traffic necessary for establishing
the VPN ﴾such as IKE, DNS, and possibly HTTPS﴿, is encapsulated by IPsec.
Step 4 ‐The evaluator shall attempt to send packets to the TOE outside the VPN
connection and shall verify that the TOE discards them.

84.1 Documentation Review activity

84.1.1 Findings

The evaluator has reviewed the section 6.3.2 VPN Client of the Security target doument.
It states that all IP traffic is routed through the IPsec tunnel except for:
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• IKE traffic used to establish the VPN tunnel.
• IPv4 ARP traffic for resolution of local network layer addresses and to establish a local
address.

• IPv6 NDP traffic for resolution of local network layer addresses and to establish a local
address.

The evaluator has reviewed the section 6.4.2.3 Configuring a new VPN connection with
the Windows UI of the Operational and Administrative Guidance document. It states
the following steps outline how to create and configure a new connection in the Windows
RAS IPSec VPN client, including choosing options for IKEv1, IKEv1 with a pre‐shared key,
and IKEv2.

• Open the Settings app;
• Navigate to Network & Internet and choose VPN;
• Choose Add a VPN connection;
• From VPN provider, choose the option for Windows ﴾built in﴿ ;
• Enter the Connection name as a text string ;
• Enter the Server name or address as a DNS name or an IP address. Note that the Sub‐
ject name of the server’s certificate must match the DNS name or IP address entered;

• ﴾Optional﴿ to specify the connection type, choose one of the following:

– For IKEv1, from VPN type choose L2TP/IPsec with certificate
– For IKEv1 with a pre‐shared key, from VPN type choose L2TP/IPsec with pre‐
shared key and enter the text of the key

– For IKEv2, from VPN type choose the IKEv2 option and choose Certificate as the
type of sign‐in info

• Choose the authentication method from Type of sign‐in inf;
• Configure the user credentials as appropriate; and
• Save the connection

84.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

84.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.
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84.2.1 Test 1

84.2.1.1 Setup
The scenario that is set up is Use Case 3, specified in section 1.4 Use Cases of document
PP‐Module for Virtual Private Networks﴾VPN﴿ Clients. Is composed of the following
elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

• Testing machine must be configured with four network interfaces, one of then with an
ip address from network configured in VPN server as leftsubnet, the other with an ip
address from network not configured in VPN server

• Following scripts are available:

– setup.sh
– deploy_vpn.sh

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100, 192.168.56.1, 192.168.42.1, 192.168.1.49
• Windows Client Machine, IP = 20.20.20.50

84.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

84.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
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• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

84.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

84.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FDP_IFC_EXT.1﴾VPN﴿.
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85 FDP_RIP.2

The assurance activity for the FDP_RIP.2 requirement is stated as follows:

TSS
Requirement met by the platform
The evaluator shall examine the TSS to verify that it describes ﴾for each supported
platform﴿ the extent to which the client processes network packets and addresses
the FDP_RIP.2 requirement.
Requirement met by the TOE
“Resources” in the context of this requirement are network packets being sent
through ﴾as opposed to “to”, as is the case when a security administrator con‐
nects to the TOE﴿ the TOE. The concern is that once a network packet is sent, the
buffer or memory area used by the packet still contains data from that packet,
and that if that buffer is re‐used, those data might remain and make their way
into a new packet. The evaluator shall check to ensure that the TSS describes
packet processing to the extent that they can determine that no data will be
reused when processing network packets. The evaluator shall ensure that this
description at a minimum describes how the previous data are zeroized/over‐
written, and at what point in the buffer processing this occurs.
Operational Guidance
There are no guidance EAs for this requirement.
Test
There are no test EAs for this requirement.

85.1 Documentation Review activity

85.1.1 Findings

The evaluator has reviewed the section 6.3.3 Memory Management and Object Reuse
of the Security target doument. On it, it is described how the client process the network
packets and how its content it is not reused.
The following extract from the TSS explains how the memory is managed by the OS to
prevent object reuse of network packets:

“Windows ensures that any previous information content is unavailable upon al‐
location to subjects and objects. The TSF ensures that resources processed by the
kernel or are exported to user‐mode processes do not have residual information in
the following ways:
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• All objects are based on memory and disk storage. Memory allocated for
objects, which includes memory allocated for network packets, is either
overwritten with all zeros or overwritten with the provided data before being
assigned to an object. Read/write pointers prevent reading beyond the space
used by the object. Only the exact value of what is most recently written
can be read and no more. For varying length objects, subsequent reads only
return the exact value that was set, even though the actual allocated size of
the object may be greater than this. Objects stored on disk are restricted to
only disk space used for that object.

• Subject processes using the IPsec client have associated memory and an ex‐
ecution context. The TSF ensures that the memory associated with subjects
is either overwritten with all zeros or overwritten with user data before allo‐
cation as described in the previous point for memory allocated to objects. In
addition, the execution context (processor registers) is initialized when new
threads within a process are created and restored when a thread context
switch occurs.

• Network packets processed by IPsec are encrypted in place. In other words,
the data to be encrypted is not copied to a separate buffer and then encrypted.
The encrypted network packet is encrypted into the same buffer and over‐
writes the plaintext network packet. The buffers allocated to hold network
packets are allocated with enough space to accommodate padding required
for encryption. Each network packet is held in its own buffer. There is a list
of buffers, one for each packet. A buffer that holds a network packet is not
reused for another network packet. After a buffer holding a network packet
is no longer in use the memory allocated for the buffer is freed and released
back to the TSF.

The above, in combination, will ensure that the memory used for inbound and
outbound network packets does not contain data from previous use.”

85.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

85.2 Test Activity

There are no test Assurance Activities for this requirement.
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85.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FDP_RIP.2.

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

671



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 86 FDP_VPN_EXT.1/VPN

86 FDP_VPN_EXT.1/VPN

The assurance activity for the FDP_VPN_EXT.1/VPN requirement is stated as follows:

The evaluator shall verify that the following is addressed by the documentation:

• The description above indicates that if a VPN client is enabled, all configu‐
rations route all IP traffic ﴾other than IP traffic required to establish the VPN
connection﴿ through the VPN client.

• The AGD guidance describes how the user and/or administrator can con‐
figure the TSF to meet this requirement.

The evaluator shall perform the following test:
Step 1 ‐The evaluator shall use the platform to enable a network connection
without using IPsec. The evaluator shall use a packet sniffing tool between the
platform and an Internet‐connected network. The evaluator shall turn on the
sniffing tool and perform actions with the device such as navigating to websites,
using provided applications, accessing other Internet resources ﴾Use Case 1﴿, ac‐
cessing another VPN client ﴾Use Case 2﴿, or accessing an IPsec‐capable network
device ﴾Use Case 3﴿. The evaluator shall verify that the sniffing tool captures the
traffic generated by these actions, turn off the sniffing tool, and save the session
data.
Step 2 ‐The evaluator shall configure an IPsec VPN client that supports the rout‐
ing specified in this requirement, and if necessary, configure the device to per‐
form the routing specified as described in the AGD guidance. The evaluator shall
turn on the sniffing tool, establish the VPN connection, and perform the same
actions with the device as performed in the first step. The evaluator shall ver‐
ify that the sniffing tool captures traffic generated by these actions, turn off the
sniffing tool, and save the session data.
Step 3 ‐ The evaluator shall examine the traffic from both step one and step two
to verify that all IP traffic, aside from and after traffic necessary for establishing
the VPN ﴾such as IKE, DNS, and possibly HTTPS﴿, is encapsulated by IPsec.
Step 4 ‐The evaluator shall attempt to send packets to the TOE outside the VPN
connection and shall verify that the TOE discards them.

86.1 Documentation Review activity

86.1.1 Findings

The evaluator has reviewed the section 6.3.2 VPN Client of the Security target doument.
It states that all IP traffic is routed through the IPsec tunnel except for:
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• IKE traffic used to establish the VPN tunnel.
• IPv4 ARP traffic for resolution of local network layer addresses and to establish a local
address.

• IPv6 NDP traffic for resolution of local network layer addresses and to establish a local
address.

The evaluator has reviewed the section 4.4.2.3 Configuring a new VPN connection with
the Windows UI of the Operational Guidance document. It states the following steps
outline how to create and configure a new connection in the Windows RAS IPSec VPN client,
including choosing options for IKEv1, IKEv1 with a pre‐shared key, and IKEv2.

• Open the Settings app;
• Navigate to Network & Internet and choose VPN;
• Choose Add a VPN connection;
• From VPN provider, choose the option for Windows ﴾built in﴿ ;
• Enter the Connection name as a text string ;
• Enter the Server name or address as a DNS name or an IP address. Note that the Sub‐
ject name of the server’s certificate must match the DNS name or IP address entered;

• ﴾Optional﴿ to specify the connection type, choose one of the following:

– For IKEv1, from VPN type choose L2TP/IPsec with certificate
– For IKEv1 with a pre‐shared key, from VPN type choose L2TP/IPsec with pre‐
shared key and enter the text of the key

– For IKEv2, from VPN type choose the IKEv2 option and choose Certificate as the
type of sign‐in info

• Choose the authentication method from Type of sign‐in inf;
• Configure the user credentials as appropriate; and
• Save the connection

86.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

86.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.
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86.2.1 Test 1

86.2.1.1 Setup
The scenario that is set up is Use Case 3, specified in section 1.4 Use Cases of document
PP‐Module for Virtual Private Networks﴾VPN﴿ Clients. Is composed of the following
elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

• Testing machine must be configured with four network interfaces, one of then with an
ip address from network configured in VPN server as leftsubnet, the other with an ip
address from network not configured in VPN server

• Apache2 must be installed in testing machine
• Following scripts are available:

– setup.sh
– deploy_vpn.sh

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100, 192.168.56.1, 192.168.42.1, 192.168.1.49
• Windows Client Machine, IP = 20.20.20.50

86.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

86.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿
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• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

86.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

86.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FDP_VPN_EXT.1/VPN.
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87 FIA_PSK_EXT.1

The assurance activity for the FIA_PSK_EXT.1 requirement is stated as follows:

The evaluator shall examine the TSS to ensure that it identifies all protocols that
allow pre‐shared keys. For each protocol identified by the requirement, the eval‐
uator shall confirm that the TSS states which pre‐shared key selections are sup‐
ported.
Operational Guidance
The evaluator shall examine the operational guidance to determine that it pro‐
vides guidance to administrators on how to configure all selected pre‐shared
key options if any configuration is required.
Test
The evaluator shall also perform the following tests for each protocol ﴾or instan‐
tiation of a protocol, if performed by a different implementation on the TOE﴿.

• Test 1: For each mechanism selected in FIA_PSK_EXT.1.2, the evaluator shall
attempt to establish a connection and confirm that the connection requires
the selected factors in the PSK to establish the connection.

87.1 Documentation Review activity

87.1.1 Findings

The Security Target document, defines in its section 6.4.3 IPSec and Pre‐shared Keys,
that IIPsec is the only protocol in this evaluation which supports the use of pre‐shared keys.
These keys can range from a‐z, A‐Z, the numbers 0 ‐ 9, and any special character entered
from the keyboard. The length of the pre‐shared key can range from 1 to 256 characters,
and so the specific length of 22 characters which the protection profile requires is supported.
And that IPsec pre‐shared key is used as‐is without modification byWindows and so the pre‐
shared key does not use the Windows random number generator. The reasoning for this
is that if the user needs to supply a particular key, that specific key should be used. If the
user desires a randomized bit string, then the solution is to use a X.509 certificate which will
contain a bit string of suitable length and randomness.
The evaluator has reviewed section 4.4.3.5 Using pre‐shared keys of the Operational
Guidance document. It states that Windows supports the use of pre‐shared keys for IKEv1 /
L2TP connections. The secret value for the pre‐shared key must be a text‐based value man‐
ually entered in the input field for a pre‐shared key. The secret value input into the client
must match the secret value configured on the VPN server. The key must be at least 22
characters in length, but less than 256 characters. The key may be composed of any combi‐
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nation of upper‐ and lower‐case letters, numbers, and the following special characters: “!”,
“@”, “#”, “$”, “%”, “^”, “&”, “*“,”﴾“, and”﴿“.

87.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

87.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

87.2.1 Test 1

87.2.1.1 Setup

• The scenario to perform the assurance activities according to the Protection Profile is
composed of the following elements:

– Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
– Windows Client Machine ﴾Platforms listed in the ST﴿
– Script FIA_PSK_EXT_1.ps1 is available in TOE
– Script deploy_vpn.sh is available in testing machine

Both machines are in the same network with the following configuration:

– Testing Machine, IP = 20.20.20.100
– Windows Client Machine, IP = 20.20.20.50

87.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

87.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

677



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 87 FIA_PSK_EXT.1

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

87.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1

87.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_PSK_EXT.1.
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88 FIA_PSK_EXT.2

The assurance activity for the FIA_PSK_EXT.2 requirement is stated as follows:

If “generate” is selected, the evaluator shall confirm that this process uses the
RBG specified in FCS_RBG_EXT.1 and the output matches the size selected in
FIA_PSK_EXT.2.1.
Operational Guidance
The evaluator shall confirm the operational guidance contains instructions for
entering generated pre‐shared keys for each protocol identified in the FIA_PSK_
EXT.1.1.
Test
The evaluator shall also perform the following tests:

• Test 1 [conditional]: If generate was selected the evaluator shall generate
a pre‐shared key and confirm the output matches the size selected in FIA_
PSK_EXT.2.1.

88.1 Documentation Review activity

88.1.1 Findings

The Security Target document, defines in its section 6.4.3 IPSec and Pre‐shared Keys,
that IPsec is the only protocol in this evaluation which supports the use of pre‐shared keys.
And that IPsec pre‐shared key is used as‐is without modification by Windows and so the
pre‐shared key does not use the Windows random number generator. The reasoning for
this is that if the user needs to supply a particular key, that specific key should be used. If
the user desires a randomized bit string, then the solution is to use a X.509 certificate which
will contain a bit string of suitable length and randomness.
The evaluator has reviewed section 4.4.3.5 Using pre‐shared keys of the Operational
Guidance document. It states that Windows supports the use of pre‐shared keys for IKEv1
/ L2TP connections. The secret value for the pre‐shared key must be a text‐based value
manually entered in the input field for a pre‐shared key. The secret value input into the
client must match the secret value configured on the VPN server. The key must be at least
22 characters in length, but less than 256 characters. The key may be composed of any
combination of upper and lower case letters, numbers, and the following special characters:
“!”, “@”, “#”, “$”, “%”, “^”, “&”, “*”, “﴾” and “﴿”.
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88.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity and the selection chosen which has no testing demonstrate the fulfillment of
the requirements established in the assurance activity section. Hence, the PASS verdict is
assigned to the documentation review activity.

88.2 Test Activity

There are no test Assurance Activities for this requirement.

88.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_PSK_EXT.2
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89 FIA_X509_EXT.3

The assurance activity for the FIA_X509_EXT.3 requirement is stated as follows:

The evaluator shall check the TSS to ensure that it describes whether the VPN
client or the OS implements the certificate validation functionality, how the VPN
client/OS chooses which certificates to use, and any necessary instructions in the
administrative guidance for configuring the OS so that desired certificates can
be used.
The evaluator shall examine the TSS to confirm that it describes the behavior of
the client/OS when a connection cannot be established during the validity check
of a certificate used in establishing a trusted channel.
If the requirement indicates that the administrator is able to specify the default
action, then the evaluator shall ensure that the operational guidance contains
instructions on how this configuration action is performed.
The evaluator shall perform the following test regardless of whether the certifi‐
cate validation functionality is implemented by the VPN client or by the OS:

• Test 1: The evaluator shall demonstrate that using a valid certificate that re‐
quires certificate validation checking to be performed in at least some part
by communicating with a non‐TOE IT entity. The evaluator shall thenmanip‐
ulate the environment so that the TOE is unable to verify the validity of the
certificate, and observe that the action selected in FIA_X509_EXT.3.2 is per‐
formed. If the selected action is administrator‐configurable, then the eval‐
uator shall follow the operational guidance to determine that all supported
administrator‐configurable options behave in their documented manner.

89.1 Documentation Review activity

89.1.1 Findings

The evaluator has reviews section 6.4.1 X.509 Certificate Validation and Genera‐
tion of Security Target. This section exposes that every Windows component that
uses X.509 certificates is responsible for performing certificate validation, however all
components use a common system subcomponent,[ See https://learn.microsoft.com/en‐
us/windows/win32/seccrypto/cryptography‐functions?redirectedfrom=MSDN for the
win32 interface description for this component.] which validates certificates as described
in RFC 5280, and particular, the specific validation listed in section 5.1.4.1.3, including
all applicable usage constraints such as Server Authentication for networking sessions
and Code Signing when installing product updates. Every component that uses X.509
certificates will have a repository for public certificates and will select a certificate based
on criteria such as entity name for the communication partner, any extended key usage

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

681



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 89 FIA_X509_EXT.3

constraints, and cryptographic algorithms associated with the certificate. The Windows
component will use the same kinds of information along with a certification path and
certificate trust lists as part of deciding to accept the certificate.
If certificate validation fails, or if Windows is not able to check the validation status for a
certificate, Windows will not establish a trusted network channel, e.g. IPsec, however it will
inform the user and seek their consent before establishing a HTTPS web browsing session.
Certification validation for updates to Windows, mobile applications, and integrity verifi‐
cation is mandatory, neither the administrator nor the user have the option to bypass the
results of a failed certificate validation; software installation and updates is further described
in Windows and Application Updates.
When Windows needs to generate a certificate enrollment request it will include a distin‐
guished name, information about the cryptographic algorithms used for the request, any
certification extensions, and information about the client requesting the certificate.
The evaluator has reviewed section 4.2.3 Certificate validation and revocation check of
theOperational and Administrative Guidance document. It states that Windows automat‐
ically compares the distinguished name ﴾DN﴿ in the certificate to the expected distinguished
name and does not require additional configuration. The reference identifiers for TLS are the
DNS name or IP address of the remote server ﴾ID payload﴿, which is compared against the
DNS name as the presented identifier in either the CommonName or the Subject Alternative
Name ﴾SAN﴿ of the certificate.

89.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

89.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

89.2.1 Test 1

89.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Client Machine ﴾Platforms listed in the ST﴿
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• Scripts FIA_X509_EXT_3.sh, FIA_X509_EXT_3.ps1 and deploy_vpn.sh are available in
server

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

89.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

89.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Windows Server 2019 Hyper‐V with Azure Stack HCIv2 version 22H2 ﴾build
10.0.20349.1129﴿

• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

The results have obtained the same output inWindows 10 platforms, Windows 11 platforms
and Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

89.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
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Therefore, the PASS verdict is assigned to Test 1.

89.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_X509_EXT.3.
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90 FMT_SMF_EXT.1/VPN

The assurance activity for the FMT_SMF_EXT.1/VPN requirement is stated as follows:

The evaluator shall check to ensure the TSS describes the client credentials and
how they are used by the TOE.
The evaluator shall check to make sure that every management function man‐
dated in the ST for this requirement is described in the operational guidance and
that the description contains the information required to perform the manage‐
ment duties associated with each management function.
The evaluator shall test the TOE’s ability to provide the management functions
by configuring the TOE according to the operational guidance and testing each
management activity listed in the ST.
The evaluator shall ensure that all management functions claimed in the ST can
be performed by completing activities described in the AGD. Note that this may
be performed in the course of completing other testing.

90.1 Documentation Review activity

90.1.1 Findings

The Security Target document, defines in its section 6.2.3.3 IPsec, that Windows imple‐
ments peer authentication using 2048 bit RSA certificates, or ECDSA certificates using the
P‐256 and P‐384 curves for both IKEv1 and IKEv2. While Windows supports pre‐shared keys,
it is not recommended due to the potential weak pre‐shared keys. Windows simply uses
the pre‐shared key that was entered by the authorized administrator,there is no additional
processing on the input data.
The evaluator has reviewed section 4.4.2.2 Configuring VPN using PowerShell and 4.4.2.3
Configuring a new VPN connection with the Windows UI of the Operational and Ad‐
ministrative Guidance document. It states the different ways to configure and use a VPN
connection, using the different interfaces Windows provides.

90.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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90.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

90.2.1 Test 1

90.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

90.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

90.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿
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• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

90.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

90.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FMT_SMF_EXT.1/VPN.
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91 FPT_TST_EXT.1(VPN)

The assurance activity for the FPT_TST_EXT.1/VPN requirement is stated as follows:

TSS
The evaluator shall examine the TSS to ensure that it details the self‐tests that are
run by the TSF on startup; this description should include an outline of what the
tests are actually doing ﴾e.g., rather than saying “memory is tested,” a descrip‐
tion similar to “memory is tested by writing a value to each memory location
and reading it back to ensure it is identical to what was written” shall be used﴿.
The evaluator shall ensure that the TSS makes an argument that the tests are
sufficient to demonstrate that the TSF is operating correctly. If some of the tests
are performed by the TOE platform, the evaluator shall check the TSS to ensure
that those tests are identified, and that the ST for each platform contains a de‐
scription of those tests. Note that the tests that are required by this component
are those that support security functionality in the VPN Client PP‐Module, which
may not correspond to the set of all self‐tests contained in the platform STs.
The evaluator shall examine the TSS to ensure that it describes how the integrity
of stored TSF executable code is cryptographically verified when it is loaded for
execution. The evaluator shall ensure that the TSS makes an argument that the
tests are sufficient to demonstrate that the integrity of stored TSF executable
code has not been compromised. The evaluator shall check to ensure that the
cryptographic requirements listed are consistent with the description of the in‐
tegrity verification process.
The evaluator also ensures that the TSS ﴾or the operational guidance﴿ describes
the actions that take place for successful ﴾e.g. hash verified﴿ and unsuccessful
﴾e.g., hash not verified﴿ cases. For checks implemented entirely by the platform,
the evaluator ensures that the operational guidance for the TOE references or
includes the platform‐specific guidance for each platform listed in the ST.
Operational Guidance
If not present in the TSS, the evaluator ensures that the operational guidance
describes the actions that take place for successful ﴾e.g. hash verified﴿ and un‐
successful ﴾e.g., hash not verified﴿ cases. For checks implemented entirely by the
platform, the evaluator ensures that the operational guidance for the TOE refer‐
ences or includes the platform‐specific guidance for each platform listed in the
ST.
Test
The evaluator shall perform the following tests:
Test 1: The evaluator performs the integrity check on a known good TSF exe‐
cutable and verifies that the check is successful.
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Test 2: The evaluator modifies the TSF executable, performs the integrity check
on the modified TSF executable and verifies that the check fails.

91.1 Documentation Review activity

91.1.1 Findings

The evaluator has reviewed the section 6.6.4 Windows Platform Integrity and Code In‐
tegrity of the Security Target document, which describes the different stages of the boot
process, providing information about which are the main files loaded in each step of the
boot chain.
This information has allowed the evaluator to design a testing plan, which will be used during
the test activity. The evaluator has identified four different stages during the boot process:

• First stage: Secure boot checks the file integrity of early boot components, comparing
them with the values stored in the TPM. Due to the fact that TPM is part of the external
TOE environment, this stage will not be tested during the test activity.

• Second stage: After the preliminary components have been loaded, the UEFI firmware
loads the OS Boot Manager. Once the integrity of OS BootManager has been checked,
it attempts to load one of these boot applications:

– OS Loader: winload.exe or winload.efi
– OS Resume: winresume.exe or winresume.efi (The administrative guidance states

that the hibernation is disabled, so this boot application will not be used during the
evaluation)

– A physical memory testing application: memtest.exe (The Security Target docu‐
ment states that it is considered a non‐operational mode for the evaluation).

In addition, a list with the critical loaded files during the bootchain when the win‐
load.exe is selected has been included. These files are the following:

– Text intentionally left blank.

• Third stage: Once the winload.exe or winload.efi file has been loaded and its integrity
has been checked, the next step in the bootchain is loading the ntoskrnl.exe file. Addi‐
tional critical drivers and libraries are loaded together with this file. The following infor‐
mation is also included regarding Code Integrity, which verifies the integrity of the ker‐
nel drivers loaded into the memory. For x64‐based computers, all kernel‐mode drivers
must be digitally signed. If during the boot process an unsigned‐driver is loaded, the
operating system will not load. On the other hand, for a x86‐based computer only the
files listed above must be digitally signed. If any of these files are not signed, the op‐
erating system will not load. However, if another unsigned‐driver is detected during
the boot process, the operating system may be loaded normally.
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• Fourth stage: After the critical device drivers and libraries have been loaded, the
Windows kernel continues to boot the rest of the operating system.

The integrity validation mechanism is explained throughout this section, including informa‐
tion about how the TOE validates each piece of software using a hash based signature and
an embedded public key as shown in the following extract:

[…]After the initial device drivers have been loaded, the Windows kernel will con‐
tinue to boot the rest of the operating system using the Code Integrity capability
(ci.dll) to measure code integrity for (1) the remaining kernel‐mode and user‐mode
programs which need to be loaded for the OS to complete its boot and (2) after
booting, CI also verifies the integrity of applications launched by the user (applica‐
tions from Microsoft are always signed by Microsoft, and third‐party applications
which may be signed by the developer) by checking the RSA signature for the bi‐
nary and SHA‐256 hashes of the binary which are compared to the catalog files
described above.

The evaluator has reviewed also the section 3.2.7 Code integrity configuration of the
Operational Guidance document. This section describes the WDAC policy applied during
the evaluated configuration process. This policy, which is included with Windows, helps to
protect the integrity of executable code that will be recorded in the audit log when this
integrity verification fails.

91.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

91.2 Test Activity

91.2.1 Test 1

91.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• The SignTool application must be available.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
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Both machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

91.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

91.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

91.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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91.2.2 Test 2

91.2.2.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• The SignTool application must be available.
• A hexadecimal editor ﴾e.g. HxD﴿ must be installed in the evaluated platforms to mod‐
ify the binary files loaded during the VPN connection process; or use dd in Testing
Machine.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:

• Server Machine, IP = 20.20.20.100
• Client Machine, IP = 20.20.20.50

91.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

91.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

91.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

91.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_TST_EXT.1﴾VPN﴿.
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92 FPT_ITC.1(VPN)

The assurance activity for the FPT_ITC.1﴾VPN﴿ requirement is stated as follows:

TSS
The evaluator shall examine the TSS to determine that it describes the details of
the TOE connecting to a VPN gateway and/or VPN client and/or IPsec‐capable
network device in terms of the cryptographic protocols specified in the require‐
ment, along with TOE‐specific options or procedures that might not be reflected
in the specification. The evaluator shall also confirm that all protocols listed in
the TSS are specified and included in the requirements in the ST.
Operational Guidance
The evaluator shall confirm that the operational guidance contains instructions
for establishing the connection to a VPN gateway and/or VPN client and/or IPsec‐
capable network device, and that it contains recovery instructions should a con‐
nection be unintentionally broken.
Test
The evaluator shall perform the following tests:
Test 1: The evaluators shall ensure that the TOE is able to initiate communi‐
cations with a VPN gateway and/or VPN client and/or IPsec‐capable network
device using the protocols specified in the requirement, setting up the connec‐
tions as described in the operational guidance and ensuring that communication
is successful.
Test 2: The evaluator shall ensure, for each communication channel with an IPsec
peer, the channel data is not sent in plaintext.
Test 3: The evaluator shall ensure, for each communication channel with an IPsec
peer, modification of the channel data is detected by the TOE.
Test 4: The evaluators shall physically interrupt the connection from the TOE to
the IPsec peer. The evaluators shall ensure that subsequent communications are
appropriately protected, at a minimum in the case of any attempts to automati‐
cally resume the connection or connect to a new access point.
Further Assurance Activities are associated with requirements for FCS_IPSEC_
EXT.1
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92.1 Documentation Review activity

92.1.1 Findings

The evaluator has reviewed section 6.3.2 VPN Client of the Security Target document. This
section states the following:

The Windows IPsec VPN client can be configured by the device local adminis‐
trator. The administrator can configure the IPsec VPN client that all IP traffic is
routed through the IPsec tunnel except for:

• IKE traffic used to establish the VPN tunnel
• IPv4 ARP traffic for resolution of local network layer addresses and to es‐
tablish a local address

• IPv6 NDP traffic for resolution of local network layer addresses and to es‐
tablish a local address

The IPsec VPN is an end‐to‐end internetworking technology and so VPN sessions
can be established over physical network protocols such as wireless LAN ﴾Wi‐Fi﴿
or local area network.
The components responsible for routing IP traffic through the VPN client:

• The IPv4/IPv6 network stack in the kernel processes ingoing and outgoing
network traffic.

• The IPsec and IKE and AuthIP Keying Modules service which hosts the
IKE and Authenticated Internet Protocol ﴾AuthIP﴿ keying modules. These
keying modules are used for authentication and key exchange in Internet
Protocol security ﴾IPsec﴿.

• The Remote Access Service device driver in the kernel, which is used pri‐
marily for VPN connections; known as the “RAS IPsec VPN” or “RAS VPN”.

• The IPsec Policy Agent service which enforces IPsec policies.

Universal Windows App developers can implement their own VPN client if autho‐
rized by Microsoft to use the networkingVpnProvider capability, which includes
setting the policy to lockdown networking traffic as described above.

The evaluator has reviewed section 4.4 Managing IPsec and VPN connections of the Op‐
erational Guidance document, where it is described how to establish VPN connections with
the VPN client.Test3
This section is composed by the following main subsections:

• 4.4.1 Configuring IPsec firewall rules using Windows Defender Firewall with Advanced
Security

• 4.4.2 Configuring and using VPN connections and the VPN client
• 4.4.3 Configuring security association ﴾SA﴿ parameters for IPsec connections
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The first subsection describes the different methods available for configuring the firewall
rules for IPsec. In addition, there is an explanation about the different rule types: protect,
bypass and discard.
The second subsection explains how to configure the VPN client to create a connection
profile and establish a VPN connection. There is also information about how to configure
the profile to automatically reconnect in case of a network failure. In addition, there are
notes about the VPN client limitations and bevahiours of the configurable parameters.
Finally, the third subsection describes how to manage the ﴾Security Associations﴿ between
devices. It covers all the range of security configurations like transport mode, lifetimes,
signature algorithms, certificate validation/revocation checks and pre‐shared keys.

92.1.2 Verdict

The evaluator considers that the information provided in the TSS describes in detail how the
VPN client establishes a VPN channel taking into account its different phases and providing
the set of available interfaces required for doing that.
Moreover, the operational guidance covers all the managements operations when creating
VPN connections with the VPN client, from the available firewall rules to the configuration
parameters.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

92.2 Test Activity

92.2.1 Test 1

92.2.1.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with administrator rights shall exist.
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Both machines are in the same network with the following configuration:
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• Testing Machine, IP = 20.20.20.100
• Windows Client Machine, IP = 20.20.20.50

92.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

92.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

92.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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92.2.2 Test 2

92.2.2.1 Setup
The applicable setup for this test is the same as the one defined in the previous test case.

92.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

92.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

92.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
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Therefore, the PASS verdict is assigned to Test 2.

92.2.3 Test 3

92.2.3.1 Setup
Before the test execution, the following setup condition must be fulfilled:

• A user account with administrator rights shall exist.
• A network packet analyzer application shall be installed on client machine ﴾e.g. Wire‐
shark﴿.

The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using Strongswan 5.9.1/K5.10﴿
• Man in the middle machine ﴾Debian 11, with dsniff package installed﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

Also Corruptor tool must be availabe on the man in the middle machine:

• Corruptor: A proprietary application developed by the laboratory that allows to cap‐
ture and modify packets, according to the protocol. It works by queueing network
traffic based on its protocol and modifying the packet in the queue.

The three machines are in the same network with the following configuration:

• Testing Machine, IP = 20.20.20.100
• Client Machine, IP = 20.20.20.50

92.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

92.2.3.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿
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• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

The results have obtained the same output inWindows 10 platforms, Windows 11 platforms
and Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

92.2.3.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

92.2.4 Test 4

92.2.4.1 Setup
The applicable setup for this test is the same as the one defined in the first test case.

92.2.4.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, en‐
suring compliance with the supporting document [PPMVPN24SD] instructions in order to
collect the results as stipulated by the supporting document [PPMVPN24SD].

92.2.4.3 Results
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The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Windows Server 2022 Hyper‐V Windows Server 2022 Datacenter edition
﴾22H2, build 10.0.20348.587﴿

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

The results have obtained the same output inWindows 10 platforms, Windows 11 platforms
and Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

92.2.4.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 4 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 4.

92.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_ITC.1﴾VPN﴿.
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93 FAU_GEN.1(BT)

The assurance activity for the FAU_GEN.1﴾BT﴿ requirement is stated as follows:

There are additional auditable events that serve to extend the FAU_GEN.1 SFR
found in each Base‐PP.
This SFR is evaluated in the same manner as defined by the Evaluation Activities
for the claimed Base‐PP.
The only difference is that the evaluator shall also assess the auditable events
required for this PP‐Module in addition to those defined in the claimed Base‐PP.

93.1 Documentation Review activity

93.1.1 Findings

The Security Target document, defines in its section 5.1.1.4.1 Audit Data Generation
﴾FAU_GEN.1﴾BT﴿﴿, the following auditable events:

The evaluator has reviewed the section 5.1.1.4 Security Audit for BluetoothModule of the
Security Target document, which determines the events to be audited for this requirement,
specifically in table 22.
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This document also states the minimum information that each audit record should include.
These fields are the following:
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• Date and time of the event.
• Type of the event.
• Subject identity.
• Outcome ﴾success or failure﴿ of the event.
• For each audit event type, based on the auditable event definitions of the functional
components included in the PP‐Module/ST, information specified in column three of
Table 22.

In addition, the Operational Guidance document, includes in its section 5.1 Audit Events
by scenario a table with all the auditable events generated by the TOE.
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The content of this table matches with the selection performed by the vendor in the Security
Target document, as it can be seen in the image above.
Moreover, theOperational Guidance document also provides information related themain
fields for each auditable event. This information includes the auditable events, the additional
audit record contents and the event ID for each one. For example, the following image shows
the main required fields for the auditable event 4653 ﴾IPsec main mode negotation failed﴿.
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93.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that every au‐
ditable event type selected in the Security Target document is included in theOperational
Guidance document. Moreover, the evaluator has also ensured that the format of every au‐
ditable event is described, including at least the fields defined in the Security Target docu‐
ment ﴾date and time, type of the event, subject identity, outcome and information of column
3﴿.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to this activity.

93.2 Test Activity

For this requirement, some of the auditable events will be obtained during the test execution
of each security functional requirement.

93.2.1 Test 1

93.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark

The additional setup required for obtaining each auditable event listed in Table 22 will be
described in the Setup section of the following requirements:

• FIA_BLT_EXT.1
• FIA_BLT_EXT.2
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All the audit events required will be obtained and described in each test defined in the
previous list. In addition, the audit events will be shown in the results section for the sake
of a better readability.

93.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

93.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

93.2.1.4 Verdict
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As the result above states, the related events have been correctly generated and they include
all the information defined in the Security Target document.
Due to this, the evaluator considers that the results obtained from the test activity demon‐
strate the fulfilment of the Test 1 requirements established in the assurance activity sec‐
tion.
Therefore, the PASS verdict is assigned to Test 1.

93.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FAU_GEN.1﴾BT﴿.
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94 FCS_CKM.8 (BT)

The assurance activity for the FCS_CKM.8 ﴾BT﴿ requirement is stated as follows:

TSS
The evaluator shall ensure that the TSS describes the criteria used to determine
the frequency of generating new ECDH public/private key pairs. In particular,
the evaluator shall ensure that the implementation does not permit the use of
static ECDH key pairs.
Guidance
There are no guidance evaluation activities for this component.
Tests
The evaluator shall perform the following steps:
Step 1: Pair the TOE to a remote Bluetooth device and record the public key
currently in use by the TOE. ﴾This public key can be obtained using a Bluetooth
protocol analyzer to inspect packets exchanged during pairing.﴿
Step 2: Perform necessary actions to generate new ECDHpublic/private key pairs.
﴾Note that this test step depends on how the TSS describes the criteria used to
determine the frequency of generating new ECDH public/private key pairs.﴿
Step 3: Pair the TOE to a remote Bluetooth device and again record the public
key currently in use by the TOE.
Step 4: Verify that the public key in Step 1 differs from the public key in Step 3.

94.1 Documentation Review activity

94.1.1 Findings

The Security Target document, defines in its section 6.2.1 Cryptographic Algorithms and
Operations, that Windows 10, Windows 11 and Windows Server implements elliptic curve
Diffie Hellman ﴾ECDH﴿.
The Bluetooth® Core Specification Version 5.2 in Vol 2. BR/EDR Controller, Part H: Secu‐
rity Specification, section 1 Security Overview shown how the Key Generation using ECDH
is performed and Vol 2. BR/EDR Controller, Part H: Security Specification, section7 Security
Simple Pairing explains how works ECDH when Secure Simple Pairing. In Vol 3. Host, Part
H: Security Manager Specification, Section 2.3.5.6 LE Secure Connections pairing phase 2
shown how the Public key exchange using ECDH is performed.
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94.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

94.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

94.2.1 Test 1

94.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark

94.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

94.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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94.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

94.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FCS_CKM.8 ﴾BT﴿.
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95 FIA_BLT_EXT.1

The assurance activity for the FIA_BLT_EXT.1 requirement is stated as follows:

TSS
The evaluator shall examine the TSS to ensure that it contains a description of
when user permission is required for Bluetooth pairing; and that this description
mandates explicit user authorization via manual input for all Bluetooth pairing;
including application use of the Bluetooth trusted channel and situations where
temporary ﴾non‐bonded﴿ connections are formed.
Operational Guidance
The evaluator shall examine the API documentation provided as a means of satis‐
fying the requirements for the ADV assurance class ﴾see section 5.2.2 in the MDF
PP and GPOS PP﴿ and verify that this API documentation does not include any
API for programmatic entering of pairing information ﴾e.g. PINs; numeric codes;
or “yes/no” responses﴿ intended to bypass manual user input during pairing.
The evaluator shall examine the guidance to verify that these user authorization
screens are clearly identified and instructions are given for authorizing Bluetooth
pairings.
Test
The evaluator shall perform the following steps:
Step 1: Initiate pairing with the TOE from a remote Bluetooth device that re‐
quests no man‐in‐the‐middle protection; no bonding; and claims to have NoIn‐
put/NoOutput ﴾IO﴿ capability. Such a device will attempt to evoke behavior from
the TOE that represents the minimal level of user interaction that the TOE sup‐
ports during pairing.
Step 2: Verify that the TOE does not permit any Bluetooth pairing without explicit
authorization from the user ﴾e.g. the user must have to minimally answer “yes”
or “allow” in a prompt﴿.

95.1 Documentation Review activity

95.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 identification and Authenti‐
cation for Bluetooth Module, that Windows 10, Windows 11 and Windows Server imple‐
ment the required mechanisms to ensure that the TOE requires explicit user authorization
for Bluetooth pairing when required.
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The Bluetooth® Core Specification Version 5.2 defines the parameters definition in Vol
2. BR/EDR Controller section 5.2 PARAMETER DEFINITIONS, in Table 5.2 Parameters in LM
PDUs, row “IO_Capabilities”.

95.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

95.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

95.2.1 Test 1

95.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

95.2.1.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

95.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

95.2.1.4 Verdict
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The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.

95.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.1
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96 FIA_BLT_EXT.2

The assurance activity for the FIA_BLT_EXT.2 requirement is stated as follows:

TSS
The evaluator shall ensure that the TSS describes how data transfer of any type is
prevented before the Bluetooth pairing is completed. The TSS shall specifically
call out any supported RFCOMM and L2CAP data transfer mechanisms. The eval‐
uator shall ensure that the data transfers are only completed after the Bluetooth
devices are paired and mutually authenticated.
Operational Guidance
There are no guidance evaluation activities for this component.
Test
The evaluator shall use a Bluetooth tool to attempt to access TOE files using the
OBEX Object Push service ﴾OBEX Push﴿ and verify that pairing and mutual au‐
thentication are required by the TOE before allowing access. If the OBEX Object
Push service is unsupported on the TOE; a different service that transfers data
over Bluetooth L2CAP and/or RFCOMM may be used in this test.

96.1 Documentation Review activity

96.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 Identification and Authenti‐
cation for Bluetooth Module, that Windows 10, Windows 11 and Windows Server imple‐
ments the required mechanisms to prevent data from any kind to be transfered before the
Bluetooth pairing is completed.

96.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that it describes
how the IPSec capabilities are implemented and how the network packets are processed.
Moreover, the Operational Guidance document includes instructions about how the SPD
policies are created and configured. The information provided is consistent with the one
provided in the TSS section of the Security Target document.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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96.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

96.2.1 Test 1

96.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

96.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

96.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

96.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.

96.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.2
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97 FIA_BLT_EXT.3

The assurance activity for the FIA_BLT_EXT.3 requirement is stated as follows:

TSS
The evaluator shall ensure that the TSS describes how Bluetooth sessions are
maintained such that at least two devices with the same Bluetooth device ad‐
dress are not simultaneously connected and such that the initial session is not
superseded by any following session initialization attempts.
Operational Guidance
There are no guidance evaluation activities for this component.
Test
The evaluator shall perform the following steps:
Step 1: Pair the TOEwith a remote Bluetooth device ﴾DEV1﴿ with a known address
BD_ADDR. Establish an active session between the TOE and DEV1 with the known
address BD_ADDR.
Step 2: Attempt to pair a second remote Bluetooth device ﴾DEV2﴿ claiming to
have a Bluetooth device address matching DEV1 BD_ADDR to the TOE. Using
a Bluetooth protocol analyzer, verify that the pairing attempt by DEV2 is not
completed by the TOE and that the active session to DEV1 is unaffected.
Step 3: Attempt to initialize a session to the TOE from DEV2 containing address
DEV1 BD_ADDR. Using a Bluetooth protocol analyzer, verify that the session ini‐
tialization attempt by DEV2 is ignored by the TOE and that the initial session to
DEV1 is unaffected.

97.1 Documentation Review activity

97.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 identification and Authenti‐
cation for Bluetooth Module, that Windows 10, Windows 11 and Windows Server imple‐
ments the required mechanisms to prevent attempts from pairings when the TOE is already
paired with some other device.

97.1.2 Verdict

The evaluator has reviewed the Security Target document and has ensured that it describes
how the Bluetooth capabilities are implemented and how Bluetooth is handled. Moreover,
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the Operational Guidance document includes instructions about how the SPD policies are
created and configured. The information provided is consistent with the one provided in
the TSS section of the Security Target document.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

97.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

97.2.1 Test 1

97.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine I ﴾DEV1﴿ ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Testing Machine II ﴾DEV2﴿ ﴾Debian 11 Bullseye, using Strongswan U5.9.1/K5.10﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

97.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

97.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

97.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.3
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98 FIA_BLT_EXT.4

The assurance activity for the FIA_BLT_EXT.4 requirement is stated as follows:

TSS
The evaluator shall verify that the TSS describes the secure simple pairing pro‐
cess.
Operational Guidance
There are no guidance evaluation activities for this component.
Test
The evaluator shall perform the following steps:
Step 1: Initiate pairing with the TOE from a remote Bluetooth device that sup‐
ports Secure Simple Pairing.
Step 2: During the pairing process; observe the packets in a Bluetooth protocol
analyzer and verify that the TOE claims support for both “Secure Simple Pairing
﴾Host Support﴿” and “Secure Simple Pairing ﴾Controller Support﴿” during the LMP
Features Exchange.
Step 3: Verify that Secure Simple Pairing is used during the pairing process.

98.1 Documentation Review activity

98.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 identification and Authenti‐
cation for Bluetooth Module, that Windows 10, Windows 11 and Windows Server imple‐
ments correctly the secure simple pairing process.
The Bluetooth® Core Specification Version 5.2 in Vol 2. BR/EDR Controller, Part H: Secu‐
rity Specification, section 7 Security Simple Pairing explains Secure Simple Pairing security
functions and procedures are described in this section. In addition, a cryptographic analysis
of each procedure is provided.

98.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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98.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

98.2.1 Test 1

98.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

98.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

98.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell PowerEdge R640 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
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• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

98.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

98.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.4.
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99 FIA_BLT_EXT.6

The assurance activity for the FIA_BLT_EXT.6 requirement is stated as follows:

TSS
The evaluator shall verify that the TSS describes all Bluetooth profiles and asso‐
ciated services for which explicit user authorization is required before a remote
device can gain access. The evaluator shall also verify that the TSS describes
any difference in behavior based on whether or not the device has a trusted re‐
lationship with the TOE for that service ﴾i.e. whether there are any services that
require explicit user authorization for untrusted devices that do not require such
authorization for trusted devices﴿. The evaluator shall also verify that the TSS
describes the method by which a device can become ‘trusted’.
Operational Guidance
There are no guidance evaluation activities for this component.
Test
The evaluator shall perform the following tests:

• Test 1: While the service is in active use by an application on the TOE, the
evaluator shall attempt to gain access to a “protected” Bluetooth service
﴾as specified in the assignment in FIA_BLT_EXT.6.1﴿ from a “trusted” remote
device. The evaluator shall verify that the user is explicitly asked for autho‐
rization by the TOE to allow access to the service for the particular remote
device. The evaluator shall deny the authorization on the TOE and verify
that the remote attempt to access the service fails due to lack of authoriza‐
tion.

• Test 2: The evaluator shall repeat Test 1, this time allowing the authoriza‐
tion and verifying that the remote device successfully accesses the service.

99.1 Documentation Review activity

99.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 identification and Authen‐
tication for Bluetooth Module, that Windows 10, Windows 11 and Windows Server im‐
plements the mechanisms to prevent a remote device from gaining remote access without
prior user explicit authorization.
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99.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

99.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

99.2.1 Test 1 and Test 2

99.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

99.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

99.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop Studio with Windows 10 version 22H2 Enterprise edition
﴾build 10.0.19045.2006﴿

• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Zebra L10ax / RTL 10C1 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
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• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Voyager Klaas Telecom with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

99.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1 and Test 2.

99.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.6

Version 1.0 ﴾06‐30‐2023﴿
FCS210_00

DEKRA Testing and Certification S.A.U.
© 2023 Microsoft Corporation.

731



Single Evaluation Report
Microsoft Windows 11 ﴾version 22H2﴿,
Microsoft Windows 10 ﴾version 22H2﴿,
Microsoft Windows Server, Microsoft
Windows Server 2022, Microsoft
Azure Stack HCIv2 version 21H2,
Microsoft Azure Stack Hub and
Microsoft Azure Stack Edge Assurance Class ATE 100 FIA_BLT_EXT.7

100 FIA_BLT_EXT.7

The assurance activity for the FIA_BLT_EXT.7 requirement is stated as follows:

TSS
The TSS evaluation activities for this component are addressed by FIA_BLT_EXT.6.
Operational Guidance
There are no guidance evaluation activities for this component.
Test
The evaluator shall perform the following tests if the TSF differentiates between
“trusted” and “untrusted” devices for the purpose of granting access to services.
If it does not, then the test evaluation activities for FIA_BLT_EXT.6 are sufficient
to satisfy this component.

• Test 1: While the service is in active use by an application on the TOE, the
evaluator shall attempt to gain access to a “protected” Bluetooth service ﴾as
specified in the assignment in FIA_BLT_EXT.7.1﴿ from an “untrusted” remote
device. The evaluator shall verify that the user is explicitly asked for autho‐
rization by the TOE to allow access to the service for the particular remote
device. The evaluator shall deny the authorization on the TOE and verify
that the remote attempt to access the service fails due to lack of authoriza‐
tion.

• Test 2: The evaluator shall repeat Test 1, this time allowing the authoriza‐
tion and verifying that the remote device successfully accesses the service.

• Test 3 [conditional]: If there exist any services that require explicit user
authorization for access by untrusted devices but not by trusted devices
﴾i.e. a service that is listed in FIA_BLT_EXT.7.1 but not FIA_BLT_EXT.6.1﴿, the
evaluator shall repeat Test 1 for these services and observe that the results
are identical. That is, the evaluator shall use these results to verify that
explicit user approval is required for an untrusted device to access these
services, and failure to grant this approval will result in the device being
unable to access them.

• Test 4 [conditional]: If test 3 applies, the evaluator shall repeat Test 2 using
any services chosen in Test 3 and observe that the results are identical. That
is, the evaluator shall use these results to verify that explicit user approval
is required for an untrusted device to access these services, and granting
this approval will result in the device being able to access them.

• Test 5 [conditional]: If test 3 applies, the evaluator shall repeat Test 3
except this time designating the device as “trusted” prior to attempting
to access the service. The evaluator shall verify that access to the service
is granted without explicit user authorization ﴾because the device is now
trusted and therefore FIA_BLT_EXT.7.1 no longer applies to it﴿. That is, the
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evaluator shall use these results to demonstrate that the TSF will grant a
device access to different services depending on whether or not the device
is trusted.

100.1 Documentation Review activity

100.1.1 Findings

The Security Target document, defines defines in its section 5.1.4.4 identification and Au‐
thentication for Bluetooth Module, that Windows 10, Windows 11 and Windows Server im‐
plements the mechanisms to prevent an untrusted remote device from gaining remote ac‐
cess without prior user explicit authorization.

100.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

100.2 Test Activity

TOEs does not differentiate between “trusted” and “untrusted” devices, just paired or not,
for the purpose of granting access services. Therefore, the test evaluation activities for FIA_
BLT_EXT.6 are sufficient to satisfy this component.

100.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FIA_BLT_EXT.7
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101 FMT_MOF_EXT.1/BT

The assurance activity for the FMT_MOF_EXT.1/BT requirement is stated as follows:

TSS
The evaluator shall examine the TSS to ensure that it identifies the Bluetooth‐
related management functions that are supported by the TOE and the roles that
are authorized to perform each function.
Guidance
The evaluator shall examine the operational guidance to ensure that it provides
sufficient guidance on each supported Bluetooth management function to de‐
scribe how the function is performed and any role restrictions on the subjects
that are authorized to perform the function.
Test
For each function that is indicated as restricted to the administrator, the eval‐
uation shall perform the function as an administrator, as specified in the Oper‐
ational Guidance, and determine that it has the expected effect as outlined by
the Operational Guidance and the SFR. The evaluator will then perform the func‐
tion ﴾or otherwise attempt to access the function﴿ as a non‐administrator and
observe that they are unable to invoke that functionality.

101.1 Documentation Review activity

101.1.1 Findings

The Security Target document, defines in its section 5.1.4.4 identification and Authen‐
tication for Bluetooth Module, that Windows 10, Windows 11 and Windows Server im‐
plements the management functions to support roles and enforce the required policies to
allow or deny to perform some operations depending on the role attempting to perform
the given operation.

101.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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101.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

101.2.1 Test 1

101.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth controller﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿

101.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

101.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.
Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

101.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.
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101.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FMT_MOF_EXT.1/VPN.
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102 FMT_SMF_EXT.1/BT

The assurance activity for the FMT_SMF_EXT.1/BT requirement is stated as follows:

TSS
The evaluator shall ensure that the TSS includes a description of the Bluetooth
profiles and services supported and the Bluetooth security modes and levels
supported by the TOE.
If function BT‐4, “Allow/disallow additional wireless technologies to be used with
Bluetooth,” is selected, the evaluator shall verify that the TSS describes any addi‐
tional wireless technologies that may be used with Bluetooth, which may include
Wi‐Fi with Bluetooth High Speed and/or NFC as an Out of Band pairing mecha‐
nism.
If function BT‐5, “Configure allowable methods of Out of Band pairing ﴾for
BR/EDR and LE﴿,” is selected, the evaluator shall verify that the TSS describes
when Out of Band pairing methods are allowed and which ones are configurable.
If function BT‐8, “Disable/enable the Bluetooth services and/or profiles available
on the OS ﴾for BR/EDR and LE﴿,” is selected, the evaluator shall verify that all
supported Bluetooth services are listed in the TSS as manageable and, if the TOE
allows disabling by application rather than by service name, that a list of services
for each application is also listed.
If function BT‐9, “Specify minimum level of security for each pairing ﴾for BR/EDR
and LE﴿,” is selected, the evaluator shall verify that the TSS describes the method
by which the level of security for pairings are managed, including whether the
setting is performed for each pairing or is a global setting.
Guidance
The evaluator shall ensure that the management functions defined in the PP‐
Module are described in the guidance to the same extent required for the Base‐
PP management functions.
Test
The evaluator shall use a Bluetooth‐specific protocol analyzer to perform the
following tests:

• Test 1: The evaluator shall disable the Discoverable mode and shall verify
that other Bluetooth BR/EDR devices cannot detect the TOE. The evaluator
shall use the protocol analyzer to verify that the TOE does not respond to
inquiries from other devices searching for Bluetooth devices. The evaluator
shall enable Discoverable mode and verify that other devices can detect the
TOE and that the TOE sends response packets to inquiries from searching
devices.
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The following tests are conditional on if the corresponding function is included
in the ST:

• Test 2 ﴾conditional﴿: The evaluator shall examine Bluetooth traffic from
the TOE to determine the current Bluetooth device name, change the Blue‐
tooth device name, and verify that the Bluetooth traffic from the TOE lists
the new name. The evaluator shall examine Bluetooth traffic from the TOE
to determine the current Bluetooth device name for BR/EDR and LE. The
evaluator shall change the Bluetooth device name for LE independently of
the device name for BR/EDR. The evaluator shall verify that the Bluetooth
traffic from the TOE lists the new name.

• Test 3 ﴾conditional﴿: The evaluator shall disable Bluetooth BR/EDR and
enable Bluetooth LE. The evaluator shall examine Bluetooth traffic from the
TOE to confirm that only Bluetooth LE traffic is present. The evaluator shall
repeat the test with Bluetooth BR/EDR enabled and Bluetooth LE disabled,
confirming that only Bluetooth BR/EDR is present.

• Test 4 ﴾conditional﴿: For each additional wireless technology that can be
used with Bluetooth as claimed in the ST, the evaluator shall revoke Blue‐
tooth permissions from that technology. If the set of supported wireless
technologies includes Wi‐Fi, the evaluator shall verify that Bluetooth High
Speed is not able to send Bluetooth traffic over Wi‐Fi when disabled. If the
set of supported wireless technologies includes NFC, the evaluator shall
verify that NFC cannot be used for pairing when disabled. For any other
supported wireless technology, the evaluator shall verify that it cannot be
used with Bluetooth in the specified manner when disabled. The evaluator
shall then re‐enable all supported wireless technologies and verify that all
functionality that was previously unavailable has been restored.

• Test 5 ﴾conditional﴿: The evaluator shall attempt to pair using each of
the Out of Band pairing methods, verify that the pairing method works,
iteratively disable each pairing method, and verify that the pairing method
fails.

• Test 6 ﴾conditional﴿: The evaluator shall enable Advertising for Bluetooth
LE, verify that the advertisements are captured by the protocol analyzer,
disable Advertising, and verify that no advertisements from the device are
captured by the protocol analyzer.

• Test 7 ﴾conditional﴿: The evaluator shall enable Connectable mode and
verify that other Bluetooth devices may pair with the TOE and ﴾if the de‐
vices were bonded﴿ re‐connect after pairing and disconnection. For BR/EDR
devices: The evaluator shall use the protocol analyzer to verify that the
TOE responds to pages from the other devices and permits pairing and
re‐connection. The evaluator shall disable Connectable mode and verify
that the TOE does not respond to pages from remote Bluetooth devices,
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thereby not permitting pairing or re‐connection. For LE: The evaluator shall
use the protocol analyzer to verify that the TOE sends connectable advertis‐
ing events and responds to connection requests. The evaluator shall disable
Connectable mode and verify that the TOE stops sending connectable ad‐
vertising events and stops responding to connection requests from remote
Bluetooth devices.

• Test 8 ﴾conditional﴿: For each supported Bluetooth service and/or profile
listed in the TSS, the evaluator shall verify that the service or profile is man‐
ageable. If this is configurable by application rather than by service and/or
profile name, the evaluator shall verify that a list of services and/or profiles
for each application is also listed.

• Test 9 ﴾conditional﴿: The evaluator shall allow low security modes/levels
on the TOE and shall initiate pairing with the TOE from a remote device
that allows only something other than Security Mode 4/Level 3 or Secu‐
rity Mode 4/Level 4 ﴾for BR/EDR﴿, or Security Mode 1/Level 3 ﴾for LE﴿. ﴾For
example, a remote BR/EDR device may claim Input/Output capability “NoIn‐
putNoOutput” and state that man‐in‐the‐middle ﴾MiTM﴿ protection is not
required. A remote LE device may not support encryption.﴿ The evaluator
shall verify that this pairing attempt succeeds due to the TOE falling back
to the low security mode/level. The evaluator shall then remove the pair‐
ing of the two devices, prohibit the use of low security modes/levels on
the TOE, then attempt the connection again. The evaluator shall verify that
the pairing attempt fails. With the low security modes/levels disabled, the
evaluator shall initiate pairing from the TOE to a remote device that sup‐
ports Security Mode 4/Level 3 or Security Mode 4/Level 4 ﴾for BR/EDR﴿ or
Security Mode 1/Level 3 ﴾for LE﴿. The evaluator shall verify that this pairing
is successful and uses the high security mode/level.

102.1 Documentation Review activity

102.1.1 Findings

The Security Target document, defines in its section 5.1.5.4 Security Management for
Bluetooth Module, that Windows 10, Windows 11 and Windows Server implements cor‐
rectly the Bluetooth management functions.

102.1.2 Verdict

Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfilment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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102.2 Test Activity

For this case, all the auditable events will be obtained during the test execution of each
security functional requirement.

102.2.1 Test 1, Test 6 and Test 8

102.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Evaluator Machine
• Windows Client Machine ﴾TOE﴿
• Windows Client Machine and Testing machine are not bonded
• Windows Client Machine and Testing machine have access to internet
• Ellysis Explorer is available
• A Faraday cage to isolate the TOE from external traffic noise for LE
• Two MDM accounts are available, one to administer the MDM settings and the other
for the TOE to be enroled with it.

102.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

102.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

102.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the ful‐
fillment of the Tests 1, 6 and 8 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1, 6 and 8.
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102.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FMT_SMF_EXT.1/BT.
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103 FTP_BLT_EXT.1

The assurance activity for the FTP_BLT_EXT.1 requirement is stated as follows:

TSS
The evaluator shall verify that the TSS describes the use of encryption, the specific
Bluetooth protocol﴾s﴿ it applies to, and whether it is enabled by default.
The evaluator shall verify that the TSS includes the protocol used for encryption
of the transmitted data and the key generation mechanism used.
Guidance
The evaluator shall verify that the operational guidance includes instructions on
how to configure the TOE to require the use of encryption during data transmis‐
sion ﴾unless this behavior is enforced by default﴿.
Test
There are no test EAs for this component. Testing for this SFR is addressed
through the evaluation of FTP_BLT_EXT.3/BR and, if claimed, FTP_BLT_EXT.3/LE.

103.1 Documentation Review activity

Assurance Activities for this element are tested through Assurance Activities for FTP_BLT_
EXT.3/BR, FTP_BLT_EXT.3/LE and FCS_CKM_EXT.8

103.2 Test Activity

Assurance Activities for this element are tested through Assurance Activities for FTP_BLT_
EXT.3/BR, FTP_BLT_EXT.3/LE and FCS_CKM_EXT.8

103.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FTP_BLT_EXT.1
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104 FPT_BLT_EXT.2

The assurance activity for the FPT_BLT_EXT.2 requirement is stated as follows:

TSS
The evaluator shall verify that the TSS describes the TSF’s behavior if a remote
device stops encryption while connected to the TOE.
Guidance
The evaluator shall verify that the operational guidance describes how to en‐
able/disable encryption ﴾if configurable﴿.
Test
The evaluator shall perform the following steps using a Bluetooth protocol ana‐
lyzer to observe packets pertaining to the encryption key size:
Step 1: Initiate pairing with the TOE from a remote Bluetooth device that has
been configured to have a minimum encryption key size that is equal to or
greater than that of the TOE.
Step 2: After pairing has successfully finished and while a connection exists be‐
tween the TOE and the remote device; turn off encryption on the remote device.
This can be done using commercially‐available tools.
Step 3: Verify that the TOE either restarts encryption with the remote device or
terminates the connection with the remote device.

104.1 Documentation Review activity

104.1.1 Findings

The Security Target document, defines in its section 5.1.8.4 Trusted Path / Channels for
Bluetooth Module, that Windows 10, Windows 11 and Windows Server implements the
correct behaviour when a remote device interrupts the encryption process.
The Bluetooth® Core Specification Version 5.2 in Vol 2. BR/EDR Controller, Part C: Link
Manager Protocol Specification, section 4.2.5 Encryption and Vol 6. Low Energy Controller,
Part E: Encryption and authentication overview define how the encryptionmay be used, even
for both BR/EDR and LE.
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104.1.2 Verdict

The evaluator considers that the information provided in the TSS describes in detail how the
VPN client establishes a VPN channel taking into account its different phases and providing
the set of available interfaces required for doing that.
Moreover, the operational guidance covers all the managements operations when creating
VPN connections with the VPN client, from the available firewall rules to the configuration
parameters.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.

104.2 Test Activity

104.2.1 Test 1

104.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

104.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

104.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Lenovo ThinkPad Z13 Gen3 with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿
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• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Pro 9 5G with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

104.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

104.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_BLT_EXT.2
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105 FPT_BLT_EXT.3/BR

The assurance activity for the FPT_BLT_EXT.3/BR requirement is stated as follows:

TSS
The evaluator shall examine the TSS and verify that it specifies the minimum key
size for BR/EDR encryption, whether this value is configurable, and the mecha‐
nism by which the TOE will not negotiate keys sizes smaller than the minimum.
Guidance
The evaluator shall verify that the guidance includes instructions on how to con‐
figure the minimum encryption key size for BR/EDR encryption, if configurable.
Test
The evaluator shall perform the following tests:
Test 1: The evaluator shall perform the following steps using a Bluetooth proto‐
col analyzer to observe packets pertaining to the encryption key size:
Step 1: Initiate BR/EDR pairing with the TOE from a remote Bluetooth device
that has been configured to have a minimum encryption key size that is equal
to or greater than that of the TOE. This can be done using certain commercially‐
available tools that can send the appropriate command to certain commercially‐
available Bluetooth controllers.
Step 2: Use a Bluetooth packet sniffer to verify that the encryption key size ne‐
gotiated for the connection is at least as large as the minimum encryption key
size defined for the TOE.
Test 2 ﴾conditional﴿: If the encryption key size is configurable, configure the
TOE to support a different minimum key size, then repeat Test 1 and verify that
the negotiated key size is at least as large as the new minimum value.
Test 3: The evaluator shall perform the following steps using a Bluetooth proto‐
col analyzer to observe packets pertaining to the encryption key size:
Step 1: Initiate BR/EDR pairing with the TOE from a remote Bluetooth device that
has been configured to have a maximum encryption key size of 1 byte. This can
be done using certain commercially‐available tools that can send the appropriate
command to certain commercially‐available Bluetooth controllers.
Step 2: Verify that the encryption key size suggested by the remote device is not
accepted by the TOE and that the connection is not completed.
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105.1 Documentation Review activity

105.1.1 Findings

The Security Target document, defines in its section 5.1.8.4 Trusted Path / Channels for
Bluetooth Module, that Windows 10, Windows 11 and Windows Server implements cor‐
rectly the negotiation process depending on the key sizes used.
The Bluetooth® Core Specification Version 5.2 in Vol 2. BR/EDR Controller, Part C: Link
Manager Protocol Specification, section 4.2.5 Encryption defines how the encryption may
be used. Defines two mechanisms E0 Encryption ﴾legacy﴿ and AES‐CCM encryption, and in
Vol 2. BR/EDR Controller, Part H: Security Specification, section 4 Encryption ﴾E0﴿ and Vol 2.
BR/EDR Controller, Part H: Security Specification, section 9 AES‐CCM encryption for BR/EDR
explain how the encryption and the encryption key size works.
In addition Vol 3: Host, Part H: Security Manager Specification, section 2.3.4 Encryption
key size explains how works the maximum and minimum encryption key length parameters
which defines the maximum and the minimum size of encryption key allowed in octets. The
maximum and minimum encryption key length parameters shall be between 7 octets ﴾56
bits﴿ and 16 octets ﴾128 bits﴿, in 1 octet ﴾8 bit﴿ steps. This is defined by a profile or device
application.
The smaller value of the initiating and responding devices maximum encryption key length
parameters shall be used as the encryption key size.
This SFR is depending of Bluetooth controller because it need to have the HCI command “HCI_
Read_Encryption_Key_Size”. and the host should check the encryption key size using it.

105.1.2 Verdict

The evaluator considers that the information provided in the TSS describes in detail how the
VPN client establishes a VPN channel taking into account its different phases and providing
the set of available interfaces required for doing that.
Moreover, the operational guidance covers all the managements operations when creating
VPN connections with the VPN client, from the available firewall rules to the configuration
parameters.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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105.2 Test Activity

105.2.1 Test 1

105.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 11 Bullseye, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

105.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

105.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿ 30

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].
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105.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

105.2.2 Test 2

105.2.2.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Ellisys Explorer is available
• Testing Machine ﴾Windows 10 with Ellisys Software﴿
• Raspberry Pi 3 Model B V1.2 with firmware BCM43430A1

– Firmware versionwithout patches and vulnerable to InternalBlue: http://github.com/RPi‐
Distro

– InternalBlue is available
* Modified Rpi3 KNOB POC is available

– Pwntools is available
– Wireshak is available

• Windows Client Machine ﴾Platforms listed in the ST﴿
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

105.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

105.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿ 30
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• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

105.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 2 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

105.2.3 Test 3

105.2.3.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Ellisys Explorer is available
• Testing Machine ﴾Windows 10 with Ellisys Software﴿
• Raspberry Pi 3 Model B V1.2 with firmware BCM43430A1

– Firmware versionwithout patches and vulnerable to InternalBlue: http://github.com/RPi‐
Distro

– InternalBlue is available

* Rpi3 KNOB POC is available
– Pwntools is available
– Wireshak is available

• Windows Client Machine ﴾Platforms listed in the ST﴿
• Bluetooth Virtual Sniffer ﴾btvs.exe﴿

105.2.3.2 Procedure
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The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

105.2.3.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Dell Latitude 7420 with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Zebra ET80Z Tablet with Windows 10 version 22H2 Enterprise edition ﴾build
10.0.19045.2006﴿ 30

• Panasonic CF‐33 withWindows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Dell PowerEdge R760xp with Azure Stack Hub ﴾build 10.0.17784.1068﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

105.2.3.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

105.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FPT_BLT_EXT.3/BR
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106 FPT_BLT_EXT.3/LE

The assurance activity for the FPT_BLT_EXT.3/LE requirement is stated as follows:

TSS
The evaluator shall examine the TSS and verify that it specifies the minimum key
size for LE encryption, whether this value is configurable, and the mechanism by
which the TOE will not negotiate keys sizes smaller than the minimum.
Guidance
The evaluator shall verify that the guidance includes instructions on how to con‐
figure the minimum encryption key size for LE encryption, if configurable.
Test
The evaluator shall perform the following tests:
Test 1: The evaluator shall perform the following steps using a Bluetooth proto‐
col analyzer to observe packets pertaining to the encryption key size:
Step 1: Initiate LE pairing with the TOE from a remote Bluetooth device that
has been configured to have a minimum encryption key size that is equal to
or greater than that of the TOE. This can be done using certain commercially‐
available tools that can send the appropriate command to certain commercially‐
available Bluetooth controllers.
Step 2: Use a Bluetooth packet sniffer to verify that the encryption key size ne‐
gotiated for the connection is at least as large as the minimum encryption key
size defined for the TOE.
Test 2 ﴾conditional﴿: If the encryption key size is configurable, configure the
TOE to support a different minimum key size, then repeat Test 1 and verify that
the negotiated key size is at least as large as the new minimum value.
Test 3: The evaluator shall perform the following steps using a Bluetooth proto‐
col analyzer to observe packets pertaining to the encryption key size:
Step 1: Initiate LE pairing with the TOE from a remote Bluetooth device that has
been configured to have a maximum encryption key size of 1 byte. This can be
done using certain commercially‐available tools that can send the appropriate
command to certain commercially‐available Bluetooth controllers.
Step 2: Verify that the encryption key size suggested by the remote device is not
accepted by the TOE and that the connection is not completed.
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106.1 Documentation Review activity

106.1.1 Findings

The Security Target document, defines in its section 5.1.8.4 Trusted Path / Channels for
Bluetooth Module, that Windows 10, Windows 11 and Windows Server implements cor‐
rectly the negotiation process depending on the key sizes used.
The Bluetooth® Core Specification Version 5.2 in Vol 2. BR/EDR Controller, Part C: Link
Manager Protocol Specification, section 4.2.5 Encryption defines how the encryption may
be used. Defines two mechanisms E0 Encryption ﴾legacy﴿ and AES‐CCM encryption, and in
Vol 2. BR/EDR Controller, Part H: Security Specification, section 4 Encryption ﴾E0﴿ and Vol 2.
BR/EDR Controller, Part H: Security Specification, section 9 AES‐CCM encryption for BR/EDR
explain how the encryption and the encryption key size works.
In addition Vol 3: Host, Part H: Security Manager Specification, section 3.5 Pairing methods
defines the Pairing Feature Exchange and key generation, and the Pairing Request Packet
which contains the “Maximum Encryption Key Size”

This value defines the maximum encryption key size in octets that the device can support.
The maximum key size shall be in the range 7 to 16 octets.

106.1.2 Verdict

The evaluator considers that the information provided in the TSS describes in detail how the
VPN client establishes a VPN channel taking into account its different phases and providing
the set of available interfaces required for doing that.
Moreover, the operational guidance covers all the managements operations when creating
VPN connections with the VPN client, from the available firewall rules to the configuration
parameters.
Therefore, the evaluator considers that, the findings obtained during the documentation
review activity demonstrate the fulfillment of the requirements established in the assurance
activity section. Hence, the PASS verdict is assigned to the documentation review activity.
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106.2 Test Activity

106.2.1 Test 1

106.2.1.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 10 Buster, using bluez and bluetooth adapter﴿
• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark

106.2.1.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

106.2.1.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
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The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

106.2.1.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 1 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 1.

106.2.2 Test 2

106.2.2.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 10 Buster with custom kernel, using bluez and bluetooth
adapter﴿

• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark

106.2.2.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

106.2.2.3 Results
The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
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• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

106.2.2.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 2.

106.2.3 Test 3

106.2.3.1 Setup
The scenario to perform the assurance activities according to the Protection Profile is com‐
posed of the following elements:

• Testing Machine ﴾Debian 10 Buster with custom kernel, using bluez and bluetooth
adapter﴿

• Windows Client Machine ﴾Platforms listed in the ST﴿
• Wireshark

106.2.3.2 Procedure
The evaluator has followed the previous specified preparatory actions, including setup, con‐
figuration, and prerequisites. The evaluator has conducted the actions and test steps, ensur‐
ing compliance with the supporting document [PPMBT10SD] instructions in order to collect
the results as stipulated by the supporting document [PPMBT10SD].

106.2.3.3 Results
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The evaluator has performed this test on all canonical platforms as defined in section 8. Test
environment definition. Additionally, the following supplementary platforms have been
also tested:

• Microsoft Surface Laptop 4 ﴾AMD﴿ with Windows 10 version 22H2 Pro edition ﴾build
10.0.19045.2006﴿

• Microsoft Surface Laptop Go 2 withWindows 11 version 22H2 Education edition ﴾build
10.0.22621.1﴿

• HP 840 G10 with Windows 11 version 22H2 Education edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Go 3 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Dell Latitude 9520 with Windows 11 version 22H2 Pro edition ﴾build 10.0.22621.1﴿
• Microsoft Surface Laptop 4 ﴾Intel﴿ with Windows 11 version 22H2 Pro edition ﴾build
10.0.22621.1﴿

• HPE Edgeline EL8000 with Windows Server 2022 Standard edition ﴾22H2, build
10.0.20348.587﴿

• Panasonic FZ‐55 with Windows 11 version 22H2 IoT edition ﴾build 10.0.22621.1﴿
• Surface Studio 2+ with Windows 11 version 22H2 Enterprise edition ﴾build
10.0.22621.1﴿

Results have obtained the same output inWindows 10 platforms, Windows 11 platforms and
Windows Server platforms.
The evaluator has provided a detailed list of finding and results that are relevant to fulfill the
security functional requirement. Therefore, the evaluator concludes that the TOE’s behavior
is as expected and detailed in the security target [ST004].

106.2.3.4 Verdict
The evaluator considers that the results obtained from the test activity demonstrate the
fulfillment of the Test 3 requirements established in the assurance activity section.
Therefore, the PASS verdict is assigned to Test 3.

106.3 Final Verdict

Since all activities have been assigned a PASS verdict, the evaluator considers that the re‐
quirements established in the assurance activity are properly fulfilled. Therefore, the PASS
verdict is assigned to FTP_BLT_EXT.3/LE.
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107 Final results

The following table summarizes the results obtained for each security requirement defined
in the Security Target document, taking into account the information provided in the Op‐
erational Guidance document:
Security Functional Requirement ‐ Coming from [GPOSPP421]:

SFRs TSS Analysis AGD Analysis Testing Activity
FCS_CKM.1.1 PASS PASS PASS
FCS_CKM.2.1 PASS PASS PASS
FCS_CKM_EXT.4.1 PASS PASS PASS
FCS_COP.1.1﴾SYM﴿ PASS PASS PASS
FCS_COP.1.1﴾HASH﴿ PASS PASS PASS
FCS_COP.1.1﴾SIGN﴿ PASS PASS PASS
FCS_COP.1.1﴾HMAC﴿ PASS PASS PASS
FCS_RBG_EXT.1.1 PASS PASS PASS
FCS_RBG_EXT.1.2 PASS PASS PASS
FCS_STO_EXT.1.1 PASS PASS PASS
FCS_TLSC_EXT.1.1 PASS PASS PASS
FCS_TLSC_EXT.1.2 PASS PASS PASS
FCS_TLSC_EXT.1.3 PASS PASS PASS
FCS_TLSC_EXT.2.1 PASS PASS PASS
FCS_TLSC_EXT.3.1 PASS PASS PASS
FCS_TLSC_EXT.4.1 PASS PASS PASS
FCS_DTLS_EXT.1.1 PASS PASS PASS
FCS_DTLS_EXT.1.2 PASS PASS PASS
FDP_ACF_EXT.1.1 PASS PASS PASS
FDP_IFC_EXT.1.1 PASS PASS PASS
FAU_GEN.1.1 PASS PASS PASS
FAU_GEN.1.2 PASS PASS PASS
FIA_AFL.1.1 PASS PASS PASS
FIA_AFL.1.2 PASS PASS PASS
FIA_UAU.5.1 PASS PASS PASS
FIA_UAU.5.2 PASS PASS PASS
FIA_X509_EXT.1.1 PASS PASS PASS
FIA_X509_EXT.1.2 PASS PASS PASS
FIA_X509_EXT.2.1 PASS PASS PASS
FMT_MOF_EXT.1.1 PASS PASS PASS
FMT_SMF_EXT.1.1 PASS PASS PASS
FPT_ACF_EXT.1.1 PASS PASS PASS
FPT_ACF_EXT.1.2 PASS PASS PASS
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SFRs TSS Analysis AGD Analysis Testing Activity
FPT_ASLR_EXT.1.1 PASS PASS PASS
FPT_SBOP_EXT.1.1 PASS PASS PASS
FPT_SRP_EXT.1.1 PASS PASS PASS
FPT_TST_EXT.1.1 PASS PASS PASS
FPT_TUD_EXT.1.1 PASS PASS PASS
FPT_TUD_EXT.1.2 PASS PASS PASS
FPT_TUD_EXT.2.1 PASS PASS PASS
FPT_TUD_EXT.2.2 PASS PASS PASS
FTA_TAB.1.1 PASS PASS PASS
FTP_ITC_EXT.1.1﴾TLS﴿ PASS PASS PASS
FTP_ITC_EXT.1.1﴾DTLS﴿ PASS PASS PASS
FTP_TRP.1.1 PASS PASS PASS
FTP_TRP.1.2 PASS PASS PASS
FTP_TRP.1.3 PASS PASS PASS

Security Functional Requirement ‐ Coming from [PPMWLAN10]:

SFRs TSS Analysis AGD Analysis Testing Activity
FAU_GEN.1 ﴾WLAN﴿ PASS PASS PASS
FCS_CKM.1 ﴾WPA﴿ PASS PASS PASS
FCS_CKM.2 ﴾WLAN﴿ PASS PASS PASS
FCS_TLSC_EXT.1 ﴾WLAN﴿ PASS PASS PASS
FCS_TLSC_EXT.2 ﴾WLAN﴿ PASS PASS PASS
FCS_WPA_EXT.1 PASS PASS PASS
FIA_PAE_EXT.1 PASS PASS PASS
FIA_X509_EXT.1 ﴾WLAN﴿ PASS PASS PASS
FIA_X509_EXT.2 ﴾WLAN﴿ PASS PASS PASS
FIA_X509_EXT.6 ﴾WLAN﴿ PASS PASS PASS
FMT_SMF.1 ﴾WLAN﴿ PASS PASS PASS
FPT_TST_EXT.3 ﴾WLAN﴿ PASS PASS PASS
FTA_WSE_EXT.1 PASS PASS PASS
FPT_ITC.1 ﴾WLAN﴿ PASS PASS PASS

Security Functional Requirement ‐ Coming from [PPMVPN24]:

SFRs TSS Analysis AGD Analysis Testing Activity
FAU_GEN.1 ﴾VPN﴿ PASS PASS PASS
FAU_SEL.1.1 PASS PASS PASS
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SFRs TSS Analysis AGD Analysis Testing Activity
FCS_CKM.1.1 ﴾VPN﴿ PASS PASS PASS
FCS_CKM_EXT.2.1 PASS PASS PASS
FCS_EAP_EXT.1.1 PASS PASS PASS
FCS_EAP_EXT.1.2 PASS PASS PASS
FCS_EAP_EXT.1.3 PASS PASS PASS
FCS_EAP_EXT.1.4 PASS PASS PASS
FCS_IPSEC_EXT.1.1 PASS PASS PASS
FCS_IPSEC_EXT.1.2 PASS PASS PASS
FCS_IPSEC_EXT.1.3 PASS PASS PASS
FCS_IPSEC_EXT.1.4 PASS PASS PASS
FCS_IPSEC_EXT.1.5 PASS PASS PASS
FCS_IPSEC_EXT.1.6 PASS PASS PASS
FCS_IPSEC_EXT.1.7 PASS PASS PASS
FCS_IPSEC_EXT.1.8 PASS PASS PASS
FCS_IPSEC_EXT.1.9 PASS PASS PASS
FCS_IPSEC_EXT.1.10 PASS PASS PASS
FCS_IPSEC_EXT.1.11 PASS PASS PASS
FCS_IPSEC_EXT.1.12 PASS PASS PASS
FCS_IPSEC_EXT.1.13 PASS PASS PASS
FCS_IPSEC_EXT.1.14 PASS PASS PASS
FDP_IFC_EXT.1.1 ﴾VPN﴿ PASS PASS PASS
FDP_VPN_EXT.1.1 PASS PASS PASS
FDP_RIP.2.1 PASS PASS PASS
FIA_PSK_EXT.1.1 PASS PASS PASS
FIA_PSK_EXT.1.2 PASS PASS PASS
FIA_PSK_EXT.2.1 PASS PASS PASS
FIA_X509_EXT.3.1 PASS PASS PASS
FIA_X509_EXT.3.2 PASS PASS PASS
FIA_X509_EXT.3.3 PASS PASS PASS
FMT_SMF.1.1 ﴾VPN﴿ PASS PASS PASS
FPT_TST_EXT.1.1 ﴾VPN﴿ PASS PASS PASS
FPT_TST_EXT.1.2 ﴾VPN﴿ PASS PASS PASS
FPT_ITC.1 ﴾VPN﴿ PASS PASS PASS
FPT_ITC.1.2 ﴾VPN﴿ PASS PASS PASS
FPT_ITC.1.3 ﴾VPN﴿ PASS PASS PASS

Security Functional Requirement ‐ Coming from [PPMBT10]:
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SFRs TSS Analysis AGD Analysis Testing Activity
FAU_GEN.1 ﴾BT﴿ PASS PASS PASS
FCS_CKM_EXT.8 PASS PASS PASS
FIA_BLT_EXT.1 PASS PASS PASS
FIA_BLT_EXT.2 PASS PASS PASS
FIA_BLT_EXT.3 PASS PASS PASS
FIA_BLT_EXT.4 PASS PASS PASS
FIA_BLT_EXT.6 PASS PASS PASS
FIA_BLT_EXT.7 PASS PASS PASS
FMT_MOF_EXT.1 ﴾BT﴿ PASS PASS PASS
FMT_SMF_EXT.1 ﴾BT﴿ PASS PASS PASS
FTP_BLT_EXT.1 PASS PASS PASS
FTP_BLT_EXT.2 PASS PASS PASS
FTP_BLT_EXT.3 ﴾BR/EDR﴿ PASS PASS PASS
FTP_BLT_EXT.3 ﴾LE﴿ PASS PASS PASS
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108 Evidence List

The evidences are listed in the document [MS‐W11‐22H2‐I‐000].
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109 Evaluation Tools

• BinSkim, a verification tool which allows analysing binaries to ensure that they have
been built in compliance with Microsoft’s Security Development Lifecycle ﴾SDL﴿.

• BOTAN‐CCN. Tool used to test the cryptographic algorithm included in the TOE.
• Certutil﴾Inlcuded in libnss3‐tools﴿. Utility to manipulate NSS certificate databases.
• Corruptor. Tool for check integrity on network communications.
• ee‐tls‐tool. Test suite for TLS and X509 Common Criteria evaluations. It acts as an
OpenSSL TLS server configured according to each test. A modified version based on
tls‐cc‐tools has been used.

• hping3. Tool for sending TCP, IP, and UDP packets.
• HxD. Freeware Hex Editor and Disk Editor.
• libreswan. A free software implementation of the most widely supported and stan‐
darized VPN protocol usin ”IPsec” and the Internet Key Exhange ﴾”IKE”﴿.

• strongswan. A multiplatform IPsec implementation. The focus of the project is on
strong authentication mechanisms using X.509 public key certificates and optional
secure storage of private keys and certificates on smartcards through a standardized
PKCS#11 interface and on TPM 2.0.

• MITM Tool. This software is a set of tools based on: br_netfiler + Iptables + NFQueue
+ BPF + Regex that allows modifying network packets on the fly. It is used to work as
a MITM to modify the content of the network packages. More info at: Rehtse

• PCPTool. An utility which allows using TPM‐related functionality.
• PsTools. Command‐line tools to administer your Windows system.
• SignTool. A command line tool that provides the ability to sign files and verify signa‐
tures in files. It is distributed with the Windows 10 Software Development Kit ﴾SDK﴿.

• Visual Studio 2022. An integrated development environment from Microsoft.
• VMMap. VMMap is a process virtual and physical memory analysis utility.
• WebClient andWebServer. Internal tools that work as DTLS server and client.
• Windows 10 & 11 Assessment and Deployment Kit ﴾ADK﴿. To create a WinPE USB.
• Wireshark. A network protocol analyser for macOS, Unix and Windows.
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110 Acronyms

• AGD. Administrative Guidance Document
• API. Application Programming Interface
• CAVP. Cryptographic Algorithm Validation Program
• CC. Common Criteria
• CVE. Common Vulnerabilities and Exposures
• FIPS. Federal Information Processing Standard
• HTTPS. HyperText Transfer Protocol Secure
• HW. Hardware
• IKE. Internet Key Exchange
• IPSec. Internet Protocol Security
• ISAKMP. Internet Security Association and Key Management Protocol
• IT. Information Technology
• MITM. Man In The Middle
• OCSP. Online Certificate Status Protocol
• OS. Operative System
• PP. Protection Profile
• SA. Security association.
• SFR. Security Functional Requirement
• SHA. Secure Hash Algorithm
• SSH. Secure Shell
• ST. Security Target
• SW. Software
• SSL. Secure Socket Layer
• TLS. Transport Layer Security
• TOE. Target of Evaluation
• TPM. Trusted Platform Module
• TSF. TOE Security Functions
• TSFI. TOE Security Function Interface
• TSS. TOE Summary Specification
• USB. Universal Serial Bus
• VPN. Virtual Private Network
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111 Glossary

111.1 Common Criteria Terms

• Common Criteria ﴾CC﴿. Common Criteria for Information Technology Security Evalu‐
ation.

• Common Evaluation Methodology ﴾CEM﴿. Common Evaluation Methodology for
Information Technology Security Evaluation.

• Protection Profile ﴾PP﴿. An implementation‐independent set of security requirements
for a category of products.

• Security Target ﴾ST﴿. A set of implementation‐dependent security requirements for a
specific product.

• Target of Evaluation ﴾TOE﴿. The product under evaluation. In this case, the Operating
System as described in section and its supporting documentation.

• TOE Security Functionality ﴾TSF﴿. The security functionality of the product under
evaluation.

• TOE Summary Specification ﴾TSS﴿. A description of how a TOE satisfies the SFRs in
a ST

• Security Functional Requirement ﴾SFR﴿. A requirement for security enforcement by
the TOE.

• Security Assurance Requirement ﴾SAR﴿. A requirement to assure the security of the
TOE

• Extended Package ﴾EP﴿. An implementation‐independent set of security require‐
ments for a category of products, which extends those in a Protection Profile.

111.2 Technology Terms

• Address Space Layout Randomization ﴾ASLR﴿. An anti‐exploitation feature, which
loads memory mappings into unpredictable locations. ASLR makes it more difficult
for an attacker to redirect control to code that they have introduced into the address
space of a process.

• Administrator. An administrator is responsible for management activities, including
setting policies that are applied by the enterprise on the operating system. This ad‐
ministrator could be acting remotely through a management server, from which the
system receives configuration policies. An administrator can enforce settings on the
system, which cannot be overridden by non‐administrator users.

• Application ﴾app﴿. Software that runs on a platform and performs tasks on behalf of
the user or owner of the platform, as well as its supporting documentation.

• Application Programming Interface ﴾API﴿. A specification of routines, data struc‐
tures, object classes, and variables that allows an application to make use of services
provided by another software component, such as a library. APIs are often provided
for a set of libraries included with the platform.
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• Credential. Data that establishes the identity of a user, e.g. a cryptographic key or
password.

• Critical Security Parameters ﴾CSP﴿. Information that is either user or system defined
and is used to operate a cryptographic module in processing encryption functions in‐
cluding cryptographic keys and authentication data, such as passwords, the disclosure
or modification of which can compromise the security of a cryptographic module or
the security of the information protected by the module.

• Data At Rest ﴾DAR﴿ Protection. Countermeasures that prevent attackers, even those
with physical access, from extracting data from non‐volatile storage. Common tech‐
niques include data encryption and wiping.

• Data Execution Prevention ﴾DEP﴿. An anti‐exploitation feature of modern operating
systems executing on modern computer hardware, which enforces a non‐execute per‐
mission on pages of memory. DEP prevents pages of memory from containing both
data and instructions, which makes it more difficult for an attacker to introduce and
execute code.

• Developer. An entity that writes OS software. For the purposes of this document,
vendors and developers are the same.

• Host‐based Firewall. A software‐based firewall implementation running on the OS
for filtering inbound and outbound network traffic to and from processes running on
the OS.

• Operating System ﴾OS﴿. Software that manages physical and logical resources and
provides services for applications. The terms TOE and OS are interchangeable in this
document.

• Personally Identifiable Information ﴾PII﴿. Any information about an individual main‐
tained by an agency, including, but not limited to, education, financial transactions,
medical history, and criminal or employment history and information which can be
used to distinguish or trace an individual’s identity, such as their name, social secu‐
rity number, date and place of birth, mother’s maiden name, biometric records, etc.,
including any other personal information which is linked or linkable to an individual.

• Sensitive Data. Sensitive data may include all user or enterprise data or may be spe‐
cific application data such as PII, emails, messaging, documents, calendar items, and
contacts. Sensitive data must minimally include credentials and keys. Sensitive data
shall be identified in the OS’s TSS by the ST author.

• User. A user is subject to configuration policies applied to the operating system by
administrators. On some systems under certain configurations, a normal user can
temporarily elevate privileges to that of an administrator. At that time, such a user
should be considered an administrator.

• Secure Shell ﴾SSH﴿. Cryptographic network protocol for initiating text‐based shell
sessions on remote systems.
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