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8 CONFIGURATION DE DIRECTACCESS

Passons maintenant au plat de résistance avec la configuration de DirectAccess. Tout se passera
dans l'interface de configuration d’UAG avec une collection d’interfaces de configuration. Pour éviter
de se poser des questions en cours de route, le tableau suivant résume les choix de déploiement qui

seront mis en ceuvre :

Configuration a mettre en ceuvre Valeur

Scénario de déploiement

Autoriser les clients DirectAccess a se connecter
au réseau interne et activer la gestion a distance
des clients DirectAccess.

Localisation des clients

Dans le domaine corp.contoso.com

Liaison des stratégies de groupe

A laracine du domaine

Identification des clients DirectAccess

Dans le conteneur « Workstations » localisé a la
racine du domaine

Configuration du DirectAccess Connectivity
Wizard

Oui

Autoriser les clients a utiliser la résolution
de noms DNS locale

Oui

Indicateur de connectivité du DAC

http://appl.corp.contoso.com

Portail a présenter a I'utilisateur en cas de
défaillance DirectAccess

http://www.contoso.com/troubleshooting

Nom du portalil

Portail d’assistance

Adresse de messagerie du support

Administrateur@contoso.com

Premiére adresse IPv4 publique

131.107.0.2

Adresse IPv4 privée

192.168.0.1

Identification du certificat IP-HTTPS

Friendly name « IP-HTTPS »

Autorité de certification interne

DC1.CORP.CONTOSO.COM

Authentification double facteur

Non

Prise en charge de NAP avec DirectAccess

Oui

Mode de mise en ceuvre de NAP

Monitoring mode

Localisation du serveur HRA

Sur le serveur UAG

URL de dépannage NAP

http://www.contoso.com/troubleshooting.htm

Autorité de certification délivrant les
certificats System « Health Authentication »

DC1.CORP.CONTOSO.COM\CORP-DC1-CA.

Gabarit de certificats pour NAP

System Health Authentication

Microsoft UAG 2010 SP1
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gi(zsnttion des flux en partance du poste Split Tunneling

Localisation des serveurs UAG Servers\UAGDA

Network Location Server https://nls.corp.contoso.com
Méthode de résolution des noms locaux Fallback to local name resolution
Mode d’acces au réseau interne End-to-Edge

8.1 Paramétrage cote client de DirectAccess

La premiére étape de la configuration, c’est I'identification des clients pour lesquels DirectAccess
devra étre activé, le niveau d’accés de ces clients au systéme d’information et enfin la configuration
optionnelle du DAC. Le DirectAccess Security Configuration Wizard est une interface utilisateur
permettant a celui-ci d’étre informé de I'état de fonctionnement de DirectAccess. C’est la partie la plus
simple de la configuration de DirectAccess.

Impression écran Description

& Microsoft Forefront Unified Access Gateway Management E I =1 |
Fle View Admin Messages Help
—
bd & Lg)
=] &urefmm vAG ?E__,
HTTP Connections orefront A
@ HTTPS Connectons " Unified Access Gateway 2010 UAG DirectAccess
»
Follow the steps in this page to enable and configure UAG DirectAccess for your organization Step2 g . -
@ resdiheuao dploumerond s guces — L’interface de configuration
15/ Infrastructure Servers N 5z
step step? g e ne permet de passer a I’étape
Clients and GPOs DirectAccess Server Bz mmmaTe . H
J "Rt g e I suivante  que  si la
= # servers required for connectivity. . . . .
Select the felients Conf nectivity and security. Configure.
alaned to correct uing el for the UAG Directacesss configuration minimale  a
DirectAccess. Server. — . z z . 7
Contaues B u e bien été renseignée.
Step 4 (Optional)

Optional Settings: Optional Settings:

Clent Connectity Assistar :M?M?:pmt@; @ BrKee
oo b on distinguera des
- parameétres obligatoires et
optionnels.
Apply Policy... | Export Policy... Activate Disable DirectAccess...
Vessage Tme [ Message Type | Message I

pesty s
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3¢ Clients and GPOs Configuration x|

Clients and GPOs Configuration

e On va conserver la
Client Domains You can deploy Forefront UAG DirectAccess to connect DirectAccess dients to internal networks, and for . . L,
PR remote mansgement of DrectAccesscents configuration par défaut. Par
e rapport ala RTM d’UAG, il y a
ol ;Imzm:;sﬁdiemmmnmm internal networks, and enable remote management of tO ut d e m ém e S u btl | Ité, ”
" Enable remote management of DirectAccess dlients only n ’eSt pl us beSOi n de
i=f AR R configurer la gestion des
clients en situation de
D S mobilité. Les exceptions de
\0! authentication, NAP Enforcement and forced tunneling. If you select remote client management only, Lo . , ,
e pare-feu sont déja intégrées.
Leom more.. < Back Next > Finish cancel |

3¢ Clients and GPOs Configuration x|

Clients and GPOs Configuration

Deployment Model L
pree—— Specify the domains in which the client computers allowed to connect using Forefront UAG DirectAccess reside. Pal‘ d ef aut y U AG va
e - Policy settings contained in the UAG DirectAccess clients Group Policy object (GPC) will be applied to these - ;.

PRT— computers. positionner la stratégie de

Client Groups. Enable DirectAccess for client computers in these domains:

groupe de configuration des
| postes clients dans un seul
e | domaine. Il est donc possible
de déployer
UAG/DirectAccess dans un
scénario de  forét de

3 corp.contoso.com

ressources.
Learn more... <Back Next > Foish | [ concel |
3 Clients and GPOs Configuration x|
Clients and GPOs Configuration
Deployment Model
Forefront UAG uses Group Policy Objects (GPOs) to deliver UAG Directaceess palicy settings to dlient computers, the .
lIP"t ::&Dm;:;zﬁggug;f;z;ee:;y;;tue.zeb[:umezsnueamtmﬁwautumatuny,myuucansaue Dans Ia version RTM d’UAG’
ChentGms & Automatically generate the following GPO: for DirectAccess policies: on n’avait pas |a pOSSi b | | |'[é
[_Name [ Location . -
(G]::ﬂs :AG DirectAccess: Clients (UAGL.CORP.CONTOSO.COM) tnrp.tmntusn.mm d e Co nfl g u rer | a I I al SO n d es
Gateway UAG DirectAccess: Gateways (UAGL.CORP.CONTOSO.C... = corp.contoso.com ’ . .
Application Servers UAG DirectAccess: AppServers (UAGL.CORP.CONTOSO....  corp.contaso.com Stl"ateg Ies d e g rou p e. |C |
encore, il sera possible de
I Save e UAG Directhcees seigs t these xiting GPO=: positionner le serveur UAG et
s ' les serveurs de ressources
Rppleation servr dans des foréts distinctes.

Designing Active Directory for Forefront UAG DirectAccess.

Learn more... < Back Next > Finish Cancel
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3% Clients and GPOs Configuration x|

Clients and GPOs Configuration

Deployment Model
From the client computer domains, select organizational units (OU) or security groups containing clients that

Client Domains g:\:e:;i!;ﬁ;:éonm using UAG DirectAccess. Client GPO policy settings are applied to these Dans |a Vers|on RTM' Ie
?-eﬁ::(:riizc;tie:ss cnemﬁna;e:a:ir;mm s filtrage s’effectuait
Enable DirectAccess for dlients in these OUs or security groups: unlquement pa’r rapport a

151 corp.contoso. com/Workstations I’appartenance é un groupe.
Avec le SP1, on peut
| maintenant filtrer par rapport

a un conteneur
organisationnel.

Policy Management

Client Groups

Learn more... < Back Next > Finish Cancel

I Microsoft Forefront Unified Access Gateway Management ik _|&] x|

Fie Viw Admin Messages Hep

bl G i»/u‘
4P Forefront UAG st
& HTTP comections ||~ Forefront -
@ HrTPs connections || Unified Access Gateway 2010 UAG DirectAccess
b DirectAccess
Follow the steps in this page to ensble and configure UAG DirectAccess for your organization Step3
@ read the UAG deployment and planning guides
=|W Infrastructure Servers
Step1 Step2 Leam more
—_— iy
Clients and GPOs Directhccess Server et Ine rirestuctme)
Leammore - Leammore authentication and management .o
= Serversrequired for comectity On en a fini avec la
Select the groups of clients Configure connectivity and security Configure . . . . L,
A G AT e | configuration obligatoire coté
Edit Configure Network . .
Step 4 (Optiona client passons maintenant
Optional Settings: Optional Settings: — 1
ity sssis Turo-Factor Authentication — | End-to-End Access 2
Client Connectivity Assistant ,_ actor Autl o . aux param etrag es
e optionnels.
-and encryption for traffic to
selected application servers.
Configure
Apply Policy... | Export Policy... Activate Disable DirectAccess...
Message Time [ Message Type [ Message [
Ready

¢ Clients and GPOs Configuration x| .
. On va configurer le
Client Connectivity Assistant Configuration DirectAccess Connectivity

Wizard et autoriser

Comnesin rficaton T e e e e e e e A e I'utilisateur a basculer en

Assistant application. L, .
N résolution de noms locale.
Do youwant to configure settings for the DirectAccess Connectivity Assistant application? . . )

O\ mEET T T L’utilisateur pourra ainsi
¥ Allow users to use local name resolution instead of sending requests through corporate DNS servers. désactiver D| I’eCtACCGSS Si

nécessaire.

Troubleshooting Portal

" Na,1do not want ta configure application settings at this time
La version 1.5 du client est
diponible dans «c:\Program
Files\ Microsoft ForeFront
Unified Access
Gateway\Common\Bin\Da\DA
Lear more., coode [[Twees | e | conca | C ».
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3% Clients and GPOs Configuration x|
Client Connectivity Assistant Configuration Le DAC doit étre configuré
pour utiliser une référence
Client Connectivity Select how connectivity between DirectAccess clients and the internal network is automatically - =y
- o verified. When connectivity verification fails, a notification is displayed in the taskbar notification area |nterne. Dans notre Cas, jal
Connection Verification ofthe DirectAccess client computer. . ’
Troubleshootig 2ot Comectuty verters: retenu le site web par défaut
DiagnosticLoggi L, ,
T prr Tiveines | hébergé sur le serveur APP1.
http://appl.corp.contoso.com HITP
En environnement de
production, je
recommanderai de choisir un
autre point de référence,
voire méme d’en référencer
plusieurs.
Learn more... <Back | Net> | Fmsn cancel |
Client Connectivity Assistant Configuration
zlwentl:nnictn:.tvt The DirectAccess client feature notifies users when cannectivity is nat functioning properly.
onnection Veritication The notification includes a link to a troubleshooting page. - - - wgug 7
Troubleshooting Portal Specify the portal that DirectAccess clients are directed to for troubleshaoting: En cas d,lndlspOnlblllte, Ie
bisgnosticLoggns £ s Unc port DAC va informer l'utilisateur
& et le rediriger vers un portail.
% This site : . 7
'I” o Si  on a préalablement
http://wnw.contoso.com/troubleshooting . L, . .
D 04 T TS configuré le portail UAG, il
Friendly name for URL link: est méme possib|e de le
Portail d assistance e,
' référencer.
Emare. < Back | Net> | Fmsh Cancel |
3 Clients and GPOs Configuration x|
Client Connectivity Assistant Configuration En cas de défaillance,
Iutilisateur peut générer des
Client Connectivity ) ) ) )
Connection Verfication e e e e e ey e e O traces que l'on va envoyer
o diagnostics. Script output is appended to the log file. - by )z .
a B par messagerie a I’équipe de
administrateur@contoso.com S u p p O rt .
Example: administrator@contoso.com
Specify the path and name of the diagnestics script (optional):
I est méme possible
Example: CAWindows\System32\DADiag-ILDC_DCAbat , i .
e o e e e e e e T d’utiliser un script de
with elevated permissions. . . . P
’ diagnostic personnalisé.
Learn more... < Back Mext > | Einish I Cancel
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8.2

Paramétrage coté serveur de DirectAccess

Deuxiéme étape, la configuration de DirectAccess a proprement parlé. A ce stade, on va :

B [ndiquer a UAG quelle est I'interface interne

® [Indiquer a UAG quelle est I'interface externe (avec ses deux adresses IPv4 publiques

consécutives)

m  Spécifier le certificat qui sera utilisé pour le protocole de transition IP-HTTPS
m  Spécifier l'autorité de certification qui sera utilisée pour authentifier les tunnels IPSEC

En option, on va pouvoir :

Spécifier la localisation des serveurs UAG DirectAccess

Spécifier 'usage de la carte a puce ou d’'un dispositif OTP au niveau des tunnels IPSEC
Intégrer la prise en charge de Network Access Protection au sein de DirectAccess
Spécifier le mode de gestion des flux sortants au niveau du client DirectAccess

Impression d’écran Description

=l8lx]

B Hicrosoft Forefront Unified Access Gateway Management
File View Admin Messages Help

¢ gl

£ Forefront UAG ayr—
& HTTP Comnections || 4 :
e ¢ Forefront UAG DirectAccess
9 onnections Unified Access Gateway 2010
P DirectAccess.
Follow the steps in this page to enable and configure UAG DirectAccess for your organization Step3
@ Read the UAG deploymentand planning guides —————————
=I5{W infrastructure Servers
Step1 Step2 ElE Learm more
o
Clients and GPOs DirectAccess Server Bty
Learnmore ) Learnmore ‘authentication and management
servers required for connectivity.
Select the groups of clients Configure connectivity and security Configure
allowed to connect using policies for the UAG DirectAccess
DirectAccess. Server. Internal
Edit Configure Network
Step 4 (Optional)
Optional Settings: Optional Settings: SRt —
— -to-I
Client Connectivity Assistant (On) Two-Factor Authentication = End-to-End Access
Learn more
Net s Protection o
Set end-to-end authentication
and encryption for traffic to
selected application servers.
Configure
T | S Jr— e —
Message Tme Message Type | Message [
Ready ’7’7

La configuration du client est
maintenant terminée.

Passons a la configuration
du serveur.

3% UAG DirectAccess Server Configuration |

UAG DirectAccess Server Configuration

Connectivity

To set up the UAG DirectAccess server, assign IP addresses to the Internet-facing and internal networks.

| UAG DirectAccess Internal
¥ Server netwak

Internet-facing Internal

First Internet-facing IPv4 address:

IP-HTTPS Certificate

IPsec Certificate Authentication

Internal IPv4 address used when ISATAP is
deployed on the UAG DirectAccess server:

[131107.0.2 |

Second Internet-facing IPv4 address: Internal IPvé address:

131.107.03 =

__ ISATAPIPv transition technologies will be enabled on the UAG DirectAccess server. Register the
(@ DN rame TSATAP" with "192168.0.1" on the DNS in all domains to enable IPv6 connectivity on
P’ these domains. In addition ensure that ISATAP is not blocked in the Global Query Block List on all

DNS servers.

< Back | Next > I Finish

Leam more.., cancel |

A ce stade, pas de
changement, il faut indiquer
a UAG quelle est l'interface
interne et I'interface externe.

A noter que comme pour la
RTM, linterface refusera de
poursuivre si les prérequis
ne sont pas respectés.
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3% UAG DirectAccess Server Configuration x|
UAG DirectAccess Server Configuration
Connectivity IP-HTTPS is a transition technology used by DirectAccess clients connecting over IPvd. The UAG
P — g::mgz :ﬁrev:éacts as an IP-HTTPS Web server, and uses a server certificate to authenticate to
IPsec Certificate Authentication L, . L.

Select the server certificate used to authenticate to DirectAccess clients: La sélection du certificat IP-

[€ti=uag.contose.com, OU-TT, O—Contaso, L-PARIS, S-IDF, C-FR |Bre_wse| HTTPS a été iSO|ée Pour

O e e ene e CFL e rappel, on avait utilise un
« Friendly name». Il sera
utile pour sélectionner le bon
certificat.

Learn more.. <Back Next > Finish cancel |
32 UAG DirectAccess Server Configuration x|
UAG DirectAccess Server Configuration
Coté autorité de certification,
e e tnbicton ehweenhe Dctheec st sn Dvecoesscents on va sélectionner celle que
ificot o PaRhent - shuo Select the CA that will issue certificates for IPsec authentication: nous avons install é . C ‘est
= Use a certificate from a trusted root CA: H H H
IDC::om, DC=contoso, DC=corp, CN=corp-DCL-CA e | el Ie q ul va d I St” b uer les
certificats d’authentification
 Use a certificate from an intermediate CA:
i IPSEC.
‘30' The UAG DirectAccess server and client computers require a certificate in the trusted
= root or intermediate CAstore to indicate that the CAis trusted, and a client computer
certificate issued by the CA in their local computer certificate store.

T Voila pour le paramétrage
obligatoire, passons aux
paramétres optionnels.

Learn more... < Back | Next > | Finish Cancel |
|32 UAG DirectAccess Server Configuration x|
Two-Factor Authentication Configuration
e ‘You can require clients to use two-factor authentication. Select the method used by UAG DirectAccess Un e g ran d e n 0 u Veau té
for two-factor authentication.

I™ Require two-factor authentication d,UAG 201 0 SP1 H la prise en

£ Cllerts will log an using a PR smart card charge de [I'authentification
= Clients will authenticate using a one-time password (OTP d ou ble facteu r au n iVeaU d e
I’établissement des tunnels
IPSEC. Il est aussi possible
de réaliser l'authentification
avec une carte a puce ou un

device de type OTP.

Learn more... < Back Next > Finish Cancel
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32 UAG DirectAccess Server Configuration x|
Network Access Protection Configuration
E”E"‘t Forefront UAG DirectAccess can verify the health of client computers using Network Access Protection (NAP) NAP étalt d éJ a | ntég ré é | a
an policies located on a Network Policy Server (NPS). Specify how NAP policies are enforced. . .
NAP Certification Authority o Conf|gurat|on de
I Use NAP to verify DirectAccess client computers are compliant with netwark health policies R . B
e et e e e DirectAccess sauf qu’il fallait
. intervenir sur la stratégie de
'+ Monitoring mode. Both liant and liant DirectAccess clients can connect. ,
groupe coté serveur pour
" Enforcement mode. Only compliant DirectAccess clients can connect. .
configurer le mode de NAP.
Dans notre maquette, nous
allons commencer par le
mode « Monitoring ».
Leam more.. <ok [ weas | Fmsh concel |
3 UAG DirectAccess Server Configuration x|
Network Access Protection Configuration
NAP Enforcement
- To verify DirectAccess client health using Network Access Pratection (MAP), specify the location of a Health
Reqistration Authority (HRA] server, and a Network Policy Server (NPS), Dans la version RTM d’UAG’
NAP Certification Autharity
% The NPS and HRA roles are installed on this UAG server {UAG configures settings automatically). I I n,EtaIt pas pOSSI ble
e iz CEE TR d’héberger le role « Health
Clients can link to this URL for troubleshooting compliance issues (optional): ) . i
[tz /. contase.comtroubleshosting.ntml Reg Istration ALI t h ori ty » Sur
Example: httpy/www.contoso.com/troubleshooting.htm Ie serveur UAG C,est
€~ HRA and NPS are installed on another server administrator configures settings manually). . .
¥ Gne or more HRA servers are not accessible fram the Internet. mal ntenant pOSSI ble avec Ie
SP1. En plus, il le configure
pour nous !
Leam more.. <gack |[ Net> | Fnish cancel |
22 UAG DirectAccess Server Configuration x|
Network Access Protection Configuration
NaP Enforcement Specify the certification authority (CA) used by the HRA server. The HRA server validates the credentials ofa
HRA and NP5 compliant Directccess client computer. and obtains a health certificate rom the CA on its behalf,
NAP Certification Authority Specify the NAP CA servers: 3 )
St corcontose com o DL s La configuration de NAP
implique de désigner
autorité de certification qui
va délivrer les certificats de
Select the authenticated compliant certificate template: type System Hea|th
Sys! HealthAuthentication . .
If you have specified an enterprise CA you must select a certificate template. AU t h ent' Cat' on.
<Back nec> [[ Amsh | concel

Learn more...
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3% UAG DirectAccess Server Configuration x|

Force Tunneling Configuration UAG RTM ne permettait pas
de configurer I'encapsulation
DirectAcress clients access internal resources through the UAG DirectAccess servr. ou non des flux en partance
Select how DirectAccess clients connect to the internet: .
du client. Dans notre cas,
nous allons conserver le
‘el ;‘S,:x;i;j:::l;:gr Send Internet requests from DirectAccess clients through the UAG m o d e par d éfaut

wﬂl Forced tunneling will impact network performance,

Connectivity Method

¢ Use split tunneling. Send Internet requests from DirectAccess clients directly to the
Internet.

Note: Le mode «Force
Tunneling »  intégre  des
nouveautés dans le SP1
d’UAG 2010 par rapport a la
version RTM.

Learn more.. < Back Nest > Finish cancel |

3 UAG DirectAccess Server Configuration x|

Server Groups Configuration

Specify whether UAG DirectAccess servers are identifisd based on server names or organizational units (OUS).
Addl QUs that contain UAG DirectAccess servers only. The names of UAG DirectAccess servers are added
automatically, and cannot be modified.

e —— Tout comme pour les clients,

" Server names. % Organizational units (OU} || eSt pOSSIble de flltrer

Enable UAG DirectAccess for these servers: y - - ”, .
o corasn omSemer RGO 'application de la stratégie

de groupe concernant le ou
__Remoe | les serveurs UAG a un
conteneur Active Directory
précis.

Learn more... < Back Next > Finish Cancel

Page 11
Microsoft UAG 2010 SP1
Prepared by Benoit SAUTIERE




Prepared by Benoit SAUTIERE — MVP Enterprise Security 2010 — Benoits@exakis.com

8.3 Paramétrage de la Name Resolution Policy Table

Dans cette troisieme étape de la configuration de DirectAccess, on va se focaliser sur le contenu de
la « Name Resolution Policy Table ». Pour rappel, cette table référence des suffixes DNS et des
hétes pour lesquels il ne faut pas utiliser la résolution de noms d’hétes Internet. Pour chaque
référence, on peut :

®m  Spécifier un ou plusieurs serveurs DNS IPv6
®  Faire traiter la requéte par le mécanisme de transition DNS64/NAT64
m  Refuser de traiter la résolution DNS

Pour rappel, notre Network Location Server ne doit pas étre accessible depuis Internet. Pour cela
'hote DNS va étre référencé comme refusé a la résolution dans la NRPT. Il est essentiel de bien
référencer tous les suffixes DNS référencés dans I'entreprise. Sinon, ils ne pourront pas étre
adressés depuis I'extérieur.

Impression d’écran Description

B Hicrosoft Forefront Unified Access Gateway Management =18 x|
Fie View Admin Messages Help
¢ lg
£ Forefront UAG ayr—
& Hrecomectons |~ Forefront .
& 1TTPS Comectons | EE2 [ trael Aeass Gatevwanyonto UAG DirectAccess
P DirectAccess
Follow the steps in this page to enable and configure UAG DirectAccess for your organization Step3
® Read the UAG deplovment and planning guides T
Infrastructure Servers|
Step1 Step 2 i‘i Learn more
Clients and GPOs DirectAccess Server Define the infrastructure,
servers required for connectivity. L,
Setec te groups ofclierts Contgure connectity and securty Configure Nouvelle étape avec la
allowed to connect using policies for the UAG DirectAccess
DirectAccess. Server. . .
o s configuration des
Optional Setti Optional Setti Step-4 (Optianah A H A H
i ’ i ’ = mécanismes de résolution de
Client Connectivity Assistant (On) Twio-Factor Authentication = Eapye
Metwork Access Protection (On) L —
noms.
selacted application servers.
Configure
T | S Jr— e —
Message Time Message Type | Message [
Ready ’7’7
22 Infrastructure Server Configuration x|
Infrastructure Server Configuration
(oo e i DirectAccess clients attempt to access a URL on the netwark location server ta determine if they La premiere et ape de la
- are connected to the internal network. If access succeeds, the client considers itself part of the . .
i sufes Intermal network and thefore does ot use UAG DitectAccessfor network connectiiy configuration passe par la
Authentication Domains . . f .
———_— Specty the URL use to acese the etone Iocaion semen déclaration de I’exception de
g [ conose com résolution lorsque
Example: insideoutside.corp.contoso.com I’ t'l' t t 't t'
utilisateur est en situation
e, . A
(@, T nevorc location sever should be ocsted it ntermal network and e ighly de mobilité. Il ne doit pas étre
L available. Client connectivity might be disrupted if the URL is unavailable. ,
capable de résoudre le nom
du Network Location server,
|_0| Validation successful. The URL httpsy/nls.corp.contoso.com s reachable. sinon, il serait considéré
comme étant sur le LAN.
Learn more... < Back Next > Finish Cancel |
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3 Infrastructure Server Configuration : x|

Infrastructure Server Configuration

Network Location Server

Enter the name suffixes and IP addresses of internal DNS servers used to resolve DNS suffix queries.

S ———— Name Suffix | 1P address of DNS Server )
ansgemet seve' pp——— p—— On constate bien la présence
% | Doubledick nereto add., \ de I’exception ainsi que de la

prise en charge du suffixe
DNS pour la zone DNS
relative au domaine Active
Directory.

Select a local name resolution option:

" Only use local name resolution if the name does not exist in DNS (most restrictive)

Fall back to local name resolution if the name does not exist in DNS or the DNS servers are
unreachable when the client computer is on a private network (recommended)

" Fall back to local name resolution for any kind of DS resolution error (least secure)

Leam more.. <pack |[ et Finish cancel |

3 Infrastructure Server Configuration : x|

Infrastructure Server Configuration

Network Location Server Specify the domains that contain user accounts of clients connecting using DirectAccess. Also, specify any domains

DNS Suffixes containing management servers that require DirectAccess clients to authenticate using Kerberos.

A ce stade, il est possible de

'0.‘ Domain controllers in the specified domains are automatically added to the management servers list.

Management Servers

S S T AT spécifier les domaines Active
Client Domains. . Py N
= Directory  additionnels a

pr— prendre en charge, aussi

bien pour les clients que les
ressources auxquels ils
accedent.

Leam more.. <Back Next > Fnish | [ cancel |

3% Infrastructure Server Configuration x|

Infrastructure Server Configuration

Network Location Server DirectAccess management servers provide services to DirectAccess clients. Add internal management servers to
— discoverable built-in groups, and user-defined groups. Y ,
z:‘;:ﬂﬁcaﬁm Somaine 5 Add Group |C{_Raﬁash Al Add Server = [+ Select All NouveaUte d UAG 201 o SP1 ]
T o Y M J la détection automatique des
B Do Conotes TS contrbleurs de domaine et
5 SCCM Servers . .
s « Health Registration
Windows Update Servers
-y User Derimea serer o Authority », a condition qu’i|s

soient localisés dans le
méme domaine que le
TN S 000 broere 52 168.0.100 serveur UAG.

L Discoverable groups were ast refreshed on Wednesday, October 27, 2010 1037 PM.

Leamn more... <Back nexis [ Fmsh | conel

Page 13
Microsoft UAG 2010 SP1
Prepared by Benoit SAUTIERE




Prepared by Benoit SAUTIERE — MVP Enterprise Security 2010 — Benoits@exakis.com

3¢ Infrastructure Server Configuration x|

Infrastructure Server Configuration

Network Location Server DirectAccess management servers provide services to DirectAccess clients, Add internal management servers to
discoverable built-in groups, and user-defined groups.
DNS Suffixes — — —
Athentication Domaine 13 Add Group | S Refresh Al || 1" add server - [k [+ Select All
Access Enabling Groups: Servers ]
= Built-In S Gl 7
B e o corp.contoso.com Bl Déclarer le serveur HRA est
% 'HRA Servers | Juagt.corp.conto m . . . ~
Q. essentiel car il doit étre
i Anti-Virus Servers . .
) Windaws Update Servers accessible par le client dans

i3 User-Defined Server Groups

le tunnel infrastructure, donc
avant I'ouverture de session.

IP addresses: 2002:836b:2:8001::c0as:1,
2002:336b:2:3000:0:5efe:192.168.0.1

L Discoverable groups were Iast rereshed on Wednesday, October 27, 2010 10:37 P,

Learn more... < Back Next > | Finish I Cancel

¥ Microsoft Forefront Unified Access Gateway Management : 18] x|
Fie View Admin Messages Help

5

142 Forcfront UAG o it
-4 HTTR Connections | i
@ rmm co _ Forefront UAG DirectAccess
) HTTPS Connections Unified Access Gateway 2010
-} DirectAccess
Follow the steps in this page to enable and configure UAG DirectAccess for your organization Step3
@ Read the UAG deplovment and planning guides —
IS infrastructure Servers
Stepl Step?2 i Learn more
Clients and GPOs DirectAccess Server Define the infrastructure,
* Learn more . Learnmore authentication and management.

servers required for connectivity.
Select the groups of dlients Configure connectivity and security Edit
allowed to connect using policies for the UAG DirectAccess
Directccess. Server.

Edit Edit

B | StepAOptionad This the end,

; End-to-End Access

Learn more
Set end-to-end authentication
and encryption for traffic to
selected application seners.

Edit

Cptional Settings: Opticnal Settings:

Client Connectivity Assistant_(On] Two-Factor Authentication
Network Access Protection [On)
Force Tunneling
Server Groups

Apply Palicy... | Export Palicy.. Adtivate Disable DirectAccess...

Message Time Message Type | Message I

Resdy ) i

:'# End-to-End Authentication and Encryption Configuration . ll

End-to-End Authentication and Encryption Configuration

By default, traffic between DirectAccess clients and the UAG DirectAccess server is authenticated and encrypted Presque car cette étap e de
;l:ﬁc;isizcr;s\’:eu&;lalso authenticate and encrypt traffic between DirectAccess clients and selected internal Configu ration eSt Optionne”e.
[~ Authenticate traffic between DirectAccess clients and selected application servers Par defaUt’ Ie deplOIement

s’effectue en mode « End-to-
Edge », ce qui signifie que
Iutilisateur a accés a
intégralité du réseau car
M son ou ses tunnels se
terminent sur le serveur
UAG.

Select the security groups containing the selected application servers:

Add..

You can edit the encryption settings for traffic between DirectAccess clients
and the application servers.

Edit IPSec cryptography settings...

Learn more.. Finish I Cancel
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3¢ Forefront UAG DirectAccess Configuration Review o =] 3}
Forefront UAG DirectAccess Configuration Review
Group policy objects were generated with these seftings. If the settings are correct, click"Apply Now" to apply the i
policies.
N . .
‘¥ DirectAccess Client Settings
’a .
« Apply GO client palicies to these OUs: Il ne reste plus qu’a activer la
i | . . 5 .
3| corp.contoso.com/Waorkstations conflguratlon- Ce n’est ni
. . 5 .
= Apply deployment made; plus ni. moins qu un scrlpt
o Allow access to internal networks, and remote management H
= DirectAccess Connectivity Assistant settings: POWEI‘S h el l q ur va mettre en
o Verify connectivity using: place |’ensemb|e de |a
= HTTP:httpi//appl.corp.contoso.com . .
o Allow local name resolution: enabled. co nfi g uration.
o Troubleshooting site: http://www.contoso.com/troubleshooting
o Troubleshooting help link: Portail d'assistance
o Send log file to email: administrateur@contoso.com
F ) DirectAccess Server Settings
+ DirectAccess server Internet-facing address: "131.107.0.2"
» DirectAccess server internal address: "192.168.0.1" =
Learnmore.. Apply Now I | Print Review Cancel |
L3} Activate Configuration 1'

¢ Activate Configuration

‘fou must activate the configuration to apply your changes.
If you select to back up the configuration, current settings (prior to activation) will be saved.

¥ Back up configuration before performing this activation

Une fois la configuration en

place, reste encore a
Activation might take several minutes. , .
I'activer.
h Ensure the DirectAccess group policy has been updated on this server.
cone |
{3} Activate Configuration 5'
¢ Activate Configuration
Activation completed successfully
The Forefront UAG configuration was saved, and the configuration was activated successfully. Synchronizing changes
might take a few minutes. . .
La configuration est
effectivement activée. Mais

est-elle propagée, ce n’est
pas évident.

Microsoft UAG 2010 SP1
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8.4

Configurer DirectAccess est certes un challenge. Maintenant, il faut que cela fonctionne. Pour cela,
on va travailler a plusieurs niveaux :

Checklist de bon fonctionnement

B La console « UAG Activation Monitor » pour suivre I'état d’avancement de la configuration
d’'UAG

B La «Web Console » pour suivre I'état de santé du serveur UAG et des composants
impliqués

B La « Web Console » pour suivre les sessions

Le Snapin PowerShell livré avec UAG 2010 SP1

B |aconsole « Pare-Feu avancé » du systéme d’exploitation pour suivre I'établissement des
tunnels IPSEC

Impression écran Description

& rorefront Unified Access Gateway Activation Monitor =10 x|
! [#]Refresh [:] Options... |
(=i UAG Amay Members | Severty [ Wesssge S
Lv UAGT State Validating corfiguration seftings

State Starting activation H H
T LD g La console « UAG Activation
Information MLE settings were configured successfully. | 1 1
Information Configuring the firewall. Monltor » permet de SUIvre
Debugging Allowing incoming TCP connection for port:'50002". A ’ H H
Debugging Allowing outgoing TCP connection for "192.168.0.1:50002" I etat d aCtlvatlo n de n Otre
Debugging Allowing outgoing TCP connection for 131.107.0.2:50002"
Debugging Allowing outgoing TCP connection for 131.107.0.3:50002" serveur UAG. Notre serveur
Information The firewall was configured successfully est bien activé mais on n’en
Information Corfiguring SSL Metwork Tunneling (SSTP).
Information The S5L Network Tunneling (SSTP) settings were configured successfully. S a| t p as p I u s .
Information The Network Connector service was stopped successfully.
Information Activating Network Connector.
State Writing the configuration files.
Debugging Whiting the file [C:\Program Files\Microsoft Forefront Unified Access Gateway'\won'conf'\Reportersa o
< | r

* Windows Firewall with Advanced Security

File Action View Help

=i

= 2El=18 |
Name “

Inbound Rules Profile %] Connection Security Rules &
Outbound Rules

By Connection Security Rules . T UAG DirectAcress Gateway - Clients Access ... Privat...  2002:838b... Any View »
a "Q Monitoring &1 UAG DirectAccess Gateway - Clients Corp Tu... Privat.. 2002:836b... Any
B Frendl G Refresh
b ity Rules| |5 Exportlist...
24 Selu;;:i:‘ t::::amns d v . .

- Jittonrd On doit pouvoir constater la
présence de regles IPSEC
actives dans la console de
pare-feu du serveur UAG

2010. La stratégie de groupe
a bien été prise en charge
par notre serveur.

Microsoft UAG 2010 SP1
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/= Microsoft Forefront Unified Access Gateway - Web Monitor - Windows Internet Explorer : P [

- Favorites | % £ Suggestd Sites = £ | web Sice Gallry

Jlocakhos

{& Microsoft Forefront Urified Access Gateway - Wieb M. | | -8 - - Page~ Safety - Toos~ (@~

Web Monitor I’ DirectAccess Monitor - Current Status Server time: 1012712010 22:55 @)

[ session Monitor = = Pour valider le bon
B current Status H
A e [Array Member [State | #/DNS64 | V/IP-HTTPS | #’Network Security | v/6to4 Router | #/ISATAP Router | ¥/Tered: fonctionnement d e C h aq ue
D Statistics | wag | Healthy | Heatthy | Healthy | Healthy | Healthy | Healthy | Heatthy P
composant, on va se référer
Application Monitor . .
& curentsatus a la console « Web Monitor »

Active Sessions

B siatistion qui propose un état de santé
Joertom de tous les composants

B current Status

Bl e sexsins impliqués. C’est une

[ Statistics

nouveauté d’UAG 2010 SP1.
Current Status
Active Sessions

&l current Status

[l

v
Vo [%. Local intranet | Protected Mode: Off ‘3 v | R100% -
It 4

PE Uzerszradninistrator . CORP> Add-Psesnapin UAGDAUserMonitoring
PS8 C:slUsershadministrator.CORP> Get—DirectAccessServices

L Enabied Tirue Il est aussi possible d’obtenir

True
Hostname UAGL PN Z
IphttpsGateway True |e meme I’eSU“Ia'[ en
NetuorkEBecurity True

Routerstod True PowerShell. C’est aussi une

Routerlsatap True

Dttty Toe nouveauté d’'UAG 2010 SP1.

TeredoServer True

P8 C:\lsershadninistrator.CORP>

icrosoft Forefront Unified Access Gateway - Web Monitor - Windows Internet Explorer ~1&(x]

v el o = S £l
s Faverites | 55 @] Suggested Sites ~ & Web Sice Gallry -
& icrosoft Forefrant Unified Access Gateway - Web M... | | R - Page- Safety - Tooks - @~
B Web Monifor [ DirectAccess Monitor - Active Sessions Server time: 1013012010 1030 @)
La méme console permet de
3 current status . . .
5 CteFiaroptins suivre les sessions (depuis
(0 sttisties Client computer account: |
TR || User account [ le SPl)

G current Status
Active Sessions

Certificate subject name: |

[ statistics IPv6 source address: [
Examples: 2001:1, 2001:/48, 2002:
) current status Search | Clear ,
e [Session Status | Last Status Time & Computor Account | User Account | Cortiicate | 1Pv6 Source Address | Transiton floa Cette console presente
Intranetaccess | 10/30/2010 10:33:53 | CORPICLIENTS |CORF’\Adm\m£trztur ‘znng 8360:65:336b:65 | Btod I,intérét de suivre |es

@ current Status

sessions de tous les
T TE— serveurs UAG DirectAccess
SN d’une méme ferme.

g

& Application
s .
D‘wectﬂccsssMumtm-Achvesa;iuns‘ T [ [ [ [ [ & Cocalintranet | Protected Mode: OFF [7a = [ 1w00% } v

cnt Lot D36h:asmcr . Le suivi des sessions peut

tName. CORP'
20

SORPeCLIBNTE S o i A Agligé
I
z0:g0t0 53:23:34 aussi etre réalisé en
CORPNCLIE : .
002 36h-65: <036 . PowerShell. Depuis le SP1,
<
8d71a615: i+l
dh39854h— g{clientlpus, 2002:836h:65::836h...
<r

hh4-a.
-8419-4d8c -85
db39854h—-0419-4d8c-8595-1c62e0%aB27c
UserameAdded @4.11./2 db39854h-B419—4d8c-8595-1c62eBPaB27c

ne: %(JFPiCLlENTﬁ])

{[Username, CORP\Adni tratorl? A

: on peut méme demander
AR N I’historique.

[PS C:\Users\administrator.CORP> _
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9 QU’EST CE QUI A CHANGE

La question est vaste. Coté serveur UAG, le script de configuration a effectué beaucoup de travail :

®m  Configuration du serveur UAG comme routeur ISATAP propageant un préfixe IPv6 dans
'organisation

Configuration du serveur UAG comme routeur IPv6

Configuration du serveur UAG comme routeur 6to4

Configuration du serveur UAG comme relai et routeur Teredo

Configuration du serveur UAG comme routeur IP-HTTPS

Configuration du HRA sur le site web dUAG

Création d’'une stratégie de groupe pour la configuration des clients DirectAccess
Création d’'une stratégie de groupe pour la configuration des serveurs UAG

% Dés lors qu’on parle de stratégies de groupe, il ne faut pas oublier le temps
: nécessaire a I'actualisation. Donc un bon « GPUPDATE /Force » est nécessaire
X pour prendre en compte le nouveau paramétrage.

[&+] Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76681
Copyright (c»> 2008? Microsoft Corporation. All rights reserved.

C:wUzershadministrator .CORP>ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection= 9:

Media State : Media disconnected

Connection—specific DNS Suffix . = COté UAG, on pOUI’I’aIt pensel’
FEthernet adapter LAM: que rien n’a changé_ On ne
At ) ot el £ T NP constate  méme  pas

R d’adresses IPv6 ?

Ethernet adapter INTERMET:

Cnnnect1nn—spec1f1c DNE Suffix . : contoso.co
IPvb Address . fgsﬂiaéigﬁze?zs ta%e?:3488x11
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Adi istrator: Command Prompt

Tunnel adapter 6104 Adapter:

Connection—specific DNE Suffix . : contoso.com
IPv6 Address. . . . - . = 2882:836h:
IPvb Address. . . . - . = 2882:836h:
Default Gateway . - i

Tunnel adapter Teredo Tunneling Pseudo-Interface:
Connection—specific DMS Suffix

Link-local IPv6 Address . . . .
Default Gateway . . . . . . . .

felB::BABA:F227:VcP4:ffFdxis

Tunnel adapter isatap.contoso.com:

Connection—specific DNS Suffix . contoso.com
Link-local IPuv6 Address . . . - fel BB:5efez131.187.0.2x16
Link-local IPuvb Address . - - ¢ feBBA::28@:5efe:131.107.08.3x16
Default Gateway . . . . . I

Tunnel adapter izatap.corp.contoso.com:

Connection—specific DNS Suffix
IPub Addre -
Link-local IPu6 Address .
Default Gateway . . . . .

corp.contoso.com
2AA2:836b:2:8AAA:A:5efe:192.168.0.1
feBB::5efe:192.168.8.1217

Tunnel adapter IPHITPSInterface:

Connection—specific DMS Suffix
IPvb6 Address. . .
Link-local IPué Add

Default Gateway . . - -

2002:836b:2:8100:echf :20%a:4f BB : adfd
fefB:zechf:20%a:4f B0 adf d:x18
Tunnel adapter isatap.{DED4B6DC-AZBD-421C-8F?B-A3B81C6F7FI1):

Media State . .
Connectlon—ﬂpeclflc DNS Sufflx -

: Media disconnected

C:sUsershadninistrator.CORP>

Adi istrator: Command Prompt

C:\Uzsers Adninistrator>ipconfig ~all
Windows IP Configuration

Host MName . .

- DCi
Primary Dns Suffix .

corp.contoso.com
Mode Type . Hybpid
IP Routing Enahled
WINS Proxy Enabled.

DNS Suffix Search Lis : : corp-contoso.com
Ethernet adapter Corp.Contoso.com:

-contoso.com

Connection—specific DHNS Suffix
- Microsoft Uirtual Machine Bus Network Ada

Description . .

a@-15-5D-88-32-F7
DHCP Enahled - No
Hutncnnflguratlnn Enahled -
Link-local IPu6 Address .
IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . -
DHCPu6 IAID . . -

Yes

felB::74b3:2d6e:f9ebef ?7hzll(Preferred’
192.168.8.188(Preferred)

255.255.255.8

192.168.8.1

Ben non, on a bien plusieurs
interfaces (6to4, Teredo, IP-
HTTPS). Certaines interfaces
sont désactivées car non
nécessaires. C’est donc
normal d’avoir une interface
ISATAP  désactivée coté
Internet.

Coté contrbleur de domaine,
on constate la présence
d’une interface ISATAP qui
s’est automatiquement
configurée.

- 234886493 i A i i
DHCPu6 Client DUID. B8-a1-60-81-14-41-E?-B7-08-15-5D-88-32-F7| SI necessaire on dlspose de
DNS Servers . . . . . . . i1 la. commande  « SC.EXE
1%22.168.8.168
HetBIOS over Tcpip. . - . . . Enabled CONTROL |PHLPSVC
Tunnel adapter isatap.corp.contoso.com: PARAMCHANGE » pour
Connection—specific DMS Suffisx corp.contoso.com . 7
Description . . . . . . . Hicrosoft ISATAP Adapter aCtUahser |e pal’ametl’age
Physical Address. . . . . . . Ha-A—-00—-B0-A—-BB—-BE—EA , .
DHCP Enahbled. - - No
?gtgcggglguratlun Enapled - 39832 836h:2:8000:B:5efe:192.168.0.1068<F IPVG d un SySteme
P Fabhrr B Rete rhue 168, 8. 1 e d’exploitation.
Link-local IPuv6 Address . . . : fefB::5hefe:172.168.0.1080:12<{Freferred>
Default Gateway . . . . . . . feBB::Sefe 192.168.8.1x12
DNS Servers . . . . . . . . .
192 168.0.1688
HetBIOS over Tcpip. . . . Disabled
C:sUserssAdninistratory_
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ER Administrator: C\Windows\system32\cmd.exe
Tunnel adapter isatap.internet.fr:

Media State . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix internet.fr

Description . . . . . . . . . . Microsoft ISATAP Adapter
Physical Addr 217 Rl 1 15 1 g 1 g 1 g 15 g
DHCFP Enabled. .

Autoconf iguration Enabled : Yes

Tunnel adapter 6T04 Adapter:

Connection—specific DNS Suffix : internet.fr
Description . . . . . . - Microsoft 6tod Adapter

Thipigal, fddres po-bo-86-00-08-00-bo-F0 Coté client, méme combat.

Autoconf igurat Yes

1Pv6 Addre . .. . : 836h:65(Preferred) On retrouve les mémes
Default Ga H 36bh:2

:83
DNS Sexuer P13 A interfaces IPv6  (ISATAP,

HetBIOS ouer"[t-:p

Tunnel adapter iphttpsinterface: 6t04, Tel’edO, IP'HTTPS)
o At pecific i o} Media disconnected Cependant, certaines sont

Connection—spe DNS Suffix ) ) , ., : A
D mess & L T Tl R in e o0-ED désactivées car inutiles dans
DHCP Enabled. . . . . . . Ho . . 2
Autoconf iguration Enabled . . . . : Yes |a S|tuat|on presente

Tunnel adapter Teredo Tunneling Pseudo—Interface:

Connection—specific DNS Suffix .

Description . . . . . . - Teredo Tunneling Pseudo—Interface
Physical Addr 5 Rl Rt gt 1 R 1 R 1 g 1 g Y

DHCP Enabled. . - e - Mo

Autoconf igu: Yes

IPvb Addre - - . . - : 2001:8:836b:2:18ef :49f = Vc?4:ff9a(Preferre

: fe8@::10ef 249f = 7c94:ffPax16(Preferred)
Default Gateway .
HetBIOS over Tcpip. - - - Disahled

IC:sUserssadministrator>

Voila pour les bases du DirectAccess. Pour les plus téméraires, il reste la conclusion ainsi que les
possibilités pour améliorer la solution.
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