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4
SERVICES

4.1 Installation

PREPARATION ACTIVE DIRECTORY CERTIFICATES

Dans le cadre de notre plateforme de démonstration de DirectAccess, nous avons besoin d’'une
autorité de certification. Etant donné que nous ne sommes pas dans le cadre d’'un environnement de
production, nous pouvons nous permettre des écarts tels que la non mise hors ligne de l'autorité
racine de confiance dite « Root ». Par contre, on ne va pas faire I'impasse sur la publication des listes
de révocation sur un serveur distinct. Voila ci-dessous le résumé de mon installation du role ADCS.

Installer le réle ADCS c'est bien mais
correctement publier les listes de révocation, c’est
mieux. Pour cela, un peu de travail est

nécessaire. Lorsqu'on observe la configuration
par défaut de Tlautoritté de certification
nouvellement installée, on constate que les listes
de révocation sont publiées sous plusieurs
formes (fichier, http et méme LDAP).

Cependant cette configuration pose un probleme.
Il sera référencé que la révocation des certificats
émis pourra étre validée en http. Pourtant, il n'y a
pas de serveur web sur mon contréleur de
domaine (c’est le mal!).

| Add Roles Wizard x|

ﬁ;’ Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Instal.
Server Roles

1. 1warring, Linformational messages below
AD CS -

Role Services (i) This server might need to be restarted after the installation completes.

Setup Type + Active Directory Certificate Services
CAType Certification Authority
Private Ke: {, The name and domain settings of this computer cannot be changed after Certification Authority has
y ¥y
been installed.
Cryptography CAType Enterprise Root
CA Name s RSA#Microsoft Software Key Storage Provider
Hash Algorithm SHAL
valdity Period Koy Length i

Certificate Database Allow CSP Interaction :
Certificate Validity Period 09/10/2020 12:34

Distinguished name CN=corp-DC1-CA,DC=corp,BC=contoso,BC=com
Certificate Database Location C:\Windows\system32\Certiog

Certificate Database Log Location : - C:Windows\system32\CertLog

Disabled

Confirmation

Progress

Results

Print, e-mall, or save this information

<rrevious | nec> [l | cancel
corp-DC1-CA Properties e |
Enrolment Agents I Auditing | Recovery Agents | Security I
General | Policy Module | Exit Module |
Exensions Storage | Certfficate Managers
Select extension:
Ci Jistribution Point

(CRL).
- Sted E=lul
Idap:///CN=<CATuncated »<CRLMameSuffoc: CM=<ServerShortMNar

http://<ServerDMNSName:=/Cert Enroll/«CaMame»<CRLName Suffc:<Delta
file//<ServerDNS Name:=/Cert Enroll/<CaMame > <CRLName Suffc: <DeltaC

i

Remove |

Add.. |

¥ Publish CRLs to this location

= Inciude in &l ERL:, Specifies where to publish in the Active Directorn
when publizhing manually

™| nelude in CRLs. Clients use tis to find Delta CRL locations.
™| nelude inthe CO Plestension of issued certificates

¥ Publish Defta CRLs to this location

™| Include in the IDF extension of izsued CRLs

ok |[ cancal |

Apply Help
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4.2 Publication de la CRL

Pour finaliser l'installation de I'autorité de certification, il faut donc publier les listes de révocation mais
pas sur le méme serveur. Dans les scénarios classiques de déploiement d’'une autorité de
certification, celle-ci est mise hors ligne. Or, comment peut-on accéder aux listes de révocation si
celles-ci sont hébergées sur un serveur inaccessible. On va donc s’assurer que nos listes de
révocation soient publiées sur le serveur APP1.

Impression écran Description

Add Location : x|

A location can be any valid URL or path. Enteran HTTP, LDAP, file address,
or enter a UMNC or local path. To insert a varable into the URL or path, select
the varable below and click Insert.

Location:
n % I lication
I:nrp.ccrrtnsc.cum,-’mdfd:aName><I:F{LNameSuﬁ‘nc><DehaCF{L.Nlnwed>.c:r| On a , u que la publicatio
http n’est pas conforme. On
Variable: va donc la remplacer par une

| <DetaCRLAIowed> = Insert | nouvelle qui va référencer :

http://crl.corp.contoso.com/c

Description of selected variable: rld/<CaName><CRLNameSuff
Used in URLs and paths _ ix><DeltaCRLAllowed>.crl
Substitutes the Delta CRL file name suffoc for the CRL file name suffic, if appr | d
Example location: hitp://<ServerName>/Cert Enroll/<CaName><CRLName 5t comme  emplacement e
publication.
1 | i

corp-DC1-CA Properties

Enroliment Agents I Auditing | Recovery Agents I Security
General | Palicy Module | Bxit Module
BExtensions I Storage | Cerificate Managers
Select extension:
|CRL Distibution Poirt {CDF) i

Specify locations from which users can obtain a certificate revocation list N
ICRL). Pour cette premiéere

C-\Windows \system32\Cent Srv\CenEnroll\<CaName> <CRLName Suffec-<] extension, les cases a cocher

Idap:///CN=<CATuncated Mame=<CRLMName Suffoc= CH=<ServerShort Mar H H

file /< ServerDNS Name=/CartEnroll/<CaName ><CRLName Suffics<DetaC «Include in CRLs. Clients

http: /<Ca Name><CHLNameSuﬂ“|x><Deha
Na

use this to find Delta CRL
locations » et « Include in the

Add. Remove | CDP extensions of issued
I~ | Fublish ERLs to this lacation certificates » doivent étre
I Include in all R Ls. Specifies where topublish it the Active Direstony cochees.

whien publishing manualy,
¥ Include in CRLs. Clients use this to find Delta CRL locations.
W Include in the CDP extension of issued cerificates
™| Publish Delta CRLs to this losation
I™ Include in the IDP extension of issued CRLs

ok |[ cancel | ety Help
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Add Location x|

A location can be any valid URL or path. Enteran HTTP, LDAP, file address.
orenter a UNC or local path. To insert 3 vanable into the URL or path, select
the varable below and click Insert.

Location:
I\‘\APF"I‘-.CF!LDISTS\:CE Name:<CRLName Suffoc:<DettaCRLAlowed > c|

Variahle:
| <DettaCRLAllowed> =l Insest |
Description of selected varable:

Used in URLs and paths
Substitutes the Delta CRL file name suffic for the CRL file name suffoc, f appr
Example location: http//<ServerMame=/Cert Enroll/<CaMame ><CRLName5t

<| | i

Pour la seconde extension,
on va indiquer a l'autorité de
certification a quel
emplacement publier ses
listes de révocation.

Enroliment Agents I Auditing I Recaovery Agents I Security
General | Policy Module | Exit Module
Extensions I Storage | Certfficate Managers

Select extension:
|CRL Distribution Poirt {CDF) R

Specify locations from which users can obtain a certificate revocation list
{CRL).

Idap:///CN=«CATuncated Mame > <CRLMName Suffoc:, CN= ~Server5hortd
file://<ServerDN S Mame>/Cer Enroll /'<CaName><CRLName Suffoc=<De
http/¢<ServerDMSName=/Cer Enrall <CaName=<CRLName Suffoc: <D
<CaMame:<CRLNameSuffoc:<DettaC
L Name Suffic:<DeltaCRLAlowed > B

Add... Remove

¥ Publish CRLs to this location

™ Includein all CR s, Specifies where to publish in the Sctive Directon
when publizhing matuall:

I™ Include in CRLs. Clients use this to find Delta CRL locations.
™ Include in the CDP extension of issued certficates

I¥ Publish Delta CRLs to this location

I | Include in the |DF extension of issued CRLs

ok [ cancel | sopy Help

Ce nouvel emplacement doit
permettre de publier a la fois
la CRL mais aussi la CRL
Delta.
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corp-DC1-CA Properties el |

Enrcliment Agents | Audtting | Recovery Agents | Security |
General | Policy Module | Exit Module |
Edtensions I Storage | Certificate Managers

Select extension:

|CRL Distribution Pairt {CDF) =l

Specify locations from which users can obtain a certificate revocation list

(CRL).

ldap:///CH=<CATuncatedName><CRLName Suffocz CN= ‘SenrerShort_I

file::/// < enrerDNSNam fCerlEnroIIr’ RLNameSer‘fnc><De

I ne nous reste plus qu’a
supprimer le point de
Add.. Remove distribution initial.

I~ | Pubilish CHLs to this location

[T Includein all CRLs, Specifies where to publish in the &etive Diecton
when publizhing manually

™ Include in CRLs. Clients use this to find Delta CRL locations.
™ Include inthe CDP extension of issued certficates

I~ | Publish Delta CRLs ta this lacation

I Include in the IDP extension of issued CRLs

ok |[ cancel | Aoply Hep |

Certification Authority x|

1l est nécessaire de

. You must restart Active Directory Certificate Services for the redémarrer Pautorité de
h changes to take effect. Do you want to restart the service now?

certification pour les
modifications soient prises
en compte.

A ce stade, lautorité de certification est presque préte. Le serveur APP1l n’étant pas encore
opérationnel, on devra attendre son installation pour finaliser la publication de la liste de révocation.
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4.3 Subtilité de la sauvegarde de la clé privée

Jusqu’a Windows 2003, l'outil de sauvegarde de Microsoft prenait en charge la sauvegarde de
l'autorité de certification sans aucun probleme. C’est toujours vrai sous Windows Server 2008/2008
R2, avec une petite subtilité. L’emplacement de stockage de la clé privée ayant été déplacé dans le
répertoire caché suivant : « %systemdrive%\ProgramData\Microsoft\Crypto\Keys ». La conséquence,
c’est que l'outil de sauvegarde Windows Server Backup n’est plus en mesure de sauvegarder cette
clé privée, ce qui est plutét génant. On va donc s’assurer de la sauvegarde de la clé privée.

CertUtil: —hackupKéy command conpleted successfully.
PSS C:xUserssAdministrator> dir C:\BACKUPCAKEY

Directory: C:~BACKUPCAKEY

LastWriteTime Length Mame

19-18-20818 1@:46 5147 corp—DGL-CA.pl2

PS C:sUszerssAdministrator? _

La sauvegarde de la clé privée de l'autorité de certification est essentielle car sans elle, il ne sera pas
possible d’effectuer une restauration ou une migration vers un autre systéme. La recommandation est
bien entendu de conserver la clé privée ainsi que le mot de passe associé de maniére sécurisée et
non la laisser sur le serveur.
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4.4  Subtilité du Health Registration Authority

La PKI est pleine de subtilité, surtout lorsqu’on s’attaque a des sujets comme DirectAccess et
Network Access Protection. Quand on s’attaque aux deux, c’est évident que cela ne sera pas simple.
Le Health Registration Authority sera linterface au travers de laquelle le client NAP va se voir
attribuée un certificat prouvant son bon état de santé. Pour cela, notre HRA devra disposer des
privileges nécessaires sur l'autorité de certification. On peut distinguer deux scénarios :

m Le rble HRA est installé sur un serveur distinct de I'autorité de certification
B Le role HRA est installé sur le méme serveur que l'autorité de certification

Dans le premier cas, il faut positionner des permissions pour le compte ordinateur hébergeant le réle
HRA. Dans le second cas, il faut positionner des permissions pour le compte « Network Service ».
Dans les deux cas, les permissions sont les mémes, a savoir :

E |ssue and Manage Certificates
= Manage CA
B  Request Certificates

2|
BExtensions | Storage | Certificate Managers I
General | Palicy Module | Exit Module |
Enroliment Agents I Auditing I Recovery Agents Security

Group or user names:
52 Authenticated Users
82, Domain Admins (CORP\Domain Admins)
‘}?_ Enterprise Admins (CORP'\Enterprise Admins)
52, Administrators (CORP\Admiristrators)
| UAGT ([CORPAUAGTS)

Pemissions for UAG1
Read
Issue and Manage Ceitificates
Manage CA
Request Certfficates

Leam about access control and pemissions

ok |[ Cancel | ooy Helo

Note : Le r6le HRA aura aussi pour responsabilité de révoquer les certificats
correspondants a des clients NAP ne présentant plus le niveau de conformité
requis.
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4.5 Subtilité du Health Registration Authority bis repetita

Lorsque le Health Registration Authority va demander un certificat d’état de santé pour le compte d’'un
poste de travail, sa demande est un peu particuliére puisqu’il demande un certificat pour une durée
de vie inférieure a la durée inscrite dans le gabarit du certificat. Par défaut, notre autorité de
certification ignore cette subtilité. Il faut donc la reconfigurer pour prendre en compte ce besoin.

ggrg SUserssAdministrator? certutil —-setreg lele\BdltFlﬁg +EDITF_HTTRIBUTEENDI’
SYSTEM~CurrentControl8et~Bervices~CertSvc Configuration“corp—DC1i—CA~PolicyModule
=sCertificatefAuthority_MicrosoftDefault PolicysEditFlags:

01d Ualue:
EditFlags REG_DWORD = 15814e <1376598>

EDITF_REQUESTEXTENSIONLIST —— 2
EDITF DISRBLEEHTENSIONLIST -— 4
EDITF_ADDOLDKEYUSAGE — 8
EDITF BRSICCONSTRRINTSCRITICRL —— 48 <64>
EDITF_ENABLEAKIKEYID —— 188 (256>
EDITF_ENABLEDEFAULTSMIME —— 18880 (655362
EDITF_ATTRIBUTESUBJECTALTNAMEZ —— 40800 (2621443
EDITF_ENABLECHASECLIENTDC —— 1080688 (18485762

New Ualue:
EditFlags REG_DWORD = 15@1i6e (1376622>

EDITF_REQUESTEATENSIONLIST — 2
EDITF_DISABLEEXTENMSIONLIST —— 4
EDITF_ADDOLDKEYUSAGE — 8
EDITF_ATTRIBUTEENDDATE —— 28 (32>
EDITF BRSICCONSTRRINTSCRITICRL —— 48 <64>
EDITF_ENABLEAKIKEYID —— 188 (256>
EDITF ENRBLEDEFRULTSHIHE —— 188688 (655362
EDITF_ATTRIBUTESUBJECTALTNAMEZ —— 40800 <262144>
EDITF ENHBLECHHSECLIENTDC —— 1886880 <1848576>

CertUtil: treg command completed successfully

ruice may need to be restarted fnl changes to take effect.
dministrator> lBgtalt—SBluch certsvc
gservice 'Active Directory Certificate Services (certsucl)’

Une fois I'opération réalisée et I'autorité de certification redémarrée, on peut passer a la suite, a
savoir les gabarits de certificats.
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5 PREPARATION DES GABARITS DE CERTIFICAT

Notre autorité de certification doit mettre a disposition plusieurs gabarits de certificats :

B Un gabarit de certificat permettant aux systémes de s’authentifier
B Un gabarit de certificat permettant aux systémes de prouver leur état de santé
B Un gabarit de certificat pour le Network Location Server

Dans les trois cas, nous allons dériver des gabarits de certificats standards pour développer nos
propres gabarits, intégrant nos besoins.

5.1 Certificats d’authentification IPSEC

A ce niveau, on aurait presque pu utiliser le gabarit de certificat « Computer » initialement mis a
disposition par I'autorité de certification. Cependant, nous allons tout de méme mettre en place un
gabarit de certificat personnalisé, méme s’il ne contient aucune personnalisation.

Impression écran Description

E Certificate Templates Console i _1o1x|
Fle Acton View Help —|
e [mE =] |
=] Certificate Templates (DCL.corp.co | Template Display Name_~ [ Minimum Supported cas [ version | | [ Actions
5] Administrator Windows 2000 a1 T ——
Authenticated Session Windows 2000 EXt
H Basic EFS Windows 2000 31 More Actions 4
H caExchange Windows Server 2003 Ent... 108.0
) Computer S
CEP Enaryption Windows 2000 a1
1 code Signing Windows 2000 31 More Actions 3
e Vindows 2000 On va donc commencer par
E 105.0 . .
[Duplicate Template =) dup“quer notre gaba“t
41 .
Yo ite certificate templates with advanced ties. How \ A
e - Computer pour y intégrer notre
version of Windows Server (minimum supported CAs) for the duplicate 6.1 . .
e w . personnalisation.
" Windows Server 2003 Enterprise 4:1
& Windows Server 2008 Enterprise :1
Learn more about Certificate Template Versions. 8.1
71
=) == 1] |8
w50
« [ | il | T |‘I
I
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Properties of New Template x|

lssuance Reguirements | Superseded Templates | Extensions | Security |
General | Reguest Handling I Cryptography I Subject Name I Server

Template display name:
|DA Certificates

Minimum Supported CAs: Windows Server 2008 Enterprise

Template name:
IDP«Certi‘ficates

Valdity period: Renewal period: On va nommer notre gabarit de
[ Tleas =] | 6fweeks =] certificat de maniére clairement
identifiable.

[ Publish cedfficate in Active Directory
I™ Do not autornatically reerrollif & duplicate certificate exists in Sctive
[irectary

For automatic renewal of smart card certfficates, use the existing key
if @ new key cannot be created

Properties of New Template il

" General I Request Handiing I Cryptography I Subject Mame I Server I
lssuance Requirements I Superseded Templates | Edensions  Security
(Group or user names:

B2 Autherticated Users

& Administrator

52 Da Clients (CORP\DA Clients)

:;TJ Domain Admins {CORP\Domain Admins)

Q‘J Domain Computers (CORP\Domain Computers)

QIJ Erterprise Admins (CORP\Enterprise Admins)

Des permissions sont
positionnées sur le gabarit de
certificat. Les membres du
groupe « DA Clients » pourront

Pemissions for Da Clients

Full Control obtenir un certificat
Read .

Wite automatiquement.

Enroll

Autoenroll

For special permissions or advanced settings, click himEe |
Advanced. ven

Leam about access control and pemissions

oK |[ Canced | ooy | Hen |
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[X Enable Certificate Templates ]

Select one Certificate Template to enable on this Certification Authority.

Mote: if a cerificate template that was recently created does not appear on this list, you may need to wait uritil
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName | Intended Purpose -

] Autherticated Session Client Authentication

[ CA Exchange Private Key Archival ) ]

& CEP Encryption Cetficate Request Agent Maintenant que le gabarit est
= i e | ’ . :

e S ety Cose Siring prét, encore faut-il le publier.

DA Certfficates Server Authentication, Client Authertication

E Enrollment Agent Certificate Request Agent
E Enrollment Agent (Computer) Certificate Request Agent
E Exchange Enrollment Agent (Offine request) Cerificate Request Agent
Fll Exchanae Sianature Onhv Secure Email | LI;I

Page 12

Microsoft UAG 2010 SP1
Prepared by Benoit SAUTIERE




Prepared by Benoit SAUTIERE — MVP Enterprise Security 2010 — Benoits@exakis.com

5.2 Certificats d’état de santé

Dans une infrastructure Network Access Protection, les systémes doivent soumettre leur état de
santé a un serveur central pour interprétation. Dans le cas DirectAccess, c’est le Health Registration
Authority qui recoit I'état de santé. Si I'état de santé est conforme aux exigences imposées par le
Network Policy Server, alors un certificat d’état de santé doit étre délivré. Le client va utiliser ce
certificat dans le tunnel IPSEC utilisateur / application de DirectAccess. Coté certificat, ce n’est ni
plus ni moins qu’un gabarit de certificat « Computer » que I'on va personnaliser pour intégrer :

E [’OID 1.3.6.1.4.1.311.47.1.1 représentant le System Health Authentication
B La mise en place d’un filtrage pour les exceptions a la soumission de I'état de santé

Impression écran Description

E. server Manager

File Action View Help
s 2mE=d
= Server Manager (DC1) Certificate Templates (DCl.corp.contoso.com) i
ol 45 [ i Supported €12 jedie
Pl spl - ppol Certificate T¢ late [DC1.¢
£ B Active Directory Certificate Services Lemplate Display Name B - P —
- < Directory Email Replication Viindows Server 2003

5 Enterprise PKI More Actions

& Certficate Templates (OCLcorp.contoso.0 ) pomain Controller Windows 2000
E g copDCITA 3 pomain Controller Authentication AT | o rkstation Authentication
[ Revoked Certficates 5 EFs Recovery Agent Windows 2000
= More Actions »
[ Issued Certificates & Enrolment Agent Windows 2000
-] Pending Requests 5 Enrollment Agent (Computer) Windows 2000
[ Failed Requests E Exchange Enrollment Agent (Offiine request) ~ Windows 2000
1] Certificate Templates 5 Exchange Signature Only Windows 2000 d
et D o series P s 200 On va donc commencer par
DHCP Server ) 1Psec Windows 2000 . .
o 5 onsserer g Vi 500 dupliquer notre « Workstation
reatures x| L .
Di tic
| Confiaration Authentication » pour y intégrer

You can create certificate templates with advanced properties. However,
not all Windows CAs support all certificate template properties. Select the

e e s e G S 1 e nos personnalisations.

certificate template.

&5 storage

" Windows Server 2003 Enterprise
%" Windows Server 2008 Enterprise

Learn more about Certificate Template Versions.

(o] o

& Workstation Authentication Windows Server 2003
5 DA Certficates Windows Server 2008 =
‘ 1wl )al | .

Properties of New Template x|

lssuance Requirements | Superseded Templates I BExtensions | Security
General | Reguest Handling I Cryptography I Subject Name | Server

Template display name:
IS)'stern Health Authertication|

Minimum Supported CAs: Windows Server 2008 Enterprise

Template name:
IS)'stern Health Authentication

Validity period: Renewal period: Ce gabarit sera nommé
[T =] [ [weeks =] « System Health
Authentication »
I Publish certificate in Active Directory

™| Do not automatically reerroll i & duplicate certificate ewists infetive

[irectary

For automatic renewal of smart card certfficates, use the existing key
if a new key cannot be created

oK I Cancel Apply Help

Page 13

VMV Microsoft UAG 2010 SP1
Prepared by Benoit SAUTIERE



Prepared by Benoit SAUTIERE — MVP Enterprise Security 2010 — Benoits@exakis.com

Properties of New Templal 3 ﬂ

" General I Request Handling I Cryptography I Subject Name I Server I
lssuance Reguiremerts I Superseded Templates  Extensions ISecl.lri'r).r

To modify an extension, select it, and then click Edit.

Extensions included in this template:
Application Policies

EE: Edit Application Policies Extension |

D Iss  An application policy defines how a certificate can be
used.

Application policies:

Client Authentication

System Health Authentication i |
Descri|
Client e l
Serve

Voila le principal motif de la
personnalisation du gabarit, a
savoir I'intégration de I’OID pour
le « System Health
Authentication ».

Add... I Edit... | Remaove |
[~ Make this extension critical
ok | Cancel |
T T +Er— Ip |
Properties of New Template 5[

" General I Request Handling I Cryptography I Subject Name I Server I
lssuance Requirements | Superseded Templates I Edensions  Securty

GI'OIJD or user names:

82, Autherticated Users

z, Administrator

QiJ Domain Adming {CORP“Domain Adming)

Q‘J Domain Computers (CORP“Domain Computers)
Q‘J Erterprise Admins {CORP \Enterprise Admins)
nNAF’ Exception (CORPA\MAP Exceptions)

Add... | Remave |

Permissions for NAP Exception

Full Control
Read
Write
Enroll
Autoenroll

ooooo|§

For special permissions or advanced settings, click Advanced |
Advanced. ven

Leam about access control and pemissions

ok |[ Cancd | Moy | Hen |

Des permissions sont
positionnées sur le gabarit de
certificat. Ces permissions vont
permettre aux membres du
groupe de disposer d’un
certificat d’état de santé sans
méme avoir a le présenter.
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[X Enable Certificate Templates 1'

Select one Cerificate Template to enable on this Cerification Authority.
Mote: If a certificate template that was recently created does not appear on this list, you may need to wait urtil

ir ion about this late has been replicated to all domain cortrollers.
All of the certificate templates in the organization may not be available to your CA.
For more information, see Certificate Template Concepts.

MName | Intended Purpose ;I

E OCS5P Response Signing QCSP Signing

F RAS and IAS Server Client Authentication, Server Authentication i i
% Router {Offline request) Client Authentication M aln ten ant q ue I e g aba”t est
%] Smartcard Logon Client Authentication, Smart Card Logon ~ . .

% Smartcard User Secure Email, Client Authentication, Smart Card Logon p ret’ encore faUt-I I Ie p u b I 1er.
@ System Health Authertication System Health Authentication, Client Authentication

E Trust List Signing Microsoft Trust List Signing

E User Signature Only Secure Email, Client Authentication

& Workstation Authentication Client Authentication

| | »

OK I Cancel
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5.3 Certificat Network Location Server

Notre autorité de certification devra délivrer un certain nombre de certificats. L'un des usages sera de
proposer des certificats de serveurs web (SSL). Dans le domaine des infrastructures a clés publiques,
c’est une bonne pratique de ne pas personnaliser les gabarits standards et donc de réaliser les
personnalisations dans des gabarits de certificats dédiés.

El Certificate Templates Console =10 x|
Fel Ao vien M Ficp) ‘
(o= EE =] |
] Certifcate Templates (DC.adcs.labi | Template Display Name - [ CAs Version | Intended Purposes _ | Actions
Administrator Windows 2000 41 Certificate Templates (DC.. =
Authenticated Session Windows 2000 3.1
Basic EFS Windows 2000 EXY More Actions 4
CA Exchange Windows Server 2003 Ent. 106.0 Private Key Archival T -y
CEP Encryption Windows 2000 41
Code Signing Windows 2000 31 More Actions »
Computer Windows 2000 5.1
Cross Certification Authority Windows Server 2003 Ent. 105.0
Directory Email Replication Windows Server 2003 Ent. 115.0 Directory Service Em;
Domain Controller Windows 2000 41
Domain Controller Authentication Windows Server 2003 Ent. 110.0 Client Authentication
EFS Recovery Agent Windows 2000 6.1
covlment gt o 20 On va donc commencer par
Enroliment Agent (Computer) Windows 2000 5.1 . .
Exchange Enrollment Agent (Offine request)  Windows 2000 a1 d p | q g b W b
Exchange Signature Only Windows 2000 61 upliquer notre abarit €
—— s s 2000 71 . Z
7| Server pour Yy Intégrer nos
7.1
You can areate certificate templates with advanced properties. However, 110.0 Client Authentication I
e ey | — personnalisations.
version of Windows Server (minimum supported CAs) for the dupiicate - ¥ ¥ Age
certificate template. 1010 OCSP Signing
010 Client Authentication
€ Windows Server 2003 Enterprise 51
41
& Windows Server 2008 Enterprise 6.1
11
Learn more about Certificate Template Versions. 51
3.1
e T e
41
[ web server Windows 2000 a1
EI Workstation Authentication Windows Server 2003Ent... 1010 Client Authentication
‘ (3| K1 | i

Properties of New Template |

lsmmﬂeq.iemedsl&.persededTa’rdaesl Exterml Secuiyl
General | Request Handing | Cryptography | Subject Name | Server

Template display name:
|NLS WebServed

Minimum Supported CAs: Windows Server 2008 Enterprize:

Template name:
|NLSWebServer

Vlidity period: Renewal period: On va nommer notre gabarit de
[ 2feas =] [ 6fwesks =] certificat de maniere clairement
identifiable.

[~ Publish cerfficate in Active Directory

™| Do rot automatically reenroll if & duplicate certificate exists in Active
Directary

For automatic renewal of smart cand certificates, use the existing key
if @ new key cannot be created

OK Cancel Apply Help
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Properties of New Template x|

Issuance Reguirements I Superseded Templates I BExtensions I Security I
General  Request Handling | Cryptography I Subject Name: I Server

Purpose: ISignature and encryption ﬂ
™| Delete revoked or expired certificates [do not archive]
I™ Include symmetric algorithms allowed by the subject
I Archive subject’s encryption private key

r ze advanced Spmmetric algorthm ta zend the key
b thie Ch

[ Authorize additional service accourts to access the private key

ey Permissions...l

¥ Allow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

%) E rroll subject without requintg anyiuser input

£ Prompt the wser during ennallment

Frormpt the uzer during enrallment and require user input whemn the
private keyis used

Voila le principal motif de la
personnalisation du gabarit, a
savoir la capacité a exporter la
clé privée du certificat.

Dans le cadre de la mise en
ceuvre de DirectAccess, cela
peut s’avérer utile pour la mise
en haute disponibilité du
Network Location Server.

Properties of New Template x|

" General I Request Handling I Cryptography | Subject Name | Server |
lzsuance Requirements I Superseded Templates I Bdensions  Security
Group or user names:

Q{Mherﬁicated Users
3, Administrator

t Domain Admins P'Domain Admins)
‘33; Enterprise Admins (CORP\Enterprize Admins)

Add. | Bemove |
Pemissions for Domain Admins Allow Deny
Full Control O O
Read a
Write O
Enrol a
Autoenroll O ]

Far special pemissions or advanced settings, click Advanced |
Advanced. —

Leam about access control and pemissions

oK |[ Camcel | meay | Hep |

Des permissions sont
positionnées sur le gabarit de
certificat. Mon infrastructure de
clés publiques ne respectant
déja pas la mise hors ligne de la
racine, je n’ai pas non plus
effectué la séparation des roles,
encore moins la mise en ceuvre
de la délégation, honte a moi !
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File Action View Help

~=iolx|

= 7[EdE BF

=L Server Manager (DC1) Cex te Templates | Actions

B 5 Roles
(ert!ﬁcﬂte Templates -
= Active Directory Certificate Intended Purpose pi

X = @

i Server Manager (DC1) Cex te Templates. | Actions

4 Enterprise PK More Actions

Features

Diagnostics
5l Configuration
&5 storage

& Active Directory Certificate

3

»

T Certficate Temglates H birectory Email Replication Directory Service Email Replication
= g cop-DCI-CA ] Domain Contraler Authentication Client Authentication, Server Authenticatio. M
" Revoked Certficate | 2] EFS Recovery Agent File Recovery More Actions
[ Issued Certficates | & Basic EFS Encrypting File System
. Pending Requests | 2 Domain Contraller Client Authentication, Server Authenticatiol
" Folled Requests | ] web Server Server Authentication
[ Certificate Templat | 2] computer Client Authentication, Server Authenticatiol
Active Directory Domain Se | ] user Encrypting File System, Secure Email, Clien
DHCP Server ] subordinate Certification Autharity <l
i DNS Server ] Administrator Mirosoft Trust List Sigring, Encrypting File

4 Enterprise PKT | Directory Email Replication Directory Service Email Replication More Actions »
I Certificate Templates ] pomain Controller Authentication Client Authentication, Server Authenticatio
5 g copDCICA ] eFs Recovery Agent File Recovery
" Revoked Certficate | 2 Basic EFS Encrypting File System
| Issued Certificates EI Domain Controller Client Authentication, Server Authenticatior
[ Pending Requests | 2] Web Server Server Authentication
[ Failed Requests EI Computer Client Authentication, Server Authenticatior
= [P " User Encrypting File System, Secure Emai, Clien.
Active Dir Subordinate Certification Autherity <all>
oHce ser [T Certificate Template to Issue Wicrosoft Trust List Signing, Encrypting Fie. H i
Maintenant que le gabarit est
)
PR e rét, encore faut-il le publier
) i} Configuration ) .
Export List...
5 storage _
Help.
« |k | b
(Creates a new item in this container. [
(=] 3]

Une fois le gabarit publié, on
pourra s’attaquer la mise en
ceuvre du Network Location
Server.
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5.4 Activation de I'auto-Enrollment

Maintenant que nous avons nos gabarits de certificats, il faut que les systémes puissent effectuer des
demandes de certificats. Pour cela, on va utiliser la fonctionnalité « d’autoenroliment » dans les

stratégies de groupe.

Impressi Description

: PKI Settings

 CO¥p.CONtos0.com

: CORP\Domain Admins

¢ 8d116h75-ab28-4dba-9851—cah@ladf B4c2
: AllSettingsEnabled

DisplayName
DomainName

U i sUol Uersion: B
Computerlersion : 8, SysUol Uersion: 8@
UmiFilter E

PS C:\Users\Adninistrator> _

Pour aller vite, on va créer
notre stratégie de groupe en
PowerShell avec la
commandlet « New-GPO ».

N [=1k
File Action View Help
€9 =]
=/ PKI Settings [DC1.CORP.CONTOS( | Name |
[l il Computer Configuration & Computer Configuration
| Policies 1 loor Fanfioeation :
| Preferences PKI Settings [DC1.CORP.CONTOS0.COM] Policy Pro 2=l
Bl 4% User Configuration
1 Policies e | Links I Seca.lrit)'l Comment I
| Preferences
PKI Settings [DC1.CORP.CONTOSO.COM]
~ Summary
Created: 19/10/2010 11:02:18
Modified: 19/10/2010 11:02:20
Revisions: 0 {Computer), 0 {User)
Domain: CORP.CONTOSO.COM
Unique name:  {80116B75-AB28-4DEA-9851-EABO1A4F04CZ}
i~ Disable
To improve performance, use these options to disable unused
parts of this Group Policy Object.
[™ Disable Computer Configuration settings
V¥ Disable User Configuration settings
4 3
—I—I —I OK I Cancel Apply

Dans cette stratégie de
groupe nous n’avons pas
besoin de la  section
« Configuration de
Putilisateur ».
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=101x|
File Acton View Help
Lot JA ol [ENEN - No
'=[ PKI Settings [DCL.CORP.CONTI + | | Object Type I
[ (& Computer Configuration “|Encrypting File System
B ] Poliges I BitL ocker Drive Encryption _
| Software Settings | Automatic Certificate Request < Rkt e s 2 | |
E [ Windows Settings =
= Name Rasolutio ,_Trusbed Root Certification Auth Enrolment Policy Configuration |
= _|Enterprise Trust
o e g:’c‘zft!fsst:z:‘: “IIntermediate Certification Auth
_:\:;l Account Po] "I Trusted Publishers Enroll user and computer certificates automatically f . . ,
L Coempoine || Clunusted Certates L’activation de I’ « Auto-
= Trusted People
| Eventlog = Configuration Model: Enabled vI H H
 Resmctedc || Gicertcate Servics clen -car Enrollment » inclus aussi le

4 System Ser! &7l Certiicate Path Vaiidation Set [¥ Renew expired certificates, update pending certificates, and remove
Regstry || DlCerticate Servces Clent -Aut revoked crticatis ' renouvellement et

File System

s T I’actualisation des certificats
~| windows Fit T z z
déja déployés.

7] Metwork Lis
Zaff Wireless Ne

™| Expiration notfication

" PublicKey F Show expiry notifications when the percentage of remaining certificate
7| Software Ry lifetime is
~| Metwork Ac
| Application =
B, 1P security
| Advanced £
)l Policy-based Qc
| Administrative Temy Learn more about Automatic cer tificate management

Preferences =
OK

| Cancel | Apply |
oy =[]
File Acton View Help
=% s@Elc=d
= (& Computer Configuration | [ Automatic Certificate Request ~
B [ Polices - .
| Software Settings There are no items to show in this view.
F [ Windows Settings
=] Name Resolutio
2| Saipts {Startup
[ER=Y Efcuntv Setting _I
- Account Pol Automatic Certificate Request Setup Wizard X LY
B o S Il ne reste plus qu’a
[ | EventLs empl A H H
il Bentlo The next fime a compLerlogs on. a cerlficate based on the template you select i sélectionner le gabarit de
4 Restricted ¢ provided.
#, System Ser: e
certificats « Computer » pour
8 :T:':;‘;m A cerficate templats s a sst of pradefined propstiss for cestficates issusd to p P
i ’
ﬁ ot computers. Select a template from the following list. que I « au to -enro I | m ent »
| Windows Fil Cedificate templates: . .
] Network Ls e soit pris en charge pour ce
Cif Wireless Ne Cliertt Authentication, Server Authenticatior H s
=[] PublicKey F Domain Cortraller Cliert Authentication. Server Authenticatior g aba”t d e Certlﬂ CatS .
= Encrypt_ | Enrolment Agent (Computer) Certficate Request Agert
| BitLocke IPSec IP security IKE intermediate
| Automa
| Trusted
| Enterpr
= Interme 1 | |
| Trusted
_| Untrust
~| Trusted
K B <Back Next > Cancel |

link —Name "PKI Settin. inz ntoso-com —linkenabled:yes -target:"dfy|
=

Il ne nous reste plus qu’a lier

d : 8d116h75-ah28-4dba-9851-eabfladf Bdc2
DisplayName : PKI Setting:

EH3 e la stratégie de groupe a la
Bl i racine du domaine, juste
R — aprés la stratégie de groupe

du domaine.

Ouf, on est venu a bout de l'infrastructure de clé publique. Effectivement, ce n’était pas simple.
Prochaine étape, on pose la souris, on s’occupe du « Network Location Server » qui pour rappel est
installé sur un systéme en « Core » - ©.
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