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Foreword
Welcome to the Fujitsu-Microsoft Insights Quarterly. This issue focuses on applications
development and delivery, and on the many security aspects involved with these processes.
Applications are what ICT is all about. Without them, computers and communications systems are
worthless pieces of metal and plastic. Applications are the reasons for ICT’s existence. This has
become apparent to everybody in recent years, with the growth of smartphones and tablets. The
shortened version of the word – ‘app’ – is now in common usage.
Applications development, and the effective delivery of these applications to the people who use
them, has always been the most important aspect of the ICT function. But with the expansion of
applications from corporate systems to end users, and from tethered end user systems like PCs
to untethered mobile devices, the marriage of corporate applications with end user apps has
brought with it a host of security concerns.
Before mobility and the widespread use of BYOD (bring your own device) computing, security was
an important, but largely containable, issue. Now it is in danger of getting out of hand, and has
become one of the most important concerns to most CIOs and ICT departments.
Modern computing is a battle between allowing end users the flexibility and power that they
increasingly demand – ‘anywhere, any time’ – and the need to protect the integrity of corporate
data and corporate applications. Mobility has introduced many more points of entry into the
network, and many dangers.
This research shows that most organisations are still grappling with the consequences of this shift.
The challenges are many, and the solutions not always apparent. New threats are being met with
new technologies but, as always, the technology is not sufficient. It must be combined with the
appropriate management techniques to be effective.
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Introduction and Key Findings
This edition of the Fujitsu-Microsoft Insights Quarterly focuses on applications and security issues.
The report is based on data collected in ResearchWire’s CIO Trends survey. The latest survey, of
112 Australian CIOs and ICT managers, is the latest in a series of surveys commissioned by Fujitsu
Australia and Microsoft Australia.
The survey is conducted quarterly by ResearchWire to gauge respondents’ attitudes towards a
range of ICT and business trends and new technologies. The data shows attitudes and actions in a
wide range of areas, and also allows key issues to be tracked over time.

Security is a growing concern …
For many years, surveys of CIOs have found security to be a second level issue. That is no longer
the case – it is now top of mind. Traditional security concerns like hacking and malware remain
most important, but the overall increase in concern about security related issues is driven largely
by the growth in cloud computing and the proliferation of mobile devices.
Every question in the survey that asks about security indicates its increasing importance. Worries
about hackers and other external threats have declined a little in recent years, but have been
replaced by concerns over internal security threats from mobile users. Related issues like privacy
and data sovereignty are also very important.

“

„

Mobility

has increased the number of
pressure points and made security a first
level concern.
Craig Baty

… but many users are not doing much about it
Despite strong concerns about all aspects of security, many user organisations are having difficulty
addressing the issues. This is often because security only becomes a pressing concern once
systems are compromised, and because many classes of security threats are comparatively new
and there is a low level of awareness about how to deal with them.

“

Security

„

is an issue for everyone in the
organisation
Greg Stone
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Cloud computing is now mainstream
As with most technologies, users are significantly behind vendors when it comes to their
implementation of cloud computing. Cloud computing is growing strongly, but it is not nearly as
widely used as many believe. But that is not to say it is not growing quickly, or that it is not the
way of the future. Every indication is that cloud computing is becoming mainstream.
But it is obvious from responses to the survey that cloud is largely regarded as a mature
technology (more accurately a range of technologies) that is suitable for most classes of
application. There are many user concerns over the technology, which are being allayed over
time, and over security, which remains a significant issue.

“

Cloud

computing is a combination of
technologies which represents the most
important evolution in ICT since the invention
of the PC

„

Craig Baty

Applications are migrating to mobile platforms
and the cloud
Applications are migrating very quickly to mobile devices and the cloud. The move is picking up
pace. Five years ago only 10% of all corporate applications resided on mobiles or in the cloud. In
five years’ time the figure is predicted to be more than one third.
The mainframe continues to decline as a platform for corporate applications, though its rate of
decline is levelling out. Its demise has been predicted for more than thirty years, but it remains
essential for many mission critical legacy applications.
Most applications that could be moved from the mainframe already have been. Legacy systems
based on smaller machines are holding their own – the big drop is in PC and PC network based
applications.
As mobile devices connected to the cloud become more popular, PCs are fast declining in
importance as corporate computing platforms. But they are still the largest platform, hosting more
than one third of all corporate applications.

“

The

epicentre of ICT has been moving from
the enterprise to the individual for decades
now. With mobile devices, the pace of
change has quickened.

„

Greg Stone
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Packaged software is becoming the norm …
In the early days of commercial computing most people wrote their own software, or had it written
for them. The history of ICT has largely been about the gradual movement away from bespoke
and tailored software to packages.
The ERP boom of the 1990s greatly accelerated this trend. Now, with more software moving to
the cloud and SaaS (software as a service) applications, the move to packages is being given
another boost. The new breed of packaged software is very different to what preceded it. The
proliferation of mobile apps – which are nothing more or less than small packaged applications –
has changed the face of end user computing forever.
Only a little over one third of corporate applications software is now developed in house or
externally as custom software. This proportion will continue to fall, as packaged and cloud based
software becomes more sophisticated and more able to be tailored to individual organisation’s
needs.

“

„

People

still develop their own applications,
but the practice is declining as packages
become more sophisticated.
Craig Baty

… which means CIOs are no longer so concerned
about applications development and delivery
Applications development and delivery are important ‘keep the lights on’ issues, but compared to
many other issues they are not of major concern to most CIOs. The technologies and techniques
are mature, and evolve as the technology evolves.
Fewer than half of respondents say they are very concerned about interfacing new style
applications with legacy systems, or about maintaining legacy systems. Those battles have largely
been won, or are of less importance now.
Nor are CIOs overly concerned about developing new applications or maintaining existing ones.
They have much more important things to worry about – such as security.

“

Applications

development no longer has
the importance it once had. The big issue
now is supporting those applications and
in extending them to the mobile
environment.

„

Greg Stone
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There is not a lot of knowledge about Big Data and
Big Data analytics
Opinions are evenly split on understanding Big Data and how it can provide business value. Big
Data is a term introduced to describe the massive amounts of information generated by modern
information systems – orders of magnitude beyond what has gone before. The sheer volume of it
means that traditional analytical tools and techniques are not appropriate.
But the results show a degree of uncertainty – even confusion – about Big Data. About half of all
respondents say that they make decisions based on analytics, but one third say they aren’t sure or
have no opinion, with the remainder saying they do not. But ‘analytics’ is an ambiguous term, and
many CIOs believe it to be synonymous with traditional Business Intelligence.
At the same time, nearly half the respondents say that Big Data is nothing new, but just another
name for what they have always been doing. Most are dabbling with Big Data analytics, but are
uncertain how to apply it – only 20% agree that it is a mature solution that their organisations
could implement today.
To a large degree, those who say they make decisions based on analytics are the same people
who say Big Data is just another name for what they are already doing. In light of the other
responses, this is more likely to indicate a degree of familiarity with traditional analytics rather
than with Big Data..

“

Big

data is important, and CIOs know
it is important, but they are less certain
about how to address it. There are great
opportunities for users – and vendors – who
get it right.

„

Craig Baty

Data sovereignty is becoming an important issue
More than two thirds of respondents now regard data sovereignty as a significant challenge,
compared to less than one third two years ago. This is a massive rise, and is a reflection of the
increased importance of cloud computing and user concerns over where data is kept and who has
control over it.
Data sovereignty covers many areas, but at its core are concerns about safety and security. An
organisation’s data is its most important asset, and it cannot be compromised. As users confront
and adopt cloud computing, it is likely to become an even more important issue.

“

People

are worried about where their data
is held, who has access to it, and which
jurisdiction’s laws it may be subject to. Cloud
vendors need to address this concern.

„

Greg Stone
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The Hype-o-Meter – What’s Hot & What’s Not?
Respondents were asked to rate a number of technologies in terms of whether they believe them
to be overhyped or underhyped, and whether they are important or not.
The Hype-O-Meter shows that CIOs generally accept or reject a new technology based on its
merits. They evaluate technology in terms of business and ICT objectives, which evolve over
time but which do not change nearly so quickly as the hype that surrounds them. Other sections
of this report establish the context of these technologies by looking at the importance of these
objectives.

Overhyped and Important Technologies
The two charts contain the same data – the left chart is ranked by ‘Hype’ and the right chart is
ranked by ‘Importance’.

Cloud Computing

68.8
72.3

Security

36.6
84.8

Social Networking

68.8
56.3

Privacy

30.4
75.9

Tablets

58.9
57.1

Cloud Computing

68.8
72.3

BYOD

58.0
48.2

NBN

47.3
71.4

Mobility

47.3
67.0

Mobility

47.3
67.0

NBN

47.3
71.4

Wireless Broadband

33.0
61.6

SaaS

44.6
58.9

Green IT

41.1
60.7

Green IT

41.1
60.7

VoIP

32.1
59.8

Big Data

37.5
33.9

SaaS

44.6
58.9

Security

36.6
84.8

Tablets

58.9
57.1

Offshoring

33.9
25.9

Social Networking

68.8
56.3

Wireless Broadband

33.0
61.6

BYOD

58.0
48.2

VoIP

32.1
59.8

Unified Comms

21.4
46.4

Privacy

30.4
75.9

Big Data

37.5
33.9

Unified Comms

21.4
46.4

Offshoring

33.9
25.9

■ Overhyped ■ Important
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The Hype-O-Meter questions ask both whether respondents believe technologies are overhyped
or not, and whether the respondents believe they are important or not. Respondents may
believe a technology to be overhyped, but they may also believe that hype to be justified if the
technology is important. Conversely, they may also believe a technology to be more important
than the hype around it justifies.
Thus, a technology may be regarded as both overhyped and important. A good example is cloud
computing, which is high on both lists. Respondents generally believe there is probably too much
hype about it, but at the same time they recognise its importance.

The Hype-O-Meter – Now versus then
This section compares responses for technologies that were surveyed now and in the baseline
survey in 2011, showing which technologies have become more and less important to
respondents and which technologies are regarded as more or less overhyped.

Cloud Computing
Cloud computing is regarded as both important and overhyped, with more than two thirds
holding both views in every survey. Views on both aspects have not changed significantly over the
past two years.

72.7
74.2

2011

68.8
72.3

2013

■ Overhyped ■ Important

% of Respondents

NBN
Views on the NBN have remained broadly the same – its perceived importance has increased a
little, while the proportion of respondents who think it is overhyped has declined in the past two
years.

2011

53.2
69.0

2013

47.3
71.4

■ Overhyped ■ Important
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Wireless Broadband
Wireless broadband is consistently regarded as quite important, but the proportion of
respondents who believe it to be overhyped has increased significantly in the past two years.

2011

26.5
62.7

2013

33.0
61.6

■ Overhyped ■ Important

% of Respondents

Green IT
Green IT is still a low priority, but its importance has increased over the last two years. Many still
regard it as being overhyped.

2011

42.0
52.2

2013

41.1
60.7

■ Overhyped ■ Important

% of Respondents

VoIP
VoIP is increasing both in importance and in the proportion of respondents who believe it to be
overhyped.

2011

27.8
53.2

2013

32.1
59.8

■ Overhyped ■ Important
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SaaS
Software as a service (SaaS) is increasing both in importance and in the proportion of respondents
who believe it to be overhyped.

2011

38.2
53.0

2013

44.6
58.9

■ Overhyped ■ Important

% of Respondents

Tablets
Tablet computing is increasing in importance, but many respondents still believe it to be
overhyped.

2011

59.8
49.0

2013

58.9
57.1

■ Overhyped ■ Important

% of Respondents

Social Networking
Many more respondents believe that social networking is overhyped than believe it is important.

2011

65.2
52.4

2013

68.8
56.3

■ Overhyped ■ Important

% of Respondents

Unified Comms
The hype around Unified Communications has decreased significantly in the past two years. By
contrast, the decline in perceived importance has been very small.

2011

32.2
48.3

2013

21.4
46.4

■ Overhyped ■ Important

Volume 4, Q4 2013

% of Respondents

Research by ITWire

10

Applications and Content Delivery Concerns
CIOs were asked to rate their level of concern about a number of applications and content
delivery issues. The related issues of data security and the security of mobile applications are by
far the most important concerns, with more than two thirds of respondents saying they are very
concerned or it is their top concern.

Data security and
mobile security are
most important

29.6

Security of mobile applications

38.0

25.2

Shortage of good staff in this area
Interfacing new style apps
with legacy applications

27.1

28.4

16.5

26.6

Maintaining legacy applications

18.3

29.1

Difficulty of web-based content delivery
Difficulty of developing new applications

48.2

26.4

Data security

14.7

7.3
15.6

■ Top priority ■ Very concerned

% of Respondents

There is some level of concern about the other issues polled, but generally speaking CIOs are not
overly concerned about the difficulty of delivering new or web-based applications and content.
They are easy enough to deliver, much harder to secure.
There is relatively little concern about interfacing new style applications with legacy systems,
or about maintaining legacy systems, with fewer than half of respondents saying they are very
concerned about these issues. But about half respondents are experiencing staff shortages in
applications and content delivery.
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Applications Development Tools
Respondents were asked an open ended question about what applications development tools
and environments they were using, both for new and existing applications. Java, .Net and the
various flavours of C (including C# and C++) are by far the most popular, with Visual Basic also
popular for existing applications.

Java and .Net still
dominate application
development

Java

30.4
26.8

.Net

27.7
16.1

C, C#, C++

18.8
23.2

SQL

16.1
8.9

HTML

10.7
4.5

VB

9.8
22.3

ABAP/4

8.0
8.9

ASP

5.4
4.5

Ruby on Rails

5.4
1.8

PHP

4.5
2.7

XML

4.5
2.7

Python

3.6
6.3

RPG

0.0
8.9

Others

11.6
20.5

■ Overhyped ■ Important

% of Respondents

Usage of SQL is still growing, and HTML and XML are still popular for new applications.
Conventional 3GLs and 4GLs are no longer widely used, though ABAP/4 is widely used in SAP
environments. Cobol is nowhere to be seen, even in sites with large numbers of legacy systems –
these applications have either been stabilised or are being maintained by other methods.
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Corporate Applications
CIOs were asked to estimate the sources and platforms of their corporate (as opposed to end
user) applications – five years ago, now and five years from now. The responses give an indication
on how the applications landscape is changing.

Sources of Corporate Applications
Packaged software
is on the rise. In
house development
continues to
decline

Developed internally

21.7
18.2
15.2

Developed externally

18.1
17.9
15.3

Packaged

33.8
33.6
36.5

Packaged with further customisation

18.0
19.5
19.6

Other

8.5
10.8
13.4

■ 5 years ago ■ Now ■ 5 years from now on

% of Respondents

Packaged software is on the rise, and software developed internally (in-house) or externally
(custom) is declining. The strong rise in ‘other’ reflects the growing use of SaaS and similar
application types – also a form of packaged software.
Only a little over one third of corporate applications software is now developed in house or
externally as custom software. The proportion will continue to fall, as packaged and cloud based
software becomes more sophisticated and able to be tailored to individual organisation’s needs.
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Platforms for Corporate Applications
Applications are migrating very quickly to mobile devices and the cloud. The move is picking up
pace. Five years ago only 10% of all corporate applications resided on mobiles or in the cloud. In
five years’ time the figure is predicted to be more than one-third.

In five years‘ time
more than one
third of corporate
applications
will reside on mobiles
or in the cloud

Legacy – Mainframe

16.8
12.3
11.9

Legacy – Unix and other minis

21.0
19.6
20.9

PCs and PC Networks (non-mobile)

47.4
40.6
35.3

Mobile devices

7.2
10.5
20.0

Cloud and SaaS

2.8
12.0
18.1

Other

8.6
8.5
8.7

■ 5 years ago ■ Now ■ 5 years from now on

% of Respondents

The movement of corporate applications to the cloud is particularly pronounced. The movement
over ten years is from 2.8% to 18.1% – more than a sixfold increase.
The use of the mainframe as a platform for corporate applications continues to decline, though its
rate of decline is levelling out. Most applications that could be moved from the mainframe already
have been. Legacy systems based on smaller machines are holding their own – the big drop is in
PC and PC network based applications.
As mobile devices connected to the cloud become more popular (see above), PCs are fast
declining in importance as corporate computing platforms. But note that in five years’ time PCs
are still predicted to be the largest platform, accounting for just over one third of all corporate
applications.
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Moving to the Cloud
Respondents were asked the extent to which they were moving various types of applications to
the cloud.

Webhosting,
E-commerce, data
recovery and backup
most likely to
move to the cloud

Website hosting

20.4

17.2

E-commerce

35.9

Disaster Recovery and Backup

35.5

High Performance Computing

8.7

23.3

Security
Batch processing

14.1
13.0

4.3

11.1
12.0

10.0

69.9

2.2

14.9 2.3

8.7
17.8

67.4

13.0

5.6

28.3

4.4

15.2

4.6 4.6
27.8

57.8

15.6

7.6

73.6

6.5
15.2

13.0
15.2

46.7

7.6

10.0

25.0
13.0

32.2

6.5

18.3

17.8
10.0

PCI DSS systems

Storage

14.0

59.8

Data analysis

22.8

19.6

44.6

End user applications

17.2

12.0

25.8

52.2

Databases

22.6

22.8

48.9

CRM and salesforce automation

Mobile apps

22.6

10.0

2.2 7.6
9.8

4.3
4.4
6.5

5.4 4.3

■ Not considering ■ Considering, but not done ■ Small usage ■ Major usage ■ Totally on cloud

Website hosting is very often in the cloud, with more than one third of respondent organisations
totally on cloud based systems or making major usage of them. E-commerce and DRP systems are
also often in the cloud.
Cloud based CRM systems are widely used, reflecting the popularity of SaaS systems such as
Salesforce.com. End user applications such as word processing and spreadsheets are not widely
cloud based at present, though the introduction of Microsoft’s Office 365 will likely change that in
the future.
Security systems are rarely trusted to the cloud, and the systems least likely to be considered on
the cloud are those utilising PCI DSS (Payment Card Industry Data Security Standard).
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Big Data
Respondents were asked a number of questions about their attitudes towards Big Data and data
analytics. About half of all respondents say that they make decisions based on analytics, but
one third say they aren’t sure or have no opinion, with the remainder saying they do not make
analytics-based decisions.

Only 20% agree that
Big Data is a mature
solution

Nearly half of respondents agree that Big Data is nothing new – just another name for what they
have always been doing. Most have not sought outside help on making decisions about Big Data,
and only 20% agree that Big Data is a mature solution that their organisations could implement
today.

My organisation makes
decisions on analytical
methods

11.8

Big Data us just a new term
for what we have been already 3.2
doing
I have a good understanding
of where Big Data can provde
business value to my organisation

10.6

My organisation seeks outside
expert opinion when making 5.3
decisions on Big Data
Big Data is a mature solution
that could be implemented in my
organisation today

8.6

31.2

20.2

40.9

30.9

16.0

12.8

36.2

44.7

24.5

7.5

17.0

43.6

31.9

9.6

11.7

18.1

35.1

8.5

17.0

3.2

■ Strongly disagree ■ Disagree ■ No opinion / neutral ■ Agree ■ Strongly agree

The results show a degree of uncertainty – even confusion – about Big Data. About half of all
respondents say that they make decisions based on analytics, but one third say they aren’t sure
or have no opinion, with the remainder saying they do not. Most are dabbling with Big Data
analytics, but are uncertain how to apply it.
To a large degree, those who say they make decisions based on analytics are the same people
who say Big Data is just another name for what they are already doing. In light of the other
responses, this is more likely to indicate a degree of familiarity with analytics rather than with Big
Data.
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Legacy Applications
Legacy applications remain important. When asked if they are core to their business, well over
half said they are and fewer than 20% said they are not. But at the same time most respondent
organisations are trying to move away from legacy systems.

Legacy applications
still have a role to
play in business

Our legacy applications
are core to our business 4.2
We are trying to move away from
or rewrite our legacy applications

6.3

We need to integrate our legacy
4.2
applications with other systems
We spend too much time
maintaining our legacy
applications
In a perfect world we would
move our legacy applications to
the cloud

13.7

20.0

10.5

27.4

13.7

6.3

37.9

24.2

37.9

30.5

24.2

17.9

36.8

28.4

12.6

24.2

14.7

24.2

34.7

16.8

10.5

17.9

■ Strongly disagree ■ Disagree ■ No opinion / neutral ■ Agree ■ Strongly agree

Over half say they have a need to integrate legacy systems and applications with newer systems,
and more than 40% believe they spend too much time maintaining legacy systems. Opinions are
divided on whether in a perfect world they would move their legacy systems to the cloud, with a
little under one third saying they would, and a little over one third saying they would not.
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Importance of Security Threats
Respondents were asked to rate the importance of a number of security threats on a scale from

Malware and spam
are the security
threats that are
top of mind

1 to 5, where 5 is the most serious.
More than three quarters rate malware infection via email or spam as important (4 or 5 out of 5),
with other types of malware and hacker attacks not far behind. This reflects the prevalence of such
threats – they are also the most important security initiatives (see next section).

Malware infection via
email / spam

7.7 3.8

Malware infection via
3.9 0.0
compromised websites

11.5

25.6

Information theft with malware 2.6 7.7

Managing security in a virtualised
environment

17.1

Zero-day vulnerabilities on
unpatched systems
Employees consuming public
cloud services outside of
corporate strategies

14.5

17.9

40.8

22.4

25.6

24.4

38.5

21.8

1.3

28.2

15.4

26.9

46.2

15.4

Protecting your information in
the cloud

24.4

43.6

25.6

Hackers deliberately
compromising your website(s) 5.3
Advanced persistent threats 5.1

52.6

7.7

33.3

14.1

17.9

30.8

15.4

26.9

23.1

15.4

19.2

23.1

24.4

17.9

24.4

28.2

7.7

■ Not at all important ■ 2 ■ 3 ■ 4 ■ Very important

About half think APTs (advanced persistent threats) are a problem. Less importance is placed on
security issues relating to virtualised and cloud environments, but they are still of major concern to
over half the respondents.
Employees consuming public cloud services are not perceived to be a major problem by most
respondents, but are still important to over one third of all respondents.
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Priorities of Security Initiatives
Despite their relatively low level implementation (see next section), security initiatives are a
medium to high priority to most organisations. Highest priority are anti-virus and anti-malware
systems, regarded as medium or high priority by three quarters of respondents.
Network intrusion detection, mobile security and mobile device management (MDM) are
a medium to high priority for around two thirds of organisations, with email filtering, patch

Security initiatives
are a medium-to-high
priority to most
organisations

management and web filtering a priority to more than half of respondent organisations.

Anti-virus / Anti-malware

10.4

2.6 10.4

Network Intrusion Detection

7.6

Mobile Security

7.6

5.1

Mobile Device Management

7.6

2.5

Email Filtering

10.1

10.1

6.3

10.1

20.3

17.9

Advanced persistent Threats
(APTs)
Data Leakage Prevention (DLP)
Incident Response Plan

26.6

12.7

Host-based IDS / IPS
SIEM

20.3

6.3

27.8

34.2

10.1
15.2

17.7
19.0

17.1

15.2

27.8

40.5
30.4

14.1

34.2

20.3

8.9

12.7

32.1

26.6

27.8

15.4

34.2

17.9

16.5

17.7

35.9

22.8
17.9

8.9

24.1

35.4
19.2

21.5
12.7

30.4
30.4

26.6

Data Encryption

29.1

35.4
32.9

19.2

25.3

36.7

24.1

10.3

Cloud Security

41.8

21.5

Web Filtering

Virtualisation Security

31.2

15.2

2.5

13.9

Patch Management

45.5

20.3
21.5

21.1

21.1

8.9
6.6

■ Don‘t know / Does not apply ■ Not on our agenda ■ Low priority ■ Medium priority ■ High priority

Virtualisation security ranks in the middle, with nearly half the respondents say it is a medium or
high priority. Given the widespread use of virtualisation, this reflects a feeling that any security
issues surrounding it are being addressed. Cloud security has a similar level of priority, but in its
case this is more a reflection of relatively low usage.
APTs, DLP, incident response plans and SIEM (Security Information and Event Management)
systems are the lowest priority.
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Implementation of IT Security
Respondents were asked about the extent to which they have implemented various security
strategies. Despite their concerns about security, the level of implementation in many cases is
comparatively low.

Despite concerns,
the level of
implementation
of security is
comparatively low

Fewer than half the respondents have implemented a formal IT security management program.
Around half have formally appointed a CSO (Chief Security Officer) or someone else in charge of
IT security, but more than one third have never considered doing so.

Have implemented a formal IT
security managed system

18.1

Have appointed another (not
CSO) person in charge of IT
security
Inclusion of security
considerations in software
developmet lifecycle

Conduct independent or internal
code reviews

13.3

31.3

35.8

24.1

3.7

4.8

Have appointed a Chief Security
Officer (CSO)

39.5

4.9

25.9

11.1

24.1

28.4

58.2

55.3

8.4

17.3

73.8

Have certified our IT security
managed system to PCI DSS
(Payment Card Industry Data
Security Standard) certification
requirement

9.6

38.6

Implemented DSD (Defence
Signals Directorate) cyber
intrusion mitigation strategies

Have certified our IT security
managed system to ISO27001

23.5

27.7

2.56.3

12.7

65.8

11.3

26.6

15.3

6.3

35.4

14.1

13.9

9.9

7.1

7.6

3.8

8.2

8.9 3.8

■ Have not considered ■ Considered, not implemented ■ Ad hoc or immature implementation
■ Mature implementation ■ Best practice

There remains a strong degree of reluctance or ignorance about IT security. More than three
quarters have not implemented the Australian Defence Signals Directorate (DSD) cyber intrusion
mitigation strategies. Perhaps they are not aware of them, but that alone indicates their lack of
knowledge about the subject. (The DSD guidelines, developed in Australia and endorsed by the
Government, have become a de facto standard for cyber intrusion mitigation).
More than half have not certified their IT security system to ISO 27001 standards, and most of
the remainder are only thinking about it or have just started doing it. Only 20% have a PCI DSS
(Payment Card Industry Data Security Standard) system.

Volume 4, Q4 2013

Research by ITWire

20

2/3

Technology Relevance
Respondents were asked how relevant a number of ICT strategies or technologies are to their
organisation. The chart shows the percentage of respondents regarding technologies as ‘highly
relevant’ or ‘most relevant’, in the most recent survey and in the baseline survey in 2011.
Nearly two thirds consider virtualisation the most relevant or a highly relevant technology, though
its importance has declined a little in the last two years.

Virtualisation
continues to be
the most relevant
technology

Virtualisation has become an
almost universal technology in
recent years. It saves money,
reduces complexity and makes
management easier.

Virtualisation (including
consolidation and integration)

68.1
62.5

Security enhancements

35.1
51.3

Integrated enterprise-wide
information access

56.5
50.0

Cloud Computing

34.6
42.5

Mobile working solutions

44.1
41.8

Increased use of third-party IT
service suppliers

21.6
33.8

Unified communications for the
enterprise

30.6
32.5

New business applications based
on Web 2.0 technologies

23.1
23.8

Adoption of IT governance
frameworks

29.0
22.5

Application of SOA model (service
oriented architecture)

18.8
18.8

Localised software or service
support

16.8
16.3

Green IT and energy saving
initiatives

11.8
10.4

■ 2011 ■ 2013

% of Respondents

Security enhancements have become much more important, as has cloud computing and the
increased usage of third party IT suppliers.
Most other technologies have not moved much in importance since the baseline study in 2011.
Green IT and energy saving initiatives remain at the bottom of the list (most IT departments are
not responsible for the cost of the energy their systems consume).
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ICT Challenges
Respondents were asked to rate their most important ICT challenges. The chart shows the
percentage of respondents regarding challenges as ‘important’ or ‘very important’, in the most
recent survey and in the baseline survey in 2011.

The main challenge
is protecting and
securing the network

The biggest challenges have
to do with security and related
issues. These have become
much more prominent in the
last two years.

Protecting / securing the network

47.6
69.9

Optimising and controlling costs

46.8
66.7

Data sovereignity /
ownership of data

32.6
62.7

Decreasing IT budgets

42.6
56.0

Business continuity

42.2
53.1

Improving service responsiveness

44.4
51.8

Insufficient IT skills / training

40.3
47.5

Web services

19.4
44.6

Meeting regulatory complians

22.5
43.4

Changing business requirements

55.4
42.2

Workers wanting to be mobile

33.2
41.0

Developing / delivering
applications

37.4
39.8

Reduced IT headcount

20.4
25.3

Out-dated infrastructure

22.6
22.9

■ 2011 ■ 2013

% of Respondents

Most challenges have grown in importance over the last two years, though the order in most
cases remains much the same. The only challenge to show a decline is ‘Changing business
requirements’. Developing and delivering applications is not seen as a major challenge.
The top ICT challenges are protecting and securing the network, and optimising and controlling
costs. They have both grown significantly in importance in the last two years. Third is data
sovereignty, which also shows the biggest increase.
More than two thirds now regard data sovereignty as a significant challenge, compared to less
than one third two years ago. This is a massive rise, and is a reflection of the increased importance
of cloud computing and user concerns over where data is kept and who has control over it.
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ICT Objectives
Respondents were asked to what extent their organisation is prioritising a number of key ICT

The key ICT
objectives

objectives and challenges. The chart shows the percentage of respondents rating each objective
‘high’ or ‘very high’, in the most recent survey and in the baseline survey in 2011.

Meeting customer / partner
expectations

67.4
67.1

Increasing ROI

48.6
65.1

Increasing productivity

69.5
64.3

Improving process

58.3
63.1

Cost savings

65.2
59.5

Managing risk

61.4
51.2

Gain competitive edge

34.9
47.0

Organisation-wide integration

50.3
39.8

Green and Sustainability initiatives

12.8
14.8

CIOs understand that ICT’s
main role is to serve the
business and make it operate
more efficiently – improving
process is important in any
business environment, and
is an essential component of
aligning ICT with business.

■ 2011 ■ 2013

% of Respondents

Meeting customer or partner expectations is the most important, up from second position two
years ago. The biggest increase is in ‘Increasing ROI’, up from fifth to second position. Most other
objectives are in a similar position, with similar ratings, to where they were two years ago.
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Conclusions
The survey results in this issue of the Fujitsu-Microsoft Insights Quarterly show that the ICT
landscape is evolving very quickly. The old issues remain the same, but they are joined by
pressures arising from new technologies. The old truism that ‘the only constant is change’ has
never been more relevant.
As is the saying that the pace of change is accelerating. The proliferation of mobile devices in
recent years has changed the face of ICT. Laptops have been around for twenty years or so, but
they have essentially operated as mobile PCs, with similar support issues. The big change has
been the introduction of smartphones and tablets, and their attachment to corporate networks.
These devices are much more than PC replacements. They represent a whole new generation
of computing, with a whole new generation of ICT management issues. They have enabled new
functionality, but they have also brought many new challenges to the management of end user
computing.
It is increasingly important that users be able to access corporate data, and corporate
applications, with mobile devices. That has changed the nature of applications development and
delivery. And it has vastly increased system and network vulnerability, leading to a much greater
emphasis on security.
The proliferation of devices – not just user mobile devices, but embedded processors, RFID,
sensors and a range of M2M (machine to machine) communications – has led to an explosion of
data. Big Data has challenged traditional views of data analytics. At the same time that CIOs are
grappling with the management and security issues surrounding increased user mobility, they are
also having to confront the challenges – and opportunities – of Big Data.
ICT’s job remains the same – to ensure enterprise ICT delivers to its customers and end users –
but the means to that end keep changing.
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Appendix: Respondent Base
By Industry Sector

9.8%
Wholesale / Retail /
Logistics

6.3%
Primary Industries /

21.4%
Financial / Business /
Services / ICT

Utilities / Construction
/ Mining

4.5%
Other Services

5.4%
Government /
Administration /
Defence

11.6%
Health / Education /

13.4%
Health / Education /

Welfare

Welfare

27.7%
IT / Telecommunications
/ Media

By Employee Numbers
Under 50

27.7

50-100

27.7

100-500

24.1

500-1000

8.0

Above 1000

12.5

By Location

6.3%
Western Australia

42.9%
NSW

4.5%
South Australia

24.1%
Victoria

16.1%
Queensland
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