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Whatithe user has.er has ¢




Whatithe user waats .. want s




Wihatithe adminsstratomwantsr..at o

A Central user management
I Single point of administration
I Assign user rights in various applications with one keystroke
I Lock or Delete users centrally

A Central user repository
I Avoid redundant user information




Introduction

Microsoft

ldentity Management

Single Sign On

Operations using System Center Operations Manager



User/Managementtintegratiot w/o MIIS--

usimyy BHPstaoaiandtenterésces

Enterprise
Portal mySAP Business Suite
and SAP R/3

SAP Web AS

User store ﬁ LDAP synchronisation

Microsoft Active Directory



http://www.sap.com/index.epx

Dataexportirom mySAP HR [

usimgLIDARPnrerdéatace

SAP HR WebAS
6.10

<=4.6C

>=4.7

SAP data field ->

Employee data: _ User attributes
Personel number LDAP attribute Cn
First Name Sn

Last Name givenName




SAP UME OVERIMSADS

Login over MS ADS SSO LOGIN into ERP
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Microsoft SAP EP 6.0 SAP ECC 5.0
Active Directory (LDAP)




SAPLDARwsser synchromisation |

4.7 and Mandatory for 4.5 & 4.6
higher optional for 4.7 and higher
i
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SAP ABAP user management data can be synchronized with a LDAP directory
with systems based on WebAS 6.10 or higher

SAP Systems with Release 4.5 and higher can be integrated into LDAP using
CUA

LDAP directory interface provides mapping capabilities of LDAP attributes and
SAP data fields

SAP User synchronisation and distribution can be performed by background
jobs
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Resultfof " SABcuser\EPAR. sync.

A User is created / updated with
basic user data from LDAP
directory

First Name
Last Name
eMail

Roles (optional)
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A Users are created without
password
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Passwords are not needed if
SSO using SAP Logon Tickets
IS used

No security risk since users
cannot log on without using
SSO via Enterprise Portal
using an initial password
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Display User
| Licence Data |L@ References |

: _aauaama
_0941515 23.02 2004 174540

Logondata ¢

Stas saved

. Parameters |

. Defaults - Profiles

Aliag

Passward
Password Deactivated

Llser Group for Authorization Check

Walidity Period User Type

valid from ® Dialog

Walid through D Communications
) Systemn

Other Data D Service

Accounting Mumber ) Reference

Cost center




LdentityManagement using MIIs [N

im &aNMiccoes i fiE rBmomementent

A SAP Standard Interfaces
I SAP Web AS ABAP: LDAP Synchronisation with Active Directory

I SAP Web AS JAVA: Support of LDAP Directories (Active
Directory) as user store

I SAP HR: LDAP I nterface AHR Data Retr
Directory Service 0

. :';, Wﬁdﬁww
A Microsoft Identity Integration Server
i MIIS 2003 SP1 SAP Management Agent g%%\ggoggtegraﬂon

¢ Enterprise Edition
Identity ion and Password 9

A MIIS will get additions with
|dentity Lifecycle Manager ILM 2007 soon

http://www.microsoft.com/windowsserver/ilim2007/default.mspx
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MIIS 200D SPLCSAPAgent N ..

A Goals
I Use supported SAP interfaces T SAP certification in progress
i Don6t require reconfiguration of SA
I Support default configurations out of the box

I Make it possible to use any BAPI on the SAP application server
that can be called remotely

I Use SAP technology to connect directly to SAP
A Leverage SAP security infrastructure
A Eliminate manual file creation processes
A Scenarios
I Employees as authoritative data for provisioning
I Feed updated email, user ID attributes back to SAP
I Provision and manage SAP HR/CUA users
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ArchitectuferObjectives BB

A Provide ability to directly reach SAP for imports and exports I
use BAPIs to accomplish this integration

A Reuse SAPO6s technology and comifouoffi c at
box invocation of BAPIs

A All ow for SAP configurations ¢t aobf ar e
the box solution by making it possible to use a configuration tool
that connects to the SAP application server and discovers the BAPI
that can be called remotely.

A Build a Ul that exposes features to help users arbitrarily map
any BAPI parameter component to any connector space attributes
for a particular set of MA operations.

A Allow user -defined operations to handle cases where retrieving a
single object (for example an employee) might require calling
several BAPIs to get the personal information, the communication
| D, the organizational assignment, th
department and cost center names, etc. All of these pieces of
information require calling different BAPIs with a way to tie all of the
iInformation together into a single object. We designed the
architecture to accommodate this kind of user -defined operation.
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UﬂmMmgemeinaﬁegmatﬁMIﬁvith-lu

Provisioning;;, Depravisioning) g, Synchronization;n,
Passwaord Synch./ Users, Customers;EEmployees vces

MIIS Server

A SAP is the example
connected data source

A BAPIs (a set of APIs for interacting with
SAP) are used for import and export

A The SAP Management Agent is built using
an easy-to-use set of .NET interfaces

A Import employees, users, customers

A Export users, updates to employees and
customers




